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present invention relates to a systemfor authenticating the NNEMMMMHMHMP
of a nobile device or elenent. Its purpose is to detect deco

fransmtter usurpation (a termbetter known as "spoofing") and_ itsapplies,-
for exanple, to the field of road, notorway or urban renote paynent systens
and to any ot her geographically |ocated nonitoring or paynent system 10A
nobi |l e el ement corresponds, for exanple, to a person, an animal, a vehicle
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applications requiring infornmati aqw%igéugév [@eogr aphi c position conprise
means for estimating their position as accurately as possible. For this

pur pose, satellite geographic |ocation systens are conmonly used, these
systens bei ng denoted by the acronym GNSS, standing for "d obal Navi gation
Satellite Systens". An exanple of a GNSS systemis the GPS (d obal
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poi nt of view for use system for exanple Insuran par i ng and
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safety of g tracki hg containers) and sa of the user ( Vi ng
assi st ance)systga*rsra@déqahpn@nt gewerdmaﬂymt@nﬁonltmhgnenayrn@ttsws@ types of

appl | capi ons are Ustidkhie LRMRAT obAaliRhaR!oRtk S 05 BEROROITUAIGA!4 O

means wever, the radio |nk W e sate en an

vul ner abl evghlgteaqr,toany ebjsctevhatsgeverd GNSS signal s are used Whl ch are not
accessible to these markets, because of the distribution and managenent of
access keys. 30Consequently, it is possible for an uncooperative user or
mal i ci ous person t Mabileluciedtepnise feo9inealso nignplementingc earpticationst Heaviringvi ng t o

interfere WhhndtR on their geographic position comprise means for estimating their position

15  as accurately as possible. For this purpose, satellite geographic location systems
are commonly used, these systems being denoted by the acronym GNSS, standing
for “Global Navigation Satellite Systems”. An example of a GNSS system is the GPS
(Global Positioning System) system.

The integrity of the positions is a major requirement in a positioning

20 application which is critical from a legal point of view (payment for use system: for
example insurance, parking and road system), or a judicial application (wrist
monitoring device or tags) just as it is in an application which is critical from the point
of view of safety of goods (tracking containers) and safety of the user (driving
assistance).

25 The equipments used in systems implementing these types: of
applications are usually tamper-resistant and use secure communication means.
However, the radio link with the satellites is an open and vulnerable signal, unless
encrypted GNSS signals are used which are not accessible to these markets,
because of the distribution and management of access keys.

30 Consequently, it is possible for an uncooperative user or malicious
person to induce false positions in a receiver, without having to interfere with the
on-board equipment (denoted OBU, standing for “On Board Unit”), and to do this

with a low-cost piece of equipment of the regenerative receiver type which is easy to
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on- board equi pnent (denoted OBU, standing for "On Board Unit"), and to do
this with a | owcost piece of equipnent of the regenerative receiver type
which is easy to 1 1111111 111211111 1111 11211 1111 1, C410002* 2 use
surreptitiously. Mire or |ess conplex strategies can be inplenented in a
regenerative receiver for injecting a GNSS signal corresponding to the path
required for bypassing the application: for exanple in order to avoid the
generation of a warning in nmonitoring equipnent, like the wist nonitoring
device or tariffing events 5 triggered by passing through virtual gates in
paynment fousgssuregppliousit iMere, ormlasst eonaplex strategiest can ienimplemgentad iniak of
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corresponding to the received cell position information.

The patent application WO 2009/090515 describes a system and a
method for making automatic payment secure. In this case the method again uses
two different sources in order to obtain the position of a vehicle; i.e. the position

25 tracking system and the sensors which are independent of the navigation signals.

Various methods of checking the consistency of position estimations are
known in the prior art. This consistency can be checked for example by monitoring
the absolute or relative power of the GNSS signals or by comparison with secondary

30  sources like movement sensors or the measurement of other radio signals. Original
procedures using the modelling of the user and his environment are disclosed in the
patent application FR1100961.



3 : The consi stency of the neasurenents can al so be checked using
digital waternmarking techniques notably allowing the termnals to | ocate
the transmitters of a network. This technique is often referred to by the
word "wat ermar ki ng". An exanple of the use of digital watermarking is
disclosed in the patent application WO 52009/ 037133. Mor eover ,
securing |l ocation applications assunes kriown anti-tanpering protection
Ireasures in the securing of the exchanges and in the protection of data
com ng fromother sensors in the vehicle. Such nethods are not at present
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present i nvent i on, Wgbdes Ry lothidiCarbReAIRAS BSSuribs kithurPédiPfanibelinghi ch
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el abor at e prejeetios meassres iahe isgetding of theexehganges ave jit th@rproﬁe@wbofydata
20consi st's dhhiddsid ofiRl SOHAPRIthe LEiQeMaLi on, wi thout cal ling upon ot her
sensors, in the case of “nor ma functioning of the device. The
subj ect of the i nvénehomethagdszareot @f riesant ioplementedin h@mmetmllymatlme
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GNSS 25 recel ver, , havi n nction of estirmating the position X(t) of

that nobi | @ngiosgentrol SPﬁwgrenI@Motm prstieidare Freleaigningi the ghiprfor mass ipfodseasr i ses,
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det ecti on :
The idea used by the present invention, uniike the existing approaches

of the prior art which generally demand the adding of secondary position information
or a more elaborate processing of the signal in the GNSS reception, notably
20 consists in using cartographic information, without calling upon other sensors, in the

case of normal functioning of the device.

The subject of the invention relates to a method for authenticating the
position X(t) of a mobile element, a mobile element comprising at least a GNSS
25 receiver, k, having a function of estimating the position X(t) of that mobile element,
this method being characterized in that it comprises, in combination, at least the
following steps:
e determining one or more items of data associated with the position X of a
GNSS receiver, r,
30 e extracting reference data associated with the position X from a cartographic

database,



Srate or the false alarmrate, aut henticating the position X of
the said npbile el enent using one or nore of the said consistency
indicators Ic(X) in an authenticity decision function. The
filtering step is, for exanple, carried out by tenmporal integration of the
indicator over a given period of time. 10The establishnment of the
cartographi c database and the cal cul ati om of the consistency indicator are
carried out in a centralized device connected by a comuni cati ons network
to the said nobile el enents. The establishment of the
cartographi c dadeteasmirgnat lehst crd consstenny ioflicatoe IgXhsisingethe Vfirstntinc af or  ar e,
for exanple, cargle t
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travel | ed [ng m)ii,camsbvereamlerbgertdde)fMHmwr ed speed Vr(t) and on the other
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figured5i neldmarits. Figure 1 shows an exanple of a satellite systemfor
locating a nobile (A%Xér%mg to a variant embodiment, in order to authenticate the position
X(t) of a mobile element, the consistency indicator lc(X) is calculated from the
position of pseudolites indicated in the cartographic database.
In order to authenticate the position X(t) of a mobile element, the
20 consistency indicator Ic(X) can be calculated from the direction or directions émap1_
Bmap2 Of the road segment travelled and/or the speed Vmop estimated over this
segment, from data indicated in the cartographic database.
According to another embodiment, in order to authenticate the position
X(t) of a mobile element, the consistency indicator Ic(X) is calculated from, on the
25 one hand, the distance travelled D(t), estimated by the measured speed V((t), and
on the other hand the distance as the bird flies Dn,p, Or the curvilinear distance on
the road graph in the cartographic database.
In order to authenticate the position X(t) of a mobile element, the

consistency indicator Ic(X) is calculated, for example, from the measured altitude z,

30 compared with that z,,, indicated in the cartographic database (23).



5such as a vehicle, Figure 2 is a diagramof the different el enents
participating in the method and the system according to the invention,
Figure 3 is an illustration of the inclusion of a position of a nobile
elenment in the area of visibility of a pseudolite, 10 Figure 4 is an
Illustration of the direction/speed constraints given by the cartography,
Figure 5 is an illustration of conparisors between speed and di stance
travelled on the map. 15In brief, and in a generic manner, the nethod
according to the invention, for authenticating the G\NSS position of a
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invention. 6 travelled on the map.

15 In brief, and in a generic manner, the method according to the invention,
for authenticating the GNSS position of a mobile device without having recourse to a
second position source and using the architecture of the receivers used at present,
notably consists in evaluating the spatial consistency of the positioning information
transferred from cartographic information. _

20 Figure 1 shows an example of location of a mobile element 1, for
example a vehicle, by satellite. The location system comprises, on board the vehicle
1, a locating and broadcasting device 2, called "mobile device", designed to
determine the position and/or the speed of a vehicle and to transmit these items of
locating information to a position server 3 responsible for storing and/or using them.

25 The locating and broadcasting device comprises a receiver 4 of GNSS (Global
Navigation Satellite System) navigation signals, such as a GPS (Global Positioning
System) receiver, transmitted by a constellation of satellites 5a, 5b and a mobile
communications transceiver 6. '

The items of position information are calculated by the GNSS receiver 4

30 by means of the exploitation of signals 13a and 13b transmitted by the satellites 5a,
5b according to methods known to those skilled in the art.

Figure 2 is a simplified block diagram of the architecture of the system

for authentication of the position of a mobile device according to the invention.



The path of the GNSS receiver on board a nobile device 1 is conposed of a
series of GNSS positions X(t) estinmated at tinmes t, 21, with which are
associated a position uncertainty AX and a tine uncertainty At. The nobile
device is called "true" and the positions "authentic" if the positions are
calculated from 5 "authentic" signal, that is to say transmtted by the
GNSS constellation. The nobile device iseécalled "fraudulent” and the
positions "unauthentic" in the opposite case. - A nodul e 22 nakes
it possible to determ ne consistency indicators. This nodule 22 notably
recei ves the geogr dpairethoeiitae SdISenrgceiner eNswmarg @snebigrieyieed is gompased 24
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base will cover a country or a region. An alt'ernative

enbodi ment of i npl &npadule 28 malkfes titresaiblero dletarminedéangistemcy ndidatarenthisn is to

use a cart ' j y HHEIERS i
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termnal or in a céntodules24vetably has the functionhefs detegtingasienest dataae to t he

i npl e ta d not to the principle of the nethod, which is expl ai ned
&Y

in the casébg'poﬁ)s centralized inplenmentation. A conponent for detecting
suspect data 24, sbifferent edeixdimérdslof theimeathodgregesenield heldwici pl e by pat ent
No FR11100961, for adpkLe St EShim tatlptd Lhdi cat ors,
22, referenced Ic(ﬁ%%?S and B? gt L%@t.tpéogl tl o%ﬁtbgnér@r%cglgévozrﬂoﬁaéé(tah@fggi%en
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region.
An alternative embodiment of implementation of the method according to
the invention is to use a cartographic database duplicated in each item of mobile
20 equipment. The modules 22 and 24 can aiso be produced either in the terminal or in
a central server.
These variations relate to the implementation and not to the principle of
the method, which is explained in the case of its centralized implementation.
A component for detecting suspect data 24, such as described in its
25 general principle by patent No FR11/00961, for example, estimates one or more
statistical indicators, 22, referenced Ic(X), and X at the position of a receiver k at a
given time.
As an indicator is affected by noise due to receiver measurement errors,
cartographic errors and errors inherent in the principle of comparison, one or more
30 filters are applied to the statistical indicators Ic(X), for example by integrating these
values lc,w (X) over a path of the mobile element for a time period [to, t4], whose

duration is chosen according to the application:



k ram( X) where Icflitered corresponds to the value of the indicator

obtai ned after filtering and lcr" corresponds to the values that can be
taken by the indicator over the tine period [to, t1]. From
these filtered values, it is possible to construct a function to decide 5
on the authenticity of a position of a nobile device or of a receiver k
fitted to the device. For this purpose, it is typically
possible to use a true/false |logic value, a probability of fraud estinator
p(X) or values of possibility/necessity according to the fuzzy | ogi ¢ of
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I n this netfivora modeler by xgeamentatienio e @ nallduefurr@tqs of tmeorgwlémfcfcﬁq@r ises a

certain nu 1 Uiy S f5t B4 transmtters called "pseudolites”
transmtti %ﬂsegilugnﬁéconpgﬁ ble with a GNSS constel | ati on, whi ch t he

exi sti @9 GNSS r eceiFoeexange: M%) =4 ‘ardtan(ifnig™ & 0:1] lgcgmttnuom apd¢ satisfieng t o
net hods KnQyL o tifhits.

The parameterization values are, for example, the threshold value T > 0,
or the factors 3 > 0 and m > 0. These values allow the adjustment of the decision
according to the observed distribution of the indicator used over samples

25 representative of real paths and of falsified paths for a given mobile device. B is
defined as the inverse of the value Ic corresponding to a confidence probability of 2
and m makes it possible to adjust the “slope” of the function.

p(X) being the probability of spoofing, the complement 1-p(X) of this
value is a probability of authenticity. This confidence indicator Ic(n, X) probability

30 p(X) is obtained from one of the consistency indicators or statistical indicators 22 or
a combination of certain of these indictors by applying methods known to those
skilled in the art, those described in the patent FR11/00961, as well as one of the



10-those skilled in the art: the position of the pseudolite being broadcast
in the navigation nessage, or by assistance, or known by a centralized
server which calculates the user position in "nobile-assisted" node.
Moreover, this pseudolite is distinguished in the calculation of the point
by its PRN, and this fact allows the detector to recognize the reception or
not froma pseudolite, referenced by the d ogi c 15vari able: visible(PL).

The idea is to install such pseudolites at certain control points (which is
potentially |less expensive, nore discreet, and |ess restrictive than other
control eqdéysergisgl. types of podicatonr{passing cloge q@ayrresﬂudgwtsx dirgctionéspeed
installati t fing
cvent assoc SRaTe T Rt Sebet, atbéiRpeHiimpdR Rl &5 dlf dBiibe | ]
consi sts i womﬁrrmirmﬂgthemodehofttbe tegraim ctelsenmmlovzmlodmgtﬂh%ccpibbgr@bbmte PL
being the rg ﬁ@e%tn e, if rpi_1is the estimated reception radius for a
receiver an% t he rg??/gﬁgenw ronnent, the position X(t) of the nobile el enent
is withbn t&seuddlitesof t he pseudollte if and only if: I X(t) - XpL rpL, as
lustrated in Fi gy eng, mdifod Ol GishbmiRRBARS it Fidlte! BYItiE Dlygdth ement
and the point 31 to a 25vi sﬁ%qo &9 9 | @#e pos%'}}tgl on X(t)
of the noblcpmpélﬁ%ﬂfreﬁht certain nnl!fhb%r IDE tﬁﬁﬂﬁévlakdmsmlttﬁiﬁ)uﬂaﬂelde "pﬁldéhiﬁﬂe bei ng
i ncl uded i QB8 130 e wWhRi AN 10 h$ not in
the PL zonga Ie %g %sgeb@g? ?bte“}lﬂs ?nclgg écﬁns{eh Jgpégﬁ'%uﬁg‘%(l(e%)r?t'o t he
poi nt, therGM$fé rg¢ag\m$ uge éef sarulatimbchpiapieaigon. recpisiia foomethods knawn to

:'n‘éf'cgﬁg?d thé¥e @Hﬁébefﬂ'tﬁe ﬁplt%'ﬁosﬁﬂﬁ\sl?#;r%l E%p‘gf’ |fen8e|ﬂ?ct§§ &%?W?Mhe S rpL
ot herwi se mgvigation X(qs‘fage )@Lb)B)aSSIéiﬁgP%t@fnl&'yO\fdf byi & eeniraize rﬁfr@me@fmcls hown

di agr amat 'g%ﬁ:'ulaYes' ﬂﬂeﬂs@ﬁf)&llt‘bn in¥mobile-assisted” mBdd NiSrekddr K

i npl enented 1 n nmotor ve I cations, theFF)oleonlnd cate@bythe

GNSS recei \igtingdisheds isc thet @aicwttqm gf thekraigt B g5 tHRNM, aed this dercttaliews dael syst em
by " map- Mt to réddgh gshé#e%aﬁm ortrnﬁfreﬁhté 8edoli® @?@ﬁ@é@aﬁﬁb% 54
§ e and ef erence

di fferent positions measured for the noving ve
40 reprl@servegableevisidletfidpondi ng position on t he road map. bei ng

the angl e cal cul at gl nEbbat EQOWtéthlﬁzﬂLHs@u?& t%’eé‘t\r}feéﬁtlag?’ r@rgl cuﬁat eﬁchS@d in

the road map field, eing the angle In the
receiver i rPOEQTé'alﬂkh’Sés%Piem'VQ eMeree Aiseresy sanshriesyrapiripdienthaphethepeeriralief i ned

by the car taiARhY). A% BodHpCAd 8RO balen(<§S SUTRGla bloncl 2idcaBaiiof {he

driving speed'limt 10 this segnen speed neasur ed
GNSS recei \I'éra owrtuﬁegwevuvabdai@?mtm daiffing evaph asenciated Wit that eaate.ofhor

di rect ixgns JigidRtiCation Bie MsitfdhCconeRE if €8RBAkin the(lgﬁé}%ﬁ'f A8 BlerdaRbligr it is
classified as one-way or two-way) iS conp areag_
the pseudolite. PL being the reception zone if re is the estlmated reception radius
for a receiver and the given environment, the position X(t) of the mobile element is
within the cover of the pseudolite if and only if: | X(t) — Xp_ | < rp, as illustrated in
Figure 3. The point 30 corresponds to an invisible element and the point 31 to a
25  visible element. '
| If the position X(t) of the mobile element is in this PL cover zone without
the pseudolite being included in the calculation of the point, or if the position X(t) is
not in the PL zone whereas the pseudolite is included in the calculation of the point,
then the signal used for calculating the position is in all likelihood not authentic.
30 It is possible to define a consistency indicator: __
IcpL (X) = if visible(PL) then | X(t) — Xp, |/ re, otherwise rp / | X(t) — Xp |

B) Consistency of direction and speed shown diagrammatically in Figure 4.



of -the-vehicle O, and, simlarly, the theoretical speed Vmap is conpared
wi th the neasured speed Vr of the vehicle. Alogic indicator L(X) is set
when the difference is 1bgreater than a respective threshold a, AV for at

| east one of these variables: L(X) = ler- emapi | > a and ler- emap2 | > AO
or V1> Vmap + AV The threshold value Ae is for exanpl e obtained
by previously defined evaluation neans. This theoretical speed Vmap is
given either by the speed Iimt, or by the 20 evaluation of the speed from
the road classification and the topography (bends, elevations, ...). A

| ower speed is not Ic8nis varans ¢mhedimentoirplenrented imanotertVebisle spRiisationss| y

anbi guous h nuous
i cator PPyt Bbagl B, EHSTRES b S Sed sl Al Posflof 350 "
=16',. (t)on ﬂwermcpﬂct system bynumgp/matahjng-. \n thip diegem./ thavdotieddieevét , t he
conpari son : t n Xmt
onn}t)he roadgér%?rg%t*é;%énoéﬁeﬁl O%ﬁ'r?gg?a(pg@g geﬁsr%ar |f<grre191e mgv'ﬁgm%g%!aegtg ﬁﬁﬁooggg )
C) Speel coefpeaned 4firepresérds gt doreRpending papitomaatthe sdddymam Figure 5. In this

variant enmbodi ment g gdie By %t&rcdgaté&ﬁ%x nsﬂmeamsrefeb&w@'s@g@np@suaﬁ@ Di st,

corresponding to the neasure spee tinmes peri od between two
measur emrentused \ip tthe troad neanl ﬁdﬁaﬁeée'a@cfbﬁcﬁf}ﬁl@ 106 thﬂwée@@l'ﬁhcai%ﬂﬁ?q’ tintte®l by the

series of F?Q&ll\;érqnqhg«t%rkéstn Xef% 'éﬂ'ygtem"t a ?g'ﬂg?ﬁg rlﬁ@eﬁ%‘eﬁh@@t)y QRe f OF

successi ve polnts ty at| ng t e e road c?r aph whi ch
j oins thes@agag,@e'@)s iag@ pmtmnsnf tl\mqeﬁ seament infasestgneat thg driving 1seeeq ¥rait per i od

5 Pos 8% B gl D28 SpUA Il AOSPER ERSE, EBNGR0 R romlp T
vehicle to be monitored. The dlrectlon or directions Bmap1, Gmapz of the road segment
(depending on whether it is classified as one-way or two-way) is compared with that
of the vehicle 6,, and, similarly, the theoretical speed Vmap is compared with the
measured speed V: of the vehicle. A logic indicator L(X) is set when the difference is

15  greater than a respective threshold A8, AV for at least one of these variables:
L(X) = |8:— Omap1 | > AB and [6;— Omap2 | > AB Or Vi > Vingp + AV
The threshold value A8 is for example obtained by previously defined
evaluation means. |
This theoretical speed Vmap is given either by the speed limit, or by the .
20 evaluation of the speed from the road classification and the topography (bends,
elevations, ...). A lower speed is not considered suspicious. This indication is

obviously ambiguous since a real excessive speed raises a false alarm.

A continuous indicator Ic,, (X) is calculated as follows at a given time t:

Ie,, (X)) =

0,y ()] A8 +max(V, (1) =V, (1),0)/ AV

25 Moreover, the comparison between the observed position X(t) and the
mapped position Xn(t) on the road system is another indicator described in the
patent FR1100961.

C) Speed compared with the path shown diagrammatically in Figure 5.
In this variant embodiment, the indicator directly compares the distance

30 , Dist, corresponding to the measured speed V, times the time period between two
measurements, with that calculated according to the path constituted by the series

of positions X(t), by carrying out a difference calculation for successive points, or by



5 phenonmena of the signal of each satellite (nanely pseudo-range and
frequency) . which are dependent on the path of the noving object. The use of
cartography in principle allows a rather exact neasurenent of the path
travel |l ed between two points, which should correspond to the speed defined
in GNSS. By including the calculation of length on the road
graph, there is 10furthernore detected a1gpoofing in the code and frequency
phase but which woul d not have used this sanme graph for controlling the
link between the two. An indicator /cD " (X) can be calculated fromthe

di f f er ence chisuiatieg thehlength sinathe eoadk grakh Wjempdme@wesSﬂMCérpeedhiMasur ed

the GNS I
times tand PheTE Dreild e fine BArRY iR <hEBPE fle G IERERE AEIERRA U
two nmeasur ebicgoésts). X(tk), X(tk), or two prOJected points Xm(tk), Xm(tk,i)
o L ne_T 98 o ab", Ol OPSica! WiANEs |87 corkilerty ikhiden DIBRLalf W €
Drap(t k) hdhemend Ef tf)e ¥igpalkofi ggch Qaldlltet(nbmelygpsawbdasgeaaoé fazsquerhm')bl rd

flies or tRgGULN §d d;éﬁaéntddrfsfh@% %F‘H{ehr%o{}uﬂé%b ofPrhe Rf éd&oﬁ%&hi?ﬁpar ed

with the terrain any~person or land ve
posi ti on Xps#ngigle alows @rrathepraxpelc medswament of el patiptravellad pusitweer( kwo v

ap, . nap, ﬁ%ﬁ‘?é ’wrﬁ%gsr]%gb'é Epé{ dﬂo%hé‘%&é&é&%ﬁﬁ&d &%N@éthh that zmap of

t he terral or t titu The i ndi cator can be
25cal cul at ed fron1ﬁhimCWGEDeﬂ@nQQCdﬁma1géﬂhﬂ@hﬁpmxwel@ﬁ@t@azh"(m¥QIs

10 furthermore detected a spoofing in the code and frequency phase but which would

not have used this same graph for controlling the link between the two.

An indicator Ic,,,(X) can be calculated from the difference between the

distance D(t) corresponding to the speed measured in the GNSS receiver
multiplied by the temporal difference between two times ¢,,, ~¢, and the distance
15 Dmap(tk) Which is the distance measured between two measured points X(t), X(i), or

two projected points X (¢,), X, (¢,,,) on the road graph or road cartography:

lepy (X) =

)=D,,,(t,)| where

D,(t,)=5,(t,)x(t,, —1,) and D

map

() = dist(X (1), X (1)),

or D, (t,) = dist(X,,(8,), X,,(¢.1))

map

20 dist being the distance as the bird flies or the curvilinear distance on the road graph.
D) Altitude compared with the terrain model.

For any person or land vehicle of position X = (x,, y: z;), projected onto a

land map at a point (Xmap, Ymap: Zmap), the altitude z, is assumed to conform with that

Zmap Of the terrain, for the latitude and longitude x,, y, . The indicator can be

25  calculated from this difference oh a path:

Ie 4 (X) = [z, (8) = 2,0, (1))

Zmap IS the altitude of the projection of the position on a land map, which

may or may not take "map-matching” into account.



11.Clains 1 - Method for authenticating the position X(t) of a nobile
elenment (1), a nobile elenent conprising at | east a GNSS receiver, Kk,
~having a function of estimating the 5position X(t) of that nobile el enent
(1), this nmethod being characterized in that it conprises, in conbination,
at least the followng steps: determning one or nore itens of data (21)
associated with the position X of a GNSS1receiver, r, extracting
reference data associated with the position X(t) of the said nobile

10el emrent (1) from a cartographi c database (23), determining at |east one
consi stency indicator (22) Ic(X) usindlaimsfirst item of data associated
with the said receiver r and the reference data com ng fromthe
cartographi c dat abase, filtering the said indicator or indicators
lc(X), in drdédethed forpauthenticatingdireerasition X(8)r eft @ mabile rederhentdd). .4 amabile at e,

aut hent | Cate' rﬁ%é?npb%ﬁ%gg‘%hét'é’@ﬂgé %ec@fvelt *Re qj mtlgﬁ o?le&ﬂ#élm(tﬂé. usi ng

the result tal ned ion of an aut entTcity decision nction to
one or for @oemom pét) sitkbtgoehilestlement (1ndihisameihodkging characterizadeinhibat it

according {8 gréésmirilcorﬁtﬂﬁit%tﬁtrééﬁ%é oG s{ g filtering step is a

t enporal integration elnlcator over Iven period of time. 3 -
Met hod accor d¢ ngeteom@irg onelor mbegritamseef Qeéal(ém ashediated aitbdberbbsitidm¥of of t he
cart ographic dataa@ﬁgg rgge%)era]nd the cal cul ati on of the consistency indicator
are v

e extracting reference data associated with the position X(t) of the said mobile

10 element (1) from a cartographic database (23),

e determining at least one consistency indicator (22) Ic(X) using the first item
of data associated with the said receiver r and the reference data coming
from the cartographic database, _

o filtering the said indicator or indicators Ic(X), in order to improve the detection

15 rate or the false alarm rate,

o authenticating (24) the position X(t) of the said mobile element (1) using the

result obtained by application of an authenticity decision function to one or

more of the said consistency indicators Ic(X).

20 2 - Method according to Claim 1, characterized in that the filtering step is a temporal

integration of the indicator over a given period of time.

3 — Method according to Claim 1, characterized in that the establishment of the
cartographic database (23) and the calculation of the consistency indicator are
25 carried out in a centralized device connected by a communications network to the

said mobile elements (1).

4 — Method according to Claim 1, characterized in that the establishment of the
cartographic database (23) and the calculation of the consistency indicator are

30 carried out within the said mobile elements (1).



25carried out in a centralized device connected by a comuni cati ons network
to the said nobile elenents (1). 4 - Method according to Caim1,
characterized in that the establishnment of the cartographi c database (23)
and the cal cul ation of the consistency indicator are 30carried out within
the said nobile elements (1). 12 5 - Method according to one of Clains 1
to 4, characterized in that in order to apthenticate the position X(t) of a
.nhobile elenment (1), the consistency indicator Ic(X) is calculated fromthe
position of pseudolites indicated in the cartographic database. 56 - Mt hod
accordi ng t50—d\r'mh0d aCteridimg t© ere df Cidiras dctoedi ehafactarizadain that or deder tto

aut hent i cat ( I i ncy

i ndi cat or t ﬁ?agé)?‘aﬁ bo%rhoﬁ )g()fo?fgm ﬂ%&%nﬁ%@tﬂ on Oro(né?sgeentg ﬁqg(r':lésyt’bzrrg(

emap2of t hes caadated fnoerthe positiet bigbeaddites inticatedpe i canaprapbici dmttaaeover

this segnent, fromdata indicated in the cartographi c database. 10 7 -

Met hod according to one of Clains 1 to 4, characterized in that in order to
aut hent Bcatﬁe—tl\hﬁhpd)aict:d)rdimg)@tc)neobf Elamwbil to 4] eharactedled inhtbat omsidst doicy

i ndi cat or f L SE avel | ed
or (1) est PATRICs T BRI 0L 8ol digtfediR), M Kone el I AGRE oA T
di stance ass caieJlated drof the slirBetiom, or glire¢iBins Smepu Buwict Pfribe roadi ssgmenttraveliethe r oad

graph [0 thRaRRhedaRNN, SAUARERG ok nELURR ACRORChAG hAADR Bl ol 1B 1

to 4, chara?‘é1 &r i 0 au Tl ca posi ) of a
nobi I e el erartbgraphic databasansi st ency i ndicator lc(X) is cal cul at ed fromthe
measur g altitude Zr, conpared with that zmap indicated in the
20car t ogr aphi ¢ dat abase (23).

7 — Method according to one of Claims 1 to 4, characterized in that in order to

authenticate the position X(t) of a mobile element(1), the consistency indicator Ic(X)
is calculated from, on the one hand, the distance travelled D(t), estimated by the
measured speed V((t), and on the other hand the distance as the bird flies Dmgp, O

15  the curvilinear distance on the road graph in the cartographic database.

8 — Method according to one of Claims 1 to 4, characterized in that in order to
authenticate the position X(t) of a mobile element (1), the consistency indicator lc(X)
is calculated from the measured altitude z,, compared with that z,,, indicated in the

20 cartographic database (23).



