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In FIG. 1, users 110, 150 that want to access the content protected by DRM, a

content issuer 120 for issuing the content, a rights issuer 130 for issuing the rights
object including the right for accessing to the content, and a certification authority 140

for issuing a certificate are shown.
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Elliptic Curve. Since the public-key cryptography is slower than the symmetric-key
cryptography by a factor of 100-1000, it is used in the key exchange or the digital

signature, rather than for content encryption.

Symmetric-key Cryptography



tification authority is applged to the certificate,
the integrity of the certificate can be easily

W@ b®wekeds3 and thus, a third party can be prevePCBERRI05/002154

[43]

[44]
[45]

[46]
[47]

[48]
[49]

[50]

[51]

[52]

[53]

[54]

freely altering the public key of a user. [46] Digital
Signature [47] A Digital Signature is a docunent that

l S prsgfﬁﬁﬁaﬁcikyy @rﬁt%gﬁph @@W@teet&yqfryﬂbgiap@ refers to cryptography
I NC
o PRy e e gat‘*’ s SargarTRy e Breryping e

SctmarlPES[gata ﬁtncgfpgmaﬂtatnézsrd) isantcRemplasd spdmtehre- IRS,Dcryptography,

d
T R R
keRo ip FegABidicas. i t, and the receiver decrypts the

encr Y@geaiessage Wlth the public key of the

tran er. Inthis case, it.is proven tha

encr j‘BtpP%]%F Ky ‘trwetoﬁ’ié"‘gﬁhél? i %?’P%‘ttﬂ%r&y tW’C[“ﬁ%S certificates, which
tr aﬁﬁniﬁstzthE which8jgrRha (iiﬁ:lﬁuNLHﬁdehcs piBilici keg ®f héﬁt}mﬂRamﬂJ@mber with a
" aﬁg AESKS o ger cergﬁ%%m% auﬁln? Ac%or I%%}I/,ngéle pﬁghc ge,?/ { r%]he cer-

onnme i nce ener ati on o endi‘ne ra
n uhﬁ@;tlonguthortpms applmdatb Ithe exiplécasd, Ve, ln@gpS'e@fdbe cextitloate can be
NugREy CH@:Y(e@ end3RL; a il \})a?tgr Bk ‘ﬁre%%%@%ng?gél &ferimlthe public
The portab € storage de used I n the presen

i n¥@refiagiel-ncl udes a non- vol atile readabl e and

erasemgﬁﬂ@g@gr&y menory, such as a flash nmenory, and

it can nnectedt t he vi.ce. es of
Lt or DD gl SRS R st Rt RS P AR el E@pges of digita
c asigsatuiSPinchrdd R 9 dtgﬁehatgnattqresm]ﬂn(‘tanm dazitabsigsatures) D:hée digital

de&gféagtgllek %g %%{ug(gfi dllgﬂﬁlt %@%ﬁré&s ér}] < n%J’B?th@RE%rﬁﬁl‘t‘ﬂl slgnature, a
delvansanivierst tiregrfcaynied messaga ﬁ@mpt%&lf«‘ ineassags Wigehis/her own private
Segdr zlntd}’trafﬁk'tllﬁtb ﬁezq{dathé: ?chtveta&&r)'?ﬂ?@th% léh&?/[ﬂ{eﬂ%’ésh%@ with the public

process wi || he described with reference to

[ 5%9Y ¥iths transmitigr. b %‘&&38? lg? RFRVER S His QORE PEPR eéthﬁrr%essage was
of pafdeil 6§ tacearsdiing. t 0 an enbodi ment of the present
invegia 1554# Tge term ' nodul e’ used in the present

enbo tware or hardware conponent such

as a Randbu-npnibgrsaomstrioige agamenlzrs erystifdRGAy ingramtomness. Since the
apgéde%%h%? %Qﬁﬁhé fa(fldbt%trﬁlgt{b%} ﬁdcoﬁtpﬁl&gt'ohalﬁy@ygswe-rg pseudo-

e perforns certaln functions an
beEsAenyabeMgy beHead- it exists in an addressabl e

st or magﬁ(yt&_qge Pbkeges it may be constructed to perf or m

t he nctio or, npre cessors. .Accordin

modul iEepRyab ﬁétotﬁacgé? dedich &ﬁ%ﬁPéh"sEF@FFnégl@B‘F‘tWFg‘ % hdiPvolaile
c orsadabdnfug] eradapRGiropdriyamné@drys eddhvia raglash rrrmmﬁytt@d itdaade

g?%@n%ﬁgtn(ti o @0 %e\tngéc' lﬁx%&nPe% ogr s (Prag C&‘ev ce 1hclu¢1I 3 rl:ll medta memory

rocedures
pr gpkarlc gatés Sd ¢aydy @d Sfeclrrrtwamtlmmha m@ttclede thft;dfrscupttcm below, the

da&&url%{i‘lﬁﬁé@% caflph 6¢ &éé&tﬂ%des tables, arrays and
vari ables. qﬁonents and nodul es can be_ coupl ed

to fdR ﬁhed)rewat tr@P R thesievics My hest e mARg ah%letmce%on fruse the

t hﬁuﬁ@rm@lﬁneaﬁ&raad Qfd tHt@Redédtioa padcesOWNDREMsSridadyith
Ies %%&6 ition, the conponents and the nodul es

caﬁ’ PeE to performthe functions of one or
nor e RKBBUS id smblbblediaeaur sHoyimgithtistrediie afardtviee atdveding to an

degrinﬁ’(?diment of the present invention.
The term 'module’ used in the present embodiment means a software or hardware
component such as a field-programmable gate array (FPGA) or an application specific

integrated circuit (ASIC). The module performs certain functions and it may be



[55] In order to perform DRM;processes, the device 400
must provide a security function, a function for

W@ @eiogss he content and the rights object, a PUNERR2@E/002154

[55]

[56]

[57]

[58]

for exchanging data, a data transm tting/receiving
function for conmunicating with the content issuer or

t h@orfsir@&‘té@ so Gatieexis@ il a@ adABAsIBIB 3@k 4p¢ thedh@h) ARo, it may be

A 400 | ud R

S Q8 el RS R st 2500 AR, the modu

rmnhay enclBie doanpongnts hrehsie solfitwarg chopobénts) objaksajentdussoftware
Ao 5408, S50 O 01 dock DL p 01805 RO Suiburs,

storl ng e cont ent
i npr@whlé@s mlmoutmes,esﬁgmamfg pﬁgmﬁ@anacwes Ariyare (i myicrocode,

MUk duig Hada, @Q{VaQaS@Q diaﬁl SRBluF Q! PR W Qfaﬁ)d {&fables. The components
gggﬁ q?llgadlggq?g% l > trﬁn.[f&enaaalgg Irlnlértn er o cMm%E)I?e%%ss a?nd rllodules or
t r thog it bé geg)éfaeadanw amgltmdltdoalpﬁentﬁ afd trodalestiTh hdmgom,rtﬁe

r egon&%dnrégts agl;l he rHO(El%IOT r%% tb% e%m% a0 V?eﬁf %1 I‘thlfIIOSS one or more

nverting e r I
r eEBUvetdthf:rsmnrtthelwlurgml&carémére ®3@ecand a d| spl ay

modulyg ;&80 (f ?é; d}hﬁlﬁkﬁgbﬂage ts{ket}fe%tvﬁg 400 L‘Iﬁl@%‘ pr-lc;bfc‘le a sgcurity

transmttin ecelvin
4ODIE B0 GriHURNIOB A QR A hp KEnIEe e ke Figis ahice a ftw@tlon for

ri @mltanglﬁg ?ﬁﬁ a a’dazetr@ktﬁvlgﬁﬁgﬂf@&mﬁ@ ﬁdxﬁﬁ@ﬁ %8 cbﬁﬁmfnhcgtﬁhg with the
or e encr ed Co ro
© P oprgr B P orott o RYbMaRESe higion. gyspardingly, the
obgieamte 40frivendésry R moeluk3B0copaseioh ey peodutighisodule 450 and an

0 bkﬁgtmxﬁ(ﬁl qfﬁavfl 015{1: ts&%n d); ﬁﬂ%i%‘?ﬁ&%e l'thez QflcteI'hO@ Lflgé'fu&elg @ content/

ansm rece I
f oFigli( Sﬁomgetrlmiuwﬁ% storrg therpedicat @mirr@ght‘s @d‘ﬂl\/kfsm)ﬂvf_ace 410 for

or e%ﬁé’l\éﬂmé hhe wﬁ!hgﬁé &cﬁﬁ%ﬁﬁﬁﬂn&ﬂld ARIHROE cRHiroREleliule 420 for
Accor di ngly, hts object is conmp

ed
of C%ﬁmélmgrqas%fr@damo Srdahthe RN Ieesit- |IH§ dditign, rtB? eevwe 400

Forncmama tr@msnhhﬁlgﬂb@){whg ghiiu@(éﬂl)efSﬁ@ﬁlshﬂttﬁiMand Séceiving data, a
58] <0-ex:ri

R pBEss <o it BlogRisioBipr: (el Lo RSk g oy pbjcc
<0Peemve(bﬁbm>¢h<>r1ghts addnerel3diand a display/ wedide ¢80 iraelmsplaying the

</ 05 8%;.cONt ext > <o- ex: agr eenent > <o- ex: asset >

<0- ex: cont ext >

<o- ddhgit@ssnitingrrey i n@Edod Cbilkavws-thel deyiep400 to communicate with
</ BreR¥neAkR%E S (RE SphiK i ABSE THe dOvieX4MPELH 18&ii R rights object or
<C)th(é:j %n ryp%éd>co§t/egt tﬁrougﬁ rt}g:l t?zfc’nlsr%rllt?mg/recew1n guelmigb>
The rights object converting module 490 converts the rights object received from
the rights issuer 230 through the transmitting/receiving module 470 into a suitable
format for the security multimedia card, such as XML or WBXML (the rights
expression language or REL). Accordingly, an XML or WBXML rights object is
composed of an attribute and elements representing its role. For example, the play right

expressed in XML is:



</o-ex:rights> [59] If the XpL format is used, when
the device transmts the rights object to the portable

wQt@sagesilevi ce or when the security nulti medi BCVERA005/002154

[59]

[60]

nodi fies the rights object, the security nmultinmedi a
card should interpret the rights object. As such, XM
nusd,.bergpport ed. Hovvgver, Si n(r:]e gany resourcesffor
supportihg XM. a nee overhead increases. |
coriAs e i JHH/?%]e‘?qt/érl(Z@QR&SEXg the XML format, it
t ak@sling: eaidmm{p Nodiendtd. VORRIRDD"the ri ghts obj ect.
Accordi.n Lot the device 400 according to one
enmb ol d’?‘r%%’(t ¥F the present invention converts the XM
f orsradd:wérsivhel .Oxpkddvabipeet into anot her for nat
(h | referred to as 'conversion frame') by
h??.%%t%%ﬁ ect converting nmodule 490. In FIG 5,
thé%?’?%&fﬁm@%f a conversion frane according to one
enbedéneRé>of the present invention is shown. [60] The
conver si on frane 500 includes a rights object
i nfOYAat9YHFi el d 510, a DRM content managenent
i nf<ar Mamdemdm%W&%%@ndcmmmdﬂmﬂm usage
resg/{)l g '% «n formation fields 530. A conversion
as a fixed byte length and includes one set

of W@éﬂ%nt management information, unlike the XM
ri ghy.s«: ghggssgo@xpressed in FIG 3. That is, the XM
ri ghté Ety/e includes a plurality of DRM content

$BIY/7 nf or mat i on and a plurality of DRM content
usage- elxq&trﬁisabtpsn i nformati on. The DRM content usage
reslrle():(tal on | Iormatl on includes information which
refe(P t'6 cont ent managenent information. However,
the</o@mr@h§|>on frame 500 includes one set of DRM

Che. el dOMEIEHRGs b3 TR e TN s Bhe PeRs PRt pdne
c oporebposidiapg dBRM aonticarthe & tiityTineltimoglt c31r<bb]odrﬁes the rights
' nf)lﬂé&aﬁllﬂs g&ufnﬁglngllltﬁﬁ& b YRR Sd %ﬁ?\l/]rofé‘? Helr n%h(;t\sr 0 ]tgc,rt As s1}ch XML

tifyrng t Ject conte
comlétrhe SURRQIt sHﬁWﬁa@eﬂn@n@aWWWSé@Rr BippeHiagy htaée needed,

Obb%ﬁeadfﬁ@ez{g&\ﬂlp&ﬂﬁlﬁﬁﬁlcmg SeESmddfsffoRd XML fdrilad it takes too

ST SO LR L 00 SRR L EoBR o on
C O¢thBsHMBAli crfghmlb’hem [Itveﬁﬂion ddnecitRiMe COVMLdotmA1 98 g rights object into
F oo G R Bt % i 2R UGAERE) DEHRLTE Sec

i n¢@1vnamgomdun¥ﬂ:49mélsFICﬁ d, thexstimptues; ofi dapvamtandmme according to one
r e&ﬁf;&dl nt%ﬁhé’#n%é’ent eHverd; ?(Yl's shyggute, print, export,

copy, nove 1icenses. [ 62] pl ay Ilcense is th
ri ght hfe@@n@zﬁ%é@magioph@lmmaétﬂhf%eqt ﬁlfawt@fl\ﬂeéfbélo a DRM
f O&dﬁten(t\%%ﬁﬁ inhlt YnfotoRe@ion QT d §20 QHQIQDRM ot Q@%e R&triction in-

e the ht to the. con t hat can e ..
exér@gg%loﬂ%%é g* FLVRBD fragpe é‘i‘gﬁaﬁl aet?xeél%J h Eﬁ‘B‘.i includes one
[ 63t o D&MD kcaterhti m:&mggm@r&ynﬂ@&nﬁmp nﬁlhl{eetha XML Iriightstobject expressed
co | 1 .

gr glf]lflba? n’i’ﬁat%’ ﬁles)ef/ﬁ_t ﬁ%}ggo@g&%& a}#éu%g%uc% ) alé’l%l?c ntent
| f mtamgemntstnf%mtlon sndhaplusgiy p D&M corttentotsagerrgsstnmdmnéormatlon-
420 ODRM %orﬁ@ntl{@llgerﬂeﬁtﬁgu&l @YorfdafB incl Rt} infhienfiof RIAM refers to

Ilcense Is the right for expressing the DRM content_ in
RAGEoRY R Svanagemo dpfpgm#inny Hopigucre igicpBY Criigp (fiagcA8g includes

doe@ RObLI QRMcdxn@tdm@agayem igbimdtdntdne iciacluestodaicigage re-
f or mat

d
d e%}flgtéon Jgtocgﬂlaggn or sioiatr m% gggc%?rﬁﬂ)é)ggmgﬁl\d conteng



[65] The execute license is the right for executing
DRM content such as Java ganes or other application

WQe@goaiT83 The print license is the right for PCDERSI08602154

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

a hard copy of the DRM content (e.g., a jpeg inmage).
[66] The export license is the right for exporting the
ri ghtISleQ@h%Cdb ¢00 irfofa’vo8 Y RA &M (Dihclad €04 1aélﬁt1f[vir Obrei@éndiging the

zi,lég {)}?ﬁt Bg% SPIEteﬁ% 15 diedl gvl%f q%glgeélg E{%?]{SI @a%gg& et C()ntr%)ﬁ%\é by the

c ongltts abptts Thd PRM oositntanatagempadnfoymuinorciicl DRRO sncdidesrn DRM
C(ﬁl%Ht E&tﬂtlﬁél%? g’ﬁécﬁ% %Rw&;n%n? ‘EI(IP? Qﬁl}%ﬁﬂﬁ%&g& ﬁBH‘ key of the

he ri ts object can exporte
| |@:Q§W§E0n(jtlllf%9 M sondenpllke CRINENt ASRESFPSIFPIH. in @ﬁtlon field 530

exﬁl@fuﬂbﬁﬂlf&ﬂﬁtlbh HHBnROIAE the dsBVf IHAPRM QRUSE. tTHl@ln‘f&ﬁlatlon
emils deactlv ve nod

gﬂ{nzﬁ@e% ¢ ed‘é iq VUPERALOR TE4E le%gif quﬁdghsl’ BrirerHie: H%‘%}eexl’ort
| i egysend mole/iesséshe nmove from the device t o t he

::g 3 r[:}{eﬁ)lamjl:lc%elns%e 13 W G&H go %ﬁ%m gg%’lg%“ tent ?n audflo/wdeo form.
t hAcdudingly, the qohﬁolsrecdule #30 dedstnohreidic ahecldmlrlghtatnﬂm qomtent that
t nEub AR S RREEALy ik hBRoAaY} St LGy SEEHLT LY

I_medi a car deactivates thé origrnal rights
obj ectheinxt lirengfeRpy Baverrastiiye. if tsrmoppediaeatgrspegilicd, the control

Mubtiime d2a gfaickht PlalyHrhe @3toednd o the Ubﬁs@rauﬁ(@) TN e BB¥Rraint is not
fromth ﬁijlewceto F ecurlt% nu”cgﬁl]dl ard [ 68]
Th@e&@ P il i sgrf‘ BRYMHE ‘dew ce to

t he siheulisplay linghdd isett rght &srcbxaredsin g ehedoRy! danem frheviewing
SEEHL ! )&C%ijdhllggﬁ %eacoﬁ%fjlin%gulg Q?O ggéés' ot gw_gzﬁe% &Qﬁx%]higﬁtnt]o the

t he ceto
t h@om¢nj haging bjferenat ihat @ﬁ@oabwme&sed tnrtbe gigpimg dgyice, such as a gif or
melglgea card, but it does not deactivate the
or| g| nal %hts obj ect .in thedevice. The copy fromthe
secur hﬂi’x?ﬁlﬂ ¢ li¢roa% %§ theyrightear eiesuting PRM panieitignghygs Jpy games or
t h@thélozmphﬁzitﬂﬂﬂ prégrafhe VT 1eeprim lithige $€@U Highyfofptddubidiagard copy of
h IL@X%’ met hod f or <chnverti ng the XML rights
8(9 pied d;1wgg{rﬂ%g onversi on frame accordi ng
t o orTéleeubmﬂhme isahe tight for esmmting the eighisabjast id a BBM system or a
de e : :
e aor B G Bicho g DN, B Kb AT DEM sysiem.
VVI The exporidisense nogessyilly inge apnstraitsd Theganseraintsspecify which DRM

COQRREE bndnidhe Pfdﬁé@nﬁg sHOQuMM thODRIVE cSiftEkIaitl Ynd Wi Hed B¢t Ran be
card rregns t the Interfaces of the securit

mufPHRORER % T e BAT EASCdagiedea BiodC B19E &P EQP%/X/mOde- When
c ogwpeetirectht ﬁghta(c)b]eot ey righthebjt@rimteconpacDRMSysehoisl ddactivated
be. i ret n through a

P ERE ST DR TRE. | oven 2,
modu ITélemed@ﬁﬂ@rm@umAh@ubwe Erokethie deyipe ogha pteprity multimedia
aﬁ@éi‘& dhd helRoeTorh %é”s%éﬁnt? fmiliBfe@aRbfAb PN, 'f’g?molvg from the

present enbodi nent of "the present .invention
exeffiFedo tmcemvgwgfrﬁswar@r%@@ts tlgrrighteolipgiiip Hie device to the
SI Qalaaﬁtyrrﬁummeﬂﬁe;at@a/nded@@&wm tﬁ@oﬁgﬁ@lqrghW&ﬁ Jn ih@ debiRe. The

th bl
g:J%?ggr }glégﬁg%edha Ta-y%}o %E eggg gslpsgtﬁﬂzkretg; khey move from the
pr delic tnghamduﬂn@/ rddnpdaduskes a random nunber to be
del I VgL, %‘c’ip>§ odrld€ i FLRMIeE B c% § flofn ML %g%gé%?o t'hF ge&l?gf/fnﬁﬂimedia card

key usi e random nurrbe receive
anghd the cma}nﬁf@mh theisasurityi mulgmsdiscead] toTthe devierd dilte sapsbepm the
Pr @AH&aE (Y sceifiy SRR hRAIakaM @JI@HH@ 'tﬁbgrléfﬁgj%]@ct‘}f;’ thel ®vice to the

encrypted thr ough t he RSA nodul e and
security multimedia™card, but it does not deactivate the original rights object in the



delivered to the device throygh the MMC interface 410.
Produci ng the random nunber by the session key

w@e@doed7ay) nodul e 450 is exenplary, and a randPCi/KRM981002154

[69]

[70]

[71]

[72]

[73]

[74]

may be selected froma plurality of random nunbers
already in existence. [73] The AES nodule 460 is a
syaavedd. Tae k&yy BoviRhOGapty rBuliib@ddiagaf@ thé dpesd i@ kiBildr e the copy

tric-k t . USi h d d [
ol i b st SRl "7 P ecetving the
encr yijieinethdcelpr obnchengcibn WL rlfghtsmby deeexprglsedintdfhecbnversion
anﬂa ERbih 90 bﬁe é/Mllr) ujh nkﬁleent dh \Qﬂl%etdegalbed with
e

e Is use nt I nformat | on
en@f%fﬁmc‘@dOlFﬁGt@e conmuni catl on process with the

devi Cﬁle MMG ﬁl@erfh&@&@@ﬁll&f@&g ldBvEod 4@(5 tot ﬁbecdnﬁé/&&t WAR the security
t he i s,,used when th LE)IOS . ect is
en]@f‘1 162 lé*ﬁogn%ﬂng dhe ! Secufity muptignedia

crypd m‘tﬁﬂspihﬂt ﬂhs itSxee Kﬁﬂiblsaﬂmty ﬁl'mdnﬁédi@ tard and the device are

SYIgLL a'}%j ko%ﬁec%é’ %te%glg ?r ! }/ Trrgi't d“go negtlon o%%%%ﬁr\(ergr%ted as

use e conte ghts 3 orage nodu
st mpblshrtght@nenmnwmedh@ogh e mtircisgimeHiminr inght sowbpreadt state.
The fﬂlre'@A RlodhRe4bi HBﬁné)ﬁSg‘iﬁlbh@ k@?&ﬁgfo?%gyhpﬁcéd?@mg to the

ghts o {tht convertin rmdu

ob{eél%%% of C@P‘é?léﬁod%e %S@at epphadimentipd thgeRrpeeat invention,

40freR&hYIBL BSA Qeyﬁwgb%}sf i9 bkeﬁlCﬂoS tHéShglﬂll tsllgﬁatﬁﬁsarrmé R@exchange (a
and a uni % e ke

t
ottt MbERdE e R RE gt arten BEET Wik o PuBlsE Ropsryptography
t hmagbenyqlt ed ri ghts objects using the unique key when

the r"I,*hthlEs?m Q]t eﬁg) édll%fn%[g&ﬁgt? 4%56 P/l%ggée% q).§£ll?d0%{l H&lﬁb?(r to be delivered

securil
cripphe gﬁ:\afzﬁh yng gipreduchetha iesgipn Heg ysing t@(@nmra mymbalhl@cgved from

et Qigwgé aﬁ@&%%ﬁ)ﬁdoﬂgnﬁrﬁﬁerﬁ%%h&%e@ b gClan¥brh RuldB8r produced by the
pr|Vate ey of th devj ce necessary

detss3ipR kagPioducing madkle dus Flicrm?d Blfm‘talﬂéh%l 8\%&@"%@ and is
TTB&elb@rdd&S the defie tl:ﬁbagl(ﬂ tHNVIMC madtice 448, Q’rddt&mhga&‘l& rddd#@m number

t ch th t all
SoPt ks o Bl Ity P50 SiesBap BT )% adPurHgper mey be
c awletmedeﬁndmdl plarality od randgui nhrnlveys alatadgliis ptistgnabevi ce

such Tf%mlogaeQL%O Wy %yrglﬁ@t'rll{qé 1%§ fcg&\fé%ﬁ%h& &%hul%laﬁd %\/{forms the

IS a art ShOMAng a net erti

r i HescElikey crypegarhydsmnedhe piduesdsieesioekdr di |hﬁ g ESomgdple is

tenﬂlﬁﬂl'l)ntﬁt{&i 1@?60%%%@ S8t p ﬂldh t7d5 Ql‘ik% cdnfehl tiohd @b i §hf§%b]ect and
ransm 1.Nn CEIVIn 0 e evi.ce

r e%‘&f%’élgtlhglt fhe Pt %g‘) %q%t‘tl(fnr’ 85 /%ﬁg mqdylsis “?eé*s‘ﬁléﬁ}n important

anthfériansiid alctypeedlema mﬂmnmgdiﬁml pjbgtasc tvithohd devide. §hths present

Ob%;gﬁédlﬁlg %".&% g/en .? gon key 1 sedt ﬁn}l%l%rs ogjéect is

ri gmrn)t@b]nethc rlghtfs @bjeat nnowng peOCdss Ih@RMSocwmtegmaphy is also
I8, Lardbth@ Srﬁi'ilj cBik- ﬂé}ﬁ&gﬁt’ogﬁpgy }ﬁe%‘}{k gllﬁ)crlﬁta%%ES may be used.

usage restriction’ informati
ri ghtihespisayriginsteragr mpdisdtilstronthe @e@w@é cppgnt and the rights
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ement or ma
anrlglms e@mts vylpe thest uraqwlmya/me@ the rlelpﬂs @b.@ﬁ‘ﬁ iappgmevesl reaged to
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structure of the




conversion frane 500 shown iyy FIG 5 (S606). The data
structure has a fixed size and a portabl e storage
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or wite the data structure. In the description bel ow,
the size of the data structure is T bytes. [81] The
f l Ed!}l & tﬂ@ﬂ@@&e A0 ¥ 1finogessmdUlcerypBag aatith tho§ubligkdysSof the device
%&f Bforﬁgﬁatlonlncludedlnthe rights object in
ect information field 510 of the
pr od l]ﬂ'ledhsp&ayvmo@ﬂ@ A0 diaptey H5(MO C()ISGﬂIS)thAI tboriglts ghjest allows to be
ob [
iﬁﬁg‘é 8[}1‘5?&#% & &H%‘%t § degﬁﬁ gullé 4*86@5% g&ﬂ&ﬁ@& by a

ormati on

i nliguieé cDR dishlan ﬁ@vmﬁa?@eﬁ&éfrﬂT LaPer ﬁﬁtorg@ﬁwflile ﬂ@vleezo of
t he FFI@rdQ ¢e06QMARI hoRihf 4 MBS dorbdhg tl{eS}ZMLTﬂ‘Qlts object into a
hts ob ct convertin e 49 erforns
35 %"r ?W’f‘ﬁ‘bg % %eﬁ‘?]gbog‘fm%é’ggp RESTPY oY ?IHH’H
i nf orHimt, |t1m1ranaﬁi1mdg,@ledewlﬁg‘|modmlg noe of)bjeeietfl,ce K00 escdiges the XML

sel; llitlé] 8b]%§t Stn rt}?eSt I & }sl l%g I ? rgn ggﬁ{s R0rdc VE@ gtghts object to the rights
conversi-on 1rane er Wwor

pheluk@@omtlm&momle 490 tthroml\nhc @nntecvitrncu@é@@(} édthis tmcothe rights
! ”?I%Q&'H%Ih&é@ r ébjéé? 1ﬁf81|%nétlohfheﬁlﬁ% BRAI %%teﬁqﬂaﬁﬁgﬁfgéﬁt in-

rmati on it 1s checked
t heorgagen 6$1d% h’i‘@d aPBM% EPNteR UsREeTBSighineifmaten frelds.

byt eqf th%igqats db%R Benvetizfy @bduld e9@:ﬁ:amé§ﬂh@ RightsabRecB @k rights

t
et Evartin ot AP Ben FEREn G M el e fagg gy conversion
At fradne sastshoen in FIG.16e(S60@e of the data set up to now

. R T . L]
exXCo 3R s o3 ERTLTRIL 0 E RS ARRLR o b
byteegeselamgethﬁ D&)A cantentgumageernniormation indey wderowtion and an

S efntet%l%let W & QR K Vul%ﬁﬂz@erftﬁl%ttﬁé ﬁstang Restrithi8h fbHR&ion index in-
he size of the data set 0 now does not

exff’é‘é‘éuqﬂ bifredhe il \YalPFﬁ PREFIBAL §§95>usage restriction
| nf ormmeh ) tae rlgﬁts $)B}ect ontyBRing AivRISIIProdeEe (et ssdfure of the

th 40) . At, thi .
{1 svedst Sty ing S siofio A oS CpoY Thelaly huf et fped size and a
t opdrieblossibrage ddwicantick s ithe sthgity otwdiimediabad coh readagevrite the data
r e§t kgt 'Iﬂ'@hé @sﬁﬁ% l%ﬁb\):/ tﬁé e of (A€ dﬁtfa%ﬁu&ﬁfe i§ 'T%Jfé ng

er t usage rest

i nf or%tflgéfﬁ qhggcd P@n\teﬁél&fn@w@#m @f‘éfhfthé rlitghmmgéméwmuon included
| Nfrah8BkhQBbjcst ﬁﬁp@ﬁglﬁg obje&4RforRadd ficl 32D o@fhetﬂ?@duced

other hand, 1f ontent usage re
i n?%vﬁ%tanﬁ%éé&ﬁéﬁ5 ¥ Bﬂ%’r “tggtstqﬁ?éecb“tﬁ’{e‘%ﬁ&f%‘&h‘ﬁeeﬁd scts the u-th
mabDRoe mﬂéntlﬂiﬁrﬂgﬂﬁént@ﬁfprﬁlht&)n\/labluéed/inl the figlets ebjgedinloye RM

a?/g n%%lg gge[%geg]? gqffn%#%n\f eg(f 5%(? @ﬁaﬁldqd\@dcédj qoftjlpgrlsi\é)%lfya%le 500
i ncYodsed by 1 and Vis set to 1 in order to set the
ot herrHRR &@Eor{%ﬁ e 1od P E@Iﬂs% f)I%EéSE ‘3? Jerifing Y sets

the ri hts object In t e convers frane
Th@ﬁwusagq res istipp B eradign yuglyded ig thq réght%%'@ectthlar?r%qr ta&tidhe usage
t OreXiricVibh ﬁﬁoﬂn%tkh@nt&to@hvé}bﬁﬂbﬁfanﬁfSO@RM ri ght s obj ect

nt t | t
T ndg o s L iueahes v EfihOY HLARY <PrblstGresgiion in-
cofwmasmmmfératmthé oarthtDiRM kbatehhmbiidenieghingorolajiee {S625), and, if so,

ey m@d \!vlgﬂ%rqﬁ'é él%]of(tﬁg 'Z:i?ta séngpotl) no®t e%tcg & tﬂé 'F‘Bﬁeg fwhich is

t he 1 ncrease
t héic pREIOE M@nvermné@@rﬁefrﬂo wheli 6xenva'ﬁ1| IbRM m‘lltqm@ Behge estriction in-

t hﬁ)rf’nb%ﬁ 8 sBBh8kd cdrVeRfh ﬂraﬂné 5(3'{) (CS%BG)G A3 't}ﬁ@tlﬁ{eam si3dV¥ the data
i ghts object converti pﬁg onpl etes

op%ert 4P IHROW recedhy dwics eHSrSél&mS@Sg%rﬁée% eéc?hqt.lﬁ gince the
the conversion frame (S660). Then, the control nodul e
420 stores the plural



conversion franmes in the confent/right storage nodul e
430 or it transmts themto a portabl e storage device
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interface 410. [87] As nentioned above, one conversion
frame is conposed of a plurality of fields. However,

S U@cﬁﬁ'&l fsitgh ﬁrzhﬁé h@rlb/fifeﬂr’s‘i/&rcﬁ“ir'][olﬁyt&f amieWmapar@tefcbmdﬂfﬁon aame is
fie t he tes from
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neoteste o7 PR R it e SBERErorafthg 1
k plftheaiza ok tie duya stoep tondw do¢srnod exdoad d hytes, thegi-rDRM content

t hl? aggféﬂr t18£ n?fo i}goéf§ E{t [H?tclaﬁvérggﬁtfﬂa&'% (ﬁm égg%t) hr?hen the value

hawis mFredsed gr 1686 othisginme dithe ilcrepsed vataelivais dess ghan or equal
aCfé)Qhéi vilde 1YO w@ﬂclﬁlmﬂof@ AbmBér dfh@agU B&ABlor MY&Rfatio ficlds, the

[ 89 er 0 rocess the securi
%1:1? I%Pé&ﬁ%\&é‘h% ngfg tf”r?; ¥ith ??25\4 cgnig tdlflagec ’S?StFlﬁH%‘f { ?fmaélo}{ refers
f Uﬂlletul-t!thRMrC(ﬁtdnf magageh&ncmlﬁdnﬁmlom is fepeated @otS, SEARC

g fu %ﬁt hanfo Ela n ngin 5: co g né‘lfs\é“gé ?eﬁ{ncﬁoﬁi ?n\fo n?aﬂon Joes not

managl ng Unc |on e Secur
muteférrie (cheal d?alDEWcmmm olandgsnent nfﬁ@mmmmhe vale 'v as mcreased by 1

Se§n°d @8 1&?é’asﬁde Qégié@c‘vnlg cHB?h‘tleﬁ witdhe @{ﬂ% an (&) modul e

760 havin urity function, ,cont ent/r| ght s
st or dhe' wdaraerdhars (Y. & Adiingreasadthyr  apde V7 et in order to st the other

expRan @d)ﬁt@nttﬂfﬂzﬁlag@fhéht%ﬁ)ﬁnithﬁi iHevtl&Ein tﬂ@ﬁglﬂs @@j@&trlﬁlthe conversion

r rollin ch ,nmodul r
R B 60y Ty et ARG ' Foics Pisher Siel Gavuiiny s the
rrutotal mechbar efdDRM7fghts ob]eannmagemmthnibheatdﬁwﬁmiés included in the
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ace
rrutht PRiGiights abjactm@agﬁdemthefoa@wcme(séﬁé %lébtﬁrtuthlalnlrr;ﬁ if the

COMPRGERI R '@'%3 fr@dr Wn X, i c\WPriHe DR BS&EﬁtQHanaéaﬁéﬁtdm—
be interpreted to Tnclude, communication performed

t hfosgHomingjuded gige RO QRIS 2B DS A SO TR thegights object
Th@rﬁz@ﬂin@ﬁhodm@imﬁcoh%ﬂete@me ro@blﬁtleﬂfdi capdiHify the dXLfrihi® object
e conver

th M i
U SRR RE PG S ESH R, MeSaiE RO Ea B s njprat
t heorndessianerarheson giie ¢aneenit/ngkt sierage mdQule #R@ oc omtanghits them to a

”D a%le7§(gre gé‘&ﬁfe i& &R ol R séﬁﬁﬁ%}&ﬁﬂnrﬁ%% Ehrd éﬁ’:{&géﬁ ﬂ'ﬁg\/IMC

pr OV resul t ant to eac
pr@ﬁf@ég “he rights object corresponding to the

C oNnve{Sheitidned HBO\Ieooﬁé"@)nQ@ﬂéio%Qrarﬁeg@]coﬂ_l 8sciof a'ﬁh@ﬁh@ of fields.

erforns RSA ubI i C- ke rypto acco g
% @gwegl{ppggng Het %‘B’n‘iqnéSF cf{ﬂpﬁée ﬁﬁﬁiﬁ an %lg'dr} (1 Cae p) has
enbledd:n"gelnbf lobytehéroprths imhua)mwhmhltlmmelﬂ@rbegmmalf&:,ld RBAL Kk £ p, k
C r V t(f())%sr ggtﬁﬁtru(f'e i tﬂe region gf tﬁi n_%e%@ offgll lﬂjlé;st 5§ tl‘rflenl% zglon which the

exc a rardom nu
auflﬂérﬁtbﬁgat& on process. Qther types of public-key

Cr Y ptrqgr ?Wbl@d@%aﬁ?%wnﬂg%ﬂe sfm@cul%%cfsd' LAkt Ynultlmedla card
produci ng nodul produces the random nu be
according to an embodiment of the present invention.

In order to perform the DRM process, the security multimedia card 700 must have
a security function, a function for storing the content or the rights object, a function for
exchanging the data with the device and a DRM managing function. Accordingly, the
security multimedia card 700 includes an RSA module 740, a session key producing
module 750, and an AES module 760 having the security function, a content/rights
storage module 730, and an interface 710 for exchanging the data with the device, and

a control module 720 for controlling each module to perform the DRM process.



delivered to the device, andigt produces the session
key using the random nunber received fromthe device

W@rwevesy andom nunber it produced. The randonPCIKBR2005/002154
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produced by the session key producing nodule 750 is
encrypted through the RSA nodule, and it is delivered
to t Mhedmeife® 11r0d9R thdchmi enilafrdidlard 006 eehm@t it the

| CORREEP IR indlh TR SERe R AR DB BBk Ffn et e
f r owarbaced efrthe sdcyrinf mpkinthoin cuwd B sndihe dbviexarstelectrically connected
al feagy Oth[eﬁl ! norbgd %&%‘ﬁg{flsﬁo@ﬁ%e'iﬁtel@)r&éﬁrﬁhgﬂkﬁe ES¥munication

cryptograp orms s tric
crygstated plﬁyughsa wgekﬁ%mg@ym i8rf NeaycontpsestAES nodul e i s

i E'{Dhe%%ﬁ@ol‘trﬁodlgé? eV édiﬁroﬁ@cﬁ?ﬁﬂméttb PBrfk Yy %H;?m/lt 8cess and

s obj ect an ncr rodquce e sessi
ke@gfcelwﬁ hapricaion fhae Rty e fighlxbicchputtcrine modile 490 of
i mperdeaiat thrﬁlﬁgh' thaintetade s 1entlﬁcy¢mmadl mbdﬂﬂh gzo interprets the received
COOTN Q%s?oatflr (P r8§sde§’\4 restuﬂgntd(ﬁYa 5% ofllle. and if provides the
enbo HeP ta%e S KRy

presen I nvention, ession
i srlgﬂsiedbmhtmrltekmbndugho @mnemlomsfra@mtpym dayigen t he
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criFguesy P %WOW& Hé%fiéﬂ"sﬁ%‘h Iy an gehoqlfﬁy»nb%f the Bgsert gjentipyp for
COR B¢, msgm&@pﬁigedpag &5 medlmll &1e7<ﬁ§lta$ t@h@srd diﬁ/cﬁrﬂledk/d@ies(dhange (a

cont nt an ts .objects t he conyer
O eﬁ’r? ﬂi‘fi %E]f USTﬂoéchr%C"é? tg%otk/%ecf 9t puBhc- ey Ctyptography
enmtaybtashdst ate. The security multinmedia card 700

e ner ﬁ@lte%egs%\?%ﬂeé/ﬁﬂ&ﬁlcﬁ%; Iﬁé&lﬁe df)]lg)dh&% tﬁaﬁ&h I?lﬁglbglnt% (1)
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cr mﬂtg@,ﬁ?ﬂhyls&ﬁﬁvérb@ tauhb q_uﬁﬁ&elyoubg;ﬁ tBX Bﬁ@fzﬁé v ;1] 0.amddweting the
net orencr Il S.0 ect t he rivat

ey g A EREE RD e tsele i B B iR ifip 0 B repRt. iR fre
necedsamymbdeniy pt lsq:igcted frount dhpltitaditypelbiandork eymbérs théch exist
Seg,l %y mul tinedia card 700 may be used. [96] Al so,

there i's a nethod for readi ng the digital rights
i nf orlibatAlohmefule /&0 DRV BReEktkey caylegiapiio mpepksitey performs

fr amBmeicIRY REGtEREp lishigrtﬁe Eé&@loﬂ 'k@ t"ﬂ{e AEYRoRlule is mainly used in
i nformati on of 'the g/lco 5&1 %ﬂ (ﬁonver& Qn

f r 5iglVingdae enoRRtpakey ’i"%gﬁ RPN FrL AndheneEy g 1ble produce the

r egasidi Rely.th eddmgﬂntthe AbSenddudd Breel whert ingpor@nviaf@hmation is

I L%%{ﬁtfa ogr\}l tﬁ@ 80 U{nﬁat“:for% rocé)s%i %Véw the d%\g%ed it 3 er?lggdnr{ent of the

es represe
t hpresking ua/nn@orb @hew@eﬁnorak@ple wibéd wheri e ajlgbfs Otbjﬁ@t is encrypted in the

¢ OH%HE BhiRk rfléﬁﬁg pﬂﬁgscft U@mﬁ tA@L{SIé g&Eto h§ ?ssale Hﬁ)lary,  qnd other

conver si on sents t

of Syan@ﬁt@erlﬁeV@rmt@rephwrgqt?OCFSrﬁuehés PESandf %95@. ng the

di gi tTe cbhght/ﬁghmét@fa@ehidatmeonotsktﬁemMeﬁ@iypteafcoﬁtemranﬂm@e rights
ont r.ol

s e{}]l?\jf%tfs aying eﬁgayegmg%? e dgrm. 213@ g%tsao?b]ec?s are stored in an encrypted

state. The security multimedia card 700 encrypts the rights objects using the AES
method and a unique key which cannot be read by other devices or security multimedia
cards, and it decrypts the encrypted rights objects using the unique key when the rights
objects are moved or copied to other security multimedia cards or devices. Using

symmetric-key cryptography and the unique key is exemplary, and a method of



bytes after noving S bytes fyomthe starting address
of the conversion frame, when a reading any field f of

W@ b@eooitser sion frame. a [98] In the case of WGECT/KR005/002154
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the digital rights information of the DRM content to
the conversion frame, the control nodule 720 of the
S e@lwirj/ﬁtMgl'th& tig e dbﬁct&ﬂﬁldth%@)@iv‘dtfeikte? of ﬂheéhe@.)ﬁt? snudfihéedia card 700,

t f th t
cottyLRReRs Y TR Wifh Pleblif 8o SPGE SfcuPhy i fimedia card 700
i nfnay braib@in of the DRM content to any field f of the

conv 91:[1§(% Qﬂerg ESa'c{TI%Btélbg %r rh{lhlfl? &h %&) ﬁghtlg m}thﬁ Jf %hei']DRM

info 1 ONn regar ct store
copAes fiom ‘ﬁlﬁ&ﬁ%Vefftlﬁlé frewat # bR hed don writiptheigitgbrights information

Segfhé DRMlétbﬁﬂeﬁifet@It@e &%fv@rsg&qtrdrﬁ@(aﬁd % nfetkd fop ?ﬁdamg the in-
es e startli ress .0
%/W%‘g%‘i“b fi‘ét"&eci fﬁ%reﬁﬁrr %ﬂeﬁﬁPYf‘éﬂon &ﬁawr}dt qggh of the
1 aclytesilbbe Hésﬁﬁbemlhltbmfolmettg up st ting, Snybyftesakprefends the
of 61%%21% Cl?ert]\\{/ r SI ptemfltcaf{fr:?d ofl tﬂg u Vrelrs‘rjll(l)n f‘g@ll Iag(? Bllel sh{rﬁ%address of the

CCor resen I nven Sl nce
d ewrryersmrfmtt smd hebyfes rrﬁmsseofs thé @ngihgdftasspecbfle €ield.

rec e'IH @rg: Jaﬁ@gf I%E@l %'&&hﬁ tdl§ Hférmfo%ﬁ’tl(ﬁl iﬂﬁmwbﬁgnt from the

does I ncrease t verh st or.age

d eFANVETS IR ERNG, A @qn&ﬁéwglﬁ ﬂé@ @f tb@sseftﬁéy anieedia eard 700 reads 1
f oby¥8Y af@dr nidiend $ Wi fﬁhh aflstdrang A@iFedsh® (RAFOnABk BN frame, when
st or@]ge de\Iz @e ?d@e | oad .of t he port abl e storage

delFRdRe @5 i I alyhe canVeRiQyrags. |sing the convert ed

f or mdh tlef cakdef wiighg thealigiet tigh émfotrhaicdenfitieDRM content to the

@c?ﬁrg%sgo%/ f%eﬁﬁcﬁ 'tlYee%)nUaFmoh?lEt7§9 %th%%%ﬁrﬁ% Ml?ﬂiﬂl&ﬂg card 700 writes 1

ord
S hbytﬁ%ﬁéﬂﬁ mqvmglq’» btkes| feorn e sharesg pddressod mq QN Veraon lf@@h? when

Pagtitifk bR diYitd 'i‘i%m iRREMAESCSH (BEHRMI H?nt&ﬁftg LR EEldOof the
exenplary enbodinents thereof, it will be understood

by CUNESENSfABG-di nary skill in the art that various
changgshd dasé o updansl dﬁtiﬁlﬂohﬁatﬁﬁﬁlyre@ﬁdﬁﬁdﬁe tijiek ijéct stored in the

Wi t hout . depa ng fromt hrit. and of .th

o t%%CO&&OE“@P?ﬁS?%H ety GHTgedia cid 700 reads
c| bytosafCr anoving 3 ]bykes fappdreattarng eddrpssod dwsiongeraion frame, updates
di i tll?ﬂorrflé.t%}lt and h?e%tl 1%9 f'n?f'oﬂﬁa when u]t)datmg an?/ field f of the

transmitti ng/ recel vi ng “nodul e confi §ur ed
th@)IWP@mnsfrW ect expressed in a Mar kup | anguage from

a rights issuer; Industrial Applicability

According to the present invention, since the device converts the format of the

a

rights object received from the rights issuer into a format which does increase the
overhead of the portable storage device, and then transmits/receives the converted
format of the rights object to/from the portable storage device, the load of the portable
storage device can be reduced. Also, by using the converted format of the rights object
when the device transmits/receives the rights object to/from the portable storage
device, the transmitting time can be shortened.

While the present invention has been particularly shown and described with
reference to exemplary embodiments thereof, it will be understood by those of
ordinary skill in the art that various changes in form and details may be made therein
without departing from the spirit and scope of the present invention as defined by the

following claims.



a rights object converting npdule for converting the
rights object received fromthe transmtting/receiving

woremales78ht o a frame having a format for com nRei/ERRO0SH02154
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with a portable storage device; an interface
configured to provide a connection with the portable

st orage device; and a co gﬁ{igggdul e configured to
provide the frame to therl; e storage device

t hr ougRntp htﬂE %rflﬁ‘&%sﬁﬂgjaH%lt%?ﬁ@lt&/@bjé&ecoﬁ%‘éﬁl ted
format of the ri hts 0 % ortabkgttéitora
devi ce? {rms&}g}pg{r 1Y IR g{o@d é;on?@}ree}- eﬁ‘ﬁﬁ%\f; ts objcct expressed
accor dinrrgl\/[hﬂguﬁllahgmihge frmeiﬁ@ghﬁs isherMar kup | anguage i s
The agpar at us acco

XM..
the” t 12t SuRERA T AR BRI oy FripeTh e HRREGLeivea from
accor dihagrangniGiirg/ W\C@’Vin\g:hm@ﬂmmtmeframa eving alfomiess fer com-

[1 Oht s Qhlele b AEARIIDOH R MyickS] The apparat us

according to the frame includes DRM

cont entn HEGTEGR ARIHEEUTGS ORI OM cOsTiorwith fisaioatahls storage device;
accordjjpg to Caim3, wherein the frane includes DRM

cont ent usage reftrl ?tl on infor

ppar at G GG gCEuE 1 FOTIIC Rt FHaE o BFpP el glorage device
publ i cthkayhahy ptoficaphd © eodul @ecconvdrgd fednd of therfghrsobject

aut hent Lkt Rd DohDeqBaLs ARl ShOpRIp e oo

connecC ace, a session ke ]
pr oducThﬁgapmmnwseacc@ndfnggg (@efnt b oo thee M adeipdangnageip XML.

shar edrd ihafdie RULARR(GEANRM AAIGARS. BLAE A% B 1feh,

[ 8] A;gJortabIe st orage device npri si ng
i nt er f ARGARPEFISASFRdInggo &%ﬁﬁé%twlwr% the fa@w %Mdss arights object
cont r oinférafube fieNf i gured to receive and interpret a

d f ' 1 t fr th |
hr oughts et er b & T 3 aarin o EThG RoLHEL AR content
f or mat maefiagehent infgrtmatiolnj ect to the device; and a

storaggy, O%Tﬁgqu%{léa??sl &Eéﬂdﬂ%&s%lglﬁl SLOHLoi l?lﬁe ﬁ“eﬂﬂé’ Blheds DIRM content

f or mat ect provide e contro
nmodul euﬂaﬁeﬁfsfrmﬂﬁmnfgumi&ﬂt ed by the portabl e storage

devi ceThd §lpafdig Reslaat 8 ghial P%rtﬁ’&\ébﬁﬁm@i%%or di ng to

Claim 8, erein the convert f or mat  of
obj ect 45 Cakef}’| ryEyogra fﬁlqdp%ﬁg lg‘r‘rﬁ"g[to pTrg &Htllg:ntlcatlon with the

por t abp&tablcaiagge diﬁM¢d:@nﬁ€c€tﬂIbiy thg itierfadcahmnd 9 wher ei n

the framg iion%I Udre I ét%%{;f'e C%l?l 1eCt dlt(pfr%r Tat | ors] n shared with
field PI9P"°% SYB %BE S RYEEWSH L BOJEH} FoNgn kY W
Cd ai m B¢ awthentgiatedt flostableatragentsivisdes DRM cont ent

rranagquﬂ t portabl e storage

devi ce %:tgiﬁlgl %&% de al Ol‘éins erein the frame

i ncl ud@smmfmc%Wﬁfwed}@a@@@nchﬂth.a&emﬁ, i nf or mati on.

[ 13] A ithehddare déhﬁg@f%é tcnﬂ:céivéi héd In®drplet 8 Bérﬁre@t@di %Hrnat of a righ

K/S?ELlptss:oEﬂaﬁhégéet c%/ Ig«%g%ﬁ t? ht h %@Jpee grgd t%xlﬁowae ﬁle converted
format of the rights object to the dev1ce and
a storage module configured to store the converted format of the rights object
provided by the control module in a format supported by the portable storage
device.
The portable storage device according to Claim 8, wherein the converted format
of the rights object has a fixed-length frame format.
The portable storage device according to Claim 9, wherein the frame includes a
rights object information field.



converting the received righfgs object into a frane
having a format for comnunicating with a portable

WGQe@oagessdlevi ce; providing the frame to the poPCHER2005/002154

[11]

[12]

[13]

[14]
[15]
[16]
[17]
[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

storage device or receiving the frame fromthe
portabl e storage device. [14] The nethod according to

d ai m 1% pdpth@[@dt@ragmedi@erdw@rdh@ng@@m 9 svhekin thel®Imd hRludes
3. wherein the frame has a

met hod
fixed Pgﬁé eltq%%ﬁna%%e%?fﬁ% Wl ording to daim 13,
wher ei fihd pm”tafbtmagmdévumcardmgbt@amb? eglteréin the frame includes

for mat poy Ll uslbThcHi MBI AECO 0T ng to Clai m

15, wherel cont ent nmanagenent
i nf or rxtmeshod for grocespanmpdigal righéophipr gompriangi m 15,

wher ei pcibRigfth@ABhtk BB]'{:MC&EW@@W if Q'N’Iﬁ'kﬁ %@G@ge from a nghts issuer;

restriction. informti ] The t accor
d ai m 9O8VeRine C%?FE’P%@ RYeHerOG S i) ﬁ‘?ffflf"‘gf L ofpr
with timamp@uirtga‘biﬂeaspbﬂﬁlﬂgetod@wdeeme[20] A net hod for

processi no tﬂ' tal dme t% hef)p? r&? es or%gec(&: o% nc%wn%g %he frame from

recei Ving a ccORVEr TS OB ecte Frof s
devi cetheipntteblpslordgaglerice converted for mat of the

right STﬁ’ebhl@&ltod fa@&ﬁidlﬁé o C[hgmtlgewh%ﬁlr L Rif aglfﬂ(::\ lag%“a%e is XML.

object_In the formt sug&grte ort

devi ceThg methofecoiginp &Ry I@dﬁdwh@retrv efgmehpga Wﬁ(é

t he coweeﬁlb@l@dfa@dmhg of Cldi@ 131 ghésimahE e@clindbades dgans ob]ect in-
frame pavi &aﬂ i xed | engt h. [22] The net hod accor

to O alonmay rein the frame includes a rights

obj ect Thexmbthodatdonding teCthim[1Z3hdies thetlaod iadodasddRigl content

to d a{nghn%mem% ?Ilpe frame i ncludes one set of DRM

conten agenen ormati on. [24] The nethod
accor dThﬂgmﬁtbwd:laaMﬁhzg to (hendidnwherginf the fiamicriadludis PRMecontent

set ofuslggg/}&gmlgmnfgﬁgg%nr est r| ctl on information. [25]
The net hod according to C aim further conprising

pr ovi di pymethed agrarding & Clagm e figiher FRMPTSHE RC wg&auﬂaentwatwn

t he dewitkéhe portable storage device.
A method for processing digital rights object, comprising:
receiving a converted format of a rights object from a device;
interpreting the converted format of the rights object; and
storing the interpreted rights object in the format supported by a portable storage
device.
The method according to Claim 20, wherein the converted format of the rights
object includes a frame having a fixed length.
The method according to Claim 21, wherein the frame includes a rights object in-
formation field.
The method according to Claim 21, wherein the frame includes one set of DRM
content management information.
The method according to Claim 21, wherein the frame includes one set of DRM
content usage restriction information.
The method according to Claim 20, further comprising providing the converted

format of the rights object to the device.



