30 August 2006 1 Copy Protection Systemfor Data Carriers Field of the

| nvention This invention concerns nethods, software and f8rfHgust 209
preventing or restricting copying of data, particularly as recorded in
digital formon a carrier such as optical disc 5 nedia. In this
description optical disc nedia is intenged to include conpact discs (CDs),
CD-ROV and Digital Versatile Discs (DVDs), as well as simlar nedia that
may be read using electromagnetic radiation outside the visible range.
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CD-ROMs contain one or more sessions formatted in compliance with the “Yellow

Book’ standard and normally its extension ‘System Description CD-ROM XA’, which

15 includes a data retrieval structure based on ISO 9660. The ‘Yellow Book’ standard
incorporates the ‘Red Book’ standard, so that CD data drives can play audio data as well as

- read non-audio data. Multisession CD-R and CD-RW discs comply with the Orange Book

standard.

In this specification, a distinction will be made between ‘audio CD players’, which

20 . need only be able to read CDs complying with the Red Book standard, and ‘CD-ROM
drives’, which are able to read CD’s. complying with the Yellow Book standards, and
normally the Orange Book standard as well. Audio CD players are generally stand-alone
devices having no other functionality than audio reproduction, although they méy be
integrated with other devices. CD-ROM drives are peripherals for general-purpose

25 computers or other similar devices which are able to load and run application programs

selected by the user.

The advent of recordable CDs (CD-R) has made it generally easy and inexpensive
‘to make unauthorised copies of audio CDs and CD-ROMs; for example by copying the




30 August 2006 2 entire contents of an audio CD to a conputer hard disc
and then witing this to a CD-R The potential |oss of Aévdigys 2086
recordi.ng conmpani es fromsuch activities is considerable, and indeed its

i npact has al ready been felt. Consequently, there is a need to prevent such
unaut hori sed copying. 5 Red Book conplisint CDs contain a great deal of

I nformati on which is not necessary purely for playing audio tracks and
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00/ 74053, ¥ e Htséglpé%théﬂalfega}ﬁ%l feltrlropsequentiy, dere s 4 negd EuPEYENt sich

i ncorrect ; ylaighokddd @pPhgContents (TCC) may identify the audio tracks as

data tracks, or may ncgrrectly identify the position of the Lead-Qut. WO

02/ 075735, published after the priority date of the present application,
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entries. 2&3:3}2% cvréni gues nentioned above are intended to prevent reading

of audio t a CD-ROM drive, and thereby prevent storage of the

tracks on a conmputer and subsequent recording or distribution on sone
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conputers. Hence, there is al'so a need to provide audio tracks 1n such a
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encrypted tracks can_only be decrypted and pl aye L pl ayer program
whi ch pl aydentiyng the frshsessiongs €B datg when ttoactially gorshigh andio tracks. EP

15 1239472, published after the priority date of the present application, also discloses the idea

of identifying audio tracks as data tracks in the TOC.

However, a CD copying application running on a computer to which a CD-ROM
drive is connected may be programmed to ignore inaccurate or incorrect control

information, such as inaccurate TOC entries.

20 The techniques mentioned above are intended to prevent reading of audio tracks by
.- 2CD-ROM drive, and thereby prevent storage of the tracks on a computer and subsequent

- recording or distribution on some other medium. However, some users like to play audio
CD:s on their computers. Hence, there is also a need to provide audio tracks in such a way

that they can be played on a CD-ROM drive but cannot be re-recorded or distributed.

25 One solution to this problem has been to provide the audio tracks in a first session
which cannot be read by a CD-ROM drive, and to provide an encrypted version of the
audio tracks in a second session. The encrypted tracks can only be decrypted and played by

- aplayer program which plays the audio data by converting it to audio signals.




R 30 August 2006 3 However, in systens which use

uni versal encryption key or set of keys, all content en&%é@ﬁusﬁﬂp%the
uni versal key(s) can be decrypted once the key(s) are discovered. |If
different keys are used for each carrigr, sonme nmeans nust be devised for
distributing the key appropriate to éach carrier. Statenent of the

I nvention According to a first aspect of the present invention, there is
provi ded an ofHdwkakr,dh $@steipwhidingseh vnB@sdal andriftiin BBS6H 8 JMEltidilng a
tabl e of contents_and _a_program area containin | east one track, the
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dat a posikey epprofriald) toeadkiaairier.ng unr ecoverabl e data; b. the subchannel (P;
CTRL; 1DX; PTI NE) i ndi cates a payl oad start position (AP) different from
sai d ind| ATOC); and c. said track includes a

recover ab g*%'gﬁ gtt{lggé %lﬁt% e payload start position (AP). According to
a second aspect of the present invention, there is provided a nethod of
manuf act ur i ng ASROTEEite alﬁrfdl iagRect %fdhﬁapﬁegqnhglwlﬁmaﬁbﬁliengpr@wﬁféén enzttcal dige create
a first sition
(ATCD of TEanE tedsl EhHELRTfink Biof s BRGNS B BB Hefeciblbe 85

CTRL; | DXastRohk Mak, tientabie eﬂmncbnmgndlaemgarstmﬁﬁoeﬁon aqmcpommram etnheheoptl cal
di sc; characterised in that a. said track includes, at said indicated start

posi t i onPlogTRIEyrea inclpding asybihappel (LERIG JRKAPRIME); dharectsised mshe data: b, the
subsequent 0%t he dug e BN HAFLERGRS SR BRTATOR, ¢ BRTEbEER (40)
recover abl e payl Oa(EI()]:HB)lta&hngﬂnﬁequliabladaﬁI art position (AP). According to

a third aspect of the present invention, there is provided a renpvable
b. the subchannel (P; CTRL; IDX; PTIME) indicates a payload start position

(AP) different from said indicated start position (ATOC); and

¢. - said track includes a recoverable payload (PD) at the payload start position
(AP).

According to a second aspect of the present invention, there is provided a method of

manufacturing an optical disc, comprising formatting source data to create a first session
| including a table of contents indicating a start position (ATOC) of said track, and the

program area including a subchannel (P; CTRL; IDX; PTIME); and recording the formatted
source data on the optical disc; characterised in that

a. said track includes, at said indicated start position (ATOC), a data portion
(ED) containing unrecoverable data;

b. the subchannel (P; CTRL; IDX; PTIME) indicates a payload start position
(AP) subsequent to the data portion (ED); and

c. said track includes a recoverable payload (PD) at the payload start position
(AP).

According to a third aspect of the present invention, there is provided a removable
disc carrying encrypted data recorded as segments located in corresponding sectors having
sector addresses on the disc; characterised in that each segment is encrypted with a

corresponding key determined by the respective sector address.




disc carrying encrypted data recorded as segnents |ocated in corresponding
sectors having sector addresses on the disc; characteri3@duewtfdf each
segnent is encrypted with a correspondi ng key determ ned by the respective
sector address. 30 August 2006 3a Acgordi ng to a fourth aspect of the
present invention, there is provided et hod of recordi ng data on a disc,
conprising dividing the data into segnents and all ocating each segnent to
a correspondi Hgceddaigan alfamtingspect o€ teqiresantdieation thdrd & @oddsd ciathad ber i sed
by encryptin ach segment with rrespondi ng key determ ned by the
respect i VE© §‘i§g$ g?ta Oﬁ&dglé%s‘:"mgﬁﬂ% gb‘@‘? Hy Sk i sremrpisendsdigrating efiﬂl t he
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present invention re | provi 0 ecrypting data recor ded
as encr ywnedpts:@gmhtssgmmtc,\mh asqmﬁsi:on@ng ey cewrhimed g tae se;pbc:tive sactor ess on
a disc, S .0r each encrypted se ment: a. determning the sector
addr ess @8&’% ﬁ@?fgﬁs%‘é)‘“g 8“3?‘?8?”5‘56 ent inyfk e%c?mnﬁ@gée%&fﬁ&t ¥n key from
t he sector address; and c. decryptlng the encrypted segnent using the
decryption key&ccékdhxgrtdialﬁﬁl‘t sspect if tiicnprasepe tiverafon] therepis @e@idedi awethdd of, t here
IS provi ggd a. hod of _restri ct(i)ng access to data on an_optical disc in
an optic § {FEOEH AR EREMPLED SEMEBITN CFeSPORYAD FT4ITR Gaving aisRetel cept i ng
a comnqdmssbﬁa%tc&yprg&gaﬁpgé&%& E eﬁ on the conputer to the
optical disc drive, determ ni ng ther  the command is a command to read
the data and the dpphmomglﬂmsectsraddrmmamtdspwndsgdoaﬁpkdgnahi;on, and c. if so,
generating a ﬁommH%resggnse,. not hnlt ated by the gptical disc drive,

and sending tRe co g} P‘Hé HTPPT R FSE o as to cause the
application tg fai heér&tm@?ﬁ@e&%tﬂ%& LénerfGGAL e ggventh aspect of the
present invention, there’is provi de a met estr cti ng access to
data on an opt,i cal di sc i"ﬁba optical disc, drive connect ed to a uter,

conpri si ng: afPHEDE R AsTHYy2wertef dhsrretsybinaention. thyredn P&M‘ﬂeﬂ@dﬂ?tbﬁ’fl 9In whi ch

the dat ardspicfif@fccess to data on an optical disc in an optical disc drive connected to a computer,

comprising:-
o intercepting a command to be sent by an application running on the
computer to the optical disc drive,
b. determining whether the command is a command to read the data and the
application is an unauthorised application, and
c. if so, generating a command response, not initiated by the optical disc drive,
and sending the command response to the application so as to cause the application to fail to

read the data.

According to a seventh aspect of the present invention, there is provided a method
of restricting access to data on an optical disc in a optical disc drive connected to a

computer, comprising:

a. intercepting a reading operation by an application in which the data is read
by the optical disc drive;
b. determining whether the reading operation meets a predetermined criterion

indicating unauthorised access to the data; and

c. if so, preventing the data from being read by the application.

According to an embodiment of the invention, a track is recorded on a compact disc

in a format including a lead-in indicating a track start address and a




by the optical disc drive; b. determ ning whether the reading operation
meets a predeternmined criterion indicating unauthorised38dsusst 2086t he
data; and c. if so, preventing the data from being read by the application.
According to an enbodi nent of the invention, a track is recorded on a
conpact disc in a format including a3read-in indicating a track start
address and a 30 August 2006 3b subchannel which changes state at a

payl oad s{gtfanRdANRSE chatls t

recorded at taﬁgatracﬁcsetﬁ%?t glgﬁgér%teasﬁsa??(;r?@%a egﬁtﬁ%s?’e%{g’%%ug%ﬁé% a%rg@%}\%%re t he
track is aidreasiddata teconddkd aiathe auki warCiddpdsayretuddoesrettoierablpndate t he track

start address, but begins to search sequentially fromthe track start
~address until vy : t roduces
the. audi o trackfane eags i hdd ady B AAA0T D PIBREES R in e AR ECUTRS
t 0 repr oduweadiingésa, hutbeginh e fcamblceqicatiiliyafiomnabs tradfhatt addiess wAtileic dytectabl e
data is :{ﬁad t‘g{aﬁ re%g_ operation is abqrted, as_it appears that the data
has beertddhs SHchannclphanses,sates G TeRaAvRse thrcaudia frpgk Eom dhahpeitetl Cecause
it i's NOtRAQH dFRle! n RCHRPHAR], Sedifd 4 O rably,
the data recorded at the traéke@s%aﬂ??é}g%cggé{aaﬁ%g%%g u esg‘?‘g%SS\Fﬁe@g‘& e

dat a, i nchedamacpvarablr duieis real, thepbalyaperanion gy shorted,ais échppeart that tedpradias di sc.

There may be a plyrality of pointers to a correspaonding plurality, of

pl ayer pr 5?5?&?&?5#&%6%0 eFPé“’naPBHPqtE’SFF%WS“’E?@%“H@“%@&@&%“@% itd aef RArmallY o t he
oper at i NGcsyMHRMMoQbndrb 8ot icGR KOMWMalCh the CD-ROMdrive is connected.
Preferably, the content of the track 1s recorded wi thout any incorrect or
i naccurate igjotrﬁr%}i on. A furtgc@er enbodi rent of the invention has the
ability to pl dyCiPREle Sipdut reostedgh theatregs st pednessealsorpicdpssreseyaied by
conpr essidi, HRIMENCE ¥ihicPe b pAGK BRI £G4 dh M cdllicl 83! ThiRdnflAlsa I N 2

second, data session on the e second session data'is recorded in
t he fol | plarakty mafipeinters hie dataresporilings plusglity tof phiyer Ipesgiraad, dleooRshé hat

will fit i nlto .a 'Yell ovi/ Bodok' 1(I.ECP tﬁtandar_d CD sector (al so known 30
August 2688 ications being selected according fo the operating system of the device to which the

CD-ROM drive is connected.

Preferably, the content of the track is recorded without any incorrect or inaccurate

information.

A further embodiment of the invention has the ability to play the compact disc on
a CD-ROM drive. This is achieved by compressing and encrypting tracks and recording

‘the resulting data in a second, data session on the disc.

The second session data is recorded in the following manner: the data is first split

into logical blocks that will fit into a 'Yellow Book' (IEC) standard CD sector (also known




4 as a logical block). Each of these blocks is then encr§¢gt ed using an
encryption key derived fromits logical block address (BBApgest2pdsition on
the disc. The data resulting fromthis process is then witten to the disc
at this position (LBA) using conventional mastering and recording nethods.
This conpressed data is not accessible b%/ conventional player 5 software.
The data is made accessible to a conputer, by including in this second
session a i alpaicaldiend.dinch bfithesesblecks dutherbtrerypiediismganrencyption Kelyelepvaly er

program has,.t he, gbi.l | o.,loc decr.ypt and dec rress the data, . but
prevents thg"‘&d{ﬂ%“r‘%ﬁ‘ffgiaﬂ&eﬁe@g@&d’&f&g‘} on es‘ﬁs?c'r %H%) defa resyluipg from this
Descr i pti onp@test fath&X Mrittoe te 8iSd al this PoslESELIEN) BihgLontdrBomil HlaSkfiMfand
enbodi rents wil|l now be described with reference tgo t he acconpanyi ng

drawi ngs, i ¥scominghmethodsr Bhis qosmpzessida gpianisonotaaqcessible byr eamventinnhly player
encapsulsatigg.data, in an enbodiment of the invention; 15 Figure 2 is a
di agram’show ng pointers in the encapsul ating data to second session data;
"Figure 3 is a diagramillustrating an encryption schene used for the second
session data Fiphy atdl & inddePacdbsBitle?d Déondputt] ME InchaRig In RIEk WE&RAd 8&sion a
application and a CD-ROM 20 drive; Figure 4b is a diagramshow ng the

i nsertion oflayer prgssany ithas is exseusge hy ithe qamputar They playen aragrang has the gbility ® i s

diagramill j n 60 I ordi ng
o the embodriaerbBimiCisbRss B FRTHIIES ¥ of FRIPRHS fRGna T o
enbodi nent dtrbited.i nvention, a conpact disc (CD) carries a first session
~conformng with the Red Book or Yell ow Book standard, dependi ng on whet her

its corﬁ)ent

Brief Description of the Drawings

A detailed description of the preferred embodiments will now be described with

reference to the accompanying drawings, in which:

Figure 1 is a diagram of a track format including encapsulating data, in an

embodiment of the invention;

15 Figure 2 is a diagram showing pointers in the encapsulating data to second session

' data;

Figure 3 is a diagram illustrating an encryption scheme used for the second session
data '

Figure 4a is a diagram of a driver chain between an application and a CD-ROM
.20 drive; '

Figure 4b is a diagram showing the insertion of a supervisory program in the driver

chain; and

Figure 5 is diagram illustrating the stages of manufacture of a compact disc
according to the embodiment.




I's audi o or data, except for deviations fromthe standard as descri bed
below. 5 In accordance with the standard, the first sessBoAugusiR@dhs a
Lead-in,~a programarea containing one or nore tracks, and a Lead-out. The
tracks may all be audio tracks, in accordance with the Red Book standard,
or data tracks, in accordance with the gellow Book standard. The Lead-in

I ncl udes a table of contents (TOC), containing the absolute tines (ATI M)

of the stagt of. each track_and of the Lead-out, and identifying the type
(i.e. 10 Q&&Fﬁpgwrhgﬁﬁegﬁ"@%‘ﬁ"ﬁ?a . The data format of Red Book and
Yel | ow Book standard CDs is well known, but the relevant parts are recited
here for ease of aneraboglimprti ¢fgthe myehtion, aravmprctadisca(CRhtasties & inv dedsiomed and

recorded o . | E it of .the. s de byte
corres pond@nE%%l%% 5%?% §E§5‘§§P°§’ﬂ§§%1€¥%ﬁﬁfgb§ﬁ%@g§ng %‘r)ﬁhﬁgn?roﬂs\?\? e P 15
channel si iphdio bindtits; akeept foh devditivnht framdhestshdadd 28 deseribédisdlow. The Q channel
contains tine codes, track type and catal ogue information and, in the

Lead-in, the TOC. The tinme codes conprise ATIME, the absolute tinme el apsed
since the st ar tingecordpace with therstangerd, thefirshaessigieipinkkesdsns RIOETANGTea gap

bet ween tr : LS P 1 e I | %: O seconds.
20 Datn Erchemin Ao TRe phdaCREEIRALR, Toe RRUATHRTBITR by "
i ndi cat es 4cherdaies avith thetRadEBpais sthndard, oA Baka taicks, He astcdddnc®fwith the &elowwhi ch

has a format as shown in Figure 1. The track begins. with a pause or gap G
At the pogE?q g dhe éea%w m’@ée% &t Ed%ftcé’atCBGﬁgEQQi %ﬂf%@ngjﬁwbmue

conpri si Ng | b bY iheraRAY! i3y Ifelfjgontain
unrecoverabrﬁeequg‘gagg?at. S:'Irs?&e ur?rgée}%%a\?gr%g{l)% %é‘?&aj-é)nlgy alve oneégl%?legof sync
i nf or Nk i cawdioer date) efeperirackn code (EDC) or error correction code (ECQO

corrupted to the extent that the data is wunrecoverable. Alternatively, an
i ncorrect val %of ATl VE mag be witt i.n each sector _header, while the
2f R

EDC and t he ECGHerf rmaf ahRef ook s Jetioy Bapk sandard ST uetl! M. 6 The

e L TR T
Yel | ow Booihich is modulated and recorded on the CD includes one subcode byte. Each bit of the
subcode byte corresponds to a different subcode channel, labelled from P to W. The P-
15  channel simply indicates the start and end of each track. The Q-channel contains time
* codes, track type and catalogue information and, in the Lead-in, the TOC. The time
codes comprise ATIME, the absolute time elapsed since the start of the session, and
PTIME, which decreases during a gap between tracks. Each track is preceded by a

pause, normally of 2 seconds.

20 Data Encapsulation

In this embodiment of the invention, the TOC indicates the absolute time position
ATOC of the start of a track, which has a format as shown in Figure 1. The track begins
with a pause or gap G. At the position indicated by ATOC is located encapsulating data ED
comprising a plurality CD-ROM data sectors, at least some of which contain unrecoverable
25 data,

The unrecoverable data may have one or more of sync information, error detection
code (EDC) or error correction code (ECC) cormupted to the extent that the data is
unrecoverable. Alternatively, an incorrect value of ATIME may be written in each sector
header, while the EDC and the ECC indicate that this value is correct.




standard for the relevant track type. The track type is indicated as data
in the TOC. The P channel bit stays high at the posi t i on3Aegst B goes | ow
at the position AP. 5 At this point, the value of PTIME begins to

i ncrement, the index | DX changes from 00 (indicating a pause) to 01
(indicating a track). The control changel CTRL has initially the value 4,
indicating a data track, and after AP has the value appropriate to the

track type of Ioad P t h s audio
data, so CTRL cﬁ?ﬁ&g"ﬂ% cga @I‘#@llﬂwe&ﬁ%ﬂ%e(?é%@h?t P?E%d?"géLPSHOS% rack
number TN®yspaakadidag mnwm(:h Qenfemiscehtindy it (BO apstbpieate®ed Br Feluw @oibk This
format may be applled to each track in a session, or only to sone tracks.

When t he tstandwedifer the relevantisiack typn Frewiack types indigated asdataiaBed Qe posi ti on
ATOC fromthe TCC and starts reading at that position. Wen the

unr ecover abl e e t t dat a
readi ng oper at ?@ﬁq) gﬁ?é‘&”%%" ﬁﬁgerm%%%gfa\trféﬁg bugg‘%gé@'%t eypogirﬁl%gu i'o CD
pl ayer 5 t hat talsaomit, m&a;ram& df PTHMEKbgis tb igcrerhérndClie didek MBXPeRNges FonABEC but
al so exani nes other control data, such as the P channel _and the index |DX

to det er miGngiceting a payse) todYi ndisating a traek): Thecgontrohehanmel (CTRL, hasinitiglhvethe ar t s

t dt t

dat a £ andis\ ksl Tubd ald, W4 e ArORIRY vAKELESBANS (RICERRIER D
a CD ROM dh¢ payleadaataRI2rIn thie cases the payloddndatalataadiotdatel §o CTRLIvhangehtmthei n t he
control inf The et hod cann be ci nvent ed Si .y by ignorin
ST ata et dt Thicighoktdu precs tagack e i TRae sarbe, 0B e onhor o
on t hgCD yAke 3¢ ﬁmgégre 19 € hid ﬂ)ﬁﬁételﬁay B SppiRY |k asbhd@dcR inBYseRfon2bElbRly ryi deo,

gane software or ot data. In each case, a 25 dedicated pfayer may be
abl e to fisnuetrackspayl oad start position AP and to ignore the encapsulation
data ED, but a CDRO\/Idrive will attenpt to read the encapsul ati on data ED

and report a d ror ncr ed Se Sessj o e, ot her

osi rable t o anVEw PR Gae RAVHLPLS SD-RONDAEYS. LUK s QHchootn AUy ( hat
they cannqioppgherOC %&Et@ﬁﬁre&'hng bSthhd ﬂwﬂn@ﬂ' W?i&i &e'@réc@%‘réﬂlé e ré:ﬂi tbhe
enbodi nent by one or nore pointers, contained within one or nore

r ecover ablegoseandition ivgenctated30d thegatereaging@peration is aborted.
15 When the track is played by an audio CD player, the player starts to look for the

‘track at the position ATOC but also examines other control data, such as the P channel and

the index IDX, to determine the start position of the track. The player therefore starts to
read the track from the time AP, thereby avoiding the encapsulating data ED and playing
the track as a normal andio track.

20 By this method, a CD-ROM dri've encounters an error in the data itself, rather than
in the control information. The method cannot be circumvented simply by ignoring all data
errors, because there may be unintentional data errors elsewhere on the CD which cannot be
ignored.

The payload data may be audio, video, game software or other data. In each case, a

25  dedicated player may be able to find the payload start position AP and to ignore the

“encapsulation data ED, but a CD-ROM drive will attempt to read the encapsulation data ED

and report a data error.

Encrypted Second Session
On the other hand, it is desirable to allow the CD-ROM player to play tracks in such

30 a way that they cannot be re-recorded or distributed. This is facilitated in the embodirment

.~ by one or more pointers, contained within one or more recoverable sectors of the




7 encapsul ation data ED, indicating the position on the CD of a player
program which is able to play tracks contained within a3@éuewd28@:ssion on
the CD. This is illustrated in Figure 2, where a set of tracks within the
first session each contains encapsul ation data ED including a pointer EDP
to a location within the second sessi on, SS where a player programPP is 5
stored. The pointers are copies of the 1SO 9660 Primary Vol unme Descri ptor

PVD), S d Vol . ' SVD \Val Set T ] .nat VST
Var D abl es ptsaptonga BB ndRed i bResian gl 8D e A pEP g e bk sables ench
track. TheopReaRekS@NEIRA widis 235QnaSessRn bhthd €S, Ti¥ekd MesBRakn Rhwagdard and

the |EC ~Orange Book' standard for nulti-sessions. This session contains
t he pl ayerwisreogpeiof tipgks withincthg figs session eadh containg encapsudationrdatadel? énchidbige

d/ . 1.6 i ng. d_al dd
i es contabitay Ephde e BTl ukrEhily Mo/ SRR wERARIR R, o7 ©

pl ayablse, seoted:pThebpoihtess e agoples WTogE 80 H6H0 PAmnR! VoluMeeDegriplodt®VDd di sc
is viewed by a PC file manager_only the player programand any files

direct |y assondant ¥eluggediescrmer VoY aashXalume P& Termipgpe (VD veriables othight i on

met hod wi | el | Figure 3. The data Dis

di vi ded in%r%aglgghn’gsﬁ?@&gg tgﬁ@é&é&tﬁﬁtﬁ%@é&%& correspondi ng sectors SECL
to SECn having corresponding | ogical sector addresses LBAL to LBAn within
the second sesBikgacoadaessivh SSheonirag to HerIECatiellow Book’ stamiagd gal the MACi s used
to derive an en ry’g,tion ke% Ki froamthe, | ogical sector address LBAi of the
start of tHHNEE rStandard: for gtiysesgjons. fLhis sgsstongoniaps e, playst nEegramander i ved
for egph SEGLQlociatthSHIEO Wi ' tabh | t he
respe?t@ ive gncroﬂgt | on key ﬁ%?&%ﬁ%@g@%aﬁg&m&:ﬂ;? @Ef! ?{%ﬁﬁﬂgtb%g@g %r SECT.
Each sect oystem dntiealsh encryptadmédts ilesocrngdinisg Al Gadky,t éhsseofatterofikes ot beiag

encrypted digital data, each sector bein crypted with a different key.
T s” bl ociee@ieghe Prpiaufe, eBapty hE HBYerdrin Sge X Ghanatcd & Bore B Fnct ol o,
data may RgsvRadyuHeHlewsinags: 3y tﬁ&ﬂ\ﬁf‘é}lp%g&mﬁ&@h@th&ikeﬂy h8bdkled @M arge a
bl ock size is undesirable, "as i't would result inless variation in the

encrypt i orthe pragremsril be disibde. avoi ded. The | ogi cal sector address LBAl
corresponding to the start of each track is known to the player program

this ta being,hidden.withjn, t ayer .progr.am.code or,. at ocation on
the diigc known 16 Pt eho otk be YRer T Fratue SFisbre fAE4EG e
al gori t hmp s gomed lid se@héits SEGI to SEGn allocated to corresponding sectors SEC1 to-

SECn having corresponding logical sector addresses LBAl to LBAn within the second

session area of the disc. For each sector, an algorithm is used to derive an encryption key Ki
from the Jogical sector address LBAi of the start of that sector. Preferably, a different

20  encryption key is derived for each sector. The corresponding segment SEGi is encrypted
using the respective encryption key Ki, compressed, and recorded in that sector SECI.

Each sector on the disc normally contains 2048 bytes of consecutive encrypted
digital data, each sector being encrypted with a different key. This block size is dictated by
the Yellow Book standard, but in principle, data may be encrypted using any convenient

25  block size. Using too large a block size is undesirable, as it would result in less variation in
the encryption; this should be avoided. The logical sector address LBA1 corresponding to
the start of each track is known to the player program, this data being hidden within the
player program code or at a location on the disc known to the player program. The player
code also includes the algorithm in compiled form. '




30 August 2006 8 The data D may be spread over several consecutive sectors
SECT to SECn. A particular track will normally conprise3®éngust Rf¥dsand
consecutive sectors on the disc. Thus, when a track is selected, the
pl ayer program knows the start |ogical sector address LBAl and can derive
the key KI to allow data fromthe firstg sector SECT to be decrypted. 5
Having read the first sector, the player program knows that the next sector

starts at LBA2 ..,consecutive to the |ast LBA of the first to ECT.
Knowi g LBA?,  (THE A pLmal tscibm v Soreer CpBeat i et SECHL SEER e new
key K2 anthasule o will dofndlly ¢dieprise aingl thaBART consblefive kéttdrfiof tH@Misct he
pl ayer program can decrypt consecutive sectors, each time derivin a new

key. In anlhs:ehanag track ispleetednthe plaves gregramimowe dher st dogical segtor eddress, but

key. In e ]
cector. T/ehae ARTEA pkRel RN 1AL bt sioh 48 fysinlabe SHTF B3P BBl ¢ ages

over k Bf)mmala\elmgs:remﬁm %ﬁt satto) tiaeUpliner pmgfhmhqm't;arthﬁh the age g&t@?ﬁtﬁ laBRBA2Nd th,
this only allows the first sector SECL recovered. The key K2 to the
next consdOBITHBedR dieghst R of et SERoRAGL BIBGRBT BA| Y BIVGRRREm The

al gori t hm s g e ag%%gulgl; ¢ BEIVEHS ndW? kEPRDI dndo REdPCHad B &kk{yyﬂ%fg&%orpl ayer

program or accessi the player program an nnot easi
anal ysed. S$E(G2% Fethjs wdy, the playee progeanscantdecypneasariiiveseetocs; yahainesdegivingt s ar e

copied, for xampl e to a.har i sc.and the playe rogramjs r.un_and

di rect ed tao“cfvﬁfeeypﬁra&aﬁtg@é?‘fﬁ?"%ﬁ"gﬁq’Ise"t%r@ i E’Féxﬁogﬁb a‘%%?/séed‘ E‘r‘t S MENsect or
becaugg | tnevdsrfltd @R dxplilinp Welstie: a@frfe & ofahchse&bRr 20 addresses LBA of the
copied material. The sectors occupied on the hard disc will al npst

certainly differ fromthose on the original conpact disc. Hence, the copied

mat erial wil| e endspptibcsystpmndul thiserntvodimdéna hasa pumolepr afradvEsgesegriaownSEG i s
preferably conpressed ysi.ng, an.appropri.ate r | on | garit hm before
bei ng. T e YSigtInan speuiiproe i ARG B i LERTRATC, A oflyBfiys BT qat a,
25 this adyaot BBEPUSIBE FREWFEE THICkHPRE Qo B8l ek € SorfsBbutilé Re4GCIPA2 SEASI on SS
and therefore allows nore tracks to be included, both in the first and

second sedwrBwHly. bemempiately difforrné I'ha glgorithen ised e derive thekays érrompiled, ieithar and
| Seconqésfﬁgﬂl}gﬁ?ﬁl‘é&r Eﬁi}ereﬁ&ﬁgﬁheor RQRRIE HPUHE PR BRogr AhddBlnforl Lusi BeSESS! ON

but no
analysed.

fant

Further, if by some means the consecutive encrypted segments are copied, for

example to a hard disc and the player program is run and directed to the first sector, it will

| generate wrong keys for each sector because it would need to know the original sector
20  addresses LBA of the copied material. The sectors occupied on the hard disc will almost
certainly differ from those on the original compact disc. Hence, the copied material will not

be decrypted by the player program.

Each segment SEG is preferably compressed using an appropriate compression

algorithm before being recorded in the corresponding sector SEC. In the case of audio data,

25  this advantageously reduces the space required for the second session SS and therefore
allows more tracks to be included, both in the first and second sessions. The tracks need not

be identical between the first and sécond sessions; for example, bonus tracks may be

available in one session but not the other.




30 August 2006 9 Supervisory Program Preferably, a disc groduced accordi ng
to the enbodi ment contains hidden software that is acti $QPAagusiid890 t he
conput er operating systemfirst accesses the disc; this nay be done
automatically using an "autorun' function of the operating system The
software 5 instantiates a nenory residqyt supervi sory programthat nonitors
access to the protected disc. Wien the disc is renoved, the supervisory
programisa,remved frogmthe menory of the PC. The supervisory programis
al so desi gﬁHHeﬂﬂlsﬂWi'?'fﬁgm activity of the disc, including disc speed
and disc access type (digital or audio) and ensures reliable playback of

t he di sc cont enPrefer@ifhalisopeduged agcprdingrgrikmembrslnens contgins hidden spiimareof

itself int e j e river ' As illustrated. in Figure
ab, o ar vpt BRSO XS inaor Sl 508 B BRcisaes B B Hhs o

appl i cat i odondPiteiasITdlY ©Eihg nWahtbrud' Miien of ke lopdthtiny systegn. Citi gdftwhid S

hi gher level HL communicates with a |lower |evel LL _which conmunicates with
the CD° ROVIgRtales 2 MB@ORY, fegident SWRETTISqsy PEeemam that snoniersrageash i the Protestedor ogr am

interface t 15 | | -{&5: i | idh a

| ar ge variétg)é;i vg%nhtgg mg}sgr@ 8&%@@5?%@8%&%1 |guoﬁlgar?g{,?1 tﬁ%@e@%ﬁtﬁ/i sory
progr am SPheXerTe siupspisbry ptogranhissalsls idesigned tai mordisor the detivity nof thdrdischai n
pointers in the next highest and | owest.levels, and can therefore nitor
PP} "commurdElE ASC speirig e s (e Gl iy RdisntBey HEREI R Ve
The super @b ARk YoréRdr am SP perfornms command nonitoring and di sc nonitoring
functions. 20 Command Monitoring The comrand nonitoring function intercepts

commands, such as SCSI or ATAPI commands, sent by the application APP to
t he COOROM dr i VEheaswgerstisbryr progmm inketshieself tan epart aafritsalf dstoi thel bparitingasystem

unaut hori sed acti vi such, as_the reading of .data fromthe disc by an
2ppl i cat | GRVEhGIA A SRS BY EiRUe Y Gttt Ohait s SRERPRDPPIBIETNFR 1y i s
detect ed, fthBre2@hdreaf YElcaf N AR BorhSinBic A6k ®fth mggagwar}ﬁr ¥t BOENIR TR am and

cannot continue down the driver chain to the A command response i s

gener at ed Higher levelsHbenovimumiates withog komvien keveli IS vehtialr eosaimusicatdsewitly the &/D-chai n
e e e RS SN B AR ARl T o
' - 15  application program APP for communicating with a large variety of hardware devices. As
- shown in Figure 4b, the supervisory program SP inserts itself into this driver chain by
modifying the chain pointers in the next highest and lowest levels, and can therefore
monitor all communications from the application program APP to the CD-ROM drive. The

supervisory program SP performs command monitoring and disc monitoring functions.

20 Command Monitoring

The command monitoring function intercepts commands, such as SCSI or ATAPI
commands, sent by the application APP to the CD-ROM drive and determines whether the
commands indicate an unauthorised activity, such as the reading of data from the discby an
application that is not the player program. If an unauthorised activity is detected, the

25 relevant command is blocked by the supervisory program and cannot continue down the
driver chain to the CD-ROM. A command response is generated by the supervisory
program and is returned up the driver chain to the application. The response may be an
error message or dummy data, which appear to have originated from the CD-ROM drive,
and prevent the application from performing the desired operation.




and prevent the application fromperform ng the desired operation.

August 2006 10 Disc Monitoring The disc monitoring func?éngustas ve
nonitoring data read by the CD-ROM and passed along the driver chain to
the application. If unauthorised activity is detected, the read operation
s prevented. 5 The supervisory progragySP may, for exanple calculate the
average data transfer rate, disc speed or the type of read operation that

i s being n adiscis being played in a conputer using the
pl ayer pr %&gmﬁﬂgo'ﬁﬁgr age playback speed of the disc will be very | ow,
since conpressed data is being read fromthe second session_at real tine.

Typical |y, dat am%di%mw&@éé“%m&s inyelve monitening data ryad by the CRR @ md, t he
d t i od
oVEr 02 Sokachnte ML DGR e SISO ¢ MR o

t he di sc imabbmedtondd pravdntegh speed (burst speed), followed by a nmuch

| onger period of inactivity. The burst speed could in fact be anything up
to and |ncI udi ng the maxi num read speed of the CD-ROM drive, but faor very
15 shoPt peri odﬂw @ﬁew@mrﬁ@m%’n@ay,ég PSPl eplaiate w&raéeq%ii%rwf% Il try

to copy at rafehﬁsc %};eg(ljl gﬁfhe re%ﬁ%’f;b}&h&h fnaf i %er'ﬁg %&&gﬁ@&j Whd Qﬁ!isc i I'Bgmg

supervi sory program m)nl aver age datacrea g speed over
pr edet er m plagtdpea t:oxdput&ulshlgabe pleyer@mgwntshe dvferdgh plagbeek apeed of ﬁeehiscemﬂeeds a

t hreshol d, then.the.read o on.is ted,, The supervi sor rogram
. moni ¢ G VI KT Ee GBSt AL s PO P40 o e CEEOnBIoRiaN S e B oby
identify vhehdaay, ddilisicomples ai%“f@t'fﬁjoﬁﬁo%ﬁt 0 td §; RELfse, WL ARBRE datalrahe
first session is being accessed, the supervisory Bto gram prevents the read

oper atlfon. whemeplayingitherempresesd dmomﬂmmmeadd wyll be ebauit GO speeddimtthisf r om
reachi ng trgg application. An eject command may al so be sent to the CD-ROM
The super\fi Ory programinteracts with the player programto prevent

unaut horised 25 activities. If the player programis not open, or is

closed by the usgrcoMprdsSed 822 @ha§Crebd fivhd e #ife u{: B%c@jatwglllré (bign the

supervi sory program sends an ej éct command to drive. Li kew se,

i f a prot epeedd fallewed by monuch hepger pwwsleqftlnmtmthél‘ M@dl opuld inHact be
anything up to and including the maximum read speed of the CD-ROM drive, but for very

15  short penods. On the other hand, CD copying software typically will try to copy at the
highest speed possible for a sustained period. The supervisory program monitors the

average data reading speed over a predetermined period, such as ten seconds. If the average

speed exceeds a threshold, then the read operation is prevented.

The supervisory program majf monitor the position of the read head of the CD-
20 ROM and thereby identify whether the first or second session is being accessed. If the first

session is being accessed, the supervisory program prevents the read operation.

The read operation may be prevented by blocking the data from reaching the
application. An eject command may also be sent to the CD-ROM.

The supervisory program interacts with the player program to prevent unauthorised

.25 activities. If the player program is not open, or is closed by the user while the disc is still in
the CD-ROM drive, then the supervisory program sends an eject command to the CD-

ROM drive. Likewise, if a protected disc is no longer present in the CD-ROM dnve, the

supervisory program closes itself down.




supervi sory programcl oses itself down. 30 August 2006 11 Where there is
more than one protected disc accessible to the conputer 3% Auvmest2@fe tine
in different drives, the supervisory program when |aunched by the,
insertion of a protected disc, determ nes whether there is another
instance of itself already running. If,s0, the drive containing the new
disc is added to a list of drives m)nitlored by the other 5 instance. If
not, the newi ance of the supervisory programis depl oyed. ce all of
the' roni tor ed WhPGdETRE R RAR 08 ﬁf%@é‘?%@gfeég@'&ao HhecempyigtAt i sory
Program r ey §s diffelehldtivéd, MR SRV BfBgrahl) ARAShGAched B§ 1B RREMS OF Y
programis designed to detect any accesS to a protected” disc other than
t he pl ayerppieoigd dise. alcteeminen whether there sragotbesiostance affitselhareddynnpnisgdE swssed i n

10 any ot her the. actj,vit i 1. be. j.uydged il al and interventionary
act o vi 1o skl Infetel thss iy e B0 B ath % BRordi SLIE HhSGr am
i dent i f§ esSingtafve Olf ¢iot, @ik AHve tstalice ¢FABOSiPeBisdfy ProgiaghRtidépRydd)iOnte Al0bMepart of
the disc format structure, and does not prevent the copying of an ordinary
di sc or i ningpifosdedsiyes o lopgeyesoatain a Ppeoteciichdise dhe SHPASYISQLE tITQETAN SEMOE t he

conputer. ; Lon To produce a CD formatted according to an

enmbodi ment’ o%fﬂgﬁg&?%ge#%i on requires special software to be used during
the mastering process, which is illustrated in Figure 5. The source data D
for one or nor elntgenerk tessupéroisbiggogiinas daighbd o depdtt SAY 2Bdks td Spiofecka a
recordabl e CD or a digital tape. The source data is formatted (S 10) by

sof twar e t @isgetherrthathe player programsacsessiay thergeendssessingy Hothe disp i aceestaddnf or mat

descriqed ' b & r.ogr | rogram
For 1 aor iNe s el eVl bRl es tieeB LSRG B Be TP e VN D

mast er, usthagsupenvisoryappdgram. Ths esupbwisory espraler idedifeds awprdested hdisc $gt a on a
coated gl ass master. The glass nmaster .is devel oped (S30) to produce a

ot al || SereCoRgS 1 AgPBe (i oh el o B e g 4R R AR ror e
stanpers SuBXopgot & &aﬁmf(ﬁgcrermeﬂé@%%?%@a P%rﬁﬁ@c HaR? afiivtityced

fromthe stanpéer by a stanping process n an alternative
enbodi ment ofghé ¢omipfuéerf or | ow vol une production, recordable CD's may be
recorded directly with the formatted dat a.

15 CD Production

To produce a CD formatted according to an embodiment of the invention requires

special software to be used during the mastering process, which is illustrated in Figure 5.

The source data D for one or more tracks is provided on a carrier, which may itself be a
recordable CD or a digital tape. The source data is formatted (S10) by software to generate

20  a first session and a second session in the format described above, including the player
program and the supervisory program, for recording on the CD. The formatted data is
recorded (820} on a CD master, using for example a laser beam recorder which writes the

data on a coated glass master. The glass master is developed (S30) to produce a metallized

glass master M. The master may be used to produce one or more stampers S by an

25 electroforming process (S40). CDs are mass-produced from the stamper S by a stamping
process (S50). In an alternative embodiment suitable for low volume production,

recordable CID’s may be recorded directly with the formatted data.

The formatted data may be recorded as a data set for input to the recorder at a

subsequent time.




The formatted data nay be recorded as a data set for input to the recorder
at a subsequent tine. 30 August 2006 12 Enbodi ments of 3@ Agpsigedft i on

i ncl ude CD production software for formatting data and/or controlling a
recordi ng process to generate one or nore CD s having a format in
accordance with an enbodi ment of the igyenti on. Enbodi nents also include
formatted data having a structure as defined above. 5 The production

software may allow {he al gori.thm.t hat, depives,the keys fromthe. sector
addresses to beélil}ﬁé?‘i‘@ “?8?8'8%"?‘?“%’5’{1%}?&?\#& 8‘3118_@8‘? so%%%{oé Lol ,d% out i ne
vari at i onsanidfor cbftréllifo & irdddrains fdedse to t€16hd|6f MBredCD! sVIRNinges fopihatMnC an
result in conpletely different keys being derived for a given sector

addr ess. Tareorgansguwith am embadimgat of sdnyengen.: Brabediments pisp Heclydeofpapatiadogr am
that is a'&?a agﬁ%rads«ﬁqctg{éa%tagﬁ '%Bovcéo that it 10 contains the algorithm used
in the encryptioff step, thus allow ng the player programto decrypt the
data session. The above enbodi nents are provided purely by way of exanple.
Al terngtives, Wik profidtiondeft@ppahanillowothe dzositirh Hed dBgves he Rsys gty t he
specification, may nevertheless fall within the invention as defined by

t he cl ai mssectps addrepges fatbeopuipd fog caghympster M pradused.i Advanipgseuskya ipytingg at

| east a filsi,SES§] I el o ng ef rea
cont ai ni ngé;agll[%“:l ea@t ﬁ%ng@?llrng@kp&fl ﬁfe&?rg ug%é*n%go%t%%? SI%%%‘?I(\Z/IG.{% ?Iggg}ésglms art
posi tion (Ahphtelyf diffaredt keysc keing ridrivdde fqar agrivem secem addeess dTheg peodectiomhannel
(P; 5 CTRL; .I DX; PTILME): characterised in that a. said,track,.includes, at
Sai d i ndi cRMUARRY ﬁ%ﬂa& W&ﬁ%ﬁw prograg il 15 8 resardeq b eciisesgitht tg
unrecqmera@n&jﬂa&]@ﬂg@ﬂuﬁ?%eﬁ%qﬁ@w}pt{oﬁ;st TRl allbWing RS Maler pidiaat @S a

payl oad start position AP) different fromsaid indicated starT position
(ATOC); andkcrypt the data session.

The above embodiments are provided purely by way of example. Altematives, which may
be apparent to the skilled person on reading the specification, may nevertheless fall within
the invention as defined by the claims,

15




10 c¢c. said track includes a recoverable payload (PD) at the payl oad start
position (AP). 2. The optical disc of claim1, wherein Btéugustd0¥ortion
(ED) includes a pointer (EDP) to a player program 3. The optical disc of.
claim2, wherein the pointer (EDP) indigcates a position at which 15 the

pl ayer programis recorded on the optic disc. 4. The optical disc of
claim2 or claim3, including a subsequent session containing encrypted
data whi ch can be decrypted by the player program 5. A nethod of

manuf act ur ﬁrl-g”\li\ﬂsopti cal disc, conprising formatting source data to create
a first session including a table of contents and a program area contai ni ng
at 20 | east ndntdpicHl dischuarrtymiglae lcabt vt «ndion inchhidmgtd tableaf sbmedts padat i on
(ATOC) of said track, and the, program ar ea inclég)(ili ng a sub,cgannel P, CTRL;
I DX; PTINE); anBfSfastsieaicppianiig #t drasheneciipckotip dblqal confimts dicaing a8 o sc;

haract eri sed i Roddiat (BrOGRLHtd A6k, | t arsRtfdidaned
characteri se |Bogéﬁtg,aﬂﬁér0@bﬂsa§d %?é%cb')aﬂgltﬁédﬁé 2R areRlRIddR £ QlRHarnbRdr:

position (ATOQ), a portion ont'al Al ng unr ecover abl e data; 25 b.
t he subZhannel CPRLCIDX;PTIDKE); ellravieyisedniditliadt es a payl oad start position

Fecbvorabl o payl odl (B8 k ey ) phE PRl adon (1P e Fn ot oo
of claimb5, wherein (ﬁm&g&gﬁwgme&ﬁ@}iaﬂapcl udes a pointer (EDP) to a 30
pl ayer program - - ------ e 30 August 2006 14 7.

The net hod of cl aibm the sibdboeg]l 0 CBRr 8% P TBMBE) andieatgsraoppytoad startzpogigisi t i on
on the optical disc,jqndi t inter (EDP). The, net hod of claim
6 or 7, i lr[:cl udi ng regﬁglﬁ%gﬁﬁoﬁ%m%ﬁpﬁ%g? Etgﬁtgésl%%orks%@?ac ﬂglﬁdt sessi on

cont ai nd ng encr ypteedsaidirackwitiadescamioderabRoiaybhe )y at tthepdylcagd efartjosigioam 5
9. The nethod of any one of clains 5 to 8, wherein the optical disc is an
optical disc master@H).

2. The optical disc of claim 1, wherein the data portion (ED) includes a pointer (EDP)
to a player program.
3. The optical disc of claim 2, wherein the pointer (EDP) indicates a position at which
15 - the player program is recorded on the optical disc.
4, The optical disc of claim 2 or claim 3, including a subsequent session containing
encrypted data which can be decrypted by the player program.
5. A method of manufacturing an optical disc, comprising formatting source data to
create a first session including a table of contents and a program area containing at
20 least one track, the table of contents indicating a start position (ATOC) of said
track, and the program area iﬁcluding a subchannel (P; CTRL; IDX; PTIME); and
recording the formatted source data on the optical disc; characterised in that
a. said track includes, at said indicated start position (ATOC), a data portion
(ED) containing unrecoverable data;
25 b. the subchannel (P; CTRL; IDX; PTIME) indicates a payload start position
| (AP) subsequent to the data portion (ED); and
c. said track includes a recoverable payload (PD) at the payload start position
(AP).
6. The method of claim 5, wherein the data portion (ED) includes a pointer (EDP) to a
30 player program.




10. The method of claim9, including manufacturing one or nore pl ayable
optical discs directly or indirectly fromthe optical dB8dugasegde 11. A
renovabl e di sc carrying encrypted data recorded as segnents located in- 10 -
correspondi ng sectors having sector addggsses on the disc; characterised in
that each segnment is encrypted with a rrespondi ng key determ ned by the
respective sector address. 12, The disc of claim1ll, wherein the

cor r espondi ng’-kd¥ie methad) oftcdaimify; inghudingyseerding a Rlayer REogrER gt Pesitionsacther

address. 15 13. I i ' 1.0r wherein the respective sector
address is a Iog ﬁ%%?%g%gteghgtﬁgéﬁ% (]t:‘%g)'start of the respective sector.
14. The di sc ®f Tat aathoiXfadaih3) ocAringliding secptdingeon theagtieahdiscacmbsequaiti ng
said algorithm for decrypting t encrypte ata. 15. A nethod of
recordi ng data 8WR14P WW@E@WM&&&&W@¢W&Y§@W-S 20
and al | gcating q8ehearAMERhy bRe 6 AR SDRNIBGinSEBE bifical &Y RInBpa&E HRE

address on the disc; characterised by encrypting each segnent " wth a
correspondi ng kewsted@der m ned by the respective sector address, and

recordi ng eac crynted.s nt N the correspondi ng sector of .the disc.
16 “The et nold- She o o B RibelpdRe ane B Se SR PR LS e e by o
al gorithm 25 t girédll§ or @RIRe&ty f¥én BRGpHEal eSSy, 17. The nmethod of claim 15
or 16, wherein the respective sector address is a |ogical block address of

the start of Hhé raspwels discswaying. cnmyptahdatgerasodedfasaspgmenie ofated dins 15

17, ;i ncl udi | ' I I '
said atbori ¢ nm CrbEBARAER e tak ARy Bl e MGHAR A5, R ALh D
claim 18, wher esdgnicheiseacypel svithraccofresondiag keyd@cratapdebione paapectihesectok ayer

program further incorporates the sector address of a first one of the
segnents in théd@%iﬁuence. 30 August 2006 15 20. The nethod of any one of

o 15 o B ASE B0ua, hp: etlSRuEattsie L dlhdan e
the respective sector address.
15 13. The disc of claim 11 or 12, wherein the respective sector address is a logical block
address of the start of the respective sector.
14. The disc of claim 12.or 13, carrying a player program, incorporating said algorithm,
for decrypting the encrypted data.
15. A method of recording data on a disc, comprising dividing the data into segments
20 and allocating each segment to a comresponding sector having a sector address on
the disc; characterised by encrypting each segment with a corresponding key
determined by the respective éector address, and recording each encrypted segment
in the corresponding sector of the disc.
16. The method of claim 15, wherein the corresponding key is related by an algorithm
25 to the respective sector address,
17. The method of claim 15 or 16, wherein the respective sector address is a logical
block address of the start of the respective sector.
18. The method of any one of claims 15 to 17, including recording on the disc a player
program, incorporating said algorithm, for decrypting the encrypted data.
30 19. The method of claim 18, wherein the segments are recorded in a sequence and the
_ player program further incorporates the sector address of a first one of the segments

in the sequence.




indirectly fromthe disc master. 21. A nmethod of decrypting data recorded
as encrypted segnments in corresponding 5 sectors havi ng3@Asgust@fO@ddr ess
on a disc, conprising, for each encrypted segnent: a. determning the

sector address corresponding to that seP nt; b. deriving a decryption key
fromthe sector address; and c. decrypting the encrypted segnment using the
decryption key. 22. The nethod of claim?2l, wherein the decryption key is

det erni ned f r &g anethad: grany pge ghdaigassl Hip oy vhrgsy seiddiscisdiee masteatn
encrypted segne ik tﬁi-‘ﬁ@ Em?;g i ective
sector address ?ﬁseﬂg%ﬁ})uéﬂ%g?%{}lggﬁﬂgﬁfé%ess é@eﬁ\%&ggar é%@%cggﬁg%@tive
sector of that sehmetiyfrod4he dscamaspit er program i ncor porati ng program steps
for perform ng the t.hod. of an of cl ai 21 to 23. 15 25. The c ut er
pr ogr am of clg]i'rﬁ QIP[[E e%fg‘?%@@t‘% dgtélrﬁc‘?ﬁ%‘ggs 2‘6".1'5’93\_ gi‘ﬂ?ﬁtsolp OESTREENng
access $0 data QEi@RhARLd &@cto@'h&cﬁeé_s%n%r&is%})édn&ﬁiging,' fofeddh kN t&P&E@ﬁfcﬁt‘?d to a

conputer, conprising: a. intercepting a conmmand To be sent by an

appl i cation runni ngy detetnhigingthersectbeaddres coresspmidingd tai ssgment; ve, 20 b.

det erm ni ng whet helE] t.he .congand is,a ﬁom nd to ad the data and the

application is an UnStEADs ¢ SEWPLGRKFEIPMARe segiofaqdressyand o ~qonerating a -

command response, @oue&%ﬁﬂgaﬁ@gw%tgd@ggﬁ@{tmﬂéﬂﬁidgg?,%[dnq&_ and sending the

command response to the application so as to cause e _ap(gl ication to fail
i

to read the d%& dhe npthodpf clpjye 2kevirsein dhe decaiption ey ianleteanined frep the Fastarudes
bl ocki'p@ t he trg@c§ggs%§,iaggl (BI-E 1npé% %8%@81&1% LE] Sg&%éﬂgal disc drive. 28. A
(,Essthto Gat 5{3 [

nmet hod™ of restricting acc a on an o ca i'Sc in a optical disc
drive connec23edhé methodostiuldi®r21 GO vitirdig) thedrespedtivy seetpt bdidyesd i @dolkicd)
operation by an E)Igglﬁqilﬁ‘iati nin which the data is read 30 by the optical
disc drive; b. 8 7S Rbthastartiof thempspestive aegier b that saemsAt. reet s a

predet er m nech iy (SO?I{}JHEHI] prcngb‘.iiﬂ ﬁl@&ﬂp@ﬁhﬁf@ﬁfb&?ﬁ[ ét&%qu%‘eﬁ%ﬁﬁinﬁ ﬂwﬁﬁ&h&%ﬂny and

of claims 21 to 23.

15 25. The computer program of claim 24, recorded on said disc.
26. A method of restricting access to data on an optical disc in an optical disc drive
connected to a computer, comprising;
-a. intercepting a command to be sent by an application running on the
computer to the optical disc drive,
20 b. determining whether the command is a command to read the data and the
application is an unauthorised application, and
c. ifso, generating a oorﬁmand response, not initiated by the optical disc drive,
and sending the command response to the application so as to cause the
application to fail to read the data..
25 27. The method of claim 26, wherein step ¢ includes blocking the transmission of the
command to the optical disc drive.
28. A method of restricting access to data on an optical disc in a optical disé drive
connected to a computer, comprising;
a. intercepting a reading operation by an application in which the data is read
30 by the optical disc drive;
b. determining whether the reading operation meets a predetermined criterion

indicating unauthorised access to the data; and




30 August 2006 16 c. if so, preventing the data from being read by the
‘application. 29. The nethod of claim 28, wherein the dat é%ﬁ@?ﬁ%’@é
protected data in a first area of the optical disc and unprotected data in
a second area of the disc, and step b 5@“ udes determ ni ng whet her the
data is being read fromthe first area. 30. The nethod of claim 28,
wherein the data conprises unconpressed data and conpressed data, and step
b includes det erm %i AgsowprsYsbing theedata ey bring rrad By dre applécatioadi ng oper at i on

exceeds a presietgrHdacR Jf*&fa?rﬁ he! \ther the 36 (%Elﬁﬁg&% J)g&ﬁeﬁ% A PirsClrdi g5 26-

to 30, wherein step a Is pertorned by Inser rception program
within a driver tizhapticabdiseead unpmtepgl dat@in anseeond fre@ of e dist,i ardl steh bC

drive. 32. A co ter .programincl udi rogram st eps for performng the
met hod of any ud%; d%ﬁgﬁ%gz@e tgi%%@.be_ &e ﬁ'@ré)rﬂr"ge@r am of claim
32, recgrded 3m ThBem&RSd ©&lclANSER SWhdleth Bl dofa bomprREE GHiRhr¥%ed B2 GRRPUL er
when the optical disc is nounted in the optical disc drive. 15 .34. An
optical di sc carcempregsed datacamdsiapdy inpludesr determining whethg 2hoave@e speed of the
reading operation exceeds a predetermined threshold.
31. The method of any one of claims 26 to 30, wherein step a is performed by inserting
- an intqception program within a driver chain between the application and the
10 optical disc drive.
32. A computer program including program steps for performing the method of any
one of claims 26 to 31.
33. The computer program of claim 32, recorded on the optical disc such that it is
executed by the computer when the optical disc is mounted in the optical disc drive.

15 -34. An optical disc carrying the computer program of claim 32 or 33.




