;e3ep-p@$6T 0 2 6 J UL 2002 FIELt) OF | NVENTI ON ENABLI NG CONFORVANCE TO
'LEG SLATI VE [ FOR MOBI LE DEVI CES The present inventi grf rgHt €402
to nobile comummlmmm in particular, to a nechani sm enabling
nodi fication of the operation of a mobi | e device when it crosses a country
boundary in order to mai ntai n conformance wth different coun
| egi sl ative requirements such as cryptographic restrictions oﬂ,@fﬂmm mm ”mm
ar ea- speC| fic conmunications requirenents. BACKGROUND There a
laws in different countries as to the stréngth and/or types of crgpioagr aphy
whi ch are all owed, including differences between European countries, with
sone authorities vvanti ng t o muasuine ddvadrrant oo ilgesLaTyBal i nt ercepti on
remai ns technically feasible. rREguirensniPlrer Mdsa@uptvIgesTY pernmit use of the
RSA cryptographic algorithmw th 512 bit keys but not using a key |ength of
1024 bits, 0rp@.6QuNtd ¥ty per mt use of DES but not 3DES, or use of any
cryptographi calfgorithns up to 128 bit key Iength There are al so instances
where certain countries are on g prohibite t such .that exchangi ng
encrypted data wi t'Re &Rt BB ?‘ilé’gsrell?ltetsh%"t m%kblgﬁt?p Pytdng sRdndPni t ¢ ed.

Mbbi | e devi ce8rsifrdpansted F‘tﬂhé?lst“e?”ébh’d‘ﬁe’?déﬁ’dzaétﬂﬁ%|tE%1t°P&rr?§éWaBFe3d

Per sonal Di gitchtleAdeyiseahes itPERSTesap cNBWYCRPYAB Y HF oFdatnFhgedppit cati on
prograns in aodidmmence vitwx dHfdagangeorotdies dadealslaride ceslahideapntsedwphones are
frequent |y usedpagrihecnesbactsmsf@r ogert alh espeonfiut@nsuticacionnect to a
network to exehangretata with other conputer Al though encryption/decryption
is a good idea when carrying out any sensitive transaction, such as an
on-line credidc@odyur chase or an exchange of confidenti al informati on,
encryption of data fTows is particularly inportant for wireless

communi cations since wire ni cations are easjier to intercept than
communi cati ons sent 5r%df%8rhn6’n2% t 10 éfof% By eRPET T Fes° tﬁla §5 ﬁa’%ﬁhdual s
wi shing to exX@A4gEYREScPly FTEICHIPL "R TPhe b %l"’%d’eh Poreftites@ Rl | as
-any ent er pri KELEE| FYGPPATOFIR LEIGRp I E R FoBR VR ERSS T L 3RF | 12ns BNt T &earreheasr obl em
of how t o enswrecitihed sdgref singbrospbidrererehputedbngcadeyifeesitand Fehexperlei es

- they exchange: dairarwireh menftonsm bo thhershegivet@trentg ccalygptioynaplly 512 bit

requi renent s ks tthe auidihg esket 1eath @ndoxaf bidhe @oaTadthGRt me@NpdrindK .usd hi S
is a particul@arofy bl ebt Sbh€ et hge MbidecHpvbaashicamdae: iRy es aCnosSit
country boundali fSqcSUgherthale &5t sk £nc0!wibtORB MW Eob i Badeguat £, This
problemw Il B, [iaced 10¥. LA tﬁa&agmngnglhaerdgérwtw A6l werked, COPRULELS whi ch

enabl e applicatj,on pro r Qp nobi I e devices to comunicate with
application pro‘él?aatrrg ugg;,ang nog%éﬂ%t L 2002 2 bank's conputer systens and

will also be faced b nobil e user, The b n Wil | ire a nmechanismto
ensure conf or mancé&°y ev‘éer“f)‘?fs Kt F%r’fﬁfll’llﬁﬁvste%? P 7t dté%ﬁ‘éf”rcé‘ﬁh?“‘f’bum ness
is to be apprddRtPIolETeRtt BtOryt A8THOPT I E82Ph 2T héoF EpULeri Ve *BURTri es. US
patent No. S57@PbIBtEHinsEfsseRs dv(a88itigr|ty PEELTIIRT VARG Aty ptidorridniar
comuni cat i ornledhcheé age tfeb@ecorivuniciatd 6hs MaetaRdk £Ph PaTiobl ¢ SATRVtRF € o

pr ohi bi ti ons @anancty pt ramofioro Farigngelldara cotnbriescongst 578 1828whl y

di scl oses di sablygigoemesypt iodnicapadidl ideb edenh@nrnieguivk ethyasohst hiive does not
take account Qtnddeeidmr suchUld be oaF YipeOgHedPhicErd BEHthEQTBALS Wthetyease iNn
place in ”Hnycoﬁ?x@%k{iaﬂsmeQ;Eat%xafTEJx&yp@%nr&t 85t .abOVE, i sUSH «Ou1GE WPL 0gr aphi ¢
al gori t hms m%pgﬁaﬂeré&wﬁglésfs dRRuARYe BhE ﬁ&gmalésmomaecakm & defined

maxi mumor it _nma cer es cryptagr algorithmare
prohi bited. Further rmlrné Qﬁ%%ﬁ@ﬁ@aagceag%& & i ]I%gjéregn%%%%hamgsm whi ch
enabl es performance of a sel ection of CUS]XE %ﬁ%phl C conponents with
reference to the $PEEFPPEFuRTerbHE? Ai CabTRG U fr et %M 2
prograns runni"ngtoRCKIGAITE ERPPENS2UEGH c 88 ANy s i YSseAg 16 7821 ¥ecl udes no
di scl osur e ofcoanytipecleaniesmywil cleot dRes the coamtenoff Mtrethensersc et Porsi s
actual | y requifr ech11Al dohpughg tdai sceni gyldt treppeared nessexntheade Bord hecnsi npl e
det er m nat i OncdnhoddSe & %84 6281 Ok« Whet hetodrapidi séhli eer@dds 6F YhkOHuapPdlie€ at
functions fore¢RiGRe &alhs LhiindeL06danoe Wilshid Bepstid Gl leghishad.inve

requi renents gf M@e GRUIHL T &%) e lnéveqoﬁoQththQy 'b%mﬁ(ﬂ?&ua&ﬁ:hs%lgoﬂ for
communi cat | ng., 3ppl L.6ALoN BLOOLATR MILENL NAYE Aol £QULAS, M LIUR Securi ty

| evel . US 57 . consi derah on N Tevan
crypt ogr aphi ¢ xra@%]ter‘l LE:EI"i Bn“'s‘tl%iﬁl&twoﬁﬁf? SSTUGR™T &4 r Eifen sp%ﬁaa%1°ae%ﬁ°§fa6ﬁ to

be made on whePRE? £ "BPélfkd%t”E?ﬁﬂ‘rﬁrﬁoﬁ’&‘t”llS‘?Fec%‘rfﬁe?ftpllb‘f’?tb‘P“ BF o’y Wi the
communi cation using a restricted cryptography |evel.



Crypt.ographic requirenents are one of many exanpl es of differenges between
the laws of different countries, and as such are one exanpl e of I@gdk]knﬁﬂﬂi
requi renents which woul d benefit froma method and mechani sm f or ensuri ng
conformance to the different laws for nobile devices. As another exanple,

| egi sl ation may prohibit a conputing device user fromusing certain
technology within prohibited countries (for exanple, if that technology is
rel evant to defence). As a further exanple | egi slation may dictate the

| anguage whi ch nmust be used for financial ?2institutions' electronic
transactions. SUMVARY OF | NVENTI ON The present invention provides a nethod
and a nechani sdnkf ©rcofytafisyatdmy G@aNtinel diisd@@et Heepaklf lemdriee @sepP@nat i ons
of a nobile deMKCR: 1) N-REEY daReRantbh ol &9 a&dfsﬁnaaegu;br@r@mssn%ome
particul ar |ogaki pn 19; lkb&ngpltahl.ﬁbqg\ﬁggﬁlgm% waaﬁ%%yap%gwakw

requi renents of plicat J prograns at ei ther end of

t he communi ca?lthopll lnTrf'nt-Sf CORETOIT eaunotperatl ons are preferably

comuni cati on-rel at ed operations such as encryption and decryption or

appl yi ng of digit &° BHGARCGr e¥ 8192 HSFI96E RIPELTCIV TRECFIRFARE COFFYBERA des a
met hod and a PeCRENPSTALLPRR VEERAD IFe teiSERM D ALt ATtEteed {n dafqrdhnce with

crypt ogr aphy stahépigtibnsapd/eorrvpype ftrenarppilee onpues NYs dEvl@8sodvoss

count ry boundarscessesodistbl ilpg emkridieonTolab el idesd @enS r&mANeT bhdRhid d8es
control | ed wayor TiMeSadcdthd iok an@SmozOMEuBE IBEERt&frabliQ 1t ReMAY KRN Sare
communi cat i ong, HRadl £ GLENoGRYMS. | £F o kYR, O aplliCadceduite®nts. The
country of 1ogatianapf; afstabiéhﬁs q\qg%tﬁé}gl%xl&etﬂe KAPLEL TR, ; ARd then

|nforrrat|on|s obt |ne de n rm ryRtogra strengths
or types for IF% m dlt%;g'&ﬁmo%g Eg me‘ Ehléorongxa‘frp?ag:L ?yﬁ’e permtted

crypt ogr aphi c §'PF%¥§P 1r":’c’fype sy ent| fied in terms of specific
permtted or prohibi ted al gorithm nanmes or key bit |engths. The provi ded
informati on may al"¥gthegBens f¥F 8t1HERE oMYy J4HEEFT PRY EOFRAIATE HRiF%N

. prohi bi ti ons ewrbiespeiforhangs.cfAr Geyertoey apHirertoempd herPrionpttenmeitthi ng a
permtted al gosfietdrei ® thesrsek ecredhit@renen of yPvungcddha appligzeciomdance Wit h
- the requirenepicgrids tlimisapphi@atindtaiboganeeatl 1hekh, endysof2st he:iudes
comuni cat i 0Ny ARPsd1Bs@eCOH AP GBctnt & tkieni 1ikes BBEILAD AMwiEtNAL Q83BN &
restrictions,; o6 {81 £ QERHREEARL QRSP BNRCHI AN JFBYabendibokenm qf e device

or its encrypélmBE %@P&QUH&&?% F%sﬁd 3eRkLErey | fi‘lsfabieg%l?”bo‘j' ment, the
invention is | rcryg £ in an application service ganrrgo wept, for, a fi r st

rhlc functions in acco rl
conmputi ng devi “the catl on.servi ce responsi Ve fo an
PRI UL e E AR d?‘??e“?‘i PEYL35 368155
devi ce to obt &PRTfoT FRETBACTHPS aB%’r’rF?“flf?i’ R EAPPLBYT PRI 2 CEpYtent s whi ch
can be used i HMRE SHBHEEY L8R IcotinbT8}64] CAB PO GM e RPtd it egist &fi ve
restrictions.Porherdppiitc atYPHPPTERY| BB LETTPUiettd eirlheatigelreetisemntggnddat es
sel ection of a driyprographimedTonpdaert tonboesor defrcerdattdn threeobicai ered
i nformati on amthceed acgordaneicanidrhucommunegat cted emguidrestentsecof a first
application programlocated on the first conputing device, for encrypting
and decrypting dat@ypddgrbfifclidgSireROTBULNGhedE R kil &d 86 dif€erences
conmuni cat i ONpedubed RRD 1REE1RT AREYhPiblAless Vald dathon .08 hbe,afleeLi on . n
accordance wi E&lSPJUIUQ'r%QﬁuQHentQ‘M Er?@@&‘ltasbé% e& %%OQ%@P&J b EALLAR,PLOgr am

| ocated on a §econd computing device w.th which att la £exc %nged The

initiation of valldation w.t anrcgferenecgltg Ztnﬁ Obé ication’ s

requi rements PHY"EI % #YP P 1 18?15 2ESR d'“aﬁg a %eltuaesfm‘i”t”é? g”(?ﬁd”@f)nﬁﬁﬁ‘?l ng
devi ce for cr@tPoif” ma“’ccd‘ﬁﬂiﬂ‘i’iyc‘ﬁttf“d‘n ’&Cﬁ‘é‘h’rﬁ?fi ,COBPETRES ‘if?ﬁldf‘?}‘é’ an éxplicit
val i dati on refftiéstechnolpag iy gplevaryyLo gefgrcpler Ag Ref WtBYF 8F2"®btai ni ng

i nformati on t éedidertiph yapetintzteethec F3ngtoagr dpish cvebrpgorredt r bimathi@lst ep of
sel ecting or valthdatipmg sklogcdnrorncrefsagtomypt ogr aphi ¢ conponent, or a
subsequent validation step perfornmed on either the first or second

conputi ng devi@enmpy ioer iNveneyghange of encrypted data, wll al so take
account of the cryptographic requirenents of the |ocation country of the

second devi ce so aﬁetgeégﬁyrlgve%gmno mge% ks ddend SUUASIERLS, Of the

| ocati on counérl es_Qqt e firs ormaggé:% ereavtllges ) resent
i nvention's r&ferenc Cat iR YU Fements 1 Mtha" &y AAM'E €& &t on

of cryptographt €C?Tfr‘?8’l“feoﬁéthah%?lﬁha“tlﬁ‘°e rE%‘f’r§F’EFé‘rt%1t°lfoWeo‘?a”\Rh‘étlﬁ‘érlof?)t18Pe°§k a
connect i on haShSPghilei AR 48T afitafgeipeer i KT REHISASRAT Of el i@sigol el y
on facilities of the underlying conmunications stack to determ ne whet her
to enabl e or disable cryptographic algorithnms. The invention according to
the preferred enbodi ment inplenents a selection nechanism at the
application | ayer of a | ayered nodel of communications system functions
(e.g. the OSI rmdel) and enabl es appl | catl on prograns to contrl bute to a

o e

1te

y ,contro



Thus,.. taki ng account of application requirenents and enabling gpﬁl chlAl‘i %Q\U"‘
'‘prograns to contribute to the negotiations of which cryptographic

al gorithns to use or whether to break a connection achi eves a negoti ation
result which is acceptable to the particular applications. Wen a

comuni cating device crosses a country boundary, sone applications may

tol erate conti nued comruni cati on and application execution using a
different encryption algorithmor using ng encryption, whereas other
application prograns may require the connéction to be broken if their -
specified criteria for the communi cati on channel cannot be naintai ned.

O her rul es maspeoraguit @igheadesridcef tthe lpemmingedsliod 1idin iklcdritesdedases,
referring to dheaefpkiaatpr@fefa®gyichaiiné ienadlaesd bheradpprsofprchadL action to
be taken. A nmegdiapdiom dndPdeRtRIti 66 oat apb v ng iIMaLR €at kascdayer woul d al so
necessarily be specific to the particular communi cati ons support (for

examl e, TCP or GSM spaclf 'aggec\@h%gasvamo,%?aﬁﬁas s ggd o R8P
ik

service which no
particul ar cothﬁl‘nsfnl cagl UaSE a“%?m maﬁy S/Khwh i aphﬁ’ %terre\'} ea’b({f"rf)onent

On_su
according to Y& YV th cg&ﬁllt&flgbggvﬁfﬁllca%s& “E\rycﬁ?i'ﬁﬂ?’eﬁﬂspl"égrr%ﬁf?ﬁkoduct
conpri si ng coRffuRetile SeYEIs' e OPBYLATH éBdeCTEED Ee 02BN TAiT SApULeFteFeadabl e
recordi ng nedfurfrorengs cinthentaddtaldecicapb semmnifat ionsorpdt ifrgerdesewweries' 2 6
JUL 2002 5 | ncarrseneniticaspwiterefitst.he i nvention, there is provided a nethod
for controlling the operation of a first conputing device including: in
response to identidneCauhOfy 8f 1LBA 16QWRALY YobiQ6 AohAt iR aalideCBS betdiRidddl St
conputi ng devige cnbtAobhdtdoh NEOHIRIAQN R 1 deRBiirS AL byr%l{&quuyeesg%ﬁmc
relating to opg, ge tlt%retgé%w gt k?ér?ﬁi)ﬂ%ﬁ%wt’l%n %fouxﬁé} Ese&a%&%pu“ ng

device for the 1 ectin n seIectlon of
an operation %E?F%u%ted CYRUHEED lﬁ hic: ce f’ﬁ’rtﬁ@es b?ﬁ%e ¢ e“t 6e‘!rlm i SA™And i n

accor dance wi f#FCCOIMBHmEEES%PF Péﬁﬁf’ft@ﬁeﬂt‘ggrﬁm é‘f‘m‘fsea’stkeé PErEPIESpl TReat i on
program | ocat BPvefe REFOFPFEEn CBIFUEP Hgetiély CBhext eRunplr PRI iy the one or
nore conmuni cetivamricopemapichilsitipre gr triepyrdcrispect, the invention provides a
nobi | e conputing device including software for controlling the operation of
t he device to enswur ergan§ciphRncendooerdte s bsdnt e & aguhiteseRigorathnt ke current
| ocati on of thendesie6ea tdie esdivhWakeiatoninr &dcbidagcd hecrdend ceqli@efaes Wre
processes to {@spPONdcioh dRBE}ahk GAt bR &fastdreceobitntyidhOtat Loniof at | east
the nobile cogm&ameqﬁ\éh%e%fgma@w 89 kel BhiOR.Qf-1 480k S 8L icke _
requirements rgl.ahing; € ?rm&ebecgmmy'&aé g%v@peee@tlltgns& cifg nobile

conputing device far .t L denti t country, to select or validate

sel ection of an. oper ati o on sequence in accordance with the obtained
information and in accordance with conmuni cation requirenents of at |east a
first application Prdgraft IBRULBF ‘on"thE ABLPT &°cBRpiTRY d®vitce, for

per form ng t hePRBAGAAPT (FEF e CE oTATBRNeE atooIP SPEraiTBHS ? IV ef olet h aspect,

t he inventi onagnlévdtdes sar CCAPANPPRG apParesPersifoto|att eeapriatiieg &b eh a

nmobi | e conput Lergtderei captiheo@eshpubk e dppay aenwestinycfardrngosafteivar e for
control ling thecoperiatifon i@entifeirgonputogrgolappamatnestd ehamscdrebe aRkoriMmNce
to | egi sl ati vend eganst erNéGnofy bothbut kRendracahhpneofsiidiee ceaptick hsappar at us
and of the cuggfntadiegakioitedorbbRniRLAE SQRPUL bNG 2 0RMELEL seldteisObt war e
control ling tQprQQ&%E,ﬁMJéox&pgné?&eﬁufagco%%gsﬁﬁﬁ the JbesRRAGNE g6t LEd cation
of the country, .8calb ol Ol cnl OwmlIRhl| &nCOMRU AL I5YL.CA LY agpflacsmor;tg

|nformat|ono Iegms1 at iy wrerrents readt ng to o
ate on t C}H\P*tln evl or ncr tlng .
communi cat i on®operat i ons for en 4 Count ry” 1 'ocattion o dthe robil e

devi ce and | e§F<SFREY e FBqui rements relating to the one or nore

comuni cation operations for the country |ocation of the conputing
apparatus) and to Fekeetiiort gaipvtiagedsyetectitontasf thencaper @k o sequesce in
accordance w blefehelebirak neds il otavadn oh thndselertaccon danceiangd fich

conmuni cat i oncér@gtli da€ Nt &quateradhtd @ast secchi rapbl i@ppldnCirioh o psagedmnl Hcat ed
on the nobi | eseapWohpg 168\deGee #0h RALH Gabd RY1L BE XBRNGES MBEE s OTRUNGAL | ON
operations. 2 v@h]daglcgn amlzré’%rlarﬂ:eatd( Whd Q@éon@satb%@icaticﬂes 'ﬂ&&@ﬂ%h&ﬂsp{\é}w des
a computer prgg{pqm Q6L R Qéﬁ'd%ﬁg 1Se LYdCES thc@mQP br&ﬁtln%”d&flggrf%g‘s runni ng

on a first copnp ([§I nrgogev%gmemmca L udi }Qagmcpnt; sng_the Eerlatl on of the
first conputi A evl ute processes pe "or mi ng & 1ol ow ng steps:
responding to’ ?’d‘@ﬁ'ﬁ’lOﬁ ’éegi”?%tn of the country | ocation of at least the first
conputing device by obtaining information of the identified country's

| egi sl ative requirenents relating to one or nore conmuni cati on operations

of the first conputing device, and selecting or validating selection of an

operation sequence in accordance with the



obt ai.ned information and in accordance wi th conmuni cati on requirenents of
‘at least a first application programon the first conputing BI EjEULfmCﬂ
perform ng the one or nore conmuni cati on operations. In a preférred =
enbodi nent of the invention, creation of a communications channel involves
a first selection of a cryptographic conponent for encrypting and
decrypting data sent across that channel. This is followed by subsequent
checking of the validity of cryptographlc functions, perforned as a passive
operation which is triggered by certain ‘26 J UL 2002 6 pr edef i ned
events. Such an event may be a | ocation determnation identifying the
crossing of a countityebovndasy oMribehintheintauseidnatarddknk éf vipedmdetedo rai se
an interrupt pty@EPddapglic B@wpapPles Cati e Predgsfake et lyeek vhTidatiaki di ty of
crypt ogr aphi ¢ s£RBPRRACH S éQbrdREHIBVIRPSHRAE Y o€ ATRIKIALRR. vah laadfolst & nat i ve
embodi ment,, aBe&QHe%%xP'é@@h%%Sth'esfl‘ﬁ@d;r' S %Qm;ﬁzt%‘;buﬁéxfﬂée lpeat kon

det er i nati on Jw%f,ﬁ’gee P Wé @Qéjdme”wﬁl'&l%% & epaec H{lttté?td g& BéP}pQgr%

functions (or _a g hi c JLestriclio d §
permitted cry Pt BF 4 ﬁfs © '%‘E n‘i T8 58t 9 7t sﬁc‘%f éﬁ 5°vﬁ‘?eﬁ° 8f""gat a
is to be encr§ gﬂ“"“l"ﬁ? P E i TSy mentsﬂfef‘ée é?céth‘ﬁh§°‘f?é’é’r?én?fsf?%“\/\ﬁi‘%h may
be used for |&b‘rﬂt|”f'“5?| #rRyoRd #pBicded- device's location. in an enbodi ment of the
invention for cellular telephones, the tel ephone passes a country query to
t he cel |l ul ar network opesat ingnsiet emeéértehes tbreppeBpoiNerdirapesisptn of a
new br oadcast tkekinanfenkiddcesn Whidhpicgrapbhnottivhétiahd @nd tinathet dsi @irepitane
has noved, or opeht@diCGRl bdeak Al HWIRBEMAI At Ak Sich: REvaxshanged. . The

cel lul'ar net V\Rédﬁa%ﬁrmlbﬁ'geﬁ/e%t SN ARIBASS: drdal-abRsp iRy I eval

operation to ﬁkmgt stagmmetgguw vaef%s ﬁJ LEarGOURL Edeapdn anot her

enbOdI rrent toqorap 1c| ?Pglotl (})unl ng 1nven\M§| orldln u%o ttag)rla %Qgé f y a

devi ce's Ioca | at el als to be

e O L e o oy e S B 3l o b
of the present®eR%eAPIINCWCPT AL B SdBEEFT kfé&c‘ilﬁn‘?TdFeg deteafit mertheirdof
exanpl es, Wit Prabééepepideation tareIame ciPpanyFF Ry telr@we mgeotiiatighi ¢th: Figure 1 is
a schemati C r eppesmRbigEic funcofong yobpdce f Cioppuei ngeddveree@teonhempreat i ng Wit h
a second conpsdleng)iodewdchen iat Ii@sSen@n C@ITAL the abigms care b N kyereawha goApUL | Ng
devi ce including an application service conmponent according to an

enbodi nent of the 4 QVERLLQR; ac@Beh FbEWpE: i2a S1RVWEh MRS RGUENC ndh it eps of a
sel ection andae/qu&act%,k %@o&famé tsra'ompﬁmwhbcth@qmeeﬁa@ao@cspmqﬂg to an
enbodi ment of LASd NG LAy INE Jf S2CHI LONRD!OR ARCOLAING [ AapLelerred

embodi ment pr OVI ES Ser ICE?t w% ch ?acggttlagp F 3 rargls‘tlcu ar a llC tlons
computi ng devicegoEqeH A s Comiini ¢ 3 ed pers aj

Assi stants (PEEE)? TERFOR*4AY é’rcr?tf) P RThPUTBPS °un a °‘“aea\PPéb°§ tWBedded
in vehicle anB®t h2'Fatestgd 8?"]“‘6?1“61“0&‘@’[“1 8 1118?1t18ﬁa96F‘é"61?beF}"é’ @

t el ephones, aSifferentadncappiiire ALPON tht GFr B PAnTCRYP A" cBMFaET REPFevi ces
whi ch conmmuni errtlécatiiph prpexsas mobi tequ ey e SonnThig op e ht iPHPkea nih ks ©

conf-or mance t epdchéiddegriskaial Y@ reyubmanbritsonthalinkf et tonnintrgsd.

regardi ng theosterengeh rapdeehype ofsetropptoO@reaphibigied. in all these cases,

referring to the applicacion requirements enables the appropriate action
to be taken.

A mechanism i1mplemented at the communications layer would also
necessarily be specific to the particular communications support (for
example, TCP or GSM specific) whereas the present invention provides a
service which is more widely useable since 1t 1S not specific to a
particular communication support layer.

An application service component according to the invention could
pe provided as a computer program product comprising computer readable
program code recorded on a computer readable recording medium or as an

integral component of a computing devaice.



2 6 J UL 2002 7 algorithmwhich can be used for encrypting/decrypting
‘data, and enabl es mai ntai ning conformance to | ocal | aws even n

nobi | e devi ces cross country boundaries. The invention provi d&s Jmfmﬂ%m
for dynamic switching of the strength and type of cryptography used, and
enabl es breaking of connections in a controlled way. References to a
country herein are intended to refer to any geographical or political area
whi ch may have specific cryptography reqq_j renents or other |egislative
requi renents for comunications. Figure I shows a nobile conmputing device
10, for exanple a cellular tel ephone, which is capable of running a nunber
of installed appl Fed FeIPnprasgednet 20e iThentie.t Wipre GoRfRYAGeH 8 Mat8edlfPed on
t he nobi | e devio®ling| udecommagioplifcatfiigat Semnnit e devigeneriuvd@Bgpdsi ti oned at
t he appli cat iresonkayer idzhtikayies ed egedunSat Ledatddn ©OMTUNeGAL tHeNSirst
functions (suehodihA¥erRd, PbeainhSAlihMmaviioh oS paGEidevé Rbgifrag@sssupporti ng
the flow of c}@mltaste&e&{; LAYEES comn%aQMaeerfaefongmm ¢2tdrORSpdeMiCes) -
The applicati,0s. | Avetyd %séia £ 18R AYE aexfdg Soaay ggfﬂg %e%ggaroq Cpen
systens I nterconnecti Qlon % ce 1 acco equr \%a eDQalg% unctl on
layers, and s0 pr Vi des nic |ces |rec

appl i cation pPo Sﬁ‘?sancel'l‘i’é“éﬁ ’T‘“i“&éﬁaltb?f’ F'é F‘g‘iegtst al §37 t"f‘nélf%"yer at V\/m ch
communi cat i oRPPEICE HERsPRFE £ B ealipPt éa?Q%hngpFSt)‘F&nsﬁort?e&ﬁ%’fﬁl%l on
rate and err ¢heroaeery MeHfabemmynishtioar eiegetionpar amet er) requirenents are
identified, and any constraints on data syntax are identified. The
application service o enpanapect30tioannbatidipberedised rabile denpatild) asakeé war e
conmponent WhiiaBi JaiR$ sbikwabe £d2\e3nitioli { 143 cH¥BEIrBEL oh M€ A¥Y fc@NEE BhsurkO

provi de peer ckgf&ﬂ%cesgg ‘ib&%%aél% R def@lck At PEOGE AR AbcktBntdsMBye The
applicati on Sg{yd.c h(ao { ool GRYnd %hgra@v&fe & BUEAEL [ab-ARpL l,gal i on

service corrponen entl lcaEm I3 Q}[‘) |oln ayer gl Scussi an. of such

addi ti onal sup r"td serV| ? tclﬁ rlesent appl catl on.
SO CIARE A R U ORI S legasn.aéa&p esSnta APl catl
i ncl udi ng t héSIUNPOGL PHe HEP T EEBHEATT ABSEYE e 56" é‘ﬁ’ﬁi“l‘in‘é"é‘lp}‘%“ﬁg

communi cat i or?§"3‘i?pff€ﬁ' £h¢ agertaf B0, cOPRED oYY B° EBMRSGL YT Qa’()‘é\?}:‘?:éel@tmn °
conmmuni cat es)anf eperaigapiasueica B eedorddngr Wiohrhai e ireAsinfeewtioretndrik
access node (aeebragecestath omimhiniZz@t gvdrevmt vaoekt80f awi 143sh o épite conputi ng
device 90. Thepreabi® systemMboayebename @I RbOSE LGN deevecesornobi | e or

not, but for parfdi$is eXaht &rl @ire UsnaGS UaE oh pbrddiends.endt € syst em conpri ses
a W ned-connection conputer system having a fixed position within a

conput er network th RGLhCHLAL,, LR . M3nl RYLAS1 A Brfifc @8 3BL2AQLUNNI NG
Wi thin the mb | mgsop%pmng wgthﬂamm %@,Lgqunamdmcg REOULAM A, unning on

a bank's corrputer s;/s e{ndl | £ gewncgf I8 instructing
a transfer of FURAS® from one “account (% anot le e1 0 nd t he m)t%l l e
devi ce woul d cﬁi‘}?‘ﬁéf"f’jpﬁ%raéﬁs FYprTRg Efe cdara tP Wt ? 5 ”e re%u“ﬁmet ‘Thney are
not tanpered "RiE e Tog2go} 4§ \éhezﬁﬂ?ué”\ﬂh%‘??aéﬁt“épﬁd P%r‘fugf%‘(jr ’a"rﬁa?’d’“
runni ng on tIfE HisbPR 1e oIPPeiRg dﬁé’xﬂecethfosc\ﬁf%éscof‘ér%ltlé’ﬁ % CRBHGICHY Bat a
with an appl isxatéteneipceggeam20esperd &origdgptid iggrdere9f ode eUebMintatart ®hs
channel is crwatretyle pet@ntirabevige ay objeécing cindsstaChannellegTHiasivchannel
creation i ncludesrehbie.sst@psimf 16 peeiok yorg cbifunacsebn aloepanianetier shkor t he
channel i ncl uGiR@ rSPEChinirnag otia oh adtgete askdnessyi@ssignenglac.ebannel
identifier, txiela@ﬁteﬁgp;isngela@-m tdent ichyidR0ndre tibinh &ITR AL 1on f Wer e iGhY BloROtHAPhI C
conponent, a &9 f't é},ngf acne ac%ﬁslﬁ”%j GAL QL ANt ended L oL use difdaRg the
communi cat i On o%ssn oper\;hatlon s?&u%;x agI?%CE&dgA&S%ﬁi gpelnggt,ea%ggcg

Aut hent i cat or’ a appl 1 t1on B Cgrtam &flca Y @eC|f|e§ a
set of qualit¥y* 8f"‘a§é aﬁ% P R7arTe n%enf“'émf ST RE comtnuni ¢atons © et°" and
t he channel wi [E} r%hFV”b%“ﬁP%éF@ﬂ“Pf“?ﬁ%maﬁprﬁé??Hﬁ SEPYT 0 %ﬁﬁﬁ%néﬂf 30
det er mi nes t MRErfeHENAFPEI BAtIORCIS PEFUE Ce PRt PEA OB sati sfied. Selection
of a cryptographic object, instantiating class Cryptor, under the control

of the application service conponent and in accordance with the application
programis requirenents will now be described in detail. Firstly, the nobile
device determnes 110 its current |ocation. A nunber of mechanisns are
avail able for location determnation. For a cellular tel ephone, this is
preferably done by the application service conponent on the nobile device
initiating sending a query to a database which is accessible via the
cellular network and which contains informati on mappi ng network cel
identifiers (cell IDs) to country |ocation information. The cell ID for the
| ocal network cell is included in the tel ephone's query, this cell ID
havi ng previously been broadcast by the |ocal network access node or 'base
station'. Such broadcasting of ceII IEB by base statlons |s knomn |n the
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to maintain the list of |legislative requirenments. In the partiéhsaleL 2002
‘enbodi ment of the invention inplenmented in .lava, retrieved information on
cryptographic restrictions for the identified country fornms paraneters of
an object instance of Java class Locale. The application service conponent
then perfornms a check 150 of the validity of available cryptographic

al gorithns while taking account 160 of application-specified security

requi renents. For,_e , l.i i r. egl fi

i i mum secur i ty Py ooy asB 8 hER BN BTN B SRR RY B
particul ar deedcdsr ed applipitogr ppdyranal goning hom (& ulilt aempbER) devie, riaogdingf

acceptable cr ogr aphi c ke i.t Lengths (such.as 128 bit or higher).. The
Specit od agprpLae B ceemiity efun LEPROHAL EetiE o EaBeySiones SRRONEEE on
servi ce conpefsiwing tleps:he |ist of cryptographic restrictions for the
particul ar device Ioca?ion,and with the cryptographic strength and type of
the availabl e cry@sregdgHp cdensRpsina! trheoudy legatiqn of phlsps e st eyrpipHicc
component s hi&h 5 it aheahdoRlaibh%ARR! IERHAAN BLAG TS kA LAIRAR AN
the legislative restrictions are 1dentified as valid and a particul ar one

i s sel ect edrelaTiDg t¢-one gramorzi commmbii¢atiod eperatisnssafche Grst RpAgytingatemiop, aslsour ces
may be so constr aie?e%gl ; B? '{falicf tihS Hé&fo%rc{f%% noLubR 2heh& 1tnhecc|rideslt eo\];ith the
crypt ographic restricery ons*Erie dFors CHUNPri%ed” Slthe Mo e d& 't

itsel f. Forolithined irfamsationodndt ia akbdanai Witk rcenimunseition trequiseentseofSanteasiabi | e
devi ce w t hout cqnpnonis%&g?secFrit , or to ngbl%,nai t enance of current

| egi sl at i vel'iSEERRFEH/MPY REUPe HERFiCRBPLENS JEdte TPhBEThYBING feecy MP%el £
the |ist ofcdm@gbhicstdnodperaiofs ot her communi cations rules can be provided
within secure files on a SmartCard which plugs into the nobile device. The
Smart Card can al s Aorafered emppndimenfeof dhe iEptian.peisiticn ghd ppmywpications
crypt ogr aphi y t.h J S i 1:.gpat :

o ot | B e e G e o R e rimting

sol uti on i sddcoyptingelataodsnt acrdesvihatechional edbissis félicoradebyr erpotquediathablase of the st
of the cryptqoraphic restri.ctions for onl identifi devi ce i on
count ry and RIS LS HoRFRPHE R DRe der Bt &7 E ey s S e e
validity usbyeeridm s |ist. Having selected a first one of the avail able
cryptographi ¢ conponents which satisfies |local |egislative requirenments and
| ocal application requirenents, the application service conponent sends 180
the channel request to the target application programon a renote conputing
device 70. This request includes the various specified paranmeters for the
channel including an identifier of a selected one of the set of valid
cryptographi c conponents, a conpressor and an authenticator, and the
~~~~ s, ~ 10 sender's public cryptographic key. The public keys w !l
typically be digitally signed before being exchanged, to all ow subsequent
aut hentication. In the present exanple, where the renpte target device is a
| arge network |inked conputer system the target application program my be
a banking application. In this particular exanple, the target system may be
expected to inplenment greater checks than in the case of a peer to peer
comuni cati on between application prograns installed on nobile tel ephones,
if only because of the regulations likely to be inposed upon financial
institutions who support on-line transaction requests. That is, the bank's
systens can be expected to enforce valid selection of cryptographic
conmponents with reference to the local restrictions applying to the nobile
comuni cation device as well as in relation to its own |ocation country's
cryptographic restrictions. Thus, it is within the scope of the present
invention to inplenent a policy of only checking |ocal requirenents which
apply to the current device location and current application requirenents,
or to inplenment a policy of one or both comuni cation devi ces checking

| egi sl ative requirenments which apply to both ends of the comuni cation
link. An application service conponent on the bank's conputer system
responds to the request fromthe nobile device for establishnent of a
comuni cati on channel by determ ning 190 the |ocation of the nobile

communi cation device, for exanple retrieving an explicit country | ocation
identifier which was included in the request froma cellular tel ephone or

using a cell IDincluded in that request to generate a database query. If
no location information is included in the request, then the receiver
application service conponent, will not accept the call. Having obtained

| ocation information for the nobile device, the application service
conponent on the target conputer systemretrieves 190 its own country
location information (stored locally) and inputs both of these |ocation
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cryptographic restrictions for both locations. If the channel ﬁr ria for
the application programon the nobile device are sent to the t é;ej 2002
conput er system then the application service conponent on the target
system coul d al so performthe selection or validation of a cryptographic
conponent. In that case, the selection and validation functions may not be
replicated at the nobile device. The application service conponents on the
nobi | e devi ce and target conputer systemthen have avail able all the
information required to enable negotiatioﬁ of the paraneters of the
channel , including which conpressor and authenticator are to be used and
sel ecti ng a crgpéfigedphencscamporendvenhireh ®ad ilotiden et drmapplibecat i on

requi rement s giRdeiEoldy LRCatdRNSy beQ Sddliy @oliRgHy WEIENESan &lusk® LRLE a
deci sion to h&viadeo uitden aRREHEAE ipOEhpE S kEE 26PNTBANGAt bhAN tdEheck
connection shgul -Q'aﬂﬁwbgf %?}p?&@!flla%ﬂ&dc&{po%&%s app! éh%%é&@&m?ﬁ%&!xﬁﬂ&é(uoﬁve'

requi renents cannot be e also conformng to the relevant
cryptography restrictio That i | ication service conmponents at
ot her Teng ot e SBOHANTERT RS ERIHRETE: B AFYye FEOTS \hGTHor POLch &
Dynami cal | y ciPaRbe 19f@titafUer B Rt cEs BFrfPﬁ‘ee ?’%pr’b?j‘r aptyt Gf REPitBleak

t he connect i ofFYPERITERIE G1fvectives deviac éiqtf of KEVRIPYIFPDET aApHiréctdonpdaent
initially selderedyiy pomf oradi FRyPterebie crenpdreenBnts cbfainhé andrihkekedevi ce
(1 ocati on- spegiehéver| ®ghsisats on andvrapplfocatrhomis€goi rements) is not
acceptable to the target system then an attenpt is made 220 to identify
one of the avail akh&ChyPhRG ARMLE: MOMPOALALS bWhiseh fReifnt ik Lequi rements
of both ends n%tnwsem@rm%cathpl ealahyenw@mw g;etméyﬁnemleﬁrm%lmﬁab an

|dent|f|Fat|on f. an alter Lyve cry Tpan i at|S|es
its requi rerrentghof“fs’ khe tnf il ?ve i’s %RP 8'9& ab %E‘e C\é\ﬁu%ar "D L

devi ce) the rEBFTR USVE R %lt | catsP%‘n ser viEe® co %w %r‘ﬁ)adé? trﬁ‘fﬂly sends
to the target*%yStétn dhidthe ‘Htéé‘t‘iab’ri’no?hatth‘e‘es%"cleB’?mﬁrW PApRFc
conmponent s t IPEFIHEFIIAYY TTheepefli fafett §° OF ©B2MSBI [T8e devider §Gt‘t’9¥éft t he
t arget syst empesattihesyabinethen maReesaa fdangiass gleteievah operagetretprimaatihen t hat
t he communi catelldndearifiddr pe Gcemdifial temnat.i Velayothehembadirargetiaf Global

i dentifiers afosptiopogedysteyptegr aphised aon@eneidiy Sa dayiceontbsuteouml,i | one of
t he device's Joh$ingOfarvdlitds GhyRivegraaphipteL @ARONENLSHd Sx@%hadast ed, or the
negc~i ati on o. channel pGaneters nmay oe abar~ooned if it does not produce

a positive regdlt;pMdNLP PQE%eg)eEm%gﬂtmgeout period or within a predefined

nunber of cormMmunication 110 ThT'S negofl atl on process is perforned
simul taneously with the_ot her aspect andshaki n otiations which
i ncl ude sel ecti on 0f péefetfﬁf)r §m%°5ﬁme“tel°c%cf ﬁresfant S Q eh |1%a orL

negoti ating t1eARSHFSSPOMPEpisse & g2y Of eé‘amplf‘é é’r’l&h 68ﬁ?ﬁﬁﬁfecé?|t6‘ﬁ

pr ot ocol s, etac?co’Eiﬁ‘8¥Wt 812" CotpR¥Ei on and authentication are then
performed 230 on data in accordance with the negotiated functions prior to
t hat data being tFamme t etk skhreratdi reémrrsengeponf o aineyitheompukbwt foricand
val i dati on presesscwhen witlhaneendi®nortéad @dyicaddirbsonpatomraticdatonen i s
required to deabon,tduchhenpsss el idey:mafiuadbi dneagiove0esn GeoGSE NPnEEHLAL 'Y
boundari es dugdcBgh:8g GRMERURKERALLKOR. ofl REe POESk DIne afpr oaches to perform ng
val i dati on subsequent to channel creation include: 1. a first 'active'

approach in whi ch (LigCHGRKINGnOLARGE LOML:of, bRS WDRIL &, 05 C& Lo
val1dation ofocLYRLAGLIRM, € OF%QE&QR@QE§O‘§/F 80008 GRULIN: 2CaL! OBy

changed) whi was - descri ove inr |on to c annel creation i’
repeated 120 whenever encrypted data is to be sent or is received. Just
before any data i $® %r?éff/eﬁ‘tte VEPHIGBATPERY ] arHF%fserF%F’iﬂ?‘Pdl’i‘eé‘tl‘fﬁ?éﬂkdeed

passi ng a typerdicesr it Rt apiyon PRETERT VB HE eMOP YHIcatP At daYiFef el evant
crypt ogr aphi csuebyss, cqiqanyagk efsrenablatereyierdleR: kel Povarion, (APsels fémop

| ocati on i nf ormdabd ieret cc@oeess @nbitshg gies ceRMAMEGRLT Oonvereqgués. ementise f or t he
| ocation and wpdat @sndrheiqpasmaptiaEsc 10fi- 2hiaes b @eledRcheserdsf wa@s ddat the
speci fied typgpofcatiyPbogf-aphyudndy lan@inbuQhg kRy, akevracs ephalli 82 de0k, dhhi S

| ocation. Thig.apPRLEAGNsLLSW tSs in an increase in network communications
since each | ocation check and possibly also accessing the |ist of
cryptographic restrictions require ne nicafions. An active
approach to locati E)‘n GETEY R f%?l(?ﬁ Fcfrmﬁnce 6%% Tieh CPSIE MR since
GPS requi res HcfiErpul F?”I’?@“(’J’F ’é‘“‘&f"eqll“? {78E St3ength Ad e YaSEMIRIT2ABHT oach
in which [ocation .checking 120 and validation are only perfornmed when
triggered by a predeflned event, such as one of the communicating devices
crossing a country boundary. In the cellular tel ephone exanple described
above) this can be inplenented by controlling the application service
corrponent 30 to |nvest| gate the ceII IDs recel ved from base S~ at| ons to
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2 6 J UL 2002 13 information about device |ocations throughou
‘conversation which includes the renpte conputing device. |f thé 5(@@} (Ztsmgg
identification operation confirns that a country boundary has been cros
this causes the nobile device to raise an interrupt which then triggers
retrieval 140 of the list of countryspecific cryptographic restrictions and
updat es the country-specific parameters of class Local e. A conparison

150, 160 of this list with application requirenents is then performed to
identify a set of possible cryptographic conponents or to verify the
validity of a selected cryptographic conponent, as described previously.
The | evel s ofa1663phi0 Gh 8phYanapel eEa le6n Ghbs poinggbgdiept ke Yaaah £ ahli@Rables

dynam cal |y rg8:01890i;al&doMahdl £H8.0041N8kwLBEnOfindnhEn REBTHEI (231 d@NSrdsk NK.
The connect| %Bamy'b%uf@argtsokm Q,I;vettbfonaptt'vt&&tt%cﬁeqm ft;@ dyfikfticnat ed or

erased or the ice S.d equl rements and

ng _on at

the particul ar att%\‘?e’;trren and %’tp Et r’?%g‘%aglt%f use 1S FOCAET on
i nformation i §eﬂ‘ﬁg‘ér‘i’(ﬁe‘dmf“(’)°tt‘ 6’t|tag‘6?r’t’f§°]&§flawayrf BT R, PHETY ocat i on
of the decrypereig Hévirendsddte Fefentedde FePHEari B IMPOLHEEA ofr senviiilsl
i ncom ng dat &g dmvdoreciféc covicdeardy. reTienette ercPtiEr géeigstivon or
decryption i seperbtomnedor Tdremunik®siops.ocess desirably takes account of both
where the data originated and where it is received. The above description
states that the applureat ERfisSEMYHAL ERBPAREMevOst the sophikhidevicea an be
expected to Reid AL, aacheck efpadle beaShnidsSa QMbIEYE G8sda08af LR 180d ohO
sel ect or va'ptgfr%ﬁ o 58! b P clro kS %gf@gmé\alf%mgnﬁgtn%b%ﬂ @gyetdance with

u

the | ocal |eqi tive reistrl10n NS .o HpS o%lpoﬂgmne I'ts own
| ocation can Dbe adé e fhe [“%3 Jata to a renote

n
target devi cé‘pP]flcf‘Hg’“f aryet °Eleavﬁirv§r8‘?)lﬁ’lr€1a"déatr18f‘|°§d°‘?5‘ﬁ'“‘t’6:ag’e3nfofr“r’?tct’t°§s own
assessment of(stfedri@veipdne@apisar i | Bidh| sneelfiis| Mteviacre SEPRELivhshe a nore
conpl et e chedkowpf cdanp drefesreelaveror yhisoerdaphifer aramptiheriond drvitieeht iThns
restrictions appMehviesstlheenobidhe eviayer dgt rensevenglavhesd ecataonopdn t he
renot e CoOMMURlySadns NGhitdMoht@tasn wedl) Bsiel tahd 0y ednd@aldnd mdayls enduAgk idn

| ocati on quenyyd:Q, td18 $£BBIR a6l VbieRnichilCordsefdtatGneat debt SegUBEYch@ned hen be
conpared W t hpbhe.licst o.Qbr £RUNMNE VarsR et fbiC 164 ¥ PP YLRRAL 6/ El@egtlﬁgi'&t kons, as
with the devige,s GWinlQeald B dhBf OLIBLEOR £ Al Sagp8 Ok [SS pRRATEN

conmuni cat i ng:rg ol gSJ.OL grLQd etr§01l Q‘E@é I(Q Ilmspgmtelr\pl%ex %aLQ’%tggmm cation

nsmi rﬁ%
paxtner or requireées eac ocation of both

ents are i V;lt‘(.:% nd Y CO Q:raln n gata sSyntax a
devi ces in sGRE GEREY RS Ila 1y Wﬁ the e devite s a receiver
of encrypt ed l&%t‘t%ft??e appl i cation ser vi ce corrponent on the nobile device
preferably checks the validity of cryptographic conponents in relation to
both its own | ocaffdArriidating Jeariae) eprretenthy) 83 PEe™PI B Wifer® 2 he dat a
ori gi nates. Jaga@M) Yot 2EE2 chArRepuybEn Bfnsafr ehpaelry &draee Meghiteabl® t o t he
above descri kediweternm twabiagndiobedtheo Ireentseovice$ farc@plidagiont et@plonet For
exanpl e the Guahahe Posé tappriicAgiobysireine Ghpnemy3 O @ayiPedonef of henwedst $fOf
satel lite conpyhiceeidnOssvade chpon&dBShrdered o ehd Ribpiikeriobatagkt ihes are
pol I ed whenewgtcfdatéh b6 duén Reasesta1a0dobhe sPASEEd QB Ke9ekdicRatesoPbOMheed by
GPS are Wapp%gete%taamtéa&w af, GOUNt Fah HSINY @ndatabase Qb GQUALS Y
boundari es. unrhsytlro' uo@?&r{c%?on%alncqul gstq'xr : R‘?{dw"' R:pe %g\tlcecé %Bgrﬁ%gg&lr acy as

pol ygons, an 0 Is relatively

Si er| e. Th| s |y§te({res(§:r gragg)% 0 1né;xcomm nlcatlonﬁjss B%?r(%. ay§?%%§28 le Ch | S

i ncorporated herein by reference. Ot her mechani snms for |ocation

det ermi nati on nay TAf S6PHE tREEEC WP tryite él%;fé’?‘t‘ti“ﬁ@a?eﬁorﬁofh'e‘a§?9ﬁpelaoﬁ t he
present i nversel biar |gempid cetdnd|laealt ettephoirecsset sk 'drehmpkesiophe 78 udt ry

| ocat i on i nf oreredriko$0.ceidhda benper ¢adi cakl devstgnal ITed tegotechevamshineg wevi ce
such that thengesingenidoesnnat 1 avecttioe ioti tdtatidtatgquersirbefeasirbt 1esemnds or
recei ves dat awssdhte cnal W kerdG6055t &t 8ddRNSesCOULded -REA 1AL dnNEr@ O Iy
location infanaetd 9 Whthethe RQadeastcnesld cddducASnéSobl €ah fLomiihe above

exanpl e inpl elhrg@nlt at }.0 e tne. 'aotglaogh Q0 68LeL M, NALLon éRQ%QH OB 1TBY, ?rtg

performed eit omuni catin Vi ¢ SI ocation
i nf or mation for" Lbn%ﬁtl&g mép > Bro%hay “i b 2 nvol Ve a’ de?be rgn naf’mpulﬁle’f ? sel %%'Jtl on

or sel ecti on-VEI1744t7 6h A WotH gﬁ‘ti‘sceo’fs tHETROHREM EESOR oﬁ\rfué%cfﬂ?'?rent of
t he i nventi orPRa® - Bedn tAS8etiehedPabdvE 3R 18| AP b% B BN EPPI1eERt g Pe
service conpomemrting the irey ifhagvsc bnfedprEntlier totheppisiel eotdedireget yattuni cat i ons
to different cryptographic |aws. The invention al so enabl es dynam c control
of the performance of operations other than encryption and decryption for_a
nobi | e device in accordance with | egislative requirenents which are
relevant to the current | ocation of the nobile device and in accordance
W|th the reqw rerrents of appllcatlon prograns at e|ther end of the
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15 In the digital signature exanple, information regarding the ujyred
technical criteria may be obtained and then used in the sel ecti%ﬁqb}ut 2002

specific digital signature algorithm As well as performng a country

| ocation determ nation for a nobile device, it may al so be required that
financial transaction instructions are self identifying such that the
process of checking country |egislative requirenments can be triggered when
an instruction identifies itself as being part of a financial transaction.
The application service conponent coul d i®nplement the |ogic for responding
to such subject identifiers or other triggers. 2 6 J UL 2002 16 CLAI M5
1. A software conposaest abfricptiodighoBfhnSEr YR8y tod Eaphdbi aé icORpYRERHr ans on a
first conputisegicdenri GesHeBClUiAg SRAgPhd RG D@ BPaBATiiceRoaf prlobfarf by st
conputing deyj,ce (L eXGEULE oB! QCEsmESichlidhe Rt & Laanbs f ifathonofy t he
country locatofgl. Bl.d:Carhblenll ShaSATRULLIG deul6s B 8PLAI B N0

information of légjslative requirenments ti to on _ nore._ .

comuni cat i oﬁp%cplgghntgi gélosao?ett%e_pﬁafn §€er(5:oér’?ﬁu%en&%8’é€ll élé(sflgfngt R HEREi £ ed
country or cOBRtPFEE, 45T 0> EFREY DIVRRE dAPR 1S &t e cH"BRSBP 1M Hfer at i on
sequence in &6V EERE TSR IEREME B A STERFOPFIRGE FreCPRSReBiNd 2 | P BRSE6Pd@REe Wit h
communi cat i opnraggntéaEer singéndgfl fozawte durfipy she Fpphundeation Frogiasm on t he
first conputichgnm@evincestatey tpenboveyi Grgptdrgonnaudien figr eorC amiTdnycat i ohe
operations. ZppAcstichWiogr&0tR0nENtly aeerids ngséo of|l@bml, otberata

val i dation ofredili@efl Gl Ofhel SorREIikOIITRE RBndelp bbb G@ARUtLING éavige, or
on a second cEEREEI R ACMibR M CB doRBordeht Sb &RERULENGnEEhEE

comuni Cat es ol il FEEAT AD6A: Mdnbs CUTBINLGALYQE, TequiTement s of a second
application programon the second conputing device. 3. A software conponent

according to claim?2 wherein, in respgonse.to a failyre to select or

val i date sel ecti off'6F %R UplrHrPEIT 88 GGeRd e UntCh T4l FEP| T8¢ (f&yPeor

communi cat i oNPHeEqERe EPREAPS O5f EN5oRAPEFIE 191 PETY15H FORRCBN 2APpPi 2APTHCe
prograns, theigoihtiRPeHCkoien cRAeEESY F Jisavig emnsR efi 11 40w Sesdescnrpired Fonponent
according todarmsilone of clains 1 to 3, wherein validation of the selection
~s perfornmed on the first conputing device, or on a second conputing device
with which the fifsttomprd ndigiideisvE® aeEmiiticE al1@S; tsi furdeCoLeaRee Wht h

| egislative Lefrls NEMbsiaE 4:R€aGOUMHIEYk0CRLL A @ftethigasREONE, COMPULI Ng
device. 5. A gpfhyare: £RBRONEN {OL B0 RGe GRMANLGALLAN R &L GRS tO
appl i cat | on REAGLAIE £Ml8 debl 5 (SATRUL NG AV b6@:hIGl DG ComLallbng the

operation of rst c ut]n vi.ce to execut rocesses to respond to
Cdonti ficati S0 11 RECEBERET V-1 SRGErHATRE AT F Aalf RS FEREE S omput | ng

devi ce by obtBfHrAY P ISP gt f\‘/%“t‘i’Of’bFePdéﬁet"itfﬁ/‘ieﬁij GeHnitPYedC SPYPESgr aphi ¢
conponent s f dPCAHE" i*BEMPFIBd VEUTR'E Y Pof T Bt PF3esT e URAT: £R!iset detiwrd
val i dat e sel éBtiP6ntedrPRP ery FEYYr aphif Co¢ brBokentd PREACEDY d29feeP /P EFRst he
obt ai ned i nf @y ndei mrahrm@tierkazesortandse oni ‘bhse spatgory .USychpppdqapting of
cell IDs by base stations is known in the art, but the information has
not previously been made available for use by application service
components on the mobile devices. The cellular network returns a country
location identifier to the mobile device as the result of the database

query.

Thereafter, the application service component 30 checks 120 the
received cell ID broadcast by network access nodes to identify when the
cell ID changes since this will indicate that the mobile device location
has changed. These subsequent checks will be described later.

The application service componer.. on the mobile device then checks
140 the cryptographic requirements of the identified country. A list of
the cryptographic restrictions of different countries is preferably held
in a table within non-volatile memory of the mobile device (for example
in ROM of a cellular telephone), such that a table lookup operation can
be performed locally using the country location identifier returned from
the database query as a search key, without reliance on any third party



conmmuni cation requirenments of at least a first application prog M t%
first conputing device, for encrypting and decrypting data. 6. Zag]o‘alwar 02

conponent according to claimb5, wherein validation of the selection is
performed on the first conputing device, or on a second conputing device
with which the first conputing device comruni cates, in accordance with
communi cation requirenents of a second application programon the second
conputing device. 7. A software conponent according to claim®6 wherein, in
response to a failure to select or vali dafe selection of a crypt ographic
conponent which satisfies the requirenents of both the first and second
appl i cati on proogriansin the leonnlnecatlpoivecomnecneos. | B brokertic8larA sof t war e
conponent accabdéingnt @f aky ORentdbn GnaidBnGed i Favahedeeisvedalirdatdc@en of t he
sel ection i s Ropfdyramdc st hieefdnkStorCHE Ui JF id@ VoG ryOforRl R rSREONd of
conput i ng deviCghet hn¥hined dehsavhi Hisks GEAPWL i ng device comuni cates, in
accordance with |egislati ve requi rerrent s of the count ry I ocation of the
second conputing (%gw ware co cord to any one or

clains Sto 8, for |r‘?l"”t’hcf‘“on B G FTE8ET S on 631“ ‘Eeﬁ °ré“8u?1t 55 6t%aef dheof the
first conputi e U&Y | e Vireh? s‘“‘tréBT‘?gﬁ‘?}HQ & 9eoiihi“BRtS bHied fteitotf et ween
an applicati dtf PREGGFEAPDITPEHEITT PRI EBIPERIAY eV ce and a renpte
application program 10. A software conponent according to claim9, for
repeating initiatiFon esfmtihe apoppl fopti@Catecoam indeniaivé ispe¢ifoad lanmin@s@Ponse t o
predefi ned ewertstdurevay ot e scoaMEBueRlyl Dével 1 kor AxsafibWadeeiarpanent

accordi ng to @kaidhddreqesLihrsaldboRiedefd-nash eyMets bitsh WleatRBqe of
processing of,a8,dapsd rcyﬁ;tbmpm RAFLYPh et nd eGP bs 0Bk 8,5 14 1 ?t%}ge_
conponent accol 1]619% aBmeQ ﬂ;h]x%qQIreﬁ%ﬁé %& bd 26 p%%‘é 596 'bb”.% dee operation

of a cellular_t el n sal |ne eve eceltof

a new cel | id&h |Cf3| mn FYATR CXEPE kSt QL &EY 8rcf‘é’ 5 §e5tﬁlg%‘f°f’
conponent accfé’rrd‘ihr‘?gpatrél%lﬂﬁr éiﬁéw&f 1‘&??51%"“%“”{%‘ Frf C'V’/Wé?%‘iaﬁh‘scaf’b‘eé‘?@bs of
obt ai ni ng i NfBFNAPEAT FYY aYaderlef SiYRECTEPIHICt FEECI Yt Bt &BhiE TEApBent s
and sel ect i ngFrgprogatihdatdoneprsetserrichnsasf sty ety ptf ddir apRi tcagtrmporromen‘are only
repeat ed wherreghieepeuat ang thec tddiekethas rebarigeins ar@ Gegtiljied 200211% atd. A
met hod for conbaolicéng éfeeinpereatédon’of a first computing device including:
in response to identification of the country | ocation of at |east the first
conputing device, rebtaliHiAGnobNfeOBEBLEOR LA akEPns) Abhor® FRAGW BB IS so
relating to QR@sQh: B enGONMRIcaEdRBa PBEr@t i QRS @b 1ihe Jf Sk &RIpit N
device for theidepldtigd COURLT Yok - GQUAL T h@%obﬁ@dde%‘k@%k g. Osrorvé}ll'sdat' ng
selection of A0.9peLal) ol SeAURNEE. | Dagcor dance, WldnbilG o oblalied s,

i nformati on and 1.0, ac ance Wt nicatlion requlrene of "at east a
first applicationm progranon’t ié 19 rexé comr?ﬁﬁ%l g de |c(‘:’farenfto]regb%]l’afb‘fern ng the
one or nore Cr(?ﬁ’r‘r’lfﬁf‘%”efflvblﬁh% ePHEP DS, UPfate AR ‘fed’ﬁc%dﬁf?lél | gt he
operation of A TSRt atd AL detATERPICABIRA] TYSS I°A® rbés?ﬁ?ﬁs%edt‘blthm
identificatictcefe fhescountimgricocathoeh atusat inteadte pdvéle idesicecdigut i ng

devi ce, obt aidmengarafcen rrase dwald ohe inderitel fgMrng uger'm pubdde eny pirdgataphi c
conponent s f arryblreramhentiel s edd abendubyiokexouhiorbespsandessehaeti ng or

val i dati ng seloecidiestieh @rafeypt ographi ¢ conponent in accordance with the
obt ai ned information and in accordance wi th conmuni cati on requirenents of

at least a first appldsCate@NeBra9Ea OR thent ishetccGPIMRYLI NG, deVidze,nd OF
encrypting angd,deck \PJCUEQ, Bt lﬁcm A JER?!J %&%Q&UE' Ng.dgvige including

software for contro i ion 0. ehsure conforrrance
to legislative feq mcgreftncfp att nlé( 4 ldenfltjlegd%a i?fe i%e, the

sof t war e, cont °8P'i n@ndt ﬁ’ée"dé‘?/lpﬁ’éfof'& té‘)’i 6‘6% 6r3‘8e%r§8§°graphlc camponents-

val 1d1ty using this list.
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Having selected a first one of tne avajlable cryptographic
components which satisfies local legislative requirements and local
application requirements, the applicarion service component sends 180 the
channel request to the target application program on a remote computing
device 70. This request includes the various specified parameters for the
channel including an identifier of a selected one of the set of valid
cryptographic components, a compressor and an authenticator, and the



to respond to identification of the country |location of at |east the nobile
‘conputing device by obtaining information of |egislative requir l&amjlgl_ 2[][)
relating to one or nore conmuni cati on operations of the nobile conmputing ~
device for the identified country or countries) and to select or validate
sel ection of an operation sequence in accordance with the obtai ned
information and in accordance with conmunication requirenents of at |east a
first application programor. one nobile conputing device, for performng
the one or nore conmunication operations.*®17. A conputing apparatus for
interoperating with a nobile conputing device, the conputing apparatus

i ncl udi ng sofdenase sf gibicorRtyRbitapgid Rey.oper atviaa Wl s el copyuatinge appar at us

to ensure condiQE fBAGE ibRed BHoSE Mol ME excnandba) dd 511200 ub8eduegui renent s of
both the |oca} pL,9k.d;8€, conputing apparatus and of the current |ocation of

the nobile conputing device, the software controlling the apparatus to
execut e processes It 0., es ond to | gn%g‘riecgtei I(:)er)mt(:)f tgpeetcg)%geryi Iociati on of
the mobile conput i'Rg-GeViCe by BBt %i Ning 1 nf or mation of 1 eq sfatives
requirement s YeEFA ﬂ’d‘kﬁ?) GRRPEF S¥BrE T PRafPRINCOPEr RPETRE Tt Pt Re
identified chwting PRIZAEIAA" offn tHheS RADHIICRI AT etH2BR Canthe E}fi98F HYPLRP may be
requi rement s exekettedngy tiwplehentosreeapsr ApRcks dChAMMINI Bt fon opereseer diwspdear t he
country | ocatdorurGtatile wewgut aorgicppar atusanafastdlgebeobbiore val i date
sel ection of @lefpaEA! i DPNSLGeEIGE dENLIRCEQuTAN6Es Wikdlyt he bohmaddeatupon

i nformation andaidla@GRot AaDLss WrbNsuepsatUS -atd @Farseaibh BIMsEs Ofmat skeast a
first applicatofn R OYLAGOEHLNE BRRELA COMRMLOT HEY sEfcc QY oper formi ng
the one or moLG, COMIMAL CALLANPPRLA! LOSenchSeo £n6 QBB ELoRLATEA f OT
provi ding serviges [0 appLLcat! on, BLodT A, LUl NG 0N .8 L] Lol £omBuiting
devi ce, incl d8PRYG "€orit FoT M hg tTe operation. of. The 11ret conputing déVice

n 0 , e
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Thus, it is within the scope of the present invention to implement
a policy of only checking local requirements which apply to the current
device location and current application requirements, or to implement a
policy of one or both communication devices checking legislative
requirements which apply to both ends of the communication link.

An application service component on the bank‘s computer system
responds to the request from the mobile device for establishment of a
communication channel by determining 190 the location of the mobile
communication device, for example retrieving an explicit country location
identifier which was included in the request from a cellular telephone or
using a cell ID included in that request to generate a database query. If
no location information is included in the request, then the receiver
application service component, will not accept the call.

Having obtained location information for the mobile device, the
application service component on the target computer system retrieves 190
its own country location information (stored locally) and inputs both of
these location identifiers to a process which performs 200 a table lookup
to identify legislative cryptographic restrictions for both locations.
Following this, checks are performed 200,210 to ensure consistency with
the cryptographic restrictions the requirements of the application
program on the target computer system, as was described previously for

the mobile devaice.

Note that, as long as location informat:ion for the mobile device is
provided to the target computer system, a possible alternative
implementation of the present invention is for the mobile computing
device to rely on the application service component on the target
computer system with which it communicates to perform the check of



responding to identification of the country | ocation of at :ﬁ tSQ[rst
‘conputing device by obtaining information of the |dent|f|ed country'

| egi sl ative requirenents relating to one or nore comruni cati on operations
of the first conputing device, and selecting or validating selection of an
operation sequence in accordance with the obtained information and in
accordance with comruni cation requirenents of at least a first application
programon the first conputing device, for performng the one or nore
comuni cati on operations. 19. A conputer1ﬁrogran1according to claim1$,
wherein the step of validating selection is perfornmed on the first

conput i ng dewregmogoarhde rassecoivds corphith nigpedewnse INithh avhngh thieefiar st
conputing de\o€ &he CIBBLIHaE Bdre Brogirim ACEHHRILE Ce et ich £QNIBABI @ALADORarget
requirements ffpes agonsh, aRhi Gat 49 Q& 3B3aBe hRbonefoBSl (&l dabpdd t111 9
devi ce. 20. %{9&%13&&% a%QQJe@EB:@.C%V diRg. #3 & @AlrI‘aJé%OM‘%r§'c9ypé08r£p%§9°“5€

to a failure | ec val. i da tlon uence which
. . nent En Q',Elat case, E}?e %gi dOV%].l??ltl%?lf%n tlg)ﬁd SéCOﬁd

satisfies th com‘rumc rerrents 6)
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J UL 200z 20 21. A conputer program according to any one of clains 18 to
20, wherein the stpapfligaticatertifesetneerdnsp dnsthserdodterddvisn ndetfroest
conput i ng devrmmiteprsysreratisacioavyd ©Empaiie redldew bdomat bonnvheaphirédieof i r st
conput i ng devhag ecoagptitittatl @8, thenpaaecaledane echal tHanhagi Blcabdivie whequi r enent s
of the count rymdreeadyd onu af.cHehei s esonek G_Grﬂluﬁéelagardeév’dl@&anQa chyrtegRith ef
program for REMAEnEANGh LAMEINEERL N SRV GE Sort CeRARRIneRA! bAN LREOIr aNB
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st eps: respon g I e ? Bt he g ?1 cati on o east t he
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crypt ogr aphi (‘f‘%d’ﬁf)’(ﬁéh’i% CT"bEP”P‘Wé tHERR |rF]r°é’6nrcGﬁ’fﬁtf’ﬁlrap%de%télléﬁlt"f‘ﬁg or

val i dati ng sel ection of a cryptographi c conponent in accordance
That is, the application service components at either end of the

communication channel jointly decide whether to:

Dynamically change the characteristics of the cryptography or key,
Break the connection, or
Disable the device

If the cryptographic component initially selected as conforming to
the requirements of the mobile device (location-specific legislation and
application requirements) is not acceptable to the target system, then an
attempt is made 220 to identify one of the available cryptographic
components which meets the requirements of both ends of the channel.
Typically the target system replies with an identifigation of an
alternative cryptographic component which satisfies 1ts requirements. If
this alternative is not acceptable to the mobile device, the mobile
device’s application service component preferably sends to the target
system an identification of the set of cryptographic components that
satisfy the requirements of the mobile cevice so that the target system
is then able to make a final selection or determination that the
communication cannot proceed. Alternatively, the exchange of identifiers
of proposed cryptographic components may continue until one of the
device’s list of valid cryptographic components 1s exhausted, or the
negctiation oI channel parameters may oe abanconed 1f 1t does not produce
a positive result within a predefined timeout period or within a

predefined number of communication flows.

This negotiation process is performed simultaneously with the other
aspects of *handshaking" negotiations which include selection of a
compressor, selection of an authenticator, negotiating transmission speed



with the obtained informati on and i n accordance wi th communi cati on

requirements of at least a first application programon the fi {4 ng
device, for encrypting and decrypting data. 23. A conputer prozgﬁtawlrpgdu

according to claim 22, wherein the step of validating selection is
performed on the first conputing device, or on a second conputing device
with which the first conputing device comruni cates, in accordance with
comuni cation requirenents of a second application programon the second
conputing device. 24. A conputer programeccording to claim23 wherein, in
response to a failure to select or validate selection of a cryptographic
conmponent Whi gty sadnus{da€onl B LbEAY, I R Nnsrydk i 30t borbh&ssidn 84a and second
application pLAgEATBacible O NLALIRE BONUICELa0lh hecREAKE Witk IneA

conput er progr am AGCOTALAG L0 ANY. P0GNAl aGl AbDBg2CrahGnigfeq. WheT €I N the step

of validating selection 1s pertornmed on the. first conmputing device, or on
a second conputing devi.ce with which the first conputi ng%tqevi ce

communi cates, in altctidie  WPER I BYI% it PUSHEGUI e TS 18 PFRRESE otiibry

| ocation of th&EPEBEINF ETARSED i ATHIGERL V2 A LM B SELErY protRRAmi&k cidedi ng
to any one ofpassiifit2f tnebde depvyees giressapy rguitdenorfdasirs e¢ring & he country
| ocati on of tdé¢mmpnicgticnompatpasgildevampeoaghes testeabbindty mglidagcionmuni cati on
connecti on betuneefuean tap@antat contpsrogriamien the first conmputing device and
a renote application program 2 6 J UL 2002 21 27. A conputer program
according to glai m 20scf QocfRPEAIBEN B Lh Bl ol Qﬁec_icl‘h% §0UBLtYod BEaLLON

i dentification in resnopsg L O.RE §4efdR8sh BY SIS oGk LB GRUMHAL GRLI ON.

country location has changed) which was described above in relation
to channel creation is repeated 120 whenever encrypted data is to
be sent or is received. Just before any data is encrypted or
decrypted, a rules routing is invoked passing a type of
cryptography, the data to be encrypted, and any relevant
cryptographic keys. The rules routine queries the location, uses
the location information to access a list of communication
requirements for the location and updates the parameters of class
Locale, and verifies that the specified type of cryptography and
length of key are acceptable for this location.

This approach results in an increase in network communications
since each location check and possibly also accessing the list of
cryptographic restrictions require network communications. An
active approach to location determination will be followed when GPS
is used, since GPS requires active polling of satellites.

2. a second ’'passive’ approach in which location checking 120 and
validation are only performed when triggered by a predefined event,
such as one of the communicating devices crossing & country
boundary. In the cellular telephone example described above, this
can be implemented by controlling the application service component
30 to investigate the cell IDs received from base stations to
identify a change of cell and only to initiate a location
determination when such a change 1s recognised.

Generally, 1f the location i1dentification operatior. 130 confirms
that the mobile device has not crossed a country boundar:y cthen, for
embodiments of the invention in which the mobile device checks only its
own end of the communication, no further action 1s necessary for local
validation and the communication with the remote computing device
continues. Nevertheless, the mobile computing device sends its location
information to the remote computing device each time this information is
obtained, so as to enable the remote computing device to maintain updated



28. A conputer program according to claim 27, wherein said predefined
events include the processing of an instruction to encrypt or2 eedugtzma.
29. A conputer program according to claim27 or claim28, for control

t he operation of a tel ephony-enabl ed conmuni cati ons device, wherein said
predefi ned events include receipt of a newcell identifier froma cellular
networ k access node. 30. A conputer program according to any one of clains
27 to 29, wherein said steps of obtaining information for identifying
permtted cryptographi c conponents and séBecting or validating selection of
a cryptographi c conponent are only repeated when the country |ocation has
changed. 31. AroBlROg E0uCANEEDLbdaRTrshE BRALAL 20bn0Ersd e fdnl @iticfOMPUL i Ng

device to perj]‘ng{lme%h&eff)émlogg\nc u§$ne;p§éviw. response to identification of the
country location of at least the first conputing device, obtaining

information of the identified 'coun‘tr%' S | egi sl ative tg@ui rements relating
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identifying permt crypt ographi ¢ conponents the identified country;
and sel ecting or validati n%fdsel ection of a crrxgt ographi c conponent m

accordance with t A8° di5t Hisn®d PG REY 8R%/Shd PR IcoFtRARE &e¥i 177 then
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Then the actual encryption or decryption is performed. The rules
process desirably takes account of both where the data originated and

where it is received.

The above description states that the application service component
on the mobile device can be expected to perform a check of at least its
own device location and to select or validate selection of cryptographic
components in accordance with the local legislative restrictions. While
consideration of only its own location can be adequate when the mobile
device is sending data to a remote target device if the target device
could be relied on to perform its own assessment of the relevance of its
local legislative restrictions, a more complete check of conformance to
cryptographic and other communications restrictions involves the mobile
device determaining the location of the remote communicataing device as
well as its own location by sending a location query to the remote
device. The results of this query can then be compared with the list of
country-specific cryptographic restrictions, as with the device's own
location i1nformation. This requires each communicating device to send its
location i1nformation to the communication partner or requires each device

to be able to identify the location of both devices in some other way.

Similarly, when the mobile device 15 a receiver of encrypted data
the application service component on the mobile device preferably checks
the validity of cryptographic components in relation to both its own
location and the location of the device from where the data originates.



conputing device by obtaining information of |egislative requir ltJ
relating to one or nore communi cation operations of the nobile m UrLgZUUZ

device ibr the identified country, and selecting or validating selection of
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with the broadcast cell ID.

As is clear from the above example implementation, the location
determination operation may be performed either by only one of the
communicating devices using location information for both devices or may
involve a determination for selection or selection-validation at both

ends of the communication.

An embodiment of the invention has been described above in relation
to an application service component for achieving conformance of mobile
device communications to different cryptographic laws. The invention also
enables dynamic control of the performance of operations other than
encryption and decryption for, a mobile device in accordance with
legislative requirements which are relevant to the current location of
the mobile device and in accordance with the requirements of applacataion
programs at either end of the communication link.

Examples of other applications of the inventaion are for ensuring
conformance to laws prohibiting use of certain technologies within
specific countries (for example, if that technology 1is relevant to
defence), and laws which dictate the language which must be used or
technical criteria to be met by digital signatures used for financial
institutions’ electronic transactions. In the former example, a location
determination 1s followed by a check of whether the current location of a
mobile device 1s a prohibited location for use of the device, in which
case the device 1s disabled. In the language requirement example,
translation software components may be selected to ensure conformance of
transmitted data to the language requirements.
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first computing device to execute processes

to respond to identification of the country location of at least
the first computing device by obtaining information of legislative
requirements relating to one or more communication operations of the
first computing device for the identified country or couniries, and

to select or validate selection of an operation sequence in
accordance with the obtained information and in accordance with
communication requirements of at least a first application program on the
first computing device, for performing the one or more communication
operations.

2. A software component according to claim 1, wherein validation of
the selection is performed on the first computing device, or on a second
computing device with which the first computing device communicates, in
accordance with communication requirements of a second application
program on the second computing device.

3. A software component according to claim 2 wherein, in response to a
failure to select or validate selection of an operation sequence which
satisfies the communication requirements of both the first and second
application programs, the communication connection is broken.

4. A software component according to any one of claims 1 to 3, wherein
validation of the selection is performed on the first computing device,
or on a second computing device with which the first computing device
commurniicates, 1n accordance with legislative requirements of the country
location of the second computing device.

5. A software component for providing communication services to
application programs on a first computing device including controlling
the operation of the first computing device to execute processes

to respond to i1dentification of the country location of at least
the first computing device by obtaining information for identifying
permitted cryptographic components for the i1dentified country or
countries, and

to select or validate selection of a cryptographic component in
accordance with the obtained information and in accordance with
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communication requirements of at least a first application program on the
first computing device, for encrypting and decrypting data.

6. A software component according to claim S5, wherein validation of
the selection is performed on the first computing device, or on a second
computing device with which the first computing device communicates, in
accordance with communication requirements of a second application
program on the second computing device.

7. A software component according to claim ﬁ wherein, in response to a
failure to select or validate selection of a cryptographic component
which satisfies the requirements of both the first and second application
programs, the communication connection is broken.

8. A software component according to any one of claims 5 to 7, wherein
validation of the selection is performed on the first computing device,
or on a second computing device with which the first computing device
communicates, in accordance with legislative requirements of the country
location of the second computing device.

9. A software component according to any one or claims 5 to 8, for
initiating identification of the country location of the first computing
device when establishing a communication connection between an
application program on the first computing device and a remote
application program.

10. A software component according to claim 9, for repeating initiation
of the country location identification in response to predefined events
during the communication.

,

11. A software component according to claim 10, wherein said predefined
events include the processing of an instruction to encrypt or decrypt
data.

12. A software component according to claim 10 or claim 11, for
controlling the operation of a cellular telephone, wherein said
predefined events include receipt of a new cell identifier from a
cellular network access node.

i3. A software component according to any one of claims 10 to 12,
wherein said steps of obtaining information for identifying permitted
cryptographic components and selecting or validating selection of a
cryptographic component are only repeated when the country location has
changed.
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including:

in response to identification of the country location of at least
the first computing device, obtaining information of legislative
requirements relating to one or more communication operations of the
first computing device for the identified country or countries; and

selecting or validating selection of an operation sequence in
accordance with the obtained information and in accordance with
communication requirements of at least a first application program on the
first computing device, for performing the one or more communication
operations.

15. A method for controlling the operation of a first computing device
including:

in response to identification of the country location of at least
the first computing device, obtaining information for identifying
permitted cryptographic components for the identified country or
countries; and

selecting or validating selection of a cryptographic component in
accordance with the obtained information and in accordance with
communication requirements of at least a first application program on the
first computing device, for encrypting and decrypting data.

16. A mobile computing device including software for controlling the
operation of the device to ensure conformance to legislative requirements
of the current location of the device, the software .controlling the

device to execute processes

to respond to identification of the country location of at least
the mobile computing device by obtaining information of legislative
requirements relating to one or more communication operations of the
mobile computing device for the identified country or countries, and

to select or validate selection of an operation sequence in
accordance with the obtained information and in accordance with
communication requirements of at least a first application program on ctne
mobile computing device, for performing the one or more communication
operations.

17. A computing apparatus for interoperating with a mobile computing
device, the computing apparatus including software for controlling the
operation of the computing apparatus to ensure conformance to legislative
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device by obtaining information of legislative requirements relating to one or more
communication operations for the identified country location of the mobile device and
legislative requirements relating to the one or more communication operations for the
country location of the computing apparatus, and

to select or validate selection of an operation sequence in accordance with the
obtained information and in accordance with communication requirements of at least a
first application program on the mobile computing device, for performing the one or more

communication operations.

18. A computer program for providing services to application programs running on a
first computing device, including controlling the operation of the first computing device
to execute processes performing the following steps:

responding to identification of the country location of at least the first computing
device by obtaining information of the identified country’s legislative requirements
relating to one or more communication operations of the first computing device, and

selecting or validating selection of an operation sequence in accordance with the
obtained information and in accordance with communication requirements of at least a
first application program on the first computing device, for performing the one or more

communication operations.

19. A computer program according to claim 18, wherein the step of validating
selection is performed on the first computing device, or on a second computing device
with which the first computing device communicates, in accordance with communication

requirements of a second application program on the second computing device.

20. A computer program according to claim 19 wherein, in response to a failure to
select or validate selection of an operation sequence which satisfies the communication
requirements of both the first and second application programs, the communication

connection is broken.
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with legislative requirements of the country location of the second computing device.

22, A computer program for providing communication services to application
programs running on a first computing device, including controlling the operation of the
first computing device to execute processes performing the following steps:

responding to identification of the country location of at least the first computing
device by obtaining information for identifying permitted cryptographic components for
the identified country; and

selecting or validating selection of a cryptographic component in accordance
with the obtained information and in accordance with communication requirements of at
least a first application program on the first computing device, for encrypting and

decrypting data.

23. A computer program according to claim 22, wherein the step of validating
selection is performed on the first computing device, or on a second computing device
with which the first computing device communicates, in accordance with communication

requirements of a second application program on the second computing device.

24. A computer program according to claim 23 wherein, in response to a failure to
select or validate selection of a cryptographic component which satisfies the requirements
of both the first and second application programs, the communication connection is

broken.

25, A computer program according to any one of claims 22 to 24, wherein the step
of validating selection is performed on the first computing device, or on a second
computing device with which the first computing device communicates, in accordance

with legislative requirements of the country location of the second computing device.

26. A computer program according to any one of claims 22 to 25, for initiating
identification of the country location of the first computing device when establishing a
communication connection between an application program on the first computing device

and a remote application program.
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include the processing of an instruction to encrypt or decrypt data.

29. A computer program according to claim 27 or claim 28, for controlling the
operation of a telephony-enabled communications device. wherein said predefined events

include receipt of a new cell identifier from a cellular network access node.

30. A computer program according to any one of claims 27 to 29, wherein said steps
of obtaining information for identifying permitted cryptographic components and
selecting or validating selection of a cryptographic component are only repeated when the

country location has changed.

31. A method for controlling the operation of a first computing device to perform the
following steps:

in response to identification of the country location of at least the first computing
device, obtaining information of the identified country’s legislative requirements relating
to one or more communication operations of the first computing device: and

selecting or validating selection of an operation sequence in accordance with the
obtained information and in accordance with communication requirements of at least a
first application program on the first computing device, for performing the one or more

communication operations.

32. A method for controlling the operation of a first computing device to perform the
following steps:

in response to identification of the country location of at least the first computing
device, obtaining information for identifying permitted cryptographic components for the
identified country; and

selecting or validating selection of a cryptographic component in accordance
with the obtained information and in accordance with communication requirements of at
least a first application program on the first computing device, for encrypting and

decrypting data.
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the device to ensure conformance to legislative requirements of the current location of the
device, the software controlling the device to execute processes performing the following
steps:
responding to identification of the country location of at least the mobile
computing device by obtaining information of legislative requirements relating to one or
more communication operations of the mobile computing device for the identified
country, and
selecting or validating selection of an operation sequence in accordance with the
obtained information and in accordance with communication requirements of at least a
first application program on the mobile computing device, for performing the one or more

communication operations.

34, A computing apparatus for interoperating with a mobile computing device, the
computing apparatus including software for controlling the operation of the computing
apparatus to ensure conformance to legislative requirements of both the location of the
computing apparatus and of the current location of the mobile computing device, the
software controlling the apparatus to execute processes performing the following steps:

responding to identification of the country location of the mobile computing
device by obtaining information of legislative requirements relating to one or more
communication operations for the identified country location of the mobile device and
legislative requirements relating to the one or more communication operations for the
country location of the computing apparatus. and

selecting or validating selection of an operation sequence in accordance with the
obtained information and in accordance with communication requirements of at least a
first application program on the mobile computing device, for performing the one or more

communication operations.

35. A mobile computing device including a controller for controlling the operation
of the device to ensure conformance to legislative requirements relevant to the current
location of the device, the controller including:

means for responding to identification of the country location ot at least the
mobile computing device by obtaining information of legislative requirements relating to
one or more communication operations of the mobile computing device for the identified

country, and
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accordance with the obtained information and m accoxdance with communication
requirements of at least a first application program on the mobile computing device, for

performing the one or more communication operations.



