WO 2022/072630

1/7

Device
1i6-1

Secrats
containment j«
112

APl Library
134

PCT/US2021/052872
%OO
N
Device
1i0-N

Brokering
agent{s}

140

Secrets and

Service Provider

Secrets and Service Provider

System Systermn
130-1 130-M
200
\\\\\\\\§
§\\.
Manufacturer Vendor Network Cperationsl End-of-life
Sacrels Sacrels Secrats Secrels Secrels
248 228 238 244 224




WO 2022/072630 PCT/US2021/052872
2/7
%OQ
130-1 O
\§\
: Consensus
g CA
ot 314 Support
- T 318
310 o =420y
Secrats
generator Ledger
212 318 318-2
o
PSP
328
&

318-1

Brokering
Agentis)
14D

1

Secrets and

Service
Provider
System
130-0




PCT/US2021/052872

WO 2022/072630

3/7

opF
P1BP 5134385
10 12§ 24t BUiZinn uooun
aydesdoidAn e Suuiiogiad
A adpages Buoisinosd
~5324205-3500 341 APIAGI

)

37
3mAsp ayz 03 Suipuodsauos
EYE[ 5194395 §0 195 B IR0

243 BZUDINY @

ey
i3ssnbad

oty
INA3P
B 0F 1334524 YUM a1A48S
Fuposinoid-sisinas-ysod e
apinead o3 3ssnbas g aneoey

AN

tissoeesy,

OGy



WO 2022/072630

4/7

Uniform Network
Communicalions
510

Proot of Origin
{PCO} to Creating
Device
520

Direct Session
Between Devices
530

Create and Verify
Messages
240

Secure Assets
55

3

Change Securily
Posture
560

Track Device Trust
570

FIG. 5

535

PCT/US2021/052872

500

S
R

Y

W



WO 2022/072630

5/7

PCT/US2021/052872

600

RS

v,

Y

Create PO
52

Retrieve
Asymimetric Session
Public Kay
£04

initialize Primary
syminelric Session

Verify POO
£08

Commit Primary
Asyrynetric Session
£10

Sacondary
Asymmaetric Session
6312

Fetrieve Network
Pubiic Information
614

Creats
Authentication
Signature
516

Session Initiation
6518

symimelric
Decryption
624

Fetrieve Network
Certificate

G5




WO 2022/072630

PCT/US2021/052872
6/7
700
s\\\\\\\\\‘
Retri .
¢ ”?ije Return Operational
Cperational . .
) Symmetric Key
Symmetric Key 716
202 —
initialize Roll Rolito New 70
e Operational o
Seguence .
04 Symimetric Key
o 118
Confirm Rall Promaote ?‘.u MNew
. Operational
Seguence .
06 Symmnetric Key
““““" ]
Set fnternal
Message .
Co Authentication
Authentication
708 Random Number
(reate

Yerify Message
Authentication
710

Commit Message
Authentication
732

Request OTP
14

Authentication
Signature
124

Yearify
Authentication
Signature
745

Generate TP
728




WO 2022/072630

711

PROCESSING DEVICE
802

INSTRUCTIONS
#28

LI IIIES)

&
&
&
AN

RO

RAIN MEMORY 304

INSTRUCTIONS
846

e

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

MNETWORK
INTERFALE
BEVICE

808

)

\\\\\\\‘\\\\\\\\\\\\\\\\\\\\\\\\\\

I/{////////////
“, 7,
222

e
{

‘o 80

B

\\Qru.\/,-—..}‘__

NETWORK

)

e

S
&
&
&
S

E AR

BLIS
AN 8 3 O

PCT/US2021/052872

800

&
R

7z

STATIC MEMORY
06

DATA STORAGE SYSTEM

MACHINE-READABLE
MEDIUM 324

.
S
&

o
&
&
&
S

N\

INSTRUCTIONS
826

Y




