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WD 2004/ 091166 PCT/JP2004/ 002928 DESCRI PTI ON

APPARATUSES, METHODS AND COWMPUTER SOFTWARE PRODUCTS
wWO-OR4006 NG THE VALIDITY OF A SERVER CERTI Fl| BAIEP2604/002928

Technical Field The present invention relates to a

communi cation apparatus, a certificate issuing

apparatus and a communi cation system and the I|iKke,

and nore particularly to a communi cati on apparatus, a

Cystem and the 101 | BESCRIRFEOM: o Server

aut henti cati on bg use of a server certificate in a

spoofing on the Internet at the tine of a
server-client conmunication, U S. Patent 5657390
Tedhndcat FEiedd echnique relating to SSL (Secure Socket
Lay H and RFC2246 (| ETF) di scloses a technique
rel j e gresentdnvertiepdialates ép scapmynicaipprapparatus,
FVers f t echni
a Bt aRe Reting B feftus g @ PR RCS TS e, and the
likehl @nd imoaebl paktiduEglgmtshani ogmimusicatésm apparatus, a
a_conmmuni,cati on system at the tine

nfi,gurati.on of .
cerfiiCaSES B HARRAIATHS, aNdra CUTRMNIGATION SYsiamy iand the
likeE OFGK | §éﬁfd¥mﬁ1§¢rs@wefreratmfhe%ﬁ(€ag%m€f Bl Qs&PBR at Userver

1000 and a repoSitory 2000 whic 5 are’under the
cergifigata bh atompwinidatéane authority (CA), plural

application servers 3000a' 3000k used by application

providers, and plural term nals 4000a-4000n used by

BaokgrounteAirepository 2000, and each of the
appl i cation servers 3000a' 3000k and termnals )
40086 A66bRigresc faneeYeRCOBinBe thet erediesood’ tapring and

(Y LT icat e I QN _apparat. 000 is T
serfBh SEIANT P ECTA A PR T0P, § °sBryer-clent
corfigfdnicatieac) &. Phtent S6B76306 JiRbasdOGDneckBlque relating

to S e teReevEn e i ans A a2 4k BeaF catsalnses -
tech®fiyBes réPAg300 Ot sapfrdridp SHS LayRiH 83 cirity), which is an
improved version of SSL (these techniques are hereinafter
collectively referred to as “SSL").

FIG. 1 is a block diagram showing the system configuration of
a communication system at the time of an SSL communication.

The communication system |Is comprised of a server
certificate generation apparatus 1000 and a repository 2000 which
are under the operation of a certificate authority (CA), plural
application servers 3000a~3000k used by application providers,
and plural terminals 4000a~4000n used by users. The repository
2000, and each of the application servers 3000a~3000k and
terminals 4000a~4000n are connected to the Internet 5000.

The server certificate generation apparatus 1000 is a
computer apparatus that (1) issues a CA certificate 6000 for each of
the terminals 4000a~4000n, (2) issues a server certificate 7000 for

-1-

IEGFBR SAF RPRE AR R PR eTIDEGHC THE VALIDITY OF
A SERVER GO 11§ Ehe probl em of tapping and 15 server



10

15

20

256

30

server certificate revocation list (hereinafter

referred to also as ""CRL") 8000 to the repository
WQReA/091ie repository 2000, which is a conput ePCT/JP2004/002928

apparatus for 5 distributing a CRL 8000 to each of

the term nal s 4000a"4000n at their distribution

requests, is conprised of a CRL storage'unit 2100 for

storing a CRL 8000 distributed fromthe server

eacBoECAPPUSILRT SE288TH of 00 Bant R FB0KN S sk 33odistributes a
ser%Pr@Qr'{igc%goﬁgg AbR09istNihetéPPatterepsfetedldd Riso as

term na n upon recei pt of distribution
“"CR1ZQuee0$6 td rtbim sepdsiteryi 2806€.4000a" 4000n. Each of the

applj cat | 00a- 30Q0k. i f
AppANE JSHISIEOHY s2PDllu Rt ds, & TANTURE, appafmius for
distrfbadiy o cre 840 M cH AF0rie 4dNirid18t 4089 arde00n at

communication request in 15 an SSL communi cati on, and
theijrs diglaébupiost requester iugpmpiised af aseRleptorage unit 2100

C .t e or unj: i i -
for ;&hoHHgE 5 ° CBICL 88B o} Wik rippited” o 0ATE 0 BBF Pkt *Bertificate
ger&ma'tt}b?ﬁda}ﬂﬁd‘raaufs! 1900 andt a41<£d?m00neh1ua§a¢a'l&0n unit 2200 for
certificate verificatiqgn unit avin
senging the ael G560 tad b Cigosd g€ Sirf Fho§dor each of
4 : d i G ALt A 00N LhH: )
theg£éPmiAals A0 0a 0GRS BAD TELRI6E arRISIHbLERD requests
fromi shich bermppals 40008 <000 3. 3000ai 3000k, the CA
causes .th erver ,.certificat ti t
To0&ach PIE amRlisation: serveras thla stk Tigcamputer
appuYhtdisSthhPUWissribUkB sSET y&Fv e clirtifirites 70600 tbOeéPﬁ of the

respective application servers 3000ar 3000k. Each o )
termriaalapp) 0 0ari4M08srtherts hagowe d®EoRe I BREY CER®N request in

an Gyehi ¢ PHLRDOERHE &t i3 B8R bt R SehVersEhK=S 100, 2
serdicyt ebuifRstel Gteagheoiuriibe3n@UY mach a 300AD0NMi€eRMM unit
a CA certificate 6000 including a CA public key which

33@)&} rs up with a private key of the CA that signs the

ao0sa/ b SEBind AROTE AR 12 AfppEd AR & client
uniPCEFLOPR 084580282 &ertiHicatfd cagréfi6adien ntrdtt4200Ahaving a CA
cer%?friéétfei Cs%?aaéolrj% 645%} aAh2 Qa' CRL storage unit 4220, a clock
4300, and a communication unit 4400.

Before the terminals 4000a~4000n start communicating with
the application servers 3000a~3000k, the CA causes the server
certificate generation apparatus 1000 to issue server certificates
7000 in advance and distributes such server certificates 7000 to the
respective application servers 3000a~3000Kk. Each of the
application servers 3000a~3000k stores the distributed server
certificate 7000 into the server certificate storage unit 3200.

Also, the CA distributes, to each of the terminals
4000a~4000n, a CA certificate 6000 including a CA public key which
pairs up with a private key of the CA that signs the server certificate
7000. Then, each of the terminals 4000a~4000n stores the CA
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Meanwhi l e, the CA checks the invalidity of a server

certificate 7000. Wien judgi ng that such server
we@egoioditeat e 7000 is invalid, the CA causes tPET/SE0WA02928

certificate generation apparatus 1000 to add 5 the

serial nunmber of such server certificate 7000 to the

current CRL 8000 so as to generate a new CRL 8000,

and distributes it to the repository 2000. The

0S;i t Q0 or the .re ved CRL 80Q t he
certfifcaie, PARS iRte YRheA sRECFEARe Sfu S i dons-
regwidahwhile, fﬁﬁl@ﬁtcﬁé@@ﬂmﬁ*\/éﬂ@@,ﬂ of™H keP¢BP dartificate
t he rep03|tory 2000 to distribute the CRL 8000. The

7008poVh@iyiedgngitbatissateserver cartifigatet H00Ads invalid, the

CAIGRRSEL e LELTBR S ADORS A0000 Aoh bR g0 Sk 20

. thd beri@Rnsirtbeagef wiidh $§rvdPRertifitatauzo9d te the current CRL

comruni cation unit 2200 to send it to e
8008 sp s £o106meraieon. newe fRds G0 t@fr}ﬁ? ngISE"'bUteS it to the

4;_([?)@ stores the received CRL 8000 into the CA
repék%ﬂ? lf’Yca eﬁ'storage unit 4210. FIG 2 is a list

shoWhgy rapasibopy 2000t beomsithenrecebosdir€RL2806I0 anto the

eryer certificate 700 sho in Fl G Not
cREcafaradeiinit; 23Dl artis ot hats 4d0Rar-FADBR regularly
red%%slts Yheec ok Uh'i@é’ttlén7Q|Qﬁt | 3208d¢n Uph&f rép¥eIt@IrYn 2000 to

7001, a serial nunmber 7002, a signature algorithm
distoidgiteabhe¢ sREr80004, a validity period 7005, a name

R e NI L <5 s

resTpi@ctlﬁéfﬂ@mmm‘ge40®©%2v460®matCtlh%lﬁtr@é*@ﬁjestt@ beln so domg,

assigned to the server certificat i ssuer.

th%ur@@@tsUtcerxaQ&Q@ teadsobhe; GBl-APes fi’tm‘@ va&ﬁi{-rﬁﬁqr%@ unit
Zilﬁé,tﬂ?d 'c%ﬂéeésr tﬁ‘ﬁctfoﬁﬂtrﬁﬂﬁ il:t?bﬂrhn P@Sft‘tﬁ'ée?\%oft &P each of
i ca oTTty

namne e certi aut I'ssued
the tesnriamier4000atn4008ne. Hbehval thettemmimalds 2000a~4000n

i ndi cates the ri r.i_n i ch e seryer .
staradt EhPocree e RO APPE Thid thane A G i Cat stosagg unit
424904/ 091166 PCT/ JP2004/ 002928 nane of a subject for

which the server certificate is issued. The
FIG. 2 is a list showing an example of the minimum structure

of a server certificate 7000 shown in FIG. 1. Note that server
certificates are in the x509 format in SSL.

The server certificate 7000 is made up of a version 7001, a
serial number 7002, a signature algorithm 7003, an issuer 7004, a
validity period 7005, a name 7006, a public key 7007, and a
signature 7008.

The version 7001 indicates a version of the x509 format. The
serial number 7002 is a unique number to be assigned to the server
certificate by the issuer. The signature algorithm 7003 indicates
the algorithm used by the issuer in creating a sign. The issuer 7004
is the name of the certificate authority that issued this server
certificate. The validity period 7005 indicates the period during
which the server certificate remains valid. The name 7006 is the
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public key 7007 is a server public key. And the

signature 7008 is a signature created by the CAwth
WO @4 1p6 | vat e key on the part in this servePCT/JP2004/002928

certificate excluding such signature. 5 FIG 3 is a

di agram showi ng an exanple of the m ninmum structure

of a CRL certificate 8000 shown in FIG 1. The CRL

8|000 is made up of a version 8001, a signature

al gorithm 8002, an issuer, 8003, update.ti 8004, next
nardgdar & SURISCO. WICH, BREGSEEYET KAIRTCHG0es 1gued: The

[ dbli [ 13@8 i

PR B BB S R DLTTRe T o e R L 008 Is 2
signatwcatieated iyt thaIGA svighdtsiCA griatea kaysoothe part in this

o t oot Iy ! WENE pal
seryff Cagieare sxealae m On Sgleth B Toster sooas
i ndFgat es (e ndiaRyraimt BRoWARE Rt @x @i plee ofRth&0fInimum

The update 15 tine 8004 is the date and_time of issue
strisctung of e GRE icestéicaipn8&q@shqwbtin The. nkxt updat e

ti 0 I S t i b LC .
ce?t%ih% gtdé ?Q@@cggi %‘nﬁ?s@b\%ﬁl}cl ¥b2@t€)@zﬁ gﬁ)%éktat?lﬁgature
aIgEhﬁg\rrﬁ\BIg(@Z, gﬂﬁ@%h@r@@@%@ﬂﬁlé& tinhes8004, senitalipdate time
3008 g SRS GBI o838 et sgm 007, ana
sigRgtyuprs &&hgi ficates issued by the CA under the name of
“an 1ssuer, the serial nunber of each server

cer flife varsigu@Ral tis the iversiod of thise cechifitiadiel re)eocation

st SoEhe BB Se S MBS P Rach S Bia Bk sed by
thd RSued 90sidHAgUEad dartifieats peibgabidn Missl gMhwisdsuesr 8003
certificate 25 revocation list. And the signature 8008

indicates thrarame of diedsying K of the KRLE SUR0 pr g apdate

. ke i n_thi i . .
wimé Py I EnRfaed BnihRpiny Bl SHlR G|, pvocation
listsheTRethext erpdatal 8im4080asABheadat¢ e dhtiniiec blyi winich the

servers 3000a- 3000k carry, out 30 an unencr gt ecl_
cerdfigate CRVOSRLIGN BISYWIY aeseael@rtgg aarrea@r%u%¥ . The revoked

certlfidstd BOOE [ o ﬁa?%m‘é WUi®6b and revocation
comruni cat | te that a d

on1s carried out. escription
times VEDREM OP YERH cRETY & PPOVakeo2 28 viey giaréificadias.of Out of

segv%er geai?t?fi\c’:\ggése iSs e Qitﬁ%téﬂnu%ae?%\rej ﬁgn‘?gtof an issuer, the
serial number of each server certificate judged to be invalid by the
CA shall be described as a serial number 8006b, together with its
revoked time 8006b. The signature algorithm 8007 is the
algorithm used by the issuing CA in signing this certificate
revocation list. And the signature 8008 is a signature created by
the CA with its CA private key on the part in this CRL 8000 excluding
such signature.

Next, a description is given of the case where the terminals
4000a~4000n and the application servers 3000a~3000k carry out
an unencrypted communication.

FIG. 4 is a sequence diagram illustrating the case where an

unencrypted communication is carried out. Note that a description

4.
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between the term nal 4000a and the application server
3000a. In the termnal 4000a, the client unit 4100

w0 paitogties the conmmunication unit 4400 to SeneCEJP2004/002928
request 1 to the application 5 server 3000a (5801).
Then, the conmunication unit 4400 sends the request 1
to the communi cation unit 3300 of the application
server 3000a (S802). In the application server 3000a

communi ¢ tlon unit 3 outguts t he Eece

s GRRISIIOHe of (the SR WOATE 316 abigit 1S farried out
betwééﬁrtr@'térﬁﬁ%l M PEO8SETd S arp?mt%%oﬂ dnaaen8nI (.

a response 1, and 1 ndi cates the comuni cation unit
3300nt theeheriminad 408 0ar theaclientooaiy sBbaY. indisates the

corb S SRBRC €T 0D, 3080 e B, L P8RS obcation

sert/2803D0 0D Fﬂmp MRt the eoihimdrHiaelort mmmemomabends
4000a outEuts e response 1 to the cllent uni t

the seasestThete ditetemmynicationr tindh 3300; af tthe aamlécatlon
ser%%?“?ﬁ%al\(“sﬁe%ﬂ encrypting the request 1 and the .

response a description is given of the case

vvherIa ﬁH’@awmatad)n se?@e¢03)@aoa4mﬁ@r\c@1mﬂnumecation unit 3300
ation servers 3000 30 0Ok carr

QAR TeRUGRT. 1 toENS spoval st SN0 §SBR3N The
seNér‘{?‘rﬁfta:‘leQ |5H§cé§sse?s \gg%her@dheﬂ‘irl?flp?éﬂerate a response 1,

communi cation Is carri out Not e t a descrlptlon
and sndigates tiee e:omhmmhexam‘senmrtéwedmmﬂmdat torthesterminal

rri et ween the term 4000a t

40@@@ (ERPhh <R SB50£0 MM TREAEN R HATE 70009, SeRgs such
dreged bt tHd b mmdusdEeSohhanit apmigfath@tarminal 4000a
400 to send a request 2 to the application server

(S&@Eba in encrypted form (5900) Then, the

t 4 [ j
el e LR Oizcr”é;?E;E,@HHH"’"f@ébg”outputs
theCrieepbheld © patket clibat umitl4tes (9$06)client random
numher to serve .as an el enent (i a conmon ken%/

a tye ofzorrawcswsatm DTS b dhe Faave saaence
Wi SERREPLBESE® teavest P IRIRIR TRy

Next, a descrlptlon is given of the case where the terminals
4000a~4000n and the application servers 3000a~3000k carry out
an encrypted communication.

FIG. 5 is a sequence diagram illustrating the case where an
encrypted communication is carried out. Note that a description is
given here of the case where a communication is carried out
between the terminal 4000a and the application server 3000a.

In the terminal 4000a, the client unit 4100 indicates the
communication unit 4400 to send a request 2 to the application
server 3000a in encrypted form (S900). Then, the communication
unit 4400 sends, to the communication unit 3300 of the application
server 3000a, a ClientHello packet that includes (1) a client random
number to serve as an element of a common key and (2) a type of
encryption that the communication unit 4400 can support, so as to

_5.
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In the application server 3000a, the comunication

unit 3300 determ nes the encryption type fromthe
w@hiognoHed | 0 packet, generates (1) a server reCHOrM04/002928

nunber to serve as an elenent of a 5 comobn key and

(2) a session ID for uniquely specifying the

communi cation, and sends the determ ned encryption

type, the server random nunmber and the session ID in

a Sery Il o packet S902). Then, th icati
stadtore SEbehbogab S hsskTN2);  Then e sommuni cat L on
Serzr?"th%eéﬁbfitﬁﬁih% SEPUAPS0UDE, B7ORonFAPINicatPo AaNEIE 3300

such server certificate 7000 as a Certificate packet
detepmihes cidmerueinexyipdiomunity pg4orosn tihe t Eligintddelloomacket,

5904),,.and sends a k
geniE3ante: (ol FoseLRE Fa700 F SoumESirhe snmar el SisTosnt of 2
confifth okeyheder '?aé 48981 eHUs foheunsguely specifying the
certificate 7000 fromthe Certificate packet, and
comedzicatiam, amdt Render tBe datermingd sBerypdan gype, the

certBriirt Biber IhcCEly Sesbich 1057 B SETuEIGRlPpacicr
(S9ioWal i dThemottheanco mohiuiiieatibine woitn®B08t iradmi & server

4400 of_ the verification result (S906). Wen.t
certifionsp 2ab0rirosaitbe ServRmFRttTicats SaRit 3200,($903),
a T e t 1 j
serit B I GRrFerp CELLITRATECY 000 diE LELMIRAE Badket to the
condiTsicoitatoo n ture t Fes30 af, thente rminah4 0026804 ), amd sends a

el 4o e B L Flcb e Shi Aapg 45907,

genghal esnfmRirfERSIcH upeENaD 0 8eEhketei®hiiBa4080@a reads the
common key for encryption, encrypts such prenaster

seryecreariificate 0QQ rfrem dh e Qg it caie dankataend samds it to

thes Y95 EEaBe ey EFRfaatER Suyt 4 28, sSPTB cAHE Server
cerfifi @tieKexFibation patked20Daverifiésdéssudie samorgmpicettificate
secret after the arrival of t

(%ie.”&St er. € rl’_] he_ .. .
70@risdnvalihosnRObadREt NEEYRS thengommurHeatiam ynip 4400 of
i r t i i . it .
the PR roREls FRE, e IREHENGE LERIRAtEIS invalid,
thel ndomaniunrgcatioen i wirtit adidd0 okesrds yphni odlerthepacket to the
comupi cation unit 440 ener at.es,.a _conmon used
cormBRUBHa gD, 0TS Sl it S R BHER e Se0uFooTeFa 38 %s to
disBERhERRAGE 98387 I aRdoratUHeAN AR ISES YRE ElRd@EPWNIt 4100.
nunber, and the prenmaster
Meanwhile, when the server certificate is valid, the communication
unit 4400 generates a premaster secret used to calculate a common
key for encryption, encrypts such premaster secret with the server
public key contained in the server certificate 7000, sends, to the
communication unit 3300 of the application server 3000a, a
ClientKeyExchange packet that includes the encrypted premaster
secret after the arrival of the ServerHelloDone packet (S908), and
further sends a ChangeCipherSpec packet to the communication
unit 3300 (S909). ChangeCipherSpec packet is a packet indicating
the initiation of encryption. The communication unit 4400

generates a common key C used for encryption from the client

-6-



10

15

20

25

30

secret, and encrypts a Finished packet indicating the
conpl etion of the handshake with the generated common
wheyws®1160 as to send such encrypted packet tRCT/hE2004/002928

conmuni cation unit 3300 of the application 5 server

3000a (5910). The communi cation unit 3300 of the

application server 3000a reads the encrypted

grenaster secret fromthe O ient KeyExchange packet,

ecrypts jt with the server private key int he
rangPEaBUERbesethe: SEINETGERBARIBS N BEtoA Ty HES REgmaster

r O A r i

sec] B B At R e P B e coRfIetion of
therhembesh akkenitntissSig dreeidieakeo amore ey Coaauas ta send such

Ll h key C. d b
encE e Baekeh EANG S9boMIaD Lot ) ¥ the aralisption
serQ¥rt3@ooao@ynpgati on unit 4400 becone the sane. The

communi cation 15 unit 3300 decrypts the receiv

ed
Fi nil figeco prtketication unét seabeT theyappligadionserygsn3000a

reaSe B, TS SR RLEY SRR PP oo s onoe
T T et el
secrgtmp nzb9¢ﬁ@rat)@ﬁn@ncemw Eﬁ.v{ 54%%)%1 Jb?tqei“gg'{»)éﬁisﬂaﬁrom the

decir‘g%ggdd%cr'é\ﬁ%%eltz%dr%ﬁzi Ml ddRisihed nl%ﬁﬁhehuslg%ro?nd the

a'reques tot conmmuni cat ron unjt
cligrite eppdionmat numberver BOMR iam S&dr ypoadishale Wesn been

such decryption sugceeds (S912). ,Th nmuni cat i
congiieteboaTimaNy, apfia c SOTSME; JeeY sdood0sicteyy Ry the
coﬁ‘\ﬁ‘iuh%&ﬁéh @nitand0eeade the assiniBheleyenugstsdssed by the

the server unit 3100 (S913). The server unit 3100

commush@ﬂoauunit Aékﬂﬁésbegqme g,é\ee.sg_treea rﬂg@o@@,mmy.nication
on@09hBHERH At Vi SRERNRE P boEROR R FRE, tmmon

kewm t aR300/ HRANE BYRYS dekey pernoReec2edd)de30rpptals Udhe Finished
encrypted response 2 to the comuni cation unit_4400, of

pagket %@rﬁeﬁﬂ! itubodhq SPrMUmHea tdant Bt 44 of thesbggminal
08} 89383 0ok 08 LBy O BBRIOREILs Finishea
pacikpehs|t be deorgptedt inspoosepi®zd dorm.

The communication unit 4400 of the terminal 4000a decrypts
the received Finished packet, and sends a request 2 to the
communication unit 3300 of the application server 3000a in
encrypted form, when such decryption succeeds (5912).

The communication unit 3300 of the application server 3000a
decrypts the request 2, and sends the decrypted request 2 to the
server unit 3100 (S913). The server unit 3100 processes such
request 2 to generate a response 2, and indicates the
communication unit 3300 to send it to the terminal 4000a (S914).
Then, the communication unit 3300 encrypts the response 2, and
sends the encrypted response 2 to the communication unit 4400 of
the terminal 4000a (S915).

The communication unit 4400 of the terminal 4000a decrypts

-7 -
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the client unit 4100 (S916). The conmmunication is

carried out in encrypted formin the above manner. 5
woeoot/096cescri ption is given of verification PEr/irmom®2928

by the server certificate verification unit 4200.

FIG 6 is a flowhart show ng the operation perforned

by the server certificate verification unit 4200 when

veri fy| ng a server certificate 7000. 10 The server

certi f t 42 d h | di
the S s i b EeFPoncend, Atk O L5 the Gty b Asste 2 to
theaﬂijeﬁ@tlﬁhﬁﬂlﬁb gipgnt time fromthe clock 4300

(S9051). Then, the sefver certificate verification

uni The2c0mompaicesiamelscaarerd Outeimiemcryriedfarm in the

nd ration dates of the validity period 7005, and
abcﬁ/& F??ﬁt‘e% the communi cation unit 4400 of an error

codpdxtyi £ aldgugipEibinots giwpinr ef ivarifishtion performed by the
time is not wwthin the validit eriod 7005 of the
seryer artificate vesifdcabon ugit ésilq - end the verification

(ORI, M M Fe ettt as by e

server certificate
servepOcettificateveerifécatibncatrdt 400F i wheinorvanifying2@ server

ads t i ssuer 7004 fromthe server certificate
cer?@@@t%?@%rt her searches the CA certificate storage

Un' frhes\%épvép'teﬁ'hfﬂc%‘tecﬁéh'ffdéﬁ’éﬁ BIRY 2O OStedd d SREeValidity

en there exists the CA certificate 6000
pemadr%@ﬁ&nmorrg the treceiivedesernoma certificades2P0gy, and obtains

theg Eprebf tina Aot 3B Hodk 4368088 ne s iffe ' Server
cerSifarieuyeriftion uhie 4200ves msditad tisatcarren@ thinaisdth the

of the CA public key. Wen the nat ur
Stai‘h\%‘ld EXpifatiosn datesepf |th|ecé{ﬁé'd\}@?|ﬁ@ré%§| %&8&“ gnd notifies

%gzg‘nﬂgﬁh agz?ohhﬁn‘ff’WGPC%tf' aR %@k&r”’é‘&@eofncﬁga%fr{grperlod

cating verrfication error, and
expﬁeatifdrcawmm (t%)&n)*rebmdmm@essmghamuhmm\Aaldlty period

val i t he server ce f t t 420
7088208 the SERVFE CHURBERtS 08000 o8Pt A8 it they iggTfication
(S§(2§§2_091166 PCT/ JP2004/ 002928 certificate 7000. Then,

erver certificate verification unit 4200
Meanwhile, when the current time is within the validity period

7005 of the server certificate 7000, the server -certificate
verification unit 4200 reads the issuer 7004 from the server
certificate 7000, and further searches the CA certificate storage unit
4210 for the CA certificate 6000 of such issuer 7004. When there
exists the CA certificate 6000 corresponding to the issuer 7004, the
server certificate verification unit 4200 reads the CA public key from
such CA certificate 6000, and checks the signature 7008 on the
server certificate 7000 by use of the CA public key. When the
signature 7008 is invalid, the server certificate verification unit
4200 notifies the communication unit 4400 of an error code
indicating verification error, and ends the verification (S9057).
When the signature 7008 is valid, the server certificate
verification unit 4200 reads the serial number 7002 from the server
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reads the CRL 8000 fromthe CRL storage unit 4220, and
checks whet her such serial number 7002 is included in

W b@4/@R168000 or not. Wien the CRL 8000 i ncl uPEeRJIJr2064/002928
serial nunber 7002, the server 5 certificate
verification unit 4200 judges that the server
certificate 7000 is revoked, and notifies the
comuni cation unit 4400 of an error code indicating

oS8 G e o SRS B R G  420
reaéé”lﬂa ARIP8O 0P Fron %é@w@rst@%gef iLAAte4220, and checks

cation unit 4200 10 judges that the server
whetdrar suchtsertabouingbeal7@02dadnabidedds the:CRL 8000 or not.

whéRGERE R BP0 ictifies: Pk Seiial huiiiidt Ahaarpe server
ceréfiRRae40BHIfidHEY ANLINTEARIOW jatyeethart thedfdmveryertificate

carryi ng out an encrypted conmuni cation using SSL at
70QGhdst reiokede cndni etifiafy thet fRormaunisaiig i wait 4400 of an

8 " 3000 , st i e
errgE6hra AR, TR $47aF P MY TR VBrigigation
(S905 Tnf i Mdanwlhiihe, exhen the QRUBDOA idwesysoeninchnde the
seral ke JRGEL 6 oheVer, LeceERreHEUPLEIY) B 4200
jud%%)‘st 'tfllﬁfafl'?é éé‘r\f@nwcte%ﬁiﬁt&&%oe fewdlitndrpels @btifies the

I's causes the problemthat a termnal 1Is
compyunication uaited48€ thabthgeverifinatign has ended mprmally.

suc . Furthernore en the CRL Si co

oe s dasdrihkas AR, M sy 40003 M pg, prevent
tappingerant  spRRIfingi agy e darrynegudegt | her@rlypted
apgtﬁ)?heat } rr:s%?_y%l(eeris i nﬁm?hg@gerverrvzcbcerti_f iracﬁate. .lyp ©
comm?@am@t,lomh@ﬁln%es&ﬁagiti@ ddrened ramyaunigating with the

l.cat i h ich the term nal obtains
appﬁﬁcgg%h ?é't)\g& ?’ﬁ%@%p%‘g\@ is required to be capable
of hﬁiwl biveg, %Ea@kism@b' tmetfgiod@ti?avantl‘i@lfohlorvﬂm@pn’obyems.
is also required to capahl e of storing a, vast .
amoihistof rjﬁa.s‘é@ F@f?t Iﬁ’er%ﬁrle, '?heﬁ’@‘g'?@ anbt hgi?le existing
: hat i galy | { a e
cofPIRAIOR, st FT BRY LereRiy tHE P WP pE ORIEBEmes
enomahiodisly |peneopaviah toesrarem seein tiiecmmimr oheevokedagerver

cer%@#c!;%egfg %%i_wogenfsgoiy}?Bzrgoaé RO RO Tl B9 007778 causes
the problem that a terminal is required to have vast storage capacity
for storing such CRL. Furthermore, when the CRL size becomes
larger, it takes longer time to check if the serial number of a server
certificate is included in the CRL at the time of verifying the server
certificate. Moreover, when the CRL size becomes larger, a
communication path though which the terminal obtains the CRL from
the repository is required to be capable of handling a vast mount of
data, and such repository is also required to be capable of storing a
vast amount of data.

Furthermore, there is another problem that a terminal is
required to have a precise clock for comparing the current time with
the validity period of a server certificate at the time of validity period
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In other words, in order to communicate with a server
appar atus based on a server certificate indicating the
wo 200u@dtiye of such server apparatus, the exi stPeEJIP2004/002928

communi cation systemrequires 5 a term nal

(communi cati on apparatus) to have sufficient resources

such as a large nenory capacity, a highly-precise

clock, and a conmunication interface. The present

ifnventi on has been conceived in view of the above
veriideaHPEal problenms, and it is an object of the present

1o [RVRRhEPN WE-d¥ OMhde rd O Nt Siirh QR | @PRAT LS, ad server

certificate issuing apparatus and a communication
apparsttes) based lon |3 icervgrabestifisateoimdicating nghei validity of

erver apparatus b . a .
sucteksEr et apHEt T s ExRido dinhn il flionystem requires
a ténsiiaat ¢soheudicadidry appamitels)ses fervespdfigient réSources

In order to achi eve the above object, the

suckorafurd datrg@nm@ﬁwyatqaso@%i@wroaﬁg,iqmyrﬁéeﬁisss&wck, and a
conHH)(l?mdé)cri]?bﬁni’e nication apparatus for

conmrunicat i ng vat a server apparatus based on a 20
ser éve qmrdsdritcahwenitdn i hdscbeen anaivedofinsaiidw of the

ab 36 aFRRRRICAINIAT OB RDT e dbe & 1N 2 OPUGEEaPl offie Present
invBHIRSA t6OPrBViGROY L& ARPAEAtIvT Sa9phPatEd) da certificate

~revocation nunber that is infornmation serving as a
issging epparatos amd;@gmmmamlaatmmsyst@m@w@%he like capable

of cigmvmuriCofing i & EbiP AHERTALDZ ol (i B A gmal pmount
of telfutiFdd < aha98d BHBese naadiagtifithte theitabldicabes eae validity

out, fromthe server certificate, an identification
of suEbesenNRIdappaErabusi fy said server certificate; a

certificate judgnent unit operable to judge the

validity of the server certificate by conparing the
Digearout 3P Trdephifdmati on nunber with the revocation

number stored b he revocation nynber storage unit:. .
and 1@ (Pd’l‘iit%'nitEaéFgl'ﬁ\é%nW%l ageve %ﬁ@l‘ﬁbl@? ommunication

apB3feths FshreBiiar Rtlg TSt baEs AT s Hh o RiHinication
apparaids darecommuddeating beithabi sere e riius hetsad on a
se@%ﬁ%gi?icaat%o%picnai'chegm\}at]Ii&R?/ of 'daid %%'?%?tgﬁparatus,
comprising: a revocation number obtainment unit operable to obtain
a revocation number from a repository apparatus storing said
revocation number that is information serving as a criterion for
judging validity of the server certificate; a revocation number
storage unit operable to store the obtained revocation number; an
identification number reading unit operable to read out, from the
server certificate, an identification number used to identify said
server certificate; a certificate judgment unit operable to judge the
validity of the server certificate by comparing the read-out
identification number with the revocation number stored by the
revocation number storage unit; and a communication control unit
operable to establish a communication with the server apparatus

-10 -



10

15

20

25

30

server certificate is judged to be invalid. Mre
specifically, the certificate judgnent unit may judge

wao b@i/09866 he server certificate is valid, whenP@T@&2004/002928
identification nunber is equal to or |larger than the
revocati on nunber. Accordingly, it becomes unnecessary
to (1) judge whether the validity period of a server
certificate has expired or not by use of a clock, as

Wheji 508 STV SR HRISPER NS rUSREDHY iafe valih ARG AP aifble not to
estIEAERNA g:oﬁfr‘r?uhiftea’t‘ibﬁ' Q\ﬂthOﬂhenﬁé’fﬁ%rocgdﬁa%@éVWhen the

certific om anon such ﬁe Sl ze
ser\bseercerrbldmat@jls:g)udged tmdle ynVEI ds enabl es the

noreistlieaTRERE (8 cath I RR iR g ASE tnat

the3§éV\¢ér cesrtificaed 6ig aadid/aliitenrtinet identifieacforl nenidder is
revocation nunber. Accordingly, the conmunication

equabgar ar Usrard than thEoEeY@Egtianentdgbered to be
~IhARDBLABTAN It bBoatnRERlineRyShr Plo CRONEEE ffeher the

validorympartad | of aap@arert vertificadenias o= ginaick brtriet by use of a
r ar at us based on ”ll@f seryver ce

erver a ifiecate

cloglpediamgeetoreaniied canvengioaali oéror ohbaia angsstore a
irpat

ordb S HUCRESTEH L8 b aRary M bt i e vagncication

numbégr@thmservepme&ﬁlfecatmfnmﬂg@nmgdauqh bargereslze CRL, as

has BFen; (s Sheo Dyeriagaly. « neisarep e FoplgtiBfEbjeation
apﬁéﬁ%t% #pobltain Ry netendEdeion \Mlﬁﬁﬂé]efﬁoeﬁw t@pository

nmber judgnent unit judges that the revocation
anchmuﬂge wéwe&ardallme@vgrpéertlf@t@s araevalidvcantdpy use of

sudUTTES A HRTES il | A IR U1 Boffumcation

appar:ﬁtgst @ﬁd?thé;}&*@@msﬁmw aeetidq wiate tgd)@@tqmpped only with

validity of the repository apparatus 30 wt

a sm@baaﬁ%ﬁtmﬁf&ﬁ% Cesele 19 @mpévo%@%ﬁyg »ﬂth makes it

pos%tlgfe‘g‘%{tﬁ FrWht\ﬂﬁEgPiro% ﬁ?{?ﬁdl’a‘%‘%‘:% I mTRRSate with the
uni ¢ may | udge t the repository apparatus

serw&rvalmnﬁra&ﬂsn hased -dn Wie2Ge4vedlrestificate indicating the

I /JP 004/ 002928 identificati on nunmber of the
va ST BPONCEFEY G eRPEAUSqual to or larger than the

rev%@é' PReNEREN LFTieBEd Y PPt dteonath dhahamlRle structure
may further comprise a revocation number judgment unit operable
to judge validity of the revocation number, wherein the certificate
judgment unit judges the validity of the server certificate by use of
the revocation number, when the revocation number judgment unit
judges that the revocation number is valid. More specifically, the
revocation number judgment unit may judge the validity of the
revocation number by comparing an identification number of a
repository certificate indicating validity of the repository apparatus
with the revocation number stored by the revocation number
storage unit. Furthermore, the revocation number judgment unit
may judge that the repository apparatus is valid, when the
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storage unit. Accordingly, it becones possible for the
communi cation 5 apparatus to (1) obtain the

wo e@aesdtieosy certificate in the same nmanner asPCHIRO@H02928
when comunicating with the server apparatus so as to
aut henticate the repository by use of such repository
certificate, (2) obtain the revocation nunber in an
encrypted commucation when the repository is valid,

BTl WRGTHRRT o Wi VISPOSIERRY 1t Beats o% aduploto or
lard¥t tRYnU$ke Pé\r/TgHS{‘idrgY\Qﬁﬁb'e‘PnsﬁN@@leb}/ thOrep¥eatidghBumber

A
evocati on nunber judgnent unit may judge the validity
stogéehenitevocat i on nunber obtai ned by the revocation

nnBeror ey o Hesp ks HE Bl oFh €, CEthilinication
appirausneat (4n)i obidin the reynssatbap cortificaseoigdthy same

the revocati on nunber storage unit. _Mre
mappeti 8 dalused twbernecosam waiGakime rwithdERenteiMet apgparatus

jud that. 1.h Y ti r t,al he e ;
so K095, A WeriEafe Aie. HoROSIEHS, PR Mytherepogtory
cerbificditecd (R§v edrtinn therbesvisatidnequanbier dn langencrypted

than the revocation nunber stored ?% t he

COMUMEATIGo MR 114 . SRITA iy Val il LaBéS) poBE Bl @nly 3
valfP" rébScS‘é‘i‘@"ﬂJﬂgﬁ?ﬁb%? @@p%rsatﬂ?tggd@@ ajvhdther all server

Fevocatl on nunber I n an unencryp conmuni cat 1 on
certifratisearepadid @rynot lvpluske ofirslichy revogiaki@m! ryu o s

Lo e AR 88, g B Ry iy Ju0oe

the' QuPtRty V¥ BHBDREVOCcHERIN ifuieér obltaikedt by eldéerevocation
i Ssui %appar atus according to the present invention
numnber abtainment upsuiny sppaparing ferid sQNegaHon number

obtiihERL L theo Y ReAtle o MR, ShidinMe e B pigh the
revigdtionaianieeit gtotetebs tieyocatldaationnhemibbatstiosage unit.
i nformation serving as a_criterion for

L a A j udgi ng. .
Moge|sRreIfical W Hh & spYyacationi TR B Jaﬁenﬁ%ngéﬁﬁtn@ay judge
that"kthe ?é@o@@ti%qp%lgﬁ*}l}gp 5’9@'{?;}%@0&? OQ‘?@Zﬁe\%?Eéﬁ%'rP A@mber

I'SSUE a new server certifrcate, wherern the Issuing
obtaininent s ishealidyw wheresatarabifdinaderenacation wdewnber is

eq&gl itdoenct)ii‘ff.acragtejror%han the revocation number stored by the
revocation number storage unit.

Accordingly, it becomes pos“sible for the communication
apparatus to obtain the revocation number in an unencrypted
communication when the repository is valid, and to obtain only a
valid revocation number so as to judge whether all server
certificates are valid or not by use of such revocation number.

What is more, the certificate issuing apparatus according to
the present invention is a certificate issuing apparatus for issuing a
server certificate indicating validity of a server apparatus,
comprising: a revocation number storage unit operable to store a
revocation number that is information serving as a criterion for

judging validity of the server certificate; and an issuing unit
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nunber indicating a value which is equal to or |arger
than the revocation nunber stored by the revocation
woovbee11ed or age unit. 5 More specifically, thePCT/JP2004/002928

certificate issuing apparatus with the above

structure further conprises a revocati on nunber update

unit operable to update the revocati on nunber stored

by the revocation nunber storage unit to a nunber

| arger, than an identification._.nupber of a server . .
OPerBIIETic Msue b BBV RiNeT CSRTICHBS: MidarS Eafdssying unit
issd@'@nﬂ*\é' Rl 0B ArED e Rffiddie SEHMETinesldbl aAt ¢dbAtircation

revoked. Accordingly, it becones unnecessary to have
nurmber dodiatingt covappandhiah (9) efluddetaher Hargefethan the

reviiasi By Rortardy SN R atibR h Budpy S§Bra68 unie.
Conwpiite Appddivically, (Fhe addrrificatdl istaleg aabﬁag@t@é agith the
CRL 15 fromthe repository and search_for the

abavrstryctiare surthemepmprisgs a sevegatien nymbareupdate unit
! _ X . _
op B Hibd P TR o el Slar g MY R revocation

nurapear atesage antiai booal wumeeretacger othannber itleotification

the repository and. judge whether all server . .
nurpdar e @atS@gvs.recwﬂ'@a _tﬂo?ebsﬁ\c@ée@f whea pptified of said
ideh%i‘fﬂ&ﬂ?ibﬂnnﬂwmﬁf*-ofpﬂ?é’.rs‘é'rv@ryceﬁﬂ?ﬁcé?@”ffg”béqté\%ked.

apparatus and the repository are required to be

equimmed-dingyywi tit  dexrmnlesanounneskssasyur dos (age the

corB Bt aB onPppal bt (D) DcEie e BEEE e e Pis) eriod of 2

sery@rVesriafieatathigs Ragafe@not MO tSBYVEgse (& hi dloekt @as has been
indicating the 25 validity of such server apparatu

S.
reqeiredecadrentiorallyr orrf (2hiabtadBuaRg sfpee & (rraetgized CRL

b r_uc e i : [
frofbg P BasRr it et dbrer THE ASRRRARIAFMr of the
servégnicefrtifhidien frombeimeing seclyelaroe-sité c@Re, aanhas been
expiration date of which |Is_ approaching, and update . .
requisedo coOVRiBRalYmber Els"b‘f edeB§%ﬂ‘ﬁ% r V@ cagpNuUNication

. i _ _

opP4ERs TRl bhe NERLN ALRTSG! PASEERE repository

angdgsside evhethevalb servervaartificaids eaeevaliisomdot by use of
004/ 091166 PCT/ JP2004/ 0029 ich is glose to

8 . .
suRpi FYRCSORG, THE &ls i nRERPLOIdes EHE redfuBHRiFation
app&ratdd @@ therrépository are required to be equipped only with

a small amount of resources (e.g. memory capacity), which makes it
possible for the communication apparatus to communicate with the
server apparatus based on the server certificate indicating the
validity of such server apparatus.

Furthermore, the certificate issuing apparatus with the above
structure further comprises a revocation number update unit
operable to specify an identification number of a server certificate,
an expiration date of which is approaching, and update the
revocation number stored by the revocation number storage unit to
a number larger than said identification number.

Accordingly, it becomes possible to revoke a server certificate
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server apparatus with a server certificate that is

assigned an identification nunber smaller than the
wapwabedes evocati on nunber, 5 in the case wherBCT/i2004/002928

revocati on nunber update unit updates the revocation

nunber stored by the revocation nunber storage unit.

Accordingly, it becones possible for the server

apparatus to be authenticated based on its new server

certifjcate. As is obvious fromthe above description,
Wh'ﬁbc‘ér@lllor% £Q 9HRINNG: conmuni cati on apparatus of the

d‘& ﬁ‘(ﬁqgkhﬁrﬁ‘g uﬁltb%%‘ﬂf@ssthénﬁéﬁﬁ%%@mért@el(tlﬁlcate for a
ge vh er t vali1dity period of a server
semert appaaaéuﬂayvléhplar ekmnremaerntificaie ofthat cisockgsigaed an

oGBS AR RO AL s o Hmber,

in tﬁ%at‘a‘gefWhéﬁéethéeﬁévétéﬂblrphumhbberupﬁatéeuaetr wddtes the
certificate from am)ng such I arge-size CRL, as_has

revpeghionefumber s@resh VoH&@I"FVUF}ﬂtéO@d&%FQ%e'E gkorage unit.

nonBEROFAl1dY, PR Sies Postb Fofltht, SBRVERRSAAtS to
be aatMentixaited baeéelsoarEswaéwdservaalotcetnylfmeaf such

t e dipgly, th
appARalSTAAUS i [BgoaPOYe) deErioary cactsrging to the

con‘?ﬁ"\hﬁﬁ%‘él&ﬁ” ‘fi‘atrgmﬁss'iﬁl ltpémiﬁ'@:fserﬁ.f ihQeP &8s iteb®comes

nory capac es'it possible for the
unm&ﬂﬂ&m@tnoﬁl}ag@ﬂg& ug hethesnthei calidity period ebrayserver

cerfRERE 35 EXT e RO IR, L. SF R dbsle 'S5 hAR 686N quired
corAGfidhagdyt ot 12) coprain 6ald sBorPRANAFYS-Sikeldh€RL from the
present |nvent|on it becones possible for the

repositam cad aeargbpiest the tigentifientiginm numebespedi the yserver

cerfféds FEIR GbRG SAER. BRI irgrht, 2 03 Boen requires

cordimenhitist e tTeisr epesblay ytiy weenwfusiceltiorpagpipanatus to
30 certificate, (2). obtain the _revocation nunber

obtaipr 9phedNe FRVOCALI AR NHBIPhErPEhiSR 6?90|5éthé'i P@da judge
3
Wh?PHeF é” mﬁi%ﬁr"@é 'i'ﬁé:g}fgérgréiya\ﬁg 2004 0911 gooerof such

rev@@@tﬂcﬂi@%ﬁWQZ%mndlhlgdw dse a:oas*nmunttaﬂloncﬂpbﬁl‘@w and
revocation.n

thec(ﬁ,%ﬁqt@gy,qﬂg 5%5%”@4]2 ohe ﬁqé,u;%%\é%r bn?y(/:%)lrtg\' D¢rh8ntdount
of resources (e.g. memory capacity), which makes it possible for the
communication apparatus to communicate with the server
apparatus based on the server certificate indicating the validity of
such server apparatus.

Also, according to the communication apparatus of the
present invention, it becomes possible for the communication
apparatus to (1) obtain the repository certificate in the same
manner as is used when communicating with the server apparatus
so as to authenticate the repository by use of such repository
certificate, (2) obtain the revocation number in an encrypted
commucation when the repository is valid, and (3) obtain only a
valid revocation number so as to judge whether all server

-14 -



10

15

20

25"

30

present invention, it beconmes possible to obtain the
revocation nunber in an unencrypted conmunicati on

wob@n/ooties repository is 5 valid, and to obtai nPONIB20G/002928
valid revocati on nunber so as to judge whether all
server certificates are valid or not by use of such
revocation nunber. What is nore, according to the
certificate issuing apparatus of the present

certibinabescare o IHhoR BOL DY 16 AUathEEROEaERD plfnber,

per M&éﬁv@r Sé?éé’cﬁ*dlﬁgr to fiat® Masupxeitied @ppaehtly of the
use of a cl ock, as hads been requi red conventionally,

present2jnvention, aitd becomes |m@®b§ezé@| cRLairt e theyvocation

nurb Bk A, SREREFRDE i PribRRorL e i e SEBsi®ry s

validRLandstdasbianoaby requiliccdevoraeidn anainber 3bias to judge
enabl es_the conmuni cati on apparatus to obtain only
wheter edldc8ervar neiddlicaER aﬁ@ N@yiiéislqrorript jﬂh\d Haggef such

rev%%ttnfﬁ llnn i ver certificates are valid or not by
use o such tévocation nunber. Accordingly, the

conWhagas mgreaapaoadluufg to¢heheertéfioate cbss'uizmgeapparatus of
required to be ui donl with 20 a small a t_o

ther ddbRFeRE (RVENTIRhorY IPSEMSS . \Seeomies T8 Rave the
coﬁ%éhmﬁcléﬁram?ﬁ &ﬁ]ﬁ*‘(‘ ﬁfdg@vﬂ%’ﬁﬁé‘tt HRetvlidity perlod of a

communi cat e ver  apparatus based on the
serverveeriiticate ihas enmuedam ngtt by uselafdatgloek, axchas been

reqiaEHfing ARBARATA ot SFHEY SHEiRTabE b e Fifed CRL
froﬁﬁ%ﬁ@Eﬁepeéﬁcbbyeaﬁ@ Jeyaite f@recwe/etnenafIdaftimtrmmMnrcbf the
is close to expiring. Also, according to

seryert cerbiftcaties St my appActuLCivr lange- sz%sGR{-, as has been
redéﬁégﬁ;'t ggnt\)(_)enl%?ﬁg ﬁeﬁflsj;’lgf’sl.ed %Rébﬁ S‘ﬁ’fé’er«:ommunlcatlon

ased on a new serve

apperatids tatobta3a oTﬁiu)fsonéh@\mmon i D e i ﬁmmvﬁhelneposmory
an extrenel

and Gidss MRRTRGT SuF SErvaTIdRImTCate DRrel valleyDF SRl §Y use of
sudf Ry CehO8 PIRRANEL"L  SEBEATRNG, sufe i dgnaridcation
apmatmmamuhwmtwm eppliratt & akghgpadkenly with
a SW%P@JPIQ of FGSOI[!]It‘CEQSf (reeg?o%é;l%sora\‘/r Eaﬁgrcqtny% %VI?Q% Hékes it
possible for the communication apparatus to communicate with the
server apparatus based on the server certificate indicating the
validity of such server apparatus.

Also, according to the certificate issuing apparatus of the
present invention, it becomes possible to revoke a server certificate
which is close to expiring.

Also, according to the certificate issuing apparatus of the
present invention, it becomes possible for the server apparatus to
be authenticated based on a new server certificate.

Thus, the present invention, which requires only an extremely
small amount of resources for performing server authentication, is

extremely useful in the present day, when there is a widespread use
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Note that not only is it possible to enbody the

present invention as a communi cation apparatus and a
waeeotiodileat e i ssuing 5 apparatus with the aborRer/JP2004/002928

structure, but also as a conmuni cati on system

conprised -of a server apparatus, a certificate

i ssuing apparatus for issuing a server certificate

indicating the validity of the server apparatus, and

of ther e rRgsaR Ay TR GLE o diih A UBHCPS 2BA(HS DECWIth a

sma@ﬁ%ﬁ@ﬁﬁ?r@l‘ rEBSUPEES SiYe LBUSINY QloRBNirRkRe Riarket.
odi ed as a

¢ conmuni cati on net' od that includes, as
i t Netepshat t het cbalyacisrit spossibiliet $oembysaty t the hpresent

. communi cation _appar.at dith tifi i i .

InVeTAAP e O T GBS REE a4 rehEFatd fgsuing

app%‘g@&ﬁ@% f§h%aﬂ%i/eﬂ SERIBHIY, batedRmitas uehbmhApsication
It shou be also noted that it is possible to

systimsit rddmul%i\:erds- ofr Gyrs@ivel aapPREREMSl ng gedtifiralgcHssuing
as and over i$Si,00 : ' 5 -
app@talisia niasUing Py peReet TETG RE inBica i the Pidity of
thet%‘éWeQ'waF@@fﬁ!tagpd dred t i s coapplucidtatoon  Jappaesiis  that
Pat ent application No. 2003-100866 filed o 20 F\il
conpnuIieates Witlr poeasedveer BPRABPLHES b‘?‘@ﬁég.o%r ?@E server
Lpti i-AgS e t iRt
ceriSTbRgec U FALTEE RSP EehE IRV RUAr) 8. aigo Be
embodiEdds fa @orhheu hidd then niop eddwocd ithiaitoinclpd esheagdts steps,

the, GASTAGIIEHaL WhiS BALITPPE e B dd i Tih Upyeo @B paratus
andsﬂlgénééﬁw chte iBsuM @ psisratus ®itH the abdwektaiearyand

i
Wi ng the system configuration of a communication
furthest amapropgean thadfcansSse compmieate axequtg spchsteps.

1t shouacaR ol BpERr R CisoooSaiRlA (4 QRIbIIE IS pr¥hram
via s réc8ra @ ihelewing udh exang®-ROM ndicveue transmission

structure of a CRL certificate 8000 shown in FIG 1;
mediwmneugboas ddrel 86teUTeBP2004/ 002928 FIG 4 is a

seq i j rati . .

nche SR sTaEREt aBhifbode chEraRd il iei@tound to this
apEecuenae Mipgiesei Pa et apipdizathen cdee 2M@Be18M366 filed on
April 3, 2003 is incorporated herein by reference.

Brief Description of Drawings

These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the Drawings:

FIG. 1 is a block diagram showing the system configuration of
a communication system at the time of an SSL communication;

FIG. 2 is a list showing an example of the minimum structure
of a server certificate 7000 shown in FIG. 1;

FIG. 3 is a diagram showing an example of the minimum
structure of a CRL certificate 8000 shown in FIG. 1;
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encrypted communication is carried out; 5 FIG 6 is a

fl owchart showi ng the operation perforned by a server
w@eooiodite@t e verification unit 4200 when veri f RCTI@R2064/002928

server certificate 7000; FIG 7 is a block diagram

showi ng an overall configuration of a conmunication

system 1l according to a first enbodi nent of the 10

present invention; FIG 8 is a diagram show ng an

exa tructure of a server .cer if'.c t 5 wWn .0 N
f et s el dhef ARarRm ot infreate Winkte an
une‘i‘tdr?ﬁéit‘érc?c@hnﬂ.ﬁ‘\f%ﬁdrﬂns'dﬁﬁ[é@tdlﬂn 90 shown in FIG
10 is a diagram showi ng an exa

Lt Bleurs is1n s ane Hagraim ol thas g Jhesease wbere an

fI wchart show ng an
encggg):f'gfji g%%w&%&&%#;a@gdver&éert ificate formation
uni FIEQ76 visea ﬁ@WtIHwtaslSGWIab thwhepetation perfmmed by a
certificate; Fl G 12|safI§vvchar show

serygtr GerOR Coter YEREaloR Wik v U0ony heneJes N Baia jperver

h unit 111 when conducting certificate
cer@ig d|%|%t zgg{edrzl od managenent; FIG 13 is a flowchart

shoWwlGqg Aris @élatk mageaﬁmrsmmmg an osnevRddconfiguration of
certificate sear h un %en sear.chin

a CPBYEIAICIREON SHTLEM ot oI R A itddnent of the

pre¥eiitdifwemgbhed; Fl G 14 is a flowhart show ng an
operation perforned by the revoked certificate search
uni FIEL3B ikiendiagiiani SlyoninJaa h exok@plecslirtictUEatef, aiserver

cer BRI SpRNTIREG 2/t L sl on FIS 19 s @

revegd.i an igf ar ndbigeansi ghdiwirgg vaint dtsmplen $iaudtage of
revocation information; FIG 16 |s a flowchart
reverai oy 18 Omﬁﬂ&QMWHMFW £17 WD 2004/ 091166

TR AR A Oy Sl S P server
cerkificaimtisigryrtablel 1 1i0a ai“smqnalm:EIGl atgr am showi ng t he

Cas?:lah.eﬁ %na flowchart showing an operation performed by a
server certificate formation unit 107 when setting a serial number to
a server certificate;

FIG. 12 is a flowchart showing an operation performed by a
server certificate validity period search unit 111 when conducting
certificate validity period management;

FIG. 13 is a flowchart showing an operation performed by a
revoked certificate search unit 113 when searching for a revoked
certificate due to the coming of its validity period;

FIG. 14 is a flowchart showing an operation performed by the
revoked certificate search unit 113 when searching for a revoked
certificate, in response to a revocation notification;

FIG. 15 is a flowchart showing an operation performed by a
revocation information signature unit 116 when forming revocation
information;

FIG. 16 is a flowchart showing an operation performed by
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encrypted communication is carried out; 5 FIG 18 is a

fl owchart showi ng an operation performed by the
waesnmvlleertificate verification unit 430 whenPCT/JP2004/002928

verifying, a server certificate 75; FIG 19 is a

di agram showi ng a rel ati onship between serial nunbers

of server certificates 75 and the revocati on nunber,

when 1o there are four servers; and FIG 20 is a

i agram show an _over

| ock . .al | fi j .
eacloin b & perv Sy ceshi eV ificg tia i 2E 3 Wneh oBtaining
rev %Qﬁmﬁfo%aﬁ@n; present invention. 15 Best Mode for

rrying Qut the Invention (First Enbodi nent) The

f ol FOGi. nh7 diss @ isleepiamee cbipgiant s3howingstlaem aaserwhege an

to the first enbodi men f esent invention. FIG
e”CfVipiea B?Bl%%'&égkﬂ_ﬂ é%(f\%rﬁg&gﬁwower all configuration

of F28.a 8esTafiosathart sheienyglaaaopeeationt petfarhedsty the

enbodi nent of the _present invention. The

seryemmgRrtidtGae setifigatian wnky 42k WheauMesiivingt ingerver

-QHEI' tion server using a CA certificate 60, a
Cerg@'rver Igg?tifi cate 75 and revocation information 90

ES F_&GL.CIQO'CS @ diaghathshdweing @ 2&lptiovishipgbatmedn serial
y infrastructure (PK| r_ensuring safe.
NUGRRRP & 86T YT T SR o2 RE, i d )G BHO e HERper, when

théécgr? FoUNL Al fONgRystem 1 is conprised of a server

certificate generation apparat us 10 and a repository
20 WMiGcR2@ris aiboiclhyliagraer shbmdaigeaauoverall configuration of
er ei naf

h er referred to also as "CA" 3 ralj
a chmFeban s vsorrors Sel e TR e syo pRsinuEi digeht bf the
preyit Aafe@Adnsuch as video content, a plurality of

termnal s 40a-40n used by users, and the Internet 50

that connects the repository 20, -18 WD 2004/091166

S g S A s U

si n¢FieacBrobotideat)l i cati on servers 30a-30k has the

sane_structure, detailed structure_ of only the ,
S oo ThaFo i nsgia, e Sebbas th [aaniay BICa HoP Y Shelgy argording

to thaficdt ¥mBbAffient of the present invention.

FIG. 7 is a block diagram showing an overall configuration of
a communication system 1 according to the first embodiment of the
present invention.

The communication system 1 is a system for authenticating
an application server using a CA certificate 60, a server certificate
75 and revocation information 90 as basic tools, with the view to
providing a public key infrastructure (PKI) for ensuring safe
communication using a public key encryption method. Such
communication system 1 is comprised of a server certificate
generation apparatus 10 and a repository 20 which are used by a
certificate authority (hereinafter referred to also as “CA"), a
plurality of application servers 30a~30k used by providers of
applications such as video content, a plurality of terminals 40a~40n
used by users, and the Internet 50 that connects the repository 20,
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5 each of the termnals 40a' 40n has the sane

structure, a detailed structure of only the term nal
wWam4/0%1166 | ustrated in the diagram The ser vePCT/JP2004/002928

certificate generation apparatus 10, which is a

conmput er apparatus, functions as a basic server for

providing the basic tools used in the comunication

system 1. More specifically, 1o the server

certificate generatiaon a ratu 0 (1) i e CA .
thecEPpIIFAERTS B Vb ce 4R oF ORnaNCe EHEnLT M HOSIS: G wa0n with
eachdVEEeEs, (Doté SEHAE. sihc@ @dH fbfatife SappINeatieAUErvers

(hereinafter referred to also as "CSR') from each

30a0f 30kehaspthe game sérveturezoa” dekailadsskrugture of only the

aprlfittoh el 0aTs iNBSEERE She ke Haiary, since

eacf\gpifgdrl;ndél\lﬁhé}aﬂ]inﬂ& ﬂ?éﬁmi thxes'f,%me sgautit%e,f nodetailed

strlé@%r_ﬁ}:_@fm%@ﬂ@ 5egﬁ’lqlgpd| 4Qat iisoﬁ?/wgheél dfgoﬁ%e dsia\g ram.
Feqi0s FRrver e RiAEaka 0ehiERatldl pRal SR 0, whigh s a

conop user rampatate,i funsdover aissat babic sevekedorhproviding the
20 example, its, server certifjcate 75 ig clgse to ...
ba%gﬁpg?ﬁé{s%w ?:Q)e g%m’unlfgh%.syéggg] ﬁof ylgl%fa specifically,
the' @WQGRaY @B riiffcafBRlgeiefdtibAC PP AGtasSa0 af1) NsERis a CA
(hereinafter referred to also as "revocation serial
certifitadie’ 6Mbrto’ eatde afi shentebminpls h@anddhs ino advance, (2)

ssU8E! B oY B ATRORIANES [oBbESR (Al BT FRd o also
as YOSRIe7 A feemveacheasft tié cMidatibn sewake30a~B0Ok, a server
Note that_ a CA certificate 60 includes, for

| e,
certificatesyér thet isudedicated kateach (7 shgnape: iQEQPoﬁ servers
30289 BB AR IANARS ¥ i aPRPhBER Fhidinese afifts by "1
stakeiy)g franmd “0'Sigmht whdéchr eatedidyette iireé vatsteay @) gives
ad\GCE NATIRRI i & SR ARPHRETOdbs SEFUPT BaRgEe CaTHication
re iGh (%e%ﬂz*l‘é%rte'@ﬂéwlaﬂ Py u%%'f) 4HQh@"‘€a§’é‘Whgrégge0§erver

such server (server public Key). -19 WO 2004/ 0911
cerbiCitate2 0@ 002048 aTidicziiosi seryerds whbehrévolsed when, for

xRS S SRPRL PP R T8 g Bk PEARBS B ) sencs,
to gRBeFepbotorpPADA MiSydEatibRoMm o ARt X®rintheding a serial

revocation information 90 fromany one of the ”
numdreri hapseieftanreigareddo also as “revocation serial number
or “revocation number”) that needs to increment by a monotonous
number starting from “0” and that is used when a judgment is made
on whether a server certificate 75 is revoked or not.

Note that a CA certificate 60 includes, for example, the issuer
of such certificate, its signature algorithm, the validity period of this
certificate (e.g. ten years), the public key of the CA (CA public key),
and a signature created by the private key of the CA (CA private key)
paired with such CA public key. Meanwhile, a CSR 70 includes, for
example, the name of a server making this CSR and the public key of
such server (server public key).
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5 Internet, the repository 20 distributes, as a
response, the revocation information 90 to the

WO e@yestiserg termnal in an  unencrypted conmunPCEIR2004/002928
Each of the application servers 30a-30k is a conputer
apparatus, and nmakes a CSR 70, to the server
certificate generation 10 apparatus 10, that incl udes
the nane of a server and the public key of such server

when, necessay e. g. en th [ tificat
Fevbbatanontory 2 vNeR it R eRtet 5 BBPEAFY Sastores the
late%%”reé\%tgﬂorlaml%égio@g@)tohga@ifféﬂ ¢?oh1“€h_ée§_é/ﬁ{er certificate

certificate 75 issue server certificate i
gengaadicin i amp paifediust us010 Epsinusavakegueastedon dhet Hevigtation

infGPREE 190 T T L G 6 RIS A ra the
Int@ﬁpé&,cath@n,reqy@ﬁt@F¥tfneo anstiibateon & var srédpodk, the

sends its server certificate 75 according to the SL_’
reveeatian canfermatirncd0 4ad et reguessings tgrminal In an

unggg%}%? b?ﬁnggmteascﬁ&q application in an encrypted

at-on using a session key (common key),
af t Eacperofrtiver tipfliatéovSsesvensit B~ 88keds Moteomputer

ARG i TS IR orARCHE TR FS GEEALERREration
apﬂﬁqha%%nfby%ea% ifn‘trlﬂhegatﬂé Abrhacft Sréﬁlrr‘l@rsaﬁaatWé)ﬁil(Jbéic key

ch’is & conputer 5 apparatus such as a networked
of apphi secwefewhenideocedsande(d.g. wheinthére ddvancertificate

eblbefih S eoRldh o e ¥ Elgrate, generation

appardtiey MOe. amkRHblek the seFvenalartifeatd Vs aggliad by the
(e once a nonth) requests the comruni cation unit

seryer efrtificateganectyon@npadus sOrexcisivebosadash of the

oprTLAEER KPS RS BB ST ssf O one o tne
teriihesadioen40n Thendowhelo adiiwol dbsli agpHoatiopl,| @@dtorof the

fromany -20 WD 2004/091166 PCT/JP2004/ 002928 one. of
applicatippl i £81VERS setl@r's MoaSRBEIE H&chSBVERe CEr ificate 75

oo AR 0SS EoRIERERIF proRacar 4AL Brtstbes, os -
resproas otied r€A Esteid Bpatica@ldn andn kacry@iedatdprmunication
usigﬁn%ersejs%ict)ﬁekre§lv?ggltﬁnqlrc])nl r!]ge({/[)rfata.toenr %%’rv%ichériiﬂ@a% 75 is
authenticated. Note that the procedure equivalent to the
conventional procedure is used when a communication is carried out
in unencrypted form.

Each of the terminals 40a~40n, which is a computer
apparatus such as a networked appliance (e.g. video decoder),
obtains in advance the CA certificate 60 issued by the server
certificate generation apparatus 10 and stores it. Furthermore,
each of the terminals 40a~40n regularly (e.g. once a month)
requests the communication unit 202 of the repository 20 to
distribute revocation information 90, and stores the Ilatest
revocation number included in such distributed revocation

information 90. Then, when downloading an application from any
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5 SSL communi cation protocol. Then, after

aut henticating the server, each of the termnals
walm44drneexchanges requests and responses in BEIT/JP2004/002928

encrypted comruni cati on using the session key.

Accordingly, it becones possible to prevent tapping of

requests and responses. 10 FIG 8 is a diagram show ng

an exanpl e structure of a server certificate 75 shown

onelits i AR RO aRib i S0 AO bkt Sk tesminals
40a$v&p33§uﬂ%nﬁ%té£'tﬁ@t§eﬁﬁeﬁ §a§eaeomth@f s7éh¢e|‘ eklBvicae 75

a version 751, a serial
senéi fnosnusechl gervehntl’lesprerstm’@d @%ecael?lsﬁtcaaevém dgang the

revBeatidh, fumoPgifiiE-S2etatl Rel il AbarYP, ateatflng to an
SSLVébﬁtrWurﬂf:athﬁl p?e8oter.mrhen)eifeer’ ahthéi‘tﬁtatlerb tiherserver,

exang% The serial nunber 752 is a unique nunber to
eacheohithe §aeMing!s Hdauter exehangesddiag %@stswén.ds@%qonses in

an EREEVPEe bR CatBE uslid (FESPRrRion By, T ©

| sspetordirsglgni iy beicormesverossible f toatprevdine tappémg of
754 is the nane of the certificate authorlty that
reqp%@g@n(ﬂ HESPLISET- certificate, where "Panasign" is

stoped, d :&?&gﬂﬁg s 6‘@|H§'é|ﬁ*'é)éélﬂ?1é(§jcrﬂ§5ure of a server

|nd|cates t uri ng-which server
certifidatei Zﬁtsémrwrranrﬁl@avu d,Netetbatiibis servar mgrtificate 75 is

d d
als§ afy e tle FPERTE 7 1 Ehfeiécﬁt{‘a‘é‘%phtw”‘t el e of
t hesylH getvePeetraficat@0Bs 94.-Made Wpastttidfollaidngfields: a

time thirteen nonths after that (the end date of the
versmnd?w persedal moonbas /62, 2) siametizgnalgosithyng &3, an

5o P33, ALl S5SNI R 58 AL A Fputi

keyeygyplgndT@@%ala\tarep%BBi,c key 757 is a server public

where t upbl {.c k f the Ha d '
N PTherversio iy Slomdicak S AyelBomohthedisas format, where

“1"PE'_/5H°02—%Q|4/ P&?%@aﬁﬁ%@pl eTh&nd ek f]‘Lﬁﬂ%tétr &5%58si & @dnique

ure’on thée racteristics o
nura)kxﬁmtb bg ahmgw@d:outlm ckervbr cesdifieate befrtthénsauer, where

1 A BRI b L ey 755 Ficates
thel BegSALRMH \{?é@d“t?y the issuer in signing this server certificate.
The issuer 754 is the name of the certificate authority that issued
this server certificate, where “Panasign” is stored, for example.
The validity period 755 indicates the period during which the server
certificate remains valid, where the following is stored, for example:
the date and time by which the server certificate 75 was issued (the
start date of the validity period, 2003.04.01...) and the date and
time thirteen months after that (the end date of the validity period,
2004.05.01...). The name 756 is the name of a subject for which
the server certificate is issued, where “Hariwood movie” is stored,
for example. The server public key 757 is a server public key,
where the public key of the Hariwood movie "Pubk_11" is stored, for
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5 the conbination of the server nane "Hariwood novie"

and the server public key "Pubk 11". Accordingly,
we@amh/oerfled he term nal s 40a-40n that has recei VRCT/Jr20¢4/002928

server certificate 75 with the above structure from

the correspondi ng application server, can verify if

such server certificate 10 75 is an authori zed

certificate issued by the CA by decrypting its

si ature 75 ththe ubI ke. Fl G. i.S a
g am sﬁ‘&ﬂs % ur of ?'(93@5&&"6 on the

cha'rBE@éﬁ%Hc%” 90tl§é‘°§6\@rﬂ %)J:dlﬁdlﬂg t?ﬁe':éi@né’c@@\dﬁ thicerver

revocation infornma up of 15t
certltﬁidaiw repfdadletd fum@ensugné; vghere trrea/(feapvwngqmﬁéored for

exafRmED 8 b BbES B Rkl St BTG Sef ee ey,

ther eveaBin&onhnfofr BakI eBrfer hanﬁée“slarm/vaadt hﬁ0lv$e‘(leand the
754 i ncl uded |n a server certificate 75 to be

Serg@§d3ulbhﬁllk%y Il?élbiﬂ_lﬂbv-oca_tl on information 90.
niﬁggr%bggn?gﬁlfséé)él‘?%ft'ﬁe{ @pifilg§|§j4 40he4PHehb8 received

_ _ he smal |l e serial number at that
thepasatvenrf tensfigabeg 2hosdthf ther vabower t strilciues 7l’50m the
i ssued by the .. issui

0] .
corr S pnraNaIaPPHFATIPTCHEI Ve AR NETEY R sS85V E Carfificate
75 $& @éfﬁdéhﬁ‘né’l’izéﬁecémﬁéﬁf@r 's§h'e?:5 b9 thEeCﬂarb¥2§ecrypt|ng its

exc ng the signature of this sérver certificate
SIgnaburet7&89mghatlmeé:Aqmebtled<ew the issuer 91 and the

VRl O W EBrale K 8 A8 atmore o

revelcatidy® inseHeratidn a0l sIH‘(ﬂNheNQFQGI op. nunber 92 is
stored, for exanple. Accordin ,. each of the

ter MisnBl 6. Boshawis, tSah FRYOER @mtrtforga;atlﬁ@ PRJsdaadshUp Of
theIr E%@é[@b OF”fggsW'éﬁ‘ |%$ﬁ§$b§¥esucﬁ%td§t?oﬁrl’i’UHlS‘@r 92, and a

tan v revocation
s|gnatgr—m3pn 90 is authorized information issued by

t he dec t t t
S00aMsH1 eaU8n) osbed amaatthaakifiats uthority

tha‘f:ei)ésﬁ'é‘?j é\?’t%@a’éant iMFoPRIYEbNCEOT iid 'tﬁ@@al%% as the |ssuer
rom t

recel VEd app I catlon server I's revoked or not
754yimomsd nin @ heerveercedlifiseze 36 tise lverdeabcnilrgskrin the

rev&cqﬁ:ﬁ%nrlz&é\éﬁ{qt&ﬁ”%ﬁb tPgaﬂa‘r)&gvﬁﬂ”t% EC.. Srel rrer%kc';'%l fl%’l&e The
revocation number 92 is the smallest valid serial number at that
point of time among those of server certificates 75 issued by the
issuing CA. Only “0x0011”, for example, is stored in this field.
And the signature 93 is a signature on the characteristics of the part
excluding the signature of this server certificate, i.e., the signature
created for the issuer 91 and the revocation number 92. The value
obtained by encrypting, with the CA private key, the combination of
the issuer 91 and the revocation number 92 is stored, for example.

Accordingly, each of the terminals 40a~40n that has received
the revocation information 90 with the above structure from the
repository 20, can verify if such revocation information 90 is
authorized information issued by the CA, by decrypting its signature
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5 Next, a, detailed description is given of each

structure of the server certificate generation
wappavsties 10, the repository 20, the appli cap¢DerP2004/002928

servers 30a' 30k, and the term nals 40a"40n. As FIG 7

shows, the server certificate generation apparatus 10

is formed of a key pair generation unit 101, a CA

certificate 10 generation unit 102, a CA private key

03 PR Motk bof bREcAR e T kP SURREF cBIEFRSRe 75
recéRFdd Fr&@f @hé%@htaﬂotms&nléﬁ is fevoWeat BF rotby ddBparing

a server certificate sending unit 109, a server
thecrumdrical size gcfcthya seoradgwmhar ofi soichaseey@ecertificate 75

with e LRER Gl SRR PR il aboas, oL ™

r evilesd, ofiddthii et @ewqmbnum yivida, of’deaeht stnut&hee of the
revocation notification unit 114, a vocati on nunhe

seryeprerjdifipate 108N 3 Hio aRAALAT &Pk repagkRied, the
vV i i
apifbtion se ANt 3R TSRK, U Th¥ fBmifla 0. eaDNeT
uni Ale)ILGgemsll'mms ahéﬁs@weﬂatermmatesgdnfematmrgalpmaratus

t f te 75 d CA p
10 \)§r (;";/ﬂg'rﬁﬁlcg g'ﬁak(és'eia“‘r@%“e?m% &'rﬂgcqﬁgen@rga gﬁrtlflcate
ger%\*attlélg]um Et @ ChOPFﬂ/%t@ﬁ(éWsttbﬁ'bgét @n&e!JQBatd elbck 104,

suc generat e ey and CA private
a skl bl st griumit 4 0%hea @Sarraﬁmlumgwlkéwfi,oa server

cerpitfeata Sartffeli tufl 7 “SoxiddRble cutl o8, a server

ceréfiddtd §éh§n’$ dnien o be Che prdat tértﬁébtaftéd'litslt@rvlsi‘teraﬁe unit
&enerat ed he key palr generation unit 101 and t
11 A@qéem/@rcca@étﬂ@aab@ viekdiy pesiodsericunikey11, a server

n unLt n
cer$iflAR VDA G FOLRABR Uit PRa ' sipked" teibificate
sear@hmmﬁtsj.1$Qaé4aertlmt@Arevomatmmayotlflazaagm unnit 114, a

103 stores t private key ﬁS WO 2004/ 091166
reVREAtIRD0OMTDHS 285 @éﬁs.eatlélaltbyﬂt e ReyeNRCALIIhIHOrFRation

&gH%‘thréoérnltﬂifi@h%% H4eRioraitish YinBAhiei6A hBElflcatlon unit

rrent tinme e serial nunmber storage unit
113t ereb theslékéal nunber to be assigned to the next

servﬁ_\r ?eeryt 'p%'lgﬂeengéatﬁgn unfts

fU?dgenergtes a CA private key
used for signing a server certificate 75 and a CA public key used for
verifying signatures. Then, the key pair generation unit 101
outputs, to the CA certificate generation unit 102, such generated
CA public key and CA private key, and further outputs the CA private
key to the CA private key storage unit 103.

The CA certificate generation unit 102 generates a CA
certificate 60 from the CA public key and the like generated by the
key pair generation unit 101 and the signature created by use of the
CA private key generated by the key pair generation unit 101, and
sends the generated CA certificate 60 to each of the terminals
40a~40n.

The CA private key storage unit 103 stores the CA private key
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5 specifically, when the server certificate generation
apparatus 10 has already issued the server certificate
wQ@2omioetied he serial nunmber of "4", the seri al PCIIoIRO04/002928

storage unit 105 shall store the serial nunmber "5".
Note that the default serial nunber stored by the
serial nunber storage unit 105 is "0". 10 Upon
receipt of a CSR 70 from each of the application

ser - 30k, the CSR it 106 t put
gerafSny Ve Redurrlf dneiaiCur bR 1L Pcare ™'
for mpld erpeloittod Hredioély tndilcagashtHSRuPent ehiales

the server nane and the server public key. The server
cer fliig sarial v mhenatermge mtplﬁﬁ stegeshesesiacaymber to

ve KAl B 14 ARPCRITREYCLRINERPELYS 6 %4 KB  wore
spe‘c@flﬁallrypl\)\llhlent#bh@iesegs cehaffldatlelgmnagatlofmapp%anus 10 has

seri al, nunber read out fro A
alrda gy dgsuas tha aaryer acebiicatengatbin aie Serig| driagr of "4,
thetéé'ﬁal ?ﬁ}rﬁp?ﬁﬁds c{r%gé Uﬁg‘éh@@‘sﬂgﬂ AP renh S6aria Olq%ﬁlber “5,

nd tine o period 755; and the date and
Notte b aththeedefauht Isserealt aumbercstorad by i the sseniak number
end datetog he aglidity period 755, i.e. the
stogagey up! dJﬁe Then, the server certificate

for mpsdRnedRiipt B TBR D erdy@Bachnsf Wé%pl@@@lhbﬁ servers
key contained in the CSR 70 as a nane 756 and

303wRik, PuwIGoRi@ceiving ewéowﬁemytplgrzsdsgéhsr%celved CSR 70

o BIESBIGER PSRl BB dASHE TR APPLAGE epen csr 70

inchideattivee sakgerirdwme/ add et.eemnm pubdic Reyt o out put
such. necessary |nforrraig| on for the server certificate,

75 tlde RENYEGAEGIICatgTermagiomiundt 104 Puls tasfihedy pieces

ry f 0
of oPRFEIPH YaeehREaRy, VBr &, sBfver) SHilfitate, 78, More
spddificadiy, pihe tsm‘vm'rrm@iﬁﬁ’lcam ﬁBTmaItlm’mnb!ﬂlt 7507 as&ts the

fOll:gJS(}?lé‘)egng[}fd'ate val i d| ¥1l§”£ﬂ |od§%g [é rat e serial
nurpérd B@Q%@%ﬁ?@mw Qg@téé?ﬂaf ﬁfuthérS)Eszefthe current time
certificate 75, and stores the outputted i nf or mat i on

obtained i wetivercloekt1P#cas shii steoityds b iand tracoef enyalidity
pe BB TR SN HRELBL SR ALV APREEA Hhrtll ater she current
timd adheset Badseatal omtinbevalstiyaperiod 755, i.e. the expiration
date. Then, the server certificate formation unit 107 sets the name
and server public key contained in the CSR 70 as a name 756 and a
server public key 757 respectively, and sets a predetermined version,
issuer, and signature algorithm as a version 751, an issuer 754, and
a signature algorithm 753 respectively, so as to output such
necessary information for the server certificate 75 to the signature
unit 108.

After putting together the necessary information for the
server certificate 75, the server certificate formation unit 107
outputs the name 756, the serial number 752, and the end date of
the validity period 755 (expiration date) out of such necessary
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5 unit 105 store the value obtained by adding 1 to the
serial nunber of the server certificate 75 to be

WO s@ueelipe. g. "16 (0x0010)" is stored when thRCEHEr2064/002928
nunber of a newly issued server certificate 75 is "17
(0x0011)"), as the serial nunber to be assigned next.
The signature unit 108 reads the CA private key from
the CA 1lo prlvate key storage unit 103, and generates

infGrRAian fof e sawets eotifald 755 Al d HpPeb fiknytputted
mfc?ﬁ%atﬁd\? FItaNahir eerlaer cEhATiLae hﬁ@tdr‘%ﬁlt%fblé5410d1%f the

valid eriod 755, the nane 756, and the server
seryebl .Qent catsy genecatieyecappanabus pdiQ.ed FHskeRmore, the

Se@%;p?%ﬁ?ﬁéé i, dOEhRBRCEPY Podaheshe seridl Bl ReL Storage

unitni 05 s88rethpwsluriobtabiaebycaddingdate the seridheiumber of
server cert|f| cate _ sendi n%@unlt 109. The ser

the:server CarEifa@ Mg taike 19suednd -hel L16 Q010 is stored
wES 44 S5 P el T o S B OR 517
(0OX00 $b)pi ag, thtdwsesalweun'dmrt toi batessigneichgexti t 109
o T S0l DT R e, AR koM he ca
prn§§téeke9eéidﬁdgf@t@nft' 910F Y afidPr tiids Bl &ignature 758 by
sequent i all){)I ores the name, t server sertal

assmfaémg abieht headap Lt v RGe kﬁy withatherweirsippt 451, the

seABEntENEE 745! 1o ORI 35 R T84, the

vals@ityepeerid i7/5%5athe RAamME! T56]Qané thaliskgnam pubMagey 757
an exanp| e structure of the server certificat

whigR he4e PaBNeC Yidtiach i the aerver ﬁﬁft'émqeffeﬁdﬂét'on unit
1070, UL R0 HB s P GriMicatiers, eganature

unitl 108l ovepotslsuaidstirebdcarficEto V& iazacﬂlne:ﬁemer certificate

fa] | ow I’]? 5 WO 2004/ 091166 PCT/ JP2004/ 002928
sending Mt dPFel at i ng to the respective server

CorrTS Sl St SRUAGL L VIDgS ddnddcthe server
cenféficate catte setpattednieosn 11be; sgdnatalriedi upipedidddsto an
ap%ﬂiggtion server that has made the CSR 70. In so doing, the
server certificate sending unit 109 notifies the revoked certificate
search unit 113 that the new server certificate 75 is to be sent.

The server certificate history storage unit 110 sequentially
stores the name, the server serial number, and the validity period of
a server into the server certificate history table 110a, every time the
server certificate formation unit 107 forms a new server certificate
75.

FIG. 10 is a diagram showing an example structure of the
server certificate history table 110a stored in the server certificate
history storage unit 110.

As FIG. 10 shows, the server certificate history table 110a is
made up of plural records and fields that store each of the following
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5 The use of the server certificate history table 110a

wWth the above structure nakes it possible to (1)
wapmgiodmed he application servers 30a- 30k w t hPGEIR2004/002928

certificates 75, based on the respective server nanes

1101, (2) specify the mninmum serial nunber ("Se mn"

being illustrated as "0x0011" in the di agram and the

1o maxi num serial nunber ("Se max" being |IIustrated

as "0x0110" in the out of the ser

mfoafnaﬁencmalaet}mgyt%qhedrgéP@@F'veceﬁetrVﬁrcs%& te%?gdwhlch
are ocfhdr‘ljéﬁﬁ?rY'(eldnlmﬁéscéﬂrﬂ%urﬂ%t(oﬁi JIRR9S 1'%@%&' ﬁ'émes

of server certificates which is caused
110thesecvet epriificaks sesiqli natmberdal £62; 15ndhéal§émeperlods
110&;3 ertificate validity period search unit 111 regularly
eferrers to the validity periods described in the

seryre Geetof kRat serésiceryificitee hid@aystabRe 11104 heith the
server certificate history storage _unit 110, so as to

abOS/@arS&ﬁuﬁ'éldl‘%emﬁéﬂreschtIPOS%EH'@S WS(MO%GGEM ghei application

cor AL LS ENIN BRI RAREE bk 1 pectiv

seregt ﬁﬂmf@surﬂwl t(zyeste@mﬁw the echivknabd, sem)?jlaaumber (“Se
search for server certi t t

mingx PGy Ik Rtrated nt?}sf]sQPﬁ%éﬁc% cu?rgﬁtet 'r?legrlalnlf‘ft e the

mafﬁhﬁtmasré’rl Fﬁru‘fﬁbe?eq:‘@é hiakedd| L?’Wl@@&r‘é%bhdﬁ"‘@%(OllO"'

ire wt |nam)n from the ¢ ent tine
thesnhagma masrdutf ofahe sarladilrtmﬂmnsodfibar chrnently 2&lid server

cerfificatss, 26, Bnak e b erae el fufmbaTs: 1102 244 1} ppanage

revbbatioH @edd tﬁé”'ll@é dﬂ@@ﬁfer @értlﬂlc‘#té'sa\lvhnélﬁ’qgfcé&é’@ by the
actual ly revoked (e.qg. FIG 10, vvhen t he

Con@bt‘m o4t §heir dx elgraston I@tmod movi e" and "Bi g wave

08" ecORR AP s PRTREN 4G PEELR BRPF iy D10 Peoutary
refealare, tehald v*aﬁhcn ;ﬁeIﬁddtSOdéBerﬂﬁ@MﬁdtI@er$eﬁvm‘atert|f|cate
search unit he server certificate revgﬁat on

histpyty tabdei baaoanstonq@ incERBt 8erVel aRbtiteaigMsEyY Storage
UI’]IP 46'3%80?&0%3@%%!99‘&% F\}delmé@%irﬂégte%h?SSWh\@sre validities

., and notifies
exme@ommmeralmmwm sédooh specifida pf thmtsamralcertlﬂcate

o QB arjofk SEELc BT L1 4L e R i the
clo8RT VP4 S 50286 tBCSEREE FOF QBrVBR &&ft¥Eates 75 whose validities
expire within a month from such current time. If there exist any
server certificates 75 whose validities expire within a month from
the current time, the server certificate validity period search unit
111 notifies the revoked certificate search unit 113 of the serial
number of the server certificate 75 with the largest serial number, as
a serial number to be actually revoked (e.g. in FIG. 10, when the
expiration dates of “Hariwood movie” and “Big wave game” come in
one month, the serial number “0x0012” of “Big wave game” which is
assigned a larger value, shall be notified to the revoked certificate
search unit 113).

The server certificate revocation notification unit 112 accepts
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5 certificate revocation notification unit 112, the
serial nunber of a server certificate 75 to be

wo eagkeded e. g. in FIG 10, when the server cePCT/it2064@2928
75 of "Robot trainer"” is to be revoked, its serial
nunber "0x0049" is to be accepted) as a serial nunber
to be actually revoked, when at | east one of the
following cases (1)N(3) applies, 1o for exanple: (1)

t he serve r t k f ti i
the expIsbTu e o tabne | Satyen CothTInAte; 5 tHpbEareXgked, and
notﬁg@srtﬁé)r \)?i&é@'@f%r?ff @t PBRh FERUIND 139 Belsuch §Eﬁ|%g¢ﬂ1mber

he revoked certl Icate search unit 113 lists al
Stasediaothabwaray, the Gk adwaysr clhecks 1’Ch©a$©Ch|‘@Vo®fythe server

cerbBibeRpS(ut chp il el orebierdy i Td P I CRIT Al G server

cer6ifiddibi EaV6cHBloirdinotifeatioth seat ahl 2nitheldériyl hhmber of a
server certificate revocation notification unit

servay oestificate ?EetQ@a:éevokeda&eegr d0dekei 9, when the server

corl 7L Bt Fgle g EBETDBNED, s qeril number

“Ox@f(lélig” Bdgbl b@ eﬁddhewtllead)s%yea seriail f hoatber 76 be actually
rresponding to the |is S nunbers,, the
reve W«e‘d?‘@é} i%f|ie@z§tte°§§a9%:ﬁp‘ﬁ‘n?qlﬁqw3n9p%%?"e% (1Hg’(3) applies,
for dé%yléon nunber into the value that is obtained by
addi n to 25 the maxi mum serial nunber val ue anong
t ho§#) of thae ssevesr prdeatef keyt esf tanbapphoaton asrrver is
stores such updated revocation nunber into the
revocat i 5%P r storage unit 115. Furthernore,

aft%z)upaﬁtapﬁlmdtléﬁesé%fegtm opdreai®g; d@nd
corresponding to the above-listed serial nunbers, the

revBed tleetnamﬁtaf aeaal@nhgatuomgrg@rda@%@ageﬁ!rom

t he , r

i nf ﬁ‘%a%(‘?e‘é%ﬁ%n éeﬁtﬁﬁégt?ﬁ%%gér Ve I(Eci:gﬁi #’Eca@é%g;?l numbers
in Eleer esposdi awriificasachidtosyedalshy ibl()autrhatsare 23gMél to or

2004/ 091166 PCT/ JP2004/ 002928 The Cergl ficat

smabescHiabnthet ser@al nsimasrt ta ke, egveked zﬁﬁﬁ'f'@gt feprn the
serff SETUIRASE A al, 388, YA, 243, o Yerver
cemrf“datemr@vocaérmw triedificadiorer ucet t iffi2at endrsnadifdas the
cer%ﬁ‘?ca Catrle({/nocsa rlgﬁrsnortnpcatlon unit 114 of the server names
corresponding to all of such serial numbers. Then, after updating
all the server certificates 75 corresponding to the listed serial
numbers, the revoked certificate search unit 113 updates the
revocation number into the value that is obtained by adding “1” to
the maximum serial number value among those of the server
certificates to be revoked, and stores such updated revocation
number into the revocation number storage unit 115. Furthermore,
after updating all the server certificates 75 corresponding to the
above-listed serial numbers, the revoked certificate search unit 113
deletes, from the server certificate history storage unit 110,
information concerning the server certificates 75 corresponding to
such listed serial numbers.
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5 their server certificates 75 in response to such
request for renewing the server certificates. Wen

wao hiog/oy6clone, the server certificate sendi ngPCmMiR200408®2928
notifies the revoked certificate search unit 113 that
the renewed server certificates 75 will be sent. The
revocation nunmber storage unit 115 stores, as the 1lo
revocati on nurrber a serial nunmber which is currently

| gallest of all the serial nunb h
Lo TBE CeerthRak ctevacabian hoteatoBerum 14! quests
appIREdtibhead &rvisidi d\gt WF'OtH'\éL_%%é)I[\‘_‘Ht‘?ohﬁaéeﬁ\)@'sdgbéWEOk with

revocati on nurrbér 'S revocati on nunber stored
the| nanhes metificat fmnﬂnememlcedgrentrflcamweuaﬁhhanlt 113 to

sent.,to_the revoc 15 4
renefh thile SeEyEEiaidlf (hhes vt oo ueh ABB IRl SeTyats' renew
thef 058PVl QEFidates PEAhNEEd HEN9E toys eh trermidstofsheenewing
the issuer 91, the revocation nunber 92, and the

thespghuenr eevificatese NEBessRis isrdopRe e &afvesncertificate
serflcﬂni-@[ Unmt! 5?598r80p?1'%t‘1:h% PH(/Bk%‘éCE‘eFt‘??’ES?é s‘é%r%ﬂ unit 113 that

i on e revocati on
thenegné&ined is@rvemderlﬂﬁcaté‘@t?es wWidt behserst. gnat ure 93 is

gen rated by encryptin conbi nat | ,on t he issuer
HE L FRVSES oM TR GSIIBUR | HNithel LoaSIPT68r 085 the

rev%%lét%ﬁ.rﬁﬁnhﬁ?ffh% GBriI H?%ttrﬁb'é‘?yvﬂﬂ@hagse dUFrbn%R?’ vdh& and

revocation i nfdrmation no lcation unit 117 notifies

smaHest s adptse tserjal20uofibehe afetive sxdrveri eedifiaates 75 sent
The re

frofprbEnsenier terBitate AdndBig ulfis{0a s NGO ERLE e defaurt

rev%attléﬁznuhﬂlﬁﬁérr%ceopt qfhé heeveypdahi erhbeer sedred in the
O fromthe server certificate generation apparatus

revmtatm@ neveer isara@aeod il Ldd iBEhseorapé iththeomaveeation

S such received revocation
'nféﬂ%étﬁggﬁi%é%%&gh@ﬁco nication unit 202 is an
i nt gfacadvarcati@d WRfaPA#A18h166idMeTtIFRR004MiIR02928 forms
communi cating with the termnals 40a-

reviagatiaet e rmatend oty o nthfet“aao%g%é@;%r ﬁb%dﬁg‘f%%ac%lr the
re\&{&rﬁgﬁshghﬁgéﬁg%% u%mrté%g ﬁQfWF@'vﬁlgfdtrgr%&eV\h%%essary for
thedOaevOnatio i $mfmtmab|dnt®é) ,r egndatdoipuis such revocation
information 90 to the revocation information notification unit 117.
Note that the signature 93 is generated by encrypting the
combination of the issuer 91 and the revocation number 92 with the
CA private key stored in the CA private key storage unit 103.

The revocation information notification unit 117 notifies the
repository 20 of the revocation information 90.

The repository 20 is made up of the revocation information
storage unit 201 and the communication unit 202.

Upon receipt of the revocation information 90 from the server
certificate generation apparatus 10, the revocation information
storage unit 201 of the repository 20 stores such received
revocation information 90.

The communication unit 202 is an interface for
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5 information 90, the comunication unit 202 sends the
revocation information 90 stored in the revocation

WO ndoaioEsé on storage unit 201 to each of the PEr/maed/®2928
that have nade the request. This comunication is not
required to be encrypted. Also, the repository 20 is
not required to be perforned of server 1o
aut henti cati on. Each of the application servers

COWBOa 300 ﬁgg\?/ Lﬂ]ﬁOf a@gleﬁla‘;spgp\r?é\g&pﬁ &dbg@héggktgp%et 50

accéF@rr@e BN the0RhbhevEANEEriBeU! | roBd €St Qh?éigethlél tiike for
application server unit 305, and

unemnymedacommmmtcamn 13V g lt@;ersaw @emsquesbrfrom any

oneprbtat%g%kgggﬁmgﬁs NgQInF’U% QiskAK Aad ﬂwéerr‘é‘?focatlon

Keys use

infataaripn 90 aﬂlded@@h'lmﬁ.lrﬂﬁati@lm@n‘RBAZ@BCsendsome revocation
t echnol og§ when each of the algpl ication servers

informaabion 99’ stieredl Inbahe ey Qsaki GRABFeFMAT oR Stogage unit 201
to C4¥H a{)?stﬁet YAl r?al‘és%aftorhégg NAGRS! E@% E)%%]l%?stt.oThls
e /5. i.e. a t hat

generate a server certificat
commnuinidesidme isemar paqliredkeyoarik t mnaypited.nandlso, the

d h
rep@alta cae denciati GAaUIpdr Qs B0, Fedcrdngd, of server

autﬂ'é'n‘t?éa?cléﬁy storage unit 303 stores the server 25
private key generated by the key pair generation unit
301Eatheof theea ppéicaition sesversriye~aiik isonasteupsof a key

paif BEniaitin il 8 SEHTERNRg A B2 sXgF i private

keyd sft@‘ﬁé?ét dieNBO®E serse@vegeckifificate s:%.arageemmltosm an
pparafus 10 to renew the server certificate 75, the

apndecyatncpm FeRyesfe it G0 LnpN 38 1CyETBLAE8LIR TRt SR

DiniF KB 3R e SR8 Bl ST St s bubic
keyPGH d P2 004062 8y at €IRe 0 wiisiahg esecla meirsef Mezys used for
endTititn e d <SS ae YO e abte e sotrupti dedhinlgay, when
cadfBIH BppIBERNGALEia SOBISOR'E Mamserver

uni THROLSRopenesatiom siot &02 eemenates a template used for
requesting the CA to generate a server certificate 75, i.e. a CSR 70
that includes the server public key and the server hame, and sends
such generated CSR 70 to the server certificate generation
apparatus 10.

The server private key storage unit 303 stores the server
private key generated by the key pair generation unit 301.

The server certificate storage unit 304 stores the server
certificate 75 received from the server certificate generation
apparatus 10.

Upon receipt of a request from the server certificate
generation apparatus 10 to renew the server certificate 75, the key
pair generation unit 301 generates a new server public key and a

new server private key, and the CSR generation unit 302 generates
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5 server certificate 75 fromthe server certificate

generation apparatus 10. The application server 305
wpe@ensHes the CSR 70 received via the conmunPCEIR2004/002928

unit 306 so as to generate a response, and outputs

such generated response to the comuni cation unit 306.

10 The communication unit 306 is an interface for

communi cating with the term nals 40a-40n via the

Internet 50 according to the abgve-descri ped t I
a CElkt Tehasypg issith B Bpever imdb e Tainit Be: coRS wvgre the

serve? islihstafkyz }O%aﬁz Btﬁ’f“’?%g‘é“ TARBOE, SebErfifie@teagEnatation

the termnals reads a 15 server
apparatud dft éo7geheratehe sewservert céirtiticatetdbagelhen, the
uni t 304 f or

' f i ng_ . th [ [
serlfir, BPfgleye, BEOFSAR PR 53, rALHITOL 1490 Shaces phe new
sery@i EBEifieate OUPSSEiroeh CeHé i fdeaaieg 78ettdfithee generation
corresponding termnal, (3) decrypts, with the server

apparataie ey stored in the server private key storage
t , i i . .
;Jg'r %I‘ﬁ%%pp"ﬂbaet%ﬁys%tﬁv@? 3R AL E6E E@g Cgégg'ypgfeceé\r{ed via

SO dS t 0 generate 'a conmon
theersomph edicationnuedt i 306 66) adedoy gleherateqaestspotse, and

outputs  the decrypted request to the application .
outgith plghsgeNRERLSE SESAATIRE 10r i COm BRI GALO B URHe306.
ter i@l s A8 AR cali enG{iypt co nhgat i b
(5) nrém%rygtés a reSSgh‘g@ réjgﬁgstgg)%y ﬁ?é %g (Ater for
corappLinécating seithetha0seranidadst #0840 €imrihe ethternet 50

acq@idinare thahave-dssaabay Broficahivr atrmtiohy Gnd the
likelNi t PHE, ®rAAANHIAFG horu Mt t36€0,(1§)‘8daﬁa$¢ié’§!f a request/

certificate verification unit 430. The aBpI I cation
command seint frromogesit ©fatheqirisninalsedrvf#Onyhe2) reads a

s A1) SRR 43 P e Do SR ASE A BHRPER, 04 or
oIS 65, g oot o e s

anapfiipeiq Gt $6r vend 30& I6R eyt ﬁ@r‘g?\é\ﬁp‘%é]ﬁtwg?t%075i to the
colpSSA e SRRSO BLPYbYS, RAFIESENY private ey
storedi tihéhkiderver private key storage unit 303, an encryption type
received from the terminal, so as to generate a common key used for
an encrypted communication, (4) decrypts a request and outputs
the decrypted request to the application server 305, when receiving
a request from any of the terminals 40a~40n in an encrypted
communication, and (5) encrypts a response requested by the
application server 305, and outputs the encrypted response to the
corresponding terminal.

Each of the terminals 40a~40n is made up of an application
client unit 410, a communication unit 420, and a server certificate
verification unit 430.

The application client unit 410 outputs a request to each of
the application servers 30a~30k and receives a response from each
of the application servers 30a~30Kk.
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5 The comruni cation unit 420 (1) anal yzes a command
sent from each of the application servers 30at 30k
W@ 2Qo4p0eqeest s the server certificate verifi capCDP2004/102928
430 for processing, according to the result of such
anal ysis, (3) sends data passed fromthe client unit
410 and server certificate verification unit 430 to
the correspondi ng 1o application server, (4) sends

o83 KRR AISaRe s R (8, ol VLS  ror
comrAViPidati 'Wi?‘ri]g@héorhpﬂﬂiéétﬁﬂht hsemanesi 30aw A% Mo the

specifically, communi cati on unit 420 requests the .
repesitonyi 2Qtvianthei intareet & 6 tagaorshinento \ipeedbove-described

(o]0} ication, 5T ' s unj t. 4 ‘
profigay (scEhrBoted i UBencrVBLEQ TRAHERICRLEN, e he like.
TheCeamift nsildadion NLhIBAR0 Y euialytzest e coesmiared sent from

server certificate 75 to the server 3 rtificate
eachep! fthenARMICAKION 36TV oRE B 0a0EAKie 4231 re@ues Hmithey server

i ' b 75 cck h
cerfich ¥ G2 e s Gl FRUSTof PIAEESSiR Aphremano the
res@itnofisiuct iaoral28isyn( 3) 42hdeiddtise pasise d fronntbat¢leant unit
41008h¢ sevATecoRtincataavegriantishmatit 438 thdhs sarrespending

oLt . ] . . ; o
=polEENIHTRERENN R doBethpasese ot relssnven coriricate
verifmationcaisit75486 rior nthe anepositoryer 26y,  ajed t i(b) cdeseives

i S !
revigabibal Biroratatih dmerER e EHIRRelY A cicn
pr epmsyeespeRefieh| Y tthd kRemATveicathoh! Unitke2Cariiests the

in the server certificate 75, and sends the encrypted .
conpmasesioretindt 806t HE &miinAPate e Migd seemmunication.

Theﬁéﬁ@%@%ﬁw@ﬁ@%‘%ft%b%c%%és”t%% Q@Wéﬁ(c%?ti?gate 75

! f an encrypted comuni Cati on usin
fromhatiae abd mirnedtisatibar ursb 36 asndoocdpuys dite reeeived server

cor TN BB T Rt A VR CA R, i P93 e
no RSt SRR 202 Seyapeelpcuce 75

frotrhthe evaovatii oariifitetantdvficediorandid Pt shemommunication
i.nformati on .90, recei v

unif G538 Aases SRS CERYERabFE BnERdS BRadh anormglity of
theIE%rf%@S%érﬁiﬂdét@ cas e aerad i gt digtorméctd3Ihd semden, and

notiﬁeg the application client unit 410 of an error. Meanwhile, when
the signature on the server certificate 75 is normal and such server
certificate 75 is not revoked, the communication unit 420 generates
a premaster secret, encrypts such premaster secret with the server
public key contained in the server certificate 75, and sends the
encrypted premaster secret to the communication unit 306,
Furthermore, the communication unit 420 generates an encryption
key for an encrypted communication using data obtained so far, so
as to carry out the subsequent communication in encrypted form
using such encryption key. Moreover, the communication unit 420
requests the communication unit 202 of the repository 20 to
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5 revocation information request unit 431, a signature

verification wunit 432, a CA certificate storage unit
wWa3B4/021166 gnat ure verification unit 434, a r eRCODAMA001002928

nunber verification unit 435, a revocation nunber

storage unit 436, a certificate serial nunber

extraction unit 437, and a revocation judgnent unit

438, and the |ike. 10 The revocation information

. t 43 h
st BBYEE NI e SRS bl FTNELFBHA AR, Mkl kation
infdrrABti0ie I@ReLdiory 2Pomrdre repRisitorsf ZMersaheersignature
certificate 75 fromthe conmunication unit 420, the

verifigationr enitedBfdi.cati on unit 432 reads 15 the CA

Do e SEAEF QR ITcFte SRAHERERT 48498, 15 hatBup of o
revbgaRib s Ueifio kM atibhi cefaest anit @31 f iesighature verlﬁcatlon

communi cation unit 420 if the sij ture is .abnormm
NS B ARG PETIREatE SHargE Mt To pR S IGNAtL & Herdcation

unn?o4§3r t4 eGSRt abh ﬁ!llgép Jél‘?ﬂbélﬁﬁ)r??fﬁ’fr?ﬁgﬁtéfl’*é%?déaatmn

eneration apparatus pon receipt o
numbem:aiora@e nhior 4816, o cabtificabe beriadt oronmieraexbrachion unit

420, the si nturevrlfl ati o re the CA
437, 8hdsavsy Fee s Emat it 448 o BAnAE TRe. 455,
Ve”‘l‘ﬂ"n'eeﬁ'e%ctaﬁﬁnﬁ' H{W%St@h tr@Q\d@étOQﬁhtoﬂm requests the

i nformati on 90 usi ng such key, and out puts
comheunisagiani amnitunBeO t 60t hreegtékadr&\at ightaionbbhe revocation

verifica uni gn is valid. The
'nf‘?'av&&ﬁ“f%ﬁm@kﬁ éef?‘?ﬁ‘%’%'&w?%t 435 reads out the

Cur I8N  enedpt onohurtbey  foedwetrheceenificateon7gunfesm the

storage unit 0 436, and stores, intg the revocation
comm@arcestﬂ@na@@ltuﬁzto,z@‘@e SiBOAtEFBCHErBiratiBernit 432 reads

V}\),ﬁeoq d f(%g‘ f%%%rﬁﬁﬂrﬁﬁﬁmgéﬁégEbﬁﬁgﬁ&J@ ti%éB’,ax?erlﬂes

relocati on nu suc
ther slgmaituwon 37 B reoic O1fi66tPCF 120042008928 public key,

nunber_is | arger than the current cat.iqn nb .
anq’hé‘qtéf\}%éattEGn GRIMBHNIEBFIQLE HRY §§§ p'&e&?tegrﬁkgeﬁ%ture IS
default revocation nunber, and stores the

| at est updated revocation nunber at the tine, every
ti nd@tee r &locaerbficatiabatorageut poitt ed33 pre- -stores the CA

certificate 60 obtained from the server certificate generation
apparatus 10.

Upon receipt of the revocation information 90 from the
communication unit 420, the signature verification unit 434 reads
the CA public key from the CA certificate storage unit 433, verifies
the signature on the revocation information 90 using such CA public
key, and outputs the revocation number to the revocation number
verification unit 435, if the sign is valid.

The revocation number verification unit 435 reads out the
current revocation nhumber from the revocation number storage unit
436, and stores, into the revocation number storage unit 436, the
revocation number inputted from the signature verification unit 434
as a new revocation number, only when such inputted revocation
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5 fromthe revocati on nunber verification unit 435.
The certificate serial nunmber extraction unit 437
wezxaonaetise t he serial nunber fromthe inputtedPGEIR2004/002928

certificate 75, and outputs it to the revocation

judgnment unit 438. The revocation judgnent unit 438

reads the revocation 10 nunber fromthe revocation

nunber storage unit 436, and conpares it with the

eﬁtract ed serj al an‘oer. W‘Een t he extract eg) seri al
NUMMAREAS IPEORHINAN thRARUETRNG ESYESAEIN AHIBBET ¢ he

r eVPRALIAR cd 18 BRI BEY §td‘|3afq1é‘@riif 14836 gre-stores “0” as the
conmuni cati1on unit 420 that the server certificate 75
defaultr eavoteationsn Nexber, samidtsdored s batigati wpdatedirey®cation

of each ati f tifi .
nurgbRE St R Eppar s iomend eppFElinrRlhBsy, is outputted
fromOeh 8 Hevddtid Aen igTbB Meksifiaid0nunit @351 is a

fl omchart showi ng the operation performed b

ser VBe eertificptaserial RUMBAr @xtraship st éé{i%%é"@ﬁ'és the
e BT i, 5 0 ey ER el 75 ot

to ttﬂw‘aek/bcaaiqr?juﬁganeatiuahitnmﬁﬁer Se to be set to a

server certificate., 75 (S11), and jts fqr CSR 70 .

to Bher dewkationa JuAB oSkt ki diy Chrds10B apypcation

nuH’HB%ﬁlﬂ'Sﬁ‘?'tHE v e dtin HumBs: sto ub 43 $8d\@mpares
certifrcate formation unit 107 reads out the serial

it withbehe @xtrachedhsesiali aurnbaber Whemaddhairgxtragsed serial

nurbBereis SMR!Eeata: thEoreyhEatidhRuibaly thE, o qugeation
judé@meﬁ'@duhhﬁ‘ d3&en$tids theceemrivnidagiser uait ARdehat the

e to Dbe stored in the serial nunber storage unit 105
serggr-gertificate 7o isueyokeachg the formed server

CC Ne 4 YRl BRSHIBRESaHLS d0BachFpbraff of the
serivaporéenficetenpatsrafiohhapperaensced| ithiecapplitation eservers

nane, serial -33 W 2004/091166 PCT/ JP2004/ 002928
30%5@&:,aﬁﬁdt%lt?6m‘ﬁa§%ﬁ® ). By repeating these

pr oﬁﬁstefl i %%Mart%dﬁin%%hté Bgéﬁé%n@e ed by the
seri al” nunbers 1 ncrement nonotonously are |ssued on a

serper-aartifitaoaferedicn Wektl 02 wbsorsettiog tihe gevied rogmber
certificate .¥.al idity period

to a server certiricate.

First, the server certificate formation unit 107 sets “0” as the
default value of a serial number Se to be set to a server certificate
75 (S11), and waits for a CSR 70 to be received via the CSR
receiving unit 106 (S12). Upon receipt of a CSR 70 (Yes in 512),
the server certificate formation unit 107 reads out the serial number
Se from the serial number storage unit 105 (S13), forms a server
certificate 75 using the current time read out from the clock 104 and
the CSR 70, and the like (S14), increments the serial number Se to
be stored in the serial number storage unit 105 by “1”, after
outputting the formed server certificate 75 to the signature unit 108
(S15), and stores, in the server certificate history table 110a,

important elements of the server certificate 75, i.e. name, serial
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5 managenent conducted by the server certificate
validity period search unit 111. FIG 12 is a

wo bawodisd showi ng the operation performed by PEEIP2004/002928
server certificate validity period search unit 111
when conducting certificate validity period
managenent. Note that this processing 1o is regularly
carried out at predetermned tine intervals. The

i. f Lid [ '
nungBet andave by bR € us Talrt B caBRefg Bhpskfracesses
(s1il~09169r sb'i*?e?eééléthflcat’é@el§ whes@ssdraphbianberBeincrement
| est “seri al nmber Se min and the |argest serial

mom@tm@@usbf BER l@fsuad orha pericartiieds Hagisred in the

Lo RESES s CBRSkLISRE TNt 8P echragidaiRity Beriod
magigehaehbrcoiatactededyeaiid egerviean delrrelflcaﬂeervalldlehy period

the snal | est serial nunber Se mn (S21). Then, the
seagehwiitcktiificate validity period search unit 111

J udgfs, ‘i@etshﬁrﬂd\n a\%"s'h%/%&dz’ﬁhéz S&ibal ﬁﬁ%thby the

expires’in nonth or no en Jd%lgl ng t
servée c&armlflcaaha)wajsdlwopbesnmm searichl umitriierl cwhes condaicting

cerfBtals Wity Pered BnRgeae (MotEtat Bhis irbcessing
is ré?"u@&ﬁlv YatedSsuenst Bf’eébterﬁ'hﬁeéeflh@é iRdabeaks.t o be

t ual revoked, and increnments the seri al numnber
by The sermenecertoﬁcaaecnaﬂl@ht\t heexigd mqrc:dsemrva éﬂl first

seoPRelepRSEErVE°CEs e ake, B ) T BAGIR, hyhe seria

nurltﬁﬁ@rgdlss)g@ﬁti ¢b @btélglﬂﬂ?Jyﬁgdiléﬁtﬁmmgr nUhﬁbetrchsre nrglrofand the
e validity periods of a e recaords in the serve
largest Sﬁr@ét@lwbﬁrﬁ? bt of 1aﬂ5)$ ﬁa%rlag&wa@@&ﬁe%roaﬁdr in the

d
serpgtoct ‘cﬂ’g%l\:) _ ﬂ\ﬁﬁen udglleﬁg 1%mﬁﬁg§f%ﬂ?xi§ftpéhh§eéhﬁﬁhumber
Se,ylﬁhe lseeralﬂhu'rrslhed Whosc@vwmathm dade ceovesieafNerithan the
othgh a4 hec saleSE sedel s mbekohe) piEh (e §1 s Than, the
serb%TQfE If'ﬂc%t*ée vhAUIe? erl@’& s\é@r%@loéh?@iiqﬁ Sjudges w whether the
PCT/ JP20 002928 serial nunber Se end of
valighty abf rautierseiis| b@uﬁﬂD@laI@WH‘Eékae@I manein JQi‘dg‘lChtg (522).

wil2hudg Rt ba A RERIE AR S b Sy BHE) chfotP comes
in 4 AMOHER (Yes in S22), the server certificate validity period search
unit 111 sets such serial number as the largest value Se end of all
the serial numbers to be actually revoked, and increments the serial
number Se by “1” in order to search for the validity period of the
next record (S23). After incrementing the serial humber Se, the
server certificate validity period search unit 111 judges whether the
coming of the validity periods of all the records in the server
certificate history table 110a have been checked or not through to
the serial number Se max of the last record (S24). When judging
that the check has not yet been finished through to the last record
(No in S24), the server certificate validity period search unit 111
carries out Steps S22~S24 repeatedly, so as to obtain the largest
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5 the last record (Yes in S24), the server certificate
validity period search unit 111 notifies the
w0 eandp2ibO©ON certificate. search unit 113 of  tPET/JP2004/002928
| argest value Se end of all the serial nunbers to be
actually revoked (S25). By repeating the above
processing, the serial nunbers of 10 server
certificates 75 whose expiration dates are approaching
are nonentaril otified to the.revocat, on
Serl?érﬂqmcpﬁreaé%aéea i ?Fﬁllti“.e I\%@&'?Fanﬁg'%t&?'i’sptﬁoonb?saCtua“y
revekeq) of processing performed by the revoked
certificate search unit 113 when searching for a

reviken pedgirfg dheé moesedal murmbamgxeires yvikhin @ tmonth

[ 15 Fl [ I t. show ;
(N sZ20p it SBs Srlek Y Elisady B finiShed oy to
theUmdt Fédovrhe(Yeeanchrg) ,f eie asammakedrtifivatief vadidétyyseriod
to the comng of its validity period, The revoked |
seagehtWnitchid Behifias the revoralion sersificaie seayeh unit 113 of

. i o ) )
eneS A4Sl B B FE SN SonBE Sualy
revokdze (825)al |y revoked (S31). Wen notified of the

| ar gest val ue Se of ,the serial nunbers to he

act B INPRRAIREAE( o8 DAY SsPIPCassiN e ke FRIdRl Py Efers of

seryef ?@rﬁﬂ!chte%l?% n\ﬁh'o@ee%x}???aﬁéht bbkeat §rd MNSABA@ing are
notification unit 114 of the server nanes

mocenetapbndictified thdheerewdcatiomecertifioatenseareh st 113.

25 rial _nunber. m.n throu ] [ al

val MEE ariieBgapsm IS SV S bPofEleil] HEFEQfEidd by the
reVioRef ald r@[fidetd fdetaichonniti 113 M heseresirehiny ofmt morevoked

notification 80 to each of the correspondi ng

cerjiiitatadiush tedinr £o Mg sdkits Malidit¥aRaried .t he

FEn S IE L T ST g M dHfe, DA5 e Eftd Mied by the
revicgcad tcaftifibdioh searel seriver 1 8ewhidn catzarch®nghidr ias revoked

assi gned a serial nunper that increnents, not onousl vy,
centyieatedug e die p@m%pfoqtss\(é]lhd &MpP?EEchH)'on ser ver)s/

303'%-re‘vﬁé@c@@ﬁf@i’c@§@a?€ﬁ/ URA0Q4/PGER8 for the server

Subsequently, the revoked certificate search unit 1
cenifitate valdidity pemiodrsemrdhi Uindatidsl to metifiewhy iavgesd, value

S SRR Bl A S b SR o B ORI LELaR8H fan). when
notifie isc Uk (1¥egekt waRle Seen of the serial numbers to be
actually revoked (Yes in S31), the revoked certificate search unit
113 notifies the certificate revocation notification unit 114 of the
server names corresponding to the serial numbers from the smallest
serial number Se min through to the largest serial value Se end
(S32). Accordingly, the certificate revocation notification unit 114
sends a revocation notification 80 to each of the corresponding
application servers 30a~30k. Then, each of the application servers
30a~30k that has received the revocation notification 80 sends a
CSR 70, as a result of which a new server certificate 75 that is
assigned a serial number that increments monotonously, is to be
issued for each of such application servers 30a~30k.
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5 the revoked certificate search unit 113 del etes al

the records corresponding to the serial nunbers Se
worew4mbi3es end (S34), and stores, in the revocRtT/are004/002928

nunber storage unit 115, the value obtained by adding

'"1" to the largest value Seen of the serial nunbers

to be actually revoked as the revocation serial nunber

10 (S32). By repeating the above proceSS|ng, server

tif 5 who
e rsubrgapensty sha esvoRedr eebificAls SeRihyinito113 waits
for %?Oﬁéjtl\ﬂeql ycelltﬂ"?cﬁl Ca'fcﬁtb@nnéwwe"%ﬁgé 38KkcH OF which is

such server certi tes /5 to be revoked are required
asstgrnecd:rmrwmbeemelrﬁzecmseeml Remier (&33).i cates to ones

2 e M ERHer Gl BHHES 78 nelfi biad 1 Rd QF¥n.S39),

thefﬁéObRédC%réﬁtfﬁ@a?ﬂee SEMFE wRitt 1103 uﬁee@t@aanhthe fecords
a revoked certificate, in respaonse to a revoc

I
cormp@ndmgm th@rTSeh@ls@W'E?emZ@Q:éﬂtnf’r’cﬁﬁeen% (534), and

[ evoc 0 [
stofd¥ ORI WL AAR Bl Ror B 01 g, the value
obtafyededyceiddihigcatle seathl dardedtlvakun Seanchxfnghéosenal
a revoked certificate, respc] se to a revocati

NUMbersi exthenachugldy ¢ w%\(o%%g haS pk e@\(cp@apgncaﬁ,,eﬂ%d number

(S3 t regularly at predetermned tine intervals. 25 The
revoked certificate search unit 113 waits for a
r evByatrepeatingi theasbove processingf rservee certidcates 75

nSEB A AERIS: LSRR S B (5 Wocation
ond PPK&HecerALEdFdi Tr%)?eaﬁlfé‘ ﬁphcé&%rﬁm\feﬂr@SWWk with

notified seri al and notifies the
sucteservercaectificatesotatpdre mswoﬂﬁe@h&rarraw ired1t penenetheir

ser t
curibt SatRdsceBIfFATES 1 BRes ALiER 8% SFsiBHERE e gffBhted
serffll hampepber Se (S43). Accordingly, the certlfl cate
-36 WD 2004/ 091166 PCT/ JP2004/ Q02928 revocati.on

not N&Xiat @ FHESEIPLIONY IS GHYEN OF RERFRFSING HErieIaeGPy the
revfﬁ)ﬁ(ec??:%r}tﬁ O#L%T S %ﬁ‘%ﬂdpﬂgt PP 1\ AkNCR e ggwﬁgg ﬁﬂaa:”%voked

eac e application servers
cerhﬁﬁcat@;em/edspbaseet,@caareuocatm‘mrrmtuﬁloatl&m §mmstiae server

certi |Rcate re\eoggtltoon notaflcago%eWn¥t ﬁ%’.ed server

FIG. 14 is a flowchart showing the operation performed by the
revoked certificate search unit 113 when searching for a revoked
certificate, in response to a revocation notification. Note that such
processing is carried out regularly at predetermined time intervals.

The revoked certificate search unit 113 waits for a revocation
notification to be sent from the server certificate revocation
notification unit 112 (S41). Upon receipt of a revocation
notification, the revoked certificate search unit 113 specifies the
notified serial number Se (S42), and notifies the certificate
revocation notification unit 114 of the server names corresponding
to the serial humbers from the smallest serial number Se min to
such specified serial number Se (S43). Accordingly, the certificate
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5 certificate 75 which is assigned a serial nunber
that increnments nonotonously. Then, the revoked
we@eooiodileat e search unit 113 waits for all seP@EIP2004/002928
certificates to be newy issued (S44). Wen all server
certificates 75 have been issued (Yes in $S44), 1o the
revoked certificate search unit 113 deletes all the
records corresponding to the serial nunmbers fromthe
serial nu r_.Se mn, rough o the specifigd serial
revigrbon SoRtEaSoranBis ddd sEnds rrlBAERTt 1b M akid B0 to
eachl 8f 202r&8hbndlvg dpislivativh 8BFHrePSB 0~30W.NITheh, d&ch of
the specified serial nunber Se to be actually revoked,
theagpplieativh sevvers i3asaQlkaw mighhbas(egivegl the revocation

i SREF L 68 B S5 B Bhe8l ¥ o sBlyeqserver
certiénerat 78 .whidh igl sosiyiedes veeriatrnufisat ehatdindverients

are assigned the smaller serial nunbers than that of
MOBQEANSESIEr certificate shall become subject to 20

rev j 0 i : ' i . .
a0 g FEPOREBICE IR BPREETED BE R Y3l Waits for all
servevatatificetesqaibedhewly éssuetdhgd44)current server

cor he R sesveRaarttitarad 18 Aaun Hech T8N R (VS in S44),
theWr%W@éd“gcé’&'ifi%%@dsééréﬁeu_n?@ 1 €B0GRi [e@Bsi Aflorthet irkitords

signature unit when formng revocation _
correspomglingrto Ehe sertal suamblesaditam thieogeni@!tmeémber Se min

i fors . i ERf ' .
thr§PgRaka D SPERiRd aRiial S RETr 86, 8e bay, A stbFes, in the
reviotRidmtn lﬂmbéﬁosﬂ'@%%@\m@nt 108, i tHeonvatiE0ObBAITEd Wye adding

unit 116 reads out the default value "0" of the
"1"re sbat spacKiad seririmumber e kot he a¢iiabareypked, as the

ro R S BB EEE0 57 L o SPL) ooy
I nf @yrareépaatirgnativee almdve 1 i daesmngevoenst ionly a server
cersiGHE AomBANCadS FaandEd 35 Bendstpragh a evocation, but
alsd! N rcEedfidab¥s Ups Whidh&reAaBsiyifé 8 tHeE¥MEREr serial
out fromthe CA private key storage unit 103, and
numitgns ghan that of such server certificate shall become subject to
revocation. Accordingly, the application servers 30a~30k with
such server certificates 75 to be revoked are required to renew their
current server certificates to ones which are assigned incremented
serial numbers.

Next, a description is given of processing performed by the
revocation information signature unit 116 when forming revocation
information.

FIG. 15 is a flowchart showing the operation performed by the
revocation information signature unit 116 when forming revocation
information.

The revocation information signature unit 116 reads out the
default value “0” of the revocation serial number Se from the
revocation number storage unit 115 and sets it (S51). Then, the
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5 the formed revocation information 90 to the
revocation information notification unit 117. Then,

w0 b@4pemoecat i on i nformati on signature unit 116PCDIRA6YE®?2928
the revocation nunber storage unit 115 so as to wait
for the revocation serial nunber to change (S52). _
Here, all server 1o certificates 75 with the seri al
nunbers that are equal to or smaller than the value

revieafen aigtostatids Spatsl e 1B CSObhEY, 38Votation

mfo-FH"n‘étloY’ﬁ“@b bf'i')g}t‘tm ?oﬁ%EHéHlec‘PﬁféW@@'aﬂ@h sérléll ﬁl@lrﬁﬁér Se,

whet her the val ue of
a pnee-\sthoaeddssslen‘; andnauﬂmgnahase meaéadriQ\edJSﬁOf)thﬁdEA private

en,th evoc b e
coy B A VAT &% BBt AT Shofiad TEUE MRS S S Btputs
the fBeméd HeBUERINIiBFOLAItIoNSB0 it tamesfoc3tidndnfohmation
revocati on nunber storage unit 115 (S53), forns

notifisaidani At Aflof-nati on 90 by putting together such

;ﬁ\(ﬁ)aﬁ\abﬂgn é{/ekaglngfo%aaow{ E @%%pralﬂ\llﬂ'aig Ig}onitOrs

ure-created by use
thereedoeatlorirnmﬂbercs\tanag/@tani¢ey1]s$osageawmot waik for the
85429 and tputs t he d rev ? on informtj
revogat "ih§eF OGN ntfcbr ?T‘&ﬁ a%s brcatH%ﬁ 'un"ia'[ Server

certificatB¥ 75"’\‘/?/3%* Qgg‘t %r@@%&ﬁb’é}%e@ﬁéf‘%rer 8¥0&dttoodr smaller

I'nformati on _ ose revocati on seri al nunber
thanrtheenehme atiterinedcey sarbtrastingegléfirom the sevoeatian serial

numggggg\f/%f%dﬁ){ndé@%)sr tiia%;]5?1&)3%?%%0”&\213%%#0&? Th%s, what

shoRIBCKE st A8y firFred utt he Stegy 652 ¢§rsl‘nfpls/ataejudgment on
verification unit 430 of each of the termn

whathernbohe vabie eftthienrayocatiGanseesiali mdBripak ?@ﬁ Irmr@mented

is r i
or Biin fiemrERL BB, SEFIACELENbER, RiherdRieited, the
rev43B tihen inf38rViEtid004/08hs66 r€CTLHPR00KL 602928ds out  the
obtai ni ng revocation informatio

h .
InCR @Rt or YO CaHON eaeaaé RbsPar| S it G nqgcation

|
nuﬁ‘n:rlla;ag'réﬁ% 0‘41@“2”52%059 n 5 431 ?sg??ﬁkaﬂéﬁnhﬁdﬁﬁ%lcﬂﬁ‘ 90 by

putting together such revocation serial number Se, a pre-stored
issuer, and a signature created by use of the CA private key read out
from the CA private key storage unit 103 (S54), and outputs the
formed revocation information 90 to the revocation information
notification unit 117.

By repeating the above processing, revocation information 90
whose revocation serial number increments when necessary is
sequentially stored into the revocation information storage unit 201
of the repository 20.

Next, a description is given of processing performed by the
server certificate verification unit 430 of each of the terminals
40a~40n, when obtaining revocation information.

FIG. 16 is a flowchart showing the operation performed by
each unit in the server certificate verification unit 430 when
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5 the term nal s 40a-40n obtains the revocation
information 90 from the repository 20 regularly (once
wa@2omnetipe and stores the revocation nunber. RMIF/&2004/002928
specifically, the revocation information request unit

431 waits for a nonth to pass according to the
internal tinmer (S61). When a nonth has passed (Yes in
S61), the 1o revocation information request unit 431

obth BV R0 SEor AR ¢ 210 R S B esesing is
cartjBkor ?iﬁcﬂ%ﬁparq? bR, gj'@dét‘élﬂhﬁ?i%éCSGﬁ}neV\Vﬂﬁﬂeﬁ\MI% i(®nce a
done,°TF the revocati dn

e, nunber of the obtained
momtvpcation information 90 is false, it is possible

ver TireLa e BevAGunh P forPaRRR e it adrog pach of
the it nditfisv409a- 4 Theslbting, thaedvadationdinfbentatiohadd from

be conducted. Upon receipt of the revoc?.bi on
thei epasiteon 3O (vegularigsdpnca na JNGRddyeand stores the

revBERH T ORDA, VB8 SEEEInteTy RS Yastistidhapr3pmation
reqaiestainitS63]. waitsckooal mortte sepess aecordirgte the internal

timhr S on J1eAna STIRAT: DaperpRstas desm i aghll, the
revbeaRdIF lﬁﬁ}ﬁ’i‘dﬁagﬁolr? er}é‘éﬁﬂéét_oﬂnitnﬁgrlﬁ_%qg%lng t'hz‘ésrel\ggts!tory 20

authori ze its signature is valid. _
to distirsbetectexbediioneinfarenaticat £0 otShdnbeandswaits for the

| .nunb th h ent.l t ti
revRgabG T anadaa ) & by AL BN orper
ver vheat tivig i dorSSifoii@irey ddaiodi stmtbbeit @f the obtained

revocation seri al nun‘qerﬁﬁ&SGS)_, S0 as to judge whet her .
revoigetien defermation @ tisi ialsed 1k & iteasible J8ataf NnaMbRerized

' 39,:tih L ue.: t ti j :
oo AR s AP SN2 g ! B6E. 98 SAfABtnorizea
appdtaiiSnbierver,eyndavicen vewsber Tiseraforet, oifisbiiowing check

incremented at, every revocation of a server -39 WD
shalb®4 g9ndsctedr/ JP2004/ 002928 certificate 75, and

mg; %&éi@f%@%h%”%ioﬂevﬁfoﬁﬁﬁﬁﬁ% (YEBUR S62),

e revotation nu of the received revocation
the nfignmatiren Qerifcdtiogerunibart3dhe finstr emarifiesocsahiesher the

siggér,trﬁg{a é]igﬁ%ééﬁgﬁ%%ﬁgegéégf l&(#gﬁﬁ'i%'g%\eg()r ?sv?/%?ltd UF not (564).
Since only the server certificate generation apparatus 10 is allowed
to sign revocation information 90, the signature verification unit 434
regards that the revocation information 90 is authorized data if its
signature is valid.

Next, it is checked whether the revocation number is a larger
number than the currently stored revocation number. More
specifically, the revocation number verification unit 435 obtains the
distributed revocation serial number (S65), so as to judge whether
the value of such distributed revocation serial number is larger than
the value of the revocation serial number stored by the revocation
number storage unit 436 (S66). A revocation number is
monotonously incremented at every revocation of a server
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5 On the other hand, when the revocati on nunber of the
received revocation information 90 is smaller than

wa b@4pamisent revocation nunber (No in S66), tPET/JP2004/002928
recei ved revocation informati on shall be destroyed,
bei ng regarded that such revocation nunber is false or
that there was sone m stake (S68). 10 By repeating the
above processing, it becones possible for the server

cerfflciel 780 3 Shar RN BobBYbertib RuPhRER 4EVEr Fecreases.

MNThegueghen tiexirevacaeid inimoerr 6f tihe eecefiveleraascation
where a communication is carried out the term nals

infoyraatio i krgasthap 'ihf%uciuéﬁeslér*’ oS atin a'uv(mtrer (Yes in
Se e HihrBLERATRtratgh Sertd Ainfo LRI B @ ¥ T s67).
On ddre i@tharuthandt evitdat the deswo captioan nilsmbeirvef thex aredfeived

B o B ST 198 SO gt Bt
nurlhgglrg SNG‘ ﬂ?'%é@?; th@eré‘@é’ﬂ\)é“cﬁtr'e%c‘?ztgﬁl?tin‘fB'rg‘néa‘It]ign shall be

tes the Conmuni cation unit 0 sen

- destequesh, Being regangpd that suchssevecasitan inumbeiy s ddlse or

farm (S100). Then. .the c ication unit 420 sends,
thaltg:l'}q,{& X"&ﬁ)qﬁﬂmgﬂ"b%t K "of the application
ser g8 répeatind’ ihrntadtive mardedisihbatiti PeLya®Ss possible for
client random 25 nunber and a type of encryption that
thet eemmuseelificaieuneriigetiahnUsuippdd0 0 sfare only an

auﬁ%ie&%gﬁq#@@ﬁ%ﬁ%élsmﬁ 'iﬂhlp?ﬁg%%?so(ﬁ;}éé@r@tbﬂ%uslw

server conmuni cat’l on m nes tne

tygede)tto,lt ha eﬁeg;zpiq:jtmnf (rjirsm igieell | ofit Hehé o pas&etwhere a
an sendas Ssug eter ne encryptl ont e toget er
COMMWNGREIQBY Vor CABTIERNJONE nEBerCEHINANS S8R 4AN nd the

ap@%%%gg.rg@w doé@ée%@@l@?)sncr%f@d 5&%%’%%@&%3 on

6 reads the server certificate
ser Vé6.cdvt if iac sequstrragd agram SSHowshg3theseass winere an

- 40 2004/ 091166. PCI/ JP2004( 00292 eryer N .
enGRLER EaMIMIETES tiontls ErFTIER 8Ubackels Ghae description is
givepNTREYCabf Othe Ubhse 49th&fe t §€ caPf wifidaTo R ey eEardad out

(S104), and further sends a ServerHell oDone packet to
betwredditrifittatingh 4fhe b dhesapp)icatian cavati 386i on

uni 1480 b -FhR 2 4 6% N2heBpiicdtfod Wient unit 410 indicates
the communication unit 420 to send a request 3 to the application
server 30a in encrypted form (S100). Then, the communication
unit 420 sends, to the communication unit 306 of the application
server 30a, a ClientHello packet that includes a client random
number and a type of encryption that the communication unit 420
can support, so as to start an SSL handshake (S101).

In the application server 30a, the communication unit 306
determines the type of the encryption from the ClientHello packet,
and sends such determined encryption type together with the server
random number and the session ID in a ServerHello packet (S102).
Then, the communication unit 306 reads the server certificate 75

from the server certificate storage unit 304 (S103), sends such
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5 server certificate 75 fromthe Certificate packet,

and sends it to the server certificate verification
wa@eiot/o#366 ( S105). The server certificate veriPCDaR2001002928

unit 430 verifies if such server certificate 75 is

invalid or not, and notifies the communi cati on unit

306 of the wverification result (S106). If the server

certificate 75 is invalid, the | o communication unit

seryfe FEPTcARanss: &5 P ELulERt ACREY BorEhg PamfBhygation
un|lth$203@f3|th@aappl‘ic@*tlcﬁﬂtselrmeﬁ’ 308. (Yraavhidred fufreRel RRands a
server certificate 75 is valid, the conmmuni cation

SefpgiH @Ji@D@éwepacé@tatq)rtb@ag@mm%@ﬁétommttdozo (S107).
cal gifat e 3 i6RY Uh A£G PIhAN e AMIRYPLA S Ydhds the
cre P % I C ey

15 prenaster se he server pu
serwmrt«aewteﬂcabet?rﬁaﬂs@lweme Certifitatatpaditet, semdssends it¢o the
onmuni caf. uni t

serflt eatitioale; Renfieoyidha Endst, (aposs: " offe, server
cer‘tff?cé*t‘fé '\/‘éﬁ‘fﬁfl@étlbheuﬁﬁr ﬁ%rd"%'e'rﬂ@ﬁf %ﬁ%eﬁ%?@ertﬁ*‘@ate 75

further send ChangeCi pher Spec packet
is Wﬁﬂml@latnmﬁq aodumqtlﬁsess l(lmaggmr@uwgatl‘ophelmpei% of the

verlfESFlo BRSPS e BE S BBNE 23k ingaic, the

corpanuRicgy nAu BRe42 Dade redls By PE It haoRet h@ tele €dfnmunication
random nunber, the server random nunber, and the

unigr 8Qgstter diseoBnechnthentesgion, and meshsaspaskerror to the
apbl”ééﬁ%'h' gﬁehlﬂ%ﬁﬁrﬂ’iﬁt ' %egﬁﬁﬁ?eh%‘lgésﬁgﬁe gkﬁtp%t ed—lﬂﬁﬁicate

to §en

75 plsckmlldt¢h@mo¢nmnm:mcc&tn®nnumtt4206g@fndﬁaees a premaster

li ion er 30a (S110) The conmuni.cati on unit
Se%’pﬁg Lb‘-‘fe ke Y & PP Oark%bior@aww%oan@%was such

pre%%%@éff %rec?%ﬁr\ﬁ&l‘f flﬁ’@“é%]l‘g/eg hEBY ﬂéebégge‘%c@g%q ﬁf%esé’erver

as to decrypt it intot prenast er
cerstivate 305prisendskeyo aihhegenemnusna:atmmmnuhay B06, a

IR B A L R S e, S tab remaster

sedfeen a7Be SShehardvhales ds SeasrrMEMEDbbne Pé%k\é@ (5108), and
2004/ 091166 PCT/ JP2004/ 002928 conduct ed he conno

furkaer Aspgsess & alyo ehip kermpace peicketuin t th@ommm utigation

un OSTRN(S75, POERSRRRE I S O TR ST LRV Hicting

the hﬂtlate@nlofe@nﬁymabad PRl &ato minh int d@tionnnit 429 denerates
a cgmm\/\@nerl](esyu& used for encryption from the client random number,
the server random number, and the premaster secret, and encrypts
a Finished packet indicating the completion of the handshake with
the generated common key A, so as to send such encrypted packet
to the communication unit 306 of the application server 30a (S110).

The communication unit 306 of the application server 30a
reads the encrypted premaster secret from the ClientKeyExchange
packet so as to decrypt it into the premaster secret with the server
private key, and generates a common key B used for encryption from
the premaster secret, the server random number and the client

random number. When an SSL handshake has been normally
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5 decryption succeeds, encrypts such Finished packet

to send it to the communication unit 420 (S111). The
wa@aipgeouent conmuni cation after this Fini shedP@EKR604/002928

shall be carried out in encrypted form The

comuni cation unit 420 of the term nal 40a decrypts

the received Finished packet, and sends a request 3

in encrypted formto 1o the conmunication unit 306 of

condj @it commah < Anbsiacred 1k heaoaTBh Uflgation unit
306RM 4 aHd @S)rﬁ%&ﬁrﬁéyaB ;98§£é‘§§édtlﬁ\g tﬂg%%%ﬁ'hn?’un?ﬁ’cion unit

sends the decrypte equest 3 to the plication
42@ dreaeomenithe3sames11Ihe Thenappricadionnusidr 366 decrypts the

reci Ve FHARERE B2 KeFoviBR I <o Broi RED:Be Hid SRR sucn
dedryptPoh Rudsad §abnéPapSEliéh. FinTbRad pheket to send it to the
comuni cation unit_ 306 sends the response 3 to the

t
corpamitatde nol Niki42@ 205 bl 19 he Tihe HuRsequgntpcommunication
_ ¥ i . .
art€f TS Ffised cKet ehaft bE"Ca i8R ALEh ERctbed $Brm.
3, diitk conhprisnideticearryint42 rofstfomserMinal 40 decrypts the

appli,cation client unit 410 (S116). The_conmuni cati
reciVed Finish et s sk e B s dSAEGHT o3 | BB YRbsbrorm to
thez%'b{ﬁhﬁl ﬂ(gaﬂiénaufﬂiﬁ’@@@réf %ﬂ%“a@ﬂaﬁ@&ti@ﬂe%@w,% 30a, when

perforne y the server certificate verification unit
sucisdadryptianifycaeeds {&hMe2). certificate 75. After

obt ai,ni ng the server cert.jfi te, 7 t he si gnature
Oor it bR yRiE fibs” Sk 1368, Be (the LABPRCEERN Server 30a
j i i i 3 afiset eci h
dediints Sib RquBst Ho8nd senugaeke dectPpust rafuegsito the
apprlestipincaeever i Umi(51433 . f ofheraplicabion seeweeupot 305

prefes T bt FeauB b, WG s e pea BhnsEas o b liicates
thepgblmmkelcatiom i 308 bhedmliit € des ttekhviatg 605 (Si14).

and checks the signature on _the server certificate 75
Theg; %mugsusa%@méwt @Qﬁe-‘*@é\é{ﬁf‘i"@alﬂ%ﬁpqw 3 to the

coRFNPIASSPIPIAREAZO B e, SEAIELS 0% 1 RiVBEed, form
(5115).

The communication unit 420 of the terminal 40a decrypts the
encrypted response 3, and outputs the decrypted response 3 to the
application client unit 410 (S116).

The communication is carried out in encrypted form in the
above manner.

FIG. 18 is a flowchart showing the operation performed by the
server certificate verification unit 430 when verifying a server
certificate 75.

After obtaining the server certificate 75, the signature
verification unit 432 of the server certificate verification unit 430,
reads the issuer from such obtained server certificate 75, and
searches the CA certificate storage unit 433 for the CA certificate 60
of such issuer. Then, the signature verification unit 432 reads the
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5 distributed (Yes in S81), obtains the issuer from

such server certificate 75 (S82), and searches the CA
waeeotiodileat e storage unit 433 for the sanme i SBUBIP20040N2928

certificate 60 (S83). Then, the signature

verification unit 432 reads the CA public key fromthe

searched out CA certificate 60 (S84), and judges

whet her the 1o signature on the server certificate 75

CA2ybfiedksy TrRBh theeSepgtaedr ubiCAedificghe 66, and checks
the%fdgﬁéhﬁ@ 6n7§1é Sdryegeteftoribate Im@imﬁg(&ewwmb@c key.

gnat ure verification unit 432 notifies
Moraeslaemﬁﬁalb\at |t &) amgnamne ovedification voite 430 waitsgor a

15 fi 0 d o
seryar: (I iiete Whan 1o, e e Pbr bSO pehe HET i en it is
diswidbiudedSi (Yez! Uhe 58(19“ SBhainonthdeisqfdrerfroandsuche server

certificate serial nunber extraction unit 437 reads

certificala i/n (Rfdbr ansksearches dhentivéertificrtesstarage unit
433 TR thatre, JEsPeld O loer RS 0 EBRL, Thsp, the
5|ghheurev0eartf|cat|@nnbalt #3172 ageadei thet 3BA pabucckepyalfesm the

cedrt "bECA A TSR, B RISEL S tne
sighgtale s khe sé’ﬁ{é’\‘eﬁé ﬁlf”f‘éa%@rWSrlsS\Pa"I;@|ornH8P%ry aeerypeing it

revocati on seri interms of their sizes
withseise . CAwhba ke (S85kI nunber is smaller than the

t S88), the r. t4.0n_ .
| oadiBerthe SaRgty R RadetvensSchifBi 1 is jndged to be
invébid %@%hé@dVefN@OkﬁdSSSOd uycs! 'Sf?ﬁéttlhé vEafdati et et 432
uni t an error codée indicating revocation (S

noigfess the epaHenigcation canitont2@eahvin | @rr%md&]enc?lcatmg

gl PATRES T Lo i e 48948l LBt Bcion. e

the lsdgﬂanur@nstju@@eﬁ ugtgdse tedld (@ibnseuver Okenti $85§; eon the
is valid, and.notifies the conmunication unit

otwahaﬂwe the Feri cajss sesHalcRU PEE S ©X06aLhierH gt 457 reads
the/ eGekiNath Qmbé@s SEQP@eF‘O% by nL}EﬁBHQf htbtﬁmabgﬁ‘ép server

processing, a server certi cat e trca
centrﬂlgatm@@ (B86applTivan | bhesmmama jsegiaeataeniet38 reads
thg ﬁ«%{/gfg'@ Qn HH%@g?tfr' m ue(ai‘sevoca%llclno'iI nsdi%%aéruéforaarée unit 436,
and compares it with the serial number read out by the certificate
serial number extraction unit 437, that is, judges the relationship
between the server serial number and the revocation serial number
in terms of their sizes (588).

When the serial number is smaller than the revocation
number (No in S88), the revocation judgment unit 438 judges that
the server certificate 75 is already revoked, and notifies the
communication unit 420 of an error code indicating revocation (S90),
so as to end the verification. Meanwhile, when the serial number is
larger than or equal to the revocation number (Yes in S88), the
revocation judgment unit 438 judges that such server certificate 75

is valid, and notifies the communication unit 420 that the
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5 that is equal to or larger than the revocation

nunber. Next, a description is given of the
wo edoavdanshi p bet ween server certificates 75 PETarao42928

by the server certificate generation apparatus 10 and

the revocation nunber. FIG 19 is a di agram show ng

the rel ationship between serial 10 nunbers of server

certificates 75 and the revocati on nunber, when there

are four servers., For description purposes, suppose
VerHéF@t'torfhﬂ"as‘iﬁﬁd@\rﬂ@rr@ﬁ ¥ A B, C and D, each being

| DSl t1@CabotRe drocesting, Ca tMerd certificate 75 is

respectively and that the serialF nunbers of server
aufdeentitatad esn¥sw Hén diss apgd it atyonhge neip86d sends a server

cerdfidEte 78 nalinslides 2 vall Giondtw S Ay SEEET pumber

thatelsvegued o brqargeﬁrﬁa‘n the sejo€ation haenbel! ow ng
information is sftored in the server certificate

hi stheyt,sa desgsiptipn is1givan ofhdhe nedakionghip ketween server

corfttSig 78 odhBidled 0 1€hEY BV celficafi dengration
apparatlisd O ek bisg 2B/ ddetiehonamivée revocati on

certificate, se;;_ch unit 113 of the lser_ver certificate |
gendil&i 68 igppAigaramehuingdhe pelaltiepghip between serial

RS b ARRe A IRESS 75 BTPERE TLLSHoH ANy when
thet®e poesfesmesebyerthe server C. As a result, the server
certificates 75 of the server A and the . .server ﬁo B

ar e FUAAEREHPSIRN PAVRRSH $rgp YPPPRE REFE that.such servers are

A, Bevocahidop, ¢l byl RistaNield A¢4nhef tithe “<e1 Yo" “c”, and “d”
cériificaté generation apparatus 10 requesfs the
respecidvelyaargl thad theosednévint iersefveerver tegitifigaies 75

PORERPITUALY it PR DERElVE SRS BErt 1) voet g0 25 aRFI" T

revokedn aAsomcepsWisesathind tirhe € vieigaiding tlhadeeurity
makes a request to %gnerate a new_server certificate .
of tire spiyengprédicate 75epf theagryverse, fedellpwing information

is 5ESREFLhVEhY SV anelrtitfoate” hidedY™Re6Pa8E unit 110 at that

point of time:

Server name : Serial : Validity period
A 0 : a+13 (months)
B 1 : b+13 (months)
C 2 : ¢+13 (months)
D 3 : d+13 (months)

Therefore, the revocation certificate search unit 113 of the
server certificate generation apparatus 10 searches for server
certificates 75 with serial humbers smaller than “2”, which is the
serial number of the server certificate 75 possessed by the server C.
As a result, the server certificates 75 of the server A and the server
B are searched out. Accordingly, the certificate revocation
notification unit 114 of the server certificate generation apparatus
10 requests the servers A, B, and C to renew their server certificates
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5 "4", "5", and "6" are newy generated, so as to be
sent to the respective application servers A B, and
w@2o0thgiva@l i dity period of each server certifPCHIRR0VH002928
generated here shall be "e+13 nonths". Accordingly,
the data stored in the server certificate history
informati on storage unit 110 shall be updated as
follows: 10 Server nanme : Serial : Validity period D
3 :.d+13 (months) A 4 : e+13 (nonths) B 5 : e+13 )
75 (8hes) notificatien1 shakokhedy server etertiicaéeser5 will be
ificate,7 f+e e bod Sl , g h
reveRed) A R R e Eraco e SRVRFETAL Bofng C makes 2

requezst tbcgéaergéeeaanémnh'mwratlestiﬂggmaﬁ@esaﬂljeﬂew server
vocat i nunber to the serial nunber " 3" [ i S

cerf i atemd SoNRITagy Cre SRRt NE AR SBITRE ehe seoN duimkers of

"4 eVOEALIRN g YrBHANIPI@EABFa A ! st ladfid e Xbnt to the
repository 20 to store revocation I nformation 90 that

resipegitive sapplitatioer servansiir B,Saadef. anbhaevalidity perbod of

ew revocat i.op n "3 t ai ne adding o' 1" ”
eaqlh S SR RaNE o5 amrigre (i Mgt Bhatt bEcrs&d 3 months-.
Acesdinlglgat end5 deassestireédyin heheera@ivee Ve elfivase t hgstory
. _cause_ of the revocation. 25 Each of the termnals
infapnatipn rgqupge Ynibidihshattber ypdatad asvedlawsh
nu reposij 0. Wheq.t:his, i e, if
fa@'}‘@g@éi‘?@n nunbétrs(zz“lrriégtored, vlaéllai@' Egesrsé)gl e t hat
an authorilxed server:w I3 be ver:i Held3 dnbathg) an
unaut hori zed server, and vice versa. Tgerefore t he
fol | owi ngfcheck shal |+ be %onduct ed€*Hi3 MmoBgNshe

si gnaturepon the revocatign i nfor:”émﬁ‘éiﬁoﬁ\?ﬁ§zed-

Since only the CAis allowed to 'sign revocatio
i nformati €1, revocatiobn & nformati er13 (negatked as

bei authorized data,if its_sigpature is -45 WO
2004T56L 18 peRabEeanlflipisna B A Rethuartver 1S ehewed, the
reveiesied iduiifer exenidonupirben 5 sof afiger sefdert Rertificate
currently stored revocation nunber. A revocation
gemerdden aRnaimdnss Iduechangesothei saveraticservember to the

serﬁg(/bgj" f)%ke}]%’m |%?1¥F%¥gﬁiﬁ%‘é?\ﬁ%ﬁ§ﬁna BEE &t ¥ifat PRTH: WFtime,
and has the revocation information storage unit 201 of the
repository 20 to store revocation information 90 that includes such
serial number. Stated another way, such new revocation number
“3" is obtained by adding “1” to the serial number “2” of the original
server certificate 75 possessed by the server C which was the cause
of the revocation.

Each of the terminals 40a~40n regularly obtains and stores a
revocation number from the repository 20. When this is done, if
false revocation number is stored, it is possible that an authorized
server will be verified as being an unauthorized server, and vice
versa. Therefore, the following check shall be conducted. First,
the signature on the revocation information is checked. Since only
the CA is allowed to sign revocation information, revocation

information is regarded as being authorized data if its signature is
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5 the current revocati on nunber, such revocation
nunber shall be destroyed, being regarded that such
w0 eandp2kibO©ON nunber is false or that there wasPGDME2004/002928
m st ake. Meanwhil e, when there occurs server spoofing
by use of the server certificate 75 of the server C
the serial nunber of the server 1o certificate 75 of
t he spoofed server is "2". However, since the

revocation nunber at that point of time js "3", there
Valﬂfi- noVeesdt bf IGhsckad Hi the eavepabiogtngénber isilargeethan the

curreihtiypd 'st%‘F.%?T di'éggkggfc;}?t Mrﬁgeﬁl | pulgat i-8g {3t MY umber

server certificate W serial numbers
incsem¢rts tdhae toereevoabidrrohanserataldertificateakdedit never

Furth h tificate valjdit d
de AT ni 1o £19r 4 WIS EReckay e¢=ligD; DUMmeEr i3 srealler than

thelicthrPentSrevagstioN inddbersosuds tevEEatioh MimbrVehall be
certificates 75 whose validities expire wwthin a

desfseyied,r beingeagandad thiavesucdrrevesalien noenberig false or

thalfoe e vy SARSRNSIRECT by e Server Dwitl

expiMeanwialapnitien Tihsre bleeussry@ivercepbiofif@tly use of the
val i di t%ggeri od search unit 111 notifies the revoked

seryvan cerliratasks of the senver & thresseialanumbeepf the server
cel‘l%ffigér:(ée tSﬁEVS? W‘?réb{)gf' es@?v%’l."si%esi@d Mo/ SE" ¥lce the

e cer i ca revocation notification dnit
revochtiequesimbehat thatgroibttof tienevisitx’, 2heserigano possibility

thay sl ReREd Servan culb BE FHistacs ALeosALAsal0 the rule
stigartigy deat %m’“!;'ét?%"ertE@Qt)i/fig:ﬁﬁésWStWﬁgﬁ%pﬁg.ﬁerial numbers

certifrcate 75 ‘possessed e server
smedeti thzatthe sevosatiom mutibierashaH beitevildedl so

t 11 ) ertificate .
7o TR B S e Bl R B YRRy B0 U G unit
111 hawsroenkichr tharbervip cepeidierte Risté Ty %r@r@é §nit 110, so
obt ai ned by adding "1" to the_serial nunber of the o
as §@rSRIrefer seeyeE cemificring ISdwhosayadistivies expiredwithin

o ARGERCHAEE 310 ETeITANL OORRE Gy 1913, ronens
hayer ipatsed apiteoavbiingty aperied verf ¢het i d@oatiescdfificabe 75

serial ,nunbers small er than the serial nunmber of such
postheha WokRerscary Dol sse s PR (PORER. 0dThys, the server

ceRAPESAE NV BAAPIR! pePRd &¥AR% unit 111 notifies the revoked
certificate search unit 113 of the serial humber “3” of the server
certificate 75 possessed by the server D, and the certificate
revocation notification unit 114 requests the server D to renew its
server certificate 75. Moreover, when there exits a server with a
server certificate 75 that is assigned a smaller serial number than
that of the server certificate 75 possessed by the server D, the
certificate revocation notification unit 114 also requests such server
to renew its server certificate 75. After these server certificates 75
are renewed, the revocation number is updated to “4”, which is
obtained by adding “1” to the serial number of the server certificate
75 possessed by the server D.
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5 and the val ue obtained by adding "1" to the serial
nunber of the server certificate 75. whose expiration
wal2aa0e/096@ppr oachi ng shall be set as a new r eRCDA001002928

nunber. Accordingly, even when there occurs server
spoofing by use of an expired server certificate 75,
it beconmes possible, even for a device which does not
have a clock and 1o therefore is incapable of
obtalnlng a|§®50|se time, to confirmthat such serve

cer i [dEBCEl i3 Pt‘@ok‘é’h‘erbﬁﬁéﬁvﬂrﬁ‘g l?esth@(FaF?BHflcate 75
thHEWéII%N? Beh% Ser?ﬁﬁélﬁgfan'(h%“gr’?/‘é?b@élstlﬂEﬁtgi,,?S with

assi gne in order
serial, nlambélﬁ'; smaller hasenthe 1Sedabodumeber bt sulch server
res i.nvention not ILmtedtothlsord

cerPlTCHE 75ruPtsaualipifil barisd sSmamoadiing ShatL0r fanewed

and @he whiehobsainkd Qjéf-‘rﬁd—‘dil Ry Y1 t &P skeirie ﬂLﬂfﬁWer of the
server certificate 7 i Ssued, but the defaul

seryeri egrtifiaate Zﬁwb@seeexprr@sthn ahatenis cannm@hmgals@sall be

seto g i el v aariang nu ek, Al ingFlidyawhen there

occrm@t@m@»s bpooﬂ‘-mg mfy ugecof iah elk@ifed Seremyodke rificate 75, it
"O" is used as the _default revocation nunber, but the

begrinas possiieagiven Fmrnﬁedew whdchdoes Rt Ravea sgock and
théé‘%?a ?ﬁss 8ﬁ’a%llé ‘fsoﬁ?érj {‘E oé\ofé(]glel 8mehad bhtirm that

seri when’ t he
sudfref selhtersaredifiCdtanunbeiis ofe\aokedyebasedt idn cete 7évoeation
Sﬁt as "1", for exanple, the default revocation
u er may be either "0" or "1". Moreover, since a

Se“{\%téﬁthta'tftﬁétﬁﬁa%tb@ %%riaﬂSH%ﬁnbér§S§l'§n§§S|%1ed to the

serial nunber i ncrenments monotonously, -\
servefrsuly, Bseandl Cnimberder af Sdéyers Geanidf "6at in 7ehe present

I I th
empidin it bR R EsRRL A ghtiEn ] ésgé‘tqﬁh%e Booffis order.
t he X|l4a¢hih @nal fitst efmbyaimentt @héftﬁem,ﬁtts@rb@l ﬁghm@eqis “0”,
when the revocati on serial number is referred t

whigh ¢$ﬂn§re/m¢rttﬁél P¥vdlaeveny tine a/\oez/@@ﬂrty@ﬁ%rtlﬁcate 75 is

lssﬁgg B%Q%%Q%%%%uﬂj%a‘_bmmbéisﬁﬂaﬁﬁ e ! {:Frﬁ%‘é?y' 8nd a

present —enbo ver e‘revocatl on

differdrey velyebarast ust | yncedercaded dfors@eesry tizsiesuef aserver
i certlflcate 75 with a seri al lérrber that S
Cer bfu%@tﬁ% aglongr garsyFa v alyeninGESBENts nously

Furthermore, in the first embodiment, “0” is used as the
default revocation number, but the default revocation number may
be any other value as long as such value is equal to or smaller than
the default serial number. In other words, when the default serial
number of a server certificate 75 is set as 1", for example, the
default revocation number may be either “"0” or “1”.

Moreover, since a server certificate 75 to be issued is assigned
a serial number which increments monotonously, with the default
serial number of a server certificate 75 being set to a value equal to
or larger than the default revocation number, it is possible to enjoy
the functionality equivalent to the one to be achieved when the
revocation serial number is referred to, which is why the revocation
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5 As descri bed above, according to the first
enbodi nent, a revocation notification is given to an
wa@ppkiogasé on server with a server certificat eP@iiRd04/@2928
about to expire, and a new server certificate is
i ssued for such application server, so as to nmake its
original server certificate unusable by revoking it.
Accordingly, it is not necessary 1o for each of the
term nals 40a-40n to check the validity period of a
NUREGRIScHAL Hisest @S & refepenNEguippiiewprdsanprembediment.
. . . . L al
HoR i (el PealiyinuthBEs R b actGURyTarREgeaLd so as
to e of seheer eartifidated?s’ withna sepied nsndderr tvatc & iequual to
'nform%bi on_90,so as to check the validity of 15 a
or l%'?%'? an PHERARY SR HRRAUBMPRRe rel ati onshi p

bet e nd éSeripeld fﬂbow,”%%rcd?ﬁ_iﬁgcBosﬁhéepr§ﬁréﬁ1f5cfcﬁh§ent, a
75 and the revocation nunber in~ terns of thelr sizes,

revaratienm etificalien i9gives teoanraplicatiomsaaver with a server

i ' A di nal V.e. .
celiFRGHEE St 12 A E 3B ERLL ShoBoa SR SRR Witrcate 1s
issoeanfog sulcht appdi atiseterve?, isavasticomakedrd!dreg# server

net wor ked appl]iances, and the like, (Second

Certﬁfﬁ&%atwnqsaml@ PYINexakig dods crAseardingimihis aotdrecessary
e | sl .
foﬁéé&ﬁ%ﬁfﬁ@r@ﬂﬂlﬁéﬁél %BSQS@(?QE) gﬁ%g:% AL vcﬂfdf‘tpg[ameﬂgd of a

present invention. diragram s
serarerocertificatenforgto die @quippetb withoanpirecisei cockystWhat is
according to the second enbodi nent of prese

2 h t L
MRy eRN6R. WY At reBEaHAR sSeHal BUMbRE Sanihguded in
revd@R§of! ihFErRatTBni 96t | SRJSYH @M &f SHtd il &s 40a~40n

are assigned the sanme nunbers, and descriptions o
stoargsr eweh dicvaga ieadnfenata ttonmfi sateisoho eakrteivalidity of

[ : tificat [ .
2 SRR e iflhate 7 bRlss L Pro R s R e iiRcb BLiuBRnu g serlal
nueesér bifcaleh adierr eyrtificateratidyd afhapehioeatioh number in
servers 30a-30k used by providers of applications

ter@&%wfatm}r&éée%om%rtﬁrrr&n_alas“r(%@vﬂdbmogn@areiuired t% have
re o)qlarljcla':)szg%grggﬁt%ﬁgop@'eﬁ’ft%ﬁég(g%steLsgr "%gg%g%@yhédhlvsg small

users, nter net t
amoapuisi bbrye2éurtbs appl ireafuicedsernesnidfa-tBek thrd present

IVGTRE ScBRRAFDLE (EnnEpuOsher aBRIRI Fg5 1 8NehEre IS,
enbqldEsitid Embodiment)

The following describes a communication system according to
the second embodiment of the present invention.

FIG. 20 is a block diagram showing an overall configuration of
a communication system 2 according to the second embodiment of
the present invention. Note that components that are the same as
those of the communication system 1 shown in FIG. 7 are assigned
the same numbers, and descriptions thereof are omitted.

Such communication system 2 is comprised of a server
certificate generation apparatus 11 and a repository 21 which are
used by a certificate authority, a plurality of application servers
30a~30k used by providers of applications such as video content, a
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5 1In the communication system 1 according to the first
enbodi nent, the server certificate generation
wa@ppangties *10 sends revocation information 9PCT/@P2A6u002928

repository 20, which then sends the revocation
information 90 to each of the term nals 40a-40n
However, the conmunication system 2 according to the
second 1o embodinent is greatly different fromthe

tem1l in thaj the serve ertificate

PIUGaNEY B RIRaISAIS T4 s d by LTS, Gnsithe jntarnet 50
tharteh‘eﬁﬁ’e'c‘?@ $Hd qxépd%/b?gyzoflcoc'ﬁ%o%mﬂ&@ﬁoﬁfséf\?ers 30a~30k

revocati on nunbe ver conmmuni cat 1 on
an@yl:«heertemmmaés reEbasid lom wat(h ela&hserhber,r asoiratthen case of the
f or omt,i.on 90toechoﬁ5 germnls 40a-

copmaHBICAISH $¥staManPece Sl Br it Lo m

cheqgis tw&et:bﬁﬁnimcraftwmvesﬁysltéwcqt I Qﬁcbﬂﬂﬁfdmtborth%o first
is invalid or not based on'the signature on such

mwaaembnthaf%emr cerbficateogenaration appataiuntlibsends

em
e BRI SRS B d OB 20, 204 e sgncs the
re e ah U$nfdrl'na$iim¢8 ogerwer eaeht idfi thieestatmimalsed0a~40n.

repositqQry 21, which then sends such seryver
OW@r‘ﬁrh@’bé/e%O"fB“W'Fﬁ&'qrérW%@ A1 Aeprdingt kei the second

emBRAHES ﬁtﬁggf‘@é? HifPBrOHERES Ot s %gb?@ﬁt@ﬂtﬁjﬁoh%ﬁgm 1in

case o appl’i catlon servers
thadf theeseevrea nmmfmaat@f]geﬁéramoﬁoappasaltusrll sends, to the
aut. Eent Ioigtl on on ,such r

refaSiBSHY T Bt BuiniSiRetfar 3b; EAmRASer pRIY of the

revRJtatioh asufrisep, after sharl ng an SSL session key with
each of the termnals 41a"41n. Such being the case,

t he MereRyegeit thECmmr@ewmcatnomh sysbeapﬁarmﬂsreppsnmry 20

se s RFoEa P ot adeRll B8R ER o Whed Bt dacidon i

unerctypicedt orrgengndt icerciingtt slth ﬁéﬁﬁﬂ%l@r s 2408y checks
storage unit 103, the clock -49 WO 2004/091166

whethres i gensived 16¥0GaHOR farmaioar 96 dsagwalid tor not
basdd: c#ljf‘etﬁéRélg ey Hﬂ'ti%gﬁ re%ecasc%?{erlnforn*{atlon 90.
& fo :

certl I cate f |on unit the 'signature u
Hok@3ser tbe senvienrdestidm mes:ermm@rwatty lﬂﬁfer@m from the

firsGr o QR ent 1 BaHEG Bie didy SSere i (sate SFHipiation apparatus
11 issues server certificates 75 to the repository 21, which then
sends such server certificates 75 to the terminals 41a~41n at their
requests of revocation number distribution, as in the case of the
application servers 30a~30k. Then, each of the terminals 41a~41n
performs server authentication on such repository 21, and the
repository 21 distributes the revocation number in encrypted form
after sharing an SSL session key with each of the terminals
41a~41n.

Such being the case, the server certificate generation
apparatus 11, as in the case of the application servers 30a~30k, is
comprised of the key pair generation unit 101, the CA certificate
generation unit 102, the CA private key storage unit 103, the clock
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5 111, the server certificate revocation notification

unit 112, the revoked certificate search unit 113,
wanw4pdaecerti fi cate revocation notification PEI/gP200d44002928

so that the server certificate generation apparatus

11 accepts a CSR 70 sent fromthe repository 21,

i ssues a server certificate 75 to the repository 21,

and sends a revocation 10 notification 80 to the

repository 21 when such server certificate 75  becones
104uBhe c&erﬂal PEVRRET iSEAra@prwaick 051 FRedepRaieceiving unit 106,

thecﬁéf'véf"‘&%'i'?lflc%ec@:el’;og'ﬁ‘h o?PBﬁftaiBS? ]t}\edgfﬁﬁ}éq.ffg' ORHEBS, the

revocati on |on naﬂure u
sereqr geedificatehgenatingr umttiﬂ)Qpaﬂ'Ee mﬁﬁe'n centlflcate history

stofBBe. BB hOribe Seruebroarbitante balidiby Reriedosgarsh unit
11 PUNies §8Fvé#ﬁé§%tﬁ”cé‘f&tré\?@caﬁ|8ﬁt WI@EE&E% unit 112, the

revocation' er storage unit 115 an
reviodeast aaerdifi cate raemrichn umt ifi3atnth the cemﬂcauta revocation

nofiabléA, ik 518048, 1RSI s S A eneration

appErHas i10n atidepes $ICBRIED WHAt tidm ’élﬁ@fr%‘bosﬁ@oﬁW?lzolssues
revocation _nunber, a revocation nunber which is th

a SeRMEr CRrtificate 7Rtodhenapesiteryall, tanrd sands a revocatlon ‘

rue b S
nofHERSIon o 1 SBORHAT o3 i ST SePlst Rpprcare 75
becmfrms tsulsjantato orevocdEion.s Mbreohe, rE!‘V@C@ér'r\mfr certificate
nunber stored in revocat i n nu er stora i

t.h unj t .
96'19'13‘%'9%%9?3{6“6%&1r§96§aﬂ%'rﬂ reXgeAeLTigrmation
SIgH%'th Z%nlghfweéa?ﬁ‘b ;EH %H/%I‘C@él‘t‘?ﬁcat’é”éeﬁ%?atlon
not | Ies the repOSItO 2 on y (0] e revocatl on
ap panbes s matbuhasuﬂsﬁhm eiqgn‘apende valmh Bsrevocatiom number
st or

t he revoc n nunber e uni S revocatl on
StorAgs HAtot oo repserfin, Mimastadinbahe ulf 122
lnsﬁéad oenetRti QRvdiatidP3nurdbes %r@wrahipnw@ tand the

204, a server private key storage unit 205, server

revegatiendafereiatiegaafificabion ualt ddgcdni @@hdltmart@a&hembove

cogtitisnorToe herpiRbsutustny” SrhBiothbis 43188 in the

caspnoiuriheatiesy oddthoh haurebar netsradla " didit udifgs8bkespss the
in the case of the application servers 30a- 30k.

revafatipBaREMbehe w@y%@.trorgm roW hightis dge sn*’nzallest valid
se§&H dHfve @ d‘le‘éﬂfs%h\ée%er%bh'u‘fnb%)‘saaﬁ et tertftlcates 75
private key every tinme a-serve

issued by the server certificate sendmg unit 109. Note that the
default revocation humber is "0”. The revocation number stored in
the revocation number storage unit 121 is sent to the revocation
number notification unit 122. The revocation number notification
unit 122 notifies the repository 21 only of the revocation number
that includes no signature and is stored in the revocation number
storage unit 121, as revocation information 90b.

The repository 21 is made up of a key pair generation unit 203,
a CSR generation unit 204, a server private key storage unit 205, a
server certificate storage unit 207, a revocation information storage

unit 208, and a communication unit 209.

-50-



10

15

20

25

30

5 installed and a revocation notification 80 is

received fromthe server «certificate generation
wa@ppangties 11. A server public key 'is sent toPCT/0@3R2928

generation unit 204, and a server private key is

stored into the server private key storage unit 205.

The CSR generation unit 204 generates a CSR 70 from

the 1o server public key and a pre-stored server

na and sends th enerated, CSR 70 to the server
cer tihe Espésg@{é'r 31 AP GeLRS pith mgsqmsma@ 4la~41n

usigges%q_rvsg ﬁefﬁéfdé«fé%fqg{éggﬁd BHHERA \Hérsl%oafvgw. For

erates a server certi he recel ve
this€srasoNn,dine keynpiairsgehepationat it EGngaeneeatesﬁ lacaew server
the reposi t or rver certificate

21. 15 .Th
pubific, Bek" Brd Bogied: Seber RulAte; Fey ey tina @ msrver is

insEAEY dhE® FEVHEEEIOEhotHTERtIBY 8@r|wec<é€wbufﬂr%@ﬁ€th‘é55erver
The revocation informati on storage unit 208 stores a

cemificats generationrrpasatry 1ili.meAi sereeriprddic key is sent to

thd RS Tl 04, 00 SORBREE P el stored nto

th@eeeverlmvawa@} gtotdgeTlngitcR20BUNi cation unit 209 is
an| rface for comunicating with the ternmnals
212 1he GoR Qﬁf@arﬁtt&mé#n@omé‘c@@mr@geﬁoatﬁ&R 70 from the

r d ot.,0
oIS LS 5 SIS s s
genenatted CSR VA taXheeserver aeetificdteogenkeeatimvapparatus 11.

tif t t 207 der t fo
SuBERULENH NS coETYET SR TiGAkS viGRN & 2B DestPPRERTUS 11
geRaptePla té%‘?‘v‘é?rﬂblqﬂh%a‘%éaﬁl?rér?f the?rEcBW&d CSR 70, and

communi cation, and sends the read-out server
sends tsichagenebated esenver adrdifieats nab stol e nepository 21.

r r, the. i.cation uni. decrypts,. with
The e SUE o ISR sERETE, b 2% nStalSeR phitiacserver
cemteicsteo7E e viet tidh8, it R cePnes RIdHP hdw R fesetEftficate 75.
fromeach of the termnals 4lar4ln, so as to generate

a cdf®regcaiden fdforinasid ﬁtpéag@mmm agha shoressa new
reO’cﬁEe?tQQﬁ/ H%Hggrpgéfgzg%éoﬂz?égeﬁ}’%n nu tyopr 6ﬁfb rgnatlon

I's a request r thé revoca

20bf comepbeeni r@ﬂly 4ifa-thEn nevo&mte@nryummﬁer from the server
t he communi cation unit 209 reads the

Tl
cer(i:gggugq %ﬁé)rnrﬁ‘tb?ﬂaql?%ﬁr@w Il.om t he revocation
i nf org@t | @B SEAI AR tITHT 208t aRGPUt Ut SafUCRhterface  for

communicating with the terminals 41a~41n via the Internet 50
according to the above-described protocol for encryption, and the
like. More specifically, the communication unit 209 reads a server
certificate 75 from the server certificate storage unit 207 in order to
perform server authentication, when receiving a request from each
of the terminals 41a~41n for starting a communication, and sends
the read-out server certificate 75 to each of the terminals 41a~41n.
Moreover, the communication unit 209 decrypts, with the server
private key stored in the server private key storage unit 205, an
encryption type received from each of the terminals 41a~41n, so as
to generate a common key used for an encrypted communication.
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5 revocation information 90b in encrypted formto the
termnal that has nmade the request. Meanwhile., when
WO e@eiovilng a request in an unencrypted conmuNPCEIT2004/002928
the conmuni cation unit 209 disconnects the
comuni cation. Each of the term nals 4la-41n is nmade
up of the application 1o client unit 410, a
comuni cation unit 440 instead of the comrunication
unit 420, and a server certificate _verification unit

Subsgdugstbadvdien Hbeser ierd daauestcfee the revesatian number
froljggtnl)fs‘%@t Ehf‘errﬁﬁ{éﬂ%MQS'ﬁMihCIﬁt§nv§ﬁ¢lfy}cd;t‘t%ﬁi088n’1‘ﬁtl}nlcatlon,

ure Vveri A uni
the43@mn1wnmtocemturﬁnt0209 sEadngImmetvdtaﬁlonhmﬁbﬁsmatlon 90b

fro i BRarVOGAN PRaRfor Bie 1A PEOTakR UsHE AP eaPgkpUEpUES such

rev‘?ﬁ:’a‘t‘xéhClﬂférmﬂléhcgbbonﬂ WHéryRd farsh fcifirﬁ’ﬂ*?rtermmal that
i ncludes a revocation information. request unit 451

hastaadeothe tr@qt@aicath’l@@nvmhdemhem r@qeﬂe/snguanneqﬁtmst in an

undnEfinteds FRm i Rpclbifesui L b RIMZAHGR Y atnic, 209
disgbhinetté, tlend o rayeicaition. nunber verification wunit

453 inst ead of the revocation nunber verification unit
435 Eachheftha tarminalsidranittilenis sqadsi upret thgapplication

clléﬂChu;Hlt”lﬁléer@ n@bﬁ'\lﬂ.ﬂ*ﬂ%?l £ 94 ! 4ﬁgoglns‘%@ d 2of the

requests thé connunlca ion unit to O ta in
cormimeunévaidan aminwi@y drera tdervelSceetificater yebification unit

a5 Histeid o bhe SRR nEeHiriCate NaTEaaos Ut ABD. The
sed@&t captificate \Y@l‘lhfdéﬂé\‘? @h&”@SW% n8da é?raﬁrthe signature

certificate 75, and notifies the conmmuni cati on unit
veragatigfin abnét B2t ythef Cs%chestlﬁlmttar stosagbnarmiéil 433, the

Th tiLfi t t_452 .
reviEhhUREBEE stRkp 8 IBE SR nmRC thR e dBR idgment
uniees 38§ a@ahetWécagécbfonn@gteWeH@r@ﬁém edriFRidtdbn umt 430,

nunber to the revocation &Iud gnment unit 438 and -52 WO

angoputber1gwpdes)p20eMe 0adiors infeirmadiae seaestuidt 451 in
ste‘é‘%f'ff'ﬂ?(%'l%@dﬂﬂti njlggf {i§ tFﬁh@EtW%Bl a certificate

verification uni S 0ou revocat Oh n
serdabmagmibert ketrasioat 'ucmt rMiiRensteeiched ting tcd3%ficabo serial

nu%ﬁq]%ig C%?E%‘Ei%ni tunvi\dc té{b%,h?ansc?raln al‘lev%ucrgpt%n(rr\&\ﬁ’?geait‘ 'Verification
unit 453 instead of the revocation number verification unit 435.

The revocation information request unit 451 of each of the
terminals 4la~41n regularly (e.g. once a month) requests the
communication unit 440 to obtain the revocation number from the
repository 21.

The signature verification unit 432 reads the CA certificate 60
from the CA certificate storage unit 433, so as to verify the signature
on a server certificate 75, and notifies the communication unit 440
of abnormality, if such signature is abnormal.

The certificate serial humber extraction unit 452 extracts the
serial number from the inputted server certificate 75, and outputs
the extracted serial number to the revocation judgment unit 438 and
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5 obtained fromthe repository 21, as well as

conparing the read-out revocation nunber -with the
waegtad1isunber outputted fromthe certificat ePGEIR2004/002928

nunber extraction unit 452. Then, when the serial

nunber obtained fromthe repository 21 is smaller than

the revocation nunber stored in the revocati on nunber

storage unit 436, 1o the revocati on nunber

verification unit 453 notifies the _comunication unit
theqreveeation nadnberayefifisadior WHtLn3r mal | ty due to
SO'TBrrFéﬂ%%qcFé{ﬁbHehﬁ%BerWSHff &j éﬁrhf\Lt ﬁ@@elfe s ut the
server cer cate extracte rom plication
reveaatésis MoatBdkstordadm thepwdaartyoﬂhuumtmrai;itcamgmanit 436,
t he revocatlon nbgé t he revopcatiqgn 15 nu

SO A itPi EAMBATE | Hoeigedal e ﬁﬁafglc.am ) fiymber)
t i f A

obtiified MMM rEpokito PR, A Hel B LoripaPRfY the read-out

reviomati@o mnumdsr rvglt\h ttﬂna reerippl humben estpaitted from the

cerdfiaa sEP i SRR At s 52 U "l the serial

numlféﬂpéﬁﬁamedm@fmwpﬁlﬁé* EQPBYtoEyt iDD. id nsadgliler obhan the
to communicating with the application servers 30ar 30Kk,

rev&s:atnpmfwnmresmred@ EBAmavacation nimbepstortage unit 436,
( lyze co d

endf O PRHERLAD U0 (neaRofe eSfecomRs feties the

comanbnﬁa:a;’aben Mait ﬂlﬁl@abf d:hebﬁaldt tf#fiil therepioaesabngrmality due
accordin ?FS ge result h anal ysi s, & 21 sfends

to §eime fe %@ frdJrﬁ ﬁém%\zﬁm &sesial DHinbeipfapgserver

celgrﬁcag’f‘é Vsl e%ﬂ‘é éffi‘c;?‘n @ld fa Fdé%”oH@érvé@OB?Sri‘(ﬂ( or the
epository recelv s a server certifrcate

re paEsiaody Zrbwsmadiermirfan whei lmvcm}itmnolrrumi@er,etﬂrts regpgation

nufibier S THERLE (it pa, TS 68 RerBunltihioy v 440
thaﬁOﬁU‘éﬁ' SaEvOn cel#ﬁl'f@tfeh%ci%”ml@a%} ir@iyoliie@f.ocol  shown

in FIG 17. Mre specifically, at request for
[ evdDa | 0OMTMRIEAANIOBINIES3 A 2008/ ogmeenterface  for

cofSTLAESRHEGEER hEm AU ERIBEAM AT AR o ene
reﬁé@tgmnlmattlw Ilﬂ'l‘tl@ﬂ‘ﬂé@%@faddmdmgpmwheraballet-descnbed
st artrfa%aencry conmmuni cat | on. As a result,

PreAlTaENERY Y Q14D NERSEY PESUACRBMPUNIBRFIO cﬂre @ddition
to ForhhPThiditing with the application servers 30a~30k, as in the

case of the communication unit 420, the communication unit 440 (1)
analyzes a command sent from the repository 21, (2) requests the
server certificate verification unit 430 for processing, according to
the result of such analysis, (3) sends data passed from the
application client unit 410 and the server certificate verification unit
450 to the depository 21, and (4) receives a server certificate 75 and
revocation information 90b from the repository 21. 1In other words,
the communication unit 440 receives revocation information 90b in
an encrypted communication, using the communication protocol
shown in FIG. 17.

More specifically, at a request for revocation information 90b
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5 conmmuni cation unit 209 of the repository 21. Then,

the communi cation unit 440 outputs the received
waernevieertificate 75 to the signature verifiPEI/iRm04/002928

unit 432 and the certificate serial nunber extraction

unit 452. When notified of abnormality of such server

certificate 75 fromthe signature to verification unit

432, the conmmunication unit 440 notifies the

conmuni cation unit 209 in the repository 21 of such
froBbnokhal i tgvecatign séanaékqnfle%%e% dniks ¢§1, the

corﬂ}r}ﬁ?ﬂn&?ﬁbnt MSitSE f?é'fr‘é'bat{é\@%gf’% BmWMIENi hfo ! 5[“2’(5@ of the

e server certi normal oOr such serve
repomitofy cal eco/Stast ran ereokenbd tdoan Mdn bxabiani caAs aan result

the,FaimY CaEGrEUTs A0 ReSkess SEbEr CREY ot dindom the
com‘i*nhh?catﬁéhVﬁhitCEDg Br%*eerégos?daﬁgsgmds the

encr_ly . premaster secret comruni cati on unit
209 dTemheth%pc@mmerlzatlmmunetr m#0, arputs the received

serfRT BLiMcRB o B e SB SRR LB B2 and the

cerdfficatedsefal atunfieBseX@raidyy uait 452, Su\hﬂféweﬁbtlfled of
conmuni cat i on in encrypted formusing such encryption

abpeaymadityt c@f aﬁ@t:herse/rager tGRILEARLR| éufmramtthmslgnature
vel‘?ﬁ%?l(frb:gﬂﬁs 3§°rtﬁ§\’%6213 orwﬁ it N840 notlpes the

r eposi encrypt upon recei
cormim amwlpbadunetvzoat irmbh25apdsitony iZ2n o$QhJ(ﬁI11 eatm;@ltrnmwy of

the APrVEh S eI SAIE 7Bhes Gl Fo i SERANASEING BESaIPRon
”U”"Méan%\ﬂﬁlé’“mﬁﬁ thizes N nf @Yo <Rl €at@ 75 is
ri . The

revocation nunber V fcation unit 4
norrre\acbcamir omu«uhvbserveru f cedifioateni 75453 r aads pevoked, the
30 curre revog an nunber, from_the revocat
COWMQHC§€8Paé’@' ?f GENETALES GmpLFERaF EN ft%c"ﬁjfe encrypts

sudlﬁ\m@h'a@lﬂeﬁ@&?étr\mﬂﬁ itpd EepuRFheublienesi t@vtdhed in the
When this is done, if the notified revocati on nunber

servet pertiticatesias@ le:B/&TWtS)(bh)EOQQQQ‘BPt%d dmamastersgecret to
thd ESn‘fH'{Jr?i'E'ét{ 91?1?{ '2% ngg%rr (‘J'§|tﬂ ]d'l egHgtpﬁrgwore the

r évocati on nu

comimaessation smlt erzm) r@éﬁéraﬁéﬁ s %i’ﬂ@%ﬁ@nakey used for an
revociilon nunber | s nonot onousl i.ncrenmen and

eneRER G D COMMEIEEEHIB e th ChEised &gl @d’e@o as to carry

out the subsequent communication in encrypted form using such
encryption key. Stated another way, the communication unit 440
sends a request for revocation number to the repository 21 in
encrypted form. Then, upon receipt of encrypted revocation
information 90b (revocation number) from the repository 21, the
communication unit 440 decrypts the received encrypted revocation
number, and outputs the decrypted revocation number to the
revocation number verification unit 453.

The revocation number verification unit 453 reads out the
current revocation number from the revocation number storage unit
436, and compares it with the revocation number notified from the
repository 21. When this is done, if the notified revocation number
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5 wth a revocation nunber smaller than the current
revocation nunber. Meanwhile, when the notified

w0 eandp2lbO©ON nunber equals to the current revoPEl/iRM04/002928
nunber, the processing is term nated, judging that
there was no change of revocati on nunbers.
Furt hernore, when the notified revocation nunber is
| arger than the 1o current revocation nunber, the

revocati on nunber verification unit 453 conpares such
'S SVRIIREd thalbc BB Eore UTiRpEr revOFatien saimberusdeh grotified

re\i tiGROALNIHY¥FAS Ui L @?‘égsgo Wen‘\}%ﬂufe 4'tﬁ2§ &itdding is

er extraction e not |
termemaiad .onThisherbedausea Fevothbion hmmbreralls morbetonously

inclemeftsd and thertorg dapeiorAtion MUTRGAIT [epever replaced

W|t|heVe§>CﬁéV©6at‘|Werﬁuh$bé|nV§ﬂﬁé1le|anﬁ1éﬁr Uh@afc%ﬁfréhﬁ revocation
processing. This is because if such notif

numRIcat Meanwhiber, whes thei ﬂOtlftedrera@CaMQﬂ nwenber equals

o 85 BT fbehRBrt FREHL 2, Aoh At is Pobminated,

juddiergef ohatt mhte@ew&von@t I ehaZigaudfer ropd @atiee f hambers.
the reposit 21 with such invalid server
Furtarmbea; wh |tBeri@>@t'flret§%E%@€ﬁ9|0nTﬂb'nnéb@FéS |ar@er than the

curtt F&do éﬁb&oﬁh'rﬁ?efufﬁ’@rrév% ory éqn‘ﬂ?# YIFHichOdn unit

the seria er o repos
45Bevcompaoasnsoiohr wmtnflfadcate\mcannon bl egithsible serial

N R
nuﬁﬂ?éh*’\’ébdtﬁacﬂbhaﬁhﬂ hg ot heyw Y9 aHd ﬁ%tfﬁ’é@h eb VAt tidRShumber

making valid a server certificate /75 whic ecamne
is rengkled ithamethpaserialy muader eof | gheettaéposikory 21, the

t nb tt -
o A0, B8 R ARIRET T B4Rl eR e i Briiea
revastsito AVRLTh o istinvalidgad nettdieReaRld apkspid@tsdifg. This
revocation nunber is subject to a validity check in

is baeaHe6vH- %@glarn%@%ﬁﬂépcatwrt UM etbwies esvaligh dteneans

3 HECSmB BRILE vl 955kt 2195 Mo, gngs b, e

semwigrhgettifimedeng bt is coeoketheantdoitat tafe ref thabttaienedvocatlo n

t f ti 90b. Not t follown
UG A B NE e T SRECTVRRPIORY ZandtE: SURbofivaNg server

ceitifiédte PYSSEPt nbBVEAIdtNbrthy. Therefore, when the notified
revocation number is equal to or larger than the serial number of the
repository 21, the revocation number verification unit 453 stores
such notified revocation number into the revocation number storage
unit 436 as a new. revocation number.

Meanwhile, attacks to the revocation number includes:
making valid a server certificate 75 which became revoked in the
past, by fraudulently setting a smaller value as the revocation
number; and setting a larger value as the revocation number so as
to cause overflow. It is against these attacks that the revocation
number is subject to a validity check in the above-described manner.

With the above structure, it becomes possible to store only a
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5 The certificate issuing apparatus conprising: a
revocation nunber storage unit operable to store a

w0 eando2tlbO©ON nunber; a server certificate inf oPCEIT2004/002928
storage unit operable to store the follow ng
i nformati on concerning each of server certificates
issued in the past: an identification nunber, a
validity period, and a subject 1o to which said server
certificate was issued; and a certlflcake I Ssui ng

valifirevesation dumbals jbith N gEAiRe o Ehrckethe signature of
obtHiREE! Fb&&?al%llf)g];[%ﬁdmgﬁdrﬁgwwg unit issues a new

server certi assi gned an
i deMotfa ddtatortheinfelloedngl stouotutearigeralsibarcdmesivable as

t nb d by t ti b
anQ LB RRRITETT ol tPRoPFBFENCVRKR FEbki ng & Sor ver

cer tifd Cc'iatﬁhfléa’*ﬂ:e?I l%‘i%h‘fﬁﬁeal ?yatﬁaftugat:énhﬁﬁ'é'lﬁgéra revocation

apparatus (1) tains t ntification nu
nuRdl e ﬁwagecemlitf pparaple 2§o dst@rer amesevcaeaaomevmumber a

nbe I th
serl o ERHHERAt iR ) St U, pHdEie VBl S8 the
foll ihfdrmbliR i XIvEd il g edledr ofteumag dattificalesdssued
searches the server certificate information storage

in the pass: ag dentibigatian numderen \é%hlfﬂitm Reried, and a subject
to Wﬁghﬁgﬁr\ﬁ% g%?ﬁﬁdlct#eaﬁlasals%‘?f nﬁeétdéljtﬁl‘?{:%é Pssuing

I'ficat
unitr cpetdde tfvanigdwe | demiewi csdmaar ncmfcteflcate; hevherein the

ver certificate and (5) issues, to a seryer. whi .
certFichte JEbing Bt cissias 131 BEPD SOrVET RETEEIEHE) WRICh is

assﬁ We%Pra‘(ﬁr ﬁfl'f?cda‘?t?(%an tLﬁﬁ%e'rd a4l GRtign By (,a,r th&n the

ual to or arger € new revocation nu
rem@m«mmum@‘ stoved e rthief reuoeatlmnmmm@masmnage unit.
rches the serverro%ert ificate info

O R ERER MG, St i EyoiGhl bl seh e RHER A spig, server

cemlfitoek (s ARRr pPRIrBYLs (A )asht nebipd MeABIfRAtion number of
identificati on nunmber of said server certificate, (2

salde?e@f\fﬁrn@grtlﬁgaae faW delaidaines, asmBEW seMegBsion number,

o Bl 11659811 B8 s TREP 4180 BHEer, (5 stores

52120040 0eMEEs FRETH A BAMHEF HORD 2Rethsy gmtdeatnombembidrage unit,
stora &g uni t, 4%@searc es the server. certificate

(4) FRBFFREs dNesE B Ceitt Gt N TRabi@rostRTag g dinig so as to
reagcg:c% Iq:aggtbgvépe%&‘t”ﬁ&é?é gﬁieév\z%ggélo nctaf?eléégdtb"?s “a server
cemifitbete ite pguEnewed’”)swhidser iddatification number is equal to
or smaller than the identification number of the server certificate,
and (5) issues, to a server which possesses said server certificate to
be renewed, a new server certificate whose identification number is
equal to or larger than the new revocation humber.

Moreover, said server certificate issuing apparatus (1)
searches the server certificate information storage unit for a server
certificate whose validity period is approaching, so as to obtain the
identification number of said server certificate, (2) determines, as a
new revocation number, a number which is larger than said

identification number, (3) stores said new revocation number into
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and (5) issues, to a server which possesses said
waetnmvlleertificate to be renewed, a new ser VvBCT/JP2004/002928

certificate whose identification nunber is equal to or

| arger than the new revocation nunber. 1o Industria

Applicability The conmuni cati on apparatus, the

certificate issuing apparatus, and the comuni cation

system according to the present . invention provide the
theefrasaCaioBhdtWMRE s poktiads aHB it hd4) keedlchee the server
cerfiffdt qﬁ‘l’?&nﬁti{)ﬁsg%@ e ﬁﬂ‘f‘t As 34 ESdr%QH Yk "%5 server

networ ke appl i ances 3uch as Vvideo decoder as wel |
cerbifi catep (thercippéireat weésrrexhpablas dfa server certificate to be

reng:,%gégf Ivggtg:sg?l uﬁt?figgt%bm%gﬁgr&%aqe{os%rllalsmaIIer than

theRAEMPRRAHA AWRb el i Serfef YBFUIFIGRE, W ANBA B5UEs, to
for communicating wth a server apparatus based’on a
a setveerwhéchi posaessessaidndecueeceariificate tof bearenewed, a

server apparatus, copprising...a rLevo ' e
ne e RrRE e s et diiBee [dFufcaral Hufledt TSreaual to or
largefttear ERE RehepegotativrapR@hbeys storing said

revocati on nunber that is information serving as a

criterion for judging validity of the server

o \W-MT ocati on nunber storage unit

I“‘?y@é&ﬁﬁ@@’%‘%@[‘% obt ai ned revocati on nunber; an

i defMhd i cad menumiodEonr eapeyratoist, opleeabtertificaded issuing

out, fromt rggeserver certifi cateci, an identifi caEi on
aPRRIAS RRE e caBAMYRicatigny system assardingiqthepresent

invegitldn Wtk ideiiTefectibf CRBELAN —odbAiNg b the like by use
of & sadatua malent of irespiurcesp@artbarai skiteddorevse @t natworked
nunmber stor,e ocati on_,, nunber

d b h
AP b Ceg o MR RoRUEGAT STelim copapuirl Hhparatuses

ca et RbbT SR reer HLGHEMUALER 80cH 49 rhbBilgepHehe and personal
appar atus when the server certificate is judged to be

digitali assishansper abl e not to establish a
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conmuni cation with the server apparatus when the
server certificate is judged to be invalid. 25 2. The
W@ ormileat i on appar at us according to d ai m 1, Pei&r2e041002928
the certificate judgnent unit judges that the server
certificate is valid, when the identification nunber
is equal to or |larger than the revocation nunber. 30
3. The communi cati on apparatus according to Claim1,
further conprising a revocation nunber judgnment unit
operable to judge vali dictl-;AEMshe revocati on nunber,
-58 WD 2004/ 091166 PCT/ JP2004/ 002928 wherein the
certificate judgnent unit judges the validity of the
1. serVercoremuficsien gppaeainis foe coenovanicatimgmbérh a server

apPAER S BasECLAn haRBKRT (e rhfldHie Grat Ingisates Vaiaity of saic

selSAPTHPHSFhLAY, dBRApAisifgaccording to daim3, wherein
the revocation nunber jaddgnent unit judges the

val idireyasfatioe npuvekar i ebtaimmentbynitorenaijeako obtain a

redditioh; igbbfen P B o RASPEib AhdFdns cftding said
revdddtibhe nlevbeat tioat nignipeforshatieth etviing Bevecalrit@rion for

. hunber storage unit. 5. The communi cation appar atus
juaging M?i‘@'?\b@%@rﬁ@,wﬂﬁée@itm@%@k evocat i on nunber

ud il ) .
| LRy Ol AR st d MRS AR AR the
obtapesd revypcaéian humberi;s equal to or larger than the

St oAb REIICat OB UDREnrTead ch Uijga BETADIE &6y tieag out,
froh? tHeab8hder 8rtRiRaREN alrNRi & P PcRkti A NIRRT U g:f%nitdentify

unit judges the validity of the revocation nu
saigbsarwved dgytifieatiegvocati on nunber obtai nment unit by

COTR IS R, STARRAL R B o B BT RIS sty of
the;gg@e\v«arst@éeﬁfieméhw ev@eaid i9AgnumRerred dvdge Wrntification
number with the revocation number stored by the revocation
number storage unit; and

& communication control unit operable to establish a
communication with the server apparatus when the server
certificate is judged to be valid, and operable not to establish a
communication with the server apparatus when the server
certificate is judged to be invalid.

2. The communication apparatus according to Claim 1,

wherein the certificate judgment unit judges that the server
certificate is valid, when the identification number is equal to or
larger than the revocation number.

3. The communication apparatus according to Claim 1, further
comprising a revocation numbelj judgment unit operable to judge
validity of the revocation number,
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7. The communi cati on apparatus according to C aim6,
wherein the revocati on nunber judgnment unit judges

wo bat/ogties revocati on nunber obtai ned by the rRPUDIR04092928
nunber obtainment wunit is valid, when said obtained
revocation nunber is equal to or 30 larger than the
revocation nunber stored by the revocation nunber
storage unit. -59 WD 2004/ 091166 PCT/ JP2004/ 002928 8.

Cer M Eaifo thengebaitaGE Vg amen i siidides the Validity of
theABRFU} User #0ERES ShP0ic@ GEYARALLOBCAUES N SHASEYSwhen the

uni't operable to store a revocati on nunber
reviodadiomt inumdbeErvi judgmentcrunér i juddges thatuddiengrevocation
val i dit f, the server certificate; and an issuing
nur@%qr bspélaﬁ ‘e to issue a new server certificate,
wherein the issuing unit issues the new server
certificate that includes an identification nunber
4. i ndiTdw cagnen wialcedianiappagamiaccosding taldaimt Ban

th at i h ion.. 1
nunBUTEEERY e TVRatOR] Bhulbery RubBEREEE ARl JBdges the
valbdipgr of Wheaaevaliatgohontnaber8byf vottearimpre i itlertification
revocation nunber update unit operable to upd%e_the
nu caPf o nl@BeFiteTYr ceeHyficRES dDEicating nyabgity of the

i 5 r ot
re | dsg{rtﬁ [ i%'g?%gé%%n%@?wo a gée\?(\gltgﬁlggr ﬁ‘fﬁba?re sttogege by the
revoaatked, nwmbemnstofagd whitsai d i dentificati on nunber
of the server certificate to be revoked. 10. The
certificate issuing apparatus according to aim9, 20

5. Wherid coffm $81Hdt9o HN pph PSHES alded ragMg S him 4,

certificate for a server apparatus with a server
cer tWheraireth @ aeviocadsen givmbar judement vait fwdaeaitdat the

rerRBb B, AR A0S 0 RIS RAaRHIRHion, Bubler of he

reptdmtof‘;ﬁV@@?ﬁifi@at@UW@eé%&ew@@ by 13wdeviaeh i Bile NHEVBEatioN

storage unit. 25 11. The certifjcate issuing,

nuRRhel stekeddotienteYeceianngmberiHerage it si ng a
revocati on nunber update unit operable to specify an
identification nunber of a server certificate, an

6. expiTiteg icomoahricdtion apparatus according to Claim 3,

wherein the revocation number judgment unit judges the
validity of the revocation number obtained by the revocation
number obtainment unit by comparing said revocation number
obtained by the revocation number obtainment unit with the
revocation number stored by the revocation number storage unit.

7. The communication apparatus according to Claim 6,

wherein the revocation number judgment unit judges that the
revocation number obtained by the revocation number obtainment
unit is valid, when said obtained revocation number is equal to or
larger than the revocation number stored by the revocation number
storagé unit.
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whi ch i s approachi ng, and update the revocati on nunber

stored by 30 the revocati on nunber storage unit to a
woeosbesiibar ger than said identification numbePCT/IIR00MD2928

2004/ 091166 PCT/ JP2004/ 002928 12. The certificate

I Ssui ng apparatus according to Caim11l, wherein the

issuing unit issues the new server certificate for a

server apparatus with a server certificate that is

assigned an identification nunber snaller than the
8. updﬁtgérpékﬂ%@t iséﬁlﬁgn%ﬁparét'#-ﬁ fordssHing ihEpEVEREertificate

mdﬁ@%@?@t \/?ore ?he revo%lgt)grgagét 6nji|.2ﬁsu‘i A

"on nui er orage unit.
13. &A cevmuatnmtununsbetemtooageu simig eoperatele to store a
Icate_IssuU

tus f L
revREEHAh ‘Bucipetr tuek st HotRian bl eI NGy Bsal Gritprign for
Jud&ﬁéﬁhvﬁrt)ﬂm% g@rvépdc@rtmmw' aRld on apparatus

for “communicating with the server 'apparatus based on
" sai eﬁl‘sesssflelmgen‘tltfopﬁtasblamh@ns$umetamejmsewaracertlﬁcate,

ot o Er T EhE S ubRE 1D 3seles s gt SERke b Hiese that
incliidesizn idéntifRidtion $RIMDY idtlidatilg 8vatefWhich is equal to
judging validity of the server certificate; and an

orj lgggﬁﬁgthant tbpemyp@atttpnsaumlaehes\tcs"@d/eby the revocation

nuﬁﬂféﬁ&&%?e UH\Rerel n the issuing unit issues the new
server cerfrficate that includes an identification

nunber indicating a value which is equal to 20 or

I t hap .t he revocati on nunber stor the fir
9. 1 avalif CORTITIGAHEIR ST BY ARPAFLLS ARAOTAIE BhIRIEkE; dHrther
corﬁ i ﬁ?“eé i A8 uhﬂyé’F%F d’élé“HWPLeBB%E B'I%“f%”lﬁgdate the

rabletootalna vocat I on
revm;raisondwwdwasaotsd sl:\,orch&grmmtleﬁ nuavh»easrtonage unit to

t hat f t rvin iterion
o bR i ol BB o SRR ] Cincace
to $RCGRUVIGMDCAINON NUPRI] YOEAS M@'ﬁtlf‘i’@@fl@'ﬁ' Adber of the
store the obtained revocation nunber ;

senv@neeriifigatentmbepeevekadi. ng unit operabl e to read
out, 30 fromthe server-certificate, an
i dentification nunber used to identi fy

10. The certificate issuing apparatus according to Claim 9,

wherein the issuing unit issues the new server certificate for
a server apparatus with a server certificate that is assigned an
identification number smaller than the updated revocation number,
in the case where the revocation number update unit updates the
revocation number stored by the revocation number storage unit.

11. The certificate issuing apparatus according to Claim 8, further
comprising a revocation number update unit operable to specify an
identification number of a server certificate, an expiration date of
which is approaching, and update the revocation number stored by
the revocation number storage unit to a number larger than said
identification number.
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said server certificate; a certificate judgnent unit

operable to judge the validity of -61 WO 2004/091166
weEFaNAAPMA04/ 002928 the server certificate by choparaemmo292s

the read-out identification nunber with the

revocati on nunber stored by the second revocation

nunber storage unit; and a communication control unit

operable to establish a 5 conmmunication with the

server apparatus when the server certificate is.
127" addte CEILHCata 125U SpPETRES AeEoTdnstartiaim 41,

: . L €

servinerain heseuhptuift K RRER R BofVel sRytificate for
a sanmmiazramEtueiwibdt feorsaraery cegtiidate ¢hetuis eEsigned an
acfedR MGaPRAY iR 580 S8 B Rl bt mber,

in E98PEdSE NGhee! BYOGRVARHWADSINADEAI®Ste UrfR 9hdates the
obtaining a revocation nunber froma repository

revguatianususiber sgosaddby the sevegation mumbert $karage unit.
information serving as a criterion for judging
validity of the server certificate; a revocation

13 nunifercanonagecstiep slyssént iduomiprésiolf & Re¢ver apparatus, a
revocati gn nunber into a recording unit; an

centifieate i dasH UM n @RI FYM sISPUBTY r @adBREVENL certificate

in i : e i f4,C kd nficati P

ndiE O S A B e B 8bbar BRI e fynication

apperatus darecpouygmwericasinep veith tllgi sgrvdie appaditus dfased on
server certificate by conparing the read-out

th
Sa'ltddgﬁfY?'i‘ E&trf:&hc er wt h t he revocati on nu_rrber_
st orgHebyid el €6~ ALAYe YBEL NG b par AL FO THERI i on

control step of establishing a communication wth the
ser effirgipaedogstitiemumb esesterageetnit iaperalle to store a

dged. t val | d. not .establishing a e .
reiifinc BB Hior 18 iedResfilrshbinanas @neriterion for
judsngeralicery idfi idad @dryerugaairitgtdeapval id. 30 15. A

certificate issuing nmethod for issuing a server o
certdifiiggding unit operable to issue a new server certificate,

wherein the issuing unit issues the new server certificate that

includes an identification number indicating a value which is equal to
or larger than the revocation number stored by the first revocation
number storage unit, and

the communication apparatus includes:

a revocation number obtainment unit operable to obtain a
revocation number from a repository apparatus storing said
revocation number that is information serving as a criterion for
judging the validity of the server certificate;

a second revocation number storage unit operable to store
the obtained revocation number;

an identification number reading unit operable to read out,
from the server certificate, an identification number used to identify
said server certificate;

a certificate judgment unit operable to judge the validity of
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indicating validity of a server apparatus, conprising:
-62 WD 2004/ 091166 PCT/ JP2004/ 002928 a revocati on
woovee11ed or age step of storing, into a recor dPEIJIP2004/002928

unit, a revocation nunber that.is information serving

as a criterion for judging validity of the server
certificate; and an issuing step of issuing a new

server certificate, 5 wherein in the issuing step, the
new server certificate that includes an

thg gegitven ceeniticaterey icompardag the iréadigutadentification
nuﬁ’tﬁ@’e?\lltl‘i‘ﬁ?h‘é% ﬁl?ﬁﬁ'lﬁnﬂ%rcgtd%{ﬁﬂhé%e%ror{acﬂ‘g%catlon

revoc i on nunber St of recor
nuntbér sidrdge memmdam for a conmuni cati on apparat us

t hat communi cat e er, appar atus based on a,
Ser or COBMTIYRICREON ndHuR Phg UTUAT | GECABE <8P esiaidish

» th 0 r X te
co@ﬁﬂéhﬁﬁ&‘tﬁ)on &8 ORI GRYSERY @pﬁ@%’ § WRerEXeRKE! Eserver

e uﬁSteS a revocati on nunber obtai nnment
cergifépatd isbj @Edgt@ besvabdpcandonpeiabée hobnta eStabllSh a

repository. ap storln said _reyocatipn nu
comiBn&titnor RAFF orhelr SinBa aPerretifs ovRBr ' TRE" server
certifighne i¥ gliddied tofbé Navaeiaer certificate; a

revocati on nunber storage step of storing the obtained

revocation nunber into a recording unit; 20 an

14I der}i ({girﬁ%bﬂfhéwgnehél o %rSEgﬂaﬂ g ?I ca?g § munication

SEerver cer ,oan |
wmhsezd ster\nel“eaqﬂ'lfares:alisd baswd/esn C@r$ef\ye‘|at&rtaﬁcate indicating

tiflcat t st f d th lidit f
ValiGlsy' Qb Rald daIMETTRERAESEYScoRFAPTIINghe | cad- ot
'derﬂ'fré%tc ey be W'bttﬂlﬁﬁferftevgﬁé‘ 'OBmeBl%rmmg a

tored by t e recording unit; and conmuni cat i
re\mnamon shiemintr efircatl i ehmapcasltonyrmam:mtamns vvstcbnrmlge said
server agpa tus wh erv certi.ficate

F@\fq%tég t §5| Flaa |§dna§orrm@%é)§} aqﬁrvgﬁgn@saa! criterion for

judmROBGRihOBFH sErepedai@ifiépRar at us when the
server 30 certificate is judged t'o be invalid. 17.

pr ot difvicsiatioBenuimbest stoade nstedp el stosingathe obtamed
revocH§SnenunfBer into a recording unit;

an identification number reading step of reading out, from the
server certificate, an identification number used to identify said
server certificate;

a certificate judgment step of judging the validity of the
server certificate by comparing the read-out identification number
with the revocation nhumber stored by the recording unit; and

a communication control step of establishing a
communication with the server apparatus when the server
certificate is judged to be valid, and of not establishing a
communication with the server apparatus when the server
certificate is judged to be invalid.

15. A certificate issuing method for issuing a server certificate
indicating validity of a server apparatus, comprising:
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WD 2004/ 091166 PCT/ JP2004/ 002928 server certificate
indicating validity of a server apparatus, the
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steps: a revocation nunber storage step of storing,

into a recording wunit, a revocation nunber that is
information serving as a criterion 5 for judging
validity of the server certificate; and an i Ssui ng

tep of iss |ng rver certificate,' wherein in

thod CeypRgtiorepinREr Rareae, SR afistaring s Mime recording
unl*t”‘{’:l| Hé@écaﬁldrﬂﬁrﬂﬁmﬁb‘?%&nlsm’f’i'ﬂﬂ*m'a%ld %E?g n%%% a criterion

dentification |nd|cat|ngav
fore]quiaglrtgovadldlw @efrthewservlee cantlfneabeatalm number

St Or‘?\d|$§/U|tnlbesE§§°rfjfs%lng 5 new server certificate,
wherein in the issuing step, the new server certificate that
includes an identification number is issued, the identification
number indicating a value which is equal to or larger than the
revocation number stored by the recording unit.

16. A program for a communication apparatus that communicates
with a server apparatus based on a server certificate indicating
validity of said server apparatus, the program causing a computer to
execute the following steps:

a revocation number obtainment step of obtaining a
revocation number from a repository apparatus storing said
revocation number that is information serving as a criterion for
judging validity of the server certificate; .

a revocation number storage step of storing the obtained
revocation number into a recording unit;

an identification number reading step of reading out, from the
server certificate, an identification number used to identify said
server certificate;

a certificate judgment step of judging the validity of the
server certificate by comparing the read-out identification number
with the revocation number stored by the recording unit; and

a communication control step of establishing a
communication with the server apparatus when the server
certificate is judged to be valid, and of not establishing a
communication with the server apparatus when the server
certificate is judged to be invalid.

17. A program for a certificate issuing apparatus that issues a
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server certificate indicating validity of a server apparatus, the
program causing a computer to execute the following steps:

a revocation number storage step of storing, into a recording
unit, a revocation number that is information serving as a criterion
for judging validity of the server certificate; and

an issuing step of issuing a new server certificate,’

wherein in the issuing step, the new server certificate that
includes an identification number is issued, the identification
number indicating a value which is equal to or larger than the
revocation number stored by the recording unit.
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