[0001] DATA-MOVER CONTROLLER WITH PLURAL REGISTERS FOR
SUPPORTING CIPHERING OPERATIONS [0002] FIELD OF THE
INVENTION [0003] The present invention relates to the field of data
processing which may be used for wireless communlcatlon applications.
More specifically, the present invention relates to the C|pher|ng and
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for some of the more compute-intensive operations.

[0006] One such operation is ciphering, whereby the manipulation of
encryption keys and the actual encryption of data increases required processing
capacity in proportion to the amount of data being manipulated. Within the
security architecture of a 3GPP system, there are two standardized algorithms: a
confidentially cipher algorithm "f8" and an integrity cipher algorithm "f9".
[0007] A means for efficiently performing ciphering calculations while data

is being moved from one memory (i.e., layer) to another is desired.

[0008] SUMMARY

[0009) A data processing system ciphers and transfers data between a
first memory unit and a second memory unit, such as, for example, between a
share memory architecture (SMA) static random access memory (SRAM) and a
double data rate (DDR) synchronous dynamic random access memory (SDRAM).

The system includes a ciphering engine and a data-mover controller. The data-
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-1 mover controller includes at least one register having a field that
specifies whether or not the transferred data should be ciphered by the
ciphering engine. [0010] If the field specifies that the transferred data
should be ciphered, the field may also specify the type of ciphering that is
to be performed by the ciphering engine, such as a 3GPP standardized

confidentially cipher algorithm "18" or integrity cipher algorithm "19".
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[(0014] The register may include yet ancother field which specifies the
number of data blocks to be transferred by the data-mover controller.
[0015] The register may include yet another field which specifies whether
an interrupt pulse should be generated when the transfer of data is completed.
[00186] The register may include yet another field which specifies a value
embedded in a cipher header and processed by the ciphering engine.
[0017] The register may include yet another field which specifies an
encryption length.
[06018] The register may include yet another field which specifies a value
embedded in an encrypted header and processed by the ciphering engine.
(0019] The register may include yet another field which specifies a key
used by the ciphering engine for ciphering the data as it is moved. The key may
be a 128-bit key.



be a 128-bit key. -2 [0020] BRIEF DESCRIPTION OF THE DRAWINGS
[0021] A more detailed understanding of the invention may be had from
the following description, given by way of example and to be understood
in conjunction with the accompanying drawings wherein: [0022] Fig. 1 is a
diagram of a data processing system for ciphering and transferring data
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[0026) Fig. 5 shows a register defining the data-mover controller starting
address for source accesses to SMA memory;

{00271 Fig. 6 shows a register defining the data-mover controller starting
address for destination accesses to SMA memory;

[0028] Fig. 7 shows a register defining the number of blocks t6 be moved
between SDRAM and SMA memory;

{0029} Fig. B shows a register specifying the mode of the data-mover
controller;

[0030] Fig. 9 shows a register defining a count value embedded in a cipher
head; _

10031} Fig. 10 shows a register defining a fresh value einbedded in the
cipher head;

[0032] Fig. 11 shows a register defining a bearer and direction value that

must be placed in the encrypted header and the total number of bits to be
encrypted;
[0033] Fig. 12 shows a register defining a 128-bit key used for ciphering

during data movement; and



encrypted; [0033] Fig. 12 shows a register defining a 128-bit key used for
ciphering during data movement; and -3 [0034] Fig. 13 shows a register
which provides a calculated Message Authentication Code (MAC) value.
[0035] DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT(S) [0036] The preferred embodiments will be described
with reference to the drawing figures where like numerals represent like
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MaaYYy . The features of the present invention may be incorporated into an
integrated circuit (IC) or be configured in a circuit comprising a multitude of
interconnecting components.
{0040] The present invention is applicable to communication systems using
time division duplex (TDD), frequency division duplex (FDD), code division
multiple access (CDMA), CDMA 2000, time division synchronous CDMA
(TDSCDMA), orthogonal frequency division multiplexing (OFDM) or the like,
{0041} The present invention, like many other modem implementations,
has hardware modules (accelerators) to implement data processing functions.
The present invention uses a shared memory to reduce the number of existing
memory instances. Hardware modules and a proceésor access this memory,
[0042] By using a single memory versus many small dedicated memories,
the die size of an Application-Specific Integrated Circuit (ASIC) version of a
circuit, such as for a modem or the like, is reduced. This memery typically needs
to be very fast. Fast memory (SRAM) is typically very expensive and is not as

dense, from an area point of view, as other forms of memory, i.e., DRAM. See,
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[0042] By using a single memory versus many small dedicated memories,
the die size of an Application-Specific Integrated Circuit (ASIC) version of
a circuit, such as for a modem or the like, is reduced. This memory
typically needs to be very fast. Fast memory (SRAM) is typically very
expensive and is not as dense, from an area point of view, as other forms
of memory, i.e., DRAM. See, -4 for example, U.S. Patent Application No.
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processor. It alsorequires that the data be accessed, processed, and then written
back to memory.

{0048] The present invention combines Direct Memory Access (DMA)
functionality with ciphering and deciphering in a single hardware accelerator,
whereby a data-mover controller not only moves data, but also ciphers or
deciphers the data blocks during the data moving process. This saves time since
there is hardware assistance and the data is already in the process of being
moved. Thus, fewer accesses are required than if separate hardware accelerators
were implemented.

[0047] In some implementations, each hardware accelerator has its own
internal and interface (buffer) memories. The proliferation of many instances of

memories increases the size of ASIC implementations of these designs.



deciphers the data blocks during the data moving process. This saves
time since there is hardware assistance and the data is already in the
process of being moved. Thus, fewer accesses are required than if
separate hardware accelerators were implemented. [0047] In some
implementations each hardware accelerator has its own internal and
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encrypted and/or decrypted.

{0051] Accelerators that move data and assist in ciphering have been
combined to form the data-mover controller. This combination reduces the
number of accesses that must be performed and relieves the processor from the
expensive process of moving and ciphering the data.

[0052] When the data is moved between layers 1 and 2 or 3, additional
layers of control must often be “wrapped” around the data packets. This is often
represented in the form of a “header” that is attached to the data packet. The
addressing scheme of the data-mover controller accounts for this by permitting
the source and/or destination addresses to include an offset. This permits the
processor to move data from one memory space to another, but offset the
destination data by, for example, 3 bytes. Once the movement has completed, the

processor can write the appropriate header information into the area that was



expensive process of moving and ciphering the data. [00521 When the
data is moved between layers 1 and 2 or 3, additional layers of control
must often be "wrapped" around the data packets. This is often
represented in the form of a "header" that is attached to the data packet.
The addressing scheme of the data-mover controller accounts for this by

permitting the source and/or destination addresses to include an offset.
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The data processmg system 100 includes a data-mover controller
SHEAS Bsgire £9rt st dta registers 135, 140, output data
rqxglsmrs The data processing system 100 includes a data-mover controller

128, a ciphering engine 130, input data registers 135, 140, output data registers
145, 150, input multiplexer (MUX) 155, output MUX 160, and a first-in first-out
(FIFO) register 165.
[0056] The data-mover controller 128 is programmed by writing the
SDRAM 110 address register with the address of the initial word of data to be
accessed in the SDRAM 110 memory space. The SMA SRAM 105 address
register is written with the address of the initial word of data to be accessed ina
memory space in the SMA SRAM 105. A "Num_blocks_to_move" .register is
written with the number of data blocks to move. The mode register determines
- the direction of data movement {i.e., "0" = from SMA SRAM 105 to SDRAM 110,
“1" = from SDRAM 110 to SMA SRAM 105). The size of each block is also
defined, e.g., the number of 32-bit words per block. The total number of 32-bit

words transferred is designated as "num_blocks_to_move*block_size". A mode
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145, 150, input multiplexer (MUX) 155, output MUX 160, and a first-in
first-out (FIFO) register 165. (0056] The data-mover controller 128 is
programmed by writing the SDRAM 110 address register with the
address of the initial word of data to be accessed in the SDRAM 110
memory space. The SMA SRAM 105 address register is written with the
address of. the initial word of data to be accessed in a memory space in
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control block intg the SMA SRAM 105. The control block containsall of
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128 to initiate a data moving operation. The data-mover controlier 582§
(éﬁ&‘éﬁ\’/%@"ac%{‘éfél block from SMA SRAM 105. This is accomplished by properly
asserting requests from the SMA memory 105 via the SMA memory controlier
115. Data from the SMA memory 105 is input into the register 115 and passed to
the appropriate configuration register within the data-mover controller 128,
{0058} Once the associated control parameters have been received, the
information contained therein is interpreted to further direct the data-mover
controller 128 as to what type of function is to be performed. In this example,
data is to be moved from the SMA SRAM 105 to the SDRAM 110. If appropriate,
the data-mover controller 128 causes the cipher header information contained in
the associated registers to pass through the input register 135, input MUX 155,
FIFO 185, ciphering engine 130, MUX 180 and out to the SDRAM 110 via the
output register 150 and the SDRAM memory controller 120. The data-mover

controller 128 continues to sequence through the appropriate states to transfer



machine), receives the control signal and sequences through a series of
states to retrieve the control block from SMA SRAM 105. This is
accomplished by properly asserting requests from the SMA memory 105
via the SMA memory controller 115. Data from the SMA memory 105 is
input into the register 115 and passed to the appropriate configuration
register within the data-mover controller 128. [0058) Once the associated
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specified in the "mode" register. The value written to the register relates to the
beginning of the SDRAM address space. The address register may only be
written when the data-mover controller 128 is idle. The least significant bits are
ignored during the access, but are used when ciphering to specify the offset of the
data within the word.

10063] Fig. 4 shows a register 215 defining the data-mover controller
starting address for destination accesses {i.e., writes) to the SDRAM 110 for
initiating data transfers from the SMA SRAM 105 or from the SDRAM 110. The
address is a byte address and must be aligned to an address that conforms to the
block size specified in the "mode” register. The value written to the register
relates to the beginning of the SDRAM address space. The address register may
only be written when the data-mover controller 128 is idle. The least significant
bits are ignored during the access, but are used when ciphering to specify the
offset of the data within the word.



starting address for source accesses (i.e., reads) to the SDRAM 110 for
initiating data transfers to the SMA SRAM 105 or to the SDRAM 110. The
address is a byte address and must be aligned to an address that
conforms to the block size specified in the "mode” register. The value
written to the register relates to the beginning of the SDRAM address
space, The address register may only be written when the data-mover
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register relates t0 the beginning of the SMA’address space. dres
r&Fithe FrlFemRsR Wﬁf?éﬁﬂ%ﬁrm&a%&ﬁﬁ%é? thntronelersbsignifirant
Thitsdlepstigigaiicént hi 3oy edgRerbatdirdng dbavacaasphirih@ee ysedywen
ci Seegggth% 3B é:i% hle %‘gs%%o the data within the word. [00651 Fig. 6
shows a register de mmglt' e data-mover controller 128 starting

alifiédls for dBiginhibpvecacssisday. 825 vining b AuSRaNf DockEhte be
stasiied padiassder dnmrdataroovRr ieersMies AR isosperifiad:fatihed, the

dgta—r_nO\(,er cogtr ller 128 to cCess the SM%@Q@SM 105é Th vaél‘Je

B e e S T T R S A

Thethiddrasyepgister by will consist of the number of 32-bit words specified in
the “bs” field of the mode register.
[0067] Fig. B shows a mode register 230 which specifies the mode of the
data-mover controlier 128. Various fields 805, 810, 815, 820, 825, within the
mode register 230 may be written to control the activity of the data-mover
controlier when in operation.
{0068] An “f" field 805 is read-only and indicates t¢ the processor 195
whether or not (i.e., logic 0 for not complete or logic 1 for completed) the data
moving operation has been completed.
[0069] A“c” field 810 may be written to indicate whether or not data should
be passed through the cipher engine, and if so which variety of ciphering to
perform, When the “c” field 810 is “00”, no ciphering is performed and data
simply passes from the source address space to the destination address space.

When the “c” field 810 is “01", data is moved from the source address space to the
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only be written when the data-mover controller 128 is idle. The least
significant bits are ignored during the access, but are used when
ciphering to specify the offset of the data within the word. [00661 Fig. 7
shows a register 225 defining the number of blocks to be moved between
the SDRAM 110 and the SMA SRAM 105. When initiated, the data-mover

controller will transfer the_ number of plocks represented by the, value in
Rt TR TBRIE T S RERSP A ITE TR (o F BT B 14 ana
speciised rntber ' bsiriiptedoiting MediiidD ST cifes Zgphithnshoiie data

RoReFRAISIEN2S O Bharecing dheidade ahihes AalRBugysh SROMRIES
128. Various fields 805, 810, 815, 820, 825, within the mode re%ster 230
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ofiphatialpoj@ai) bAun tididida30mes seaddoriiiarighndicategioethes uses the

PEQY Sﬁﬁ%ﬁ%%?at%&%&l%&?ﬁe@«?ai1,189{8 Qafgﬁiﬂf?é &8@3%&%%8&%89&5&{%&1 .

complete e data movin ogeratlon has been completed. 100691 A “c

fierdsig wadhatds madsririndiedetimpirres st istidamtbpsegistie J58s sed
thwowgh the ciplter RAgiRes ARg HeR oykishne Rty okeipb e ng éer RN
hen the "c" fi 10 is "00", no gi ring Is fqr, angd,data_simpl

PR emeny 6 dafa B e R RS Hh S SR HROE B0 Sl
Viganeneted: Nehemtleis™ild §abdss ndbedternupiciseenerataiirdiss the
s@arenteviliteni Opdestinatian Addiresaspace but is passed through the

Cj ing enging,1 encrypted and/or decrypted using the 3GPP

D o e R o oL T e GriSE ALk "4 e
84dnise” ERMY dbmitsisieeesééwésonpabfg mﬁc@@ﬂ@k@é&@pﬁwﬁm p&ﬁsw
thrggdhe FRherng RNNRE AR UPIRGINE8GPB0 U CIRDEIII9ati N Whe

but the data is not stored. The cipherin en%ine 145 uses the key and
tha

aSMtiERe LR S s RERA A Go HitatB e Mdddd@Aindfindaia s

Godvesd dtue that 3D Rreldel 2 sl S MAIRRAMCHS 0r WBBnARed! fgisten is
2'?}?1 (40 Abvda fisld SRR e RROSATIER SUKCEB AR AN T IBEUG!

wnen
field 820 is used to defermine which memory address pointers to invoke via

access requests,

[0072] A “bs” fleld 825 determines the size of each access block that isto be
moved. The "bs" field 825 may be set to a values per block access that indicates
one word ("00" = four bytes), two words ("01" = eight bytes), four words (*10" =
sixteen bytes), or eight words ("11" = thirty-two bytes). The number of words to
be moved and/or ciphered is predetermined by programming the "bs" field 825
and the number of blocks to move. The total data movement is calculated based
on the product of the value represented by the "bs" field 825 and the number of
blocks specified in register 225.

[0073] Fig. 9 shows a register 235 defining the count value embedded in the
cipher head.

[0074] Fig. 10 shows a register 240 defining a “fresh” value embedded in
the cipher head.
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the movement of data has completed. When the "i" field 815 is "0", no
interrupt is generated. When the "i" field 815 is "1", the interrupt is
generated when the data movement operation has completed. [0071] A
"d" field 820 identifies one or more memories to be used as the source
and destination address spaces and specifies the direction of data
movement. For example, when the "d" field 820 is "00", data is moved
e SMAIBRARPAES JeRISSORANCTRIENRsATTRnG diErgtipporplue
"1Bat dabatibe plavedifrohe drerypiedMddED jmdhh S Sikabbd 05bit hebe
the "d’” field 1S "0d~r-daia i ong | iQp to another within
R il e i R e DL L
aBEREssPolftetiab aediebned brdbeS iR sttadiodr dp depgelndedgpsthe
deﬁ?ﬁaﬂi ﬂ@@dﬂii wﬁeméiga@ﬂfgcmlbua@kﬂmei aéﬂar?ﬁom@a\éﬁd,- tﬁ@@a"\th‘lﬁeé
field 825 may, be, set tg a values per block access that indicates . one wQr
B B e B R e e e SR e PP The
sacuphgndspesh Sgjdtsperifies aw manytpitsereyie SpeF terovghiide sipher

WEHERIO benguadiapdier nipliarahis pedgistBinesdt by RaQoRMBING the
"bs" field 825 and the number of b{{ocks to move.fTh%}_tﬁotal data
OGS RAETRRCE N A R BRRET SRR SHASERIEF M SIlse¢Hresented by

tHOORY" field 8RS dfdstrevaumbegisterbRickslisieirifes itRfcgistee225ed for

[QQgRl g -d%ﬁﬂg%%@x{}%%?ﬁ%ﬁ%g lpNg bR cRMLYalNGBERGHeSpp
. [0074] Fig. 10 shows a register 240 defining a "fresh"

h ipher h
tva?ag%ﬁ;éa%%bcwﬁ%weﬁﬁ@a&hm POEETIRE, the ffotdafPegishsr

24gdetining a bearer and direction value that must be placed in the

enggypied headenand the fofs M%%M?&%Q& SOGLVRIEh ﬁs&%&g&a

235, 240, and 245 contain values that are written by the processor 1

that4 ¥ gefrealesriHesumbes mAsarts R teded Hitrarbihevalues

heatier divhancaiphrdagisdrshsdetinstbeatiaiain@yemanis (R ITAB e Sse
by the system,
[6078] The descriptien of the registers disclosed herein is exemplary in
nature, whereby other arbitrary definitions could be derived based on a
combination of control fields to perform the same functionality. '
10079] While the present invention has been described in terms of the
preferred embodiment, other variations which are within the scope of the
invention as outlined in the claims below will be apparent to those skilled in the

art.
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are inserted by the data-mover controller in the appropriate locations. The
encryption length field specifies how many bits are to pass through the
cipher engine. The number of blocks and the number of words per block
is predetermined by a programmer and must account for this length.
[00761 Fig. 12 shows a register 250 defining a 128-bit key used for
ciphering during data movement. fhe\kgyavalue is used as described in
the 3GPP standard to encrypt/decrypt data when performing the f8 and f9

Velpkteis algonitbdris: [0077] Fig. 13 shows a register 255 which provides a
calculated MAC value. The f9 cipher algorithm creates a signature using
the key value and the values of the data stream presented to it. This
signatureiis tepkrtadascthiadd AG forausde by tigedsystdrtfoonsl fitrs memory
description of the registers disclosed herein is exemplary in. nature,

N e R g
combinatipg f:comtelfigldsig perform the same functionality. 100791
While the present invention has been describe%%n erms of the preferred

embodimarretRerVaRLRTEHS RRCROARISHHh SheESEMAY ERd the

secoB RSN Ihe claimsibelow WihbR RBRABNLIR hiesasiiliad dhe udit, the
-12 CLAIMS What is claimed is: 1. A data processor for transferring data

contehbderkarfiche dinmopptralivana mesesreadiAdiy Ui e ashe datamover
contXQIEE: Sorci%'énlpcr)' SE%?R%H%@’%%\@E)P%mlﬁ%%B@B%%ﬁ%%l?@}rm%ioﬂer to
fadt0 the first

coup 0 emory unit and the "second memory unit for writing a
initeasteolbleckintoniph efirsatmarmory unit, the control block including control

Putputing o3 AP AT & B gl et daret By wnit, che
data mover controiler and the processor for controlling the first memory
unit; and

a second controller electrically coupled to the second memory
unit, the data mover controller and the processor for controlling the second
memory unit, wherein the data-mover controller retrieves the control block
from the first memory unit in response to receiving the control signal from
the processor, and the data-mover controller determines which type of

function is to be performed based on the control parameters in the

retrieved control block.

2. The data processor of claim 1 further comprising:

a ciphering engine for ciphering data while it 1s being transferred
between the memory units, wherein if the first field specifies that the
transferred data should be ciphered, the first field also specifies the type of
ciphering that is to be performed by the ciphering engine.



initiate a data moving operation; a first controller electrically coupled to the
first memory unit, the data mover controller and the processor for
controlling the first memory unit; and a second controller electrically
coupled to the second memory unit, the data mover controller and the
processor for controlling the second memory unit, wherein the

data-mover eppiro|lerrefrisyies she,eQnirhbiogkh rmmtha dirstynemenphering

unit in response to receiving the control signal from the processor, and _
thias diatatmober penfromes detsrmihes Whlkpie SREiRLLdH id ipndardized

erformed based on ( | garameters in the retrieved control block.
c@y#ﬁgmﬁ ll? CIpher Eﬁ%{ﬁ?{ﬁﬁﬁ

a procéessor 6f claim 1 further comprising: a ciphering engine for
ciphering data while it is being transferred between the memory units,

wherein if the first field specifies that the transferred data.shquld b

ciphered,4the fi 5&&8%28%%’8&?%"5 t%g F}%éx%f %Bﬁgﬁln% j:?ll% tc‘? tea mover
cBatiomed by esipheriog engine. A3 BtdheldatmpreceSsar dfedthisp2cifying

wherein the type of ciphering that is to he perfarmed by the ci ring. .
vehfiRen g aé%&%?f@@%%%%%ﬁy %ﬁfﬂjﬁ%ﬁoﬁﬂ%ﬁ&4%%2‘%3%1“”@
OGRSSOL Ofi Hait Zewirargindhm dataanayes senpalerincldgsitdleashering

one register having a first field specifying whether or not the transferred
edatnshowc rndiptlied Bt tiprrapher ahgmERdhe type of

ciphering that is to be performed by the ciphering engine is a

standardized integrity cipher algorithm f9. 5. The data processor of claim 4
wherein tie réistetftathendestotesiackedond fekewnictbpetsgaster further

. thenticati . (MAC) val I i
LTS s BoriRe 00 B S e o b T el e G ode

(EQisteR fltibemlculated by the standardized integrity cipher algorithm f9.

6. The data processor of claim 4 wherein the register further
includes a second field which specifies whether data is moved from the first
memory unit to the second memory unit, or from the second memory unit

to the first memory unit.
7. The data processor of claim 4 wherein the register further
includes a second field which specifies the size of a block of data to be

transferred by the data-mover controller.

8. The data processor of claim 7 wherein the data block size 1s

four bytes.

9. The data processor of claim 7 wherein the data block size is

eight bytes.
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includes a second field which specifies whether data is moved from the

first memory unit to the second memory unit, or from the second memory

unit to the first memory unit. 7. The data processor of claim 4 wherein the

register further includes a second field which specifies the size of a block

of data tolBe Fhasfatedbyctseuatd-malar ¢owhetien Shertatmalock size is
Jrogces q:gf.claim 7 wherein the data block size is four bytes. 9. The data

processor of claim 7 wherein the data block size is eight bytes. 14 10.

The data processor of claim 7 wherein the data block size is sixteen

bytes. 11, The data processor of claijn,7 wherein the .data block sjzeis . .
ity w0 Bt L 2T R POt P ot NG 0 oty ioe i

thiriierwindiyees. a second field which specifies the number of data blocks
to be transferred by the data-mover controller. 13. The data processor of
any one of the preceding claims wherein the first memory is a share

memory grehitegfairg {SMi), stalic: randeACceshPRMOr4SRMe 1 4urther

The data processor of any one of thergeceding claims wherein the

igelavies rerssapd AlslharidpbuspegHarsic henaormhesess dakmblygcks to be
t{o%?ﬁél}@dl% The data.processar, af 4y, one of the preceding claims
W

erein the first and second memory units differ in processing speed. 16.
The data processor of claim 4 wherein the register further includes a

second fi lg W heSp a igesl\_/(\)/hgthgz( 2 irggrrugt ngie %&mq"egeedin claims
generated When the rARSfér of data is comp‘Yeteg. P &
wherein the first memory is a share memory architecture (SMA) static

random access memory (SRAM).

14. The data processor of any one of the preceding claims

wherein the second memory is a synchronous dynamic random access

memory (SDRAM).

15. The data processor of any one of the preceding claims

wherein the first and second memory units differ in processing speed.

16. The data processor of claim 4 wherein the register further
includes a second field which specifies whether an interrupt pulse should

be generated when the transfer of data 1s completed.

17. The data processor of claim 4 wherein the register further
includes a second field which specifies a value embedded in a cipher header

and processed by the ciphering engine.

18. The data processor of claim 4 wherein the register further
includes a second field which specifies an encryption length.
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17. The data processor of claim 4 wherein the register further includes a

second field which specifies a value embedded in a cipher header and

processed by the ciphering engine. 18. The data processor of claim 4

wherein the register further includes a second field which specifies an

encryption length. 15 19. The data processor of claim 4 wherein the

register fyrtherinclydes a second field which specifies a value empedded

in an enclriépte iﬁegég? gﬁgcgr%sggsgé(&%‘;%gf c%ﬁ%ﬁ?ﬁlg et\%%ir%.%ésogeThe e
1fetaderoeessased dialn 4whbrsiretifigegister furtherbinkledesaaseenndypted

field which specifies a key used%?xy the ciphering engine for ciphering the
hgadendn I’rﬁ%‘%ﬁ’éﬁ.eglbﬁﬁ}éeocé proResbTEFclaim 20 wherein the key is

a 128-bit key. 16

20. The data processor of claim 4 wherein the register further
includes a second field which specifies a key used by the ciphering engine

for ciphering the data as it is moved.

21. The data processor of claim 20 wherein the key is a 128-bit

16



