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CRYPTOGRAPHICALLY ATTHESTED RESCURCES FOR HOSTING VIRTUAL
MACHINES

CROSS-REFERENCE TO RELATED APPLICATIONS

{0001} This application clairas priority to U.S. Non-Provisional Patent Application Serial
Number 13/932,828, entitled “CRYPTOGRAPHICALLY ATTESTED RESOCURCES FOR
HOSTING VIRTUAL MACHINES,” filed July 1, 2013, which is hereby imcorporated herein

by reference, in its entirety and for all purposes.

BACKGROUND

160621 As an increasing number of applications and services arc being made available
over networks such as the Internet, an increasing mumber of content, application, and/or
service providers are turning to technologics such as cloud computing. Cloud computing, in
general, 18 an approach to providing access to electronic resources through services, such as
Web services, where the hardware and/or software used to support those services is
dynamically scalable to meet the needs of the services at any given time. A user or customer
typically will rent, lease, or otherwise pay for access to resources through the cloud, and thas

does not have to purchase and maintain the hardware and/or software needed.

18083} In this context, many cloud computing providers utilize virtualization to allow
multiple users o share the underlying hardware and/or software resources, Virtualization can
allow computing servers, storage device or other resources to be partitioned into multiple
isolated instances (1.c. virtual machines) that are associated with {c.g., owned by} a particular
user {e.g., customer). Each virtual machine conventionally includes its own operating system
that 1s capable of executing one or more applications on behalf of the user. Virtualization can
thus cnable various users to run their applications remotely, using on the resources {e.g., host
servers, e¢tc.) of the cloud computing provider or operator. However, providing a
conventional virtual computing environment has a mumber of limitations. For example,
certain customers may be particularly sensitive to security issues that may arise as a resalt of
executing virtual machines on remote resources. Because customers do not have physical
access o these resources, many customers would like to obtain some sort of cryptographic
assurance that the resources have not been tampered with by malicious users or otherwise

compromised.
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BRIEF DESCRIPTION OF THE DRAWINGS

18604] Varicus embodiments in accordance with the present disclosure will be described

with reference to the drawings, in which:

6805} FIG. 1 illustrates an example of an electronic resource environment that can be

used in accordance with various cmbodiments;

18086} FIG. 2 illustrates an example of obtaining a cryptographic measurcment of the
resources on a host computing device on which a virtual machine 15 to be provisioned, in

accordance with various embodiments;

16667} FIG. 3 jHustrates an exarople of comparing the cryptographic measurcment 1o a
fist of approved measurcnents that has been attested to by a trusted entity, in accordance with

various embodiments;

[B0a8] FIG. 4 ilustrates an example of utilizing one virtualization technique using a

hypervisor, in accordance with various embodiments;

[6809] FIG. 5 illustrates an example of a resowrce center of a service provider that
provides the physical resources that can be used {0 enable a virtualized computing

environment, in accordance with various embodiments;

180196} FIG. 6 illustrates an example of a virtual network of multiple virtual roachines that
can be provided for a user in the virtualized computing environment, in accordance with
various embodiments;

18011 FIG. 7 illostrates an example of a process for attesting computing resources that

are configured 1o host a virtual machine, in accordance with various embodiments;

[8812] FIG. R illustrates an example of a process for compiling & list of approved
cryptographic measurements and providing the list to a trusted third party, in accordance with

various embodiments:

180613} FIG. 9 ilhustrates a logical arrangement of a set of general components of an

example computing device that can be utilized i accordance with various embodiments; and

18014} FIG. 10 idlustrates an example of an environment for implementing aspects 1o

accordance with various embodiments,

[
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DETAILED DESCRIPTION

{6815} In the following description, various embodiments will be iltustrated by way of
exarople and not by way of limitation in the figures of the accompanying drawings.
References to various cmbodiments in this disclosure are not necessarily to the same
embodiment, and such references mean at least one. While specific implementations and
other details are discussed, it is to be understood that this is done for illustrative purposes
ondy. A person skilled in the relevant art will recognize that other components and
configurations may be used without departing from the scope and spirit of the claimed subject

matier,

I E] Systerns and methods in accordance with various embodiments of the present
disclosure may overcome one or more of the foregoing or other deficiencies experienced in
conventional approaches for cryptographically attesting computing resources. [n particular,
various embodiments enable an operator of a virtualized multitenant computing environment
to cryprographically atiest to and/or verify the configuration of computing resources used 0
execute one or more virtual machines on behalf of a user {e.g., customer, client, ¢tc.). When
the user requests a virtual machine to be provisioned for the user, the operator of the
virtualized computing environment {e.g., cloud computing service provider) can initiate a two
phase launch of the virtual machine. Tun the first phase, the operator may provision the virtual
machine on a host computing device and then obtain cryptographic measurements of the
software and/or hardware resources on the host computing device. The cryptographic
measurements may be obtained using a trusted platform module (TPM) and be stored in the
platform counfiguration registers (PCRs) of the TPM. The operator may then provide the
cryptographic measurements to the user that requested the virtuval machine. If the uvser
approves the cryptographic measurements, the operator may proceed with the second phase
and actually launch (L., begin executing) the virtual machine on the host computing devices.
In some embodiments, mnstead of (or in addition to) providing the cryptographic
measurements to the user, the operator may compare the cryptographic measurements 1o a
known measurement or a list of approved measurements {e.g., a “whitehist™) or other
reference values to determine whether the host computing device is acceptable for hosting the

virtual machine. The list of approved cryptographic measurements may be provided by the
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user as part of the request (o provision the virtual machine or may be provided by a trusted

entity (e.g., trusted third party).

88171 In accordance with an embodiment, the user sobmits & request for a virtual
machine by using one or more application programming interfaces (APIs), such as a Web
Services API provided by the operator of the virtualized multitenant computing environment.
In some embodiments, as part of submitting the request, the aser may specify a particolar
configuration of the host computing device or provide a hist of approved cryptographic
measurements to be used when provisioning the virtual machine. In response to recciving
sach a request from the user, the operator (e.g., a service running on a server) can begin
provisioning the virtual machine for the user. In particular, provisioning the virtoal machine
may include selecting a host computing device, unpacking the machine image containing the
configuration of the virtual machine, and performing any other necessary steps to provision
the virtual machine for the user. Once the virtual machine has been provisioned and is ready
o be Taunched (i.c., executed) on the host computing device, the process may be paused and
one or more cryptographic measurements of the various software and/or hardware resources
on the host computing device can be obtained. For example, a trusted platform module
(TPM) or other cryptographic module on the host computing device may be used to create a
hash measurement of the software configuration of the host computing device.  Hash
measurements can be created by reading vahies in certain memory locations and applying a
hash function to those values to generate the hash measurement. The memory locations may
be associated with the Basic Input/Output System (BIOS) of the host coraputing device, a
hypervisor (or virtual machine manager} on the host computing device, the configuration of
the guest operating system of the virtual machine, the hardware configuration registers, the
firmware on a peripheral component interconnect {PCI) card and others. Tn one embodiment,
the hash measurement s a secure hash algorithm | (SHA-1) rocasurement that is stored in the

PCRs of the TPM.

{8018} Once the crypiographic measurements have been obtained, they can be used to
determine whether the resources on the host compating device are in an acceptable state to
launch the virtual machine. In one crubodiment, the operator of the virtuahized multitenant
computing environment may provide the cryptographic measurements (¢.g., SHA-1) to the
user that requested the virtual machine and the user may approve or deny the cryptographic
measuroments prior 1o launchiong the virtual machine, In another erabodiment, if the user has

specified a particular configuration of the host computing device as part of the request, the
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operator may compare the cryptographic measurement of the host to a known and approved
cryptographic measurement {e.g., a known SHA-1) that corresponds to the specified
configuration. In avother embodiment, if the user has provided a list of approved
cryptographic measurements to the operator {c.g., as part of the request for the virtual
machine or at a different time), the operator may compare the cryptographic measurement to
the list of approved measurements to determine whether to approve launching the virtual
machine or deny it. In some embodimenis, the list of approved measurements may be
attested to by a trusted third party such as by publishing the hist for access by multiple users

{e.g., on the Internet).

[8419] In various embodiments, it the operator determines that the cryptographic
measurcment of the contiguration of the host computing device does not maich any approved
reference vahlue, the operator can roll back or undo the process of provisioning the virtual
machine on the host computing device.  Alternatively, the operator may not provide the
virtual roachine to the user in other ways, such as by preventing the virtual machine from

joining a virtual network of the user.

16026 FiG. 1 illustrates an cxarmple of an electronic resource environment 100 that can
be ased n accordance with various embodiments. In this example, a computing device 102
for an end user is shown to be able to make calls through at least one network 106 (e.g., the
Internet, a cellular network, a wireless network, a local arca network (LAN), cte.} into a
control plane 108 to perform a task such as to provision a data repository or launch a virtual
machine in a data plane 118, The user or an application 104, for example, can access the
repository and/or virtual machine directly through an interface of the data plane 110, While
an end user computing device and application arc used for purposes of explanation, it should
be understood that any appropriate user, application, service, device, component, or resource
can access the interface(s) of the control plane and/or data plane as appropriate in the various
embodiments. Further, while the components are separated into control and data “planes,” it
should be understood that this can refer to an actual or virtual separation, logically or
geographically, of at least some resources {e.g., hardware and/or software) used to provide
the respective functionality.

16021} The control plane 108 in this example is cssentially a virtual layer of hardware and
software components that handles control and management actions, such as provisioning,

instantiating, launching, scaling, replication, etc. The control plane in this embodiment
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includes a Web services fayer 112, or tier, which can inchide at least one Web server, for
examople, along with computer-executable software, application servers, or other such
components. The Web services layer also can include a set of APIs 132 (or other such
interfaces) for receiving Web services calls or requests from across the at least one petwork
106. Fach API can be provided to receive requests for at least one specific action to be
performed with respect to the data environment. Upon receiving a request to one of the APls,
the Web services layer can parse or otherwise analyze the request to determine the steps or
actions needed to act on or process the calll For example, a Web service call might be
received that nchides a request to launch a virtaal machine. In this example, the Web
services layer can parse the request to determine the type of virtual machine to be created, the
type of hardware requested (if any), or other such aspects. Information for the request can be
written to an administration (Admin} data store, or other appropriate storage location or job

queue, for subsequent processing.

{6623} A Web service layer in one erobodiment includes a scalable set of customer-facing
servers that can provide the various control plane APlIs and return the appropriate 1esponscs
based on the API specifications. The Web service layer also can inchide at least one API
service layer that in one embodiment consists of stateless, replicated servers which process
the externally-facing customer APIs. The Web service layer can be responsible for Web
service front end features such as authenticating customers based on credentials, avthorizing
the customer, throttling customer requests to the AP servers, validating user input, and
marshaling or unmarshaling requests and respounses. The AP layer also can be responsible
for reading and writing counfiguration data to/from the administration data store, in response
to the API calls. In many embodiments, the Web services layer and/or API service laver will
be the only externally visible component, or the only component that is visible to, and
accessible by, customers of the control service. The servers of the Web services layer can be
stateless and scaled horizontally as known in the art. API servers, as well as the persistent
data store, can be spread across multiple data centers in a region, for example, such that the
servers are resilient 1o single data center failures. Fuuctions or configurations of the APIs or
other such components can be managed by at least one system management component 114,

or other such system or service.

{8423} The control plane 108 in this embodiment inchides at least one host monitoring
compounent 116, The host monitoring compouncnt Can CoOMmprise any appropriate cornbination

of hardware and/or software including instructions for monitoring aspects of the data plane.
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For example, the host monitoring component can inchide a dedicated host machine, process
distributed across a mumber of machines, or a Web service, among other such options. When
a virtual roachine (VM) B created in the data plane, information for the VM can be written to
a data store in the control plane, such as a monitoring data store 120. It should be understood
that the monitoring data store can be a separate data store, or can be a portion of another data
store such as a distinet set of tables in an Admin data store 122, or other appropriate
repository. A host monitoring coraponent 116 can access the mformation in the monitoring
data store to determine active VMs, resource instances, or other such rescurces or
components 134 in the data plane 110. A host monitoring component also can perform other
tasks, such as collecting log and/or event information from multiple compouenis of the
contro} plane and/or data plane, such as the Web service laver and various host managers
128, Using such event information, the monitoring component can expose customer-visible
events, for parposes such as implementing customer-facing APls. A mouttoring component
can constantly monitor the health of all the running repositories and/or instances for the
control plane, detect the failure of any of these imstances, and initiate the appropriate recovery

process{es).

j8024) Fach virtual machine instance 134 in the data plane can include at least one data
store 126 and a host manager component 128 for the machine providing access to the data
store. A host manager in one embodiment is an application or softwarg agent executing on an
instance and/or application server, such as a Tomcat or Java application server, programmed
to manage tasks such as software deployroent and data store operations, as well as monitoring
a state of the data store and/or the respective instance. A host manager in one embodiment
listens on a port that can only be reached from the internal system components, and is not
available to customers or other outside entities. In some embodiments, the host manager
cannot indtiate any calls into the control planc layer. A host manager can be responsible for
managing and/or performing tasks such as setting up the instances for a new repository,
inclading setting up logical vohumes and file systems, installing database binaries and seeds,
and starting or stopping the repository. A host manager can monttor the health of the data
store, as well as monitoring the data store for error conditions such as /0O errors or data
storage errors, and can restart the data store if necessary. A host manager can also perform
and/or mange the installation of software paiches and upgrades, as well as updates o
configuration {e.g., specific virtual machine images) or furoware, ¢ic. A host manger also

can collect relevani metrics, such as may relate to CPU, memory, and I/0 usage.
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18025] The host monitoring component 116 in the control plane 108 can communicate
periodically with cach host manager 128 for monitored virtual machine jostances 134, such as
by sending a specific request or by monitoring heartbeats from the host managers, to
determing a status of each host. In one embodiment, the monitoring component includes a set
of event processors (or monitoring servers) configured to issue commands to each host
manager, such as to get the status of a particular host and/or virtual machine instance. In at
icast some embodiments, 3 deployment monitor component 118 can also communicate with
hosts, instances, and other such components to attempt to determine when versions or
configurations are deployed or updated, when communications are sent, and other such
mformation. A deployment monitor can be part of, or separate from, the host monitor, as

may both be provided as part of a monitoring service of the control plane,

18026} As discussed, once a virtual machine instance is provisioned and a user is
provided with a DNS address or other address or location, the user can send requests
“directly” to the data plane 110 through the network using a Java Database Connectivity
(JOBC) or other such client o directly interact with that instance 134, In one embodiment,
the data plane takes the form of {or at least includes or is part of) a computing cloud
environment, or a set of Web services and resources that provides data storage and access
across a “cloud” or dynamic network of hardware and/or software coraponents. A DNS
address is beneficial in such a dynamic cloud environment, as instance or availability failures,
for example, can be wmasked by programmatically remapping a DNS address to any
appropriate replacement instance for a use. A request recetved from a user 102 or application
104, for example, can be directed {0 a network address translation (NAT) router 124, or other
appropriate component, which can direct the request to the actual instance 134 or host
corresponding to the DNS of the request.  As discussed, such an approach allows for
instances to be dynamically moved, updated, replicated, ctc., without requiring the user or
application to change the DNS or other address used to access the instance. As discussed,
cach instance 134 can inchude a host manager 128 and a data store 126, for example, and can
have at least one backup tustance or copy in persistent storage 130, Using such an approach,
once the instance has been configured through the control plane, a user, application, service,
or component can interact with the instance directly through requests to the data plane,
without having to access the control plane 103, For example, the user can directly issue SQL
or other such commands relating to the data in the instance through the DNS address. The

user would only have to access the control plane if the user wants to perform a task such as
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expanding the storage capacity of an instance. In at least one embodiment, the fumctionality
of the control plane 108 can be offered as at least ove service by a provider that may or may
not be related to a provider of the data plane 110, but reay simply be a third-party service that
can be used to provision and manage virtual machine instances in the data plane, and can also

monitor and ensure availability of those instances in a separate data plane 110

18627} FIG. 2 illustrates an example 200 of obtaining a cryptographic measurement of the
resources on a host computing device on which a virtual machine s to be provisioned, in
accordance with various embodiments, Certain users, such as user 281, may be particularly
sensitive {0 security issues when requesting virtual machines (o be provisioned in the
multitenant environment {(e.g., cloud computing environment}. For example, it may be
mmportant to these users that they be able 10 racasure the resource stack running the virtual
machine (i.e., hypervisor, hardware, etc.), before the virtual machine is launched. This is
because even completely valid virtual machines which have been booted from a uovn-
tampered machine image but which are executing on a compromised host computing device

may still be problematic, and may still compromise the user’s infrastructure.

18028] For these types of users, the operator of the nuititenant cavironment can provide
cryptographic assurance that the BIOS, hypervisor 308, host domain 207, goest virtual
machine 308, boot operating system (OS), hardware configuration registers, furoware on 4

eripheral component interconnect (PCH) card and/or other resources on the host computing
device 204 arc in a particular configuration. If this is combined with a list of approved
configurations or other reference values, the user 301 is able to venty that the resource
infrastructure on the host coraputing device is uncompromised and acceptable for hosting the

virtual machine.

18429} In one embodiment, 3 two phase launch process can be implemented for
provisioning a virtual machine. In the fivst phase, the vser 201 requests the virtual machine
using an API, such as Web Services APE 202, The request may specify a particular
configuration of the resources on the host computing device, where the configuration has
corresponding known and approved measurement vaiues associated therewith. In response to
the request, the operator (e.g., provisioning service 203 running on a server) can begin the
process for provisioning the virtual machine by selecting a host computing device 204 onto
which to place the virtual machine, unpacking the machine image and the like. Once the

virtual machine is provisioned and ready to be launched, one or more cryptographic
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measurements can be obtained of the configuration of the resources on the host computing
device 204. For example, a TPM 205 can be used o generate hash measurements of the
hypervisor 206, the host doroain 207 and/or the configuration of the guest virtual roachine
208, These cryptographic measurements can be provided to the user in response to the user’s
request. I the user approves the cryptographic measurements, they may accept the launch of
the wvirtnal wachine {e.g., clicking “"continue”)} and the imstance launch completes.
Alternatively, the user may deny the measurcements {¢.g., click "abort") and the process of
provisioning the virtual machine is undone, or the virtual machine is otherwise not provided

to the user.

{68383 In embodiments where the user has specified a particular configuration onio
which thetr virtual machine should be hosted, the operator of the multitenant environment
may retrieve a known and approved cryptographic measurement associated with the specified
configuration. This approved measurement may also be attested by a trusted third party to
provide the user assurance that the measurement is accurate. In these embodiments, rather
than requiring the user o approve or deny the cryptographic measurement, the operator may
retrieve the known/approved measurement and compare it to the cryptographic measurement
of the host computing device. The information about the comparison may then be provided
to the user. Alternatively, the user may still be provided with the option of approving or
denying the request, along with an indication of whether the obtained cryptographic

measarement matched the known/approved measarement.

18031} FIG. 3 llustrates an example 300 of comparing the cryptographic measurement to
a list of approved roeasurements that has been attested to by a trusted entity, in accordance
with various embodiments, As previously described with reference to FIG. 2, the user 301
may use API 302 to submit a vequest for a virtual machine to be provisioned. The
provisioming service 303 can select the host computing device 304 and provision the virtual
machine 308 on the host computing device. Before launching the virtual machine, the
process s suspended and a8 cryptographic measurement is obtained of the resources (e.g.,
hardware and/or software sources), such as by utilizing a TPM 305 on the host compuating
device 304, For example, the TPM 305 roay be used 1o obtaining a hash measurersent 309 of
the software stack hosting the virtual machine 30&, including but not limited to the hypervisor

306, and the host domain 307.

10
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18832} Once the cryptographic measurement 309 is obtained, it is provided to a network
manager 312, The network manager 312 can retrieve a list of approved cryptographic
measurcments 315 and compare the cryptographic measurement 309 to the list of approved
measurements 315, In some embodiments, the list of approved measurements 315 can be
attested to by a trusted third party entity 311, For example, the operator of the multitenant
environment may compile a list of all approved cryptographic weasurements for each
possible configuration of the host computing device. This list can be provided to the trusted
third party 311 that inspects each crypiographic measurement and atiests {0 its accuracy.
Alternatively, the trusted third party 311 may generate the hist of approved measurements
based on obtaining access to the resources of the operator. The trusted party 311 may further
publish this st of approved measurements 315 for access by various users, such as user 301,
This can malke it easier for the user 301 in the sense that the user does not need to determing
which cryptographic measurements are acceptable for launching their virtual machines and
which are not. The user 301 can trust the trusted party 311 on the assumption that it is an
independent third party which has verified the measurements and affirmed that they are vaiid

and accurate.

[8433] As previously mentioned, the virtval machine may be operating on a host
computing device that resides in a resource cender of a service provider or other operator of
the virtualized computing environment. On the host computing device, a pumber of
virtualization techniqoes can be used to simultancously operate a plurality of guest virtoal
machines or guest operating systeras,  FIG. 4 illustrates an cxample 400 of utihizing one
virtuglization technique using a hypervisor, in accordance with various embodiments. The
hardware 402 of the host computing device 401 interfaces with a hypervisor 403 running
directly on the hardware 402 (e.g., 8 “bare metal” or native hypervisor). Examples of such
bypervisors include Xen, Hyper-V®, and the Hke, Hypervisors typically run at a higher, more
privileged processor state than any other software on the machine, and provide services such
as memory management and processor scheduling for dependent layers and/or domains. The
most privileged of such layers and/or domains resides in the service domain layer, which may
include a host domain 404 that may include an administrative operating system for
configuring the operation and fanctionality of the hypervisor 403, as well as that of domains
of lower privilege, such as the domains of the guest virtual machines (405, 406, 407) or other
operating systeros, which may be heterogeneous (e.g., running different operating systems

than each other). The host domain 404 (e.g., DOM-0) may have direct access to the hardware

I8
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resources 402 of the host computing device 401 by way of the hypervisor 403, while the

guest virtual machine domains (405, 406, 407) may not.

[8034] FIG. 5 iilustrates an example SO0 of a resource center of a service provider that
provides the physical resources that can be used to cnable a virtualized computing
environment, in accordance with various embodiments. In the illustrated embodiment, a
service provider {or other operator of the virtuahized computing enviromment) can maintain
one or raore resource conters 523 (e.g., data centers, server farms, etc.) that store the physical
resources (e.g., host computing devices, cte.} of the service provider. The resource ceniers
may be located in different geographic locations t¢ provide improved redundancy and
failover, as well as more localized access to resources. The physical resources can be used to
host a number of virtual reachines or virtual servers that can be provided to users 501 over a
network 502, such as the Internet. For example, when a user wants to execute an application
using the physical resources of the service provider, he or she may request the service
provider to provision a virtual machine for the user, which will be used to deploy and execute
the application. As demand for the user’s application grows, the user can request that more
virtual machines be provisioned to balance the load, request creation of one or more virtual

ctworks and the hke.

[8035] In the ithustrated example, the resource center 523 of the service provider may
include one or more racks 521, 522 of host computing devices (506, 507, 508, 509, 510)
wherein each host computing device on a particular rack is connected to a single top-of-rack
{TOR) switch (504, 505). These TOR switches can be further connected to one or more other
switches (524, 525) which enable the host computing devices to conuect to the network, As
used throughowt this disclosure, a network can be any wired or wireless network of devices
that are capable of communicating with cach other, including but not limnited to the Internet or
other Wide Arca Networks {WANs), cellular networks, Local Area Networks {LANSs),
Storage Arca Networks (SANs), Intrancts, Extranets, and the like. The resource centers can
include any physical or logical grouping of resources, such as a data center, a server farm,

content delivery network (CDN) point-of-presence {POP) and the hke.

16636} In accordance with an embodiment, each host computing device can host ong or
more virtual machine instances (513, 514, 515, 516, 517, 514, 519) that have been

provisioned for the customers of the service provider to execute the various applications and

12
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services on behalf of those customers. Each virtual machine can be provisioned with its own

operating system (OS) inchiding a kemel, drivers, process management and the hike.

88371 When a customer wishes to obtain @ virtual machine instance, the customer ¢an
first submut a request to the service provider, indicating the type of VM they would like to
use. The service provider (or other operator) may carry out the processes to provision the
virtual machine instance which will be hosted on the physical resources {e.g., host computing
devices) of the service provider. When requesting the VM, the user may specify the

configuration information to be used with the VM, as previously described.

164038 As previously described, when the virtual machine s provisioned for the user, it
may be associated with a virtual network provisioned for that user. FIG. 6 illustrates an
exaraple 600 of a virtual network of multiple virtual machines that can be provided for a user
in the virtualized computing environment, in accordance with various embodiments. As
previously mentioned, the service provider (or other operator of the virtualized computing
environment} can provide 4 resource center that maintains the physical resources {e.g., host
computing devices, oic.} to host the various virtual machines and virtual networks, such as
virtual network 651, for one or more customers of the service provider. In some
embodiments, the service provider may provide a network service that can be used to create

and configure the virtual networks by various customers of the service provider.

[6439) In the illustrated example, the virtual network 651 is a private network extension
to a remote private computer network of a customer. The virtual network 651 includes
various virtual machines that are located at a first geographic location 1 660 (e.g., in a first
data center located 1o the geographic location 1), The virtual machines can be configured
into logical groups 657, 658, and 659 (e.g., to correspond to different subnets and associated
networking devices not shown). In this example, a single conceptual virtual router 655 is
shown in geographic location 1 660 to control communications between those virtual
machines and other computing systems, so as to ilustrate different types of comnmmunications
that may occur, although in alternative embodiments, there may be multiple or no configured
networking devices at geographic location 1. The virtual network may be implemented in
geographic location 1 660 in various manners, such as via multiple physical nterconnected
routers or other networking devices, by using an underlying substrate network and associated
modules that control communications over the underlying network, or the like. In this

example, the virtual router 655 operates in accordance with the configured information for

[
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the virtual network 651, including configured network topology information, such as may be

configured by the customer using the network service provided by the service provider.

[8048] In this example, the virtual network 651 1s provided for example customer 1, and
is a network extension to a remote compnter network of customer 1. Customer 17s remote
computer network includes multiple computing systems {(not shown) at a first remote
location, such as Private Network Site A 652, and the virtual router 655 18 configured to
comnmunicate with those roultiple computing systems via a virtual coromunication hink 658,
For example, the virtual network may include one or more configured virtual private network
(VPN) connections to the multiple computing systems at Site A 652, and the communication
fink 658 may correspond to one or more such VPN connections. In addition, the remote
computer network of customer | may optionally include computing systems at one or more
other locations, such as the illustrated optional Private WNetwork Site B 653, and if so, the
virtual router 635 may further be configured to communicate with those other computing
systeros at the other locations, such as via an optional virtual communication link 638 1o Site
B 653 (e.g., via one or more other configured VPN connections directly to Site B). When
multiple VPN connections or other secure connections are used {o remote computing systems
of a remote computer network, each connection may correspond to a sabset of the remote
computing systems {¢.g., by being associated with a subsct of the network addresses of the
remote computer network that correspond to those computing systems) so as to cause
comprnications to be routed to the appropriate connection. In other embodiments, multiple
VPN connections or other secure connections may be used to remote Ccoraputing systems at
one or more locations, but may cach support conmumunications to any of the remote computing
systems, such as if the multiple connections are redundant alternatives (e.g., used for load
balancing). Further, in some embodiments, a client’s remote computer network may include
multiple computing systems at multiple sites, but only a single VPN conunection or other
secure connection to the remote computing systems may be used, with the remote computer
network being responsible for routing the communications to the appropriate site and

computing system.

16041} Tu addition, the virtual network 651 may be configured to allow all, some or no
comnunications between the virtual machines of the virtual network and other external
computing systems that are generally accessible on the Internet 654 or other public networks.

If at Jeast some such external coramunications are allowed, the virtual router 655 may further
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be configured to communicate with those external multiple computing systems via an

optional virtual communication Hnk 659,

[8042] In the ilhustrated erobodiment, 1n addition to the virtual machines (656, 657, 658)
at geographic location 1 660, the virtual network may further include virtual roachines 665
that are located at a second geographic location 2 661 (e.g., at a distinct second resource
center at the geographic location 2). Accordingly, the virtual router 655 may be configured
to inchude a virtual comumunication link 662 to the portion of the virtual network at the
geographic location 2 661, In this example, the porticn of the virtual network at the
geographic location 2 661 similarly is iltustrated with a conceptual virtual router 664 (o
manage communications to and from the virtual machines 665, mcluding o commmnicate
with the portion of the virtnal network at the geographic location 1 660 via a virtual
communication link 663, Such communications between virtual machines of the virtual
network at different geographic locations may be handled i various maoners in various
erobodiments, such as by sending the conununications over the Internet or other public
networks {e.g., as part of a secure tunnel using encryption) by sending the communications
in a private secure manner {e.g., via a dedicated lease line between the geographic locations),
etc. In addition, while not ithistrated here, the portion of the virtual network at the
geographic location 2 may simlarly include other virtual comyuunication links, such as to
remote client private networks (e.g., via one or more VPN connections distinct from any

VPN connections to the geographic location 1), to the Internet, ete.

{8643} As previcusly described, when a virtual machine is provisioned for a user {e.g.,
customer 1), it roay be added to the virtual network of that user. In some erobodirpents, the
user may provide a list of approved cryptographic measurements and specify that all virtual
machines belonging to their virtual network need to match at least one of those cryptographic
measurements. In these embodiments, when the user requests additional virtual machines to
be provisioned for their virtual network, the operator may select a host computing device and
generate the crypiographic measurements for the resources of that host and then compare the
cryptographic measurements to the ist of approved measurements initially provided by the
user. 1f the host computing devices does not raatch one of the approved measurements, the

virtual machine is not added to the virtual network of the user.

8344} FIG. 7 iluostrates an example of a process 700 for attesting computing resources

that are configured to host a virtual machine, in accordance with various embodiments.
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Although this figure may depict functional operations in a particular sequence, the processes
are not necessarily limited to the particular order or operations llustrated. One skilled in the
art will appreciate that the various operations portrayed in this or other figures can be
changed, rearranged, performed in parallel or adapted in various ways. Furthermore, it is to
be understood that certain operations or sequences of operations can be added to or omitted
from the process, without departing from the scope of the various embodiments. In addition,
the process illustrations contained herein are intended to demonstrate an idea of the process
flow to one of ordinary skill in the art, rather than specifying the actual sequences of code
execution, which may be implemented as different flows or sequences, optimized for

erformance, or otherwise modified in various ways.

{0045) In operation 701, a request to provision a virtual machine for a user 18 received.
The request may be submitted by a8 user by accessing one or more APIs, as previcusly
described. In some embodiments, as part of submitting the request, the user may specify a
particular configuration that the host computing device will need to coraply with in order to
host the user’s virtual machine. In response to receiving the request, the operator of the
multitenant environment may select a host computing device for hosting the virtual machine,
as shown in operation 702. In various embodiments, the selected host computing device
mcludes software and hardware resources for executing the virtual machine. For example,
the resources may inchide a hypervisor and host domain (or a virtual machine monitor} for

hosting multiple virtual roachines on the device.

{8046} Tu operation 703, the operator provisions the virtual machine on the selected host
computing device. Once the virtual machine has been provisioned and s ready to be
faunched, the operator gencrates a crypiographic measurement {e.g., hash measurement) of
the software and/or hardware resource configuration on the host computing device, as shown
in operation 704, In some embodiments, a TPM crubedded in the host coraputing device may

be utilized in eenerating the cryptogeraphic measurements,
o & fit

16847} In operation 705, the operator retricves a list of approved cryptographic
measurements.  In various embodiments, this list of approved hash measurements may be
provided by the user or compiled by the operator and attested to by a trusted third party. In
vet other embodiments, the trusted third party may publish the list of approved cryptographic
measurements, such as by making it accessible to users over the interpet.  Once the list if

obtained, the hash measarement generated on the selected host device can be compared to the

16
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list of approved hash measurements to determine whether the resources on the selected host
computing device are acceptable for hosting the virtual machine. If the cryptographic
measurement matches one of the measurements on the Hst of approved measurements, the
virtual machine is launched on the host computing device, as shown in operation 706. In
embodiments where the user has specified a particular configuration of the host computing
device as part of the original requoest, there may not need to be any list of approved
measurements. Rather, the cryvptographic measurement obtained by the TPM may simply be
compared with a known and approved measurement that corresponds to the particular
configuration specified by the user in order to determine whether the configuration of the host
is acceptable. In some embodiments, information about whether the measurements match
can be provided back to the user, such as by enabling a user to access an API that provides

this information.

[8848] FIG. 8 iHustrates an example of a process 800 for compiling a Hist of approved
cryptographic measurernents and providing the Hist to a trusted third party, in accordance with
various embodiments.  In operation 8031, the operator of the multitenant environment
compiles a list of approved cryptographic measurements and the software and/or hardware
configurations corresponding to those measurements. In operation 802, the hist of approved
measurcments is provided to a trusted third party. The trusted third party may analyze the
approved measurements and attest to their accuracy. Once the trusted party has attested the
accuracy of the list of measurernents, various users may rely on the measurements o the st

when requesting thewr virtual machines to be launched, as previously described.

18049] Tu operation 803, the operator of the multitenant environment may, from time fo
time, update or patch the various resources (e.g., hypervisors, etc.) used to host the virtual
machines. For example, the service provider or operator of the multitenant environment may
introduce new fnfrastructure and now compounents (¢.g., new hardware with a different BIOS,
ctc.) to the multitenant covironment. In many cases, such updates, patches or new
components may require new cryptographic measurements to be gencrated for those
resources.  In operation 834, the operator generates the new cryptographic measurements
corresponding to the updated resources and o operation 803, the operator provides those
measurements to the trusted third party. The trusted third party may then attest the new

cryptographic measurements and the users may continue relying on them.
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HHERTH Embodiments of the present disclosure can be described in view of the following

clauses:

I. A non-transitory computer readable storage medium storing one or more
sequences of instructions, which when executed by one or more processors to cause a
computing system to:

receive a request to provision a virtual machine for a customer, the request received
from a customer of 8 service provider hosting a multitenant computing environment;

select a host computing device from a pharality of host computing devices to host the
virtual machine, the selected host computing device mchuding one or more resources for
executing the virtual maching;

provision the virtual machine on the selected host computing device;

generate a hash measurement of a configuration of the one or more resources on the
selected host computing device;

obtain, from the customer, an indication of whether the configuration of the one or
nmore resources is acceptable for hosting the virtual machine, the indication being based at
least in part on 3 comparison between the hash measurement and a list of approved hash
measurements; and

launch the virtual machine on the sclected host computing device in response 1o the

indication that the configuration of the one or more resources is acceptable.

2. The non-transttory comypruter readable storage medium of clause 1, wherein the

list of approved hash measurements is a trusted list attested to by a trusted third party.

3. The non-transitory computer readable storage medimm of clanse 1, wherein the
hash roeasurement is based at least in part on one or more of:

values associated with a basic input/output system (BIOS) of the host computing
device;

configuration of a hypervisor of the host computing device;

contiguration of g boot operating system of the virtual machine;

values in one or more hardware configuration registers; or

firmware in a peripheral component interconnect (PCI) card.
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4. The non-transitory computer readable storage medium of clause 1, further
comprising instractions executed by one or more processors {0 cause a computing system to:
provide the hash measuyrement to the customer in response to the request to provision

the virtual machine.

S. A computer implemented method, comprising:
under the control of one or more computer systems configured with executable
instructions,
receiving a request to provision a virtual machine for a user;
selecting a host computing device for hosting the virtual machine, the host
computing device including one or more resources for executing the virtual machine;
obtaining a cryptographic measurement of the one or more resources on the
selected host computing device; and
determining whether to provide the user with access to the virtual machine on
the host computing device based at least in part on a8 comparison of the cryptographic

measurament to one or more reference values.

6. The computer implemented method of clause 5, wherein determining whether
to provide the user with access to the virtual machine further comprises:

receiving a selection of a configaration of the host computing device from the user;

determining an approved cryptographic mcasurement associated with the selected
configuration of the host computing device; and

verifying that the cryptographic measurement matches the approved cryptographic

measuroment associated with the sclected configuration of the host computing device,

7. The computer implemented method of clause 5, wherein determining whether
to provide the user with access to the virtual machine further comprises:

providing the cryptographic measureroents to the user in response to the request to
provision the virtual machine;

receiving an indication from the user, indicating whether the cryptographic
measurcment s approved by the user; and

launching the virtual machine on the host computing device in response to receiving

an indication that the cryptographic measurement is approved.
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& The computer implemented method of clause 5, wherein determining whether
to provide the user with access to the virtual machine further comprises:

retrieving a 1t of approved cryptographic measurerents;

comparing the cryptographic measurement to the list of approved cryptographic
measurements to determine whether the one or more resources on the selected host
computing device are acceptable for hosting the virtual machine; and

launching the virtual machine on the selected host computing device in response to

determining that the one or more resources are acceptabie.

9. The computer implemented method of clause 5, wherein the one or more
reference values further comprise;
a list of approved cryptographic measurements generated by a trusted third party and

atiested to by the trusted third party.

10. The computer implemented method of clause 5, further comprising:

compiling a Hst of approved cryptographic measurements for a plorality of
configurations for host computing devices; and

providing the list of approved cryptographic measurements to a trusted third party to

be attested to by the trusted third party.

i The computer implemented method of clause 10, further comprising:

determining that at least one of a plurality of host computing devices has been patched
or updated; and

updating the list of approved cryptographic roeasurements with a new cryptographic

measurement to account for the patch or update to the host computing devices.

12. The computer implemented method of clause 10, wherein the hist of approved
cryptographic measurements is published by the trusted thurd party to be accessible over a

network by a plurality of users.
13, The computer truplemented method of clause 8, wherein the list of approved

cryptographic measurements is provided by the user along with the request to provision the

virtual machine.

20
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14. The computer implemented method of clause 5, wherein the hash
measurement s based at least in part on one or more oft
values associated with a basic input/output system (BIOS) of the host computing
device;
5 configuration of a hypervisor of the host computing device;
configuration of a boot operating system of the virtual machine;
values in one or more hardware configuration registers; or

firmware in a peripheral component interconnect (PCI) card.

10 15, A computing system, Comprising:
at feast one processor; and
memory including instructions that, when executed by the processor, cause the
computing system to:
receive a request to provision a virtual machine for a user;
15 select a host computing device for hosting the virtual machine, the host
computing device including one or more resources for executing the virtual machine;
obtain a cryptographic measurement of the ovne or ruore resources on the
selected host computing device; and
determine whether to provide the user with access to the virtual machine on
2 the host computing device based at least in part on a comparison of the cryptographic

measurement 1o one or more reference values.

16.  The computing systern of clause 15, wherein determining whether to provide

the user with access to the virtual machine further comprises:

25 recetving a selection of a configuration of the host computing device from the user;
determining an approved cryptographic measurement associated with the selected
configuration of the host computing device; and
verifying that the cryptographic measurement matches the approved cryptographic
measurcment associated with the selected configuration of the host computing device.
30

17.  The computing systern of clause 15, wherein determining whether to provide
the user with access to the virtual machine further comprises:
providing the cryptographic measurements to the user in response to the request to

provision the virtual machine;
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receiving an indication from the wuser, indicating whether the cryptographic
measurement is approved by the aser; and
lavnching the virtual roachine ov the host computing device in response 1o receiving

an indication that the cryptographic measurement is approved.

8. The computing system of clause 15, wherein determining whether to provide
the user with access to the virtual machine further comprises:

retrieving a list of approved cryptographic measurements;

comparing the cryptographic measurement to the list of approved cryptographic
measurements o deterroine whether the one or more resources on the selected host
computing device are acceptable for hosting the virtual machine; and

faunching the virtual machine on the selected host computing device in response to

determining that the one or more resources are aceeptable.

19 The computing system of clause 15, wherein the memory further comprises
instractions executed by the at least one processor to cause the computing system to:

corapile a lst of approved cryptographic measurements for a plurality of
configurations for host computing devices; and

provide the list of approved cryptographic measurements to a trusted third party to be
atiested to by the trusted third party.

20. The computing system of clause 19, wherein the memory further comprises
instractions executed by the at least one processor to cause the computing system to:

determine that at least one of a plurality of host computing devices has been paiched
or updated; and

update the fist of approved cryptographic measurements with a new cryptographic

measarement to account for the patch or update to the host computing devices.

21, The computing system of clause 19, wherein the Hst of approved
cryptographic measurements s published by the trusted third party to be accessible over a

etwork by a plurality of users.
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22. The computing system of clause 1¥, wherein the Hst of approved
crypiographic measurements is provided by the user along with the request to provision the

virtual machine.

{8051} FIG. ¢ tlustrates a logical arrangement of a set of general compounents of an
example computing device 900. In this example, the device includes a processor 902 for
executing instructions that can be stored in a memory device or element 904, As would be
apparent to one of ordinary skill in the art, the device can include many types of memory,
data storage, or non-transitory computer-readable storage media, such as a first data storage
for program instructions for execution by the processor 902, a separate storage for images or
data, a removable memory for sharing information with other devices, etc. The device
typically will include some type of display clement 9006, such as a touch screen or hquid
crystal display (LCD), although devices such as portable media players might convey
information via other means, such as through audio speakers. As discussed, the device in
many erobodirnents will include at least one input element 908 able to receive conventional
input from a user. This conventional input can include, for example, a push button, touch
pad, touch screen, wheel, joystick, keyboard, mouse, kevpad, or any other such device or
clement whereby a user can input a command to the device, In some embodiments, however,
such a device might vot include any buttons at all, and might be controlled only through a
combination of visual and audic commands, such that a user can countrol the device without
having to be in contact with the device. Tu some embodiments, the computing device 900 of
FIG. 9 can joclude oue or more network intertace clements 908 for convuunicating over
various networks, such as 2 Wi-Fi, Bluetooth, RF, wired, or wireless communication systems,
The device in many embodiments can communicate with a network, such as the Internet, and

may be able to comumunicate with other such devices.

{0052} As discussed, different approaches can be implemented in various environyaents
in accordance with the described embodiments. For example, FIG. 10 dlustrates an example
of an environment 1000 for implementing aspects in accordance with various embodiments.
As will be appreciated, although a Web-based environment is used for purposes of
explanation, different cnvironments may be used, as appropriate, to implement various
emmbodiments. The system includes an electronic client device 1002, which can include any
appropriate device operable to send and receive requests, messages or information over an
appropriate network 1004 and convey information back to a user of the device. Examples of

such client devices include personal computers, cell phones, handheld messaging devices,



10

i35

20

N
(]

Lo
o

WO 2015/002992 PCT/US2014/045125

iaptop computers, sei-top boxes, personal data assistants, electronic book readers and the like.
The network can inchide any appropriate network, including an infranct, the Internet, a
cellular network, a local area network or any other such network or combination thereof,
Components used for such a system can depend at least in part upon the type of network
and/or environment selected.  Protocols and components for communicating via such a
network are well known and will not be discussed herein in detail. Comrounication over the
network can be enabled via wired or wireless connections and combinations thercof. In this
example, the network includes the Internet, as the environment inciudes a Web server 1006
for receiving requests and serving content in response thereto, although for other networks an
alternative device serving a similar purpose could be used, as would be apparent to one of

ordinary skill in the art.

18053} The illustrative environment includes at least one application server 1008 and a
data store 1010, 1t should be understood that there can be several application servers, layers
or other clements, processes or components, which may be chained or otherwise configured,
which can interact to perform tasks such as obtaining data from an appropriate data store. As
used herein the term "data store” refers to any device or combination of devices capable of
storing, accessing and retrieving data, which may inchide any combination and mumber of
data scrvers, databases, data storage devices and data storage media, in any standard,
distributed or clustered environment. The application server can include any appropriate
hardware and software for integrating with the data store as needed to execute aspects of one
or more applications for the client device and handling a majority of the data access and
business fogic for an application. The application server provides access control services in
cooperation with the data store and is able to generate content such as text, graphics, audio
and/or video to be transferred to the user, which may be served o the aser by the Web server
in the form of HTML, XML or another appropriate structured language in this example. The
handiing of all requests and responses, as well as the delivery of content between the chient

evice 1002 and the application server 1008, can be handled by the Web server 1006, It
should be understood that the Web and application servers are not required and are merely
example components, as structured code discussed herein can be executed on any appropriate

device or host machine as discussed elsewhere herein.

[B8054] The data store 1018 can include seversl separate data tables, databases or other
data storage mechanisms and roedia for storing data relating to a particular aspect.  For

example, the data store tlustrated includes mechanisms for storing production data 1012 and
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user information 716, which can be used to serve content for the production side. The data
store also is shown to include a mechanism for storing log or session data 1014, Tt should be
understood that there can be roany other aspects that may veed to be stored in the data store,
such as page image information and access rights information, which can be stored in any of
the above listed mechanisms as appropriate or in additional mechanisms in the data store
1010. The data store 1010 is operable, through logic associated therewith, to receive
instructions from the application scrver 1008 and obtain, update or otherwise process data in
response thereto. In one example, a user might submit a search request for a certain type of
item. [n this case, the data store might access the user information to verify the identity of the
user and can access the catalog detail nformation to obtain information about tems of that
type. The information can then be returned to the user, such as in a results listing on a Web
page that the user is able to view via a browser on the user device 1002, Information for a

particular tem of inferest can be viewed in a dedicated page or window of the browser.

18055] Each server typically will include an operating system that provides executable
program instructions for the general administration and operation of that server and typically
will include computer-readable medium storing instructions that, when executed by a
processor of the server, allow the server to perform its intended functions. Switable
mplementations for the operating system and general functionality of the servers are known
or commercially available and are readily implemented by persons having ordinary skill in

the art, particularly in light of the disclosure herein.

[8056] The environment in one embodiment is a distributed computing environment
utilizing several computer systeros  and  corgponents  that  are  intercounnected  via
comnuunication links, using one or more coraputer networks or direct connections. However,
it will be appreciated by those of ordinary skill in the art that such a system could operate
equally well in a system having fewer or a greater number of compouents than are dlastrated
in FIGURE 18, Thus, the depiction of the system 1000 in FIGURE 10 should be taken as

being illustrative in nature and not limiting to the scope of the disclosure.

{8857} Various embodiments discussed or suggested herein can be tmplemented in a
wide varicty of operating environments, which in sorne cases can include one or more user
compuiters, computing deviges, or processing devices which can be used to operate any of a
mumber of applications. User or client devices can include any of a number of general

purpose personal computers, such as desktop or laptop computers running a standard
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oporating system, as well as cellular, wireless, and handheld devices running mobile software
and capable of supporting a number of networking and messaging protocols. Such a system
also can include a number of workstations runuing any of a variety of commercially-available
operating systems and other known applications for purposes such as development and
database management. These devices also can include other electronic devices, such as
dammy terminals, thin-clients, gaming systems, and other devices capable of communicating

via a network.

16058] Most embodiments utilize at least one network that would be familiar to those
skilled in the art for supporting communications using any of a variety of commercially-
available protocols, such as TCP/AP, FTP, UPnP, NFS and CIFS. The network can be, for
exarople, a local area network, a wide-area notwork, a virtual private network, the Internet, an
intranet, an extranet, a8 public switched telephone network, an infrared network, a wireless

network, and any combination thereof.

[8059] Tu embodiments atitizing a Web server, the Web server can run any of a variety of
server or mid-tier applications, including HTTP servers, FTP servers, CGI servers, data
servers, Java servers, and business application servers. The server(s) also may be capable of
executing programs or scripis in response requests from user devices, such as by executing
one or more Web applications that may be iroplemented as one or more scripts or programs
written in any programming language, such as Java®, C, C# or C++ or any scripting
ianguage, such as Perl, Python, or TCL, as well as combinations thereof. The server(s) may
also include database servers, including without limitation those commercially available from

Oracle™, Microsoft”, Sybase®, and 1BM".

18066} The cnvironment can include a varicty of data stores and other memory and
storage media as discussed above. These can reside in a variety of locations, such as on a
storage medium local to (and/or resident in) one or more of the computers or remote from any
or all of the computers across the network., In a particular set of embodimernts, the
information may reside in a storage-area network (“SAN”) familiar to those skilled in the art.
Similarly, any necessary files for performing the functions attributed to the computers,
servers, or other network devices may be stored locally and/or remotely, as appropriate.
Where a systemn includes computerized devices, cach such device can inchude hardware
clements that may be electrically coupled via a bus, the clements inchiding, for example, at

feast one central processing wnit (CPU), at least one input device (e.g., a mouse, keyboard,
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controller, touch screen, or keypad), and at least one output device {e.g., a display device,

printer, or speaker). Such a system may also inchide one or more storage devices, such as

disk drives, optical storage devices, and solid-state storage devices such as randorn access
L L%

merory (“RAM”) or read-only memory (“ROM™), as well as removable media devices,

mermory cards, flash cards, etc.

{8861} Such devices also can mclude a computer-readable storage media reader, a
compumications device {e.g., a modem, a network card (wircless or wired), an infrared
comnunication device, etc.), and working memory as described above. The computer-
readable storage media reader can be connected with, or configured to receive, a computer-
readable storage medium, representing remote, local, fixed, and/or removable storage devices
as well as storage media for toemporarily and/or roore permancntly containing, storing,
transmitting, and retrieving computer-readable information. The system and various devices
also typically will include a number of software applications, modules, services, or other
elernents located within at least one working memory device, including an operating systern
and application programs, such as a client application or Web browser. It should be
appreciated that alternate embodiments may have numercus variations from that described
above. For example, costomized hardware might also be used and/or particular elements
might be implemented in hardware, software (including portable software, such as applets),
or both. Further, connection to other computing devices such as network input/output

devices may be emploved.

{8062} Storage media and computer readable media for containing code, or portions of
code, can include any appropriate roedia known or used in the art, including storage moedia
and communication media, such as but not limited to volatile and non-volatile, removable
and non-removable media implemented in any method or technology for storage and/or
transmission of jnformation such as computer readable instructions, data structures, program
modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic
casseties, magnetic tape, magunetic disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired information and which can be accessed
by a system device. Based on the disclosure and teachings provided herein, g person of
ordinary skill in the art will appreciate other ways and/or methods to implement the various

cmbodiments.
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{8863} The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. [t will, however, be evident that varicus modifications and
changes may be made thercunto without departing from the broader spitit and scope of the

mvention as set forth in the claims,
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CLAIMS

What is claimed is;

L. A computer implemented method, comprising:
under the control of one or more computer systems configured with executable
instructions,
receiving a request to provision a virtual machine for a user;
selecting a host computing device for hosting the virtual machine, the host
computing device including one or more resources for executing the virtual machine;
obtaining a cryptographic measurement of the one or more resources on the
selected host coraputing device; and
determining whether to provide the user with access to the virtual machine on
the host computing device based at least in part on a comparison of the cryptographic
measurement to one or more reference values.
2. The computer implemented method of claim 1, wherein determining whether
to provide the user with access to the virtual machine further comprises:
recetving a selection of a configuration of the host computing device from the user;
determining an approved cryptographic measurement associated with the selected
configuration of the host computing device; and
verifying that the cryptographic measurement matches the approved cryptographic

measurement associated with the selected configuration of the host computing device.

3 The computer roplemented method of clairn 1, wherein deternuning whether
to provide the user with access to the virtual machine further comprises:

providing the cryptographic measurements to the user in response {o the request to
provision the virtual machine;

receiving an indication from the wuser, indicating whether the crypiographic
measurement is approved by the user; and

faunching the virtual machine on the host computing device in response to receiving
an indication that the cryptographic roeasurement ts approved.
4. The computer implomented method of claim 1, wherein determining whether to
provide the user with access to the virtual machine firrther comprises:

retrieving a list of approved cryptographic measurements;

29
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comparing the cryptographic measarement to the list of approved cryptographic
measurements to determine whether the one or more resources on the selected host
computing device are acceptable for hosting the virtual machine; and

launching the virtual machine on the selected host computing device in response to

determining that the one or more resources are acceptabie.

5. The computer implemented method of claim 1, whercin the one or miore
reference values further comprise:
a list of approved cryptographic measurements generated by a trusted third party and

attested to by the trusted third party.

6. The computer implemented method of claim 1, further comprising:

compiling a list of approved cryptographic measurements for a plurality of
configurations for host computing devices; and

providing the list of approved cryptographic measurements to a trusted third party to
be attested to by the trusted third party.
7. The computer implemented method of claim 6, wherein the list of approved
cryptographic measurements is published by the trusted third party to be accessible over a

network by a plurality of users,

é. The computer implemented method of claim 4, wherein the list of approved
crypiographic measurements is provided by the user along with the request to provision the

virtual machine.

9. The computer implemented method of claim 1, wherein the hash measurement
is based at least in part on one or more of:

values associated with a basic mput/output systera (BIOS) of the host computing
device;

configuration of a hypervisor of the host computing device;

configuration of a boot operating system of the virtual machine;

values in one or more hardware configuration registers; or

firmware in a peripheral component interconnect (PCI) card.
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10. A computing system, comprising;
at least one processor; and
memory including mstructions that, when executed by the processor, cause the
computing system to:
5 receive a request to provision a virtual machine for a user;
select a host computing device for hosting the virtual mwachine, the host
computing device including one or more resources for executing the virtual machine;
obtain a cryptographic measurement of the one or more resources on the
selected host computing device; and
10 determine whether to provide the user with access to the virtual machine on
the host computing device based at least in part on a comparison of the crypiographic

measurement to one or more reference values.

11, The computing system of claim 10, wherein determining whether to provide
15 the user with access to the virtual machine further comprises:
receiving a selection of a configuration of the host computing device from the user;
determining an approved cryptographic measureroent associated with the selected
configuration of the host computing deovice; and
verifying that the cryptographic measurement matches the approved cryptographic

2¢  measurement associated with the selected configuration of the host computing devige.

12, The computing system of claim 10, wherein determining whether to provide
f 3 ; 2
the user with access to the virtual machine further comprises:
providing the cryptographic rocasurements to the user in response to the request to
R : gt e
25 provision the virtual machine;
recetving an indication from the user, indicating whether the crypiographic
measarement is approved by the user; and
launching the virtual machine on the host computing device in response o receiving
> &
an indication that the cryptographic measurement is approved.
30
13. The coraputing system of claim 10, wherein determining whether to provide
the user with access to the virtual machine further comprises:

retrieving a list of approved cryptographic measurements;



10

I5

20

WO 2015/002992 PCT/US2014/045125

comparing the cryptographic measurement to the list of approved cryptographic
measurements to determine whether the one or more resources on the selected host
computing device are acceptable for hosting the virtual machine; and

launching the virtual machine on the selected host computing device in response to

determining that the one or more resources are acceptabie.

14. The computing system of claim 10, wherein the memory further comprises
instructions executed by the at feast one processor to cause the computing sysiem to:

compile a list of approved cryptographic measurements for a plurality of
configurations for host computing devices; and

provide the list of approved cryptographic measuremenis to a trusted third party to be

attested to by the trusted third party.

15. The computing system of claim 14, wherein the memory further comprises
instructions executed by the at feast one processor to cause the computing sysiem to:

determine that at least one of a plurality of host computing devices has been patched
or updated; and

update the list of approved cryptographic measurcments with a new cryptographic

measurement to account for the patch or update to the host computing devices.



