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the requesting device 110 sends a request to the first credential management system

120 of the first credential service provider

~i b

the first credential management system generates a sharing credential token and a

service end-point

~ =

both the sharing credential token and the service end-point (or QR code) is sent back

to the requesting device 110 of the credential owner

~

both the sharing credential token and the service end-point (or QR code) can be
provided by the requesting device 110 of the credential owner to the verifying device
140 of the verifier

e

both the sharing credential token and the service end-point (or QR code) is provided
to the second credential management system 150 of the second credential service

provider

~

the second credential management system 150 sends the proof request to the first

credential management system 120

the first credential management system then selects one or more attributes
respectively from one or more acceptable credentials based on the VRD

~l

the first credential management system generates a revealed attribute or a predicate

attribute for each required attribute to generate the proof

e —

the first credential management system sends the proof to the second credential

management system

~

the second credential management system requests the second node 160 of the

distributed identity blockchain to retrieve credential cryptography information

~

the second node 160 provides the above credential cryptography information back to

the second credential management system 150

~

260

the second credential management system 150 verifies the proof based on the above
credential cryptography information retrieved from the distributed ledger
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the second credential management system generates a credential offer for issuer

~d

the second credential management system 150 sends the credential offer to the

first credential management system 120

~=

the first credential management system 120 generates the credential request

~

the first credential management system 120 sends the credential request back to

the second credential management system 150

—~—d

the second credential management system generates the new credential

~

the second credential management system 150 sends the new credential to the first
credential management system 120

>

the first credential management system 120 stores the new credential for the

credential owner.
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