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SYSTEMS AND METHODS FOR ADDED AUTHENTI CATI ON | N

DI STRI BUTED NETWORK DELI VERED HALF - DUPLEX
wWEOMMOb0BATI ONS RELATED APPLI CATI ON Thi s appl i Bet/icano4/001994

clains the benefit of U S. Provisional Application No.

60/ 523466 filed Novenber 19, 2003. TECHNI CAL FI ELD The

PeseNs appd | gat HoDS r bRt BSDEE e BHEYT I CABYSN e$ BNSITRIBUTED

met hods for half -duplex comuni cati ons over W reless

net wor KSETH0EK RELAYERED FBLTAPRELIY GoBMUSICATIONS

(PoC) . DESCRI PTION OF THE RELATED ART Net wor k

delivered hal f -duplgx, germuibsatdtOnson such as those

provi ded by PoC architectures for exanple, provide

wirel ess devices with the ability to conmunicate with

each ot Héris mpp Halsft iogupllesingaiier bemedh b iake Unal ki e

- t.al.ki es, _but, .over. t . ferrd. i ,

PO Here s é?c?\/\llnlcéaecclc?%lv@%t'% ISZEgé%;rflc:lﬁ%t%c%tol})regw(?gﬁ i]1n9e'd 2003.
by 3GPP standards bodies for inplenenting half -duplex
conmuni cations. The spRECHENT@AL oNIEmDier devel opnent
fromthe Open Mbile Aliance(tm is: OVA -AD PoC-VI 0
- 20031 - and OMVA .- AD .PoC V-l 0 20-041005 - .D .

Both of tHedd PRGOS "ar & AT r&gpgfég‘ er'§) pystems
and¥ntHRIL MY Nk itheiup 1% iddiinun iloa tilke sc @eantiiardless

architecture, the conponents of the PoC architecture
netgyicr Hsoc At it Rush e Tall eroeehdiswotkldf Eefrect!y

related third -party service provider. A PoC client

device 101 is Sk 3GGRNS ORI TAEC ¥iingk D) @ireor k 100

for half - dupFex—Tommunrcatiom throogh wiTel ess

access network 103. Wthin the carrier network 100,

there | NevSirf¥ |de IGorey et ha 1gomwipdfext Infmcitdadringf, such as

the SIP/ | ncl ude rout.i SIP signal |ing. .
RS R 115 B T G O SR i T I S e

wirautd iy iU Shanbidhange o epetirigatBherith each

carrier network also has a Goup _. _ _
other in a half-duplex manner, much like walkie-talkies, but

over a hetwork.

Referring to Figure 1, there is shown a conventional
PoC architecture defined by 3GPP standards bodies for
implementing half-duplex communications. The specification under
development from the Open Mobile Alliance™ is: OMA-AD PoC-V1_0-
20031017-D and OMA-AD PoC-V1 0-20041005-D. Both of these
specifications are incorporated herein by reference in their
entirety. In the conventional architecture, the components of
the PoC architecture are located within the carrier’s network or
a directly related third-party service provider. A PoC client
device 101 is shown accessing a carrier network 100 for half-
duplex communication through wireless access network 103. Within
the carrier network 100, there is a SIP/IP Core 102. Some of the
functions of the SIP/IP Core include routing the SIP signalling

between the PoC client device, authenticating and authorising PoC
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and List Managenent Server (GLMS) 104, PoC server 106

and presence server 108. The GLMS server 104 nanages
w@re@aapsioogont act |ists and access lists. The PpCI/€acnnen01994

106 functions include, anong other things, SIP and

group session handling, policy control for access to
usedsQURSIA PheuRes eeFicart icent Mble, card iaecesswoad rdlso Haes a Group

presence server 108 nanages_presence infornmatio d
anc} grpindE VRTERS [eeSEric dEEAL & b nEStmEErdie s g &nd
preSiel el REIENGY dOCURNIGLIMAS sehown 11D PGl Jridudi€ contact
a

conventional architecture, a POC client 101 "of
1iswisr elngls acvetssorlk sdcces e Hlo€ PeCvelreddrdt fumcdugnst Heclude,
net kK's POC ser 106, the _networ.k's.SIP/LI.P core.,.
el S Ser K€ GV STORP FEESeoR SRS FoLicy
condir@li treat Wk dss et wWaldupeperaiar centsiion cumr®ld and access
single operator or carrier runs all necessary . _
conggrgondiiics Are SPICE 197¢ V$d HOCoMaNGHGS s Ssgrice information and

c ordg)ggll%tsi L1285 H3e gs HeQle ricQIMENSAIONS RIh31 QP 1Gh & &fifigle

icly avallable to other PoC users through the
precsa@mndeerdoc@maut .and Li st Managenent Server (GLMS) 104.
Requests for conversations and group chats are made to

the carrjer''s SIP e 102 .usi.ng.onl P ti.ties.
The abi % y18F 1 Qe o lj“oitﬁlea%c@%ventq%%al

at- session is

arcHi%@ PRI tecboCThasentequilr eifelt syif@dr sishate itk accesses
ability to create PoC sessions iis not very private and

thee Rpés GrlaBisiNtg L@ édeme sCoiRFdn g 406 SSSUMARY 9/n the
networ » AL thEre 1> Ryovirded & JBihed GEnioy NIt

rel ess user device interacting wwth a private
corangtrtdtniadate xar idlegriante tic olsttaion ki d@etriatioes asih tpriicvatwdhere a
. user devices; the wreless userJQevice sendi ng_a
Si EHRTAFF DR dari e alFlddi5icER S5idc &sTIRygents to
makdl eMRNtgb Ludike rReGasSton. All identities used for

conversations and group chats are publicly available to other
PoC users through the carrier’s Group and List Management
Server (GLMS) 104. Requests for conversations and group chats
are made to the carrier’s SIP Core 102 using only SIP
identities. The ability for latecomers to join a chat session
is also supported. These requirements mean that the ability to
create PoC sessions is not very private and eavesdropping could

become commonplace.
SUMMARY

In a first aspect, there is provided a method
comprising: a wireless user device interacting with a private
authentication element to obtain identities of private user
devices; the wireless user device sending a request to a CHDP
(carrier half-duplex processing element), the request

identifying at least one invitee private user device; the CHDP
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identifying at |east one invitee private user device,
t he CHDPsendi ng a request for authentication of the at
WO e@sh3one i nvitee private user device to the PCi/caLm®4/001994
aut hentication elenent; the private authentication
el enent authenticating the at |east one invitee
sehaiMat 8 wegtedevicee andnheapndcagian afit heatacaleant one

response to the CHDP indicatin g whet her or not the at
invéhee BR&VARQI HEBIpFAPVAFR HSeFNBelFLBals authentication

elgMEE%nttﬁétgglng@ gwpﬁeﬁgﬂghegohn¥léﬁéh9”§u§ﬁentlcatlng the

authent i cat invitee private user devices and
atr éeebti ngeatoeptancesivefectisensdeandet ArdCePBRASaDt RNQ
a_half.-duplex co ti session for
N TR AT R U S R i B R T R
thkNa@ §@§§BdoﬁépﬁﬁbmtbﬁepelvatﬁrQSédedealﬂethedauthentlcated
rising: private authenticatijon el enent
th?ngg

chﬁﬁﬁélﬁgtﬁnﬁlﬁPFéPé§stGSéPtH%QFé@aFﬁdeéﬁngﬁghprlvate
usQE'&@5§cbgeﬁkﬁtkgéegglﬂg'¥éE§ PsREedeyb6eStibAE; and the cHDP

Vat & aut hent i cation el enent receiving a request for
seauthgnhpcathamfeﬁuphexpcomahelchmDnslQSSSLon1éor

rrier half-dupl ex oce I Lated with
auffeaieates RAFFS: S0BFoRotommEATBarTOnEoSoasr BAL PHe
private authentication el ement authenticating the

private irdent ktiesd aBgethe phievat esaptbentiedaki 68thod
el ement sending an authentication response to the
copRFiBéNIhaPT PraUBLexapFBEBSSFAGLeNeRbRT PRI BAPFAGEING With 2

w1wggﬁg§rug5r QEVFEQ REI ¥at8ph deAt bk §8t@ €dentities of private
au

enticate third aspect, there Is provided a
uSEEthedlbﬂsa wheepessameeaudbentecaompnlsﬂagentheecelv1ng a
relegs user . dey w.th _a AN

regyueRén PEa?PBHeQFéﬁgﬁbgﬁgrgb%h?npﬁ} V@hte 988ﬁ%?€?83f69m a

calkh¥at gatigeRupeKikC %océ@g1haeembﬁ@h63§sﬁéeﬁaﬂémlWch a
sendi ng a request hal f -dupl ex communi cati on

requ@ﬁﬁeﬂyhﬁ@faﬁupéagtC@m@unﬁvaté@nérﬁ@éﬁéoaseﬁhaepﬁééate

au%%e t?@@@ughh8geﬁgg%35u%5QhE§E599n5°th@ep9ﬁQEtE°1dent1t1es;
per orn1au entication o

and the private authentication element sending an

authentication response to the carrier half-duplex processing

element indicating whether or not the private identities are

authenticated.

In a third aspect, there is provided a method in a
wireless user device comprising: the wireless user device
interacting with a private authentication element to obtain
private identities of private user devices; and the wireless
user device sending a request for half-duplex communication
identifying at least one invitee private user device to a CHDP,
the request indicating to the CHDP to perform authentication of
the at least one invitee private user device with the private

authentication element.
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the at |least one invitee private user device with the
private authentication elenent.In a fourth aspect,
wo bas®si088 provi ded a carrier half - dupl ex proPEBSADNY4/001994
el ement (CHDP) conprising: a first input for receiving
requests froma client device for half -duplex
communi cahi @NFcessi AR peicth ahelreadt pmevidedate casetier half-
device in response to which the CHDP generates an_
dupdefie PEOCESISERIr €368EN t JCHREY hERIPLACIOA ‘of pritvat énpPut for
reb%%&ﬁhé'?%q%%s&%‘%%b% usen jdevi ee%ican ret pul fLuplex
sendi ng the authentication request to a private
coantung witdaniso s eslsémanti th sécdrdsitnpoe Pod vedeeingieng device in
an authentication,re se fromthe priyv . .
T RERERL Loat 1 el Bt g €D Sn UhE CaTA SR Tapn request
foRUGERSShtli cautibeniofc plrient ot heleGHBR iieRVidifeprtik@ate user
private user devices to participate in the half
devd@gisex agoiREatiiosn $ 5 §ido it Nendusees tiFak 1pgy frequest to a
priQRee% G b%%&b%”%l%%é%%?”ab%kW%%@ deyitesdhdleceiving an
accept. In a fifth aspect, there is provided a system
auftie nalitdadritoine ateispensel \fatos tdber prfivernea aptiheatté cation
net wor k when conduct.i ng.i nstant c ni cations _over a. .
e LeTiofitir NGt WBEEC T "oy L EdpFits PHGCR Sy Foy Tent Lcation,
thRI @e®ISiinG itlgMemle gonfiage e el detGoicke ta pegqtastiphafe in the
an i nstant communi cations session froma wrel ess user
haddvidee 1 exo Coamd Ndif addiomen tSieSEtiosn ansqess P gnhalf-duplex
co'tmgn%%tilcta}{: iU 2l JRA% PR I H& 1A RS tUS rce%%v.' ce
0 a private authentication element, to send a
invitation for the instant conmunications session to
the at | dasta dri€f thr iasgteeti, nviteere Useprdsniided iaf syistem for
aut hentication i.s response received f.romthe priyvat
U R ok T TNt S dvd TRETS & P VNS FReriaits Mhen
cOHRIMANINCALIHNS nYe STl rielwah st Ry Helcess iksehetwork, the
device and the at |east one private invitee user |
s Y$d ANt eomrd Sd g Patce raitee LCCASISdi de ledpEyen t configured to
re%%qf\}eg r %%q{u% o tf%q] 'a%h i%létt%%'%t 'c%"f\'kn%‘?l i'c%ec'lto'nts' %%s%fi on from a
private use evices, to receive the
wireless user device, to send an authentication request of an

identity of at least one private invitee user device to a
private authentication element, to send an invitation for the
instant communications session to the at least one private
invitee user device if an authentication is response received
from the private authentication element, and to set up the
instant communications session between the wireless user device
and the at least one private invitee user device; and a private
authentication element configured to establish authenticated
identities of private user devices, to receive the
authentication request from the carrier processing element, to
authenticate the identities and to send the authentication
response back to the carrier processing element indicating

whether or not the identities are authenticated.



aut hentication request fromthe carrier processing

el ement, to authenticate the identities and to send
WO b@sastobent i cati on response back to the carri BCT/CA2004/001994

processi ng el enent indicating whether or not the

identities are authenticated.In an enbodi nent, a PoC

sol ut i o rpraeV icdtes A neoIt) O ratPe Cawici entiiccatirav iskersviaceorporate

t hat proxies both GLMS and PoC Server requests &p
AUtHRIHAC AN £EIr S AP PEHERt Dok SLYY and PoC Server
re RAHCIHRARS R & HRAC sSeTRFa t IS athReA:IGREO0R11

ensures that all PoC users have been authenticated by
pantheipemger din en Patd Serssdices  prihiagt @udie nddidadrone ginegires

PoC .Sessi-ons. | n.anot her enbqdi nent, f :
that, ispé) SESEEr rveeﬁeéeﬁldgul%t s?q‘?&r?&tl%gggﬂg%’\%?%t gorporation
and RAdR AR rAvidtentdrentiudhesitdpa tBa Pomutseasntiicnat.i on

step can be offered by a corporate -based GLM5

conponent via a network-centric GLMS conponent, mﬁtgig%rver

aut hent iTCa@NGHF eI FIRETE M6 Wi Pe &8N LS 195 T o
extrged & Non BRIJER 1IRESCRIP TN e BHE BRAMNMNGSation step.
Enbodi ments will now be described in greater detai
Thiwi tahitihefndrieradd aro sttiee secomganiieg edl amsonnehattiectpased

lgure 1 is a.block diagramof a c t] | PQC. .

G, A Edte et Phald M et LS ot SBEaS Todi il a0
authemdirpitamentdoip et Hrguwiee2tly adlteek adirggrramestbased
eneral architecture for providing authentication of

GLM¥al f -dupl ex users; Figure 3 is a flowhart show ng a
nmet hod of authenticating half -duplex comrmunication
users; Figurepgdrts BeHtREETHHRIGAMPE BRAWTSES Pr OXY

system used iTm conjunction with a carrier -based PoC
service; Figure 5 is a flowhart of a nethod of

aut hent iEg8dHgePss wsidrls nfivt Hien de sSPEE g Hin saater detail

with reference to the accompanying diagrams, in which:

Figure 1 is a block diagram of a conventional PoC
architecture defined within the 3GPP standards bodies for

implementing PoC;

Figure 2 is a bldck diagram of a general architecture

for providing authentication of half-duplex users;

Figure 3 is a flowchart showing a method of

authenticating half-duplex communication users;

Figure 4 is a block diagram of a first proxy system

used in conjunction with a carrier-based PoC service;

Figure 5 is a flowchart of a method of authenticating

PoC users within a PoC architecture;

Figure 6 is a block diagram of a second proxy system

used in conjunction with a carrier-based PoC service; and
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Figure 6 is a block diagramof a second proxy system

used in conjunction with a carrier -based PoC service;
w@eososure 7 is a bl ock diagramof a third proRGT/€XSt0env1994

used in conjunction with a carrier -based PoC service.

DETAI LED DESCRI PTION OF THE DRAWNGS It woul d be

advant agedugure Wave auttemntki datigaant of Ralthirduplrexy system

communi cati.ons servic ﬁ}such as qu provid%f to .

o] &PatCSIH}éJQF§.lOFhé”lSLu Pelt & R CEEETY €% SE TV -

- dupl ex communi cati on over w rel ess networks, such as

PoC, do not agdress.EDh@EGCRIGTALE DEQUHEE DRAW INGS

aut hentication. Tt woul d be advantageous to

authenticate the users jn a half -duplex chat session,

such as PG€, "6M 1 Der GEVEnkaORENE tat 8@ YGr Gupdientication for
hSQTe @ N gSmndueuld e advantageausnt @ sbeablg A ded to
limt a half -duplex conversation to enployees of a

copecirhite cograny dhe mdirviedlalbs chhde caneegarfiorofiad f-duplex
speci f.i c.deal being.forned. By authenticating_the user
TRECch e ARES oPRe dorearen Far BN sk nery 88 al not
apidirkisel part Sorpolrie eC arvRiSahiennt ¢ar bettentiidertichhatit would
when a user says he or she is '"Person X, they are

PEr @Ry anpepgeN SX t Cad VSR8 ShyF PsoRE St AEr Pt P2 ldaclyplex chat
58353 ohOT RRIAL &sSeek, i by kdentiby NaRpSeRYeL 1Rl 3R oups.

aut henti cated corporate GLMS. Figure 2 shows a general
architecture for authenticating half -duplex users. A

carrier nénwscke26@titsnglsows. wPhaddcker kdvanseweokishgs be able
W rel ess _a networ k el enent .210, and CHDP (carr.i er e
HatE SR LT RSk B BTRAY 051 5By gy Ry S O & specitic
coepheyenli ngdany dekeserhats hwiet Bantt b€ easpieer fAet Wekk being
that participates in the delivery of network provided

fRaMed- dfyl eXTEEmTiAPEANP0RES APEE YREWADLS 14 tERi Fhfe
cBBBALk 204 bhA o2k Hbe aBer 31 80phY 3 RELKALS 1n the

organi zation tor exanple. The prlvgte net wor k 261 IS
coprevabeionncehebsersaftidenti thers when a user says he or she

is ‘Person X', they are truly ‘Person X’ as confirmed by some
authority, such as a corporate Security Identity Name Server or

an authenticated corporate GLMS.

Figure 2 shows a general architecture for
authenticating half-duplex users. A carrier network 200 is
shown. The carrier network has wireless access network element
210 and CHDP (carrier half-duplex processing element) 212
generally representing any element(s)within the carrier network
that participates in the delivery of network provided half-
duplex communications. Also shown is a private network 201
that might be operated by a private organization for example.
The private network 201 is “private” in the sense that it is
under the control of a different party than the carrier network
200. The private network 201 includes a private authentication

element 202 that authenticates users from the private network
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under the control of a different party than the
carrier network 200. The private network 201 incl udes
wa@2siosmve aut henti cation el enent 202 t hat PCT/CA2004/001994
aut henti cates users fromthe private network201 for
participation in half -duplex comunications. The
200 ifeat @aautienddteiaid om elanfertud e oremaumnre iafns.  The
hardware and software that can be added to a distinct

PIIGTAFGh SIS0 ta S taRTard SiiPornenton 9 R 5s S Serfbodidretitar e and
sdf16¢d vatf authent i Lald on £l Lt isids Phd il a

identity server such as a GLMs. For illustration
s tEndeosk sanpensmTitvatle aatwe rensginemntd dhenttr20Ats
icted wthin the private netwrk 201. r,.J
a@iﬁ%&elr%aot iTe r?trlselrfetwnetp i vate e‘iiur%é: ﬁltLl%c élc%egﬁc\% errseen]{‘}rJer such as
a 9 s mysiicald st daaciairebunpcsiade dhe prrierdtsesuafhdritei cation

private network 201. The private network can be an
o legterdy ANeris: AIGIEURS £ GO ord GF VAT SRTBed ts

HddS/HSET& -scdhe® Uma iRt @re haldr i-duRl eX eMdrl €S ion element
user devices (UD) Is indicated at 206. A "regul ar hal f
202 eohy irel ldss Isertatbviws'ides thead@viers sequiqgipedia private

functi as requl ar_hal f_ - duplex.client. Half
ne-tdﬁ)pﬁ}%%]uncjtarleo Y4_FS v rﬂ‘deccfmt &G 178 5§ &t S55¢sy sueh
ad ddmorBing! witt henfIdResl2is Altso whawn is a set

of private half -duplex wreless user devices 204

associated with the private network 201. A private

hal f - duplfexs SfevAtc & IB @ WA e BRAPpeY 150 FidtiTn dRyices
(F)Pri & atiRy el de g dupl 6 Cl Ientedialdr U 8 plex wireless user

comuni cations are provided to the private half -
deduipteg s reeldessi ass evquiignp ek o @ hnpt itdre aGHRP &1 ligr dwlf-

oL e LA A et ) o SLATRO P encse

clins e handidedd widreles pyleticaesipmizig eslenakdresn is a
| aptop conputers, wreless enabl ed desktop conputers, _
sednertt pHorieste wiald] i larant igd moss Ysser statdice githiassociated

wﬁ?iﬁ{eargrsi)vatea%%ﬁlylﬁl .haqlgﬁﬁlisvate half-duplex device is

a device equipped to function as a private half-duplex client.
Half-duplex communications are provided to the private half-
duplex wireless user devices 204 by the CHDP 212 in co-
operation with the private authentication element 202 as
detailed below. Examples of wireless user devices include
hand-held wireless devices, wireless enabled laptop computers,
wireless enabled desktop computers, Smartphones, wireless
enabled PDAs (Personal Digital Assistants), and cellular

handsets.

In some embodiments, a given wireless user device 1is
equipped to function in multiple modes of operation. In some
implementations, a given “private wireless user device” has
mode (s) of operation that allow the device to operate in a

similar manner to regular wireless user devices. A given
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In sonme enbodi nents, a given wireless user device is
equi pped to function in nmultiple nodes of operation.

WO 0sos®os$ npl enment ati ons, a given "private w rBCEEaA2004/001994
user device" has node(s) of operation that allow the
device to operate in a simlar manner to regul ar

windllflsessdiselevd@d GESThtALG \eeftMippelde sa ths &o tedhee regular
m ght be equi pped with both the reqular hal f -duplex
haldjcmtl ean ¢ tiFe andat @ en A FEVArS &2 r.déwﬁex client

cap%%qalklit:lﬂet§ S.gialCh g iWd18l8s $ el ldeda\HeC e igHhts wSWdC between
bet ween being a "regular wreless user device" and a

beiny iavdtregnileel essalsers dogcaevdnedniacal lay "pPIuctate wireless
Wi rel ess ,user devi has 1 user. identifiers -

oo a G At A i oo (O b VTS eg Uity At has wwo

useM reless usels deymee fean rdien amiddeatae/Paird dqrate iivate use.
a regul ar half -duplex communication that woul d be ,

Sughr gcesised SHF QI (98 VA GforGRel theinémitgrtedmagticipate in a

redulidy q{aq/ﬂéﬁ{uﬁdlc‘é.)ﬁ%o Jh it 1added AUt Renld G ifhcessed by
eatures of the half -duplex comuni cation described
CHIFeliowa Byomwenl afarmeer,vicewcduldoperidtiiadre,/p@ad aigedieptin the

of . a request far aythenticat hal f _-dup] e . .
AR iR hSm i A € Pl G ey eamygdcation
deddta fHR L1944t es an aut henti cation request to the

private authentication elenment 202 of the private

network 201. The private authentication elenment 202
aut hent iIBAMEY (He WEEV Yo il IPRTES I®MalWPory e Pt of a

er [ t j it ' : :
refiRbR AL fqi A o 1G] W fedt e xdn
privéu ex edramicatl ey iice fddle fdssiANEP dowtseman

aodi nents, a user

nb el ects the invitees from.a |ist

UGS oS! PRAYSs Hohat Sl T G T -Gt et
20Midh dre puthant iatick elamenthe? @1 vat@ursthdri iation

flow chart show ng a nethod of authenticating wreless
elagsat A cexthian tHadtesd gl seomithd darlitorsaf thile ifhgluplex
conQ;eCLTEaFteiCotnl"ra%dshc%\@1 i'rRri@e%Lg ecm%l 'ir!f?)rms the CDHP of the
result. If authentication is successful, the half-duplex
communications is made possible. In some embodiments, a user
selects the invitees from a list of possible invitees that was

created in co-operation with the authentication element 202.

Figure 3 is a flow chart showing a method of
authenticating wireless user devices in half-duplex
communications within the architecture shown in Figure 2. 1In
general terms, the method begins with a private user deciding
to conduct an authenticated half-duplex communication session
using a wireless user device (Step 401). In some embodiments
this is achieved by selecting an authentication mode from a
menu presented on the wireless user device. Another option on
such a menu can include a regular half-duplex session. Once an

authenticated half-duplex session is chosen, then an invitation
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general ternms, the nethod begins with a private user
deciding to conduct an authenticated half -duplex
W@ 0u30ni00&at | on session using a wrel ess user deET/ca2004/001994
(Step 401) . In sone enbodinents this is achieved by
sel ecting an authentication node froma nenu presented
is Arddhedivelass wiserl dleyicer Arotiher fogt iaantHentsiucttead half-
menu can include a regular half -duplex session. Once ,
dupgiex RHEMN GREPTHWIduR Ses&siVf Y IS Hi&es having

- Vit atd oni i ess r; i -

P e A Rl o P e ins s e ooy wiLl

trispte wftioneacre sre twnikt des traden@rprautdtentiimattiamn request
yser devices tep 402).. The invitati 1,11 trigaer

Lo {4iF dced &%%tt]oc Dt S St te n?sl‘ncc\g‘ttleégn 4ﬁdeég{u gcs}}e

autlieritiepriomte audentd el elenen phtvallemdlidntication
the aut hentication request is routed to the private

elemarHerft g g el athrsigiethe &Y iR ifdtSor k.

autﬂ‘é%tﬁréavt‘?fc?n it d Gald | et @l hantd Gl e, dde devices

W T el'ess user devices and the private invitee user
andlenhiec g i(WGttep 404A)tee Arpent \deerigfe sautSieayt i48)i omnmyt hee of

i.nmpl enented here.. In one enhodj nent, ep 404 invpol ves
AU TG Thdtoae g IR (TR o (HE (RS GFrt, Step
404 herJdMmidLase @\, ay anyedetierdd ned |icdndirepa ek he user
the private organi sation. The private authentication
anc|@re N Sdis @t authenhtdiads ot Hasgsbisis hauieRar ehdy the

! i i.cating et : t i I :
pr l?éwecec;}%wa pgraﬂ%la%v}g- |1£1h\?e|r tpgﬁrel%ggeer eth‘!cr{et%h%iil@Eg Zeglement sends
an auittentd oetteibr Steefpat6) badd tdhechwi IGHIES singsiera tiewy cerether

and the private invitee user de%/A ces. are

or ARtherts dEEt- e The ViR Gh A VA (Y G YT device

hadd' & ValthdiWi d e dIseicdeviess, t o4 aink i ddedaldser
- dupl ex communi cation session (Step 410) . If at Step
dewtigs: and jthelqimivatedimhidtea hesas rad wisze ugare davihantorcated,
ne of_ the private.

0 I nvi t.ee evi.Ges i.s. N
e BB & T 10 10 R | o 45 e Lnvitee user
devided e5s st devirce Haroudip idie eammirercatetowrdession (Step
410). If at Step 406, it is determined that the wireless user
device or one of the private invitee user devices is not

authenticated, a failure signal is sent to the wireless user

device through the carrier network.

In some embodiments of the architecture and method
shown in Figures 2 and 3, the identities of the user and
invitees sent to and from the private authentication element
202 are encrypted. Furthermore, in some embodiments, the users

are clients of more than one wireless carrier network.

In some embodiments, the verification of a group by
the private authentication element confirms for the invitees
that the request for half-duplex communication has been

authenticated for the entire group.
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In some enbodi nents of the architecture and net hod

shown in Figures 2 and 3, the identities of the user
waeasioswdg ees sent to and fromthe private PCT/CA2004/001994

aut henti cation el enent 202 are encrypted. Furthernore,

in sone enbodi nents, the users are clients of nore

t han one mhrehessmbadihentaetMEtkfolhosonﬁhe prlvate

enbodi ments, . the verification of a

ou
059ﬁ0a§@ta9?héﬁtﬂ%ﬁ??bﬁe%|%ﬁeﬁtceaﬂ?? g@or Fﬂﬂeverr the
chP¥hi REStEhatuk heyr egpest tb0snhabfigaduph€Xon wishing to

conmuni cati on has™ been authenticated for the entire
agrbeptinatheibabodenencs bhdf-foplow, coneupirahiens. The

organi sation describ a t r,
w%ﬁg?%ﬁ%oa?%ﬁnggvéééa Egﬁpémg?ggé%8£%r£§%tsa TTXS is
dvkshibgdt @sadt heat tCaeeti dsviser s Mérha@éndnalby, embodiments

comuni cations. The w rel ess user device in
aEfhBEPHERERIENEP RBY| B ELCEBSRFThedRECS @B% EVFEﬁWr as

p98¥L8351§ga§fgﬁ@8rakhxh gAbediaBENt ééﬁaﬁPPLt§é§|e to

any W ref ess user device and system as previously
Fdefheedores t khhakf hdlpréuptapabbhiunesat Font her poeéerred,

ex_conmmu on_is. ferr h
o5 CPHBRI S B aPEF | CHBTbeR L Pnst ahRe Bl naBhongtons
g8a8esdl;y. These mmy be half- dupl@x full duplex or text
text based. Turning to Figure 4, there is shown an
bagedstration of a first embodinent for a proxy -like
PoC architecture used in conjunction with a carrier

-based Pog,ggEMECe, FigyLe 4, ShRuSca; Polhelhenh deviseration
53 with added afthentication features that accesses a

ofi aefesstcambpeimprtwbrk angraxyolpbeaP@CGENShlnecture used in
whi. ch wi t hj cor orat r.e Lf pr

C?ﬂéuﬂftéPgsglggr?lS?IFﬁSFu §e% gqé/f X%F% 52?§§ %EN% shows a

p84, cai Pt getvee 56, wand adRe@sencredeivetibf. fdheuPof that
client device 53 is in comunication with the

2E6FpoLaL @ CiKksleasyrarrheer pgework and a corporate GLMS 14,

which is within a corporate firewall 99, if present. The
wireless carrier includes a SIP/IP core 52, a GLMS 54, a PoC
server 56, and a Presence Server 58. The PoC client device 53
is in communication with the corporate GLMS 14 via interface
61, the SIP/IP core 52 via interface 66, the wireless carrier
GLMS 54 via interface 62 and the wireless network PoC server 56
via interface 68. The SIP/IP core 52 is in communication with
the PoC server 56 via interface 67 and the Presence Server 58
via interface 65. The Presence Server 58 also has interfaces
with the GLMS 54 (interface 63) and the PoC server 56
(interface 69). The carrier GLMS 54 communicates with the PoC
server 56 via interface 64. The corporate GLMS also has an
interface 70 with the PoC server 56. A wireless access network
51 is shown, through which the PoC client device accesses the
carrier network components. A WAN access network 59 is also

shown, through which the corporate GLMS 14 accesses the carrier

10
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61, the S P/IP core 52 via interface 66, the wrel ess
carrier GLMsS 54 via interface 62 and the w rel ess
woei0s051008P0C server 56 via interface 68. The SPE/CR2004/001994
core 52 is in communi cation with the PoC server 56 via
interface 67 and the Presence Server 58 via interface
netbrkhoresence Ser \Wind &rdosli reas: d,ntterd dersemiddes in this
the GLMS 54 (interface 63) and the PoC server 56 ,
arqhifesatiace 69 S tarke rchititér [@aes /54 USSmfthi idasss AR ibed

in ttjli‘x% R S8R R U d N frar ae, TRE GOTROTRR QYR of
also has an Interface 70 wth the PoC server 56. A
TC Ry Irfe | cgrs S DEY/dESs ssametumdrda tibriss osteows, datreo gty titeirc ot Iee

PoC ¢l ient_device accesses ithe carrjer r
cardgififorfedtss-"o N AR S it S5 i 4795 ’s,hkSoIv\E/)n,or RTP over
a Tdy/ough Wndy the: gor penatier idaVB okt saceasses the

carrier 10network conponents. In some enbodi nents, the

interfaces in this architecture are standard .

i nt er f adds RISt T@Heser iFoarben 4 mF Geles 2
cofﬁé%%ﬁ?{ﬁ%éégeﬁﬂMﬁjﬂé)Eﬂ%%ﬁioﬁ%ﬁ&Wf#ifﬁﬁgaJﬁﬂHnﬂHe existing

UDP/ I P communi cations ‘over a data portion of
PoCa syartraine w ighrigt vidvek .caxairmg! e tivesikide davairHT TR heg|q@rporate

P over TCP/1P.or UDP/I.P ty muni cati o
GLl\g égisl.s ﬁ?eecgrfcboordi%tlﬂe%tﬁo%tlior? | gl??tgce S 0vi e;‘l’l g0C chat
se SOIROr atte -dwsed- AMSIMs flundtd enigiy dsed ivie tMd keddpration
exi sting PoC systemw thin the carrier network's

to duifdtie PrH&ader portdied tdaas eth fidentddd sprfor each corporate
theptdcal | - QR 4 £hal Respipnothe
use?g'r por aﬁee%é_tﬁ}%rggiﬁgeygo us%&l%yg%%e cl%%trpor ation too
di ssrlestienprihatterautiviEnttiidat e itdentgdniees If grubddch or to the
cor porate user,, These aut henti cateb dentities can
tiﬁyn'g

) d j b ,
cariast RTSS ¢ STty The FIUE BRSHETTF S ¢ i L5 achieved

witdEn8ideRUNEAIG o Uy d Reh L adrtare ineivey K Wl ir@ctdah Hel seen by
sone enbodi ments this is achieved with authentication
otheay PEhd saars (v tdeds  Capi i il & hpsigh Iy StHeTY PoC

users without conpromsing their integrity.
Preferably, the corporate GLMS 14 uses standard

interfaces to communicate with PoC components, such as those
discussed in the OMA standards referred to above. 1In this way
the corporate GLMS 14 will be able to stay in-step with ongoing
standards definitions for these interfaces. However, in some
embodiments a proprietary protocol can be used. In some
embodiments, the link between the existing PoC network
components and the corporate GLMS 14 is through a traditional

WAN interface 59.

The corporate GLMS 14 makes itself known to the
existing network PoC components so that a relationship can be
established and there is an indication of what domain is

supported by the corporate GLMS 14.
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Preferably, the corporate G.M5 14 uses standard
interfaces to comuni cate with PoC conponents, such as

wo baseswscussed in the OVA standards referredP€DCA2004/001994
above. In this way the corporate GLM5 14 will be able
to stay in-step with ongoing standards definitions for
t hese i ey e Se rh@we B conmusdmg tersbodittentts: a&orporate
roprietary protocol can be used., In sone enbodlne

GLMSd4 itk BEVRIET GATE hiSs tHER SPoE e thiork 6 Jr the
inA & P i RindeMp kb 'o%ﬂlh{ew%raat fgéld;letd Onal WAN
interface 59. The corporate GLM5 14 nakes itself known

lmHkEMdﬂi&D«Qﬂlngkheﬂm@¥bMEﬂ§M%mmﬁméﬁﬂ§ so theatt igation 1is
trﬁrgreglc?%tel Q%IEI can he ecSt %ﬁldsseq“e%e%n% El%bv%r}qﬁ A address

WAt do i°S 'suppor
wittdmp ol &g @AM dldomklithe EmﬁsseﬁMﬁmnﬁlamﬁﬁuﬁiQﬁﬁﬁ&e
with the corporate GLMS 14 to authentjcate the
triggnrest iy Wiserl eSS SAndiro thé T Y ESS (hddrin @

spedi ﬁ%h%%% defrined fiah e t3idsen IniRlemeyat actfl%eﬂera by a

some enbodiments this authentication is triggered by
flachenr eduest iimgliysdri adeirc & Heaviespest .address within a
speci fied domain. This aut henti cation can be triggered

by the ijvitee (s havi. ess
speci fi eTgl “Fomaim. a? eCl %ltel’on Can q%égaorate eGrLé\4 14

regﬁ)ét&\erfsi ag o teldharnd rﬂﬂrﬁﬁrl OSrB Iarmd hthe eguester 'EIILDE, H4n for a
fix')%emfl c exanple, the corporate GLMS 14 registers
SPRiH @ [HOTPIE SORRFe S N A TKhe i (TRt SR GRS OF

1 deHREG iid £ i+ d YR& 1SRAGS AN B8NS ddikle 'BAWIRYnfirmed

groups or entities that are within this domain space
thranggte drife rpredfat‘dﬂ(ﬁl@'}ﬁ t o mpraxgard oG MSe o idtargpl g P address

' a SlP ss of
of & YstbSman Wit G ars suERsAtSE &Y e
corgfl\}fég;reat@b@-heﬁm@d et onfgammany ¥ndanthd e rgmaaiateMs’
address on the Internet is X.X.X.Y.

The corporate GLMS 14 is a part of an identity and
authorization process. In the conventional system, the PoC
Server 56 assumes the SIP identities are valid. SIP uses a
Uniform Resource Identifier (URI) to identify and authorize
valid mobile stations within the network. It is also been
proposed that E.164 (MS-ISDN or phone numbers) can be used to
address and verify identity. According to one aspect, this
authorization is complemented by a secondary authorization by
the corporate GLMS 14. In this role the corporate GLMS 14 acts
like a ‘AAA’ server (Authentication, Authorization and
Accounting). This reduces some of the complications of placing
this function within the carrier network’s infrastructure

directly.
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address on the Internet is X. . . . The corporate

GLMS 14 is a part of an identity and authori zation
w@e@s®s®os | N t he conventional system the PoC Ber/car00$5601994

assunes the SIP identities are valid. SIP uses a

Uni f orm Resource ldentifier (URI) to identify and

aut hor i zerwehi g nodsis | €0 SE e 0@ sS i there t he siedwork. flowchart

is al so been_proposed that E . 164 -1, 8DN or phone .
O%u%ﬁ%?%§0%aﬂfb%uﬁg%%t%%@%hﬂ?e%%eé%%ySer 'y ?ﬂ%ﬁ???&?n is that
tKCCRELI 00,10 OHELESPESusd D Syt ¢ 284 | @ndiSct an

conpl enmented by ‘a secondary aut horization by the
aconpot atet @A MPA4sespiomi s Fol ene Hesens pp¥at ee @M 14sers or a

acts lik AAA' h ' [ A ' ' :
S
pEOEPS & €At hOfsa DI y pl Acé ngih hi scédumet t Donad thamnéhe. The method

carrier network' infrastructure directly. 2Turniq9. .
bedhnE oV FFiguR eCBIPOFRTR TS EHUMAIRY 17 ovghart1gft gdevice with
a@ﬁé@o Shegribeptigatingntde H9Gidheg asstiMPié®Pit Ses (Step

that the users are corporate users who want to conduct
5@2) aulhentne at¢edo®Po®sessiionse | Pof hedereisias earegused to

users, or_a corporate user erating,as, a_ regul ar e e
p?%%La?%ea%a?gdf SPHrioe@Esed %rﬁ% I%d??F%Fl?% %gy 1€l dentified
a §ORYER1 F ORG| a ENERE ) cadhén nBt e begiime bt hidentities

corporate user having a PoC client device wth added
re@ehehig cav Foantbad bt ey ¥6¢ of PF Myl Poesd dehth t e ¢atRprate

Géﬁg)(Sté §@$F.efpogﬁgegféhiggéfuggcbfdﬁg?ﬁfée@,a{ﬁis is done
used to populate an address book. The PoCidentities
ovay betedeatefébd Gsingquhe i ol act hent i davion 23, nbhe

The PoC i dentities, requiri thenticati |
CREPABRFRHG W T thet Cor Pbr 2t 6 CE M S et S0y AR (Step

sohe. atghibmet shso@inEh OY] etKis t i Sdbse dofesOVEELting an
interface 61. Using the PoC client device 53, the
aebhpot hcet isermedet faPRsa apeRut hehE¢ERR BEVPDD skshay pe done

b§séggecting authenticated identities as invitees. The PoC
client device 53 creates a SIP invitation (Step 506). The
invitation will include SIP identities and authentication tags
obtained from the corporate GLMS 14. The SIP/IP core 52 handles
the invitation (Step 508). This involves some SIP processing,
picking a media or PoC server 56 and sending the invitation to
the PoC server. The PoC server 56 will validate the PoC request
with a GLMS component and identify the session as a regular or
authenticated session (Step 510). Based on attributes of the
PoC request, the authentication request is routed to the
corporate GLMS 14 (Step 512) by the PoC server, where the
corporate user and invitees are authenticated and the
invitation is secured (Step 514). An example of an attribute
is a security key. Examples of methods of authentication
include public key or symmetric key technology. Based on the

success of authentication, half-duplex communications are

13
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504) . In sonme enbodi ments, this is done by selecting
an authentication node froma nenu. Alternatively, it
worayslogioodone by sel ecting aut henti cated i dentiPCEESA284/001994
invitees. The PoC client device 53 creates a SIP
invitation (Step 506) . The invitation will include
autIdPiARNtdA iR angk AUtNet catheositpgs abiciiad fd eMether or
the corporate GLM5 14. The SIP/IP core 52 handl es the
notj fhiatatd Wi e Bo8) wasTHUSISRafWed SR tsigack to the PoC
' i GK| i a P r d, < ; ;
se R Ml e T T A sarver R per tration is
serserteertist wititeasd | ditep tHed)RoOrEqudst Mititee AT e
conmpopent and.identify the sessi.gn as regul ar .or
AR oAt S0ug i i e 0y L Bhedf cifsTinn de 2
medffa tNe-RAC vequastandderAhentdcat i Jinquestidaion fails,
routed to the corporate GLM5 14 (Step 512) by the PoC
thesgrororafferdMhes skpor atissnmEe fid The ik¥esarer over
iR ARG AN e d tatd i di A oL d S8 ad)
: exanple of an attri ute is a security key.
Exanpl es of methods of authentication include public
key or skmmeetatihe k eymbeetimesitogycheBasathash ahe isnooess can be
of aut hentication, half -duplex.co ni.cations .are . .
ad Hot i HHd B IR S LCIPAE ST ndiCatitigt 2°
autMeithiers 1fd Nt A-hilp 1t hesidaatd i ias suceesst Wrddress.
sent back to the PoC server through interface 70. If
authorized, the invitation is sent to the invitees , _
(Step 5Erthagncet FEMAMRAK NS acc SRINPIHE Pstentity 1s
serSIUETerd [Bod ransd dd o dNe connesti ahd o A dBAI& 61 to the
server to exchange volce data. |If authentication
coffraidage tAIMS drdarrattehCiv® cserd  fa agtespionisy tiglarhsl tBeEE of
server over interface 70 indicating.th .
PE R orts RS U TR RGeS (1 arfdt Al Sodior Yheria
intethod ofs ki epdt s diradapiied dh, authientd cader few
participants before they join an authenticated hal f .
idenfiighex T kel loh aHEYREed iy of many available

encryption techniques including but not limited to PGP, S/MIME,
Triple DES, AES, ECC using either public keys or private
symmetric keys. This corporate identity field is encoded by
the PoC client device 53 such as a mobile station and can only
be decoded by the corporate GLMS component 14 as no other

entity has the necessary information.

For example across a standard Im interface between a
PoC client device and a GLMS, the HTTP command might look like

the following:

GET http://glms.networkA.com/script?action=create list_seté&owne
r=sip$%$3Gary.mousseau$40gprs.ca&list_displayname=Private Co-

Workers HTTP/1.1
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Further, in sonme enbodi nents, a corporate identity is
sent by the PoC client device 53 over the interface 1

WO eooslog10eor porate GLMS 14 in the process of obpei/oA2m4/001994
identities of private wireless user devices and to the
PoC Server 56 via interface 68 with PoC session

Au trempiierst tsi orilhi 51 geod tp arssdrmnangeetitu 456 112 pr'ef er abl y

encrypt ed u5|n one of jany avail able encryption
&ﬁ%ﬁ”ﬁ c‘lg QEfiTTy But’ not linmited to PGP, S/ M ME

deaic%ﬁ%%dz%‘sz7@%@4@0%1@@%@%0@9@% or

private symmetric keys. This corporate i dentlty field
|su@rfc'8nretd> By alwes mmrl@ntc%ﬁ@éwm?wr@ate list_set

cor :olosa tﬂéﬁ\)’% (’jp‘}/dﬁr)ngoilﬂt}rlste!:ij & 4%? FAg "ot e&grl@/etmﬂt%flhagn ames co-

neeeseaty” | nformati on. For exarrpl e across a standard

Iminterfaqm en 0 eﬁ%v ed{;ﬁd,aGLI\/IS

| ResReRS e T A g A e e Bl . e
hidfonce= "dcd99ags jjklal23452dd2f0e8b1",

/1 gl ms. network n scri pt ?act on= create |ist set&owne

r Wq@ﬁf@ﬁ%ﬁﬁmmpﬁ’fsﬁlcﬁﬁ%slﬁf(ﬂ@dlaynane Pri vat
e oO- ers HITTP/1 . 14Aut hori zation: Di gest
%olpnaar?et— u415t6’71234" real m="glns .rogers . ca"
nQﬁﬁ@@aﬂHﬂdm7702664fOeSbIId0f600bfb000933
ur="http://glns .networkA cont
s'cript?acton=create |ist_ set
&omner-iﬂﬁﬂeéﬁ%V%ﬁHﬁ%%%éﬁ@dG@&P@ corporate GLMS component 14

by‘%H@deﬂ.difﬂﬂ AHRATRZCR i3 MIBSce 61 (as shown in Figure
response=' e988c992a9123456e4208ee2000ec7f6"

) sC ridvec eomied @D anysj ok el 23uBREdRfifeSiglveral ways to appear as
fol%%a%qe:" 12345ccdd03ebaf 9f 01 71e951 7f40e4l ", qop=auth
SN, nc=00000001

GET http://glms.companyA.com/script?action=create list seté&
owner=sip$3Gary.mousseau’$40gprs.ca&list_displayname=

Private&private-ID="T8&%534%S#4” Co-Workers HTTP/1.1

Authorization: Digest username="u45671234",
realm="glms.rogers.ca',
private GLMS="glms Accounting.CompanyX.com”,
nonce="dcdl1b7702ee4£f0e8b11d0£f600bfb0c093",
uri="http://glms.networkA.com/script?action=create list set
&owner=sip%3Gary.mousseau$40gprs.caslist _displayname=Co-
Workers",
response="e988c992a9123456e42c8ee200cec7£6",
cnonce="dcd9%9%agsjjklal23452dd2f0e8b1",
opaque="12345ccdd03ebaf9f0171e9517£40e41",
gop=auth-int,
nc=00000001

15



When sent directly to the corporate GLMS conponent 14

by the PoC client device via interface 61 (as shown in
wo-e@angi0dd , the conmand woul d be changed i n serer/ah2004/001994

ways to appear as follows: CGET

http://gl ms. conpanyA. coml scri pt ?acti on=create_|ist_set

& owner =si PU3 GHYi ous sehddlgpraomain name ‘glms.companyA.com’

c, a&l i st di ynanme=_ Privat e&prlvate,.
& B e DR T o b e KR Seimn sl i ihe corporate
ELNE ST 4 useraegte Lhid 5S87AP34 Intéld® dcOges SpEimt offered by

private GLM5= " | nms_Account irg% . ConpanyX . conf
e 22Tt T 770228 4 ¥0et B4 HF CH00b: f b 003",
uri ="http:

5 //glms. nEtNM’&'ﬁeﬁWirﬁ@@%ﬂ%@%&éﬂ&édsﬂdreﬁing made

&owner =si p¥%BCGary. nousseau%l0gpr s. ca&l i s*di spl aynane”
to \Wrkerestuestes pomsteget passed along to the PoC server 56 from

98 2a9.123456e42¢c8ee200cec/f " s
R B0ty | KT 34U Ol v, For example within the
Dpagies] 1903 Saedl ddS3etdd 9 Oln tele@bde 714 0edle "inOOPEREE between a
-int , TiC=000000Q 15The addition of a new donain

IS PTRE AR ot § QMY 1ertE ¢ fu e i@l be

10 Pt Athdidiecdlohdydde corporate GLM5 14 through the
public Internet access point offered by nost carriers

today via interface 6 . Another enbodiment involves
XY B etl et b anp hader e S A2 request s that get

paslsoe:d %Og‘l]gen)}%“gpee' OP%Q server 56 fromthe PoC client

deviCe, @ i‘gure For exanple within the

st amttar d QP @k simparskgnieard-agez |k (the interface
bet ween a PoC server and a GLM5S) the foll ow ng woul d
be Gl 9 nfls rRitd%iml exifanged:

15 CSeq 1 INVITE

Contact: <sip:carol@c.example.org>

From a PoC client device 53 such as a mobile station
modified to work with a corporate GLMS 14 the SIP invitation
might look like the following:

20 INVITE sip:bob@example.org “ARZS$E89@#” SIP/2.0
To: <bob@example.org> “JUIRT8%S!IJP”
From: <carol@example.org> "M6%$SPOWE9 (+”;tag=xyz
Call-Id: 7@c.example.org
CSeq 1 INVITE

25 Contact: <sip:carol@c.example.org>

The presence of the extended address is an indication
to the PoC Server 56 that an extended authentication is
required for this invitation. If this is the case, the PoC
Server 56 sends the encrypted identities to the corporate GLMS

30 14 via interface 70 for decryption and authentication. The SIP
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I NVI TE si p: bob@xanple.org SIP/2. T : <bob@xanple
.org> From <carol @xanple .org>;,tag=xyz Call-Id:
wQ dexsmompd €. org CSeq 1 | NVI TE Cont act : PCT/CA2004/001994
<si p: carol Qc. exanpl e.org> From a PoC client device 53
such as a nobile station nodified to work with a
autdeamoratte @ Me shbride 3R iﬂwinea:tdmdntgzhtthmcﬂod idexrver

in lhe f ol 58@;&%9 J‘_J’:)l\tIX‘I TE SI re bg%%)ia Qﬁ)‘ggrmz\ﬁj F%I%O/ds

parditl pddeOmn ﬁf@r@@mcﬁl argan %@P@ﬁ@%dﬂnent, the SIP
tag=xyz Call -1d: 7@exanple.org CSeq 1 INVITE

ReC&ﬁﬁ’fa@tUtT@J{?m e adeanpl e Wb thhE et erad gt il of
ed t 20 r..ho
ﬁ}asteé}gn ex 3’525 a%‘ﬁﬁ%ﬁ%g{agﬁ) ofrﬁ%sgssééaﬁtrkgdﬁe%% ]ﬁar% opadue
to iaiMi tealtemmxtd foft hdrschist ddien megs esx ddpee Fﬁnﬁ Sdreverorirate GLMS

sends the pted identiti toth orateGL

14,1 PSRN (S @R HBT° BT iR IS i Gmi ot ol tvork
butThﬁ)tS|ﬁlcﬂeﬁﬁ%ﬂé&ﬁtl cation response that is returned to

the PoC server indicates which of the participants are

authorized to participate in the PoC Session. In
anot her Tersodidrdrt Fideres|® Rémr@stwalﬁwq Zdt ilgntustration

of ﬁqasdeecroﬂdsﬁﬁagﬁr aorc@ﬁrt{é/ctg{ree?ﬁlge:’]ea - a hﬁidﬁ%ﬂ 1nch a

i's situ portions e opaque to
camtile relrersnt Paif smwhideect Ulhe,s exdeptinfeort titee cioripegrmatt® the

o0 AR, HIOSE OO0 630 e S5 L Lo rareio
serft 55“%H%'ébﬁﬂB¥MEéNGEM§l%ﬁrdﬂﬂq¥hates from the carrier
network’s GLMS 54. The only difference over the structure
shown in Figure 4 is that there is no interface from the PoC
client device to the corporate GLMS 14 and there is an
interface 71 between the corporate GLMS 14 and the carrier GLMS
54.

In this illustration there are many choices for the
interface protocol that is used between the carrier GLMS 54 and
the corporate GLMS 14. In some embodiments, this link labelled
71 could carry standard Im traffic and Ik traffic (where Im is
defined as a standard interface between a wireless user device
and a GLMS and standard Ik is defined as a standard interface
between a PoC server and a GLMS), or it could use a proprietary
protocol developed specifically to carry authentication
requests. One choice could be to mirror the interface 62
between the PoC client device 53 and the carrier GLMS 54. In
some embodiments, this interface 62 uses XML over HTTP, a
simple protocol and addressing method that could be mirrored
from the PoC client device 53 all the way to the corporate GLMS

14. 1In this way the configuration of the PoC client device 53
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of a second proxy architecture used in conjunction
wWth a carrier -based PoC service. This enbodi nent is

W@ R0vslosr00g 0 t he one shown in Figure 4, except POECR20G4/001994
client interface traffic sent to the corporate GLMS 14
originates fromthe carrier network's GLMS 54. The

codrl wedidifpriarftedeeid tdhe et il deshews iwordk gureriedl on the
is that there is no interface fromthe PoC client

POCY & i tt GIQWHE % o1 1oatSE WIS 114 OFE v & § $edifyed to the
corgd: S dAeq pel ltllet W%G&ﬂ: the P URLLE FddVB 114 Aandidi®e could be

.carrier M5 54, In this’illustration there are many
corxﬂmjuomi fagr rteresliingt erdrmﬁefameotﬁié@ thatupppniséd they are

n.the carri nd t he te 4
deﬂqr?yse Vléan‘l?odSpr?ecrﬁefr Choré3 ‘1 cabel l%fo %couqa:l\é?afgary
betSicdidaird lppd rafifdre andide tEBafafrid: t(}WWQ:foe:pldﬁatSE GLMS 14 is

defined as a standard i nterface between a wire

unigge thevilde SIPOLIQNS ardd disampadhle it g@fliqquleaslrgzerface
anyStoae%qacraq)]]em&{dzl%e sleen & FaGser ver cﬁ%@s@d\/@lb

could use a proprietary protocol devel oped
refsperidd dal B durecar,r yeheutdrenpd medts GiMSeduestisll @eke itself

choi ce coul d beto m.rror, the interface 62 between the
kngygc tq tg}?t P2 HF h'he carrier GLMS 54. In sone
enbodi nent s, th| s interface 62 uses XM over HITP, a

si npl e prrotOce b EdHRSSivhg rtdtadd d HatoncalHed He client
mirrored fromthe PoC client device 53 all the way to

devtiife cotpdiete a8 M MR i s[trﬁtsl%y tndReomarguredt ights 24
1nQ{1 rtﬂ'éecep(ﬁ%ddd tbed%vé Wlt%eb%rﬁﬂdmr{altfﬂ&g Ated for

ere wou ess nee ed “on the PoC client
thdevime a3 d GIMBUrde | r?fsordmatqmads wiglhayesf erendee to Figure

b, DRSS e S S35 PO AU Moo

to SURPdtaasd hgye &Ia@:rdﬁﬁl QM.Q&E i@ thaapelifiier authentication
corporation. Since the interface between the PoC

is gt9@htradbvi ce 53 and the corporate GLMS 14 is

This embodiment has the advantage that the creation
of groups and lists can still operate as normal. For those
groups and lists being created by corporate users, encrypted
private identities would also accompany the creation request.
When this does happen and private identities are present, the
carrier GLMS 54 recognizes the need for corporate-based
authentication and uses interface 71 to acquire that
authentication. For all those members of the group that get
approval they can be added to the group or list being created.
An authentication response is sent back to the carrier GLMS 54

via interface 7.

Turning to Figure 7, there is shown an illustration
of a third proxy architecture used in conjunction with a

carrier-based PoC service. This embodiment is similar to the
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unique to this enbodinent, it is possible to nmake the

interface any desirable choice other than HTTP. As
wale@soswesl with reference to Figure 4, the corpor/anz004/001994

GM 14 will make itself known to the carrier network.

In this enbodinment, the traffic fromthe PoC client

£1r38ViGRI BBcoTC R B Ml @ rshwal iion Filg@irdse 4camd &. The
GLMS 54 (interface 62) can be used to carry the

onlivhiogrirRgtica endedddl Higlaehé dér pdvadt & PEIPs iy noag ntertace
be q}ee}gl ft%;%glﬁg k J&ferenze 110 HOowe hetddmAidded HER s56.

u
e arry the encrypted identities to
indicate to the carrier GLM5 54 that further

aut hent iIgattihdrs iesnbrosljuiendgd .2 1Thits adiflicditieeritheh@p aderate GLMS
advant age .that the.creatian of s and .lj.Ssts .C
14 ﬁﬁqqeeg%ertztﬂr@ %&enﬁa.rrllloerr t%g/fssg%g}r oups S rﬁasc?es% 62 and

71 .beimg arRplead HYF GORARI iUsRfiHn @Ry peduyh wale carrier
identities would al so accogﬁﬁgg t he creation request.
i-vPat

GCLMA&t 3% tdodden 3er e ¢ ieferdtididseste

present, the carrier GLMS 54 recogni zes the need for

cor por at®, -hasedddNenHCation Apb iises dutrRiftata tibn

to acquire that authentication. For all those nmenbers .
reqfedtise areouputieat tdetovgbpridwealcatydye rc &iMfe Hdded i requires

the group ar_.li.st .bei created. _An .aut j cat i
Onlryesoﬁ%nssé%cslasler%tl%ga?%c?etrhe hcearcralrerrl%é_%zﬂg4%\?4l zi—&ra the
codp¥ida@a.Ms -14Tur imgdne RrpwdE mentddierhiiss lshowviaelled 71

illustration of a third proxy architecture used in

cowdghjaataty GrFandar Iearthadt 1h a8l Po ¢ Sdidic el whadis Im is

de%’r:{ibégfj!a@erg ét%hrﬁi:ﬂ]d a1 £Ne :lo%fﬂv{f%gn %n_(ldgﬁsfecl%l@% user device

dinments shown in Figures 4 an e only
andid faAMehend rldmil glefdred a4 lkatsttdnelegd s e s fedaveen a

bet ween t he, cor te G 14 and the network PoC
PO A/ G 7 (NS et reriC . 1¥af IF g 1@ty Protocel
de AR RIHLAiMI cally to carry authentication requests. For

example the use of an Im interface to the corporate GLMS
component 14 could be achieved. The standard Im interface is
described and defined to use an XML format transmitted using
HTTP. In the discussion of Figure 4,various ways to modify the
HTTP header information so that the carrier GLMS 54 could
easily recognize and forward the encrypted identities to the

corporate GLMS 14 for further authentication were described.

In the illustration depicted in Figure 7, there are
many choices for the interface protocol that is used between
the carrier GILMS 54 and the corporate GLMS 14. One of these
choices could be to use the same type of interface as between
the PoC client 53 and the carrier GLMS 54. This embodiment has
the advantage of reducing the requirements for the PoC Server
56 as an interface to the corporate GLMS 14 is not required.

For those PoC client devices that indicate a corporate

19



10

15

14 proceeds through the carrier GLMS 54 via interfaces
62 and 71. Al requests for authentication pass
wo boosogitoog he carrier GLMS 54 and to the cor por Bt BC&ME001994
14 as indicated. In this enbodi nent all corporate
aut henti cation requests are routed through the carrier
c&MscbionThPsCr eguiies oa@yegne specvatrifia& between the
the carrier cor porat e

M5 14. In so
cepEbarnekis, SEhmad tRRN| Epbeved o beur bt caprgorace Chus 14
v§£aﬁﬁ9é9f£8étV§ffIgsa&ﬂs&hsééaf&igh(w@@éﬁehaéI§o Figure 4, the
defined as a standard interface between a wreless
cosepradbei 6BMandidl Ghame andde kitse Hef knedn Bg ghe carrier
neﬁ%gdﬂrgn nEﬁéfng Q§&¥§§$eg FQ&&SS% fﬁeapg cf%&ﬁ% device 53
t d use a proprie pr ot oto deve ped
wspecifhdcahty to ﬁaéryaﬁﬂiéenGLmatBonthaquesé§ af@rwithin the
exanpl e the use of an Iminterface to the corpora

d@ﬂ%@@c%ﬁﬁeﬂéh?dlzyCBG?dC%EP%EﬁF%v%BMST%% stQPHAr 4| fy POSItive
%@&ﬁééﬁc§s'§eg§§ﬁé&b€g ard 9§£k989 tomysesagv&Minterface 71,
ormat transmtted using HTTP. In the discussion of
WFlguPeC4;na£t@Usomaybet@Xh@dd¢9 thetFTP@eadepany invitees.
information so that the carrier GLM5 54 could easily
recogni ze d c tLEI
cor por at TEENRDTGERA s Ep R EUBE R ED, b Blle Bt 08
igdesatibrdarénihbendélusdriati eradepest edlyn FTguse df Sklll in
there are nangﬁch0|ces for the |nterfac§%§rotoc

the @5bdmBEt REERCE R ERFRFLPBLMECBA HAdT 1 KRS coR oY%Féatlons to
tﬁ%hgégﬁlcﬁm§r°émBB§§ﬁeﬁB§'C?ércgﬂéﬁ be, t onusehthecf88Biments
type of Interface as between the PJ% client 53 and the
tharprevaﬁﬁN@uShenﬁhcetEQboaiﬁmﬁnthastﬁh@na@vaﬁragé oithin the
reducing £ %equirenents for the PoC Server 56 as an
CRhtertatsttd fhe corporate GLMS 14 is not required.
For those PoC client devices that indicate a corporate
19connecti on, PoC session requests are verified
t hrough the carrier GLM5 54 and then relayed on to the
corporate GLMS 14
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via interface 71. As discussed with reference to
Figure 4, the corporate GLM5 will have nade itself
wop@anstes t he carrier network and the SI P addr BEEFE€A2004/001994
used by the PoC client device 53 will indicate to the
carrier GLM5S 54 that they are within the domain
crLaammorted by the corporate GLMS 14. Only if a positive
feedback is returned to the carrier GLMS 54 over
interface 7%H§% PoC i.nvitati ons be extended to the
* one or tEEP T Fd %bove -described enbodi nents
of the present invention are intended to be exanpl es
only. Those rflesdd ldsdm ddvd oy tinmyr eftfieet with a private
alterations, nodifications and variations to the

U HRen S IGA O FIGHRENTS. FrR 1% mneth%?%nfeiprlvate user

deAQdi ments the private authentication elenent sits on
a server within the carrier network. 20CLAIMS : 1 . A
met hod conprising: a wireless user device interacting
with a pvrhevatie:%hﬁsrﬁema'eaatdeorica el ng aob’teeﬁuest to a CHDP

|dent| rivate user. deV|ces the ser
(Cafdvi cre C{téﬂ qufecset ¥6% C]ﬁﬂg (tc?a(rri er ]Jnaﬂ%fe st
1daﬁﬁﬁmgorwe%%m dleenBitiltee tde vaaguester dritiidesi ng

at | east one invitee private user device; the CHDP

sendi ng a uest for, authentication of the at, | east
one i nvitée Cgi[i B @@ U ddFRETo e JtiiAate cation of the

at Qlétaite@tdrr@t il &L PNta g i Rl RUIREHHL I G te
el enent authenticating the at |east one invitee

authreintatc sy adeyicgd ;and sendi ng an aut henti cation
response to the CHDP indicating whet her or not the at

| east one invidt L& usel ;dgvioe : -
t [t ht thenticating the
aut hent |q-‘c é’c# \%ﬁ:eo(ﬁkli%%‘esen ngl | nv(at riei ons 1o * tng

at dwdentdreatiedriged e vate user device and sending an
authentication response to the CHDP indicating whether or not

the at least one invitee private user device is authenticated;

the CHDP sending invitations to authenticated invitee

private user devices and receiving acceptances/rejections; and

the CHDP setting up a half-duplex communications
session for authenticated users that have accepted the

invitation.

2. The method of claim 1 further comprising the private
authentication element registering with the CHDP to perform

authentication for a particular domain.

3. The method of claim 1 wherein the half-duplex
communications session is a Push-to-Talk™ over Cellular (PoC)

session.
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private user devices and receivVving
acceptances/rejections; and the CHDP setting up a half

WO gaplogroog onmruni cat i ons sessi on for aut henti caP@mCAS®HS01994
t hat have accepted the invitation. 2 . The nethod of
claim1 further conprising the private authentication

4el ement regesiechbg wit blahe [}ﬁﬁbteipeséndmng a request
aut hentication for a particular do

3 .
COROEF AP TSHAGPE] ANERESRUFFL- bpfe Eoﬁﬁaﬁ?ea? ohBe "Coe.
session is a Push - to-Talk(tm over Cellular (PoC

ssession . 7R4. mdRRoAELROd1 8l mChaikAteWhetBENCEBRAENGtRer
request conprises sendlnggthe request to a PoC server

cohprheecHBPcaBrieTheLMEt KedoBP éPéFnMﬂnﬁB@W@Pﬁ fREver)
CHDP further conprises a carrier GLM5 (G oup List

Nhnagenen&hgeﬁ¥€ﬁbd of Imglﬂeﬁhoghggeghahﬁkéra$@§58'@urther

interacting further conprises using a carrier
camprhtesnmediagya caThéemeGh¥d ob ahannt&rmhénery
sendi ng an authentication response uses a carrier GM

12570, | DULTEL A, By, Thea et M0 ohCLgh MdotDer ol

aﬂEhQﬁﬂl@ﬁthﬁiBbépBHEEhQBeQOHDEBSrmgrtGEMEAEe|8ﬁ81n3étmediary.
devi ce encrypting an identity of the at |east one

invitee private user device. 10. A nethod conprising
8a privat eThat RERPPEaPEoR1BFBNeNthEREEFaERENETW ERCa

§$58h€§8a9§86 dexjeRet 9segt @plissh private identities

private user devices; the private authentication

el ement receiving a request for authentication of the
9privat e i @bat netbedf pénriaim 1 further comprising the wireless

user device encrypting an identity of the at least one invitee

private user device.
10. A method comprising:

a private authentication element interacting with a
wireless user device to establish private identities of private

user devices;

the private authentication element receiving a
request for authentication of the private identities from a
carrier half-duplex processing element associated with a

requested half-duplex communications session;

the private authentication element authenticating the

private identities; and

the private authentication element sending an
authentication response to the carrier half-duplex processing
element indicating whether or not the private identities are

authenticated.
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carrier half -duplex processing el enent associated
wWth a requested half -duplex conmmunications session;

wo b@spsiovat e aut henti cati on el enent aut henti cap@¢TigALdoe/001994
private identities; and the private authentication
el ement sendi ng an authentication response to the

1carrier hahé-dephed pfocessmngOeWBeeeinindteahbﬁgng comprises
whet her or not_ the private #dentltles ar

ta%tﬁéhV?E%téathgéiica#h%nn% ﬁ%ﬁanlEF%FﬁFEB“ﬂhEFEFnthe

whpLeLact 8grcapiLeesikhg prbvate @uubentication
el ement interacting with the wirel ess user device via

a carrier GMS. 12. The nmethod of claim 10 wherein:
12ecei vi ngTeenpetbed epéceleinglPhehesgiest from a PoC
server; sending conprises sendi ng the authentication

response {g.Lbg; h 8% Cc8f ¥§5e51§ecgbslﬁgt9gg PLoGEBLM2en o PoC
wherein: recéivin rises receiving t uest
séroaxt he PoC server V|a a carrier GMs; and sendlng

conpri ses sending the authentication response to the
PoC server via the carrier G

. 14 Th hod .
claim 10 Whef&rd ?ﬂ@pﬁFﬁgﬁtEeggaﬂ%an%agFgﬁéggéﬁggfOpsreSponse

td EhdpodSseFhernet hod of claim 10 further conprising
the private authentication el ement registering with

the carrier half - | ex_processing elenent to perform

15uthent|cﬁb?oﬁeFBPdaoﬁa?@Péﬁlég UBREERN 16. A private
aut henti cation el enent configured to performthe

met hod of .gLai g 0. comprises receiving the request from the

PoC server via a carrier GLMS; and

sending comprises sending the authentication response

to the PoC server via the carrier GLMS.

14. " The method of claim 10 wherein the private

authentication element is a GLMS.

15. The method of claim 10 further comprising the private
authentication element registering with the carrier half-duplex
processing element to perform authentication for a particular

domain.

16. A private authentication element configured to

perform the method of claim 10.

17. The authentication element of claim 16 comprising a

private GLMS.

18. A computer readable medium with computer readable

code stored thereon for implementing the method of claim 10.

19. A method in a wireless user device comprising:
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17. The authentication element of claim16 conprising
a private G.MS. 18. A conputer readable nediumw th
W@ w5 ®ns r eadabl e code stored thereon for i npPEMEARIONYO1994
the nethod of claim10. 19. A nethod in a wreless
user device conprising: 23the w rel ess user device
i nt er actting wil #dl e85 Priseat eleanitdeenitr tcatd dnire enierit & rivate

obtain private identities of. private user devices; fand .
AR S TS o © ORI RF S e UGSt i i) 9 Private
usdupRlesX copmyigation identifying at |east one invitee

private user device to a CHDP, the request indicating

to the CHDP to perform authentication of the at |east
one i nvitthee Wriskass usdar 8N \wariine prisatest for half-
enti-gati el enent . .20, t% l.aip ;
du L%)?el ni ntle%tcltec%rﬁg conntplf%slenyt%hﬂng re g;snseC ulZH e‘}rt']L tﬁevipcrelvate
uspopldvatdengare atHyEs scHwotequddt tiheliprd tdate tiaerite tGRERP to

obtained fromthe private authentication elenment. 21.
pefﬁﬂ§mnﬁqﬁﬂfqﬁlQﬁEﬂ$h ,'ﬁﬁﬁﬁgi At 1R0S %Qﬁh)ﬁﬁ(prlvate user

de wiBTYHGALT N S 1A (RO GuAATERNE GALi NS LdentThe et hod
of claim19, interacting conprises interacting with a

private GLM5. 23. A wireless user device configured to
20 per f or mTire aditol ©Ff im0 WisreIn it sat jyprcomprises

i - red B2
R R S S A P B PR ET e
priofatd aiduritd ticonfolgurieted o mmeryi drhievdtoerdutthiagst 1@6B.ion

A conmputer readable nmediumw th conputer readabl e code
ele&dited thereon for inplementing the nethod of claim
19.

21. The method of claim 19, wherein the half-duplex

communications are PoC communications.

22. The method of claim 19, interacting comprises

interacting with a private GLMS.

23. A wireless user device configured to perform the

method of claim 19.

24, A wireless user device of claim 19, configured to

operate in a private mode and a regular mode.

25. The wireless user device of claim 19, configured to

encrypt the identities.

26. A computer readable medium with computer readable

code stored thereon for implementing the method of claim 19.

27. A carrier half-duplex processing element (CHDP)

comprising:
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27. A carrier half -duplex processing el enent (CHDP)
conprising: 24a first input for receiving requests
wo eswsioes | ent device for half -dupl ex comuni BEL/Canm4/001994
session with at | east one private user device in
response to which the CHDP generates an authentication
request A @rirauwt Heptutc dldron eafe iptinvatre guaents tiiresn af client
private user_ devices; an output for sending the
devdpendtt ddtiforurdie oM d GHrtileRSe SEFEHERt ivddty Gt 1east one
pri‘?zlaethréerﬁts_;era LAY PR SR @CLIWHIRG &he CHDP generates an
aut hent'i cation response fromthe private
authgnitertatdain oreglestefior audthendrisiat liom tofe peviedtepfidentities
£ succe§§ful authentication, the CHDP invites the
L BHVAE IS&" $&Vi'¢ES 't o participate in the hal f-dupl ex
comruni cati ons session and sets up a half -dupl ex
conmmuni Gat icdtHURe 101t dirtivee nhde dutes rithiata taceeptequest to a
28. The carrier half -duplex processing el enent of
PrigadiemaE N rHGat e HAT duipl ex communi cat i ons
session is a PoC session and the CHDP conprises a PoC
server. 2%ocB Gafdtersdraldecduprliox RIMOGRS I iel LRI
of claim28 further conprising a GLM5, wherein the
resgeintsentiircat itdre meguedte agitdemt igp tiilge RdEmMsaEYh/eranch
the private authentication elenent via the GLMS
server. 30. The .carxier f - ess] - :
el ement wg?erﬁ-ggll nlw%zé'r,ﬂev\heé}r%g{tn Ottﬂe%%ac%h%f?llclc}ﬂtg%ntlcatlon'
thd €EHDINSG Vit gL atiev g ibya ttchar deoC deerivers tica gaher i@iate in the
server. 31. A systemfor authenticatin rivat ser
ha i SRR 3 (CPHR AR08 SRS COMA A (75 et alE-duplex

conFRIAMHYE G 0N QVQIn LRI IddVatddY Iohdthe egitem
conprising: a carrier processing elenent configured to

receive a
28. The carrier half-duplex processing element of

claim 27 wherein the half-duplex communications session is a

PoC session and the CHDP comprises a PoC server.

29. The carrier half-duplex processing element of
claim 28 further comprising a GLMS, wherein the authentication
request is sent by the PoC server to the private authentication

element via the GLMS server.

30. The carrier half-duplex processing element of
claim 29, wherein the authentication response is received by

the PoC server via the GLMS server.

31. A system for authenticating private users from a
private network when conducting instant communications over a

carrier network, the system comprising:

a carrier processing element configured to receive a

request for an instant communications session from a wireless
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request for an instant comruni cati ons session froma
W rel ess 25user device, to send an authentication
wo egaestoonf an identity of at | east one privatBCT/OXR2(10€001994
user device to a private authentication elenent, to
send an invitation for the instant conmuni cations
usesstenite, t he aénlieast aohkeptivateonnveqeestisef an identity
device if an authentication is resgonse.received [o

fr
of hat pt £FaE eOBRt REAYPESL DR EFENBAT. AREIES S8t3uB tHate®

ahPRLARE c&OMBHNLCahEARS £6S8LRA Bt Weenthheomi FgkesBe instant
user device and the at |east one private invitee user

cdeviigécanhdna peFvace hot heat ftalcadptepepeprivate invitee user

d%@fé%gf%egntQaEEESPHEQFiéHtESU£&§§ﬁSQei?ﬁ@éi%&ﬁSfQBm the

rivate usSer devices, to receive e aut hentication

pregyest ahithentheataoni elepentessndagtel eaentp tbe instant
authenticate the identjties and to

send t he ,
CQ@WH%hF?Eh?P%nS?%§bBﬂsEeBﬁﬁﬁntBh?h%lﬁﬁf??%ruﬁ?Bcggg?ﬁa and the
a€l eorst bHQ'%Qiggge“@ﬁbbgéeoﬁs89tdé@ﬁcégeghatieS are

aut henti cat ed.

a private authentication element configured to
establish authenticated identities of private user devices, to
receive the authentication request from the carrier processing
element, to authenticate the identities and to send the
authentication response back to the carrier processing element

indicating whether or not the identities are authenticated.
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