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TECHNICAL FIELD

Embodiments of the present disclosure relate to the technical field of image
processing, and in particular, to a method and an apparatus for verifying an identity

document, an electronic device, and a storage medium.

BACKGROUND

Identity recognition and verification for a target person are involved in many
fields, such as security, business administration and finance. Usually, scanning the
identity card of a target person and entering identity information are required. Sometimes,
verifying a target person by his/her the identity card can be involved.

In general, identity card information is read from a chip in the identity card by
means of an identity card reader. However, the identity of a person could be faked by
placing the chip in the identity card of a first person into the identity card of a second
person who is about to have the fake identity, and then tampering information on the
surface of the identity card of the second person as fake personal information.

Therefore, criminals may have opportunities in a scenario where identity card
information is merely read by using an identity card reader without being subjected to

any identity card information verification.

SUMMARY



Embodiments of the present disclosure provide technical solutions of identity document
verification.

According to a first aspect of the embodiments of the present disclosure, a method for
verifying an identity document is provided, which includes: collecting an identity document
image of a current identity document by means of a first camera; recognizing characters in the
identity document image to obtain first identity document data; obtaining second identity
document data of the identity document by means of an identity document reader; and verifying
authenticity of the identity document according to the first identity document data and the second
identity document data.

According to a second aspect of the embodiments of the present disclosure, an apparatus
for verifying an identity document is provided, which includes: an image collection module,
configured to collect an identity document image of a current identity document by means of a
first camera; a character recognition module, configured to recognize characters in the identity
document image to obtain first identity document data; a data obtaining module, configured to
obtain second identity document data of the identity document by means of an identity document
reader; and a data verification module, configured to verify authenticity of the identity document
according to the first identity document data and the second identity document data.

According to a third aspect of the embodiments of the present disclosure, an electronic
device is provided, which includes: a processor and a memory, where the memory is configured
to store at least one executable instruction and the executable instruction enables the processor to
execute the method for verifying an identity document according to the first aspect.

According to a fourth aspect of the embodiments of the present disclosure, a computer
readable storage medium is provided, which stores: an executable instruction configured to
collect an identity document image of a current identity document by means of a first camera; an
executable instruction configured to recognize characters in the identity document image to
obtain first identity document data; an executable instruction configured to obtain second
identity document data of the identity document by means of an identity document reader; and an
executable instruction configured to verify authenticity of the identity document according to the
first identity document data and the second identity document data.

According to a fifth aspect of the embodiments of the present disclosure, a computer
program product is provided, which includes: at least one executable instruction, which is
configured to implement the method for verifying an identity document according to any one
item in the first aspect when the executable instruction is executed by a processor.

According to the embodiments of the present disclosure, during verification on the



identity document of the target user, the first identity document data and the second
identity document data are separately obtained, where the first identity document data is
obtained by collecting an identity document image of the current identity document by
means of the first camera and recognizing the characters in the identity document image;
and the second identity document data is obtained by means of the identity document
reader. Furthermore, authenticity of the identity document of the target user is verified
according to the first identity document data and the second identity document data.
According to the embodiments of the present disclosure, during verification on the
identity document of the target user, by combining the first identity document data
obtained by means of character recognition and the second identity document data read
from a chip of the identity document, whether personal information stored in the chip of
the identity document is consistent with personal information displayed on the surface of
the identity document can be verified, so that the situation of faking information on the
surface of an identity document or faking information in a chip of an identity document
may be avoided, thereby improving accuracy and applicability of identity document

verification.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow chart of a method for verifying an identity document according to
embodiment I of the present disclosure;

FIG. 2 is a flow chart of a method for verifying an identity document according to
embodiment II of the present disclosure;

FIG. 3 is a structure block diagram of an apparatus for verifying an identity
document according to embodiment III of the present disclosure;

FIG. 4 is a structure block diagram of an apparatus for verifying an identity
document according to embodiment IV of the present disclosure;

FIG. 5 is a structural schematic diagram of an electronic device according to

embodiment V of the present disclosure.

DETAILED DESCRIPTION

The implementation modes of the embodiments of the present disclosure are

further described in detail below with reference to the accompanying drawings (the same



reference numerals in a plurality of accompanying drawings represent the same elements) and
the embodiments. The following embodiments are intended to illustrate the technical solutions in
the embodiments of the present disclosure, but are not intended to limit the scope of protection of
the present disclosure.

Persons skilled in the art can understand that the terms "first", "second" and the like in
the embodiments of the present disclosure are only used to distinguish different steps, devices or
modules, etc., and do not represent any specific technical meaning or inevitable logical sequence
therebetween.

Embodiment I

FIG. 1 illustrates a flow chart of a method for verifying an identity document according to
embodiment I of the present disclosure.

The method for verifying an identity document according to this embodiment of the
present disclosure invokes, by means of a processor of an electronic device, related instructions
stored in a memory to execute the steps below.

Step S100, an identity document image of a current identity document is collected by
means of a first camera.

The identity document in this embodiment of the present disclosure includes, but not
limited to: an identity card, an employee's card, a membership card, and the like. No matter what
type of identity documents, the following two points are required to be fulfilled: I. personal
information of an owner (such as the name) of an identity document and/or related information
of the identity document (such as the certifying authority and validity of the identity document)
are provided on a surface of the identity document; and II. the identity document includes a chip
or a readable storage medium containing the personal information of the owner and/or the related
information of the identity document.

In this embodiment of the present disclosure, the identity document image may be
obtained by photographing any surface of the current identity document by means of the first
camera. The identity document image in this embodiment of the present disclosure may be a
video frame image, may be an image frame from a video sequence of an image collection device,
may also be an independent frame of image or an independent image, or may further be derived
from other devices. Because an identity document usually includes a front surface and a back
surface and each surface may display data, the front surface and/or the back surface of the
current identity document may be photographed by means of the first camera, and moreover,
when data of the front surface and/or the back surface is required to be used for comparison, a
user may be prompted to turn the current identity document over to allow the first camera to

collect the front surface image and/or the back surface image of the current identity document.



Step S102, characters in the identity document image are recognized to obtain
first identity document data.

In general, the personal information and/or the identity document related
information on the identity document are printed and displayed in order, so that an
appropriate character recognition method, for example, an Optical Character Recognition
(OCR) method, may be used to perform recognition on the identity document image to
obtain the first identity document data.

It should be noted that the identity document image in this embodiment of the
present disclosure may be an image of any surface of the current identity document, for
example, an image of the front surface or an image of the back surface, where the front
surface and the back surface are relative and may be determined according to actual
conditions of the surfaces of the identity document, and this is not limited in this
embodiment of the present disclosure.

S104, second identity document data of the identity document is obtained by
means of an identity document reader.

In this embodiment of the present disclosure, a chip reader and the like may be
used to perform a reading operation on the chip in the identity document to obtain the
second identity document data of the identity document, and the technical means for
obtaining the second identity document data by using the identity document reader is not
limited in this embodiment of the present disclosure.

Step S106, authenticity of the identity document is verified according to the first
identity document data and the second identity document data.

In this embodiment of the present disclosure, the first identity document data
obtained by means of character recognition (e.g., OCR) and the second identity document
data read from the chip may be combined to verify the authenticity of the identity
document in two aspects, i.e., the data displayed on the surface of the identity document
and the data stored in the identity document.

It should be noted that the execution process of obtaining the first identity
document data and the execution process of obtaining the second identity document data
in this embodiment of the present disclosure may be concurrently performed, or be
performed in sequence; moreover, when the execution processes are performed in
sequence, the first identity document data may be obtained first and then the second
identity document data is obtained, or the second identity document data may be obtained
first and then the first identity document data is obtained. The relationship between time

nodes for obtaining the first identity document data and the second identity document



data is not limited in this embodiment of the present disclosure. A numerical relationship among
the steps S100, S102, and S104 should not be understood as a limitation on the execution
sequence of the steps.

According to this embodiments of the present disclosure, during verification on the
identity document of the target user, the first identity document data and the second identity
document data are separately obtained, where the first identity document data is obtained by
collecting an identity document image of the current identity document by means of the first
camera and recognizing the characters in the identity document image; and the second identity
document data is obtained by means of the identity document reader. Furthermore, the
authenticity of the identity document of the target user is verified according to the first identity
document data and the second identity document data. According to this embodiment of the
present disclosure, during verification on the identity document of the target user, by combining
the first identity document data obtained by means of character recognition and the second
identity document data read from the chip of the identity document, whether personal
information stored in the chip of the identity document is consistent with personal information
displayed on a surface of the identity document may be verified, so that the situation of faking
information on a surface of an identity document or faking information in a chip of an identity
document may be avoided, thereby improving accuracy and applicability of identity document

verification.

Embodiment IT

FIG. 2 illustrates a flow chart of a method for verifying an identity document according to
embodiment II of the present disclosure.

It should be noted that description portions of the embodiments of the present disclosure
all have their own focuses, and for details that are not described exhaustively in one embodiment,
refer to the introduction and description in other embodiments in the present disclosure. Details
are not described herein again.

Step S200, first identity document data and second identity document data of a current
identity document are obtained.

In this embodiment of the present disclosure, the first identity document data may be
considered to be identity document data obtained from a surface of the identity document, and
the second identity document may be considered to be identity document data obtained from a
storage medium (e.g., a chip) of the identity document. How to obtain the first identity document
and the second identity document are introduced separately below.

L. The first identity document data of the identity document is obtained.



The first identity document data is obtained by obtaining an identity document
image of the identity document by means of an image collection device and recognizing
characters in the identity document image. During the process of obtaining the identity
document image, position information and orientation information of the identity
document may be obtained, and whether a photographing condition for the identity
document is satisfied is determined according to the position information and the
orientation information; and if the photographing condition is satisfied, the image
collection device is used to photograph the identity document to obtain the identity
document image. The position information of the identity document may be considered
as position information of the identity document within an image collection range of the
image collection device, for example, distance information between the identity
document and the image collection device, and distance information between the identity
document and an edge of the image collection range. The content of the position
information is not limited in this embodiment of the present disclosure. The orientation
information of the identity document is used for indicating which surface of the identity
document faces the image collection device, for example, the surface displaying personal
information on the identity document faces the image collection device and the other
surface displaying identity document related information on the identity document faces
away from the image collection device. The content of the orientation information is not
limited in this embodiment of the present disclosure.

In an optional implementation mode, when whether the photographing condition
for the identity document is satisfied is determined according to the position information
and the orientation information, whether a body of the identity document is completely
located within a preset area may be determined according to the position information and
whether a target surface of the identity document faces towards a first direction may be
determined according to the orientation information. The preset area may be considered
to be a photographing area of the image collection device or an area with optimal or
relatively good photographing effect. The target surface may be considered to be the
identity document surface including data to be compared, and the first direction may be
considered to be a direction along which the target surface faces the image collection
device, or a direction from the preset area to the image collection device. If the body of
the identity document is completely located within the preset area and the target surface
faces towards the first direction, it may be determined that the photographing condition
for the identity document is satisfied; and if the body of the identity document is

completely located outside the preset area, a part of the body of the identity document is



located outside the preset area, or the target surface faces towards a second direction, it may be
determined that the photographing condition for the identity document is not satisfied, where the
first direction is different from the second direction.

In other embodiments, if the photographing condition for the identity document is not
satisfied, prompt information for indicating an adjustment of the identity document is generated
and presented, where the prompt information may be presented in forms such as a static image, a
dynamic image, voice, and light; for example, if the body of the identity document is completely
located outside the preset area, an edge of the preset area may be highlighted and a user may be
prompted by a sound to adjust the placement position of the identity document.

In this embodiment of the present disclosure, the first identity document data at least
includes one of the following data: name, gender, nationality, date of birth, residential address,
citizen identification number, photo data, issuing authority information, validity period of the
identity document, or the like.

II. The second identity document data of the identity document is obtained.

The second identity document data may be obtained by using a chip reader to read the
chip of the identity document.

In this embodiment of the present disclosure, the second identity document data at least
includes one of the following data: name, gender, nationality, date of birth, residential address,
citizen identification number, photo data, issuing authority information, validity period of the
identity document, or the like.

Step S202, authenticity of the identity document is verified according to the first identity
document data and the second identity document data.

In other embodiments, comparison is performed on corresponding data in the first
identity document data and the second identity document data, and if the corresponding data in
the first identity document data and the second identity document data are identical, the identity
document is determined to be true; and if at least one corresponding data between the first
identity document data and the second identity document data is different, the identity document
is determined to be false. The corresponding data is data indicating the same item of personal
information or identity document related information, for example, the name in the first identity
document data and the name in the second identity document data are corresponding data, and
the citizen identification number in the first identity document data and the citizen identification
number in the second identity document data are corresponding data.

For example, the first identity document data includes name, gender, nationality, data of
birth, residential address and citizen identification number, and the second identity document

data includes name, gender, nationality, data of birth, residential address and citizen



identification number. If the name in the first identity document data is identical to the
name in the second identity document data, the gender in the first identity document data
is identical to the gender in the second identity document data, the nationality in the first
identity document data is identical to the nationality in the second identity document data,
the data of birth in the first identity document data is identical to the data of birth in the
second identity document data, the residential address in the first identity document data
is identical to the residential address in the second identity document data, and the citizen
identification number in the first identity document data is identical to the citizen
identification number in the second identity document data, the identity document is true.
If the name in the first identity document data is identical to the name in the second
identity document data, the gender in the first identity document data is identical to the
gender in the second identity document data, the nationality in the first identity document
data is identical to the nationality in the second identity document data, the data of birth
in the first identity document data is identical to the data of birth in the second identity
document data, the residential address in the first identity document data is identical to
the residential address in the second identity document data, and the citizen identification
number in the first identity document data is different from the citizen identification
number in the second identity document data, the identity document is false. That is to
say, the identity document is determined to be false as long as one corresponding data in
the corresponding data between the first identity document data and the second identity
document data is different. Moreover, corresponding data is required for each in the data
of the first identity document data and each in the data of the second identity document
data.

In other embodiments, when the identity document is determined to be false, the
different data content in the corresponding data between the first identity document data
and the second identity document data may be presented. In the case of the foregoing
example, the citizen identification number in the first identity document data and the
citizen identification number in the second identity document data are displayed in a
highlighted mode. The presenting form for the different corresponding data is not limited
in this embodiment of the present disclosure.

If a verification result that the identity document is true is obtained after the
authenticity verification operation on the identity document in step S202, the following
steps may be further performed.

Step S204, fingerprint data of the identity document and fingerprint data of the

target user are verified.



In an optional implementation mode, the fingerprint data of the target user is obtained by
using a fingerprint obtaining device, and is compared with the fingerprint data in the second
identity document data; if the fingerprint data of the target user is identical to the fingerprint data
in the second identity document data, the identity document is determined to be matched with the
target user; and if the fingerprint data of the target user is different from the fingerprint data in
the second identity document data, the identity document is not determined to be matched with
the target user.

Step S206, photo data of the identity document and photo data of the target user are
verified.

In an optional implementation mode, a user image of the target user is obtained by using
an image collection device; photo data of the target user is obtained by performing facial
recognition on the user image; the photo data of the target user is separately compared with
photo data in the first identity document data and photo data in the second identity document
data; if the photo data of the target user is identical to both the photo data in the first identity
document data and the photo data in the second identity document data, the identity document is
determined to be matched with the target user; and if the photo data of the target user is different
from both the photo data in the first identity document data and the photo data in the second
identity document data, the identity document is not determined to be matched with the target
user. The image collection device for obtaining the user image and the image collection device
for obtaining the identity document image may be the same device, or different devices, which is
not limited in this embodiment of the present disclosure. Facial recognition may be performed on
the user image by using technical means such as a convolutional neural network, and the
technical means used for facial recognition is not limited in this embodiment of the present
disclosure.

The photo data in this embodiment of the present disclosure may be biological
characteristic data such as facial characteristic data and iris characteristic data, and data types of
the photo data are not limited in this embodiment of the present disclosure.

It should be noted that the steps S204 and S206 may both be executed, or be executed
alternatively, and moreover, the execution sequence of the steps S204 and S206 are not limited.

On the basis of the foregoing description of the embodiment of the present disclosure, the
method for verifying an identity document is described by taking verifying an identity card using
an identity recognition device as an example. The identity recognition device includes an identity
card reader, an identity card photographing camera, a supplementary light, a display, a
loudspeaker and the like. The verification process is as follows: reading chip data of the identity

card by using an identity card reader, meanwhile starting the identity card photographing camera
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and the supplementary light, determining whether the identity card is placed within a
specified area and the personal information page faces upwards, and if the identity card is
placed within the specified area and the personal information page faces upwards,
photographing the personal information page of the identity card by means of the identity
card photographing camera; and if the identity card is not placed within the specified area
or the personal information page does not faces upwards, providing a prompt by means of
a display screen and the loudspeaker to adjust the placement position and orientation of
the identity card. OCR is performed on a photo on the personal information page to
obtain personal information data of the identity card, the chip data and the personal
information data are compared, and if corresponding data between the chip data and the
personal information data are identical, a facial verification operation and a fingerprint
verification operation for the target user are further executed; if there is a difference in the
corresponding data between the chip data and the personal information data, data content
of the different item of corresponding data is displayed on the display screen.

According to this embodiments of the present disclosure, during verification on
the identity document of the target user, the first identity document data and the second
identity document data are separately obtained, where the first identity document data is
obtained by collecting an identity document image of the current identity document by
means of the first camera and recognizing the characters in the identity document image;
and the second identity document data is obtained by means of the identity document
reader. Furthermore, the authenticity of the identity document of the target user is verified
according to the first identity document data and the second identity document data.
According to this embodiment of the present disclosure, during verification on the
identity document of the target user, by combining the first identity document data
obtained by means of character recognition and the second identity document data read
from the chip of the identity document, whether personal information stored in the chip
of the identity document is consistent with personal information displayed on a surface of
the identity document may be verified, so that the situation of faking information on a
surface of an identity document or faking information in a chip of an identity document
may be avoided, thereby improving accuracy and applicability of identity document
verification.

According to this embodiment of the present disclosure, the first identity
document data and the second identity document data may include the biological
characteristic data such as the facial characteristic data and the fingerprint data. After the

identity document is verified to be true, whether the identity document is matched with
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the user of the identity document is further verified by using the facial characteristic data and/or
the fingerprint data, thereby enhancing the application depth and breadth of the identity

document verification.

Embodiment I1I

FIG. 3 illustrates a structure block diagram of an apparatus for verifying an identity
document according to embodiment III of the present disclosure.

The apparatus for verifying an identity document according to this embodiment of the
present disclosure includes: an image collection module 30, configured to collect an identity
document image of a current identity document by means of a first camera; a character
recognition module 32, configured to recognize characters in the identity document image to
obtain first identity document data; a data obtaining module 34, configured to obtain second
identity document data of the identity document by means of an identity document reader; and a
data verification module 36, configured to verify authenticity of the identity document according
to the first identity document data and the second identity document data.

The first camera and the identity document reader in the embodiment of the present
disclosure may be disposed within the apparatus for verifying an identity document, or may be
configured as independent third-party devices, which is not limited in this embodiment of the
present disclosure.

The apparatus for verifying an identity document according to this embodiment of the
present disclosure is configured to implement the method for verifying an identity document
according to the forgoing embodiments, and yields the corresponding effective effect of the

method embodiments. Details are not described herein again.

Embodiment IV

FIG. 4 illustrates a structure block diagram of an apparatus for verifying an identity
document according to embodiment IV of the present disclosure.

The apparatus for verifying an identity document according to this embodiment of the
present disclosure includes: an image collection module 400, configured to collect an identity
document image of a current identity document by means of a first camera; a character
recognition module 402, configured to recognize characters in the identity document image to
obtain first identity document data; a data obtaining module 404, configured to obtain second
identity document data of the identity document by means of an identity document reader; and a
data verification module 406, configured to verify authenticity of the identity document

according to the first identity document data and the second identity document data.
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In other embodiments, the first identity document data at least includes one of the
following data: name, gender, nationality, date of birth, residential address, citizen
identification number, photo data, issuing authority information, validity period of the
identity document, or the like; and the second identity document data at least includes
one of the following data: name, gender, nationality, date of birth, residential address,
citizen identification number, photo data, issuing authority information, validity period of
the identity document, or the like. The data verification module 406 includes: a data
comparison sub-module 4060, configured to perform comparison on corresponding data
in the first identity document data and the identity document data; and an authenticity
determining sub-module 4061, configured to determine the identity document to be true
if the corresponding data in the first identity document data and the second identity
document data are identical, and determine the identity document to be false if at least
one corresponding data between the first identity document data and the second identity
document data is different.

In other embodiments, the apparatus for verifying an identity document according
to this embodiment of the present disclosure further includes: a data presenting module
408, configured to present a different data content of the corresponding data between the
first identity document data and the second identity document data in response to the
result that the authenticity determining sub-module 4061 determines that the identity
document is false.

In other embodiments, the image collection module 400 includes: an information
determining sub-module 4000, configured to determine position information and
orientation information of the identity document; a condition judging sub-module 4001,
configured to determine whether a photographing condition for the identity document is
satisfied according to the position information and the orientation information; and an
identity document photographing sub-module 4002, configured to collect the identity
document image by photographing the identity document by means of the first camera if
the photographing condition is satisfied.

In other embodiments, the condition judging sub-module 4001 is configured to
determine whether a body of the identity document is completely located within a preset
area according to the position information and whether a target surface of the identity
document faces towards a first direction according to the orientation information, the first
direction being configured to represent a direction pointing from the preset area to the
first camera, and determine that the photographing condition for the identity document is

satisfied if the body of the identity document is completely located within the preset area
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and the target surface faces towards the first direction.

In other embodiments, the condition judging sub-module 4001 is further configured to
determine that the photographing condition for the identity document is not satisfied if the body
of the identity document is completely located outside the preset area, or a part of the body of the
identity document is located outside the preset area, or the target surface faces towards a second
direction, where the first direction is different from the second direction.

In other embodiments, the target surface includes an identity document surface
containing data to be compared.

In other embodiments, the apparatus for verifying an identity document according to this
embodiment of the present disclosure further includes: an information prompt module 410,
configured to generate and present prompt information for indicating an adjustment of the
identity document if the photographing condition for the identity document is not satisfied.

In other embodiments, the second identity document data further includes fingerprint data.
The apparatus for verifying an identity document according to this embodiment of the present
disclosure further includes: a fingerprint obtaining module 412, configured to obtain fingerprint
data of the target user in response to the identity document being determined to be true; a
fingerprint comparison module 414, configured to compare the fingerprint data of the target user
with fingerprint data in the second identity document data; and a first matching and judging
module 416, configured to determine that the identity document matches with the target user if
the fingerprint data of the target user is identical to the fingerprint data in the second identity
document data.

In other embodiments, the first matching and judging module 416 is further configured to
determine the identity document to be not matched with the target user if the fingerprint data of
the target user is different from the fingerprint data in the second identity document data.

In other embodiments, the apparatus for verifying an identity document according to this
embodiment of the present disclosure further includes: an image collection module 418,
configured to collect a user image of the target user in response to the identity document being
determined to be true; a facial recognition module 420, configured to obtain photo data of the
target user by performing facial recognition on the user image; a photo comparison module 422,
configured to separately compare the photo data of the target user with photo data in the first
identity document data and photo data in the second identity document data; and a second
matching and judging module 424, configured to determine that the identity document matches
with the target user if the photo data of the target user is identical to the photo data in the first
identity document data and the photo data in the second identity document data.

In other embodiments, the second matching and judging module 424 is further configured
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to determine that the identity document does not match with the target user if the photo
data of the target user is different from both the photo data in the first identity document
data and the photo data in the second identity document data.

The first camera and the identity document reader in the embodiment of the
present disclosure may be disposed within the apparatus for verifying an identity
document, or may be configured as independent third-party devices, and this is not
limited in this embodiment of the present disclosure.

The apparatus for verifying an identity document according to this embodiment of
the present disclosure is configured to implement the method for verifying an identity
document according to the forgoing embodiments, and yields the corresponding effective

effect of the method embodiments. Details are not described herein again.

Embodiment V

This embodiment of the present disclosure further provides an electronic device,
such as a mobile terminal, a Personal Computer (PC), a tablet computer, and a server. FIG.
5 illustrates a structural schematic diagram of an electronic device 500 used to implement
the apparatus for verifying an identity document in the embodiments of the present
disclosure. As is shown in FIG. 5, the electronic device 500 may include a memory and a
processor. For example, the electronic device 500 includes one or more processors, a
communication component, and the like. The one or more processors are, for example,
one or more Central Processing Units (CPUs) 501 and/or one or more Graphic Processing
Units (GPUs) 513, and the processors may execute an appropriate action and processing
according to an executable instruction stored in a Read-Only Memory (ROM) 502 or an
executable instruction loaded from a memory portion 508 to a Random Access Memory
(RAM) 503. The communication component includes a communication assembly 512
and/or a communication interface 509. The communication assembly 512 may include,
but not limited to, a network card and the network card may include, but not limited to,
an InfiniBand (IB) network card. The communication interface 509 includes a
communication interface of a network interface card such as a LAN card and a modem,
and the communication interface 509 performs communication processing via a network
such as the Internet.

The processor may communicate with the ROM 502 and/or the RAM 503 to
execute an executable instruction, is connected to the communication assembly 512 by
means of a communication bus 504, and communications with another target device by

means of the communication assembly 512, thereby completing the corresponding
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operations of any one of the method for verifying an identity document provided in the
embodiments of the present disclosure, for example, collecting an identity document image of a
current identity document by means of a first camera; recognizing characters in the identity
document image to obtain first identity document data; obtaining second identity document data
of the identity document by means of an identity document reader; and verifying authenticity of
the identity document according to the first identity document data and the second identity
document data.

In addition, the RAM 503 may further store programs and data required for operations of
an apparatus. The CPU 501 or GPU 513, the ROM 502, and the RAM 503 are connected to each
other by means of the communication bus 504. In the case that the RAM 503 exists, the ROM
502 is an optional module. The RAM 503 stores executable instructions, or writes the executable
instructions into the ROM 502 during running, where the executable instructions cause the
processor to execute corresponding operations of the foregoing communication method. An
Input/output (I/O) interface 505 is also connected to the communication bus 504. The
communication assembly 512 may be an integrated assembly, or may include multiple
sub-modules (e.g., multiple IB network cards), and is linked with the communication bus.

The following components are connected to the I/O interface 505: an input portion 506
including a keyboard, a mouse and the like; an output portion 507 including a Cathode-Ray Tube
(CRT), a Liquid Crystal Display (LCD), a loudspeaker and the like; a storage portion 508
including hardware and the like; and a communication interface 509 of a network interface card
such as a LAN card and a modem. A drive 510 is also connected to the I/O interface 505
according to needs. A removable medium 511 such as a disk, an optical disk, a photo-magnetic
disk and a semiconductor memory is installed on the drive 510 according to needs, to cause a
computer program read from the removable medium 511 to be installed into the storage part 508
according to needs.

It should be noted that the architecture illustrated in FIG. 5 is merely an optional
implementation mode. During specific practice, the number and types of the components in FIG.
5 may be selected, decreased, increased, or replaced according to actual requirements. Different
functional components may be separated or integrated or the like. For example, the GPU and the
CPU may be separated, or the GPU may be integrated on the CPU, and the communication
component may be separated from or integrated on the CPU or the GPU or the like.

These alternative implementation modes all fall within the scope of protection of the
present disclosure.

The electronic device according to this embodiment of the present disclosure can be

configured to implement the method for verifying an identity document in the foregoing
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embodiments. Devices in the electronic device may be configured to execute steps in the
foregoing method embodiments. For example, the method for verifying an identity
document described above may be implemented by the processor of the electronic device
invoking related instructions stored in the memory. For the purpose of concision, details

are not described herein again.

Embodiment VI

According to this embodiment of the present disclosure, the process described in
the reference flow chart above may be achieved as a computer program product. For
example, this embodiment of the present disclosure includes a computer program product,
which includes a computer program physically included in a machine readable medium,
the computer program including program codes for executing the method illustrated in
the flow chart, and the program codes including instructions for correspondingly
executing steps of the method according to the embodiments of the present disclosure, for
example, collecting an identity document image of a current identity document by means
of a first camera; recognizing characters in the identity document image to obtain first
identity document data; obtaining second identity document data of the identity document
by means of an identity document reader; and verifying authenticity of the identity
document according to the first identity document data and the second identity document
data. In this embodiment, the computer program may be downloaded from a network by
means of the communication component and installed, and/or be installed from the
removable medium 511. When the computer program is executed by the processor,
functions provided in the method according to the embodiments of the present disclosure
are executed.

The methods, apparatuses, electronic devices and storage medium according to
the embodiments of the present disclosure may be implemented in many manners. For
example, the methods, apparatuses, electronic devices and storage medium according to
the embodiments of the present disclosure may be implemented by using software,
hardware, firmware, or any combination of software, hardware, and firmware. Unless
otherwise specially stated, the foregoing sequences of steps of the methods are merely for
description, and are not intended to limit the steps of the methods of the embodiments of
the present disclosure. In addition, in some embodiments, the present disclosure may be
implemented as programs recorded in a recording medium. The programs include
machine readable instructions for implementing the methods according to the

embodiments of the present disclosure. Therefore, the present disclosure further covers
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the recording medium storing the programs for performing the methods according to the
embodiments of the present disclosure.

The descriptions of the embodiments of the present disclosure are provided for the
purpose of examples and description, and are not intended to be exhaustive or limit the
embodiments of the present disclosure to the disclosed form. Many modifications and changes
are obvious to a person of ordinary skill in the art. The embodiments are selected and described
to better describe a principle and an actual application of the embodiments of the present
disclosure, and to make a person of ordinary skill in the art understand the present disclosure, so

as to design various embodiments with various modifications applicable to particular use.
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CLAIMS

1. A method for verifying an identity document, comprising:

collecting, by a first camera, an identity document image of a current identity document;

recognizing characters in the identity document image to obtain first identity document
data;

obtaining, by an identity document reader, second identity document data of the identity
document; and

verifying authenticity of the identity document according to the first identity document data
and the second identity document data.
2. The method according to claim 1, wherein the first identity document data at least comprises
one of the following data: name, gender, nationality, date of birth, residential address, citizen
identification number, photo data, issuing authority information, or validity period of the identity
document; the second identity document data at least comprises one of the following data: name,
gender, nationality, date of birth, residential address, citizen identification number, photo data,
issuing authority information, or validity period of the identity document; and

the step of verifying the authenticity of the identity document according to the first identity
document data and the second identity document data comprises:

comparing corresponding data in the first identity document data and the second identity
document data;

determining the identity document to be true if the corresponding data in the first identity
document data and the second identity document data are identical; and

determining the identity document to be false if at least one corresponding data between the
first identity document data and the second identity document data is different.
3. The method according to claim 2, further comprising:

presenting a different data content of the corresponding data between the first identity
document data and the second identity document data in response to the identity document being
determined to be false.
4. The method according to claim 1, wherein the step of collecting, by the first camera, the
identity document image of the current identity document comprises:

determining position information and orientation information of the identity document;

determining whether a photographing condition for the identity document is satisfied
according to the position information and the orientation information; and

obtaining, by the first camera, the identity document image by photographing the identity
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document if the photographing condition is satisfied.
5. The method according to claim 4, the step of determining whether the photographing
condition for the identity document is satisfied according to the position information and the
orientation information comprises:

determining whether a body of the identity document is completely located within a preset
area according to the position information and determining whether a target surface of the
identity document faces towards a first direction according to the orientation information, the
first direction being configured to represent a direction pointing from the preset area to the first
camera; and

determining that the photographing condition for the identity document is satisfied if the
body of the identity document is completely located within the preset area and the target surface
faces towards the first direction.
6. The method according to claim 5, further comprising:

determining that the photographing condition for the identity document is not satisfied if the
body of the identity document is completely located outside the preset area, a part of the body of
the identity document is located outside the preset area, or the target surface faces towards a
second direction, wherein the first direction is different from the second direction.
7. The method according to claim 5 or 6, wherein the target surface comprises an identity
document surface containing data to be compared.
8. The method according to any of claims 4-7, further comprising:

generating and presenting prompt information for indicating an adjustment of the identity
document if the photographing condition is not satisfied.
9. The method according to any of claims 2-8, wherein the second identity document data further
comprises fingerprint data; and the method further comprises:

obtaining fingerprint data of a target user in response to the identity document being
determined to be true;

comparing the fingerprint data of the target user with fingerprint data in the second identity
document data; and

determining that the identity document match with the target user if the fingerprint data of
the target user is identical to the fingerprint data in the second identity document data.
10. The method according to claim 9, further comprising:

determining that the identity document does not match with the target user if the fingerprint
data of the target user is different from the fingerprint data in the second identity document data.
11. The method according to any of claims 2-8, further comprising:

collecting a user image of the target user in response to the identity document being
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determined to be true;

obtaining photo data of the target user by performing facial recognition on the user image;

separately comparing the photo data of the target user with photo data in the first identity
document data and photo data in the second identity document data; and

determining that the identity document matches with the target user if the photo data of the
target user is identical to both the photo data in the first identity document data and the photo
data in the second identity document data.
12. The method according to claim 11, further comprising:

determining that the identity document does not match with the target user if the photo data
of the target user is different from both the photo data in the first identity document data and the
photo data in the second identity document data.
13. An apparatus for verifying an identity document, comprising:

an image collection module, configured to collect an identity document image of a current
identity document by means of a first camera;

a character recognition module, configured to recognize characters in the identity document
image to obtain first identity document data;

a data obtaining module, configured to obtain second identity document data of the identity
document by means of an identity document reader; and

a data verification module, configured to verify authenticity of the identity document
according to the first identity document data and the second identity document data.
14. The apparatus according to claim 13, wherein the first identity document data at least
comprises one of the following data: name, gender, nationality, date of birth, residential address,
citizen identification number, photo data, issuing authority information, or validity period of the
identity document; the second identity document data at least comprises one of the following
data: name, gender, nationality, date of birth, residential address, citizen identification number,
photo data, issuing authority information, or validity period of the identity document; and

the data verification module comprises:

a data comparison sub-module, configured to compare corresponding data in the first
identity document data and the second identity document data; and

an authenticity determining sub-module, configured to determine the identity document to
be true if the corresponding data in the first identity document data and the second identity
document data are identical, and determine the identity document to be false if at least one
corresponding data between the first identity document data and the second identity document
data is different.

15. The apparatus according to claim 14, further comprising:
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a data presenting module, configured to present a different data content of the
corresponding data between the first identity document data and the second identity document
data in response to the identity document being determined to be false by the authenticity
determining sub-module.

16. The apparatus according to claim 13, wherein the image collection module comprises:

an information determining sub-module, configured to determine position information and
orientation information of the identity document;

a condition judging sub-module, configured to determine whether a photographing
condition for the identity document is satisfied according to the position information and the
orientation information; and

an identity document photographing sub-module, configured to obtain the identity
document image by photographing the identity document by means of the first camera if the
photographing condition is satisfied.

17. The apparatus according to claim 16, wherein the condition judging sub-module is
configured to determine whether a body of the identity document is completely located within a
preset area according to the position information and determine whether a target surface of the
identity document faces towards a first direction according to the orientation information, the
first direction being configured to represent a direction pointing from the preset area to the first
camera, and determine that the photographing condition for the identity document is satisfied if
the body of the identity document is completely located within the preset area and the target
surface faces towards the first direction.

18. The apparatus according to claim 17, wherein the condition judging sub-module is further
configured to determine that the photographing condition for the identity document is not
satisfied if the body of the identity document is completely located outside the preset area, a part
of the body of the identity document is located outside the preset area, or the target surface faces
towards a second direction, wherein the first direction is different from the second direction.

19. The apparatus according to claim 17 or 18, wherein the target surface comprises an identity
document surface containing data to be compared.

20. The apparatus according to any of claims 16-19, further comprising:

an information prompt module, configured to generate and present prompt information for
indicating an adjustment of the identity document if the photographing condition is not satisfied.
21. The apparatus according to any of claims 14-20, wherein the second identity document data
further comprises fingerprint data; and the apparatus further comprises:

a fingerprint obtaining module, configured to obtain fingerprint data of the target user in

response to the identity document being determined to be true;
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a fingerprint comparison module, configured to compare the fingerprint data of the target
user with fingerprint data in the second identity document data; and

a first matching and judging module, configured to determine that the identity document
matches with the target user if the fingerprint data of the target user is identical to the fingerprint
data in the second identity document data.

22. The apparatus according to claim 21, wherein the first matching and judging module is
further configured to determine that the identity document does not match with the target user if
the fingerprint data of the target user is different from the fingerprint data in the second identity
document data.

23. The apparatus according to any of claims 14-20, further comprising:

an image obtaining module, configured to obtain a user image of the target user in response
to the identity document being determined to be true;

a facial recognition module, configured to obtain photo data of the target user by
performing facial recognition on the user image;

a photo comparison module, configured to separately compare the photo data of the target
user with photo data in the first identity document data and photo data in the second identity
document data; and

a second matching and judging module, configured to determine that the identity document
matches with the target user if the photo data of the target user is identical to both the photo data
in the first identity document data and the photo data in the second identity document data.

24. The apparatus according to claim 23, wherein the second matching and judging module is
further configured to determine that the identity document does not match with the target user if
the photo data of the target user is different from both the photo data in the first identity
document data and the photo data in the second identity document data.

25. An electronic device, comprising a processor and a memory, wherein

the memory is configured to store at least one executable instruction and the executable
instruction enables the processor to execute the method for verifying an identity document
according to any of claims 1-12.

26. A computer readable storage medium, which stores:

an executable instruction, configured to collect an identity document image of a current
identity document by means of a first camera;

an executable instruction, configured to recognize characters in the identity document
image to obtain first identity document data;

an executable instruction, configured to obtain second identity document data of the identity

document by means of an identity document reader; and
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an executable instruction, configured to verify authenticity of the identity document
according to the first identity document data and the second identity document data.
27. A computer program product, comprising: at least one executable instruction, which is
configured to implement the method for verifying an identity document according to any of

claims 1-12 when the executable instruction is executed by a processor.
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