ABSTRACT

EVENT FILTERING FOR VIRTUAL MACHINE SECURITY APPLICATIONS

Described systems and methods allow protecting a hardware virtualization system
from malicious software. Some embodiments use a hybrid event notification/analysis
system, wherein a first component executing within a protected virtual machine (VM)
registers as a handler for processor exceptions triggered by violations of memory
access permissions, and wherein a second component executing outside the
respective VM registers as a handler for VM exit events. The first component filters
permission violation events according to a set of rules and only notifies the second
component about events which are deemed relevant to security. The second

component analyzes notified events to detect malicious software.
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