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METHOD, APPARATUS, AND DEVICE FOR GENERATING 

AND UPDATING BLOCKCHAIN WAREHOUSE RECEIPT 

TECHNICAL FIELD 

This application relates to the field of blockchain technologies, and in particular, 

to a method, an apparatus, and a device for generating and updating a blockchain 5 

warehouse receipt. 

BACKGROUND 

Some bulk commodity industries have too many circulation links and low 

circulation efficiency, resulting in high inventories and severe pressure on funds. In 

addition, some commodities not suitable for movement, such as antiques, also face 10 

inconvenience of offline transactions. Therefore, online transactions of resources 

completed without moving the resources, such as commodities, need to be provided, to 

improve a liquidity of the resources. 

SUMMARY 

Embodiments of this specification provide a method, an apparatus, and a device 15 

for generating and updating a blockchain warehouse receipt, to resolve the existing 

problem of low circulation efficiency of bulk commodities. 

To resolve the foregoing technical problem, the embodiments of this specification 

are implemented as follows. 

In a first aspect, a method for generating a blockchain warehouse receipt provided 20 

in an embodiment of this specification includes: 

obtaining item registration information filled in by a first user; 

generating a blockchain warehouse receipt including basic type fields according to 

the item registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 25 

generation time field, a state field, a category field, a property owner field, a quantity 

field, and a weight field; and 

storing the blockchain warehouse receipt in a blockchain network. 

In a second aspect, a method for updating a blockchain warehouse receipt provided 
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in an embodiment of this specification includes: 

obtaining a transfer application for the blockchain warehouse receipt; and 

invoking a second smart contract according to the transfer application to perform 

the following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 5 

information; 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 10 

information; 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 15 

In a third aspect, an apparatus for generating a blockchain warehouse receipt 

provided in an embodiment of this specification includes: 

an item registration information obtaining module, configured to obtain item 

registration information filled in by a first user; 

a blockchain warehouse receipt generation module, configured to generate a 20 

blockchain warehouse receipt including basic type fields according to the item 

registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 

field, and a weight field; and 25 

a blockchain warehouse receipt storage module, configured to store the blockchain 

warehouse receipt in a blockchain network. 

In a fourth aspect, an apparatus for updating a blockchain warehouse receipt 

provided in an embodiment of this specification includes: 

a transfer application obtaining module, configured to obtain a transfer application 30 

for the blockchain warehouse receipt; 

a second smart contract invoking module, configured to invoke a second smart 

contract according to the transfer application; 

an information determining module, configured to determine a transfer warehouse 
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receipt ID, transferor information, and transferee information; 

a property owner information query module, configured to query a blockchain 

network for property owner information corresponding to the transfer warehouse 

receipt ID; 

a first transfer application sending module, configured to send the transfer 5 

application to a transferee corresponding to the transferee information when the 

property owner information is consistent with the transferor information; 

a property owner information change module, configured to change property owner 

information corresponding to a property owner field on the blockchain warehouse 

receipt to the transferee information after confirmation information from the transferee 10 

is received; and 

a blockchain warehouse receipt storage module, configured to store an updated 

blockchain warehouse receipt in the blockchain network. 

In a fifth aspect, a device for generating a blockchain warehouse receipt provided 

in an embodiment of this specification includes: 15 

at least one processor; and 

a memory communicatively connected to the at least one processor, where 

the memory stores instructions executable by the at least one processor, and the 

instructions are executed by the at least one processor to cause the at least one processor 

to: 20 

obtain item registration information filled in by a first user; 

generate a blockchain warehouse receipt including basic type fields according to 

the item registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 25 

field, and a weight field; and 

store the blockchain warehouse receipt in a blockchain network. 

In a sixth aspect, a device for updating a blockchain warehouse receipt provided in 

an embodiment of this specification includes: 

at least one processor; and 30 

a memory communicatively connected to the at least one processor, where 

the memory stores instructions executable by the at least one processor, and the 

instructions are executed by the at least one processor to cause the at least one processor 

to: 
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obtain a transfer application for the blockchain warehouse receipt; and 

invoke a second smart contract according to the transfer application to perform the 

following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 

information; 5 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 

information; 10 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 

In a seventh aspect, a computer readable medium provided in an embodiment of 15 

this specification stores computer readable instructions, the computer readable 

instructions being executable by a processor to implement a method for generating or 

updating a blockchain warehouse receipt. 

An embodiment of this specification achieves the following beneficial effects: by 

using a data dictionary tool of a digital property rights platform, standard fields of a 20 

blockchain warehouse receipt are defined combined with accumulated experience in 

bulk commodity industries, making it convenient for a user to quickly build a 

blockchain warehouse receipt system of a category, and realizing standardized 

circulation of a warehouse receipt. According to this solution, physical assets of bulk 

commodities can be converted into digital assets that are safe, reliable, and have good 25 

liquidity, ownership of property rights is clarified, and a credible asset system with a 

certificate such as a "blockchain warehouse receipt" as a carrier is constructed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

To describe the technical solutions in the embodiments of this specification or in 

existing technologies more clearly, the following briefly introduces the accompanying 30 

drawings required for describing the embodiments or the prior art. Apparently, the 

accompanying drawings in the following description show merely some embodiments 
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of this application, and a person of ordinary skill in the art may still derive other 

drawings from these accompanying drawings without creative efforts. 

FIG. 1 is a schematic flowchart of a method for generating a blockchain warehouse 

receipt according to an embodiment of this specification; 

FIG. 2 is a schematic diagram of initialization parameters of a blockchain 5 

warehouse receipt according to an embodiment of this specification; 

FIG. 3 is a schematic diagram of standard parameters of blockchain warehouse 

receipt information according to an embodiment of this specification; 

FIG. 4 is a schematic flowchart of a method for updating a blockchain warehouse 

receipt according to an embodiment of this specification; 10 

FIG. 5 is a schematic diagram of an application scenario of an item transfer method 

according to an embodiment of this specification; 

FIG. 6 is a schematic structural diagram of an apparatus for generating a blockchain 

warehouse receipt corresponding to FIG. 1 according to an embodiment of this 

specification; 15 

FIG. 7 is a schematic structural diagram of an apparatus for updating a blockchain 

warehouse receipt corresponding to FIG. 4 according to an embodiment of this 

specification; and 

FIG. 8 is a schematic structural diagram of a device for generating a blockchain 

warehouse receipt corresponding to FIG. 1 according to an embodiment of this 20 

specification. 

DETAILED DESCRIPTION 

To clearly state the objectives, technical solutions, and advantages of one or more 

embodiments of this specification, the technical solutions of one or more embodiments 

of this specification will be clearly and completely described below with reference to 25 

specific embodiments of this specification and corresponding accompanying drawings. 

Apparently, the described embodiments are merely some but not all of the embodiments 

of this specification. All other embodiments obtained by a person of ordinary skill in 

the art based on the embodiments in this specification without creative efforts shall fall 

within the protection scope of one or more embodiments of this specification. 30 

The technical solutions provided in the embodiments of this specification are 

described in detail below with reference to the accompanying drawings. 
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Bulk commodities refer to material commodities bought and sold in bulk that may 

enter a circulation field but not a retail link, have commodity attributes, and are used 

for industrial and agricultural production and consumption. In the financial investment 

market, bulk commodities refer to commodities that are homogenized, tradable, and 

widely used as industrial basic raw materials, for example, crude oil, non-ferrous metals, 5 

steel, agricultural products, iron ore, and coal. Bulk commodities include three 

categories, namely, energy commodities, basic raw materials, and agricultural and 

sideline products. 

Bulk commodities are commonly characterized in that supply and demand are large, 

but there are too many circulation links and circulation efficiency is low, resulting in 10 

high inventories and severe pressure on funds. Therefore, there is a need to provide a 

method of trading or transferring without moving bulk commodities, to improve 

liquidity of funds. 

In view of the foregoing situation, this application constructs a blockchain digital 

property rights platform, to convert physical items of bulk commodities and the like 15 

into digital assets that are safe, reliable, and have good liquidity, clarify ownership of 

property rights, and construct a credible asset system with a certificate such as a 

"blockchain warehouse receipt" as a carrier. Items that not suitable for movement are 

traded in the form of digital items, thereby increasing the circulation rate of items. 

In addition, the blockchain digital property rights platform according to this 20 

application may manage all physical assets and digital assets. The physical assets may 

include: real property, physical movable property, or precious metals. The digital assets 

may include: bills, bonds, certificates of deposit, warehouse receipts, bills of lading, 

shares, equity, trademark rights, patent rights, and copyrights. 

In addition, the blockchain digital property rights platform provided in this solution 25 

is characterized as below: 

1. Digitized and assetized warehouse receipts: through industry standard fields plus 

intelligent control of goods, physical assets and digital assets are mapped and anchored 

to realize on-chain asset issuance. 

2. Transparentized on-chain circulation links: automatic circulation of a transaction 30 

is driven by using a smart contact of a blockchain, and each change of a warehouse 

receipt is recorded while ensuring credibility and traceability of ownership of the 

warehouse receipt. 

3. Consortium ecological construction: the conventional warehouse receipt ecology 
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and operational efficiency are improved through an access of items such as supervision, 

risk control, and disposal. 

The blockchain technology is a decentralized storage and computing technology 

that generates durable and unmodifiable records by superimposing encrypted data 

blocks in chronological order, and stores the records in each blockchain node device of 5 

a blockchain, achieving distributed data storage in a decentralized manner. Each data 

block contains system data within a particular time, and a data fingerprint is generated 

to verify validity of information thereof and link to a next data block. Therefore, the 

blockchain technology has technical advantages in terms of data tamper resistance, 

transparency, and decentralization, and the blockchain technology has been applied to 10 

many industries and fields. 

The smart contract refers to a set of commitments defined in a digital form, 

including agreements on which contract participants may execute the commitments. A 

smart contract may be a computer program that performs specific functions in a 

blockchain node device. A smart contract may record transactions and share transaction 15 

data, so that data stored in any node in a blockchain is to be shared to all nodes in the 

blockchain, so that other nodes may all obtain data content. In this way, data sharing 

and transparency in the blockchain can be effectively guaranteed. In addition, because 

the data stored in the blockchain cannot be tampered with, data tamper resistance can 

be further guaranteed in the blockchain. Because the blockchain pertains to a peer-to-20 

peer network, when a user needs to obtain data from the blockchain, the user may visit 

any node in the blockchain to obtain transaction data. 

To resolve the defects in the prior art, this solution provides the following 

embodiments: 

FIG. 1 is a schematic flowchart of a method for generating a blockchain warehouse 25 

receipt according to an embodiment of this specification. From a program perspective, 

a process may be executed by a program or an application client loaded on an 

application server. This method may be executed by a node on a blockchain. 

As shown in FIG. 1, the process may include the following steps: 

Step 110. Obtain item registration information filled in by a first user. 30 

Items may include physical assets and digital assets. The physical assets may 

include: real property, physical movable property (for example, bulk commodities, and 

cars), artworks, or precious metals. The digital assets may include: bills, bonds, 

certificates of deposit, warehouse receipts, bills of lading, shares, equity, trademark 
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rights, patent rights, and copyrights. 

An item owner may register the items on a platform and submit an item registration 

application. When submitting the item registration application, the item owner needs to 

fill in some basic information, such as category, specification, quantity, warehousing 

party information, and property owner information. The item registration information 5 

may be determined based on such information. The item registration information may 

further include some other information related to the items. 

The first user may be the item owner, or an agent or an agency of the item owner. 

The item registration information may be obtained by the first user by filling in blanks 

or by selecting. 10 

In addition, the item registration information may be obtained by obtaining 

information stored on an on-chain node or an off-chain node by using a smart contract, 

or may be filled in by the user on an offline platform of the on-chain node, and then the 

off-chain node sends the registration information filled in by the user to the blockchain. 

The on-chain node may be the item owner or the agency of the item owner. 15 

The item registration information may include warehouse receipt type information, 

a warehouse receipt ID, state information, category information, property owner 

information, quantity information, and weight information. 

Step 120. Generate a blockchain warehouse receipt including basic type fields 

according to the item registration information by invoking a first smart contract, the 20 

basic type fields including at least a warehouse receipt type field, a warehouse receipt 

ID field, a generation time field, a state field, a category field, a property owner field, a 

quantity field, and a weight field. 

The blockchain warehouse receipt includes the basic type fields, and a location 

corresponding to each field may display information related to the field. For example, 25 

the warehouse receipt ID field displays an ID of the blockchain warehouse receipt. The 

ID may be randomly generated when the blockchain warehouse receipt is generated, or 

may be generated according to a preset rule, for example, obtained after some 

processing according to some information in the blockchain warehouse receipt. 

A location corresponding to the warehouse receipt type field may display type 30 

information of the blockchain warehouse receipt, and the warehouse receipt may be 

classified according to requirements. 

A location corresponding to the generation time field may display generation time 

information of the blockchain warehouse receipt. 
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A location corresponding to the state field may display state information of the 

blockchain warehouse receipt, for example, whether the blockchain warehouse receipt 

is in a pledge state. 

A location corresponding to the category field may display category or 

specification information of the item. 5 

A location corresponding to the property owner field may display information 

about the owner, owner party, or proprietor. 

A location corresponding to the quantity field may display information about a 

quantity of items. 

A location corresponding to the weight field may display weight information of the 10 

item. 

Step 130. Store the blockchain warehouse receipt in a blockchain network. 

Optionally, the blockchain warehouse receipt may further include at least one type 

of a logistics type field, a contract type field, a warehouse location field, and a 

warehouse replenishment field. 15 

Optionally, the logistics type field may include at least one of a transport mode 

field, a vehicle and vessel number field, a driver name field, a driver ID field, an ID 

number field, and an arrival time field. 

To improve credibility of a digital property trading platform based on blockchain 

warehouse receipts, before the generating a blockchain warehouse receipt according to 20 

the item registration information, the method may further include: 

performing authenticity verification on the item registration information; and 

the generating a blockchain warehouse receipt according to the item registration 

information specifically includes: 

generating the blockchain warehouse receipt according to the item registration 25 

information after the authenticity verification succeeds. 

When submitting the item registration information, the first user needs to provide 

some evidence to prove that the information filled in is true, for example, the user may 

upload a purchase contract of the item, a storage proof of the item, or the like. 

The authenticity verification may be proof of the owner of the item, or may be 30 

proof of the quantity of the item, or the like. 

The warehousing party information is third-party institution information used for 

determining whether the item exists. The authenticity verification performed on the 

item registration information may be confirmed according to information provided by 
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the warehousing party. Therefore, the warehousing party information may be further 

included in the blockchain warehouse receipt. In addition, the blockchain warehouse 

receipt may be further provided with at least one type of a logistics type field, a contract 

type field, a warehouse location field, and a warehouse replenishment field. 

A location corresponding to the warehouse replenishment field may display 5 

warehouse replenishment information. The warehouse replenishment information may 

be, for example, whether to replenish a warehouse, and a warehouse receipt ID of the 

warehouse to be replenished. 

The contract type field may include at least one of a purchase contract field, a 

purchase invoice field, and a commodity inspection report field. A display location 10 

corresponding to the purchase contract field is used to display related information of 

the purchase contract, which may be displayed in the form of a contract name, a number, 

or an attachment. A display location corresponding to the purchase invoice field is used 

to display related information of the purchase invoice, which may be a number or the 

like of the purchase invoice. A display location corresponding to the commodity 15 

inspection report field is used to display related information of the commodity 

inspection report. 

Optionally, the basic type fields may further include at least one of an inventory 

party field and a warehousing party field. 

Optionally, the performing authenticity verification on the item registration 20 

information specifically includes: 

obtaining inventory proof information uploaded by the first user; 

determining inventory party information according to the inventory proof 

information; 

determining basic inventory information according to the inventory proof 25 

information; and 

determining whether the basic inventory information is consistent with basic item 

information, and whether the inventory party information is consistent with the property 

owner information, the basic item information including the category information, the 

weight information, and the quantity information, and the basic inventory information 30 

including inventory category information, inventory weight information, and inventory 

quantity information. 

When the authenticity verification is performed on the item registration 

information, some proofs, such as an inventory proof, provided by the owner during 
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registration may be used for the verification. The inventory proof is a proof used to 

prove a storage location and an inventory party of the item. The owner of the item may 

upload the inventory proof when submitting the item registration application. In this 

case, the inventory proof information obtained by a device corresponding to the digital 

property rights platform is image information of the inventory proof. To determine the 5 

inventory party information and the basic inventory information according to the 

inventory proof information, text recognition may be used to identify the inventory 

party information and the basic inventory information from the image information. 

The inventory party may be understood as an actor who delivers the item to the 

warehousing party for storage, and the inventory party may be a natural person, a legal 10 

person, or various organizations or institutions. Correspondingly, the inventory party 

information may be a name, identification information, a company name, an institution 

name, an institution code, and the like. 

The basic inventory information may include: an inventory category, an inventory 

specification, an inventory quantity, an inventory weight, or the like. The inventory 15 

category may be a category of the item, such as oil, steel, and an artwork, or may be a 

character of the item, such as purity, and purity of oil. The specification may be a model, 

a weight, a size, and the like, for example, a model of oil being 92# or 95#, a size of a 

painting, or a height of an antique vase. The inventory quantity may be understood as a 

quantity corresponding to the foregoing inventory specification, for example, how 20 

many tons of oil, or how many paintings or antiques. 

Optionally, the determining basic inventory information according to the inventory 

proof information specifically includes: 

identifying inventory location information included in the inventory proof 

information; 25 

determining a video surveillance device corresponding to the inventory location 

information; 

retrieving video information acquired by the video surveillance device; and 

determining the basic inventory information according to the video information. 

To improve authenticity and credibility of the digital property rights platform, the 30 

digital property rights platform provided in this embodiment of this specification further 

provides an Internet of Things device, that is, the video surveillance device, which is 

configured to monitor the item in real time. Specifically, a storage situation of the item 

may be monitored, and a transmission process of the item may be also monitored. A 
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surveillance video acquired by the video surveillance device may be directly uploaded 

to the blockchain network by setting a smart contract, and stored in a block in the form 

of a hash value. No one can modify the surveillance video. In addition, the video 

surveillance device may monitor the state of the item in real time. For video surveillance 

information, the smart contract may be used to define which users have permission to 5 

invoke the video surveillance information, while the other users cannot invoke the video 

surveillance information. The users who can invoke the video surveillance information 

of the item are the related parties of the item, such as the property owner, the 

warehousing party, or the transferee. 

Based on an intelligent surveillance device, when the item registration information 10 

is verified, an inventory location of the item may be registered, and then the item may 

be monitored by the surveillance device. The inventory proof may include the inventory 

location information. According to a mapping relationship between the inventory 

location and the video surveillance device, the corresponding video surveillance device 

is searched, and then the video information acquired by the video surveillance device 15 

is invoked to determine the basic inventory information. 

The inventory location information may include a warehouse and a warehouse 

location. It should be noted that one item may correspond to at least one video 

surveillance device. However, when there are a large number of items, a plurality of 

video surveillance devices are often needed for monitoring at the same time. 20 

Optionally, the blockchain warehouse receipt further includes traceability 

information, the traceability information is used for recording use process information 

of the blockchain warehouse receipt, and the use process information includes at least 

one of generation, cancellation, pledge, and transfer. The traceability information may 

be displayed on the right side of the blockchain warehouse receipt. 25 

A display form of the traceability information is a barcode, and specifically may 

be a barcode, a two-dimensional code, or the like. 

According to the method of FIG. 1, standard fields of a blockchain warehouse 

receipt are defined, making it convenient for a user to quickly build a blockchain 

warehouse receipt system of a category, and realizing standardized circulation of a 30 

warehouse receipt. 

It should be understood that an order of some of the steps of the method described 

in one or more embodiments of this specification may be exchanged according to actual 

requirements, or some of the steps may be omitted or deleted. 
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FIG. 2 is a schematic diagram of initialization parameters of a blockchain 

warehouse receipt according to an embodiment of this specification. The warehouse 

receipt information includes: a warehouse receipt type, a warehouse receipt ID, a 

generation time, an update time, a state, a category, a property owner, a quantity, and a 

weight. 5 

The "warehouse receipt ID" is automatically generated, the "generation time" and 

the "update time" are automatically updated according to a state change of the 

warehouse receipt, the "state" is filled in by reading a database, the "property owner" is 

filled in by reading a current owner party of the warehouse receipt, and the "category", 

the "quantity", and the "weight" need to be maintained by the user, that is, selected by 10 

dropping down a menu, or filled in by the user. 

The foregoing parameters in FIG. 2 are a smallest subset of the blockchain 

warehouse receipt information. The initialization parameters of the blockchain 

warehouse receipt are defined as necessary fields of the blockchain warehouse receipt 

system. 15 

FIG. 3 is a schematic diagram of standard parameters of blockchain warehouse 

receipt information according to an embodiment of this specification. The warehouse 

receipt information includes: a warehouse receipt ID, a generation time, an update time, 

an item state, inventory party information, warehousing party information, property 

owner information, a character, a specification, a quantity, a weight, a transport mode, 20 

a vehicle and vessel number, a driver name, a mobile phone number of the driver, 

identity information of the driver, and an arrival time. 

The warehouse receipt information may further include some uploaded attachment 

information, for example, a purchase contract, a purchase invoice, or a commodity 

inspection report. 25 

Optionally, the warehouse receipt information may further include warehouse 

location information, such as a warehouse and a warehouse location, which may be 

filled in by the user. 

Optionally, the warehouse receipt information may further include warehouse 

replenishment information, for example, whether to replenish a warehouse and a 30 

warehouse receipt ID of the warehouse to be replenished, which may be selected or 

filled in by the user. 

In this embodiment, the standard fields of the blockchain warehouse receipt are 

defined as a default template of the system, to support the definition of blockchain 



14 

warehouse receipts of most customers. 

FIG. 4 is a schematic flowchart of a method for updating a blockchain warehouse 

receipt according to an embodiment of this specification. From a program perspective, 

a process may be executed by a program or an application client loaded on an 

application server. This method may be executed by a node on a blockchain. 5 

The update of the blockchain warehouse receipt may be a change of a property 

owner caused by an item transfer. FIG. 5 is a schematic diagram of an application 

scenario of an item transfer method according to an embodiment of this specification. 

As shown in FIG. 5, a plurality of blockchain warehouse receipts are stored on a 

blockchain network, and each blockchain warehouse receipt uniquely corresponds to 10 

an item. The blockchain network includes a plurality of nodes, where a node 1 is a 

device corresponding to a transferor, a node 2 is a device corresponding to a transferee, 

and a node 3 is a device corresponding to a warehousing party. The node 1 may initiate 

an item transfer operation, trigger a smart contract in the blockchain, and then complete 

a transfer operation of an item according to a process specified by the smart contract. 15 

Whether a property owner of the item is consistent with the transferor of the item needs 

to be determined. If the property owner of the item is consistent with the transferor of 

the item, the item transfer operation is forwarded to the transferee of the item, for the 

transferee to confirm whether the item transfer operation exists and is correct. If the 

transferee confirms that there is no error, it is determined that the transfer of the item is 20 

established. The property owner of the item in the blockchain network is then changed 

to the transferee, and digital property rights are generated, to prove that the transfer of 

the item is completed and the item pertains to the transferee. Then, the changed 

information is stored in the blockchain network for the nodes in the blockchain network 

to query. 25 

When the node 1 initiates the item transfer operation, some document information 

may be uploaded as a proof, for example, a sales contract, and a warehouse contract. 

Whether information about the inventory party is the same as that of the transferor may 

be determined according to the warehouse contract. 

In addition, when initiating the transfer operation, the transferor may alternatively 30 

change the property owner information after confirming of the warehousing party. 

Confirmation information of the warehousing party may include confirmation 

information of a storage location of the item, and may further include confirmation 

information of a storage party of the item. 
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Intelligent physical asset monitoring may achieve the following effects: 1. Support 

a secure and reliable access of a variety of Internet of Things devices; 2. Perform device 

authentication, encrypted real-time transmission, and information chaining, to ensure 

data credibility from the source; 3. Combined with AI to perform intelligent analysis, 

and realize intelligent monitoring and early warning of cases such as warehouse transfer 5 

and abnormal intrusion, to ensure security; 4. Support multi-category physical objects 

and intelligent checking; 5. Multi-dimensional data increases credibility of information, 

and transaction system data information such as enterprise item planning, order 

management system, warehouse management system, and transport management 

system is chained to achieve transaction credibility; 6. Warehousing Internet of Things 10 

device monitors real-time chaining of data information, realizing generation and 

circulation of physical credible warehouse receipts on a credible consortium chain, 

witnessed by a plurality of parties, and assets being visible in an entire link. 

Specifically, an item transfer process is shown in FIG. 4, and the process may 

include the following steps: 15 

Step 410. Obtain a transfer application for the blockchain warehouse receipt. 

The transfer application may be an item transfer operation initiated by a device 

corresponding to the property owner of the item, or may be item transfer information 

generated by the item transfer operation, where the device is a registered node of the 

blockchain network. 20 

Step 420. Invoke a second smart contract according to the transfer application to 

perform steps 430 to 470. 

Step 430. Determine a transfer warehouse receipt ID, transferor information, and 

transferee information. 

The transfer application may include the item to be transferred and the transferee 25 

information. The item to be transferred may be calibrated with a unique identifier of the 

item, such as the warehouse receipt ID. The transferor information may be determined 

according to the initiator of the item transfer operation. In most cases, the initiator of 

the item transfer operation is the transferor of the item. 

Step 440. Query a blockchain network for property owner information 30 

corresponding to the transfer warehouse receipt ID. 

Under no special cases, only a property owner of the item can initiate the transfer 

operation. To verify whether the initiator of the item transfer is the property owner of 

the item, the property owner information of the transferred item needs to be determined 
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first. The property owner information of the item is stored in the blockchain network 

and may be queried when needed. 

Information stored in the blockchain network is identified by a warehouse receipt 

ID. The warehouse receipt ID is used to search in the blockchain network, to query 

related information of an item corresponding to the warehouse receipt ID, for example, 5 

basic information, a category, a quantity, or a weight of the item, and the information 

may include property owner information and warehousing party information of the item. 

Step 450. Send the transfer application to a transferee corresponding to the 

transferee information when the property owner information is consistent with the 

transferor information. 10 

When the property owner information of the transferred items is queried from the 

blockchain network, the property owner information is compared with the transferor 

information, to check whether the property owner information is consistent with the 

transferor information. The transferor information may be information of the initiator 

of the item transfer operation. If the property owner information is consistent with the 15 

transferor information consistent, the item transfer information needs to be sent to the 

transferee for confirmation. 

Step 460. Change property owner information corresponding to a property owner 

field on the blockchain warehouse receipt to the transferee information after 

confirmation information from the transferee is received. 20 

If the transferee confirms the item transfer information, it indicates that the 

transferor and transferee have reached a consensus that the transfer operation is true 

and valid. Therefore, the property owner information of the item may be changed to the 

transferee information. 

Step 470. Store an updated blockchain warehouse receipt in the blockchain network. 25 

The blockchain warehouse receipt of which the property owner information is 

changed is stored in the blockchain network. The property owner information may be 

changed directly in the blockchain warehouse receipt stored in the blockchain network, 

and the change record may be stored in a block. 

According to the method in FIG. 4, the property owner of the item initiates the item 30 

transfer application on the blockchain network, and after the transferee of the item 

performs confirmation, the property owner information of the item on the blockchain 

network is changed to the transferee information, to complete the transfer of the item. 

In this method, online transaction of the item is completed without moving the item, to 
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improve liquidity of bulk items and convenience of transaction. 

In addition, the property owner information of the item is stored in the blockchain 

network, so that the ownership of the item can be proved by querying the property 

owner information of the item in the blockchain network. Moreover, the transaction is 

conducted by using the blockchain network, which can ensure security and credibility 5 

of the transaction. 

Optionally, before the sending the transfer application to a transferee 

corresponding to the transferee information, the method may further include: 

querying the blockchain network for warehousing party information corresponding 

to the transfer warehouse receipt ID; and 10 

sending the transfer application to a warehousing party corresponding to the 

warehousing party information; and 

the changing property owner information corresponding to a property owner field 

on the blockchain warehouse receipt to the transferee information specifically includes: 

changing the property owner information corresponding to the property owner field 15 

on the blockchain warehouse receipt to the transferee information after confirmation 

information from the warehousing party is received, the confirmation information being 

confirmation information of a storage location of an item corresponding to the transfer 

warehouse receipt ID. 

In some embodiments, if an item is a bulk commodity or an industrial and 20 

agricultural product, the item often needs to be stored, which may involve a 

warehousing party. The warehousing party is a third-party institution or a restricted 

legal person that stores and keeps the item. The blockchain network may further store 

the warehousing party information and the storage location information of the item. 

After the property owner of the item initiates the transfer operation, the 25 

warehousing party may further confirm whether the item to be transferred exists, and 

confirm, if the item exists, whether the item is still stored in the corresponding location. 

If the foregoing information is consistent with that recorded on the blockchain network, 

the warehousing party may confirm that there is no error, thereby completing the item 

transfer operation. 30 

In addition, after the item transfer is completed, inventory party information of the 

item in the blockchain network may further be changed. If the item is transferred for 

the first time, the inventory party of the item is the property owner of the item. After 

the transfer is completed, the inventory party of the item needs to be changed to the 
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transferee of the item. 

If the item has been transferred a plurality of times, or the property owner of the 

item is not the inventory party of the item, the inventory party of the item is inconsistent 

with the property owner of the item. In this case, an item transfer record or an item 

purchase contract may be used to prove that the property owner of the item obtains the 5 

item legally. In this case, the inventory party information does not need to be changed. 

In this method, the warehousing party reconfirms the information of the item to be 

transferred, and the warehousing party acts as a supervisory institution, which improves 

security and credibility of the transaction of the item on the blockchain network. 

Optionally, before the changing property owner information corresponding to a 10 

property owner field on the blockchain warehouse receipt to the transferee information, 

the method may further include: 

querying the blockchain network for state information corresponding to the transfer 

warehouse receipt ID; and 

determining whether the state information is indicative of a tradable state, to obtain 15 

a first determination result; and 

the changing property owner information corresponding to a property owner field 

on the blockchain warehouse receipt to the transferee information specifically includes: 

changing the property owner information corresponding to the property owner field 

on the blockchain warehouse receipt to the transferee information when the first 20 

determination result indicates that the state information is indicative of the tradable state. 

Mortgage means that a mortgagor and a creditor reach an agreement in writing, not 

to transfer possession of a mortgaged property and use the property as a guarantee for 

the creditor. When the debtor fails to perform the debt, the creditor shall have the right 

to obtain priority in repayment at the price of the property or the auction or sale of the 25 

property in accordance with the law. 

Pledge means that a debtor or a third party transfers possession of a property to a 

creditor, and the creditor holds the property as a guarantee for the debtor or the third 

party to perform payment or performance obligations. When this obligation is fulfilled, 

the pledged property needs to be returned. When the debtor fails to perform the 30 

obligation, the creditor has the right to discount or auction the pledged property in 

accordance with the law, and is given priority to the payment of the proceeds. The 

pledge is divided into two types: movable property pledge and rights pledge. The rights 

that may be pledged include: bills of exchange, checks, promissory notes, bonds, 
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deposit receipts, warehouse receipts, bills of lading; legally transferable shares and 

stocks; and legally transferable trademark rights, patent rights, and property rights in 

copyrights. 

As can be seen, a mortgage state and a pledge state both are states in which 

transaction is not allowed. A tradable state may be understood as that an item is not in 5 

a state of possession or guarantee, or an item is not in a pledge or mortgage state. 

Because an item has a corresponding value, and may be used as a mortgage or a 

pledge for another purpose, the item in a mortgage or pledge state often cannot be traded 

or transferred. Therefore, the state of the item needs to be confirmed. Whether the item 

is under pledge or mortgage needs to queried in a third-party supervisory institution. To 10 

provide a more convenient query solution, the digital property rights platform provided 

in the embodiments of this specification uses the third-party supervisory institution as 

a node of the blockchain to facilitate the query of an item state. 

To simplify item waste with the third-party supervisory institution caused by a 

plurality of queries of the item state, in this embodiment of this specification, the item 15 

state may be stored in a block, and specifically may be stored in warehouse receipt 

information. 

Optionally, after storing the updated blockchain warehouse receipt in the 

blockchain network, the method further includes: 

receiving a surveillance video viewing request submitted by the transferee; 20 

determining property owner information of an item corresponding to the 

surveillance video viewing request; 

determining a warehouse receipt ID corresponding to the surveillance video 

viewing request when the property owner information is consistent with the transferee 

information; and 25 

sending surveillance video information of the item corresponding to the warehouse 

receipt ID to a receiving address of the transferee. 

The foregoing method steps may be implemented in the form of a smart contract. 

After the item is transferred, the property owner of the item becomes the transferee 

of the item. The property owner of the item may apply to invoke the video surveillance 30 

information of the item to control the situation of the item in real time. 

When the user submits the surveillance video viewing request, because one user 

may be a property owner of a plurality of items, which item of a surveillance video to 

be viewed needs to be indicated in the viewing request. In this regard, two manners may 
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be provided: manner 1: when the user views an item list thereof, the user clicks on an 

item to be viewed, and then initiates the surveillance video viewing request under the 

item; manner 2: the user directly initiates the surveillance video viewing request, and 

then selects an item from a plurality of items. Certainly, in addition to the selection 

manners, a manner of filling in the warehouse receipt ID may be further included. 5 

In this embodiment, it is restricted that only the property owner of the item can 

view the surveillance video of the item. In other embodiments, an embodiment may be 

further obtained in which the warehousing party of the item may also view the 

surveillance video of the item, and specific steps thereof are similar to that of this 

embodiment and are not described herein. In addition, the warehousing party of the 10 

item views the surveillance video of the item, to check the items stored by the 

warehousing party, thereby determining whether a storage location of the item is 

inconsistent with that in the video surveillance device. 

Optionally, the sending surveillance video information of the item corresponding 

to the warehouse receipt ID to a receiving address of the transferee may specifically 15 

include: 

determining a warehouse site of the item corresponding to the warehouse receipt 

ID, the warehouse site including a warehouse and a warehouse location; 

determining a video surveillance device installed at the warehouse site; 

retrieving, from the blockchain network, surveillance video information acquired 20 

by the video surveillance device; and 

sending the surveillance video information to the receiving address of the 

transferee. 

In this embodiment, an implementation for retrieving video surveillance 

information for an item according to a warehouse receipt ID is introduced. The 25 

warehouse receipt ID is used as a globally unique identifier, and the item to be viewed 

may be determined according to the warehouse receipt ID. The blockchain warehouse 

receipt corresponding to the warehouse receipt ID is queried on the blockchain, the 

warehouse site of the item is searched from the warehouse receipt information, and then 

a mapping relationship between the warehouse site and the video surveillance device is 30 

queried to find a number of the video surveillance device corresponding to the 

warehouse site, to further retrieve the video surveillance information corresponding to 

the video surveillance device from a node of the blockchain network. The video 

surveillance information is then sent to the receiving address of the transferee. The 
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receiving address may be an information receiving address filled in when the transferee 

registers on the blockchain. 

Optionally, after the changing property owner information corresponding to a 

property owner field on the blockchain warehouse receipt to the transferee information, 

the method may further include: 5 

adding property owner update information to the blockchain warehouse receipt, the 

property owner update information including an update time, the property owner 

information before updating, and the property owner information after the updating. 

In this embodiment, for each operation of the item (the blockchain warehouse 

receipt), the operating user ID and the operation behavior are automatically recorded 10 

on the chain to facilitate information tracing. For any operation, an operation time and 

a corresponding change before and after the operation are recorded. When an operation 

is the change of the property owner information, the recorded information may include: 

an update time, the property owner information before the change and the property 

owner information after the change, and may further include the operating user ID. For 15 

example, if a user A transfers an item to a user B, it may be recorded that a user A 

initiates an item transfer operation, and the property owner information is changed from 

the user A to the user B. 

Optionally, after receiving the confirmation information from the transferee, the 

method may further include: 20 

obtaining an updated contract attachment for the blockchain warehouse receipt by 

using a link address corresponding to a contract field in the blockchain warehouse 

receipt; 

identifying a contract number of the contract attachment from the contract 

attachment by invoking a third smart contract; and 25 

adding the contract number to the blockchain warehouse receipt. 

The display content corresponding to the contract field is generally a contract in 

the form of an attachment. The user clicks on the contract attachment to jump to the 

corresponding link address to read the detailed information of the contract. In this 

embodiment, the contract number is identified from the link address of the contract 30 

attachment by using the smart contract, and the contract number is added to the 

blockchain warehouse receipt. The user may search the corresponding information in 

the blockchain according to the contract number. In this embodiment, the contract 

information is stored by using the blockchain, which can improve authenticity of the 
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contract information. 

Corresponding to the previous embodiment, the method may further include: 

identifying subject matter information and contract party information from the 

contract attachment; and 

uploading the contract number, the subject matter information, and the contract 5 

party information to the blockchain network for consensus processing and storage. 

In this embodiment, the subject matter information and the contract party 

information may be further identified from the contract attachment, and may be stored 

on the block after consensus of each consensus node of the blockchain together with 

the contract number. 10 

Optionally, the method may further include: 

obtaining warehouse transfer operation information for the blockchain warehouse 

receipt and submitted by a warehousing party; 

determining updated warehouse site information of an item corresponding to the 

blockchain warehouse receipt based on the warehouse transfer operation information 15 

by invoking a fourth smart contract; and 

updating a corresponding field on the blockchain warehouse receipt to the 

warehouse site information. 

The warehouse transfer is an operation of transferring an item in a warehouse from 

one location to another to improve utilization of the warehouse. After the location 20 

information of the item is moved, the warehouse location information in the blockchain 

warehouse receipt needs to be updated. Specifically, the smart contract may be used to 

extract the updated warehouse location information. 

The warehouse transfer operation information may be text information or video 

information. 25 

Optionally, when the warehousing party is an off-chain node, the obtaining 

warehouse transfer operation information for the blockchain warehouse receipt and 

submitted by a warehousing party may specifically include: 

obtaining, by using an oracle mechanism, the warehouse transfer operation 

information for the blockchain warehouse receipt and submitted by the warehousing 30 

party, the warehouse transfer operation information being encrypted by using the fourth 

smart contract or a public key of the warehousing party. 

Optionally, the method may further include: 

obtaining video information corresponding to the encrypted warehouse transfer 
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operation information by invoking a fifth smart contract, where the video information 

may be included in the warehouse transfer operation information, or may be directly 

obtained by using the smart contract; 

obtaining a digital signature of the video information, where the digital signature 

may be processed in an encrypted form; 5 

verifying whether the digital signature is a digital signature of a designated video 

surveillance device, the designated video surveillance device being a video surveillance 

device installed at a warehouse site corresponding to the warehouse transfer operation 

information; and 

after verification succeeds, which indicates that the video information is credible, 10 

storing the video information in the blockchain network. 

Risk prompt information for the video information is generated if the verification 

on the digital signature of the video information fails, the risk prompt information being 

used for prompting security checking on the designated video surveillance device. If 

the verification fails, it indicates that the video information is not uploaded or acquired 15 

by a credible device, and may be tampered with or counterfeited. Therefore, it is 

necessary to check whether the corresponding video surveillance device has a security 

risk. 

Based on the same ideas, an embodiment of this specification further provides an 

apparatus corresponding to the foregoing method. FIG. 6 is a schematic structural 20 

diagram of an apparatus for generating a blockchain warehouse receipt corresponding 

to FIG. 1 according to an embodiment of this specification. As shown in FIG. 6, the 

apparatus may include: 

an item registration information obtaining module 610, configured to obtain item 

registration information filled in by a first user; 25 

a blockchain warehouse receipt generation module 620, configured to generate a 

blockchain warehouse receipt including basic type fields according to the item 

registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 30 

field, and a weight field; and 

a blockchain warehouse receipt storage module 630, configured to store the 

blockchain warehouse receipt in a blockchain network. 

Based on the apparatus shown in FIG. 6, an embodiment of this specification 
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further provides some specific implementations of the apparatus, which are described 

below. 

Optionally, the basic type fields may further include at least one of an inventory 

party field and a warehousing party field. 

Optionally, the blockchain warehouse receipt may further include at least one type 5 

of a logistics type field, a contract type field, a warehouse location field, and a 

warehouse replenishment field. 

Optionally, the contract type field may include at least one of a purchase contract 

field, a purchase invoice field, and a commodity inspection report field. 

Optionally, the logistics type field may include at least one of a transport mode 10 

field, a vehicle and vessel number field, a driver name field, a driver ID field, an ID 

number field, and an arrival time field. 

Optionally, the item registration information may include warehouse receipt type 

information, a warehouse receipt ID, state information, category information, property 

owner information, quantity information, and weight information. 15 

Optionally, the apparatus may further include: 

an authenticity verification module, configured to perform authenticity verification 

on the item registration information; and 

the blockchain warehouse receipt generation module being specifically configured 

to generate the blockchain warehouse receipt according to the item registration 20 

information after the authenticity verification succeeds. 

Optionally, the authenticity verification module may specifically include: 

an inventory proof information obtaining unit, configured to obtain inventory proof 

information uploaded by the first user; 

an inventory party information determining unit, configured to determine inventory 25 

party information according to the inventory proof information; 

a basic inventory information determining unit, configured to determine basic 

inventory information according to the inventory proof information; and 

a judging unit, configured to determine whether the basic inventory information is 

consistent with basic item information, and whether the inventory party information is 30 

consistent with the property owner information, the basic item information including 

the category information, the weight information, and the quantity information, and the 

basic inventory information including inventory category information, inventory 

weight information, and inventory quantity information. 
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Optionally, the basic inventory information determining unit may be specifically 

configured to: 

identify inventory location information included in the inventory proof information; 

determine a video surveillance device corresponding to the inventory location 

information; 5 

retrieve video information acquired by the video surveillance device; and 

determine the basic inventory information according to the video information. 

Optionally, the blockchain warehouse receipt further includes traceability 

information, the traceability information is used for recording use process information 

of the blockchain warehouse receipt, and the use process information includes at least 10 

one of generation, cancellation, pledge, and transfer. 

Optionally, a display form of the traceability information may be a barcode. 

Based on the same ideas, an embodiment of this specification further provides an 

apparatus corresponding to the foregoing method. FIG. 7 is a schematic structural 

diagram of an apparatus for updating a blockchain warehouse receipt corresponding to 15 

FIG. 4 according to an embodiment of this specification. As shown in FIG. 7, the 

apparatus may include: 

a transfer application obtaining module 710, configured to obtain a transfer 

application for the blockchain warehouse receipt; 

a second smart contract invoking module 720, configured to invoke a second smart 20 

contract according to the transfer application; 

an information determining module 730, configured to determine a transfer 

warehouse receipt ID, transferor information, and transferee information; 

a property owner information query module 740, configured to query a blockchain 

network for property owner information corresponding to the transfer warehouse 25 

receipt ID; 

a first transfer application sending module 750, configured to send the transfer 

application to a transferee corresponding to the transferee information when the 

property owner information is consistent with the transferor information; 

a property owner information change module 760, configured to change property 30 

owner information corresponding to a property owner field on the blockchain 

warehouse receipt to the transferee information after confirmation information from the 

transferee is received; and 

a blockchain warehouse receipt storage module 770, configured to store an updated 
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blockchain warehouse receipt in the blockchain network. 

Based on the apparatus shown in FIG. 7, an embodiment of this specification 

further provides some specific implementations of the apparatus, which are described 

below. 

Optionally, the apparatus may further include: 5 

a warehousing party information query module, configured to query the blockchain 

network for warehousing party information corresponding to the transfer warehouse 

receipt ID; 

a second transfer application sending module, configured to send the transfer 

application to a warehousing party corresponding to the warehousing party information; 10 

and 

the property owner information change module being specifically configured to 

change the property owner information corresponding to the property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the warehousing party is received, the confirmation information being 15 

confirmation information of a storage location of an item corresponding to the transfer 

warehouse receipt ID. 

Optionally, before the changing property owner information corresponding to a 

property owner field on the blockchain warehouse receipt to the transferee information, 

the apparatus may further include: 20 

a state information query module, configured to query the blockchain network for 

state information corresponding to the transfer warehouse receipt ID; 

a first result judging module, configured to determine whether the state information 

is indicative of a tradable state, to obtain a first determination result; and 

the property owner information change module being specifically configured to 25 

change the property owner information corresponding to the property owner field on 

the blockchain warehouse receipt to the transferee information when the first 

determination result indicates that the state information is indicative of the tradable state. 

Optionally, the apparatus may further include: 

a property owner update information adding module, configured to add property 30 

owner update information to the blockchain warehouse receipt, the property owner 

update information including an update time, the property owner information before 

updating, and the property owner information after the updating. 

Optionally, the apparatus may further include: 
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a contract attachment obtaining module, configured to obtain an updated contract 

attachment for the blockchain warehouse receipt by using a link address corresponding 

to a contract field in the blockchain warehouse receipt; 

a contract number identification module, configured to identify a contract number 

of the contract attachment from the contract attachment by invoking a third smart 5 

contract; and 

a contract number storage module, configured to add the contract number to the 

blockchain warehouse receipt. 

Optionally, the apparatus may further include: 

a subject matter information and contract party information identification module, 10 

configured to identify subject matter information and contract party information from 

the contract attachment; and 

a contract number, subject matter information, and contract party information 

storage module, configured to upload the contract number, the subject matter 

information, and the contract party information to the blockchain network for consensus 15 

processing and storage. 

Optionally, the apparatus may further include: 

a warehouse transfer operation information obtaining module, configured to obtain 

warehouse transfer operation information for the blockchain warehouse receipt and 

submitted by a warehousing party; 20 

a warehouse site information determining module, configured to determine 

updated warehouse site information of an item corresponding to the blockchain 

warehouse receipt based on the warehouse transfer operation information by invoking 

a fourth smart contract; and 

a warehouse site information update module, configured to update a corresponding 25 

field on the blockchain warehouse receipt to the warehouse site information. 

Optionally, the warehousing party is an off-chain node; and the warehouse transfer 

operation information obtaining module is specifically configured to obtain, by using 

an oracle mechanism, the warehouse transfer operation information for the blockchain 

warehouse receipt and submitted by the warehousing party, the warehouse transfer 30 

operation information being encrypted by using the fourth smart contract or a public 

key of the warehousing party. 

Optionally, the apparatus may further include: 

a video information obtaining module, configured to obtain video information 
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corresponding to the encrypted warehouse transfer operation information by invoking 

a fifth smart contract; 

a digital signature obtaining module, configured to obtain a digital signature of the 

video information; 

a digital signature verification module, configured to verify whether the digital 5 

signature is a digital signature of a designated video surveillance device, the designated 

video surveillance device being a video surveillance device installed at a warehouse site 

corresponding to the warehouse transfer operation information; and 

a video information storage module, configured to store the video information in 

the blockchain network after verification succeeds. 10 

Optionally, the apparatus may further include: 

a risk prompt information generation module, configured to generate risk prompt 

information for the video information if the verification on the digital signature of the 

video information fails, the risk prompt information being used for prompting security 

checking on the designated video surveillance device. 15 

Based on the same ideas, an embodiment of this specification further provides a 

device corresponding to the foregoing method. 

FIG. 8 is a schematic structural diagram of a device for generating a blockchain 

warehouse receipt corresponding to FIG. 1 according to an embodiment of this 

specification. As shown in FIG. 8, a device 800 may include: 20 

at least one processor 810; and 

a memory 830 communicatively connected to the at least one processor, where 

the memory 830 stores instructions 820 executable by the at least one processor 

810, and the instructions 820 are executed by the at least one processor 810 to cause the 

at least one processor 810 to: 25 

obtain item registration information filled in by a first user; 

generate a blockchain warehouse receipt including basic type fields according to 

the item registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 30 

field, and a weight field; and 

store the blockchain warehouse receipt in a blockchain network. 

An embodiment of this specification further provides a device for updating a 

blockchain warehouse receipt corresponding to FIG. 4, including: 
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at least one processor; and 

a memory communicatively connected to the at least one processor; where 

the memory stores instructions executable by the at least one processor, and the 

instructions, when executed by the at least one processor, cause the at least one 

processor to: 5 

obtain a transfer application for the blockchain warehouse receipt; and 

invoke a second smart contract according to the transfer application to perform the 

following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 

information; 10 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 

information; 15 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 

Based on the same ideas, an embodiment of this specification further provides a 20 

computer readable medium corresponding to the foregoing method. The computer 

readable medium stores computer readable instructions, the computer readable 

instructions being executable by a processor to implement the following method: 

obtaining item registration information filled in by a first user; 

generating a blockchain warehouse receipt including basic type fields according to 25 

the item registration information by invoking a first smart contract, the basic type fields 

including at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 

field, and a weight field; and 

storing the blockchain warehouse receipt in a blockchain network. 30 

Alternatively, the computer readable instructions are executable by the processor 

to perform the following method: 

obtaining a transfer application for the blockchain warehouse receipt; and 

invoking a second smart contract according to the transfer application to perform 
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the following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 

information; 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 5 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 

information; 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 10 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 

The embodiments of this specification are all described in a progressive manner, 

for same or similar parts in the embodiments, refer to such embodiments, and 

descriptions of each embodiment focus on a difference from other embodiments. 15 

In the 1990s, improvements of a technology can be clearly distinguished between 

hardware improvements (for example, improvements to a circuit structure such as a 

diode, a transistor, or a switch) and software improvements (improvements to a method 

procedure). However, with the development of technology, improvements of many 

method procedures can be considered as direct improvements of hardware circuit 20 

structures. Designers almost all program an improved method procedure to a hardware 

circuit, to obtain a corresponding hardware circuit structure. Therefore, it does not mean 

that the improvement of a method procedure cannot be implemented by using a 

hardware entity module. For example, a programmable logic device (PLD) such as a 

field programmable gate array (FPGA) is a type of integrated circuit whose logic 25 

function is determined by a user by programming the device. The designers perform 

voluntary programming to “integrate” a digital system into a single PLD without 

requiring a chip manufacturer to design and prepare a dedicated integrated circuit chip. 

Moreover, nowadays, instead of manually making integrated circuit chips, this 

programming is mostly implemented by using “logic compiler” software, which is 30 

similar to the software compiler used in program development and writing. The original 

code is written in a specific programming language before compiling, and this language 

is referred to as a hardware description language (HDL). There are various kinds of 

HDLs, for example, advanced Boolean expression language (ABEL), altera hardware 
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description language (AHDL), Confluence, Cornell university programming language 

(CUPL), HDCal, Java hardware description language (JHDL), Lava, Lola, MyHDL, 

PALASM, Ruby hardware description language (RHDL), and the like. Currently, the 

most commonly used HDLs are very-high-speed integrated circuit hardware description 

language (VHDL) and Verilog. A person skilled in the art should also understand that 5 

provided that a method procedure is logically programmed and then programmed to an 

integrated circuit by using the foregoing hardware description languages, a hardware 

circuit that implements the logical method procedure can be easily obtained. 

The controller can be implemented in any suitable manner, for example, the 

controller can take the form of, for example, a microprocessor or processor and a 10 

computer-readable medium storing computer-readable program code (for example, 

software or firmware) executable by the processor, a logic gate, a switch, an 

application-specific integrated circuit (ASIC), a programmable logic controller and an 

embedded microcontroller. Examples of the controller include, but are not limited to, 

the following microcontrollers: ARC 625D, Atmel AT91SAM, Microchip 15 

PIC18F26K20, and Silicone Labs C8051F320. The memory controller can also be 

implemented as part of the memory control logic. A person skilled in the art will also 

appreciate that, in addition to implementing the controller in the form of pure computer-

readable program code, it is also possible to implement, by logically programming the 

method steps, the controller in the form of a logic gate, switch, ASIC, programmable 20 

logic controller, and embedded microcontroller and other forms to achieve the same 

function. Such a controller can thus be considered as a hardware component and 

apparatuses included therein for implementing various functions can also be considered 

as structures inside the hardware component. Alternatively, apparatuses configured to 

implement various functions can be considered as both software modules implementing 25 

the method and structures inside the hardware component. 

The system, the apparatus, the module or the unit described in the foregoing 

embodiments may be implemented by a computer chip or an entity, or implemented by 

a product having a certain function. A typical implementation device is a computer. The 

computer can be, for example, a personal computer, a laptop computer, a cellular phone, 30 

a camera phone, a smartphone, a personal digital assistant, a media player, a navigation 

device, an email device, a game console, a tablet computer, a wearable device, or a 

combination of any of these devices. 

For ease of description, when the apparatus is described, the apparatus is divided 
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into units according to functions, which are separately described. Certainly, in 

implementation of this application, the function of the units may be implemented in the 

same piece of or multiple pieces of software and/or hardware. 

A person skilled in the art should understand that the embodiments of this 

application may be provided as a method, a system, or a computer program product. 5 

Therefore, this application may be in a form of complete hardware embodiments, 

complete software embodiments, or combination of software and hardware. Moreover, 

this application may use a form of a computer program product that is implemented on 

one or more computer-usable storage media (including but not limited to a disk memory, 

a CD-ROM, an optical memory, and the like) that include computer-usable program 10 

code. 

This application is described with reference to the flowcharts and/or block 

diagrams of the method, the device (system), and the computer program product 

according to the embodiments of this application. It should be understood that computer 

program instructions can implement each procedure and/or block in the flowcharts 15 

and/or block diagrams and a combination of procedures and/or blocks in the flowcharts 

and/or block diagrams. These computer program instructions may be provided to a 

general-purpose computer, a special-purpose computer, an embedded processor, or a 

processor of another programmable data processing device to generate a machine, so 

that an apparatus configured to implement functions specified in one or more 20 

procedures in the flowcharts and/or one or more blocks in the block diagrams is 

generated by using instructions executed by the general-purpose computer or the 

processor of another programmable data processing device. 

These computer program instructions may also be stored in a computer readable 

memory that can instruct a computer or any other programmable data processing device 25 

to work in a specific manner, so that the instructions stored in the computer readable 

memory generate an artifact that includes an instruction apparatus. The instruction 

apparatus implements a specific function in one or more processes in the flowcharts 

and/or in one or more blocks in the block diagrams. 

These computer program instructions may also be loaded into a computer or 30 

another programmable data processing device, so that a series of operation steps are 

performed on the computer or another programmable data processing device to generate 

processing implemented by a computer, and instructions executed on the computer or 

another programmable data processing device provide steps for implementing functions 
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specified in one or more procedures in the flowcharts and/or one or more blocks in the 

block diagrams. 

In a typical configuration, the computing device includes one or more processors 

(CPUs), an input/output interface, a network interface, and a memory. 

The memory may include a form such as a volatile memory, a random-access 5 

memory (RAM) and/or a non-volatile memory such as a read-only memory (ROM) or 

a flash RAM in a computer-readable medium. The memory is an example of the 

computer-readable medium. 

The computer-readable medium includes a non-volatile medium and a volatile 

medium, a removable medium and a non-removable medium, which may implement 10 

storage of information by using any method or technology. The information may be a 

computer-readable instruction, a data structure, a program module, or other data. 

Examples of a storage medium of a computer include, but are not limited to, a phase 

change memory (PRAM), a static random access memory (SRAM), a dynamic random 

access memory (DRAM), or other types of random access memory (RAM), a read-only 15 

memory (ROM), an erasable programmable read only memory (EEPROM), a flash 

memory or another storage technology, a compact disc read-only memory (CD-ROM), 

a digital versatile disc (DVD) or another optical storage, or a cartridge tape. A magnetic 

storage of a magnetic tape or a disc, another magnetic storage device, or any other non-

transmission medium may be configured to store information that can be accessed by a 20 

computing device. Based on the definition in this specification, the computer-readable 

medium does not include transitory computer-readable media (transitory media), such 

as a modulated data signal and a carrier. 

It should also be noted that the terms “include,” “comprise,” and any other variants 

mean to cover the non-exclusive inclusion. Thereby, the process, method, article, or 25 

device that includes a series of elements not only include those elements, but also 

include other elements not clearly listed, or include the inherent elements of the process, 

method, article and device. Without further limitation, the element defined by a phrase 

"include one" does not exclude other same elements in the process, method, article or 

device which include the element. 30 

A person skilled in the art should understand that the embodiments of this 

application may be provided as a method, a system, or a computer program product. 

Therefore, this application may use a form of hardware-only embodiments, software-

only embodiments, or embodiments combining software and hardware. In addition, this 
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application may use a form of a computer program product that is implemented on one 

or more computer-usable storage media (including but not limited to a disk memory, a 

CD-ROM, an optical memory, and the like) that include computer-usable program code. 

This application can be described in the general context of computer-executable 

instructions executed by a computer, for example, a program module. Generally, the 5 

program module includes a routine, a program, an object, a component, a data structure, 

and the like for executing a particular task or implementing a particular abstract data 

type. This application may also be practiced in distributed computing environments in 

which tasks are performed by remote processing devices that are connected by using a 

communication network. In a distributed computing environment, the program module 10 

may be located in both local and remote computer storage media including storage 

devices. 

The foregoing descriptions are merely embodiments of this application, and are not 

intended to limit this application. For a person skilled in the art, various modifications 

and variations can be made to this application. Any modification, equivalent 15 

replacement, or improvement made without departing from the spirit and principle of 

this application shall fall within the scope of the claims of this application. 
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CLAIMS 

What is claimed is: 

1. A method for generating a blockchain warehouse receipt, comprising: 

obtaining item registration information filled in by a first user; 

generating a blockchain warehouse receipt comprising basic type fields according 5 

to the item registration information by invoking a first smart contract, the basic type 

fields comprising at least a warehouse receipt type field, a warehouse receipt ID field, 

a generation time field, a state field, a category field, a property owner field, a quantity 

field, and a weight field; and 

storing the blockchain warehouse receipt in a blockchain network. 10 

 

2. The method according to claim 1, wherein the basic type fields further comprise 

at least one of an inventory party field and a warehousing party field. 

 

3. The method according to claim 1, wherein the blockchain warehouse receipt 15 

further comprises at least one type of a logistics type field, a contract type field, a 

warehouse location field, and a warehouse replenishment field. 

 

4. The method according to claim 3, wherein the contract type field comprises at 

least one of a purchase contract field, a purchase invoice field, and a commodity 20 

inspection report field. 

 

5. The method according to claim 3, wherein the logistics type field comprises at 

least one of a transport mode field, a vehicle and vessel number field, a driver name 

field, a driver ID field, an ID number field, and an arrival time field. 25 

 

6. The method according to claim 1, wherein the item registration information 

comprises warehouse receipt type information, a warehouse receipt ID, state 

information, category information, property owner information, quantity information, 

and weight information. 30 

 

7. The method according to claim 1, wherein before the generating a blockchain 

warehouse receipt according to the item registration information, the method further 
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comprises: 

performing authenticity verification on the item registration information; and 

the generating a blockchain warehouse receipt according to the item registration 

information specifically comprises: 

generating the blockchain warehouse receipt according to the item registration 5 

information after the authenticity verification succeeds. 

 

8. The method according to claim 7, wherein the performing authenticity 

verification on the item registration information specifically comprises: 

obtaining inventory proof information uploaded by the first user; 10 

determining inventory party information according to the inventory proof 

information; 

determining basic inventory information according to the inventory proof 

information; and 

determining whether the basic inventory information is consistent with basic item 15 

information, and whether the inventory party information is consistent with the property 

owner information, the basic item information comprising the category information, the 

weight information, and the quantity information, and the basic inventory information 

comprising inventory category information, inventory weight information, and 

inventory quantity information. 20 

 

9. The method according to claim 8, wherein the determining basic inventory 

information according to the inventory proof information specifically comprises: 

identifying inventory location information comprised in the inventory proof 

information; 25 

determining a video surveillance device corresponding to the inventory location 

information; 

retrieving video information acquired by the video surveillance device; and 

determining the basic inventory information according to the video information. 

 30 

10. The method according to claim 1, wherein the blockchain warehouse receipt 

further comprises traceability information, the traceability information is used for 

recording use process information of the blockchain warehouse receipt, and the use 

process information comprises at least one of generation, cancellation, pledge, and 
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transfer. 

 

11. The method according to claim 10, wherein a display form of the traceability 

information is a barcode. 

 5 

12. A method for updating a blockchain warehouse receipt, the blockchain 

warehouse receipt being generated by using the method according to claim 1, the 

method comprising: 

obtaining a transfer application for the blockchain warehouse receipt; and 

invoking a second smart contract according to the transfer application to perform 10 

the following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 

information; 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 15 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 

information; 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 20 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 

 

13. The method according to claim 12, wherein before the sending the transfer 

application to a transferee corresponding to the transferee information, the method 25 

further comprises: 

querying the blockchain network for warehousing party information 

corresponding to the transfer warehouse receipt ID; and 

sending the transfer application to a warehousing party corresponding to the 

warehousing party information; and 30 

the changing property owner information corresponding to a property owner field 

on the blockchain warehouse receipt to the transferee information specifically 

comprises: 

changing the property owner information corresponding to the property owner 
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field on the blockchain warehouse receipt to the transferee information after 

confirmation information from the warehousing party is received, the confirmation 

information being confirmation information of a storage location of an item 

corresponding to the transfer warehouse receipt ID. 

 5 

14. The method according to claim 12, wherein before the changing property 

owner information corresponding to a property owner field on the blockchain 

warehouse receipt to the transferee information, the method further comprises: 

querying the blockchain network for state information corresponding to the 

transfer warehouse receipt ID; and 10 

determining whether the state information is indicative of a tradable state, to obtain 

a first determination result; and 

the changing property owner information corresponding to a property owner field 

on the blockchain warehouse receipt to the transferee information specifically 

comprises: 15 

changing the property owner information corresponding to the property owner 

field on the blockchain warehouse receipt to the transferee information when the first 

determination result indicates that the state information is indicative of the tradable state. 

 

15. The method according to claim 12, wherein after the changing property owner 20 

information corresponding to a property owner field on the blockchain warehouse 

receipt to the transferee information, the method further comprises: 

adding property owner update information to the blockchain warehouse receipt, 

the property owner update information comprising an update time, the property owner 

information before updating, and the property owner information after the updating. 25 

 

16. The method according to claim 12, wherein after receiving the confirmation 

information from the transferee, the method further comprises: 

obtaining an updated contract attachment for the blockchain warehouse receipt by 

using a link address corresponding to a contract field in the blockchain warehouse 30 

receipt; 

identifying a contract number of the contract attachment from the contract 

attachment by invoking a third smart contract; and 

adding the contract number to the blockchain warehouse receipt. 
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17. The method according to claim 16, further comprising: 

identifying subject matter information and contract party information from the 

contract attachment; and 

uploading the contract number, the subject matter information, and the contract 5 

party information to the blockchain network for consensus processing and storage. 

 

18. The method according to claim 12, further comprising: 

obtaining warehouse transfer operation information for the blockchain warehouse 

receipt and submitted by a warehousing party; 10 

determining updated warehouse site information of an item corresponding to the 

blockchain warehouse receipt based on the warehouse transfer operation information 

by invoking a fourth smart contract; and 

updating a corresponding field on the blockchain warehouse receipt to the 

warehouse site information. 15 

 

19. The method according to claim 18, wherein the warehousing party is an off-

chain node; and 

the obtaining warehouse transfer operation information for the blockchain 

warehouse receipt and submitted by a warehousing party specifically comprises: 20 

obtaining, by using an oracle mechanism, the warehouse transfer operation 

information for the blockchain warehouse receipt and submitted by the warehousing 

party, the warehouse transfer operation information being encrypted by using the fourth 

smart contract or a public key of the warehousing party. 

 25 

20. The method according to claim 18, further comprising: 

obtaining video information corresponding to the encrypted warehouse transfer 

operation information by invoking a fifth smart contract; 

obtaining a digital signature of the video information; 

verifying whether the digital signature is a digital signature of a designated video 30 

surveillance device, the designated video surveillance device being a video surveillance 

device installed at a warehouse site corresponding to the warehouse transfer operation 

information; and 

storing the video information in the blockchain network after verification succeeds. 
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21. The method according to claim 20, further comprising: 

generating risk prompt information for the video information if the verification on 

the digital signature of the video information fails, the risk prompt information being 

used for prompting security checking on the designated video surveillance device. 5 

 

22. An apparatus for generating a blockchain warehouse receipt, comprising: 

an item registration information obtaining module, configured to obtain item 

registration information filled in by a first user; 

a blockchain warehouse receipt generation module, configured to generate a 10 

blockchain warehouse receipt comprising basic type fields according to the item 

registration information by invoking a first smart contract, the basic type fields 

comprising at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 

field, and a weight field; and 15 

a blockchain warehouse receipt storage module, configured to store the blockchain 

warehouse receipt in a blockchain network. 

 

23. The apparatus according to claim 22, wherein the basic type fields further 

comprise at least one of an inventory party field and a warehousing party field. 20 

 

24. The apparatus according to claim 22, wherein the blockchain warehouse 

receipt further comprises at least one type of a logistics type field, a contract type field, 

a warehouse location field, and a warehouse replenishment field. 

 25 

25. The apparatus according to claim 24, wherein the contract type field comprises 

at least one of a purchase contract field, a purchase invoice field, and a commodity 

inspection report field. 

 

26. The apparatus according to claim 25, wherein the logistics type field comprises 30 

at least one of a transport mode field, a vehicle and vessel number field, a driver name 

field, a driver ID field, an ID number field, and an arrival time field. 

 

27. The apparatus according to claim 22, wherein the item registration information 
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comprises warehouse receipt type information, a warehouse receipt ID, state 

information, category information, property owner information, quantity information, 

and weight information. 

 

28. The apparatus according to claim 22, further comprising: 5 

an authenticity verification module, configured to perform authenticity 

verification on the item registration information; and 

the blockchain warehouse receipt generation module being specifically configured 

to generate the blockchain warehouse receipt according to the item registration 

information after the authenticity verification succeeds. 10 

 

29. The apparatus according to claim 28, wherein the authenticity verification 

module specifically comprises: 

an inventory proof information obtaining unit, configured to obtain inventory 

proof information uploaded by the first user; 15 

an inventory party information determining unit, configured to determine 

inventory party information according to the inventory proof information; 

a basic inventory information determining unit, configured to determine basic 

inventory information according to the inventory proof information; and 

a judging unit, configured to determine whether the basic inventory information is 20 

consistent with basic item information, and whether the inventory party information is 

consistent with the property owner information, the basic item information comprising 

the category information, the weight information, and the quantity information, and the 

basic inventory information comprising inventory category information, inventory 

weight information, and inventory quantity information. 25 

 

30. The apparatus according to claim 29, wherein the basic inventory information 

determining unit is specifically configured to: 

identify inventory location information comprised in the inventory proof 

information; 30 

determine a video surveillance device corresponding to the inventory location 

information; 

retrieve video information acquired by the video surveillance device; and 

determine the basic inventory information according to the video information. 
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31. The apparatus according to claim 22, wherein the blockchain warehouse 

receipt further comprises traceability information, the traceability information is used 

for recording use process information of the blockchain warehouse receipt, and the use 

process information comprises at least one of generation, cancellation, pledge, and 5 

transfer. 

 

32. The apparatus according to claim 31, wherein a display form of the traceability 

information is a barcode. 

 10 

33. An apparatus for updating a blockchain warehouse receipt, the blockchain 

warehouse receipt being generated by using the method according to claim 1, the 

apparatus comprising: 

a transfer application obtaining module, configured to obtain a transfer application 

for the blockchain warehouse receipt; 15 

a second smart contract invoking module, configured to invoke a second smart 

contract according to the transfer application; 

an information determining module, configured to determine a transfer warehouse 

receipt ID, transferor information, and transferee information; 

a property owner information query module, configured to query a blockchain 20 

network for property owner information corresponding to the transfer warehouse 

receipt ID; 

a first transfer application sending module, configured to send the transfer 

application to a transferee corresponding to the transferee information when the 

property owner information is consistent with the transferor information; 25 

a property owner information change module, configured to change property 

owner information corresponding to a property owner field on the blockchain 

warehouse receipt to the transferee information after confirmation information from the 

transferee is received; and 

a blockchain warehouse receipt storage module, configured to store an updated 30 

blockchain warehouse receipt in the blockchain network. 

 

34. The apparatus according to claim 33, further comprising: 

a warehousing party information query module, configured to query the 
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blockchain network for warehousing party information corresponding to the transfer 

warehouse receipt ID; 

a second transfer application sending module, configured to send the transfer 

application to a warehousing party corresponding to the warehousing party information; 

and 5 

the property owner information change module being specifically configured to 

change the property owner information corresponding to the property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the warehousing party is received, the confirmation information being 

confirmation information of a storage location of an item corresponding to the transfer 10 

warehouse receipt ID. 

 

35. The apparatus according to claim 33, wherein before the changing property 

owner information corresponding to a property owner field on the blockchain 

warehouse receipt to the transferee information, the apparatus further comprises: 15 

a state information query module, configured to query the blockchain network for 

state information corresponding to the transfer warehouse receipt ID; 

a first result judging module, configured to determine whether the state 

information is indicative of a tradable state, to obtain a first determination result; and 

the property owner information change module being specifically configured to 20 

change the property owner information corresponding to the property owner field on 

the blockchain warehouse receipt to the transferee information when the first 

determination result indicates that the state information is indicative of the tradable state. 

 

36. The apparatus according to claim 33, further comprising: 25 

a property owner update information adding module, configured to add property 

owner update information to the blockchain warehouse receipt, the property owner 

update information comprising an update time, the property owner information before 

updating, and the property owner information after the updating. 

 30 

37. The apparatus according to claim 33, further comprising: 

a contract attachment obtaining module, configured to obtain an updated contract 

attachment for the blockchain warehouse receipt by using a link address corresponding 

to a contract field in the blockchain warehouse receipt; 
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a contract number identification module, configured to identify a contract number 

of the contract attachment from the contract attachment by invoking a third smart 

contract; and 

a contract number storage module, configured to add the contract number to the 

blockchain warehouse receipt. 5 

 

38. The apparatus according to claim 37, further comprising: 

a subject matter information and contract party information identification module, 

configured to identify subject matter information and contract party information from 

the contract attachment; and 10 

a contract number, subject matter information, and contract party information 

storage module, configured to upload the contract number, the subject matter 

information, and the contract party information to the blockchain network for consensus 

processing and storage. 

 15 

39. The apparatus according to claim 33, further comprising: 

a warehouse transfer operation information obtaining module, configured to obtain 

warehouse transfer operation information for the blockchain warehouse receipt and 

submitted by a warehousing party; 

a warehouse site information determining module, configured to determine 20 

updated warehouse site information of an item corresponding to the blockchain 

warehouse receipt based on the warehouse transfer operation information by invoking 

a fourth smart contract; and 

a warehouse site information update module, configured to update a corresponding 

field on the blockchain warehouse receipt to the warehouse site information. 25 

 

40. The apparatus according to claim 39, wherein the warehousing party is an off-

chain node; and 

the warehouse transfer operation information obtaining module is specifically 

configured to obtain, by using an oracle mechanism, the warehouse transfer operation 30 

information for the blockchain warehouse receipt and submitted by the warehousing 

party, the warehouse transfer operation information being encrypted by using the fourth 

smart contract or a public key of the warehousing party. 
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41. The apparatus according to claim 39, further comprising: 

a video information obtaining module, configured to obtain video information 

corresponding to the encrypted warehouse transfer operation information by invoking 

a fifth smart contract; 

a digital signature obtaining module, configured to obtain a digital signature of the 5 

video information; 

a digital signature verification module, configured to verify whether the digital 

signature is a digital signature of a designated video surveillance device, the designated 

video surveillance device being a video surveillance device installed at a warehouse site 

corresponding to the warehouse transfer operation information; and 10 

a video information storage module, configured to store the video information in 

the blockchain network after verification succeeds. 

 

42. The apparatus according to claim 41, further comprising: 

a risk prompt information generation module, configured to generate risk prompt 15 

information for the video information if the verification on the digital signature of the 

video information fails, the risk prompt information being used for prompting security 

checking on the designated video surveillance device. 

 

43. A device for generating a blockchain warehouse receipt, comprising: 20 

at least one processor; and 

a memory communicatively connected to the at least one processor, wherein 

the memory stores instructions executable by the at least one processor, and the 

instructions are executed by the at least one processor to cause the at least one processor 

to: 25 

obtain item registration information filled in by a first user; 

generate a blockchain warehouse receipt comprising basic type fields according to 

the item registration information by invoking a first smart contract, the basic type fields 

comprising at least a warehouse receipt type field, a warehouse receipt ID field, a 

generation time field, a state field, a category field, a property owner field, a quantity 30 

field, and a weight field; and 

store the blockchain warehouse receipt in a blockchain network. 

 

44. A device for updating a blockchain warehouse receipt, comprising: 
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at least one processor; and 

a memory communicatively connected to the at least one processor, wherein 

the memory stores instructions executable by the at least one processor, and the 

instructions are executed by the at least one processor to cause the at least one processor 

to: 5 

obtain a transfer application for the blockchain warehouse receipt; and 

invoke a second smart contract according to the transfer application to perform the 

following operations: 

determining a transfer warehouse receipt ID, transferor information, and transferee 

information; 10 

querying a blockchain network for property owner information corresponding to 

the transfer warehouse receipt ID; 

sending the transfer application to a transferee corresponding to the transferee 

information when the property owner information is consistent with the transferor 

information; 15 

changing property owner information corresponding to a property owner field on 

the blockchain warehouse receipt to the transferee information after confirmation 

information from the transferee is received; and 

storing an updated blockchain warehouse receipt in the blockchain network. 

 20 

45. A computer readable medium, storing computer readable instructions, the 

computer readable instructions being executable by a processor to implement the 

method according to any one of claims 1 to 21. 

  


