
31 

ANALYZING FACIAL RECOGNITION DATA AND SOCIAL NETWORK DATA FOR 

USER AUTHENTICATION 

ABSTRACT 

 Tools, strategies, and techniques are provided for evaluating the identities of different 

entities to protect business enterprises, consumers, and other entities from fraud by combining 

biometric activity data with facial recognition data for end users. Risks associated with various 

entities can be analyzed and assessed based on a combination of user liveliness check data, facial 

image data, social network data, and/or professional network data, among other data sources. In 

various embodiments, the risk assessment may include calculating an authorization score or 

authenticity score based on different portions or combinations of the collected and processed data. 
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