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o (57) Abstract: The invention relates to a mobile device for transmitting and/or storing and/or representing data, said device compris-

ing a two-part structure consisting of a display and
The di spl ay and operating
rﬁngEMSFB‘ET Y e or
ﬁﬂ“@?enent can
PDA, nedi a pl ayer or
819434 PCT/ EP02/ 09511 1 5 10 Devi ces,

be
renot e

i

~f ing a two-part structure consisting of a display and operating element and a portable computer. The display and operating element
& and portable compuier can be connected by means of a wire or wireless data connection, and the display and operating element can
S' be nsed as an autonomous terminal (e.g. telephone, PDA, media player or remote control).

5L, {57) Zusammenfassung: Mobile Vormichtung zur Ubermittlung und/oder Speicherung und/oder Darstellung von Daten, mit einem
zweiteiligen Aufbau bestehend ans einem Anzeige- und Bedienteil und einem tragbaren Rechner (Wearable Rechner), wobei An-
zeige- und Bedienteil und Bedienteil und tragbarer Rechner iiber eine drahtgebundene oder drahtlose Datenverbindung verbindbar

B sind und wobei das Anzeige- und Bedienteil als eigenstindiges Endgeriit (z. B. Telefon, PDA, Mediaplayer oder Fernbedienung)
verwendbar ist,




billing, paying for and playing back digital nedia conteptr Lhyent i on
rellates to devices, equipnent and nethods for distributing, bilTling and
payi ng for digit qggﬂ content. The Internet, as a gl Js [ ]

network, is ex r%%% y :g%itable for use as a techni cal p?g?(g?h?(éggll
distributing digital data of content provhders to their custonmers. Media
content such as texts, audio content 15 such as nusic or speech, imges and
novi ng video content are currently produced al nost conpletely in digital
formor can be digitized with little effort. By wusing highly devel oped
conpressi on techni ques such as, for exanple, MP3 (for the audio field) or
MPEG (for the 20 Weydgeisicleguinments aaid mgidwsishfort disdmidp tdats-

i ntensive cont entys ot D : I I el RS : e i.ch stil
has a rel ativel y&)r?g'\ri(rigiv%t' %gr?&&g ft%%te aﬁlgﬁ%glngn?acgﬁ%g'ﬁ%lmmeg}% S
intended Por use by the customer is af@BteRm&|uded within the 25 digital
content nentioned above in the context of the present invention. A

provi der of such nultinedia content typically operates a particularly
powver f ul coanﬁE?PQ%ﬁQE%Qﬁi?%}Qﬁﬁ%st% dBYVEFS . vRFeHPReTE oARINTISHEPHS
connected to tie diderileititng, abbidafdbasdddediviaiekdt n@igTbel cushoRers.
of the conten%xgﬂgggders must respectively have access to a conputer which
is connected 6F Can e connected to the Internet, for exanple to what is
referred 1® as a 35 personal conputer (PC), and by using suitable Internet
for exanple s ' Qfcol I A [ case, npl e
t he "hypeTtex?ﬁ%%gﬁgg%rtﬁré%%?%ﬁﬂhﬁ%%thﬁé?ﬁ%§zﬂﬁéﬁﬁggﬂ ?%eeﬁg?%mgi9
representing thet@NHEent £92 Fabi®iar 252008 WO 3roiR34 PERLERTY 09691 - 2

fromthe servensetiouthad eadliteanmudte! d€ld@iiant IFrotiisr§opbekheithe
clartal content e freayenify stgted. R4l ally L, the form of afile on
the | ocal co P :

15 such as music or speech, images and moving wvideo
content are currently produced almost completely in
digital form or can be digitized with little effort. By
uging highly developed compression techniques such as,
for example, MP3 (for the audio field) or MPEG {for the

20 wvideo field), it 4is also possible to convey data-
intensive content over the . current Internet

infrastructure, which still has a relatively narrow

band at the consumer end. Software which is intended
for use by the customer is also included within the
25 digital content mentioned above in the context of the

pPresent invention.

A provider of such multimedia content typically
operates a particularly powerful computer, referred to
30 as a server, which is continuously connected to the
Internet via a broadband dedicated line. The customers.
of the content providers must respectively have access
to a computer which is connected or can be connected to
the Internet, for example to what is referred to as a
35 personal compﬁter (PC), and by using suitable Intefnet'

for example service protocols such as, in the simplest
case, for example the “hypertext transport protocol”
(HTTP) they download the data representing the content



before they can be used there. Alternatively, what are DmbpAfaredodeo as
stream ng protocols are available, in which the data representing the

content is convert i,rectly into perceptible sensory |inpres during
t he domnload%@ @ﬁf%ﬁ34§ &rver conputer to the client co %? éégﬁhﬁ&

file, which corresponds to the 10 digitglzcgntent bei ng generated and _
stored on the client conputer. For a long tine not only fixed equipnent in

the formof FRe WhéehsesveNNest6d 9 Cf@bgf ggggggg d téﬁ£ﬂ5 Lnt er net

via line-bound transm ssion paths have been considere as C
conputers. MRS &GHEFENt the dial tabl eonkeeh 25A é§§9u9nbéyC§tpred on

t he person. Emamﬂba&yohjihtﬁeaﬁérﬁpﬁﬂﬁQﬁ Eh@&bQEK1§ﬁ¥'£@éa1(@bﬁ%ﬁ&é} for
- exanpl e for NE ud| files or . for 2 gltal readi ng matter 00ks)
u

Recently, eq Y R ePBi H§SGi ditteH QﬁEHQ?&Y?I%erW%%FlﬁFé
sensory |hpr&@éemmedMn@hahassarmamﬁﬁgegmﬁﬂhdbﬁgequenawaimaﬁmwt|Qﬂ tO

the Internet, e I la |Ie el ep ne net s suc
. UMTS, has al so Qggoﬁgﬂgz ¥homﬁg FF nﬁ%er%ﬁPQEQE fcﬁﬁﬁﬁﬁtﬁﬁe
dlfferentlatedlrﬁﬁﬁﬂyrespé@t EQI¢$E¢ibbﬂnH%ﬂhﬂﬁaVIam@r&ﬁﬁlMBEhodsrmhgch
are used to copyerdom il drofpniig JOfea LORRBLCN. 0 san be Bt oel ved

by sensory neans by the consuner t e case seguences s and
i mages, i ncl uBPRBUFRdeoWisbR¥E ofe sifgke | kG| cereesReRAs hete er bie

"display 85 | aigheacaseonebnheapehgg dgeheesteandandi sptayenet hpdsepare

h nse
used. of audlolggg%acoﬁgh%h §t|nulate the se

For a long time not only fixed egquipment in the form of
a PC which is connected or can be connected to the
15 Internet wvia 1ine—bound transmission paths have been
considered as client computers. Mobile equipment is
available which can easily be carried on the person.
Examples of this are compact playback devices
(players), for example for MP3 audlo files or for
20 digital reading matter (e-books). Recently, equipment
for converting digital content into: perceptible sensory
impressions which has a wirefree radio-frequency
connection to the Internet, for example wvia mobile
telephone networks such as GSM or UMTS, has also become
25 known.

Usually, different types of media are differentiated
with respect to the technical devices and methods which
_ are used to convert a digital content into a form which
30 can be pefceived by sensory means by the consumer. In
the case of texts and images, including wvideo
sequences, the sense of sight is stimulated, and the
terms “display devices” and “display methods” are used.
In the case of audio media, which stimulate the sense
35 of hearing, the terms “playback devices” aﬁd “playback'
methods” are used. Digital media can also stimulate
other senses, in particular the sense of touch and the
sense. of smell. The subject matter of this invention




the, terns "playback devices" and "playback methods" are?2 mbheky 360Fes,
used. Digital nedia can also stinmulate in particular the sense of touch

and the sense_of |1.. The subject matter of this invention 22 February
2006 WO 03/ o%@@f@%ﬂoz/ 09511 - 3 relates, in its mECT{ERARAPIPOLM to

the conversion of all these different types of media into a formwhich is
suitable in a given situation for perception by the senses. The generally
i nventive aspeedis oMl Chi@reed B Lned i folLowing text _apply,
despite specifig Xpressj ons suc a%s " d%lgp%g?lm }fBI \g%/l agﬁ)%?éfe'r%ﬁg)r/li ﬁ’&
hack" etc., b&silcdl155% F&f fergtst®es hef condiapinen aofommdivaial lisng as

they are not resitdlciediaXy egskitn 9 cReEIbhC Meﬁegf:egﬁgbﬂ SUEh g
page-orientated 10 ite of text, for exan%%evThe use of software 1s al so

subsumed under THi%E ‘becHlfse TG wheh sHEY ef oRf SPEK hfipl WhacBonpueer
gams‘horI a b: e@?cpdfaﬂrEd' ipr ades st gl owinidg weeet ﬁpp&y_t h@eﬁgma@n@{fgbfﬂﬁf%aﬂ S
on the leve ry. perception. ,Despite, thig, it appears_ ]

unavoi dabl e t%a %Sse%'zi% iC %’)?é:f?rlpl & Whlggﬁgl.atfag i'nt r BAEEEECKf or {REA¥ARE of
i|lustration Wadk’beet@st rbesedaldy $pecll cfoypes off tiweli aonhepeiane
unsol ved pr oblgmg, 34 i S t 1 Ling..an 0 oncepts_for this
type of nodern di st rli‘_:tt;uélé|§0I2%(E1 f a%i S'PJ%% gg%t glr?tt.z %%ﬁ%é\%% ﬁggggﬁs t hat
the first and*Pun8RREALAF EReSs| onf | edHet heuctheasuspagerorseatankl

“willing tD025ipayst ke nRSAECtiote SQMEAN, PRAYi e Sofoéoft'ﬁar&oféugﬁééon of
digital content.via the I@tern t, above and beyond the costs incurred for

the actual |nf8PREMeS oM RaRY i dhisThESEAYRE: BVRhivhHueSOLSHagEpentiar
essential | y orxthpleechnicmbuteaf r gaheusiure pequer ed. 3kt ReFocX38DhE. a

conpany (NPB'QEW%WQQEthﬁi§R§EQ Egnggﬁer interacts on the level of
sensory  perception.  Despite this, it appears

15 unavoidable that specific examples which are introduced

for the sake of illustration will be restricted to

specific types of media,

There are unsolved problems with respect to billing and
20 payment concepts for this type of modern distribution
of digital content.

Expefience has shown that the first and fundamental
question is whether the customer is at all willing to

25 pay the respective content providers for the
consumption of digital content wvia the Internet above
and beyond the costs incurred for the actual Intérnet
connection. The answer to this question depends
essentially on the technical infrastructure required.

30

- For example, a company (MP3.COM) which is based in the

United States offers a service which includes providing
all Internet users with the possibility of downloading
free of charge content in the form of audio files in

35 the MP3 format, which originally could only be-
purchased as audio CDs (compact discs). The original
concept originally included a control component which
was such that the downloading of the MP3 audio file




United States offers a service which includes provi di ng 228fdbriaty 200Et users
with the possibility of downloading free of charge content in the form of

audio files | format, which originally could hased
as audi o CDs (como}(ﬂ;:9 'écs) The original concept orig?ﬁgfﬁﬁgghgpgég
control conponent which was such that the downl oadi ng of the MP3 audi o
file 22 February 2006 WO 03/ 019434 PCT/ EPO2/ 09511 4 whi ch was associ at ed

with a specifiwghaedi QagDégﬁelaaté@%E@h %eryéécmr }’&@iooRﬁf a%fg by, the
ronly i

company was enabl ed for an indiyvidual custo his  custonmer had
previ ousl y tranSnrited SETUREr 3 sVRe PREfarehnbl e téfe acempaREposdi ng

audio CD to thensleledr, fotheanurg@ﬁﬁvqfddam S dedtiend0 p(B:Ql/%Dt hat the g
respective custoner hagl%Lread hased a cogg f thi and that t he
provi sion of a cofrespondi 3 fFyans LAV Er eGBY AFESERSELCNg.
provi si onsSof dupyrigiwle awf 40 cﬂmms@@mdda@\ aalinotcibet6onsedeceter,

prom sing for , ~FO n reasons the o hand, at
| east for the %ﬂ%te #%%eg% EP? hggagince cohe EP%%rgﬁgsrgspg§ﬁFFeof
court 15 casescuﬁmeléthfﬁ@a@tlrte@élyorpigrmsmaanewmdél thiisghtD nathdbe

covered by thepual thyi 54 O of h la
i %%8%u5| upsite (F#a Eﬁlﬁglow of

ot her hand; according to_the theory of th ess no
money from t h&a% q(PXrﬁﬁiﬁ%ﬁ@?ﬁﬁg|Br%Y}$¥0%%s@ﬁ gapYHeghtalawof

mat eri al QOOdSPh:becappeOabB CRABIHEN beS UM a-ab| 8rbRi 8Phgl EAccess to

the server onl g,y chaS| r‘]“?‘h’ coérd:ﬁpondl ng audio CD. Thi's nmust 25 be
considered a disa vdnta&é% i a &S digital Internet econony. 3.
As a result of the fact that the MP3 audio files which are downl oaded from

the server rerir.eseg)tn ﬁﬂl?]39ngxh5ﬁ%' %090 JAELLY e Gl { & BPLESSVeT e

originally marketed on t

has since become clear, as a result of court

15 cases, that at least the original business model
might not be covered by the qualifying provisions

of U.S. copyright law.

2. Cn the other hand, éccording to the theory of this

20 business model, the flow of money from the

.consumer to the provider is :still based on the

sale of material goods, because the consumer

should be able to obtain access to the server only

by purchasing a corresponding audio CD. This must

25 ' be considereﬁ a disadvantége in the age of the
digital Internet economy .

3. As a result of the fact that the MP3 audio files
| which are downloaded from the server represent, in |
30 _extremely good quality, the items which were

originally marketed on the audio CD, and
furthermore can be distributed further over the
Internet without a large degree of expenditure and.
without a further loss in quality, there is an
35 incentive for the customers of the compény to make‘
available themselves the downloaded MP3 audio
files free of charge not only, for example, to
close friends or relatives but also to the public




furthernore can be distributed further over the | nt er nety mébiRy o | ar ge
degree of expenditure and. wthout a further loss in quality, there is an

35 incentive r oners of the conpany to make avail able thensel ves
t he downl oade‘xcxfgV\51}’%;]{21:](1%413?)‘I files free of charge not only, PFE/EERZBPELLt o
close friends or relatives but also to the public 22 February 2006 WO
03/019434 PCT/ EP02/09511 -- 5 at large. As a result, the service providers
| ose income as thegMP3audi 0afd |£s i StLib .10 a_ fuch w der public
than the original pﬁr chgsgrs ofs thlég%ﬁ%iﬁb I&% g%sgﬁt’ﬁaplrfylﬁa % gLr?ﬁo ary
possession of a sui tBBPES aBdFBeAIPBs andicediileal eme 4 stegitnitest o a

ownership of this gatR GaBerehubli® tHhan StROt oPOS§ShRY € o1 cneXxehiud
situations in which_audio CDs are |ent f%r 10 aoshért tiﬁ% 6} t he o&ﬁ%r to
third parties excli8FvEESi?drP¥he purpose of gaining access to the
server. Po$sibly also in view of the shortcom ngs of the 15 billing and

paynent concepj of . descri pbed above, another, conpany, Napster Inc.
which is basedﬁi n t%%?a grﬁ’ te%%ﬁ a?%’%‘pﬂ’é?ﬁe\}?écﬁﬁfeﬁf%t ﬁ%r HusUeEd Fodel
whose users are prowidied @0thsascessghiiealehtchar degigimaite paiidreuhiar ,
digital content whigh gfesp nt J O audio.files. In_ this concept
(peer-to-peer file sharﬁné)?%?%efgﬂﬁngﬁb fp%gegkalgéﬁFﬁé|pgg?%%ieng
storing digital corfEntude tictuHzliereli bnf whesh amddbe hébPscertedenar €ost or ed

25 exclusitgely on tde dioeal clikdt GENPHLET SoREer the thﬁea”ghr(e&e he

custoners of this conmpany. The gentral Napster server, provideS nerely the
function of an int%t QLY  fer jthe HWIRRSE r @fudRHa NG M RrEPES Lo
custoners for a spedid isemiegi.tal content and then 30 supplies the Internet
address of client conputers from which a corresponding file can be

retrieved and ] )
Possibly also in view of the shortcomings of the

15 Dbilling and payment concept of MP3.COM described above,
another company, Napster Inc., which is based in the
United States has developed another business model
whose users are provided with access free of charge to,
in particular, digital content which are present as MP3

20 .audio files.

In this concept (peer-to-peer file sharing), there is
no longer a central server for storing digital content;
the MP3 audio files and other content are stored
25 exclusively on the local client computers under the
control of the customers of this company. The central
Napster server provides merely the function of an
intermediary, i.e. it receives requests from Napster
customers for a specific digital content and then
30 | supplies the Internet address of client computers from
which a corresponding file can be retrieved and
downloaded. According to this system, it is only
possible to retrieve what at least one Napster customer
keeps ready for retrieval and downloading at a given
35. point in time on a computer which is under his control.
The original business concept is based on the idea that
the noncommercial exchange of items which are protected
by copyright among private individuals is covered by




downl oaded. According to this 'system it is only possibierdopudrebodeve what
at | east one Napster custoner keeps ready for retrieval and downl oadi ng at

a given 35 pq&(gltoj}bféi'%% on a conputer which is undertﬂie%ﬁ%ﬁ@tgrﬂgkpepﬁe

ori gi nal business ‘cofice i s based on the idea that
-exchange of itens which are protected by.copyright anong private
I ndividuals is covered by 22 February 2006 WO 03/019434. PCT/ EPO2/ 09511 6

qual i fying pragisionsi®f cepyyighbnkawerd t hghng passuped that the, o
commercial inter rredlogné a tlv%ty by Napster ‘does not infringe the
nonconmer ci al -Pri VA r abtBr SIS if st APbermeRistydi ¥F Eavionbent . | n

5 this case tdmpsdttemowieenmdn haye bhrrons el ealrontdaﬁ&neﬂcfﬁlbg%ii%%% model
does not conpl east with the. qualifying ovj,si,ons of U.S. copyright
law. Wth the %r%m%étpegin 9\#0-% %r%&EEEéE’FﬁOPhe‘% idslgr’r(‘}ailoc%‘i‘to%@%i o™i t hi n
t he concepbs ftdrisa ¢aow bbonondy Hownsebescaos dnpre tivseddite cobtant tpaevi der .
The owners of gihe L,gopyLLgh di gLt al, gont ent. haye therefore
experienced a si n,llpflg,can%gde tléglen%gé%nhg\%aﬁoarﬁfley ?gchlrﬁac,sa %Jomeﬂﬂl? in
order to be aBlV&lidydmwr g ime otf dE4S approprighte Jagment even under
the conditions of the Internet econony. in this context, technical

approaches whi ch baSih%il W sh to prevent peer-to-peer transa(_:tions on
the 20 | nt er nét ¥ o8k aprd™ar PERETtOVISSET  CRECSPAFN asth@E ur Sof nphe

| nternet hecegsauiediotens thioughe eoAPEHSST Yol ldt eFidiy Of hbSel NERREt
data streans, e to _be prohl.ematic. t he pne hand, for political and
| egal reasons i g i’}}gn g‘ﬂb 5 ut© \l/%\ﬂ"é% h%?mi%cg;ep]&%ﬂg%’fs @Bec‘a‘{‘ﬂl %ec’% npP&nent ed
on the necess&epyWigbtscal e@xf On dipgétsiher doanentnew haedni cahegonsept s for
protecting theygxehandgesof filesqnt ti .+ Jinel uding not .
adm ni strati vexlgﬁt ervention, tﬁr%ﬁgﬁ%ggg-t?@%&l@%& th évallable
technical concepts in order to be able to charge and
15 collect appropriate payment even under the conditions

of the Internet economy.

In this context, techniqal approaches which basically
_ wish to prevent peer-to-peer transactions on the
20 .Internet, for example at the level of the
infrastructure of the Internet access providers through
compulsory filtering of the Internet data streams, seem
to be problematic. On the one hand, for political and
legal reasons it is doubtful whether these concepts
25 could be implemented on the necessary wide scale. On
the other hand, new technical concepts for protecting
the exchange of files through peer-to-peer
transactions, including not least against legal or
administrative intervention, are continuously being
30 developed. An example of this is the peer-to-peer file
transfer protocol “Gnutella” which, in contrast to the
Napster concept, does not require a central server as
intermediary. The ability to identify the client
- Subscribers of such a oprotocol and the associated
35 possibility of taking steps against the us.e of these
technologies at a legal or administrative level are now
‘being undermined by cryptographic anonymity techniques




| east against legal or are continuously being 30 devel opechonfify eo@P! € of
this is the peer-to-peer file transfer protocol "Gautella" which, |n

contrast to concept, does not require a central serve
|nterned|arya&% éyﬂﬁﬁfiﬁ to identify the client subscr?S@/@PB?/Qaéﬁla
protocol and the associated 35 possibility of taking steps against the use

of these technologies at a legal or admnistrative |evel are now being

under m ned bysﬁﬁﬂpt@grgghbclﬁﬂgpygh&yﬁagghquqﬁgagZl 3; (§f0 s
03/ 019434 PCT/ EP02/09511 7 such ave been'incl Gd ferred
to as the "fre¥net!T FRoc ALORFuat e prot ecti on agalnst unauthorlzed

reproduction 5 is a basic technlcal precondition for the possibility of

sust ai ned bil L of a for t he, use of digital content by
CONSUMNers. If'ﬁﬁ% ob§£§1 8? FRIRFE G284 virgBredBFELPRg does

not appear5 pdssidl basie G?rgthngfaipf@ﬁe@@ﬂﬁﬁﬁiénvwﬂc&h tﬁﬁ@S,@absibgm&eweS

are 15 di ot r Phut S0obaCHERy e I REET e net - ARPIR e of Tishy Legal Ofat a
carriers suchdagicnd, @ﬁﬁﬁ%@tvbyycqnsumewwptéd1thiﬁ @BdeEMIlﬂwmﬁh files
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conceal ed 25 30 |nfornat|on to as
i nf or mati-on oR°ERe &8pyr|ght status of the itens contained in said files

and whi cii@annot be renoved again fromthe files representing the digital

‘ : n f itl]egitimate technical nanipul-ations.
Contenﬁ by th8r00938¥§£h1% nggngegts whggh present themselvesp for

this purpose are ones in which

- . files incorporating digital content are
15 distributed both over the Internet and by means of
physical data carriers such as CDs, exclusively in

encrypted form, and/or

- in which files incorporating digital content are

20 ~ provided with steganographically concealed
information, referred to as “watermarks”, which_
provide information on the copyright status of the
items contained in said files and which cannot be

removed again from the files representing the
25 digital content by the consumer by means of
illegitimate technical manipulations.

As a result of this approach, the cryptographic keys
which are necessary to decrypt the files have to be
30 effectively and reliably protected against any
‘ unauthorized access by third parties, in particular
also access by consumers. This can be implemented
particularly advantageously by content  providers
_ putting on the market, or having other interested
35 companies put on the market, special equibment whose
functional reliability the service provider trusts and
in which, in particular, cryptographic keys are
included, preferably for example in special sealed



As a result of this approach, the cryptographic keys waXhcbaigynegessary
to decrypt the files have to be effectively wunauthorized also access

particularly chiugng)’p(g%g& and reliably protected agai nst %%VE%@%?%SRX

third parties, I'cular by consunmers. This can be _

advant ageously by content providers the garket, or having other interested
35 conpani es put on the market, special equipment whose functional
reliability thessexltesprbui dbichr satisabie itechhiich] eaRAridsCHdre

crypt ogr aphi c i referably for exanp I n_specj gl seal ed
ZZyEeb?uaPy 20:§¥$[?B§/5%§?§gggafﬁﬁ%0%fggﬁff?f?&aﬁ%ehﬁ??e??ei#%%ﬁ _

sui tabl e t echniRatenearereslenssr soarhatst ke crtypimoyr aphi makedym lstrdred in
them are del eted gifistaaganeously as soon as an attenpt at manipulation is

det ect ed. The enbedding of watermarks in digital content does not, in
itself, yet’ provide a sustained basis for a practical way of billing for
Service providor. mom Corl e of the el o i bt by haans SP hi oh
service provider, nnitori o] e | eve] _of equi pre; E :
consuners bri i abodt! tJnléS%ng%' o BENPTW Rt af Ot eaned n}é’ﬁl‘?l@ ckpr et , the

ST YoaEshamat vl o8 Lot oo i e o
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sui tabl e 1aayﬁQfYﬁQRHPtQWé¢¢ECtmoeiyopiagenﬁ uteut hore 7z edf usguipment
_ by means of which consumers bring about the use of the
digital cohtent. In this context, the eguipment whose
functional reliability the service provider or
providers trust is constructed in such a way that said
15 equipment filters out the steganographically embedded
copyright information and evaluates it in a suitable
way in order to effectively prevent unauthorized use

processes, in particular unauthorized reproduction.

20 An example of such a technical infrastructure is known
fxroh the SDMI (Secure Digital. Music Initiative)
project.

Generally, devices and methods which have the purpose
25 of technically implementing the monopoly position,
according to copyright law, of the copyright holder or
his legal successor with respect to digital content are
referred to as *“Digital Rights Management Systems
(DRMS) ”.
30
Technical concepts for DRMS are known, for example,
from US-A-6,112,181 as well as from US-A-6,138,119.

However, such a closed technical infrastructure with a
' 35 DRMS which, on an effective and sustained basis,
' prevents the consumer from making any use of digital
content which is not authorized by the content provider
does not yet solve the problem of permitting as far as




processes, in particular unauthorized reproduction. .20 2AFrsxampbeoef such
a technical infrastructure is known fromthe SDM (Secure Digital: Misic
initiative) project. Generally, devices and nethods which have the purpose
25 of technically inplenenting the nonopoly position, - according to
copyright law, of the copyright hol der-of -his |egal successor with respect
to digital content are referred to as "Digital R ghts Managenent Systens
(DBMB)". 30 Teehwilkd cbheeidvie f odipBMPareoknowh; fbilékaepl ef Brdm

US- A-6, 112, 18] @gerve! foﬁscﬁ?@ews-cén@e%%&b@& SVeVeRe $HEBrAcE! a8ad
technical infrastructure with a_ 35 DBVM5S which, on an effective and

sust ai ned basi% NGRS et PRFE Conditfet F30m Sk SHFRMAP tR8 of digit al
content which is not authorized by the content provider does not yet solve
t he problem ermtiting as_far as,22 February, 2006 - possi bl.e flexible
di stributi on%?‘?elf)firpfef]iensgg’of and 5‘5§ﬁ'@ﬁt Ef%‘f‘m&%/]d?q al-Ccomtent “B58H80er t he
| nternet and fdy deansilbfit physi balldaga anar marisigubtdr adigbDsal Needithel ess,
|n a method aceofding (9sthgehiventd onsnlofy di SLErOUlIAgindl | Hegcand
paying for digital nedia content, as well as in a correspondin evi ce,
provi di ng a JOfMEdBh t @ a DFRVBSETEMLi s teryptogr BRUF cal Fyiphot eéfed
agal nst m sus@r ;ﬂﬂf@%ﬁi&:al@%}R}/ ebecteem ofgd IS eMBtRdONrepeRetts
crypt ogr aphi cal prot ect ed I\/E i s pot absaql utel hecessary. DRVS with
whi ch charge me i%For mafPEH canoge addeY SR R GYH co by@neans
of suitabl e techticataphciorsddpt s @retdatosd. BRMS exhspl gott habXolMitely
(Extensible é%’géa Ar kup Language), which is based on XM (Extensible
Mar kup Language) and “whose specification can be obtained at

http://ww. xrm .org/, contains neasures for configuring charge schene

information igkMs with which charge scheme information can be added
to digital content by means of suitable technical

concepts are known. For example, the XrML (Extensible

rights Markup Language), which 1is based on XML
(Extensible Markup Language) and whose specification

can be obtained at  http://www.xrml.org/, contains

measures for configuring charge scheme information in a

form which is suitable for data processing systems.
However, such approaches still do not satisfactorily
solve problems arising in the area of the technical

execution of billing and payment processes.

As things stand, such closed systems including a DRMS
will gain acceptance on the market only if they also
provide the consumer with perceptible advantages
because the presence of the DRMS at first tends to be
viewed as a hindrance by the consumer. However, it is
also not at all the case that consumers would not be
prepared to pay charges to the content provider for the
use of digital content; what 1s significant is rather
the fact that the modalities of the billing and payment

processes do not correspond to customers' wishes. In

this respect, there are considerable shortcomings with

the present state of the art.




formwhich is suitable for data processing systems. HOVEViEdn£115606
approaches still do not satisfactorily solve problens arising 1n the area

of the technical jon of billing and paynent processes. As things
“stand, such cvf@s%ﬁé@gﬁ% including a DRVMS w | gain a@SE‘ﬁf—‘gﬂgéO%ﬁlghe
market only if they also provide the comsuner with perceptibl e advant ages

because the presence of the DRMS at first tends to be viewed as a
hi ndrance by t®mre cofisuier . pHowbees , oift fdreviahso thethwical | sy Beepasedi-hat

consuners woul gl ; . prepar.eq . p charges tqQ the.content provider for
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the nodalitiesh®d? theewi| Fhagy atdigyaymeret hmowbsses doonoeptsrrespoad to

CosLo s o el ind st garachort e aiss P g ol ali e

with the gresen,t state of the art,
PCT/ EP02/ 0951 Which mrexferdiinhkestpbt ens of previous technical systenms for
distributing, billing and paying for digital content . has been that they

are based on ncepts aof a purchasi ng charge, schene or subscription charge
schene 5 whi gﬁoﬁr%‘?@?'ﬂﬁ}é&?ﬁp%.aﬁgrk%ﬁ 18, wByshenforr 8*REBWA PH

whi ch, for examgdmes byf oaeadistotacteghalymentd daynBntneddsidrnecespayyat o pay
a full purch pri e file constituting,a 10 digital content can
be downl oaded Tr o:.l'm d se%gge% |1séél e%%fs]mfeﬁ p%rt?%g?ar C?nglg}l?ﬁﬁgi oft in
whi ch’ predPousdidgirtad oforherye caneiiangdeniordeld gfrain conterteby Thes
consumer 10 deliydd Nen RSl ScSUL abl &2 52585 v'&ﬂ"q}?ngrEQiQHsand S0
forth is no I0£1 er possible. This 15 presents a considerable barrier to the
acqui si ti on offEESHIGIARATIConYERYLIBY M chBsi ki HEal envtenst diverthe not
satisfied it icorgeneralty depesmibkee WiediRMerse ke sPWLOIRSE SlBESesi N

very 20 di 111 um SR T 9P Sne8E: AATFRorka P dfiiferSoReibLS. This' S
15 presents a considerable barrier to the acquisition of a :
digital content by purchasing as if the customer is not
satisfied it is generally impossible to reverse the
purchase since, in contrast to, for example, the
purchase of a physical book or a CD, it is very
20 _difficult reliably to rescind from the consumer the
relevant right of disposal over the file which has been
supplied to him as a copy.

On the other hand, systems are known which permit use-
25 dependent distribution of, billing of and payment for
digital content using the *“video on demand” method.
However, such systems have the disadvantage that the
detailed nature of the billing process is associated
with the presence of a data link between the terminal
30. (client) and a server of the content provider. Although
the costs for data transmission using modern
telecommunications equipment are conﬁinuously dropping,
it is currently unrealistic to assume that when
consumers use digital content they will always have
35 uninterrupted and secure access  to telecommunications’
networks at low cost. |




relevant right of disposal over the-file which has been 2xpgphirgdode hi m as
a copy. On the other hand, systens are known which permt use- 25 dependent
distribution of, billing of and paynent for digital content using the
"video on denand" met hod. However, such systens have the di sadvant age that
the detailed nature of the billing pfbd%%§'is associated wth the
presence of data |1i etween the termnal 30.. (client) and a server of
t he content S%OV|%Eﬁrt%E h%ﬁﬁhaltﬂgp%ﬁétEeiaFlagtEgtFhﬁsHF§S|%nnﬁgﬁ fig
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they will always ‘have uninterru d secur€ access
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di stribution,Iridtnaty iandppayﬁrennarcameemasamlm tlat apbeafibitinet wor ks
such as the | 1N rti.cul.ar. are based on the OSS|b|I|ty of

i dentifying fﬁ%gﬁ%gﬁ%Pg%aFggo&%ﬁﬁ%?gi' hé?%n?%m%; nee RS “f8r *an |np?8ved
techni cal i nffast r ugtur e ifngprovgidst r ittrghimigsaloi | | infrastdrpaying f ofodi gi t al

content in whiahthe « SLﬁﬁilfﬁH‘éﬁ&opéfin&nP8¥”EH§L¥al|th%eﬁ@oﬁﬂ t hat
bot h the market for dlg cont ent d the market for technical equipnent
with which ditfidhathomemuen G frleemdd awnmewsdisumer in the form

of sensory perceptions are characterized by a |evel of conpetition which
is giving rise toSa knicde Wiadt ebytaf ﬂiéflﬁéﬁnétt&@tﬂi@ﬁi{lﬁmodbﬁﬁ@hﬁ of
this technlcal frastru or. the custoner
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diversity is form of sensory perceptions are characterized by a
level of competition which is giving rise to a wide
variety of different technical embodiments of this
technical infrastructure. However, for the customer it
is a significant disadvantage if this diversity also
gives rise to a large number of billing and payment
systems. In practice, the result of this diversity is
that the consumer is expected to enter into numerous
individual contracts with providers of payment systems,
for example c¢redit card companies, companies for
mobile-radio-based payment systems and others. The
level of acceptance of technical infrastructures for
the controlled distribution of, billing of and payment
for digital content is perceptively reduced by these

disadvantages.

The object of the invention may therefore be to specify
a device and a method for distributing, billing and
paying for digital content in which the abovementioned
disadvantages are diminished or overcome and in which,
in particular; a more finely detailed billing process
is possible without a permanent data link to a billing

server, for example.




that the consuner is expected to enter into nunmerous i ngiwd 2H@Nt racts
with providers of paynent systens, for exanple credit card conpani es, '
conpani es for nobil e-radi o-based paynent systens and others. The |evel of
acceptance of technical infrastructures for the controlled distribution

of, billing of and paynent for digital ontent is perceptively reduced by

t hese disadvantages. The object of .the inventign may therefore be to
specify a de@'lq%eggﬁacﬁ r‘P@tyhol?JefﬁFLﬁl?gﬁFii RATHGIE 119 ngRand2VERFRG f or
digital contémy imeads cbft hehabdemantdoned thsaduwaidmgeterar epdicenni shed
or overcone a@f’airﬁ V\’hhﬁl{} ntiag’egﬁrst irce%i%{éma LT Sffi rllleel yixq‘?(%ﬂic?rg l%irlel i ng
process i s possl T'e vmtﬁout a pernanen data Ilnktto abiTrrting sérver,
for exanpl e. @Nirebredryinooshe 12ubThainvkj evhimhy beeachiespedtavedydi ng to

the inventionrefyrfEaNsS:&f thesigatines,of the independent patent - clains.
Advant ageous refinenents of the invention are contained in the subclains

whi ch are respecti vel referred back to said clains. In accordance with a
first aspect téh%cﬁﬁl YiRentd orf 1 GSter @S5P€5% oPifdedPg nBBEEENEevi ce
for transm tinwentahsdor sterde ngiandpoovilisgl ayi ngodala, dbavicag &otwo- part
structure co i spl and,, oqperatar ntral. rt .and grtabl e
conput er (m%ﬁ%ﬂ%&pﬂt e%cf)/?]i ﬁ’éﬁonglnﬁossainﬁc/ceért o%&gﬁra%gé’tm?hegaiegpl ay and
operator conthavimpare &We-weataldterwonpe ecompasad wifr ebodisp bay wanef r ee
data connect i ils: Xampley Bt 204 n paRdabicPELRGuPERSIDLEEB1USe the
di splay and operator control ‘part as an Pn ependent term na f or exanpl e
as a tel ephorfEMRIEEQLIPDALL RengreRpesiblayer apanert asha défpiavcshtrol ).

I n accor danceopitdt dr Seetd-ASPeRirtof dte Reesemlic | B¥pPULER, thareais
provi ded a data arrlcgr havi nq:ré% menoyy area for stori Qg user-sgegl fic
a r't 6P P

data and havi'fig “ &t east” ofe Ser SHefor FORPESHON st &PTngSBEBPE Prres

Bluetooth), and it being possible to use the display
and operator control part as an independent terminal
(for example as a telephone, as a PDA, as a media

player and/or as a remote control).

In accordance with a second aspect of the present
invention, there is provided a data carrier having a
memory area for storing user-specific data and having
at least one further memory area for storing use times
and/or use data quantities of media items which are

used online or offline.

In accordance with a third aspect of the present
invention, there is provided a data processing device
having a memory card which changes its status as a

result of use.

In accordance with a fourth aspect of the present
invention, there is provided a data processing device
having a memory card which contains charge scheme rules
for the transmission and/or wuse of digital media

content.




and/or use data quantities of nedia itenms which are usegh @bi#¢2006
offline. In accordance with a third aspect of the present invention, there
is provided a data processing device having a nenory card which changes
its status as a result of use. In accordance with a fourth aspect of the
present invention, there is provideda Ifata pr ocessi ng device having a

menory card |ch cont ins char e sche rul es %&ansnission and/ or
use of digit ©ent"! 2@@@80 13O | n*8€coPdaREE Wi th a
fifth aspect jofverrtaqar,ese}merer msemﬂnoorrldetdh@r edésiq@r ovodediatdebbutentor

distributing 4 al 49 .a) at |east one
(héfﬂdmhﬁgfﬁél m QJQx99Q§ﬁ? qéyﬁﬁ

cont ent server or storing and I ng ava gital nedia content, b)
at | east one cliert) Bér LSafl ding t slomhsdita scéﬁeent%or c )8 tdhvd ngongaAt

server being capabl em@hhbaﬂ%ghlbb'l‘% d_dLlc;rg'tte@I m@@%%%ﬁ%ﬁﬂt to the client
via a data netvvolr_Ps, e server having an identjfication and

aut henti cation co oﬁ@ntiﬁﬁﬁ it h Gl 685si biEng odigifsdr PEdhe
identified and authebhiceated vvlth respect to the server, e) the server
having an itemlis in n, each case

user - speci fic |teré Irrrgst SFth erroﬁslngeFaPSbg?o?gd%rf"?Sf“ﬁEtlng
user-specific item| dsgitcent aierdrlrag cahtmract eoi $hiec cddkeatofviid emsdabhiach can
be transmtted to thecghignt by the content server. In accordance with a
si xth aspect of the present  invention, there is provided a device for

di stributing and CUSEHQ di SREFEPL medial Baht et havieRgid)catireast abfle

content server for shoth8gtandtifBKi "GmRIdAb! ey digi t ahierdi acongent,
possible for a user to be identified and
authenticated with respect to the server,

e) the server having an item 1list memory in which
in each case at least one user-specific item
list for at least one user is stored,

f) the user-specific item list containing
characteristic data of items which can be

transmitted to the client by the content server.

In -accordance with a sixth aspect of the present
invention, there is provided a device for distributing
and using digital media content, having
a) at least .one content server for storing and
making available digital media content,
b) at least one client for using digital media
contents,
¢) the content server being capable of transmitting
digital media content to the client via a data
network,
d) the client having an identification and
authentication component with which it is
possible for a user to be identified and

authenticated with respect to the server,




b) at least one client for using digital nedia contents2 Ebride2000t ent
server being capable of transmtting digital nedia content to the client
via a data network, d) the client having an identification and

aut henti cati on conponent with which it is possible for a user to be
identified and authenticated with respééf1 to the server, 22 Febr uary 2006

- 13a e) the cli ent havi itemlist nmenory .in which in,eac se at
| east one user- speti fi& (fn']tgjeefﬂnt | Y 3% 28t lItgﬁlstllo'srjr_e BTy siRe é& f) the
user-specific itemliist eaohaiqssrgy atharescdter bati m.@lﬂ@spéciﬂ:ems iwkich can

be transmtted to the gl |f%Qt QY l%g%tcgg%eﬂ%&e Lok gaccordance with a
sevent h aspect of the present invention re’rs prOV|ded a nethod for

selling data carrfleft&ehaviweedt gpeat Fic codddent ensl igeor degnsainham

conprising the foll owhagasheRsstak ”b%ttdd gidal | ye&pded,yhiens arg ppevi ded
for paid online use by at |east one | east one digitally coded

at
itemis used by the tglan|sg\&§{te61ngou§g,e c&)leél% P¥a§Peoﬁ8nF§BFoﬁﬁEt’F6n

el enent of the data <carrier is sold to the at | east one user, d) the

pur chase pri of_ th roduc on_el enen of the dat rier be|
reduced as a un(“:’ltclccc))(rjisd‘_’l(?l <t he %ialu o oM élttﬁlse fRFE g it en%?ﬁ%% bef ore
the purchase. inverscicor,damicera ih areivghed aspm:lthcr.d fcbue peéséng dahmenti on,

there s browidlad &araidiped o8 41 1Y | D8qeSecate dhobbahby sadedeh! o,

conprising the follown reproduction el enents of data carriers
having at | &3PG giktealﬁ%/l]c%ﬂéw iStéRSecor ded thereon are provided,

a}) the digitally coded items are provided for paid
online use by at least one user,

b) at least one digitally coded item is used by the
at least one user,

c) at least one reproduction element of the data
carrier is sold to the at least one user,

d) the purchase price of the reproduction element
of the data carrier being reduced as a function
of the pald online use which has taken place

before the purchase.

In accordance with a eighth aspect of the present
invention, there is provided a method for the online
use of digitally coded items, comprising the following
steps:

a) reproduction elements of data carriers having at
least one digitally coded item recorded thereon
are provided,

b) at least one data carrier is sold,

c) a specific, uniquely defined identifier being

-assigned to each purchasing transaction,

d) the uniquely defined identifier is assigned to
an online user,

e) the digitally coded items are provided for paid

online use, the use by that online user to whom




b) at least one data carrier is sold, c) a specific, unigue.Heboded
identifier being assigned to each purchasing transaction, d) the uniquely
defined identifier is assigned to an online user, e) the digitally coded
items are provided for paid online use, the use by that online user to
whom 22 February 2006 - 13b the uni quefyPdefined identifier is assigned
being at a reduced rate or_heing free af charge. I.n.accordance with a ninth
aspect of the presen%%ﬁ nVEHEYSHY t H&te e pﬁ%ﬁqigiaﬁrneﬂﬁodaﬁéﬁgned
distributing digitalbedont ertt a wethechr cadeastr hedegvifaca ddt ahalgenel
conprising the follow ng steps: a) a sequence of trailer blocks is output
on the data channel during a first tine window, each trailer block being
assi gned a spdEei faecelf¢aned wildm isn advdite;adpeditndiod didle t parisentbl ocks

are marked iiHps@cidyel YnBYeaidSQrovalicd SEAHERES Okodi GiikalriblieMBgl S

out put on the ,data}channel durlng a sqund time window which is

di scont i nuousSyF 1R} eSPREENt ot RhEDR| PEP2EFIRT WRIIGHE @afRtd t ATG - whi ch a
trail er has bseprieihputhduféonigpuirey fdtesdsdi me wi ndow bei ng out put at

| east once in the broadcast node; .d). _al.l, thas igital itenms which,are
associated with oie of Th&15%i P&r F&éﬁg‘a%f%%kgrésné?ﬂﬁﬁﬁ:i%?nggtively
by the user are sel eclaiteel ghanndk edediogt ,a downkbadedeandisdor edekobal | y;

and the downl oaded ¢igishal i@ A& Ry aé’@th%?é&-aTQEeéf?'f%i a9 a%gwli ng
to the invention may permt an inproved techhical infrastructure for the
distribution of, biFteRyisf 2d¥@ne&ynment for digital content, which

infrastructure pergy igdiReduapl emrent-atner of @ipakki al 208 totahrdeparture
fromthe rigid conneg%kgga%%agg n bthg ﬂggrqf medi a and the purchase of
materi al data y Y 7

c) a sequence of digital items is output on the
data channel during a second time window which
is discontinuous with respect to the first time
window, each item for which a trailer has been
output during the first time window being output
at least once in the broadcast mode;

d) all those digital items which are associated
with one of the trailer blocks which are marked
interactively by the user are selectively
filtered out, downloaded and stored locally;.and

the downloaded digital items are played back.

The solution according to the invention may permit an
improved technical infrastructure for the distribution
of, billing of and payment for digital content, which
infrastructure permits the implementation of a partial
or total departure from the rigid connection between
the use of media and the purchase of material data
carriers such as CDs, PDVDs or video cassettes.
According to the prinCiples of the conventional use of
media, the consumer acquires, through a purchasing
transaction, a single copy of a physical data carrier
with content recorded on it, and he can use said copy

at his own discretion:




carriers such as CDs, DVDs or video cassettes. According &H&Qﬁzgéénciples
of the conventional use of nedia, the consunmer acquires, through a
purchasing -transaction, a single copy of a physical data carrier wth
content recorded on it, and he can use.said copy at his own discretion: 22
February 2006 - 13c on the one hand, tR3§ approach leads to a situation
in which the full purchase price is charged even if the consuner uses only
a part of the cont®nt tBEor 88€on il dattditar ra@proachn 48878 okO t Re

di stribution of nedieugendentid hrough t heesakglandoibékedd Nprofcphysi ca
copies requires c | ex,and costly logistics for the nuf act ure, .storage
and retal ling of FOREERA Cushy ier vnd “eBimller “beothe tohet | RARD. e
physi cal nature ofth¢ heonfa¢mt carored sopetine tdatdecdrtieng of the charges
to be paid by the consuner to be handled conparatively easily, provided
that the uncontrot}ed QuRligAti @ReOf 488 dBLR1GAM M LT SndPia SWhicehent Iy
unattractive for the consuner, for exaone In view of the effort i1nvolved
in making copies BRTPHIR| BIR ofadfaiBit dit Bk efet®asEsPhisigadl icopiesvel s
such as inevitabl yr&ggitfe Wetompinat 0GCPpi@ss e NRAE Afi Gonteyit @meaudi o
or - video cassettes. t hough the high transactjon_costs due to th

physi cal nature JF4% adc)%‘él%'r‘i e oaﬁa%eaula&ﬁat FEERFFVIREI P hat'@tf by@tfhe
changeover to the oomphgwiss cal distribution of digital content over data
networks, at the same tine any possibility of distinguishing between the
coriginal® of_a flhg,cepresanting dightahafignt enk, pryRiedinaschedl temtely
acquired through a purchasing transaction, an c08| S, _which were
manuf act ured virteR® | yafa hGar @t t Rrmditshodths nddddiimg cedt sthies

lost. When files aggaslhesd rtubed gl tigd| ¥heVelord¥@r to be handled
comparatively easily, provided that the

uncontrolled duplication of the data carriers is

sufficilently unattractive for the consumer, for
example in view of the effort involved in making
coples or in view of unavoidable decreases in
quality levels such as inevitably occur when

analog copies are made of content on audio or

video cassettes.

Although the high transaction costs due to the physical
nature of data carriers are automatically eliminated by
the changeover to the nonphysical distribution of
digital content over data networks, at the same time
any possibility of distinguishing between the
"original" of a file representing digital content,
which was legitimately acquired through a purchasing
transaction, and copies, which were manufactured
virtually without effort or without incurring costs, is
lost. When files are distributed digitally over data
traffic networks such as, in particular, the Internet,
the distinction between "original™ and "copy"™ no longer

makes any sense whatsoever.

The solution according to the invention may therefore
be based on the approach that in a digital economy the



traffic networks such as, in particular, the Internet, Dbhepdis)bageion
between "original" and "copy" no |l onger makes any sense what soever. The
solution according to the invention nay therefore be based on the approach
that in a digital econony the 22 Febr uarg 2006 - 13d purchase of copies of
a file representing digital content, WLBA the subsequent right of disposal
of the consuner acquiring the copy, which right follows | ogical, from

t he purchase,P a %‘% Wi &t I%a&ll&pﬁﬁgﬁ@ﬁ?é‘&lﬁﬁj tﬂég&E%&ept of
the granting cdrgener,al vythotheaysErgquent | ghtst obfactiegssanid aSethg” access
ights?) 1O LA SERSUMELoquiip ROWCYRE | Sy 8 HERUl & AOGhONOgH13Blg €O

exert the relevant rjght of disposal over-a data.carrietr which is typical

of its posseGPLIAE LrPBsUFRe oPUPS SSar Vg AfangePAREST rPm Bhir chase
and owner shi plemﬂ:tcmw;deﬁmmmcar Yygr atel ngoofcepitghtts  oheacgeastand use,
on the one hal(%r?elsaol A %r Wi ded 550 weqtgr%@s' egg&@@& fddfs %' ch

represent di g cont'ent e ruary can copied at w |
since a suitab %Pci?cﬁﬁlﬁjcﬁ@ﬂs )ce’E'ﬁnltéﬁl CORPPESEr Ut élcﬁ’tea‘f?srth%lta?h@
possession ofefdldr i gondlchigeld | &isldy tbheexcortsutke irelreanengeightdectsi ve
for the use praggas WoeLeas [du{actaliiokne non ext i likesalutieg
according to tlh |nvent‘|£on t he %g s aéesug% can %(n p& nC| pl e% copi ed
and di stri butRIFSRSHA- by the consuner without adversely affecting the
interests of the owners of the rights, according to the inventive
sol ution, onlAs theresnlicalk a:hd.esgz-arﬁagmgsn dhdfryarediwan fihomhpischesessary
to use the Conenbunglohlle LieS: QPN NeLhED- he ikeptost Lighty under
control using teacflcrﬁscsa?an%arise; on e ot% }? ﬁ ?% tg%ﬁle I‘ll Kk Oarl SI% %lromthe
use,

- on the one hand a solution is provided to the
problem that files which represent digital content




dependence of the consumer on the continued granting ofy)ypgflsy Sfo@ccess
and rights of use by the service providers potentially becones” greater
because, in contrast to the conventional nodel of purchasing and
ownershi p, the nodel of access and wuse is based on the assunption that the
consumer can continue to have access t1d% service provider who is

illing, d d_al t ual | bl e t ide th [ to which th
Custoner is  entitPdl Of FRELBASFY OFL i ghA-Df 2afUeEebaHdHBE 19 F P he

servi ce provi der, fethwhealkvenfrassonsture| nsassdohnthitbebpoissession

di scontinues markeif ngroai §PegiF) creont epl, chor cexalRke far necaparke
reasons or I n res-pé)nse Io e%(t er% pressure, 1 nsuner,. 1 s_.no Ionger

he 0
abl e to access hi SATHT¥edOlofy'e WHIThPRBERIS’ t FREF St o hi §2pbs<8ssi on
and archived, fortlmontéoneekiconsiunpthicon ssrldituisey asometdiingg wei clihwoul d be

possible “ﬁth_theiﬂ%&ﬁ%ﬁ@ﬂnﬁhQ”QHQQ§§e§§!Qﬂuﬂpdéén The ﬁE&ﬁ%ié{baﬁéording
to the invention nqy Ierefore .grovbde, in part.i ular,igltechnlcal
infrastructure w tfPY#T cAPS cOheEptPBFedcss Yartd uRBE i SadetElAfi cal |y

22 February 2006 -wilthowossiibkesadya aE@cdenenthef indrersisysl ementheo, the

purchasing and poss@ssidnorodels Jhen@spestcahdl AkeHA{g antahd;yrdul e
into a solution according to thi i nvention as,exgl ined in nore getal
bel ow. may al so waﬁ?%%t%ﬁégibISH ¥ syitifesi zer+bke®l and3°CF§85E<9P6R" as

the right of use canfdyenatiieh tehachphysinealessbjrgcttavhied tBedicbhiteokt to
duplicate and furdnerqpr ¢11BCOMRAY aleSchoh hAS GNUTPLeph 3trREEEGPLI Dl e

formthe rights of use which are transferred to him By Vvirtue of
advant ages of the Ut i ot MY YSEHEG NASRITN it is possible to
make charge- incurring concepts for the use of digital concepts by the
consuner nore-attractithe | ptherpahbsdp wihd frieeke arising from the

dependence of the consumer on the continued
granting of rights of access and rights of use by
the service providers potentially becomes greater
because, 1in contrast to the conventional model of
purchasing and ownership, the model of access and
use 1is based on the assumption that the consumer
can continue to have access to a service provider

wheo 1is willing, ready and also actually able to

provide the service to which the customer is
entitled on the basis of rights of access and use.
If the service provider, for whatever reasons,
closes down his business or discontinues marketing

a specific content, for example for economic

reasons or in response to external pressure, the
consumer is no longer able to access his acquired
copy, which he has taken into his possession and
. archived, for continued consumption and use,
something which would be possible with the

purchasing and possession model.

The solution according to the invention may therefore
provide, in particular, a technical infrastructure with

which a concept of access and use is made technically




of -charge file sharing facilities as the consuner is providegwids nore

‘than just a file which incorporates a digital content: - on the one hand,
a uniformquality standard is ensured, i.e. in contrast to nonconmerci al
free-- .of-charge file sharing facilities, the consuner does not need to

“allow for files which have been condit i]t)E'héd in a technically inadequate
way, and by virtu f the concept-explained in nore . etaig bel ow - of the
status ri ght sp%%%lek?f% Pechni"ER PSS renPari . PEPPSEPERSI b1, &PSt he
comer ci al | emetcha oi o dnd)ures rsodivet snodelch  provi de the consunmer with
attractive added features, above and beyond the file which represents the
digital cont i C tLo e t .l,h.conj.URctL: wth
the inventi oﬁf}?% %ﬁg%ﬁtﬁke gﬁ%%%%%néo?a%l ???ﬁggo%%’gﬁdg. Sgé&%ﬁ? for 22
February 2006*SAY%0RITA ou34tPETAEMERLAOD1 BS axlafingd ain nBdra €6hBéAt can

he carried ouef®¥ rday} aiDEo madelt OhosoNLEAt tBr QyhERES i 3Bdrhgerazhar ge
nunber of copsuners b s of one technical portal data rocessi ng

pean .
devi ce. In parf9TFETLCMi d&%ar BES ndt ks %% (WAR) h BE u&tel bdth By
content provigersidal | ohd ecti | elsiclonsitd t dtiiffid cdilgi tad chintlenia tent antihe

P el far e, PraRaRadO LoV i iBorBRTLRLEC ol e (RIS UIBR bR fonh,Poda 2l d

files fromthis portal data processing device. . ifnparti cul ar %t wo
enbodi ment s @GRV forgel eelie ve diditd dualf t rassni sdiieh of aspecific

content 101 onh-gdemanded emyie portal data processing device to a
specific device which is operated at the consuner end, and 15 nondirected

transm ssi on of SfeCi fic. c%nt ené b "broa%cast O technj ques fromthe
portal data By virtue of the advantages of the solution according

to the invention it is possible to make charge-
incurring concepts for the use of digital concepts by
the consumer more attractive in comparison with free-
of-charge file sharing facilities as the consumer is
provided with more than just a file which incorporates

a digital content:

- on the one hand, a uniform guality standard is
ensured, i.e. in contrast to noncommercial free-
.0of-charge file sharing facilities, the consumer
does not need to allow for files which have been

conditioned in a technically inadequate way, and

- by wvirtue of the concept-explained in more
detail below - of the status rights and its
technical implementation, it is possible, at the
commercial level, to configure products which
provide the consumer with attractive added
features, above and beyond the file which

represents the digital content.
" Technical Portal Solution

One aspect in conjunction with the invention i1is that
the distribution of, billing of and payment for




processing device to a nonspecific nunber of devices omrRbactPOGwE set of
consuners. 20 The portal data processing device can al so manage rights of

access and u t billing data from the device ﬁg'

operated by t qu%qgﬁﬁgﬁg, and on the basis of this bil?F thFZBEFléan

performthe 25 billing both of the chargessfor use which are to be paid by

the i ndividual consumers as well as the billing of the royalties to be

pai d to the individyhl medneentontprovi dens beFi dflairi:yecét & tpof &al f{d@_faﬁ_:‘ge
rocessi ng devy apcal Y, cor ondi n men rocesses.
p g hfoef 2B AR t&H ! f¢§ %%F Qn %5355 ? E%%eggpﬁ% d

30 It is particularly advantageo S ce is
operated in a FOREUIT-ShiBW Eeanent of rmmerouscbmmea% opolrltgﬂtscﬁrt@

merketed ol nitaceddion dagaene haadpdidie SppsuTelsis spated dde fised
enter int oJ a n%rrbce? ofﬁ?ndl V|ldual contracts Z%S'll'i'ebr&ary %%%% eh;?”

owners of Pi ghﬁ@AN al FaPhdte i ¥srel QB y Mvs @ontenlyl @rgivdissr scoher d@ladm th
the portal 0pef:elem c&ﬁsﬁh@@izﬁ@rdbgﬂsaltJssn@@ﬁ{:abneet RhRr BRRSSIINGagySt €M
can be set up bea.cocﬁ)ent ar chi all the files wth digital

OCEs BT Frar B eaisasb}g FE@UFPnafmﬁm &R Gremderdal

cont ent whi ch ‘Have tre
operator is plssial, fnﬂesonﬁ:aomsdtht@otcltal c@@s@nqiroctékssau@sufehﬂ&eqf

assunming a ty Q respect to th %fi_urther
avail abigl ity gfer{]e se |ce aq'ﬁ |sé aés;lng)o\(léla S i lfllzléewrcl? t of access
and use. £fen if the owner of the ri ght has dispensed with a certain
content and does nGielMcHl D Cﬁ@&i@&'éuﬁ?”a%'r%%sﬂﬁ@.m%r hi y§ ngs&vgglfge

respective files (referred tQ as "abandonwave"), the consuner~can
provided with a c&tSE&tati oR? | ndgREBAJancEr Wt h trh% r pgttslof data

processing device to a specific device which is
operated at the consumer end, and

15
- nondirected transmission of specific. content by
“broadcast” techniques from the portal data
processing device to a nonspecific number of
devices operated by a set of consumers.
20

The portal data processing device c¢an also manage
rights of access and use and collect billing data from
the devices which are operated by the consumers, and on
the basis of this billing data it can perform the
25 Dbilling both of the charges for use which are to be
paid by the indi#idual consumers as well as the billing
of the royalties to be paid to the individual content
providers. Finally, the portal data processing device
can also carry out the corresponding payment processes.

30
It is particularly advantageous if the portal data
processing device is operated in a mode in which
content of numerous owners of rights are marketed
~ jointly:
35

- on the one hand, the consumer is spared the need
to enter into a number of individual contracts

ta




access and use, via the portal data processing device. ZBhebagiy abogat a
processi ng device can also be configured in such a way that it can be

operated as a conponent of "Peer-To-Peer" file sharing facilities.
such a context, the files which |ncorporate digital content are held
avail able for retrieval on, for exanplé’ client conputers which are
operated by the consuner. The managenent of rights of access and use and

the functions rel atitlg swnéhe bfl kipatandpaymenrte tdhefedyPiLal | ysrgmin
with the portal data rocgsglqg device. O fline node Anot her aspect

relating to the i
t he paynent of charges

content does not Orecé$sar plchemeedatd, betloonfoautradd slatas peobessing
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say, depending oniﬁﬁ% credéﬁ BS Se% %#I td Bk ééhé%%@zg gﬁ%y? 989
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edeansr@braqslidabhe deyvice agcopding t@d hgortAyention
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speci fic degree

t poli cont ént ~ providers or

w t hout there havin 8 to be an unlnterru ted data traffic connection

some formof billi

device, during thichsine:, Fan talgxnunnﬁﬁe odur heguaihdymea itRber vaF

betmeen t wo biIIin%%Uﬂgﬁiofu% %?@1 epess rék%ézﬁggﬁt{gg%égg%Fgefse
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umer-1s ed IocaII i"n

In

112Gt Wit Hig PAHAL GRETSHHAT- ng and/ or

whi ch have been incurred for the use of digital

to

rédter , 1S npﬁércteidcul at t oPRB2FAFPR  dHt™H prBRessi ng

0 use

next bﬂﬂauﬁyhﬂhn&KBthdﬂbasﬁgrﬁ@camWhl@@ tilse assnciatedal |y

l'iabl e charge for ,yse Iﬂbs £ deg datgesds PPl ﬁ%@b' yEé&?‘”ﬁd tie

sui t abl e technol ogi es, ai nst unaut hori zed mani

ations, parti

i ng
cul ar

by the consumer. W&t %) s&ihs etidhpr Baﬁdéilr%nensr%i Uéﬁéur?erC%tﬁa@e to
nmake a deposit incendent Grd\ies the: Giedh ttd | Skn {10 PrOELSSRS Qhgt he use

of digital

archiving the respective files (referred to as
"abandonwave"™), the consumer can be provided with
a consideration, in accordance with his rights of
access and use, via the portal data processing

device.

The portal data processing device can also be
configured in such a way that it can be operated as a
component of "Peer-To-Peer"™ file sharing facilities. In
such a context, the files which incorporate digital
content are held available for retrieval on, for
example, client computers which are operated by the
consumer. The management of rights of access and use
and the functions relating to the killing and payment
then typically remain with the portal data processing

device.
0ffline mode

Another aspect relating to the invention may consist in
the fact that the billing and/or the payment of charges
which have been incurred for the use of digital content
does not necessarily need to be configured so as to be

synchronous with the use process itself. That is to




content which are to be billed later. It is preferable Iordaygy20systemin
which the risk for the content provider or the billing conpany is limted
by the fact that a further use of digital content is prevented if the sum
to be paid which has been run up exceeds a specific threshold val ue.
Further use of the digital content is nbt ®enabled again until billing and
paynment have taken place. Card Mddul e Yet another aspect of the invention

may be that a@ayexcla@@gﬁa@h@ rmﬂulﬁhélk%r%ld%entpolfﬂf exgapl ecdteqhti pcard

or a flash nennr¥ nodul e, ﬁﬁ Ee used in art|c¥6$r for storing |g ntity

i nformation, BFPTIAGS i Hor RaLidRTanOPRAETT | M6t nEPPBHTSThi € hod§l e does
not necessaridyloeed to becetheddediasl aoaaekd:r kb S splesd fRossichirect 0 use
ot her forns bryary 2006 MD 3/019434 PCT/EP02/09511 19 exanple
ones whi ch ar%fsu % Eg gr gttaéhne%g' fd? xanp?% semnn% i h° ortQOnding
in, to itens Pivehbidm nylitRontt Hdesakehatisg nphi did yant heinscemrupaed

modul e” wi | | dz?t@%f@?ﬁm?%?ﬁ‘%e@@i‘@ﬂe ) 95@%;59&”%@%%1&' ﬁgSE%nQ%r

expressly considered as 1Inc ed card an i nterface
by means of whicRFHE1IEHRexERangeE d&toéft\ﬁﬂ{ hdet AerPEesATEY | AeFareicul ar

10 with a pi e@erDig eqtHiertinai Clrols ﬁHEEabﬂ)@rp@@Q Otﬁﬁﬂﬂfged o ot ifeki ng
di gi tal contgft Q&C p% Ele to.the hfgsune é sen tHeans sai d piece
of equi pnent 5gﬁf EFFEE™t & el B 529 uS&MEGui 1€ TRES SqaeaY
transnissiondﬂ@atabéaphagetdcnhexaMﬁlamManoﬁlné 1ﬁmbmmmbmmshlms by
means of el ecééifé’%%@& Ugds Ly PP ER“B?gégr Ro %%”tﬁ%ﬁ{(efﬂ?e'%e 0f CQPNegL 0“

“lines.  Likew se transmssion O ata can ina wrefr
fashi on by MRt of bAliBEg 0 FimR, B6r éhﬂnﬂ@aﬁatcofﬁingb@bl%hg Btb@tooth

standard, or dyhimonaldcly Zpléﬁlﬁé’CéEQf?@rf8£SH§é|YThfLQr r8%8PRLY HakRAg an

infrared connection ac%ardlng toth r DA standard
secured, using suitable technologies,

1s prefera
against unauthorized manipulations, in particular by
the consumer. It 1is possible to provide for the
consumer to have to make a deposit in order to cover
the credit risk from processes of the use of digital
content which are to be billed later. It is preferable
to have a system in which the risk for the content
provider or the billing company is limited by the fact
that a further use of digital content is prevented if
the sum to be paid which has been run up exceeds a
specific threshold walue. Further use of the digital
content is not enabled again until billing and payment

have taken place.
Card Module

Yet another aspect of the invention may be that an
exchangeable, module-like element, for example a
chipcard or a flash memory module, can be used in
particular for storing identity information, billing

information and payment information.

This module does not necessarily need to be embodied as

a card; it is also possible to use other forms, for




A card nodul e can advant ageously be used in conjunction ovdbiudrpeogeP! uti on
according to the invention 25 for the distribution of digltal content for

exanple by s |te speci fic address information, i refer
i nformation é@%@[}q/ k paths via which digital cont eﬁ?'r(:%ﬁo%éo%ﬁll

accessed, or by storing the files represanti-ng digital content on the card
nodul e; for billing by storing billing-related data on the card nodul e,
and 35 for paywrmiply shes n‘ghﬁehamthaltabdenofb&eaaﬁaccﬁ;errﬁi atesrto the

h 2 Feh d
ol e al so 1SR e rid ot A En ARl B B (g e TREard

nodul e can be used in conj unctl on with a nunber of |nd| vi dual pieces of

equi pment for pwhi ctthé)tmwv'é@ é%ﬁﬂ?m &eéé%y“&%dcﬁq%Lw feRar ate

contracts for _use and payment er aspect 0 rivention may
be that alP tf® PPREs hflew i Mowieystat eolingrt diowwht ahe arbsr dicerhpl y

di stributed i rxgnegteddiyife A &d 6518 tuddd 1S tHa@ssi bl e, in conjunction
with a cryptographic DRVS, to effectively prevent unauthorized use of
digital- content. Wth respect to the use of a cryptographic DRMS it is

necessary to Sth@:r ecdhe kegubde keys.art hmt@:fﬂam@gbﬁlpﬁiean&eyﬁ With Tdh, af €

f .t resentl n ontent,
o o ault abl SEbchtrEardRa tdie [RarH netbihe fRISET ude (hertEonieh
whi ch hav&0 be@-ntdh St i liteste | rofenoa!qmtmmleritor rwhlctm tie s sontakie vm@ a
- card nodul e i $1d3Qhed Vfbxcarg in r&l{:{?tgf Q:'oi'lftgﬁ@n? %td.'blbe encrypt ed -

modul e i s used, the rrultlrm|a| can, on t
a decoder - consumer by sensory means, said piece of equipment

being referred to below as “use equipment”. This data
transmission may take place, for example, in a line-

15 bound fashion, by means of electrical plug-type
connectors, contact fields or connection lines.
Likewise, the transmission of data can take place in a
wirefree fashion by means of a radio link, for example
according to the Bluetooth standard, or by magnetic

20  induction or wvisually, for example using an infrared
connection according to the IrDA standard.

A card module can advantageously be used in conjunction
with the solution according to the invention
25
- for the distribution of digital content, for
example by storing item-specific address
information, i.e. reference information about
network paths wvia which digital content can be
30 accessed, or by storing the files representing
digital content on the card module;

- for billing by storing billing-related data on the
_ card module, and
35 o
-  for payment by stoi:ing data on the card module
~which relates to the payment method and the
payment path. ' '




specific way, not in a card-specific way, i.e. the cardyj Feyis

provi di ng authorization with respect to the decoder, whereas t e data of
the files representing the digital content to be used is decrypted by the
use device by neans of cryptographic decryption keys stored in the
decoder, and is converted into a formwd&ir can be perceived by the
senses. In this context, the card nodule preferably provides

aut henti cat i O@Si&% A tegkd &recme U§§sge\@aee1ta>tar£%ens of patabhQar
crypt ogr aphi c %n ocol usji.n a transmssion interface. 22 #ebruary

2006 - 21 traghd Heéﬁéﬂglgl saes e {FREGUFENEG SR els ¢3¢ &7 the
ot her hand, beomjumcytpi@d |wmah cad d-ngfeed f icf waiyhd iRatdudal apde;tm;erofpecn fic

way, i.e. th sed tor the cry to hi decr tion _keys
whi ch are nec% &gég éo d%%ryp éi lt gbn é%ﬁd B? ﬁégp5¥sFﬁle to
transmt t he@@@b@@@@m«@scmmtrw@eﬁ@delsm@Chrpayiwqmat ely secured
data transm ssion link. The data of the files representing the digital
content to bgrused can then be decrypted by the use device by neans of

t he cryptographi c decryption keys whi ch are transnitted by the card
nodul e, and converted into a m whi ¢ch can, be ved b enses.
F exi bi e Charso SERBRE ROREFE AMorHEs SSBRCLiBh PRY. TR GHRTone hy BB & hat
t he consunerfxﬁeﬂ|ghiah dnnbepbﬂaid%ﬂﬂgﬂﬁﬁkﬂb@ﬁtéﬂﬁIaeéypréébaabQQ way
and billed faah{ i%/rlb %Sohm’i ns L. PR cular that a prfs'ublte way 1§

provi ded of en 1’ng e conSUTEr LS pay "a charge Hie cant ent provi der
only for thoszeomhle}nsmf coutnptdioa widis avndeypthegrdpisial BBMact Gal |y

used. |f onl Yefepd{{voly a BuledJiRdi aynbhefbls uged udd 1 %POSH:Big,l0
provi de a charge schene whi ch al so demands only a part of the charge which
was content. With respect to the use of a cryptographic

DRMS it is necessary to store the key or keys, the
cryptographic keys which are necessary for lawfully
decrypting the files representing digital content, in a
suitable technical way so that the consumer can use the
content which have been distributed in encrypted form.
In this context, when a card module is used, two cases

‘are to be differentiated:

- when a card module is used, the multimedia items
can, on the one hand, be encrypted in a decoder-

specific way, not in a card-specific way, i.e. the

card is wused for providing authorization with
respect to the decoder, whereas the data of the
files representing the digital content to be used’
is decrypted by the use device by means of
cryptographic decryption keys stored in the
decoder, and is converted into a form which can be
perceived by the senses. In this context, the card
module preferably provides authentication for
itself to the use device by means of suitable
cryptographic protocols using the data

transmission interface.




set for use of the entire item Here, a distinction is Jmgls weRN - an

itemspecific itemcharge level in which the billing is carried out
i ndependently of the device according to properties of the item and - an
equi pnent - speci fi c equi pnent charge level in which.the billing is carried

out independently of the iten1accordrh§ t0 properties of the equipnent,
and 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 - 22 - hybrid charge

:eve: str\llec]tuLes ?ﬂ{mﬂsédclﬁfrdaﬁnddﬂh@ changedl, evteiebarmgleghlécmi@?at@iﬁérge
evel in ic Qr_exanp e arge can be de or _.an item
if it is used on aPtecB”o ?5hu?€m%5tkgnah gﬁap%Pﬁf¥gt%§afé%‘%r8§£ﬂtat|on
quality (larger ﬁpe&eznﬁldoewapr sotlnclnqwaldécyocﬂ)er{és‘gsedlﬁce:) wdasi ¢.e.
instruments for thg,d tqggg@argg Vel arg 1Qto élﬁghgpengb Pk%éh for

exanpl e |istening tlne used 1n the case of aFo conten speC|f|c
billing, for exanﬁ@nwmﬁ@mfwhme@r@fneac‘pag@rr)rt@n@l@@ryﬁmtb@nt ent

whi ch have 15 beeﬁc}l—h colﬂl)tléh‘td bii L1 i 199 ppdelsss fire ex:%”p‘:%ansmlt
vol une-oriented billin i s nodjfied to have portions with

time-specific chaﬁﬁ@“%%h rYRF%Qﬂac%ﬁ%ﬁof A Q@epaﬁ%cﬁ??éntgaateﬁP
content. For examﬁdﬁqddﬁhkyuﬂaytdﬂﬁd.uﬁ%tﬁhlQhah%mﬂ@@ibdedlﬁﬁk uskeof hal f

of the volune of g, digital,.con 19 cou d be . set t half.th cha
provided for use 6%q¥%e:§n |re£ TohTRhTSeT %l?%e ¢as l%%EadeaP% Ptcontent

in the form of atexXe iused (dookihemeasudereyptedubd beecasei édvbae for
exanpl e by referenge tQ ffle pagespused, gthkéghQQ ggck9§t9¥ﬁrak gurber

of pages.- However, "ot her nonlinear cha re al so OSSIb|e
I'n 30 addition, thiiGhakédsi t tppBsmbEEedo BV f fidtentiasde aedpde, whabfer the

consunmer woul d |i kedv@s)] aifubt ismeebAn which can be perceived by

the senses.
Flexible Charge Scheme Models

Another aspect of the invention may be that the
consumer of digital content is registered in a finely
detailed way and billed fairly. This means in
particular that a possible way is provided of enabling
the consumer to pay a charge to the content provider
only for those portions of multimedia items which he
has also actually used. If only a part of a multimedia
item is used, it 1s possible to provide a charge scheme
which also demands only a part of the charge which was
set for use of the entire item. Here, a distinction is

made between

- an item-specific item charge level in which the
billing is carried out independently of the device

according to properties of the item, and

- an equipment-specific equipment charge level in
which the billing is carried out independently of
the item according to properties of the equipment,
and '




itemas often as desired, |ike a conventional purchased 22iﬁe?paaﬁ§@§(% paynment
has been made on a single occasion or whether limtation of the use
processes in_terns of 35 nunber, for a significantly reduced charge, is
consi dered. MO % /A3943ossible, for exanple in the casBC'BfEP‘ézfg%ﬁlitem
to determine the charge as a 22 February 06 WD 03/019434 PCT/ EPO2/ 09511
- 23 function of how often its individual pages of text have been used by
the consumer. 11 thenshat gedte theyusesolyarppge- gbhenLed LeXLol bem, 5 is
cal cul at ed exclusiv per_ page-di splay process, there s a serious
di sadvant age that tFEIGR utEYoe 2BEacehipresds Chefrag ekgvely ihr bbgRh. i s
lbi I'l ed innb an ]gextrem%yegmpwf \Qflay lfji@hl%ﬁe_cﬁé?§émgéna%é rk%élh%lﬁ?e@r%ftsﬁ at
arge nunber of pages possi bly be spl ayed in a shor i,me withou
t he consuner act ualgﬁrﬁ/ gﬁé@i rfgtsbéén Wbl élstetcg u‘gﬁ tthePt8SBe @l vEIPABEEENt ent
as is assbmed in tWhisicheegei ssheee teedgireddntari drhequalhey haadgethe
charge for the use age-qri ed . text.Jdtemis,calculagted purely as a
function of tine, éﬂ%gggﬁoaﬁﬁggﬁggﬁﬂﬁﬁ1dnﬁgjﬁﬁ%égég#ﬁ%Hﬂﬁﬁ$§advantaged as a
consuner in conparison wth a fast reader. An advantageous conpl ex charge
scheme model eaipf OMidiundiit P! WA ANSHSEURIIINEd Page: Tel at ed
charge per page displayed and a predetermned orientation tine 20 is
fixed, it being assunmed that a page cannot be absorbed by the reader until
~this tinmelbas -expi rtdghe-spics fef BBl BadONdbs Cld@inpateory: deafiAly £umstion.
Furt hernore, each pas%t«?__1 can Ejseeuassi gned a predeterm ned reading tine, after
the expiry of whi chSF & LE&ufEse laty e charge schene, that

the consunmer will have been able to conpletely absorb the page content
provided. If the tipg. pari . QL .G . pecific page ..s presented_on the
di splay consistently Eﬁ%ersggﬁggag\ﬁ%lﬁi;l%fgs't ﬁfgc’%rt?xé’n ati otnh‘?i e sfort er
~than the 30 predet &®iefePt eadpageriond entiedl syexenrantentf othich have

15 been used;

- hybrid billing models, for example volume-oriented
billing which is modified to have portionsg with a
time-specific chargé scheme, in the case of a

20 page-oriented text content.

For example, the charge for use which is provided for

use of half of the volume of a digital content could be
set‘at half the charge provided for use of the entire

25 content. In the case of a digital content in the form
of a text item (book), measurement could be carried out

for example by reference to the pages used in relation

to the overall number of pages. However, other
nonlinear charge scheme models are also posgible. In

30 addition, this makes it possible to differentiate as to
whether the consumer would like to use a multimedia
item as often as desired, like a conventional purchased
item, once payment has been made on a single occasion

~or whether limitation of the use processes in terms of

35 number, for a significantly reduced charge, is
' ‘-considered. It is also possible, for example in the
case of a text item, to determine .the charge as a




exanple, as if the reader had only used a proportion of 2Xf@reppbedy which
~corresponds to the ratio of the actual display tinme, in excess of the

orientation tj 0 e predeterm ned reading time. For the ,renmaining 35
(residual) pr‘{()(ggdr:’t/i(%]ng‘g]4 the reading time, the reader iBCTABBPEARHSHLtI ne

credit, i.e. if the consunmer displays _thg sanme page again, a renewed page
use charge 1is demanded of him once a new orientation tinme has 22 February

2006 - 24 explureckicanlot ok heresedi teds iasy dial: PEOROLT bEN L S
expired. It i eael SQ %odz% ble to collect Jé|| t he -t%mgcred?tggi\f\g?%ﬁb%ave
arisen due tostré'haLi % T OHST- the reading of a page in a
user-specific tinme credit account. Further pages can then be considered
free of charg r t b count..ln the se of equi pnment _charge, |l evels,
in particul are.If; i@r{eg- epéernﬁée:n?g]éngglei ngcﬁ%?gfe gt jgﬁ"%t%sg?ﬂ eltam

whi ch, forJexd®l salgudpssid | exicidisiivelal peecepafe-aduppaent piscesapl ed
for the use ofrape desirgd iie f of. rs.. Even.if the represented
aspect relates to a technica ﬂ?% rgcgjtsfaﬁdc‘%g%r%ea i C aﬁerﬁ#‘?s ‘T’%E’fu hé€finely
graduated bi I9988§¥ oPregessselof “dpgiint ddmaghbyishéicbhsdimin, athis of

course does nektpicgeilyde phange sal ”E%r""hizlég abe=hased gn Tlat tFl'if‘é es.

This applies both to unit . charge level s and to equi pnent charge évels.

Billing Yet aRGCRESSasfectlddos hY RN IYn RATLe Ry tprssiely ofbe he

di gi tal cbirt endtisipdalied det an stertbasinge ofi fHitit GRS GBaifie 408l 5ty For
in a currency which

s | rogogn zenoueny BEMCEIR BB L AaTReom e AR SR iher

val ue units i 3sderwpumeddion thés betsimpof sthemdetmbdsl of Iltﬂ‘le Uﬁel?ﬁékﬁgs
Char g schehe TogeL ot b1 Pﬁg?f?ﬁa*%% s 1 G TR0 Sty TS ore

significant: Xt item 1s calculated purely as a function of time, a

15 slow reader would be unacceptably disadvantaged as a

consumer in comparison with a fast reader. An

advantageous complex charge scheme model can provide,

in particular, one predetermined rage-related charge

Per page displayved and a ‘predete‘rmined orientation time

20 is fixed, it being assumed that a page cannot be

- absorbed by the reader until this time has expired.

This permits a nondiscriminatory leafing function.

Furthermore, each page can be assigned a predetermined

reading time, after the expiry of which it is assumed,

25 in terms of the charge scheme, that the consumer will

have been able to completely absorb the page content

provided. If the time period for which a specific page

is presented on the display consistently after the

expiry of the orientation time is shorter than the

30 predetermined reading time, the system acts, for

example, as if the réader had only used a proportion of

the content which corresponds to the ratio of the

actual display time, in excess of the orientation time,

to the predetermined reading time. For the . remaining

35 (residual) proportion of the reading time, the reader.'

_is'assigned a time credit, i.e. if the consumer

displays the same page again, a renewed prage use charge

is demanded of_ him, once a new orientation time has




on the one hand, it is possible to prepare, for the co ar@P006
invoice-like listing of the use processes of digital content I ch he has
carried out, for exanple, in a billing period, fromwhich 22 February 2006
- 25 the consuner can see how the final amount is made up. - On the other
hand, it is possible to produce, for th&4ontent providers, a listing
indicating how often, and if appropriate also at what charge |evels,

speci fic par tes;pzﬂ‘réchelénﬂygttalth%orax%altéaﬁvneemys Hop @ﬂﬂlMatlﬁaerall

charge to beﬂoalde to g ggntent rovi der mgi qic lg&ﬁﬁ g basi s.

Consequent | y,*35he®8Bi it on HecdPditiy? oPPRELPATentT ofi k pBB%lble to

provi de a mlﬂmmg)sewadnEsfowhuhh hseeofahqyamﬂ awnt end nptematyréor t he

consumer but ¢ Al fi0for Ne CON Loy ders p8q8 tack- Rasedshashron and
rights A further

wi t hout fl at rates Status aspect of the invention may be
t he storage(ﬁlm%kuﬁxtﬁhtur§§Q%#¥ésp&%ﬁqﬁ?ﬁo BREEEs &£9@ pritittyPerights

("privil eges"gorwiddrddher e aMeth0aje aaa rehiby aczepitet i ng use processes
whi ch are made possible and billed using the card. It is possi bl e, for

exampl e: 10, g YhgeLar e serohbe bl e.t A8 J0ri 1 pe thase, - pages

of a text item which A& has u% rcren ‘on"a tharge- payi ng
‘basis in the tpasi- daHendeQﬂsenabbssgbb@aﬂngbwvﬁbsf@Kﬂ%ﬂp%%MEMMEFHto be

al l oved di sgapntis agca f@&%ﬁb@@ Ofapr§ﬁ%é&%ﬁé"?ﬁﬁ%ﬂfﬂ%dﬂseplgbgceé§es
‘Status rights rmay ‘be allocated, in _particular, on the fol|ow ng |evel: -

Consuner - spe@FHiPmandt 15 r pgRPSedi for dheivse efarly r‘ii%ﬁrt%e%r etEPad to
the identity ffr tdee hergryssuner or, if appropriate, to a pseudonym identity
of the consuner, but not to a specific, digital content ("item'). An

exanpl e of t@é%n if the represented aspect relates to a technical
infrastructure which permits fair and finely graduated
billing for the use of digital content by the consumer,
this of course does not preclude charge schemes which
are based on flat rates. This applies both to unit

charge levels and to equipment charge levels.
Billing

Yet another aspect of the invention may be that the use
of the digital content is billed on the basis of the

charge scheme models. For billing, a specific amount to

be paid by the consumer in a currency which is

recognized as a payment means or a fraction or a

multiple of other wvalue units is determined on the
basis of the details of the use actions performed by
the consumer, on the basis of the respectively
applicable charge scheme model. For Dbilling, in

particular two secondary aspects are significant:

- on the one hand, it is possible to prepare, for
the consumer, an invoice-like listing of the use
processes of digital content which he has carried

out, for example, in a billing period, from which




category of status rights are the turnover suns 22 Febr usrpeha®6 2043
03/ 019434 PCT/ EP02/ 09511 - 26 which have been incurred in total in the L
past and which can be used, for exanple, as the basis for a discount. 5 -
Consuner-rel ated, itemspecific status gr#hts, i.e. these status rights
are tied simultaneously both to the id ity of the consuner or to his
pseudonymidentity and to a file which rep resents a digital content
(,.,item) . An exdampl eowfundr scdfl eategamy tife stirals s#mghtis is ande
itemspecific sta&frrent that a particular consunmer has already used a
particul ar page - Orientated text itemso extensively that according to
the charge schene he is now given the right to use this text item 15
wi thout further ré¥trikeei ehBeanbanidy hddt Furpdrsibls | 19 nprefugse Aeti ons.
Item specific statyse Iicghtenthi sFoRf et £d & 011 60NSYNBINTCAHL i#lFOonbe tied
to a group of itens, 20 for exanple all 1tens which are marketed by a
speci fic content pﬂ%ﬁr&er andyr L&y aABPECBY1atesp2bF? i @tpubiicdhi AG2REESse.
Substatus rights vihiwdlarespeedftie therconsifirethe2b atidyitinlancbheantThese
status rights are tied.not only.to_ the identit eudonym jdenti.ty of a
speci fic consumer }b‘—’lu‘t?e arso’ t%s%d’spae%@f‘iﬂgagawe%?ﬂa%ﬁ?f%?‘n %\nnggﬁ%fie of
this category of stat tibe reghtent s mrtherirdeght wassi gmbdulated speci £hes30
consuner of beingahlig,to use, with respect to the use of a specific
page-oriented text 1tem specific individual pages of the item w thout
addi ti onal subsequent hilli nlg as a maxi mum charge, according to the charge
schene, has ré‘g?ﬁ}l%bteld’f 35BS UG OPh e TR ST hESe TRyedDVANERR past .
Status right snalesperct i yesyibDe mbherbasde faomia 1clay Berdlcd heogoBEENMEr toO
Wh.ICh they peursteaI cr>]f tdolg%tsaﬁecégﬂtcent not only for the consumer but

also for the content providers in a fact-based fashion

and without flat rates.
Status rights

A further aspect of the invention may be the storage of

data features corresponding to status and priority

rights ("privileges") which the consumer can acquire by

completing use processes which are made possible and
billed using the card. It 1s possible, for example, to
provide for the user to be able to use for free those
pages of a text item which he has used sufficiently
often on a charge-paying basis in the past. It is also
possible to provide for the consumer to be allowed
discounts as a function of previously executed use
processes. Status rights may be allocated, in

particular, on the following level:

- Consumer-specific status rights, i1i.e. specific
status rights are tied tc the identity of the
consumer or, 1if appropriate, to a pseudonym
identity . of the consumer, but not to a specific,
digital content {("item"). An example of this

category of status rights are the turnover sums




22 February 2006 WO 03/019434 PCT/EP02/ 09511 - 27 serVviEerddg4200Lpendi ng
on the circunstances of the individual case, nay have to be provided for

exanpl e, by _the content provider or by the operator of the ortal a
processi ng de‘(ﬂ coe"/og'l?égﬁ‘os& ble service in 5 this conteR¢T /§g°?ﬁ°9511
particular:.- the payment of suns of non or other value units, if
appropri ate al so when setting them off adal nst existing charges ari sing

{rom other use proaassss ddhbebahake eleaady heanacarny el o or sgke 0

be carried out in the future by the consuner; f'-charge
specific digital cdfti&ht can the d#s%lt héer @X@rﬂplestaﬁicthenba&?ls dpsceunt

for other nedi a conswgddmn actions by the consuner, for exanple for cinema
visits, visits to festivals etc., in which case in particular various
forms of marketing of one and 20 the sane item can be conbi ned, for exanple
when a di Scount i Q@smﬁ—m’elat@mvenii:emai;pa@@k_l@urcéme_ls i f riBBeEi I m

associated wth theL book has be c consuned di |tatl bg ns o E
sol ution -according to t i e?%v@%ﬁ o, DI BV RS Fort Y bﬂ?iFéﬁ?oHﬁ ¥

carrier with specifiathdi got ahd tedentiby extanphe a:dﬁ@aﬁ@&ﬂ wbth to Rpecific

rrusm title if salqJ Sﬂ; ngegoa SLglieCIMcjl?uggsre | nes
eterm n

(i.e. at 30, |east "one processes f or
payrrent using the $ol @%Feﬁaacml’eﬁ@fgttd“lttﬁel”l nvehti cxkanpirhe Oefcqtahsst i on

of statusipights bya#RapRsyof o 38acaRSUFRLKER hist OéM CapehakEeopl L8
offline, i.e. the device operai_led at the consuner end determnes, fromthe

consunption 22 FebA: a particular consumer has already

used a particular page-orientated text item so

extensively that according to the charge scheme he

is now given the right to use this text item

15 without further restrictions and without further

billing of use actions.

- Item-specific status rights which are tied to
consumers can also be tied to a group of items,

20 for example all items which are marketed by a
specific content provider, .for example by a

specific publishing house.

- Substatus rights which are tied to the consumer
25 and to an item. These status rights are tied not
only to the identity or pseudonym identity of a
specific consumer but also to a specific part of
‘an item. An example of this category of status
rights 1is the right assigned to a specific
30 consumer of being able to use, with respect to the
‘use of &a specific page-oriented text item,
specific individual pages of the item without
additional subsequent billing as a maximum charge,
according to the charge scheme, has already been

35 . paid for the use of these pages 'in the past.

Status rights respectively form the basis for a claim,
by the consumer to which they pertain, to a specific




-~ 28 data, the status rights accruing to the consuner ?m%@ference
to the consunption history, or take place online, i.e. e por at
processing devic %4 s _not determne the status rights accrU|n to t he
consumner untFF’&%t 3¢  consunption history of the conR&héF

transmtted fromthe device operated by the _ consunmer to the portal dat a
processing device. In this variant, there is the advantage that the

consuner is m)ééﬁ/x?i[c@ {Vﬁlﬁﬁke S anhife BANNGR! Earcﬁ%ta%e%rtac{?”hﬁé' on of
(0]

t he consunpti on Sﬂﬁgﬁ. fre uently as possi bl e. Paynent d_Anot her
aspect of the ¥Hveht nE5° Be Fﬁﬁt hagg Fﬁelﬁhépr?ﬁﬁéﬁ t hEopagiampPlef the

incurred chardges cae beonadﬁﬁt qdrcbﬁlckél@%rpabﬁfenthéyséﬁaﬁam chhythavgebeen
introduced ontg th%_qg on th% ot.her nd t he }ﬁﬁ%nent | S
preferably posd % bya%%aR§°8?SFé8ﬁn|8§Fce ST QDR LRI IR i

wi t hout knbw edges afortthesct iidentiirt ypaoftitdhdlsoansumer and wit hout the
possibility of being able to link a plurality of nedia use processes by
accessing a pseudonym pseudonynously, i.e. w thout know edge of the
identity of the corsirgraynsit vif heume oboswidw | ot yothgraveéssi ngits,

pseudonym of being ¢ abho-d9-1d ok §195U5vﬁleht3ée%ft1?i‘§d'tﬂ1éﬁ Pfoggéﬁeln

well as with all the details about the identity o consune
reveal ed, i.e. witFAREIASERAPSRIAFESENST TERE @&ﬁaﬁﬂsc’aepﬁgw%@w ed.

- 22 Februat§ 2006 - w29 chWHdve sbheesappdech tdhgrsalaitéwp secend ng twet he
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- free-of-charge use of specific digital content

. with or without time restrictions; |

15

- discount for other media consumption actions by

the consumer, for example for cinema visits,
visits to festivals etc., in which case in
particular wvarious forms of marketing of one and

- 20 ' the same item can be combined, for example when a
discount is given for a conventional book purchase
if the film associated with the boock has been
consumed digitally by means of the solution
according to the invention;

25

- provision of a physical data carrier with specific

digital items, for example a CD-ROM with a
specific music title if said item has been
consumed a sufficient number of times (i.e. at

30 . least one predetermined number of processes) in
return for payment using the solution according to
the invention.

The acquisition of status rights by means of a
35 consumption history can '

- Etake place offline, i.e. the device operated at
the consumer end determines, from the consumption




store an amount of noney before the consunption actions)2f&,&@660986d. no
further use being made possible, through technical disabling neans, as
soon as the credit has been used up, or - paynent in arrears, i.e. the
content provider or the operator of the portal data processing device
provi des an advance perfornmance by pefh#i ing the consuner to use his
service without previously storing a credit, the consunmer having to pay

after billing hasddeen pref grummes ASghtd bherqasg afo pelysesbnenman
arrears basis it .i s possi egrovide for a techqycal i ablin%r nmeans

bl d
to prevent furtherP{sEHeTy oﬁesfeg% R%e Park™e oqoqsr%“pcolnoghr}rﬁ‘lrs e dfspecific

amount for paynent in arrears is outstanding. In principle, the processing
of the paynent cartdee phadormmbinsi ng-eonveat ponaklcHahhebsosgehing a

credit card, debidepaie OfobaNKpbEansfclic plioeVerhe 8 ¥aLEART Qfhibe
solution according to the invention in which the paynent processS |s

performed by inter3RI5Hg i t £ chP8 nooRFEnesee WHelt hi Adt&<pecthgbove)
proves particul arlgonaduitagecusstdfy t s cenRéextonbkhfedat Rasel BEkAY tO

the paynent path which has beep agreed with the consuner . .can be_stored
digitally on the C%W?W%eecpanﬁr?}gedggﬁ 2l %eﬁrgr‘:tee%aslﬁéént the
techni ques. ApEIiigg%mmnigtébdheggoﬁmaﬂl@Hﬂ@(p@nceﬂmﬂﬁgwdexpeet oh the

i nvention may be the us . _use es: (a a hor ce
conplexity in order t% gff I%éablglﬁzdaryﬁ%é%G {7\%) %%1%@%‘4&ng% 95%?9 - 30
to make digital comEiNgereepidbleatnd e Bakeegnopnling E6RBARELCONFOr

some time, data pressido:dayikessidi&h fiave-BeshinpPi6RCANBESERdaBY the
Internet or other _tel ecommunications systens have been used not only by 5

conpani es but al soFIRAYHFWE&S BBS- & i cipating in  "e-commerce" in order
to carry out conmmercial transactions of all types.
Payment Method

Another aspect of the invention may be that, on the one
hand, the payment of the incurred charges can be
adapted to known payment systems which have been
introduced onto the market, but on the other hand the
Ipayment is preférably’ possible by means of technical

measures both

- anonymously, i.e. without knowledge of the
identity of the consumer and without the
possibility of being able to link a plurality of

media use processes by accessing a pseudonym,

- pseudonymously, i.e. without knowledge of the
identity of the consumer, but with the
possibility, by accessing a pseudonym, of being
able to link a plurality of media use processes,

as well as

- with all the details about the identity of the
consumer being revealed, i.e. with the name and

address of the consumer being revealed.




The use of the Internet and of other telecommunications 2JPeksysl o086 such
as, for exanple, proprietary online systems by the end user is al npst
almays carried out wusing a personal conputer, also referred to as PC, or a
conpar abl e pi ece of equi pnent, for exanple a workstation, of a portable
conputer (notebook) or of a 15 piece of mM 1 equi pnent mhlch is to be held
in the hand (pal nmop). Personal conputers and such conparabl e pieces of
equi pnent haviei tien advtant agepchab £t heh§CO§61@[f:1<21@ famed dined 1 the wmmg Caﬂ
be made avail abl e by the 0 the e user_is_not .determned,k sal y the
har dwar e usegmﬁﬁ‘t% $0 canlﬁe<ﬁ§?éﬁiﬁ ﬁ: npﬁ?Y}gﬁEIfj?lgﬁFﬁﬁg Eﬁéy

| oadi ng vari of@rprograns at any desired tinme. For exanple, it is p055|ble
subsequently to downl oad 25 and install a specific piece of software if the

end user wishes 1,0, 456, @dght hoRRkf t&nq;asqrgal i{ies. tﬁgecgh%ﬂg@nh@% of
this universality is the burgeoning co I'exXity of PCs or workstations

whi ch are equi pped®8F i BR AR YHar p£ od@‘?%ﬁh’ n§edP&ensns uCRNES ™AL A@BWs or
Uni x. The end useradttsdnd i a&tel Yac@@éplté@ an@ﬁ“ﬁhﬂﬁﬂ@ﬂ @sealBditg Ofade
backgr ound knomdeggg a qgt hﬁ18tr re and lt %gftlonal rel ationshi ps
of the conplex ovéralit t ERTOHIEY dEPCPBIBR L ant 3 iﬂﬁalq?%¥ﬁdraéflcal
way 35 the potentimomrﬂweﬂmlanqﬁlm dhagldgeam wadl-uggystrem in'  order to
carry out specific tasks. 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 -
31 It becomes apRargiind N#h Goaskderabl & OreHES Riniehl YSSFEOF o

prospective end users do not wi sh use, or cannot use,” telecommunication
‘services, in partﬂﬂﬂ?a?Pe¥%ﬁ°¥h@prP§o§é§ﬁﬁleﬁ%%%nﬁ?@@es%é%%ugévﬂﬁéy are

not 5 capabl e of s Erddly dheaaoanteXider RfrmBase0by CoEPRI 8bl €y ptaees of
equi pnent. whose use has hltherto been de facto a ne ssar grecongltlon

for participatiof 9B Usé of UEBI edbFmitficatTon % L1cJ,Ces §lehety
t echni cal problennswwnxﬂgcnxnwedxu,tmmee@dnﬂ@mer having to pay after

billing has been performed.

- Also in the case of payment on an arrears basis it
is possible to provide for a technical disabling
means to prevent further use actions on the part
of the consumer when a specific amount for payment

in arrears is outstanding.

In principle, the processing of the payment can be
performed using conventional channels such as a credit
card, debit note o¢r bank transfer. However, a wvariant
of the solution according to the invention in which the
payment process is performed by interacting with a card
module (see the third aspect above) proves particularly
advantageous. In this context, the data relating to the
payment path which has been agreed with the consumer
can be stored digitally on the card module and used by
applying online payment techniques.

Appliances with Reduced Complexity

Yet another aspect of the invention may be the use of use

devices (appliances) with reduced complexity in order to




‘with conventional data processing devices are vari ed. hawLaaRes@ls v start
with the fact that it is necessary not only to set up the operatl ng system

but also to onfJ gure .and finally establish a link to a
teleconnum<uﬁﬁzg#é§iﬁ%§ for exanple the Internet. The PﬁBdEPP?/8§56¥ t he
access to the Internet here vary, inter_ a, locally depending on the
country or region and also from provider'to provider at the sane

Locat i on. 20 Froakike ance: s nelugked dala piagess! 09 AR cepblch od o

capabl e of use has been obtained, the e r~exanpl e
on the Internet? ewcpﬁlsalﬁ‘erunsF‘P-‘ﬂctStﬁ’F@d ‘E#@@usﬂ@ﬁaofpm¢'%$$lm®r deymesisci al

25 activity. |viLelVieaysopabndahlcproaRsstag gﬁVtﬁaSmnftla%ne%n@rU%%ﬁae@ meel f
has to work throijgh and acqujre extensive know edge fromreferences in

order to be abt® STYHLLEHE! FFF eFYSHAMEN DoV olPe‘?Iﬁt UEE&t BQF hPRLYi & he
t el econmunicatcamsamiséswblet 3§ nbBY| Yend fusbesembrusgsir basipoudgain

provider with e V\p,shes to establish a stronger husiness
connection, it ')TMs]éég}'té}Trll%ra?l y n&esgﬁ% qke Y adtBunt SHUWEFGIEL

particul ar feattawesadoromacht mblnnepeSSS relating to the identification and
the authentication of the custoner as well as the delivery of the ordered
goods and the 11E)roceSS| ng of paynents. 22 February 2006 WO 03/019434

PCT/ EP02/ 09511The uge 9% Ghewlbterhes prébpénptherhaslgrevinpniptbons

suggest ed1po F‘éf}ﬂéﬁéi@ exshenel ¥sSpPedor! | zsthnia %f&ﬁf:?éegrﬁ'e%ﬁ%%n\éﬁ“ Ch
are capabl e of rowdl}g)? gzglley a_single functionalTty or at nost_a smal
number of 5 flﬁ%q%| i ARLxHAFFe 6t ?%ﬁ‘%statlh’é‘yl%thEI"ér%nQUtM| ch

is a data proaesisigng demtsmmaihi edmpist N NEld € dréferved et 6CQENHO| Caki gns
get wor k and V"‘Hoﬂbasr%{b\i%s %%.Se%g ! alolfy Oglcféi%m%h%gl € RELPOSExall pTE' y makl ng
workstation, of a portable computer (notebook) or of a
15 piece of mini equipment which is to be held in the hand
(palmtop) .

Personal computers and such comparable pieces of
equipment have the advantage that the scope of

20 functionality which can be made available by them to
the end user is not determined solely by the hardware
used but also can be changed in an 'extremely fiexible
way by loading various programs at any desired time.
For example, it is possible subsequently to download

25 and install a specific piece of software if the end
user wishes to use additional functionalities.

The disadvantage of this universality is the burgeoning

complexity of PCs or workstations which are equipped

30 with customary operating systems such as Windows or

Unix. The end user must firstly acquire a considerable

amount of background knowledge about the structure and

the functional relationships of the complex overall

system in order to be able to use in a practical way

- 35 the potential uyniversality provided in said system, in’
order to carry out specific tasks. '




tel ephone call. However, restriction to a single 10 funcl) Edbalary 2008er type
of equi pment proves cumbersome given the increasing significance of

net wor ked da q; %f ssing devices since the nunber of different t
equi pnent reé@l Yed e various use areas increases FS'B/%%WO%%

there is an increase in the 15 nunber of jfhunctionalities per piece of
- equi pnent using conventional procedures, for exanple by adding text
message cal | i ng: t Beaohebi |£pﬁ£f@rﬁ)'t"0rt%a@ ESM@hd@f:abQ@”%%ﬁé’ ioF tergs of

the operator control of the E ui pnent which acts as a deterrent
for wide 20 gFothss oF HE8PRS Elgﬁaleﬁdrglftar%d i BRFy Wi&R itfhditant OFi el d

of applicati orcaaﬁloa: coaner delreeloairemidat iidie destichyti am opattiesiaki ch

may i ncl ude d rogra texts, di,agr l[timedia items 25

-or video ani ma |ons O%E%?tor%%r sgéygggﬁf@ﬁfcpr’o ‘%:e?“és'é EﬁeYhiaéfefi%‘P'a of

applicati oh tif@pakls t hefpamascnﬁxamg f ebhar e adwatl etigcvexchng®Caf or

per f ormances Q:%Trr}ﬁ?a%ﬂl@ §n5fpre(baﬂlﬂ§r(ehrﬁ:ndwﬂ9$ C‘d%%o Cﬁftlg&k@op' ace
t e catalo

ina conpletely virtual Ion as gue o goods  and
services, theRsEeri rﬂfproé@%go t he delfagesparyf tHereretiddgoodsfend t he

billing can b@a&ﬁﬁﬁﬂiﬁ@ﬁod Ant B LREME tdakdoniiuen dat ieKChangedeyi a
tel ecommuni cati ons devi ces. A disadvantage of previous approaches to

solutions for distributing itens is that 35 the customer generally has to
acqui re al@opyhef teéehnitébEmpasideny chhsed idemrevedr frtie ealdy wéshes to

use it for a A ef y wshes to use parts.,of it. 22 February
2006 - 33 Thggl ??ven(%ljlng%n %r%%lf o(ri\é%%af TSR D ASYECRRI @4 varied!
i nfrastruct ur 8halyi geniegraddivt sttleetf orl tdudinep freds esha 221 Febs uaecyesim{"y- 34

Tel ecomuni cab@nsoaf ds oA ai ther @apesbepheils idd gﬁrﬂn% T t@&
in

approach in whi ch the technical infrastructure ac i nvention
for distribut FRGTIEPFRI ng2Bfd palfdbly or establish a

15 telecommunication system, for example the Internet. The
modalities of the access to the Internet here vary,
inter alia, locally depending on the country or region
and also from provider to provider at the same
location. |

20
Finally, once a networked data processing device which
is capable of use has been obtained, the end user is
presented, for example on the Internet, with an
unstructured profusion of offers for commercial

25 activity. In conventional data processing deviceé, the
end user himself has to work through and acquire
extensive knowledge from references in order to be able
to use the offers which are of interest to him wvia the
telecommunications network.

30
Finally, if the end user has found a provider with
which he wishes to establish a stronger business
connection, it is gJgenerally necessary to take into
account numerous particular features for each provider

35 relating to the identification and the authentication
of the customer as well as the delivery of the ordered
goods and the processing of payments.




di gital nmedia content, including a card nodule in conj unctds@kr20ds Sl M
cards and simlar devices, is inplenented in nobile conmunications radio

net works, f S}H)]lags Mor UMIS. As a result, the functionalit of a
t el econmmuni cg'{?gq? CHt ¢ tan advant ageousl y be conbi ned RF'?ﬁEF%/X%ll
functionality of nultimedia consunptianfy virtue of the fact that the
card serves at the sane tine as a card nodul e. The advantage which is

- provided by thizs aspeet b8  pBLi&i Cygkabh¥nt hatushng syehya ggh%i fyagtion
~card it is pOg Lble to cqonbine the distribution of di gl__taﬁ content over a
nobi | e radio ne?%‘?%eﬁ?he I%enPTPYLEE oncaheeBei nentsResiingd z61d t hdata

“identity of theroeeksinpndembces - whhehbiadd ngaﬂaq;]flé @ipfmmlﬁgnogj%i o
digital content, i.bl L.th the interaction of a [ ng server

‘ca% be accessg%l \??Lglatiﬁe yun%%tf’lf%nark%l % REL VY k™P5hd & h@mﬁg;ng?_ﬂ“ﬁ?ﬁr cBhsuned
and bi | | ed>di didrsdtiqontidnites i Arpastammilarofii thishesi ﬂher@@bige phohbe

t el ecommuni catyjio; Vi C ' | ' € lication device
("appliance") UF%Q:Z]V\S/% é!lv\ﬁl %O‘iyfs&%%snislg%?%%%{]?% Yﬁggéoﬁﬁuﬁ%??eﬁggﬁ FP the
present inventd on RERCHERUBFEEE RS t haredverk | buandn ofhiltlyi t asecvatent by

‘means of the salserd2 Ay Uahiy2096 Y93L010434RCT/ ERO2AQ95 Ly s ny 35 and
mar ket i ng of physical dataf rrigrs, a virtual® transmssifon Is |
nevert hel ess &h t arft f‘n tBPREVEF . niFRPHEAFREORhe toostas ofibabeness

transacti bbs. fAnchiidretilieyvdi get alkywedesfir qumphgﬁ]?kﬂrl%@)s iéuﬂggﬁ%lg%y 5
f this. Mbi]; diq _.deyi onstitute, efinition, a

ag(r:ess: ng a dig]glﬁegﬁa \l/tmﬂge- gfﬁégéa%%?%rsf}q%?h%aqcb‘? mogf HeBY"aF{{gg n%%tf?e
radi o net wor k PYRFEFSING ewiqauasiniet theuniuobeaf ofi glitfiewarnt enypdy 10
means of wireogoundnyideed e NG WUKS £§ral $8e  various wuse areas

increases too much. When there is an increase in the
15 number of functionalities per piece of equipment using

conventional procedures, for example by adding text

rhéssage calling to a mobile telephone, a level of

complexity in terms of the operator control of the

piece of equipment whi_ch‘ acts as a deterrent for wide
20 groups of users is again reached quickly.

An important field of application of e~commerce relates
tc the distribution of files which may include data
processing programs, texts, diagrams, multimedia items
25 or video animations to customers by content providers.
In this field of application there is the particular
feature that the exchange of performances between the
content provider and the customer can take place in a
completely wvirtual fashion as both the catalogue of
30 goods and services, the ordering process, the delivery
of the ordered goods and the billing can be processed‘
in the form of data which is exchanged via
telec,ommunic':ations devices. A disadvantage of previous
approaches to solutions for distributing items is that
35 the customer generally has to acquire a copy of the’
itém as a purchased item even if he only wishes to use
it for a brief time or only wishes to use parts of it.




conpl etely possible within the framework of the present >J pugidrl 9066 such
wirefree transm ssion, for exanple by neans of a nobile radi o hetwork,
appears particularly advantageous as in this case the consuner can carry
out 15 his consunption transactions without being tied to a network
infrastructure which is linebound and Theréfore not available ever ywhere.
The identity or at |east pseudonym of a consuner is 20 known to the

t el ecommuni cath®Nsi M it prind defomho nssueslthe SkM cardiebhntibglcase
of : SI M cards, which are uss@lo a credit qgiﬁg wi t hqut the need for stored
val ue, the tet’® %Ei’ﬁ%ﬂf%ta‘ﬁ% JSCQY‘ Vi BHdR dert Hust CrhIREERP Kitow at | east
the name and a billing address of 25 his custonmer for billing purposes. In
the case of SIM cards which allow credit, the tel ecommunications service
provi der frequently has information on a specific paynent path, for
exanple in the formof a standing order allow ng said provider to deduct
anounts 30 due froma specific account. In the case of SIMcards which are
i ssued by the telecomunications service provider as prepaid stored value
cards, the charges for the use of digital content 35 can be deducted from

t he amount of stored val ue managed by the tel ecommunications service
provider. In theory, pseudonynbus or even anonynous Services are
technically possible in this context. As far as the territory of 22
February 2006 36 the Federal Republic of Germany is concerned,

pseudonynous or even anonynous issuing of SIMcards for GSM networks is
not possible according to the relevant regulations of the

t el econmuni cations | aw which are intended to permt the authorized
authorities to nonitor the tel ecommunications traffic without difficulty.
However, in other countries this may be different in certain cases. Video
on Demand Anot her aspect of the solution according to the




invention may be the approach in which a specific appliBE®niasy o ded

for distributing, billing and paying for digital content as V|deo on
demand. This nay, for exanple, take the formof what is referred to as a
"set top box", i.e. a converter device hetween a cable television network

and a television set. This set top box >¢an al so be provided with a
digitization device for adapting anal og tel evision channels, which device

det ects, sanmiedscandundiigiddizes tdaedanal og signal representing a television
frame, for exanple by what is referred to as a "frame grabber" devi ce.

Play and O d et, . anot her asp rel at arti c | ar | SUIt bIe

sol ut i on for Tor ot AT aRaPBrhy Chg YL kadt ke BaY nEERT R

i ndependent iimvewtiiate tHeatecﬁnmmamtummmds¢ruuﬂMnﬁﬂaaddﬂﬁimgmtahEhelke
a_the Interne

have to be selected an Jown Qr_str % By
means of broadtaatim €é§grﬂthﬁ895ro§&g§§Pg sS@glfPéyFPgns£?ﬁ r eal
tinme in an enrtirgiptLAd m@dxmonenmmﬁpted hnm&udtngredeteanﬂneﬂoﬁuhes and to
make thentavaiLabIeito thetgfngyge Hgn S |f|c ondltlons are,
fulfilled HOWeVeY'“'tii's &t onST e abt'e cos§tn§1 For ERECESAL eht
provider if fﬁMpﬁemantdda he smomiled comfmorniexaniplres arddenmandtwésksn this

case one and the 22 F /019434 CT/ EP02/.095 sa
filmhas to gé traaqﬁ at dﬂﬁ?M%) S tF kS ovkt pFﬂ?%%f?naltt%hannels

in order to lef abletbdeaommbameatlaasltcmede tha "advdeﬂagdbuelyecbefor t he
consuner, not, onI t he terface overstretched but

transn153|on 5 §¥F¥f |n€ﬁ$ECt| S Th un?%bé%?i%%yls % sedm]tl)ﬂJC %%ject of
only broadcaﬁhmyympﬂumm)bpuvﬂrtﬁe|@ftbhefdamtokhaﬁmﬂhywnawdlaerves

abbrevi ated f mnth an ., advert qver such cqannels in order to make the

consuners faﬁ Q Wity &4 ﬁhﬁ? |t§ﬁ§d18 QE ﬁdssible in one tinme period.

This is in any case already done in the case of radio transm ssion as the
- The advantage which is provided by this aspect is

~particularly that using such a multifunction card it is

possible to combine

- the distribution of digital content over a mobile

radio network,

- the identification and authentication of the

identity of the media consumer,

- the billing for the consumption of digital
content, possibly with the interaction of a
billing server which can be accessed via the

mobile radio network, and

- the payment of <consumed and billed digital
content, in particular with the interaction of the

telecommunications service provider,

in a single application device ("appliance") in a way

which is transparent to the consumer.

Even if the present invention does not preclude the

distribution of digital content by means of the sale




broadcaster has to earn its- noney by means of adverti sjyngy, AYRS- By
nmeans of a suitable technical device at the consuner end it 1s possible to

mar k such 15 j V. ing inputs on the device if there is a

cor r espondi né&%ﬁ‘{%@l%fi ned identifying facility, foFCE4{ERPEEODYIteans
of verbal or witten information from.ayyesenter, or technically by
adding an item identifier in the transmtted item (anal ogous to the 20
.DaB in car reaidsmarfieviBiki g SpREEiLE1 4B fQrrBXaNP! @ cggggﬁggndi ng
filters are s AP on the rece tion%(gﬁ%é of the ,device. It Is possible to
broadcast the traiters over days &t %1 MPRe et RPELANThER e L RAPS bR pi eces

of nusic (radim)pingaesy (gameshoosts 2o i IbEs{nkgleo trahsersiogic. At a

| ater time or ; @iotdheg; el .it is possible ding on the itens,
to transnit théeuﬁn% s1 U _tgﬁggggpyhlg;e bar%eg%c{algg?“’ﬁjékt gﬁg‘%ﬂar Htfberasy
consuners, i f 3@ apptésri at ¥obhlehe sadio seqimniceof poesedtatieon, byt

this tine comysssed @l egcryated grert I entirg. L th.. dThe_preset
device at the consumalr, sel ects, Elby negr?tgt%% ltn%g %.i ﬁflg%gggt E"?eld(fgs??%% i tens
by filtering TfWate ithdds feum g shi@idedr ewhidemusdia agtwarke 35
storage nediumwhich is provided for this purpose. if the user is

l egitimzed by, correspondin i ghts, for.  exanple by nmeans of a rights card
(smartcard), ﬁ:“ére]ns libﬁéetnggﬁglgnélﬂ%ﬁgﬁt??@nﬁf el F Rt g}PlfibI y 22
February 2006 me=38 iofurwédeshbyndhemwiiche i4es® anetactual | yidisegdisdhe
items can als f the .lnt.ernet or offline, _the itens being
delivered in %hl I%é%g&ie%o%\r%q'ﬁao&.rg’sls%ﬁ% P’%ls%i a}m%oangqu n'tt}ﬂ‘? rFhgeent
transm ssi on dRvVERtiosn t¥eclpawirefreehd wormuirsion,f ufbherxaspdet of t he

sol uti on accokiam@ t®F t §e maavent o ey e | ' hni cal
facilities are proyided \Mgﬁ ch ,are_sui tablegﬁgﬁg'i ra'#’g\e%g? #%?%%%bs%n ting
per son- speci f FEVARLFAIECYM Pfe ify &g Sorcase the consumer can carry out

15 . his consumption transactions without being tied to a
network infrastructure which is linebound and therefore

not available everywhere.

The identity or at least pseudonym of a consumer is
20 known to the telecommunications service provider who
issues the SIM card. In the case of. SIM cards which are
used on a credit basis without the need for stored
value, the telecommunications service provider must
already know at least the name and a billing address of
25 his customer for billing purposes. In the case of SIM
cards which allow credit, the telecommunications
service provider frequently has information on a
specific payment path, for example in the form of a
standing order allowing said provider to deduct amounts
30 due from a specific account.

In the case of SIM cards which are issued by the
telecommunications service provider as prepaid stored
value cards, the charges for the use of digital content
35 can be deducted from the amount of stored value managed
by the telecommunications service provider. In theory,
pseudonymous or even anonymous services are technically
possible in this context. As far as the territory of




the consuner, for exanple relating to his consunption gﬁfﬁﬁﬁu?&906¢e
operator of the portal data processing systemor to individual~”content

provi ders, the consuner being granted status rights in return for this
transm ssion of data The invention is explained in nore detail below wth
.reference to exenpl ary enbodi ments: Fi g% I shows a schematic view of a

net wor ked data processing device according to the invention wth a server

part and a cligdt palderdl 9- rREpRAWS: @ Sehenglifay| ew of dicfofn%re%Te'd?SpeCtS
during the commercial use of a data processing device according to the

g
i nvention, FiRSeRIYHGIRUS PF reYCRpPNPRAPPBA bFSHARI| AYertMoRaTst Ao

reference to @wchetnbirsViewnoft pdkdidbldrocessiig deyi caeageQtiang to the
i nvention, Fig. 4 show§ a %gcggd agggication.of t he i ventigg_ wi t.h
reference to 2 S&HEMLTE iewSF atdafsCBrBLEesiRES deli e "Rt dPR§ to the
i nvention, 22iedndedy 2006pAOmA3/ 019434 CTMERPD2¢@P95d0theor80ieki gto5 shows
a fourth applhsaiign of chbe | eud il IH{Lreneea i@ SChemLLE Vi ew
of a data processing device according to the invention, 5 Fig. 6 shows a
first variantdbffigiiEiboditleesirest, the oHieni 6RVAEELE nEhis MY | Reenti on

illustrated dnrfdeentl,idds 20 Rigsed. Shows a second variant of an
enbodi nent of the solution according to the invention illustrated in fig.

1, Fig. 8 sh a third variant of an enbodi ment of the solution according
to the i nventi o ITUNFHIEY in fig. 1, -Fig. 9 shows a fourth variant of

an enbodi nent of the _
: Another aspect of the solution accoxrding to the

invention may be the approach in which a specific
appliance 1is provided for distributing, billing and
paying for digital content as video on demand. This
may, for example, take the form of what is referred to
as a "set top box"™, i.e. a converter device between a
cable television network and a television set. This set
top box can also be provided with a digitization device
for adapting analog television channels, which device
detects, samples and digitizes the analog signal
representing a television frame, for example by what is

referred to as a "frame grabber" device.

Play and Order

Yet another aspect may relate to a particularly suitable
solution for ordering and playing items and can be
implemented with an independent inventive idea.
Conventionally, wvirtual items and the 1like have to be
selected and downloaded, or streamed, via the Internet.
By means of broadcasting it is possible to broadcast
specific items in real time 1in an encrypted or
. nonencrypted form at predetermined times and to make
them available to the consumer when specific conditions
are fulfilled. However, this entails considerable costs
for the content provider if films are to be supplied,

for example, on demand. As in this case one and the




sbl ution according to the invention illustrated in fig.,kqEl0 264 shows a
fifth variant of an enbodi nent of the solution accordi ng to the 1 nvention

illustrated i | 1, 25 Fig. 11 shows a sixth variant of an enbodi nent
of the sol utWQ)rP%&ﬂAtﬁ%g to the invention illustrated PFR/EPGR2/Q95F g. 12

to 15 show variants of an enbodi nent of_ the _ 30 solution according to the
i nvention illustrated in fig. 1,. Fig. 16 shows a schematic

bl ock- di agr amddrke fililrh US4 & atc:ibOBeOf:rénQﬁYtE@dagEFE‘%ggﬁEggalﬁgﬁnéé %gggnt i on
f di stri but : ng an igita

Fg[:)r ui’;yr I2086I n\%\é’ggffbil %é : é%%‘g‘i‘%%%lll?l gordershéfs be 49biescﬁ@mat ic
bl ock- di agram:lmpdeeméﬂmasatﬁonweﬁrea ﬂeéa:c“bnolfc}érh@ucﬁieVIeEQch |ﬂ§£{€h€d in
fig. 16, Fi h tlc Vi of .a fir xenpl ar Sys

alrghi tecturg (T;loq'l evi'ce agcg)r g T o%ﬂ%h@ﬁ%vjeﬂg?’éﬁ 2For °gF éF'ItFS’GFPﬁQ,
billing and payti ngleer dhgi t‘@ianmdiiﬁiﬁnnt st . stdD1 Flngleﬂ:fi)acﬁhm aThe
schemati ¢ Vi eWRferft ;33£04 ?%%@H' Ay t gsgggggrccfyitt e&ﬁa%gbroa cas #’%S

according to the invention distributin
digital nedia‘@éftentMagsrEag. dm shohe a forrmst Qifagrta“mlﬂ@del s:@ussmg t he

dependence of elHlﬁ:éo(ﬂJdﬂ&i ofoPAYRS tBf o PAGEsrOF beBt-ately eéﬁaﬁ!}?
recei ved by the GEynpr 0 the use time_incurred in using |s page 20

Fig. 21 shows oFds; S TN t PP hklar with as manY items

10 as possible in one time period. This is in any case
already done in the case of radio transmission as the
broadcaster has to earn its - money Dby means of
advertising revenues. By means of a suitable technical
device at the consumer end it is possible to mark such

15 items by making inputs on the device if there is a
corresponding uniquely defined identifying facility,
for example by means of verbal or written information
from a presenter, or technically by adding an item
identifier in the transmitted item (analogous to the

20 DaB in car radios). By marking specific items, for
example corresponding filters. are set up on the
reception part of the device. It is possible to
broadcast the trailers over days at several intervals.
These may be pieces of music (radio), games (gameshow) ,

25 films (video trailers) etc. |

At a later time or on another channel it is possible,
depending on the items, to transmit them simultaneously

by broadcasting to a large number of consumers, if

‘30 appropriate in the same sequence of presentation, but
| this time compressed and encrypted over their entire
length. The preset device at the consumer selects, by
‘means of the filters, the desired items by filtering

out the undesired items and stores them on a suitable

- 35 storage medium which is provided for this purpose. If
the user is legitimized by corresponding rights, for
example by means of a rights card (smartcard), he is

able to consume stored items. Charges  are preferably




di scussion of the dependence between the intensity of userdfufR2006m and
the assigned price, 25 Fig. 22 shows a first diagramrelating to the

di scussi on of the dependence of the volune of a page of a text docunent,
received by the consunmer, on the use tine incurred in using 30 this page,
Fig. 23 shows a schematic exenplary viewof tine profiles when a page of a
page-orientated text itemis used by the consuner, 35 Fig. 24 shows a
second di agr amdetedd N@nlg tdigen ditseUsst ensofatdeadepandgnaas«d. t raevol une

of a page of, a text docunent, received by the 2 ebruary 2006 WD

03/ 010434 PCTY EBD (514 20 B3 OBGRETeP Yobn “hRe [ASEZP P MeSFneattelern usi ng
this page, Fitthe 2btehswseanyhdedideagdamrr dlatd npd® ihmeanSadidseassidon of

t he dependehq%éﬁiéﬁp vol une of a page of a text docunent, received by the
consuner, on the .use tine incurred in using this page, 10 Fig. 26 shows a
schematic view of the process of reading wwth the acquisition of status
rights, Fig. dPXIRwhescHehatransméisépna efevieéaacor §hRg RIFt t RE
invention w tdh&® €simdd Fig. 28 shows a schematic view of the nanagenent
and transm ssion of rights by means of a card nodule, 20 Fig. 29 shows a

schematl o vigl B Ayl SLaalera o Toelig 10 LAl g rALeS by

operati on, invention may be the approach in which technical
facilities are provided which are suitable and intended -
for transmittihg person-specific data from the field of
fhe consumer, for example relating to his consumption
habits, to the operator of the portal data processing
system or to individual content providers, the consumer
being granted status rights 1in return for this

transmission of data

The invention is explained in more detail below with

‘reference to exemplary embodiments:

Fig. 1 shows a schematic view of a networked data
' processing device according to the invention

with a server part and a client part,

Fig. 2 shows a schematic wview of different aspects
during the commercial use of a data processing

device according to the invention,

Fig. 3 shows a first application of the invention
with reference to a schematic view of a data

processing device according to the invention,

Fig. 4 shows a second application of the invention
with reference to a schematic wview of a data

processing .device according to the invention,




25 Fig. 31 shows a di agram of various possible ways of JoMRbARBNO0I t he
invention and its security |levels, 30 Fig. 32A shows a wearabl’e conputer

with a displ rator control unit for universal j Lons
facilities, 3%£?§99£ﬁ¥iﬁuww a cross section through the?gﬁggygg?@éégg
conputer according to fig. 32A, Fig. 33 stwws a handhel d part as a

uni versal display and operator control unit for use as a separate 22
February 2006 RQy 033 018HG4s PGT/ ERQ240953p11ic4Riohi 668 GfheqUinRiamit ofPDA,

" web browser, nedia pl , | ephone and/or_ renote control) .or i
conjunction with a meé?%@*erégﬁ%%FgF,t%’FFgﬁ?&FQﬁﬁN% YheWu S of a

di spl ay and operator rovedtipardevice ajaemodion. tavthe aidvose:séati on  or
a wearabl e conmputer, Fig. 35 shows a preferred enbodi nrent of the previously
10 described distribution and paynent possibilities (referred to bel ow as
play and pay siderk orstwsyat dafrsitn wadeldwr ne6f aa  emdvdlimardy dofindha

smartcard reader in\Mﬂdihtiﬂﬂfé%éﬁ%d{ﬁﬁn@éstﬁéeiﬁ9§ﬁ§§%ﬁl§19¥5%§§@§d0f a

"15 PP nodul e solution,, Fig. 36 shows the advantages o e PP systemfor
the content provider,*®0 g.2:37 shows the advantages of the PP system for
the consuner through a wide variety of possibilities of use, Fig. 38

shows the possihjlity @f using.the PP systemi 25 a.very wide yarjety of

~ pl ayback devi csﬁelsc'% : F7itg. Ssh%m%e??l%gp?f?%ilﬁii?} P& i u%’?l?%é'ﬁ%“PPogygbﬁm f or
online ord€ring and disstlnithwn erendlingf fto neheoisueption, i B0ustrated

in fig. 1,

Fig. 8 shows a third variant of an embodiment of the
solution according to the invention illustrated
15 in fig. 1,

*Fig._9 shows a fourth variant of an embodiment of the
solution according to thé invention illustrated
in fig. 1, |

20 |

Fig. 10 shows a fifth variant of an embodiment of the
solution according to the invention illustrated
in fig. 1,

25 Fig. 11 shows a sixth variant of an embodiment of the
solution according to the invention illustrated

in fig. 1,

Fig. 12 to 15 show variants of an embodiment of the

30 | solution according to the invention illustrated
in fig. 1, '
Fig. 16_shows a schematic block-diagram-like

illustration of a device according to the
35 ' invention for distributing, billing and paying
for digital media content, |




Fig. 40 shows the handling advantages using the PP nodulersysd-gopdy Vvirtue
of the possibility of using a wide variety of data nenories and

‘transm ssion t he encrypted content, 35 Fig. 41_j Vi ew
of the advanﬁggégﬁgbgﬁﬁ% PP system 22 February 2006 me%@/%ﬁg%%@fgfi

PCT/ EP02/ 09511 - 43 5 10 Fig. 42 is an exanple of an enbodiment of a PP
custoner card as a fan card with access for a specific- fan portal and a
link to other FRyj temshdW£gi st ey s ang $ea¢N Jmasksh) oEkdai43rahensyithe use
of an external (smartcard/PCMCIA) PP _systemfor connecting to a conputer
whi ch  communi cat es, Hehrdd . Wit h Wi f O&t&iL  pPayb or d8Vipeay
devices, the itens beiigiusirsar®dn ffirgexagpl e, in a browser of the

pl ayback device, Fig. 44 shows a PP streaner (piece of equipnent) with

i ntegrated PP decoder or control nodule and 15 smartcard reader for, inter
alia, PP A&utha.i dedt isdwowsar ds $ohesateanivigw nbd aonecttedepkaypback
devices, Fig. 45 sho a 1 it h_a ard, . 20..reader and

i ntegrated PP decode\rlvssggt?(glﬁt %%thl%%?ﬁg%dv% a?era%? %(réom%jcecrctr%lﬁgg.gQG
shows the connection dhea hdndesddided fpiray dasgripagingst emi{ PRngysaed) with
a display and 25 operahAndg E¥r Hiddddl ahiterddidng., Fig. 47 shows a
schematic bl ock diagramof a further device according.-to the invention for
di stributing, playing back, billing and paying 30. for digital nedia
content, EDg. Figr.sHoOwshaowsehemaldhenstdw ofiew. foff t Hersdieur] opRemblary

system architecture of a device according to
the invention for distributing, billing and
paying for digital media content,

15 Fig. 20 shows a first diagram for discussing the
dependence of the volume of pages of a page-
orientated text document, received by the

consumer, on the use time incurred in using

this page,
20
Fig. 21 shows a curve diagram . relating to the
discussion of the dependence between the
intensity of use of an item and the assigned
price, |
25
Fig. 22 shows a first diagram relating to the
discussion of the dependence of the volume of a
page of a text document, received by the
consumer, on the use time incurred in using
30 this page,
Fig. 23 shows a schematic exemplary view of time
profiles when a page of a page-orientated text
‘ item is used by the consumer,
35

Fig. 24 shows a second diagram relating to the
discussion of the dependence of the volume of a
page of a text document, xreceived by the




of the arrangement shown in fig. 47, 35 Fig. 49 shows a schemmi 000 ew of a
further devel opnents of the arrangenent shown in fig. 48, 22 February 2006

WO 03/ 019434 vfgdﬁ%{?;ll - 44 Fig. 50 shows a schen?%jg%gég?éggﬁﬁea

phase nodel for 1'ng mul tinmedia sal es products on

arrangenments illustrated in figs 47 ta 49, 5 Fig. 51A shows a schematic
view of an exenplary operator control interface of a first aspect of a
first substep accordi ngporhizurhdre, fionst thbasesof cide phaseré@dealn f e 9.

50, 10 Fig. 51B shows .5 schematic view of an exenplary operator control
interface of a second aspecEf of the first substep according to the first

phase of the phase-nodel fromfig. 50, 15 Fig. 51C shows a schenmatic view

of an exenpl amy 5 opay at ontyol .{natarf S 9_[3 : l%st aggarding
to the first phé;se of tﬁwiha.?e rrglc'i\g}[a f?%%(‘?%agﬁ SSE,C dt]l%f . %%D sﬁ%\%s a
schematic ¥iew of an &deigisrion qiferdhorderendencs nofrtheevolumef pfsa

aspect of a third subsiqep aseorali ngeto taScihést, Phaseepheat e, Phase nodel
fromfig. 50, 25 Fig. 51E shows a schematic view of an exenplary operator
control interface of &EBLBIF aspBctther Usfe £AMRd Sv@ateg addor 4FHBIt o t he

first phase of the phasies medel, fromfig. 50, 30 Fig. 52 shows a schematic
vi ew of sequences when using an inventive arrangenent according to figs

47, : :
- 10 Fig. 26 shows a schematic view of the process of

reading with the acquisition of status rights,

Fig. 27 shows a schematic view of a device according to
the invention with a card,
15
Fig. 28 shows a schematic view of the management and
transmission of rights by means of a card
module,

20 Fig. 29 shows a schematic view of a different way of
managing and transmitting rights by means of a

card module,

Fig. 30 shows a flow chart of a download operation,
25 |
Fig. 31 shows a diagram of various possible ways of
implementing the invention and its security
levels,

30 Fig. 32A shows a wearable computer with a display and
operator control unit for universal
communications facilities,

Fig. 32B shows a cross section through the wearable
35 computer according to fig. 32a, ' '

Fig. 33 shows a handheld part as a universal display
and operator control unit for use as a separate




48 or 49, both at the content provider end and at the mERdiBnEeNSO0REN
(custoner) end, . 35 Fig. 53A shows a schematic view of a device and of a

nmet hod for b igtribution of digital content i i d
step, 22 Feb?i?ig’%a’?%&%% 03/ 019434 PCT/ EP02/ 09511 - 45%%&]5%%’&5 a
schematic view of a device and of a nethgd for broadcast distribution of

digital content in a second nethod step, 5 Fig. 53C shows. a schematic view
of a device and of a mistdwd offor ehpdpadeast dbBAri bl obrafwadigi t akdgigont ent

inathird nmethod ste 10, K D sh a schematic vi of a,device
and of a nethod for Ejrlo .ca’st?:‘g}%lr“?%ﬁtla Cﬁ’i‘?%f: dﬁeérﬁecaﬂ < ‘iﬁ‘gﬁ Ph &% ourth
met hod step. Fig. 1 sk Wttt b eveafald evatomprikesr data 15

processi ng device according to the invention with a server part 110 and a

~client part 120. The server part 110 and the client part 120 are connected
to one andt hértds &% shavecodimi a@S o néthror BisBd awhi endi s opgostgmat ed

as a WAN (Wde Area Nefomudol daft exan®bejdfctvba Lienanaheget gkgphigne
network, via the | SDN net worKk, ia the Internet or via a satellite, link
for exchanging data. °Fhé& SE&AF PP Sd the client part 120 are

typically each assigned a unique address or identifier 112, 122, for
exanple a tel ne, N , an_lnternet 25.address or.the like, .for_the
" pur pose of exgﬁgﬁg?ﬁb%%§i§_§HEF$%%r §~f§@9gﬁpep quiéhﬁ BaPY 1938V shes
to set upla link to descgdbesr partdigdribatite WAN E3G] it pegmenes
information about its Rddress ii2 , h ver, pant. 11

pRRdiea9 i thgs CRPUELRELY, £d MBIl eLe Pyl lfog

requires i nformati on about the ress of the client “pa
client part 120 is de&PgnedYBESRol eF a BRODISYELEAYd iRodure Tagm TRE card

.nodul e 140 conprises @cMcEaStc®P8 and a smartcard reader in which
different formats are accessible by means of a
15 PP module solution,

Fig. 36 shows the advantages of the PP system for the

content provider,

20 Fig. 37 shows the advantages of the PP system for the
‘ consumer through a wide variety of

possibilities of use,

Fig. 38 shows the possibility of using the PP system in
25 a very wide variety of playback devices,

Fig. 39 shows  the possibility of using the PP system
for online  ordering and distribution and
_ -offline consumption,
30

Fig. 40 shows the handling advantages using the PP
module system by virtue of the possibility of
using a wide variety of data memories and

_ transmission paths for the encrypted content,
35 '

Fig. 41 is a general view of the advantages of the PP
system, ' |




‘storage device for the nonvolatile storage of.data (not Bbpdphldtybo@ ed) and
. can exchange data with the client part 120 via a data conmuni cations

device (not ijd ?%2[9?_%%%)4. The card nodul e 140 nmay be Coﬁ{fggﬁéggéé%%’s 29

particul ar as card; however, other easily transpo

February 2006 WO 03/019434 PCT/ EP02/ 095143 -- 46 are al so possible. Basic
properties of chipcards are disclosed, inter alia, in Wlfgang Rankl and
Wl fgang Ef fiFig. "4dandbuch aexmhe pkardenefithipeait sangabp” cusbnkeh:

Carl Hanser Verlag, 2 itio 6. . The 5.disclosures. of this publication
are included by ref e%cegrﬁ %én ?hcjaf%%r ec'saernc%e ‘(’ﬁjeg%r PEEFESH. fﬁrca?dsﬁﬁgﬁgécmo
whi ch can be used as &a&hi merttahwhiak i s priitled om  bbhérsi @RS isems

particularly preferreq.ré@rseaegyrar?é%r%lnﬁh %%k'g)de of the chipcard nay be

formed by g media 10 cont'ent provi o i1ssues this card to his
custoners. > Wien the card is inserted with this side facing upward into a

termnal, a prriferued stRRRCAEHONID SF SBh e@it@ﬁnapag§m9§:tégka/Péﬂ?l‘ﬂﬁr IS
set up. The ot her S|d§,|s forma(%, for exar‘rple, by the operator of the

portal data 15 procesSngS¥avfle IoMheRPRRESEERde BF EheBEIFS s Whigkr t ed
facing upward, a connectimumitcatasr,egist e Bodéanca, Seri€h eagfperehtcthis
operator of the porta rocessing device.is preferahly nmade . '
available, :said conk%g i %%kge(rg%i t ﬁsﬁgﬁyt eHEvi5eBe s%?%ctlé:&mfodbemg

| ndependeh?ly of a nestzesmedent fprovédempléoweier a obrowiserspeti ftihesi de

of the media content pravidek Waoickakes up one side of the card there is
preferably at least a link to the side of the operator of the portal data
processi ng device so that the user does not have 25 to renove the card and

turn it aroungibut 4dathewscan pal serchaRge @HRicd Op8t féquigﬁ@fitqer@i@?d the
media content which &Qg fp__rgvi de gy li‘icft?i ng on a link utton. 30 The
- server part 110 is a corrég 8FSGhi BR ieRficadty CRREEGhedmPEULS GRS ci al
provi der ¥ goods andséwartcard reader for, inter alia, PP
" authentication cards for streaming into
connected playback devices,

Fig. 45 shows playback terminals with a smartcard
20 reader and integrated PP decoder or control
' unit and player or browser, .

Fig. 46 shows the connection of the described play and
pay system (PP system) with a display and
25 operator control part and terminals, '

Fig. 47 shows a schematic block diagram of a further
device according to the invention for
| distributing, playing back, billing and paying

30 for digital media content,

Fig. 48 shows a schematic view of a further development
of the arrangement shown in fig. 47,

35 Fig. 49 shows a schematic view of a further development
' of the arrangement shown in fig. 48,




services. The server part .110 nmay be, for exanple, a CRWRY whieCh i
connected .to the tel ephone network via a nodemor |SDN and whicth can be

di al ed up for nmuni cation via a dialed line co t he
client part %S%Rigﬁégher enbodi nent, the server part E@ﬁgé?égvgiizﬁ

W de Web" server ("WNWVserver") which _|g4connected to the Internet and

whi ch can conmuni cate 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 -- 47
with thle) cli emlgfaarstohmmg &dtétﬂzéiﬁﬁlﬁ[]d extertv iR R8Y ta ﬂﬁ@éﬁ@t;qgéd%ﬂg&r

pr ot oco In a further adi ment ,. the _.server. part is.enbodie or
exanpl e, as a conput e ﬁﬁg% WﬁﬁﬁﬁﬂﬁQ%Tt(§§ | RIS “SincdPhhi & can 5
exchange el ectroni c minalsi(e- mafl)uhdr1afmam¢em@mt@arullﬁalﬁmuadthhS|ane
mai | transport protocgl ggs P) ] @ via the Post Office Protocol (POP). The
invention is not restricte to ceftaln types of tel ecomrunications :
networks oP to specific protocols; to this extent, the 10 information given

above is excl ysigvelsy af OrsHifs PUg p0§§heﬁ£tu:' Ugh gt s a[:ﬂg ege(ﬁﬂ;g%

schematic view of various aspects o conmerci al” use
processi ng devi ce acc&PEERGCOKo Crotipd iimFeRiase Gﬁuﬁlﬁﬁﬁﬁﬁ|4ﬂ96¢ﬁe¥%ctlon
between the card nodul 651&4& bt @dc@}fdll@@r ttolaﬁlepeﬂ’mé@ phgsenk  user

‘(not illustrated) who b eSS|n§ ghg ser g 110 via the client part
120 to carry out advahtHg® Cessrif thr Asactions. .20 Aspect (1):

On the onk0hand, the card nDduIe 140 pernlts by |nteract|ng with the
client part 1 ysS depen tup of the onnunlcat
-rel ationship %ggfhg %er&%§&d§1 & 1%&H%m£€é§aﬁ%f 25 % feans ()éﬁ;ary
syst em i ndependent d|9pﬁﬁgtpﬁ qﬂn%m%% irberfats p@rp@s@ﬁcavde§§mmﬂGL

access configurati ongfort@&cq-g_srs&r oggggr:glg 3&(&:&5&’{ i the ey of

the card nodul e 140. T S avgl need f or t e end user to carry out
-conpl ex ase o the phase model from fig. 50,

15

Fig. 51C shows a schematic view of an exemplary
operator control interface of a second substep
according to the first phase of the phase model
from fig. 50, '

20

Fig. 51D shows a schematic view of an exemplary
operator control interface of a first aspect of
a third substep according to the first phase of
the phase model from fig. 50,

25
~Fig. 51E shows a schematic view of an exemplary
operator control interface of a second aspect
of the third substep according to the first
phase of the phase model from fig. 50,
30
Fig. 52 shows a schematic view of sequences when using
' an inventive arrangement according to figs 47,
48 or 49, both at the content provider end and
: at the media consumer (customer) end,
35 ' '
Fig. 53A shows a schematic view of a device and of a
method for broadcast distribution of digital
content in a first method step,




~area, whi-ch cannot be overwitten, e car

30 configuration of the access data, for exanple with ap gBhgineiosaccess
provider, with a server for electronic mail or wwth a server for

processi ng ec ' bscriptions. In one preferred variant, the client
part. 120 naﬁ&(éiiﬁﬂiﬁﬁ¥ed 35 with the card nodul e 140 PRTERR240392% Lt hat
the end user nmerely has to plug the cardsgmodul e 140 into the client part
120 in order to initiate the setup of a telecomunications |link to a
server 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 - 48 part 110. Were
it is display the,initiation of, the.setup of t el econmuni cati ons |ink
to the serve?p%%thiéoség Sa&ﬁi??Bﬁ%?€§cbglﬁﬁdéﬁgeﬁeﬁﬁgﬁFe gt h%g a
activation of an operamnethedntfiad ekreadobsts dbspaibutibar oh theickilent
part 120, and/or on t? ' tiin [ rity information, for
exanple a PIN. Aspect g?#gﬁgei%d?dg%%%ﬁ?é$§%%&%e$§§$%, by interacting
with the clhient part 120, the end user 10 to be differentiated and/ or

denti fied wi (higeSPOOt ohukne, SEENEHaDREt vILG: T gedeases aify tor e
di stingui shed here: on the one hand there may_, be cases in which it-is not
necessary or not desiTabRed orfqeghrPrdgagtcedt abribebione] f ¢ighéals end

user by nanme, address ebgtenduin nevigiihelRshodadtans and users who each
have separate card nodules 140 are to be capable of being distinguished
fromone another in said cases. This nay take place, on the one hand, by
means of Plre BRlgseriRl fhatwsom ofclidmeaitiar dvieduloE 1#0defrareexanpl ef by

means of a ‘uni quely defd 3 ria e ' [ tt I At Q. nor
o el Setiont, ) shoNEREGC UL VUALEL gyt
not repeat; if the endcewerntudtassiamrih gwatdioxh stanous card nodul es 140

with different serial nunbers, it is not possible to infer the identity

Fig. 1 shows a schematic view of a networked data
15 processing device according to the invention with a
server part 110 and a client part 120. The server part
‘..110 and the client part 120 are connected to one
- another wvia a telecommunications network 130 which is
designated as a WAN (Wide Area Network), for example
20 via the analog telephone network, via the ISDN network,
via the Internet or via a satellite link for exchanging
data. The server part 110 and the client part 120 are
typically each assigned a unique address or identifier
112, 122, for example a telephone number, an Internet
25 address or the like, for the purpose of exchanging data
via the WAN 130. If the client part 120 wishes to set
up a link to the server part 110 wvia the WAN 130, it
requires information about its address 112. Conversely,
the server part 110 requires information about the
30 address 122 of the client part 120.

The client part 120 is designed to hold a mobile card
module 140. The card module 140 comprises at least one
storage device for the nonvolatile storage of data (not
35 illustrated)'and can exchange data with the client part'
120 via a data communications device {(not illustrated).
The card module 140 may be configured in particular as
a chipcard; however, other easily transportable designs




of the end user without additional logic linking i nforr@tli:é@,guarﬁzbﬂjg rd
variant includes a pseudonym identification of the end user over

lurality of 30 | es 140 whi ch, however, does not permt

Pdent ity of t‘ﬁoe Cg“?#adj:'tJ‘J'e:%}('jilto be inferred without additi oﬁ‘é’%?ﬁ?%fﬂ%ﬂ%n I'n
the case of prepaid card nodules 140, it,m |l frequently be possible to
di spense with. identification of the 35 end user. |If paynment processing by

t he subni ssi onare 0fs 120 Iﬁagéﬁﬁlecr%yél&%ﬁﬁpgfﬁ%é debi L 8LCa S 246, be

provi ded, data for.conpletely identifyi e end user w genera
necessary. A petigh ?ﬁ/‘%&i s i85 ity 2@08]%9@%011?92@741 PaTAEPYifo9ny]l -

49 al ways appEf)f);tm@Ie THartdiadint a@&edcﬂﬁnagg@nof[cm;@étéﬁrdmﬁﬁﬁuﬁ Tﬂguiﬂe
carried out eve tho i de e end _user

taking into accoun Bihe %%V\A%&Bf %ﬁﬁ%\g oqnnfc# reéﬁt tiogy g 1858ul eThe40 are
to be assi Qneoﬂi&ﬂmwsarreoénd tisey (paplaksecibn paird culmedcleepect bg,)h
pspect (9) " Theeard oo 120, o0 LIS o DYoRO NLELACLAR Y (gl e

client part 120, aut entl cati o r eSpec
speci fic aut hé’ﬁﬂ@?t?apr dprer tlﬁéé s aa ccdndacmmﬂnwhlldﬂ dan ﬂnmmmked from

the server paiden FEedes abl vokpeven sty ograpbie.get fads, cap, 1a.dgpysed for

this purpose. It is possible, fo anpl e In_a nonvo ar ea

of the nemrf’f%o?ldlel us raﬁlé?j) @F—PFﬁé’dcamﬁYnﬂ?Rul éOIZDGd- Bai @ amedibei ng

t anper - pr 00f -contseoy qbroxfarcwﬁ oA Phs Sukeyr MOt CBat8 86Shy8eBukRoResRECI fiC

20 end user. Viever the t ographi ¢ key do s, not, _.need to be assi_gned
to an end. usérh HiF ¢ cas AL F&l‘ g?ﬁs % $lustAthRg eupward

t echnol ogi es tioltqjla;ttﬁmlshlcaadptmwmdl%nﬁudﬂldmm beenelkegibhmatel y
placed in cirgyali R BhAD provider is set up. The other side is
formed, for example, by the operator of the portal data
15 ©processing device. When this side of the card is
inserted facing upward, a connection to a register
and/or a search engine of this operator of the portal
data processing device is preferably made available,
- .:said connection permitting items to be selected
20 independently of a media content provider. However, on
the specific side of the media content provider who
takes up one side of the card there is preferably at
least a link to the side of the operator of the portal
data processing device so that the user does not have
25 to remove the card and turn it around but rather can
also change over to other providers and the media
content which they provide by c¢licking on a 1link
button.

30 The server part 110 is a computer which is typically
assigned to a commercial provider of goods and/or
services. The server part 110 may be, for example, a
computer which is connected to the telephone network
via a modem or ISDN and which can be dialed up for data

35 communication via a dialed line connection from the’

| client part 120. In another embodiment, the server part
110 is a “World Wide Web” server (“WWW server”) which
is connected to the Internet and which can communicate




25 aut horized manufacturer from card nodul es which hav DERNS Padeat ed by
unaut hori zed third parties. - Aspect (4): in addition, ?he car%&rmc?ﬁl e 140

ermts, by inte ' with the client part 120, 30 chronol ogicall
Pecurri ng tra‘ﬂéaﬁf@é&/ﬁth the server part 110, in partF’@E'I/EF'g-?/095 1
subscriptions for specific services, to pg controlled. Aspect (5):
Furthernore, the card nodule 140 35 permts, by interacting with the
client part 12ﬁitlﬂalt¢heﬁ0dlﬂ@1t5895.5ffgl Cli_b?ﬁ{rYQt Q1 %yﬁéi‘?éxi&‘?g:%*&é%g)%rlte
supplied by t v 11 n ich can _represent,. f ,
soPItoware, tex?glé(?\%;%?ei Zgﬁrliigrﬁ’gp 05632 Wb 3 oied ?PC’?Y“EP@QY“@QSH"— £ 50
mul ti medi a it essrvahi paptovisesmvdifd®ct fue d:amplcal aBrgée@Tgkr@l&g:@fr .
copyrights. Aspg (6)e T C ! e 140 g_rI&Q ermts, 5.1 nteracting
with the client %%I%t 6%3201%1@2%&\%’?2%8 artéhesu Sr’leggl_eoty e sé"N&h p&PE 110,
and whi ch Ray e¥ehpngenelecbroekanphél me-waiddi avittenshet olbentugedti n a
way which is MesErodal Rpd daehd ARB oM afirBrkeiilduodh  CERARER! ana
i nfrastructure for %he 10 use-tine-dependent “cal cul'ation of "Copyri ght's can
be inpl enent ed”¥%eER8l FO5t BaFiFeuRROtRgRdct (F9P) AsFbet {rMyentThen casd
nmodul e 140 al Sm:\tpermstﬁicbéd iyt eééﬁ%%(gj Mgst%CkbggkgﬂﬁP%%ﬂ:égaioﬂ grrg;t
15 transactions . w th the sgrver part 0 be processed,
~ transnitting g}eetdﬁrn(csar%r ﬁﬂnﬁ@?glgﬁcdpﬁotté’lc"&&s’h.tc\/a’i'lﬂjo'iuseﬁF?’éFnaF fes are
to be di skPnguirsfrethatson givémeaboeehdsd exalearigre R0 NN &14? Mkﬁbsgs
l-aced in cir ti JIBY- 5 i ncorporate a specific amunt of prepai
(F:)redit whi chc(?ﬂs%rlégfr%esent%gl'by nmeans: of a corresponding, predetern-ned
data el enment which is stored in the nmenory (not illustrated) of the card
module. On- t gt heisiand o SRtV IRY b JRARLD 2sga-PerseneaReci fic

' he subm ssi.on of an ) ) .
‘ f?‘Sh' on by t %ommercial use 06}: a data processing device according to

15 the invention. The inventive interaction between the

card module 140 and the client part 120 permits the end

user {(not illustrated) who is accessing the server part

110 via the client part 120 to carry out advantageous
. processing of transactions.

.20

- Aspect (l): On the one hand, the card module 140

' permits, by interacting with the client part 120,

a system-independent setup of the communication

relationship to the server part 110, for example

25 by means of a system-independent dialing—in

' process. For this purpose, access data, access

configurations or access procedures are stored in

the memory of the card module 140. This avoids the

need for the end user to carry out complex

30 configuration of the access data, for example with

an Internet access provider, with a server for

electronic mail or with a server for processing

electronic ~subscriptions. In one preferred

_ variant, the client part. 120 may be configured

-35 with the card module 140 in such a way that the’

' - end user merely has to plug the card module 140

into the client part 120 in order to initiate the

setup of a telecommunications link to a server




I nvoice, a credit card or a direct debit, the necessaryzﬂeébﬂ%fzdj@ ating
to the identity and the paynent transactlon data (account nunber, credit

card nunber, _billli ress etc.) being stored in 30 the menor

i | | ustrat ed) V& %{81%25 nmodul e 140. In both cases it igcﬁdﬁﬁﬁgéé‘é%% to
protect the authenticity of the card mody € 140 and the data elenents
stored in its nmenory by neans of a digital signature which is generated.
by the 35 | egiti mtmitssuing widiseic | {5 egpastayed of thbeinaboye; ghssEnction
bet ween prepaid cr it an in bllJO%n there js an aglternative

bet ween the acqws % ot pflggs %cctb‘? '?Fgm?‘t}'“tct?etlﬁns‘l:eﬂ'r%yt?oo Bheo
03/ 019434 PCT/ EPO2/354k pebdt k0 necampl @ddf t pori£lbgi g, mbde. d@ﬁéﬁaﬂeﬁt
purchase price is [ n chronol o i cal |

possi bility of use, J %‘% %?I %g§£§8c09§| § T erﬁlcf%}l%'fnju glelﬂ?%‘ter ably
measured 5°with remcparblclhbanse)rt|tﬂee0|cltllazatvqiante @20, actrubidyy omsed

data froma file. éﬁ? L a8 K ve
bet ween card m)dul es 1%9% § even at t e t| rre at {/ﬁ 1i|n %}ﬁg@g@é pl aced
in circulation, ha@raIW%@el?Ii‘b provided with all the necessary

bi | I'i ng-rel at ed dals@ae@tenetrzt)s amdaé:arébf@dqtamﬂém ifoWhehnife, by
billing-rel ated data | enents ar.e nos} nsmtted fromthe server part 110
to the memory (not * L?g"t%rla‘tgeaﬁltg‘f. Eiviety e121Q|!0 e i NP5 card

nmodul es 120 have b@@n ibsuecﬂltEdetrteeltalaateaSerandﬂ'dme eiigientiifdied dualtigases
which originate fr hnat al ternatives each
condi 1 ona part i carSPoEe o G SRS o iire TR R eSS (s
interaction withi nbﬁh@%@p@ul%dﬁheh@ sohuttlh@n eue ohdindg thenehanay
invention. - Aspecbe( 8&asé§ t:ﬂ? caldHOgY! €5 14Q)dis aaWRREdy Wolh not

sufficient storage ca acb exanple in
e or 1egal y unacceptable to identify the

15 end user by name, address etc., but nevertheless
various end users who each have separate card
modules i40 are to be capable of  being
distinguished from one another in said cases. This
may take place, on the one hand, by means of pure

20 serialization of the card module 140, for example
by means of a uniquely defined. serial number which
is written into a memory area, which cannot be
overwritten,_ of the card module 140 and which does
not repeat; if the end user successively uses

25 various card modules 140 with different serial
numbers, it is not possible to infer the identity
of the end user without additional logic 1linking
information. A third variant includes a pseudonym
identification of the end user over a plurality of

30 card modules 140 which, however, does not permit
the identity of the end user to be inferred
without additional information. In the case of
prepaid card modules 140, it will frequently be

_ possible to dispense with identification of the

35 end user. If payment processing by the submission
of an invoice, credit card, direct debit etc. isg
provided, data for completely identifying the end
user will generally be necessary. A pseudonym is




the formof what is referred to as a flash menory, 25 fij8s4:Whi-¢hooe
represent, for exanple, prograns for data processing systens, ex(%s or
mul timedia items _ can be stored tenporarily or permanently in the card
modul e. As a fedA401343barticular the technical inpl enBRTAEPBA/ ®95% st ens
whi ch have 30 already been referred to indspect (4) for the automated
periodic acquisition of software, text and/or files which represent
multinedia itens anghware H It by ¢t h erv 10 i oved.
35 Aspect (9): Finall a%ﬁthe %ﬁd ITD%% exf40€%§n Igéerg%‘(e%, je%%ﬂlan eergg i ng

with the client parRSAHTRRES) Ifeht@ar He200Br Wrd3/ DI04 3Y SRCTHERD21:69511
52 enable or di saliteowhedidi off UpBEI ON@nti®s R t hEe S&EYERRA tpLd0 in a
telematic fashion. é a dat aprgrocessi ng device according to the invention,
it is not necessary 1o tHpl &fERt AGCHHE aspBet s knomtsrOsne s ywhish
exenpl ary énbodi merlst edertthecardambdoleswiath are tdeswy i hesh petow gake
use, to a certain n f speci fj ¢ cryptogr.aphi c techni ques such as,
for exanple, asym?ﬁ%i %:% gcfag}gt ogSrearphgls%%dggFSi t5 %?@%?Lﬁ?ae’%.aﬁﬁect

i ntroduction to appllied cryptography can be found, for exanple, in: Bruce
Schneier: "Applied Cryptography”, New York: John Wley & Sons, Inc., 1994.
The 15 discl osures of this docunent are incorporated by reference in the
present descripti ofSHEF: $3khotRe acerfsmashple chdf onlsp trrmdfsentbyn by
neans of al0schenatiimtdrewtding da@atRrocesiss ng ¢auigs 20 ggeerdingygo the

I nvention. As alrea iIItustrated I n fi]?. 1, aclient part 120 is
connected via a WAK N3 CaL 0% B EBarfS8RECT TH cltidnt SBEVET 1202%
provided with a dilgfl.ayidevi capek2Fiwhi ahthenthibisyr agwsbedies of a

schematically. The gaid HQgHig %ﬂg)mgéﬁhkk§ Qﬁkgkgé.tf¥%nl the server

part. Preferably known cryptographic methods can

15 be used for this purpose. It is possible, for
example, to store in a nonvolatile area of the
memory (not illustrated) of the card module 140 -
said area being tamper-proof - a secret
cryptographic key which is assigned to a specific

20 end user. However, the cryptographic key does not

need to be assigned to an end user in all cases;
it is also possible to use these technologies to
distinguish card modules 140 which have been
legitimately placed in circulation by an
- 25 authorized manufacturer from card modﬁles ‘which
have been simulated by unauthorized third parties.

- Aspect (4): In addition, the card module 140
permits, by interacting with the client part 120,
30 | chronologically recurring transactions with the
server part 110, in particular subscriptions for

specific services, to be controlled.

| - Aspect _(5): Furthermore, the card module 140
35 permits, by interacting with the client part 120,
- card-module-specific decryption of files which are
supplied by the server part 110 and which can
represent, for example, software, text and/or



25 client part identifies a specific end user (not ill %tﬁeﬂhﬁﬁj;)'zé& whom
the card nodule 140 is assigned personally or by neans of a pseudonym 1In

parti cul ar, ' jdentity information 141, which be itted
to the ser ver‘&gaﬁfdﬁgﬂ a the WAN 130, is 30 stored in ?ﬁﬂ/ﬁg%}%i{r‘l
140. The identity information 141 nay be;@dditional ly secured in a
customary fashion on pages of the client part 120, for exanple by neans

of a PIN or by nmeansuDfitk@netrieeindent ifhy det8chion deyi cesrenat i+
illustrated). In addit.ion tf1 the card 35 npodul'e 140, there nay be ot her
card nodul es 140a, 1P CAUFENFTH A Ll £IPEsGed to the identities

SN1, SN2 and SN3. If the card nodule 140 which is associated wth the
identity SN4 141 i C Wi one th 2 ruary 2006 WO 03/019434
PCT/ EP02/ 09511 - - i%%‘ge?é%t Eg? 'c&éirj‘ﬁ r‘f‘:?&?f{ é&o‘%ﬁﬁ%, E?Qoﬁi%ﬂ%‘?ﬁ%‘é&r eg’ﬁective
assigned i 8entity i¥itorrettiony SKlth SKRearnd i8N3 qartbel20 r ahshest eHith t he

server part 110. The.did i1 A0P! o]y e, Lavention, which, i
illustrated in 5 fig. 3 %pm gnil? 2%%11 %%%Ylé%u?%frlﬁ’/yf% a%x\%c fﬂ%’lﬁﬁs{t}%}’ect
is to be capabl e at*$RERRCHT, béPHg eFamphgui shddimediexaiipéms i n ta sbe

property as a contnafddlain RArFAL wid & ié%@@@fe&f’iﬁhg E%é_@rf&@fléo&;oioor
a

else is to be capable of being identified directly or neans o

pseudonym Fig. 4 W FEBYdnd gpteisH oinErestrveheren I Heans of
- a schematle 'view ofser tdates dqupresRaihgcd@viutetisac s Hi rYpieibhesi nygati on.

As already illustrated_in 15 fi 1, a client part .12Q _is_connected to a
server part 110 \/'i%éa g%%&h(geﬁ iaérﬁo ﬁ'élr_%affﬁci Abr 8\??&8% \t/zﬁt'h a
di spl ay device 125 which is illustrated only schematically. The card

nodul e 140 whi.ch ig a4 b hepp gl | jdent LEYy j i
contractual 20 -reI,aéti)i@onshilél:|70)t Ab[?ﬁ4%$9%in9‘g%itr%ll%?m%€ %35%5%%%%a By
-predet er ni ned dat 3PHSEREHLINGs afvd the| &bronshipntncPadingl20, payment

15 transactions with the server part 110 to be
processed, for example by transmitting credit card
numbers or digital cash. Various alternatives are
to be distinguished here: on the one hand, a. card
module 140 which is placed in circulation may

20 incorporate a specific amount of prepaid credit
which is represented by means .of a corresponding,
predetermined data element which is stored in the
memory (not illustrated) of the card module. On
the other hand, the payment may be made in a

25 person-specific fashion by the submission of an
invoice, a credit card or a direct debit, the
necessary details relating to the identity and the
payment transaction data (account number, credit
card number, billing address etc.} being stored in

30 the memory (not illustrated) of the card module
140. In both cases it is advantageous to protect
the authenticity of the card module 140 and the
data elements stored in its memory by means of a
digital signature which is generated by the

35 : -legitimate dissuing office. Irrespective of the
above distinction between prepaid credit and
ongoing billing, there is an alternative between
the acquisition of files according to the




in the present exanple the regular supply (subscripti o@ngbn%rgbg@g al
mul timedia product. in addition to the card nodul e 140, other tard nodul es

25 140a, 140 0 i.ch are each assigned to the contractual

rel ati onshi pS‘TOAEPi’,f%\tgg%d AbC (141a, 141b, 141c) may aFSG/ERP(99F11the
card nodul e 140 which is associated with-fhe contractual relationship 141
is replaced with one of the other card nodul es 140a, 140b, 30 .140c, the

‘respective assignedo£oRE{BEL Uals I ehaldipnship  intor maEiop jaf']'%rurjc‘fﬁ]at%eand
h e con

141c can be transmtted t the server part '110. The réspecti ract ual

rel ationship inford¥+oh 1fl, PRAth, opFeh, thazte | iSa a clibmsncddsicad 1y
variabl e whi ch contu®l smafedut oped £0b 3bi S¢l ecdf on yIocesyAM t hyiggpegt to
the file (not iIIustratcngzl V\gich 'hs to be %ransm’tted fromthe server
part 110 to the cli®nt°Partd 199 ARECSPELFEsEAt 855 2PTRIGEGRLY JG6ned

03/ 019434 BCT/ EPO2/WDE1 1 respledt mubt i tinsi aiskeptbsentcat i Ghe asolvghd ag With
respect to . the transnssi jpe.. Fig.. 5 shows.a foytth plication of the
i nvention by 5 nmeans o?sﬁa’?g%lél%%fiﬁgavifgv?/nbfa \ng%a %?-8?:%@‘& n5%859i ¢&
accordi ng to the i verfivthens igidenatydent ustitapehtive f bptwkera chirdnt
part 120 is connectgsitRf $£6VEhiLATt 0\ VAN 39: THEf! part
120 is provided with a di spiﬁﬁayﬁgévi ceeﬁfé \ﬁ\#l grhl??s I %u%%rgpgaﬁolﬁﬁ%&lo
schematical ly. The ¥ d RARRKED 14D whitRulathend bhavhe adready pheen

i dent i fij e&]p i n par tg@itiated awsReci AT %EéVQfeo]Eéﬂéar%rlobY\L@ilEBg@)glgﬁgg s
assi gned, for exanp to, an associ ated specific sérvice pravjder r4. In
addition to the cardc?edrﬁ)dﬁ?'gm?ﬁg,s e“Ahy B r 440 cdrd Wbt e§h€40a,
140b, 140c whi ch ars ldbgiy-asslisgrestl davat kdesentiscany avbeersabBmnlstS@r 2 and

SPr3 (14la, 141b, £41¢) 4 d ir‘I’[qqu' 40, whi is_associated wth
t he service provider 141t| s‘,afrtesp ac%trj h o(ra%eljoof ! h%p’c?t hEFPRAYd ABahI es
140a, 140b, 140c, tiHdusigpdadvecfo ebsi grafl seodirde pléWi dertiilnf eaidti on

141a, 141psand card modules 140 have been issued to the end user.
The eight individual cases which originate from
the combination of these three alternatives each
condition a particular technical embodiment of the
card module and its interaction within the scope
20 of the solution according to the invention.

- Aspect (8): If the card module 140 is equipped
with sufficient storage capacity, for example in
the form of what is referred to as a flash memory,

25 files which represent, for example, prograrris for
data processing systems, texts or multimedia items
can be stored temporarily or permanently in the
card module. As a result, in particular the
technical implementation of systems which have

- 30 already been referred to in Aspect (4) for the
. automated periodic acquisition of software, text
and/or files which represent multimedia items and
are distributed by the server part 110 is

‘ improved.
35 | -
- Aspect (9): Finally, the card module 140 can be
-used, by interacting with the client part 120, to




141c can bé transmtted to the server part 110. The respegk S6gvi ce
provider information 141, 14la, 141b, 141c is a characteri sth?/agyvari abl e

~ which brings 3&1 i rticular an automatic sel ection_process with 25
respect to t%& }é)%%m ssion paraneters fromthe CIPEH?EBQ?(()%%EJ‘SO '
that automatic initiation of a data exc ge between the client part 120

and server part 110 is nade possible. 3 ig. 6 shows a first variant of
an enbodi ment of t henalSPk b0 136EAEI ML 10 ther Lop; which i s
illustrated in fig. 1. As alread i||u§s%aﬁeléﬁifnﬁﬁ]‘)f/?f&%%%cﬁ%‘ﬁt €B&t 120

which is designed t9°hetd Rreaktl oy eteihﬂnﬁt‘si%oﬁﬁéti@@l- to.a server
part.110 via a 35 WAN 130. The client part 120 is provided with a displ ay
devi ce 125 vvhifh i s itI:I ustrat ed, onlé schematically. Fi g 6 .t hus shows a
sol ution in whreH t AR I PERCCFEIEY 4901 GRi RRCPEIHRY| §RedPo LRYFATACRAT d
modul e. 1405andit hel22 riegbr usrqe=2@06 WR03/iR1A4a4nRCTAER024B8514spebbs

di spl ay devi CeSi%ééHéBl?S | ece of equipnment which is essentially enbodied
mechanically in one piece. " "Fig. 7 shows a second variant of an enbodi nent
of the 5 solution according to the invention which is illustrated in fig.
1. As already 4yd ust&mt B4-v Nenbb@; a ¢lise t.120 which is designed
to hold a card rmd,ullglgmoyig pro{'/rln%iwég. %hg {:Eltl'lleg%'[ "E)ar al{@l’o ‘?%ié%oﬁﬁgct ed
via a data coffRifiidRGDndden cBake3 weea 1P dizsplcsy téew cexteBtwhich is.

i1Tustrated ompecistikerathwaddnaptit: Wi dth i gusPNHEa edls t Ordy SeLNfp1 RaTt

110 via a WAN J.SSO. el%qt.c 7 t hus 'Ehows ﬁ solution in which the client part
120 which is G BREE XE hoFaYRECERFRIN AR Pt FRENSH¥TREND, 2Bnd t he
di spl ay 15 devindeot2® tilorchto sapphhedt edyboohapdANc:30 . bednEdled, 0OFHLr ,
each i ndepend f.orm a._piece., of ' it . which i.s gssentially enbodied
in one piece ?r%a%gﬁamgél %&‘%,_ﬁg%ﬁangggggl&% a&fy}é? %’ﬁa?%é ' client
part 120 and ¥%¥ di%¢rky pdetni2diigkeng Sarrdasws, Inc., 1994. The

15 disclosures of this document are incorporated by
- reference in the present description.

Fig. 3 shows a first application of the invention by
means of a schematic view of a data processing device
20 according to the invention. As already illustrated in
fig. 1, a client part 120 is connected via a WAN 130 to
a server part 110. The client part 120 is provided with
a display device 125 which is illustrated only
schematically. The card module 140 which is held by the
25 client part identifies a specific end wuser (not
illustrated) to whom the card module 140 is assigned
personally or by means of a pseudonym. In particular,
an item of identity information 141, which can be
transmitted to the server part 110 via the WAN 130, is
30 stored in the card module 140. The identity information
141 may be additionally secured in a custbmary fashion
on pages of the client part 120, for example by means
of a PIN or by means of biometric identity detection
. devices (not_ illustrated). In addition to the card
35 module 140, there may be other card modules 140a, 140b,
: 140c which are each asgigned to the identities SN1, SN2
- and SN3. If the card module 140 which is associated
with the identity SN4 141 is replaced with one of the




20 out by neans of the data comrunications device 123.
W rebound devices. and nethods, in particular by neans Zgﬁegwﬁzﬁdﬁd
transm ssion cable (not ill ustrated) by radio (not illustrated) or by
infrared, foMef3MM@434A (not illustrated), are 25 posB¢BIEPGE/QTHhI cal
inplementations of the data comunicatiaons device. Fig. 8 shows a third
variant of an enbodi nent of the solution according to the invention which

S 30|IIustra@@§Je¢anI$ hodfAseal r il ra in ent
part 120 which is, des 3 hgl gﬁ%ar&&rﬁ%u %@gc tﬂcﬁ vvfwiﬂle;ﬁeetglvb

connected to aa%%%‘?épég?ntﬁ@ \}PafOMNO?SO‘Sms pElYi gaed. SiFe @9 ehe part
120 is connecteshsihit vedat &ocontméll cakirgag deyiee 1323oto ardd diesphay

devi ce 125 Whl S | I l ustr hemat i.cally [ 8 thus shows a
sol ution in V\hlé!%i S8 t \éﬁﬁn&/ﬁo@h W%lﬂésﬁﬁnejgutlbsqﬁﬂ?? ¢8rd
nmodul e 1405andfig. cbnmc:‘seghiﬁlttamtvwa\tﬁﬁﬁulanlyhéfoaﬂ a2t Eayr vabye2006 WO
03/ 019434 PCT/fEEO%O 1 @ndleaaé]:dmggeb%l aéf:. de}yll1 cel 25 gn t he
J% Y e% dfed in

other, each formin't em; ves a devi ce I ch 17§ esSén
one pi ece in rEEHERlalnt ditgs PrdRerRthange ohidmctusd: wrertnde witbnt

part 120 and the;ghsPl @ StpartgdLvepel 1r1|0ed ggt by-geans ef, tggsdata

conmmuni cati ons device 123, Wrefree an re bound evi ces and net ho

particul ar by GRRIRRISION BEERY ddershfdecoriidmtely nor PY| dseng: el , aby

radi o (noto | Ipgeaidatyed) or by infrared, for exanple IrDA (not 10
Illustrated), are possible as technical inplenentations of the data
comuni cations device. Fig. 9 shows a fourth variant of an enbodi nent of
the sol ution Biecordi $ﬂgOW$) thesdovnghtamel W tchon sof5 thlel ustweatteicbri nbfi g. 1.

As already || ushlat el LN ochitiarhe 3icht e0f BAdacl20 Wi EIL A, Og5hoped 1o

hold at | east one card rm e 14 which i s con Server part
110 via a WANSESPHEEN oP dEhe |wvm1tqrbn As already illustrated in

15 fig. 1, a client part 120 is connected to a server part
110 via a WAN 130. The client part 120 is provided with

a display device 125 which is illustrated only
schematically. The card module 140 which is held by the
client part can identify a specific contractual

20 ‘relationship AbD 141, in particular by means of a
" predetermined data element, said relationship including

in the present example the regular supply
(subscription) of a digital multimedia product. In
addition to the card module 140, other card modules

25 1l40a, 140b, 140c which are each assigned to the
contractual relationships AbA, AbB and AbC (14la, 141b,
14lc) may also exist. If the card module 140 which is
associated with the contractual relationship 141 is
replaced with one of the other card modules 140a, 140b,

30 140c¢, the respective assigned contractual relationship
information 14la, 141b and 1l41lc can be transmitted to

the server part 110. The respective contractual
relationship information 141, 14la, 141b, 14lc is a

- characteristic variable which controls an automated

35 =selection process with respect to the file (not’
illustrated) which is to be transmitted from the server
part 110 to the client part 120 and represents a




to the client part 120 there is a display device 125 20 .éﬁﬁu%§ 006
il lustrated only schematically and which is also designed to o'l’zd0 at | east
one card nodule 140.  Fig. 9 thus shows a solution in which the client part
120 whi ch is“ﬁééﬁﬂﬁ@@*@& hold a card module 140 and is RohfeR¥26P1d1t he

WAN 130, on the one hand, and the 25 di§g%£y_device 125, on the other, each
-formin thenselves a piece of equi pnent I ch can be enbodied essentially

i n one piece if,;eshag gak-ote ex f _dat a et e.client
part 120 and the display S%rl:%g%%%ggioﬁé engerd’ o8 %@%iﬁ%@?#ﬁgtﬁhe 30

card nodul e 14BheFbFaRSBRPFEONt BEY@ard nodul e 140 can be held in the
.client part 140 in order to store data which is supplied by the server
part 110. After.the ective data has_been,stored in the card nodul e

. res (
140, this data*%an’ b8 B{?’@s@nt Pt a2ERALERFAPTY Ofertdiht 1 BYELBECR oM by
reinserting theegas dofindul schiantiar ideviespbdy a diati€eprosyeisg! Vet ces al so
possi ble to st 0 xanpl e, .data rel ating t-o orderi rocesses _in the
card nodul e 14%%8?35&} ghgg @een RYS Byt he 28 it 2 %gg’i%‘éﬁ‘r‘?%%oénmo
03/ 019434 PCT/ER92/Do511clies? paevi t20125. cohhectbfietoaadsepdalrepia4@ has
been reinsertefyi | § gpt t 140, . thLs,. 05dgring Gan s fed
to the server pa?t?%ﬁoéwgﬁt%gﬁm'ﬁf}%ﬁilgnh §%§ioigﬁp\%\§ ggg%’?gﬁavgrlpgnt of
an enbodi ment ®f €AEP18Y| udedH.ceacchtdi nyhisht hds nvehtuerrakedh pely

i Ilustrated i ngdhématicdSl @l readycdtd usdbdaidiit whidh i1s Rethi BpttRart 120
which i-s designed to hold a ,card, ppdule 140 is provided. The client part
120 is 10 conrect®Y viRPEE dat 3R cat tonsPAEVIERlaB3 13 aSPEFiHLGY

devi ce 125 whismdwrver i parist 120 edhdohy masc henatidciariad anfbrt Sexampes! edot 0 a
server part 1 vigS 10 t hus shows_ a .spl uti ich the

client part 120 whi Cﬁ&cl S egioaﬁglagg%chols rglggrdprﬁoguﬁdgerIS Qﬁsz)“i,“no\r,\\@?he one
hand, and the afid&idiign deoi ddel26anfi grodule cohfecttdbney mag WEN ¢BBeron t he
other, eagh fQdRd Mmodules 140a, 140b, 140c which are each assigned
to the service providers SPrl, SPr2 and SPr3 (141la,
14lb, 141c). If the card module 140 which is associated
with the service provider 141 is replaced with one of
the other card modules 140a, 140b, 140c, the respective
20 assigned 'service' provider information l14la, 141b and
141c can be transmitted to the server part 110. The
respective service provider information 141, 14la,
141b, 141c is a characteristic variable which brings
about in particular an automatic selection process with
25 respect to the data transmission parameters frem the
client part 120 so that automatic initiation of a data
exchange between the client part 120 and server part
110 is made possible.

30 Pig. 6 shows a first variant of an embodiment of the
solution according to the invention which is
illustrated in fig. 1. BAs already illustrated in
fig. 1, a client part 120 which is designed to hold a

. card module 140 is connected to a server part 110 via a

-35 WAN 130. The client part 120 is provided with a display

' device 125 which is dillustrated only schematically.
Fig. 6 thus shows a solution in which the client part
120 which is designed to hold a card module 140 and the




t hemsel ves a pi ece of equi pnent which is essentiall y emoglingchrl Dogye pi ece
I n mechani cal terms the exchange of data between the client part 120 and

the displa ﬂg% eing carried out by nmeans of the data _
comuni Eat?/ons evi c g Wrefree and wi rebound devi cegcgzﬁp%(%ﬁ%?' in
particul ar by neans of a data transm ssiomscable (not 25 illustrated), by
radio (not illustrated) or by infrared, for exanple IrDA (not

il lustrated), dﬂ-éplpnsslletvlle:ea5125ecﬁomala ipiRicREdt abiensmehtt hBidat 3 5

conmuni cat i ons n which is 1llustrated in fig.
10 is designeggg%hﬁg fa g %ﬁ???%?ﬁc%Fgﬁ%§183$&anﬂU?Bé B4B3% - 140e which can
respectively initiate and control independently of one another

communi ¢at | ONSFoEOCeS BAGwsWi Nsddind CLUPLaRRr bel th DYiIEANG0f bhe ar d

nodul e 35 ta il lustrated) which iIs stored on S
140a- 140e, andsé\ﬂ tHoRan #eCAEdFRE sedo | ndépendemventgforone vdriatther isfrom

t1.11 du
the point of vib!z\n@tratéle senversigarty 110 s éwsogfomgg%ﬁ?&%é%l i e

t actions ebyuary WO 03/019434_ PCI/ EP

|:1??|Sat ed by t egse vef ihenfléj Ii’—'br%g%x%m’bFE igt Jesidnashetof hehd eard |
modul es 140a- 1¢@ed nm;vdué.et B0 alsonpﬁ@en}ie@f g‘h%yzciﬁj;leie@ﬁ\gl g,grﬂts 1%@ ;gﬁéﬁgrey
n fi 4, 1. everal car

':‘or di g. tal m t?%%%cgpro%uc S(H\ﬁn%chgo 'énéﬁ%f)f‘? Cf\ev&cgﬁtis f % By t he
server partf 1198ispkay t helendne 30 12r5egulvdnlqh butisasyddiuenaatied wi bhlyesEect
to operator CofdH&Matddd10Rs Qhqat b,gllég.lerls lgoﬂ'll;gcpgétlt%ul arSéP‘%yréﬁE%tt e

arrangenent il] strated-lnfl I n conmpari son W earrang
|IIus?rated i 1Y gViz i WA QCuFég t Re fhtt ehawsa ansstlerticar dinodul e

140 is provi dethiwlt hciéai ehithe palrsqlolmo dﬁﬂi@?hi§5d%%at ;é(;antahctey%@geim part

"authenticate i f n rticu way W respec

120 and the oct f:flga?ré h'm)giljjlfgs 1%a%ﬂf0 \éflﬁsej?? cg, i #09 display
dev:.ce 125 which is connected to the WAN 130, on the

other, each independently form a piece of equipment

which is essentially embodied in one piece in
mechanical terms, the exchange of data between the
client part 120 and the display part 125 being carried

20 out by means of the data commﬁnications device 123,
‘Wirefree and wirebound devices. and methods, in
particular by means of a data transmission cable (not
illustrated), by radio (rot illustrated) or by
infrared, for example IrDA (not illustrated), are

25 possible as technical implementations of the data
communications device.

Fig. 8 shows a third variant of an embodiment of the
solution according to the invention which is

30 | illustrated in fig. 1. As already illustrated in
fig. 1, a client part 120 which is designed to hold a
card module 140 and which is connected to a server part

110 via a WAN 130 is provided. The client part 120 is

- connected via a data communications device 123 to a
35 display device 125 which is illustrated only
- schematically. Fig. 8 thus shows a solution in which
the client part 120 which is designed to hold a card
module 140 and is connected to the WAN 130, on the one



For exanple, the master card nodul e 140 can be inserted %aeyg{?(%ltal
book which is used as a display device 125. The digital 2boo en
configured by the master 20 card nodule 140 in such a way that, with
respect to tHE RI4{&H43art and the further card nodul es PCAGEP02¢89511
inserted in it, specific privileged operatgr_control transactions, for
exanpl e the enabllng or disabling of the client part 120 for supplies by
the server parhahd 2mdrthbe Qpeplarmanss of QQée“cﬁﬂ \Eﬁén%%‘?ﬁe'ronseé’&ﬂh
respect to the_server pari] 110, can be carr,ied g@i the user using the

data communi catPolls dBvi &FEFEELIVES: At hidePGHo 1Ci1he It LTHRIR R on
via the data emhndmedaunonﬂed@\ileee 1&3m@kmrﬁfcﬁ1abiermw otwged @cc&&rﬁg@i nst

t appi ng and mapi-p o] a UI t abl e - ol ogi e part | cul ar
crypt ogr aphi ¢ ?gcpa%%aogpgg%eglgg%ﬁ s; % G5k EB %rgcé %P EFRIGH nent
of the solutipartccd?di ngeiogt hearmecﬁntlmmtv\my:h mea135 iof us’tﬂmt ethtian fig.
L. Asalready bbhiighighedehl [etkick 331 e paELEL20 Cmpaﬁd@%ﬁﬁ”ed

to hold a card npdul e and which is connected to a server 0 via
a WAN 130 is pf8viees. aﬂ% T%?Fﬁl'é?ﬂsrpaikrﬂ pagtisudarrdht veesn20086 WO BB7/2019434

PCT/ EP02/ 09511t ranbfisS08ACCE SN & | Ardtdat 3] corFateedl | 0B deYaLs 1@t 0 a
di spl ay deV|cebi§5 mhlch s Il lystrated only chemat’i ca ly. Fi 10 al so

thus shows a s ‘&?BﬁaFﬁ whith Phe - F@f‘fﬁdpar OF0CHATRAS| sTHRA| o to -
hol d at 5 lleasilbustcateddhpdakre p4Bsibhet he li amb]léﬁ%nﬁbt&Mr&y

device 125 vvmgfl tﬁecggpgc&&gm&?i(\% %ﬂ\ls on the other, each formin

t hensel ves a precé of ess%%t lally enbodl ed in one piece
in mechanical terns, the exchange of data between the 10 client part 120

and the displ adeQaré sRowReiNGF GaFdH egar?é'ﬁif: b%fneﬁpseﬁﬁ%éﬂﬁegét 8f the

comuni cations device 123. The.. parti cul ar eature o e ar r angement
i lustrated i iSO 1 \REFPFIRECt §D t Henr r ARJERHON | | 18+ ed lisn
fig. 7 islén pailusthatedheihactfighatl.t haslightepayt illustrated in

fig. 1, a client part 120 which is designed to hold at

least one card module 140 and which is connected to a
server part 110 via a WAN 130 is provided. In addition
to the client part 120 there is a display device 125

20 which is illustrated only schematically and which is
aiso designed to hold at least ene card module 140,
Fig. 9 thus shows a solution in which the client part
120 which is designed to hold a card module 140 and is
connected to the WAN 130, on the one hand, and the

25 display device 125, on the other, each form in

themselves a piece of equipment which can be embodied
essentially in one piece in mechanical terms, the
exchange of data between the client part 120 and the
display part 125 being carried out by reinserting the

30 card module 140. For example, the card module 140 can
be held in the client part 140 in order to store data
which is supplied by the server part 110. After the
respective data has been stored in the card module 140,

. this data can be presented in a sensorially perceptible
35 form by reinserting the card module into the display’
device. Conversely it is also possible to store, for
example, data relating to ordering processes in the
card module 140 if it has been held by the display



15 120 is designed, as also in the case illustrated in [ 1f59y hol d a
plurality of card nodul es 140a-140e which, by neans of % hfgbcardﬁrrdgdule '

data (not illustrated) which is stored on them can each resgect ively
initiate and /&191142%ﬁ‘runi cations 20 transactions w t hPERAEB®2(@95hhrt

110 i ndependently of one another and whiggh can be addressed i ndependently
of one another, fromthe point of view of the server part. 110, during.

~ communi cat i onsdéviansacl2dns whkeh at@e i riddat eghdyl d hel s@r vBasPabkel10.
For. exanpl e, 25 one of. the card nodul 140a- 140e _may act, as a
" conponent of ?%‘Ji/lg?ge}r%e(c?ljr%%?rtélf‘%ddrhe‘?'i:g.paﬁ},f??e.tglscﬁ?fﬂe?%’agl gage a
plurality of czan editdstsdarhe ssrwer neamr Vi forvid ditealwarultioedi a
products which are supplied in digital formby the server part 110 via the
30 WAN 130, regularly but asynchronously with respect to operator control
transacti ofis dfig he“ﬁs%h@w$ nat Hd fidr ieariant uefr anedniedimgntl 10 | ther oves
particularly adyaniadeousd@idiplemenl therd | eahyRakliodd> 1gfligg a flxed
card nodul e station which is connected essentially continuously to the WAN
130 and can-t u Wfs&g‘i m?i atéddata céfnuiileaadn tibheveraerd wiewh

respect to thefisprvier ®aeliddf, pard fird hew 1ew eisagedd ghebr Ua Yna096; WO
03/019434 PCT/ ERO2/ 0951#- 6Q - ;Lecel ve a commquy .ccation transactions
initiated by THe sBPTBFCpart’ 138, BASY notefy St eRPEEL us®
transacti dfis cforrtesteskryieven datahecaivspibyatdevicedetribel siz2hbadi ed as a
nobi |.e devi ce ' he#&qr canhi-es .his person, n, when.he is.,not
present at tr?gglﬁg%z;{.i on. . §§t h _\El'mb?h rg@'ﬁg(}:}t tgét helggﬁ?gﬁ Ezleijll us??%ed I n
fig. 10 and Waiemaddsadin enchd sy aamancted i ratsever fpart 1110 19iat may

prove to be advammgesus Fogenbedynhie Ml &y <de¥te6n135 t@yial de@d | east
one card nodul e ,140 so that. _the de of use illustrated in -fig._ 9 can be
used by rein S gpzi‘ré:ag'@onﬂﬁlﬂ L 15 esigned to hold a card module

15 140, on the one hand, and the display device 125 which
is connected to the WAN 130, on the other, each form in
themselves a piece of equipment which is essentially

embodied in one piece in mechanical terms, the exchange
. of data betweén the client part 120 and the display
20 part 125 being carried out by means of the data

communications device 123.

Wirefree and wirebound devices and .methods, in
particular by means of a data transmission cable (not

25 illustrated), by radio (not illustrated) or by
- infrared, for example IrDA (not illustrated), are
rossible as technical implementations of the data
communications device.

30 The client part 120 which is illustrated in fig. 10 is
designed to hold a multiplicity of card modules 140a-
140e which can respectively initiate and control
independently of one another communications processes

_ with the server part 110 by means of the card module

35 data (not 'illustrated) which is stored on said card’
modules 140a-140e, and which can be addressed
independently of one another, from the point of view of
the _s'erver pai't 110,_ during communications transactions




15 While the client part 120 is designed to hold at |ea Aary nodul e
140 in the variants illustrated in figs 6 to 11, figur?SZFle% andgél each
show a variant_in which a client part 120 is used without a segarate card
nmodul e. Fig. "3 &HAK? 4%l ient part 120 which is 20 desi BRE4ERB2ABIZLH
conpl ete. di splay device 125, the displaygevice 125 being in turn designed
to hold at |east one card nodule 140. Data communi cation takes place

bet ween the sesviath paite 110h apdheadd B%dutﬁeldfger*ir@ra Pei-podiip, Whirgh the
exchanged dat a iés ssecghfS thr(gﬁt#égh t e di sglgy devij ce 123 bi means of
suitable el ectrom e nedsur®E T ATt PedFye FerfsmAdElansdtbtal §0endr¥ssary
for the clientagaras 120cbupbredesiodned dyestdmwlvwhicicondl el eudispteqy devi ce
125. The exch o} ata between,t l-ient_part 120, on_the one, hand,
and 30 the di g%lq:gy idevgc'tee'm ﬁall%% th?d%lrlgpa%d A1 o o ™ auil%ist one
card nodul & 14T ahed guerety nfyry fbyitakanpl eimedita peoduptenehied, as

illustrated inyyd iﬁlpﬁf&e@ﬁﬁ%%ﬁf%%&gfﬁ%%%ﬁﬁ”%aPEVi£§ ‘;%gdat a

Wrefree and wi_rebound devi ces net y means o
transmi ssi on dabt SN nbil0j | rageiar i) buthrsvaghronens iy |wisth aredpect by

infrared, for wxamd@tdd QAN iddtiddl@d)-heak@pOSSi bl e as” technical
I npl enmentati ons for the data comruni cati ons device. 22 February 2006 WO

03/ 019434 PCT/ EP02/09511 - 61 Figures 14 and 15 show further variants of
an enbodlfientThs paetsoblar ofiecatamedic) thet ke ramenidn®n iWhiebrased

illustrated in. figes:d. alyeady.illustrated 5.in fig. 1, a client part
120 which is .ensi gﬁéé't?ﬁh‘ol%ﬁ. a %Oénlﬂgarrsf’bsaourf e T’Z’I(glhandlcaﬁi ch?T5289rhEtt ed to
a server parttllpgtyeded WAN 830 i'5 B¢ stnpravidedlan the fhsit Ahati sol ay

device 125 | S ntls3@:C0RALE! Go&a1 bhey PN 1308 ovTlrd N 80 ganche igienti cal
to the WAN 130g. An 10 interaction - tri g_eregb nmeans of the display
device 125 afdSElENsATHEEE iR e M@I%ecfaf anf tapthrntsigates itedf 110

causes milfi midi & gairailc;mlbe WadNWIHH ebdge®® to the client part 120
and the other card modules 140a-140e inserted in it.

For example, the master card module 140 can be inserted
into a digital book which is used as a display device

125. The digital book is then configured by the master

20 card module 140 in such a way that, with respect to the
c¢lient part and the further card modules 140a-140e
inserted in it, specific privileged operator control
transactions, for example the enabling or disabling of

_ the client part 120 for supplies by the server part 110
25 or the performance of ordering transactions with
respect to the server part 110, can be carried out by

the user using the data communications device 123. For
this purpose, the data communication wvia the data
communications device 123 1is preferably protected

30 against tapping and manipulation by means of suitable
technologies, in particular cryptographic technologies.

Fig. 11 shows a sixth variant of an embodiment of the

- solution according to the invention which is
35 illustrated in K fig. 1. As already illustrated in
fig. 1, a client part 120 which is designed to hold a
card module 140 and which is connected to a server part

110 via a WAN 130 is provided. The client part 120 is




server 110 to the client part 120 via the WAN 130. As ayr a}¥ 28dge user
(not illustrated) may call, for 15 exanple when on route ata fromthe

server part 110 ichis transmtted via the WAN 130tothe client part
120 which is, &3\%&’ installed at home. Fig. 15 shBWE/EPU2f9%at1in

cwhich the client part 120 Is 20 provi ded %;\nth a display device 125. The
data (not illustrated) which is called at"the server part 110 is

transmtted tocgnsgeeBdary; £! aeraat%gr boraldd flwa%lg 3&2&0%(;3 1235 Floure 16

shows a schematic bl ock-di agraml i Vi ew 0 accord| ng “to the
i nvention for H?’E%?Ybut‘ii‘ﬁ’ﬁlcﬁl | 11%% arhbayi ngt o or thlgxl&t'arlaﬁﬁé?dl aondynt ent .

30 Files 104, 48BemdO8cubigh arigy.made avas! abhg bynspat ent sopreyvbgens 102

are held ready for, distrihution on a_.server 110. The distribution of the
files to indi zllah%]il %:% Srtl Pgnﬁ’ﬁ‘fré:r L3% WhFR 5p) JeshgreedtBuboild at

encrypted 5f orhedyt d@\mal oagtd g moiialehel 4t ephettlos D\b/Met l}farﬁ:}a,l esnds thed t

mar keting of p arf. ch.as CDs i.es etc.

. (not illust rat@yﬁﬁfﬁra%b\%ﬁ% éosea‘fljhcghl ﬁst (Szognse@rt\ﬁdjcxt%rgﬁ gg%mstégm fic
itemformats @an e saitdoired @sichy Meanms in ttizerctebwnés canpytierceor o2

February 2006 %%&}@4@&1% nggéQggu%‘Jﬂ%%dgﬁﬁP@ige&hEn%ggbﬁggcge%#ce SO

“that, for exanple, an MP3 p IS provi

itens for dowfleElAmtcal Bswtns dhea pErbenar cebpulata orb@ffm@@tmookher

t el evi si ong wdnem Ip&@tngnocgﬁaeq:weoralépwlﬁblb@ P9§Sb9£ﬁgt @a¥i-¢Wsd all
the formats of trlbutableltems umgg eci, I‘UI‘IC$fOI‘1 sel ecting
and orderi ng (cﬂ‘b HaBEaRP| Shatiesfrtg ﬁ@‘%BPlﬁ?Béaﬁﬁsti?VITﬁe dfgi The

content whi ch pesrtniedel aw aiflealtieret cof hethecl aernﬁgg;éﬁ??enngl{n]ﬁisﬁﬁatreepr eﬁgnt ed
payment of e enarst Py BekBEct el B SHRenad f IRuRbre b8 by an
exenpl ary f undtiison bl bek inpparticular the fact that the client part
15 120 is designed, as also in the case illustrated in
fig. 10, to hold a plurality of card modules 140a-140e
which, by means of the card module data {not
illustrated) which is stored on them, can each
respectively initiate and contrdl communications
20 transactions with the server part 110 independently of
one another and which can be addressed independently of
one another, from the point of view of the server part
110, during communications transactions which are
initiated by the server part 110. For example, at least
25 one of the card modules 140a-140e may act as a
component of a system (illustrated in fig. 4)', i.e. a
card module or a plurality of card modules serve as a
memory for digital multimedia products which are
supplied in digital foxrm by the server part 110 via the
30 WAN 130, regularly but asynchronously with respect to
.operator control transactions of the user.

In the variant illustrated in fig. 11, it proves
particularly advantageous to implement the client part
35 120 as a fi:»ﬁed card module station which is connected’
essentially continuously to the WAN 130 and can thus
-always initiate data communication transactions with
respect to the server part 110, and furthermore can




15 The function block 120 has a decoder 122 which fi rSt!ﬁ]]:ﬁ%ﬁ%%gé%
(reference synbol 124) the digital content cryptographically a then

makes them aggess) i.n sone suitable technical fashion to_s '

per ception b&?q ?@}chérfg}mr 128. in the case of MP3 audiBC??FBéJ??&%g%lrray
be 20 done, for exanple, by generating ang®nal og audi o signal which can be
~reproduced with a | oudspeaker 126 or headset (not illustrated). In the
~case of other :ceﬁdﬂéﬂﬂé (dactra} e&mh}gctaﬂbﬁ, }:ﬂ&ﬂ@écﬂbﬂ?ofﬁ;niﬂ?ﬂated by

i1 lustrated), re may_ als - for ex e, Vi Su i splay on a

di spl ay devi) ceﬁh§5§?¥l‘6 ri?‘?ﬁgt Egped??’yﬁﬁﬁgsﬁf’ﬁﬁ P’oWl&glvir@é*p%G it &Sfnect ed
to the decodertd@2sdetiomnglecft cclyenesare daten Cd)lﬁtiﬂh,&(;udﬁ.ypjr.]@j’/ dlevice 20
consunpti on | st oray, 1 LlLe t dia.i.s bei .use t consuner

128, ggi d dat Qi%%es_cl?él b%ﬁ’g t (eaar e%%egi \#@b&sﬁg‘pfi%%égé WWE%Chsﬁ?}fFT ciHENT

preci sion fo F3EW-SF | PRndiitso persen r ewdnonthen aher isTheotcopseasphtomt
“history contaifise T&kae)Xanpl e, data on the duration of use of an audio
title or, in the case of other formats of itenms (for exanple text; - not
illustrated), 35 also contains data on used pages of text and the

i ndi. vi d:JaI u%;oﬁﬁ bt +dspespeesd f{:l@e!ﬁgfﬂéﬂﬁahlmﬁlﬁ!@%a@fedt ext ifig.ggb
possibilities for reqi stering, or ering,use a al so ossi bl e.

Igebruary 2006 "Wsid?/ AP HET/ EO %9§i€1a13t635&]ﬂxsltm1t?§r 113418s plovi ded
in order £8 sudplyay praveultat ilom afivhihtaghauge ticotahbady chhésdaepuay at ed

according to t : ' S ' histo 32 ont, |huyou or at
speci fi 'cg-ti rre_dl%lcekfévgjljsgqa%@gﬁfﬂnc i o%géllrh (%IE% é%ﬁéu%fi?%% Elagt %Py,%iléﬁd to
transnit a ditd¥blBodegrdl uses idlupbraeedddn 1200 whencapr dvetwsed nbyt

charge total s @i R%a8eet ASFHIAT. t he decoder 122 receives the
di sabl e signal 136 from10 the limter 134, the use of the encrypted

content 112 is interrupted until the limter 134 cancels the disable
signal 1385 | wdtidad tie acthemigephot all20t iee desvieflids tF KRl 46 LBaker ns of

vol urme of US€ Hf card module 140 in the variants illustrated in
figs 6 to 11, figures 12 and 13 each show a variant in
which a client part 120 is used without a separate card
module. Fig. 13 shows a client part 120 which is
20 designed to l'iold""'é complete display device 125, the
display device 125 being in turn designed to hold at
least one card module 140. Data communication takes
place between the server part 110 and card module 140
in a& method in which the exchanged data is passed
25 through the display device 125 by means of suitable
electronic measures. Admittedly, it is not absolutely
necessary for the client part 120 to be designed to
hold a complete display device 125. The exchange of
data between the client part 120, on the one hand, and
30 the display device 125 which is prepared so as to hold
at least one card module 140, on the other, may, for
example, also be implemented, as illustrated in
fig. 13, by means of a data communications device 123.
Wirefree and wirebound devices methods, in particular
35 by means of data transmission cables: (not illustrated), ‘
by radio (not illustrated) or by infrared, for example
IrDA (not illustrated), are possible as technical
implementations for the data communications device.




possible. A hybrid. variant of the possibilities 15 desg Elb g_gid\ll.ﬁ
al so possible. A stored-value 'nenory 140 stores a data val ue
an avail able use tinme or an available u

represents a_sum.o ey,
vol ume whi ch qu1283 dﬂ% 128 has stored 20 in order to 88%??96(8?@11

billing totals, for exanple through paymant in advance in the formof a
security. The stored-value nenory 140 can be topped up by neans of al
custonmary micropaynent systems. These include, for exanple, click and buy,
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to be protect&d-agarnstgny¥® (not RN may call
15 example when on route, data from the server part 110

which is transmitted via the WAN 130 to the cllent part
120 which is, for example, installed at home.

. Fig. 15 shows a variant in_which the client part 120 is
20 provided with a display device 125. The data (not
~illustrated) which is called at the server part 110 is
transmitted to a secondary client part 120a via the

WAN 130.

25 Figure 16 shows a schematic block-diagram-like view of

a device 100 according to the invention for

' distributing, billing and paying for digital media
content.

30 . Files 104, 106, 108 which are made available by content
'~ providers 102 are held ready for distribution on a
server 110. The distribution of the files to individual
client computers is preferably carried out in encrypted
form by downloading via the Internet or by the sales
35 and marketing of physical data carriers such as CDs,
DVDs, flash memories etc. (not illustrated). Here, when
dialing in to a service provider, specific item formats
can be selected using means in the client computer or

hése Anbunts to be




unaut hori zed mani pul ation fromthe outside, in 15 parti Ilae%g%%%
consuner. The decryption key 123 by neans of which the decoder

cryptographically decrypts the data 112 representing the digital content,
and thus nakwe 0B/eypddable to further processing, is peryeEpobaobyll
sensitive. The anpbunt of stored value (not 20 illustrated) stored in the
stored-value nenory 140 is also highly &ensitive. The consunption
measuring means 130 and the limter 134 are critical functionalities
because the ahmtdeaplpvbathgderichazgethatan b embutlagedrbyEamlayeat i ng

these devicesg 2ooliaéd &hBF afoiie 13 RLAGEIHSt OLeRE HPr t HSniLNLLingN
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ol est casBy TRBNF ndity i R S ror RO T e Sy CEooLeY i o
enbedded, fowitkarpl entiernat3®eewdtigncdripound,d floe ewraspbke atbi fMiekwal
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(not illustrated) ich are suitable tor et ecting unaccept abl'e _nechani cal
and/ or el ect FFMBAECS medRpul TR ROTh@dut pafesighal (8PvRHead seid®@s -can 35
- then be usedstoedei®d vt nstoadicaseously critical data such as, for exanple,
cryptographi c keys 123 or anbunts of stored value in the stored-val ue
menory 140. The _stored-value nmenory 140 and/or limter 134 conponents 22
February 200Bh\R034 wrilo 43mtEey pRozipgs) madesmvaidisdie ite tHe eddfpitar y
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bl ock 120 can .al so be contain in separate nodul e or separate  .nodul es
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separate hargdwaigSOFRARENLS Bio@s iidi vi dual software nodules 10 or else
conpletely as a software solution, for exanple in the formof plug-ins for

a browser.
15 The function block 120 has a decoder 122 which firstly

decrypts (reference gymbol 124) the digital content
cryptographically and then makes them accessible in some
suitable technical fashion to sensory perception by the
consumer 128. In the case of MP3 audio files, this may be
20  domne, for example, by generating an analog audio signal
which can be reproduced with a loudspeaker 126 or headset
{(not illustrated). In the case of other content (for
example texts, images, videos; not illustrated}, there may
also be, for example, a wvisual display on a disgplay device
25 (not illustrated).

An evaluation device 130 is connected to the decoder 120 in
order to generate data continuously for a consumption
history 132 while the media is being used by the consumer
30 128, said data describing the regpective use process with
sufficient precision to allow billing to be carried out
later. The congumption history contains, for example, data
on the duration of use of an audio title or, in the case of
other formats of items (for example text; not illustrated),
35 also contains data on used pages of text and the individual
use times with respect to individual pages of text. Other
possibilities for registering or metering use are also

possible.




The consunption history 132 al so represents an aggregatj?q_q Afars8hRd tive
data which has to be protected 15 agai nst mani pul ati on. "To 30 a{il s, the

menory (not _illustrated) for storing the consunption history 132 can al so
be included MP 19/ Pr*cted function bl ock '120 (not iPFHEEPRRERHS1L
Anot her possibility is to protect the _dgka values of the consunption
history 132 20 agai nst unauthorized changes by one or nore digital
signatures. To do this, a digital signature generating and testing
conponent (not_illustrated) which is advant ageouslg i ncluded in_the
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€

by neans of a tSneyCEPARES dror R ivRmnEhef HeEblprigryl2d6e virom
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by the billing server 145 taken iIce, the anoun ,Stored Vval ue
whi ch is stor@3seabife sthrebvbaide mewdapt of the possibilities

15 _ described above is also possible.

A stored-value memory 140 stores a data wvalue which
represents a sum of money, an available use time or an
available use volume which the consumer 128 has stored
20 in order to cover future billing totals, for example
through payment in advance in the form of a security.
The stored-value memory 140 can be topped up by means
of all customary micropayment systems. These include,
for example, click and buy, paysafe (prepaid) or
25 loading on by means of a service number such aé, for
example, a 0190 number. When the stored value is loaded
on by means of a 0190 number, it is possible, for
example, to load specific amounts of stored value by
, means of different telephone numbers which may be
30 configured as end numbers for a master number, and for
these amounts to be billed by the telecommunications
companies. Loading up a stored-value memory, in
particular for offline use of digital items, programs
or the 1like, by means of a service number is an
35 independent inventive idea for which protection is’
independently claimed. In particular, loading up a
Stored-value memory in a connectable payment module,
for example a smartcard, by means of a service number




140 can be increased by a specific amunt of stored val %ﬁ%‘%ﬁtti ng
a stored-val ue nessage 155, protected cryptographically agains

mani pul ations, from the billing server 145 to the function unit 120 or to
15 the storedQA@LH43d%y 140. The stored-val ue menory BED/FROBAIISELI arly
preferably accommodated on a smartcard ity order to be able to use the

stored anount of stored val ue |ndependently “of a 2.0 systemand in a nobile

fashion, evenian QhbshcpLe68819f 1 Bl kgtrgant nipe JéH})%td Oﬂaﬂ&gu'c% 12
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for exanpl® S@eEMIeAnwﬁuelr .an integrated nenory in which, inter alia,

what are referred to as players and/or playback 1|icenses can be stored in
such a way that when the nodule is connected to another playback device or
~conputer the Hﬁ?@enbﬁgnWQm B¢ quredspdildi nful fi dybadk s35funghisnality ghts

of use can be 5;,5 T %rﬂftw de yhus gdo‘;a“g/alln{aqogg lﬁl Ng anot her

pl ayback device. ready existing [1cense solutions of dthe
providers can@8adiqng s nﬁdlsftpé§daﬁfﬂ364€ the podatBtcathe? dRsinder VL2006 WO

03/ 019434 PCTAEPQ2L099btkadf67 be provided with nmeans such that the
system i ndependent use of the license or licenses of the player or players
and/or of the items of the providers by neans of the nodule is possible,
but it is notThessifthhettionprbiack alBOcopgnoilﬂlé cedmseisicdl ghdsseadr aamunt s

f stored val t t il Lustrated
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conputer,13 0 phe¥iBatkr by the consumer. The decryption key 123 by
means of which the decoder 122 cryptographically
decrypts the data 112 representing the digital content,
and thus makes it available to further processing, is
particularly sensitive. The amount of stored value (not
20 illustrated) stored in the stored-value memory 140 is
also highly sensitive. The consumption measuring means
130 and the limiter 134 are critical functionalities
because the aimed-at billing of charges can be

sabotaged by manipulating these devices.

25

It is therefore advantageous to set up the function
block 120 as a particularly protected (tamper-proof)
assembly. In the simplest case, the individual elements
.. ~Oof this assembly 120 can be embedded, for example, in a
30 | sealing compound, for example artificial resin. In
further developed solutions it is possible to provide
sensors (not illustrated) which are suitable for
detecting unacceptable mechanical and/or electrical
manipulations_. The output signal of these sensors can
35 then be used to delete instantaneously critical data
' such as, for example, cryptographic keys 123 or amounts
of stored value in the stored-value memory 140. The
. stored-value memory 140 and/or limiter 134 components




10 correspondingly provided nultinmedia data (itens). Her-g, H—M%G g cul ar
information for identifying and/or checking the authori zat lon to use the

| i cense, the Yy /or specific itenms is nmade avail abl of
the smartcar 3’00 Oﬁlﬁr}@%}}grther devel opnment, a 15 softwar ep??ggﬁéﬁygggil
player can be nodified in such a way that different users can use itens or
application prograns etc., which are nade avail abl e by neans of a
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or playback deV| ce. yment neans of a smartcard is possib
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illustrateld id20.ig. 16. The server 110 nakes avail abl e digital content

(not illustrated) and can be connected to the protected 30 function bl ock

120, for exanple, by nmeans of a wide area data network (WAN) 210 via a
modem 212. Théll (ekee | eamppoeRts 2@ hishe cawec cedbinedhiia cese fonagtiphayback

devi ce and hagRufloWsery player ﬂéoouié)m&ne&@éa aé§@h%€ Oggodgggai\at@

plug-in for an existing browser 35 and which is capab al so
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data. Instead,of t%gg%d % her . lgebruarpl_/r 2006 WO 03/ 019434
PCT/ EP02/ 09511™ Sth CabP, uﬁet’\ﬂ@r FufctFONES 'y device, for exanple
for ISDN, GSMor UMIS, can also be used. Specific details from fig. 16,

such as in pakjcul gLt £PHSUNRL a in ns er_134 and'
stored-value 5 nenor Y % arem?\lot Jil'[unsat ?gt&edga C? rje%% I{qé r}
card nodul e nggFf@gﬂFé@Pd@é \ﬁ%ﬁtééfr‘? data which has tO be PrOteCtEd

15 against manipulation. To do this, the memory (not
illustrated) for storing the consumption history 132
can also be included in the protected function block
120 (not illustrated). Another possibility is to
protect the data values of the consumption history 132

20 against unauthorized -changes by one or more digital
signatures. To do this, a digital signature generating
and testing component (not illustrated) which is
advantageously included in the protected critilcal
function block 120 is then provided.

25 |
When the binding billing and payment is carried out,
the data content of the consumption history is
preferably transmitted in a suitable way over a data
network link, protected cryptographically against

30 unauthorized monitoring and data manipulation, to a
billing server 145. The billing server calculates, by
reference to the data of the consumption history, the
charge which is to be paid by the consumer and deducts
the corresponding amount, for example by means of a

35 debit transaction from a (dummy) account 150 which is
assigned to the consumer. The consumer can then carry
6ut a payment transaction in a conventional way, for
example by means of a money transfer or by means of a




optionally be used as a rights card and control card f h1g t he
decoder 122, which card is 10 preferably enbodi ed as aoiszn’g%?%:%?gwq;i g. 18
shows a schenmatic view of a first exenplary systemarchitecture of a

devi ce accor IhP3/P43fS34 i nvention for distributing, bilPFRIEBAA/PAFLHg for
15 digital nedia content. A use device foggthe use of digital content by
the consuner is designated by the reference synbol 310. The use device

. 310 can be providdit Wddrd edraedhigonheeyéce T 0 ak@oue@nnesdi nos angar d
"nodul e 315. A | rver .320 keeps_ready content files 330 ich each
contain digitaﬁgggﬁ?éﬁﬁyhnda%thﬁg SRABHENE | ffotfRS oRTSThE® aUS&er
320 can be corwettleddp an@b aedptiarened wodanimiynk Sdcoupt efl@ngbl yush aatshe
Internet, to eyi 0.-LR partigu . d I i cont ent
R Rt P a st gt b octo N

files 330. I ndiyvi pr g C may "opeér ivery

servers 350A B3OBCcaBOtt wb€h are each connected via a data network
connection 352A, 352B, 325C, for exanple via the Internet, to the nedia
server 320. 35.In the arrangenent illustrated in fig. 18, it is the
responsi bi | i t Y*0feE h@PMFHdees358ReN3 508 35T 1 0 TIREB) APRIPRBRELE | es
354A, 354B, 3icheditiorlilgiieds PNtat cancutba 98156 NgRRel-NHN TRELE0R356A,
356B, 356C. 2%:E§b£¥€£¥ 200% MD‘O§QQQ%€34 E [ EPQ2/ 09511 - 69 If a
specific digitgf content?i §5F&Gest®d B t R RoR (‘R PPPREr Bfed) by
means of flRe wWeoxElivelugihichel sostentd pinvitter s860A1-8508e BbMGref the
correspondi n t fid e 4B,., 3p4 A I f] [

P or e on 386 A" SARBEeRgdl’ by "2 =R A, BuBRER, A FALa

schene i nformation 356A, 35 39006 e conten €S "354A,
354B, 354C t o Hd'® niy a Tean=RiBYNg r o whkpredtieglean bessagasnilbbed to

t he “Sfe devi C@rﬁaﬂ&d‘tﬁﬁ. U8 o &R ISR agdbh i Omark Pp8DOWSoRs SCRERRL I C
viewor a secqhs Xff?z.r?gryserver 145 to the function unit 120 or to
15 the stored-value memory 140.

The stored-value memory 140 is particularly preferably
accommodated on a smartcard in order to be able to use
the stored amount of stored value independently of a
20 system and in a mobile fashion, even on other pieces of
equipment. The function module 120 contains in this
case a smartcard reader (not shown). The component'
which contains the smartcard reader may be embodied,
for example, as a PCMCIA card which has the
25 functionalities of the function module 120. '

An alternative (not illustrated) to fig. 16 is for a
module which can be coupled to a playback device to be
preferably capable of being plugged in, for example

30 PCMCIA, with an integrated memory in which, inter alia,
what are referred to as players and/of playback
licenses can be stored in such a way that when the
module is connected to another playback device or

- computer the license with the corresponding playback
35 rights or rights of use can be used and is not made"
unusable or invalid by using another playback device.
Here, already existing license solutions of other
providers can easily be modified and/or the module can




system architecture of a device according to the invent4pOpn, }%gy 006
distributing, billing and paying for digital nedia content F
vari ant of the arrangenent fromfig. 18 which is shown in fig
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medi a server 320, and the providers of_ gpntent files 354A, 354B, 354C
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place in a fllg ggckflc fashion into an area % 3228 322 322D of
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whi ch has been read a pluralit tinmes al so counts to the

‘cor respondi ng ygedhFe pREPaYi gy Séltartqcrﬁréﬂ Thea 3Tighisercasid payesudth the
text item assupd thathehehl lmasde ai@dpsééﬂmé | Byl A RAGRS: 117 K UG Y
2006 WO 03/019434 PCT/ 02/0951 - - Zf é% a constant readi ng speed,
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the consuner aﬁter %gprOX|natel hour s
smartcar In one further development, a

15 software license or a player can be modified in such a
way that different users can use items or application
programs etc., which are made available by ‘means of a
separate smartcard, without having to inétall a new
license on the computer or playback device. Payment by

20 means of a smartcard is possible, for example by means

of units of money, setting off against a time credit

and/or a credit in terms of usable data volume. It is
likewise possible to embody the smartcard as a debit
card and/or credit card.
25
Fig. 17 shows a schematic block-diagram-like
illustration of a detail of the device illustrated in
fig. 16. The server 110 makes available digital content
(not illustrated) and can be connected to the protected
30 function block 120, for example, by means of a wide
area data network (WAN) 210 via a modem 212. The
. function block 120 is connected in this case to a
‘playback device and has a browser/plaver 1500 which can
. also be embodied as a plug-in for an existing browser
35 and which is capable of also representing status’
information relating to consumed units, times or prices
or remaining amounts of stored value, in addition to
the decrypted data. Instead of a modem, another



of reading tinme is obtained for an exenplary, fast readgspeplmlnO@d !y, for
exanpl e the reading curve which is designated by A and has a | dw degree of
st eepness and iE m}i ch each of the 120 pages of the item has been read
once. by the d6h *#*%r approximately 7.5-hours of rBEB/RRO2/9R51%
obtained for an exenplary, average- 20 spged reader. Wth respect to the
reading curve A the charge schene is selected in such a way that the
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in terns system architecture of a device according to the
invention for distributing, billing and paying for
15 digital media content.

A use device for the use of digital content by the

consumer is designated by the reference symbol 310. The

use device 310 can be provided with a connection device
20 for comnecting a card module 315.

A media server 320 keeps ready content files 330 which
each contain digital content and charge scheme
information. The media server 320 can be connected via

25 a data network link 340, preferably via the Internet,
to the use device 310, in particular for downloading
content files 330.

Individual providers of digital content may  operate

30 delivery servers 350A, 350B, 350C which are each
connected via a data network comnection 352A, 3528,
325C, for example via the Internet, to the media server
320.

35  In the arrangement illustrated in fig. 18, it is the
responsibility .of. the providers 350A, 350B, 350C to
keep available files 354A, 354B, 354C with digital
content and charge scheme information 356A, 356B, 356C.




of hi gh expected use charges, and he is notivated to copg bl t he
consunption. 15 Correspondingly, it may be desirable with functional itens

to adopt a char che for the use of digital content by means of a
cor r espondi ngﬁ g’gﬂi?ilgé‘g%i nfrastructure in such a way t ha?c¥ﬁﬁp@?(%§5ll
gquantity 20 conponents of the use of t_he6§'t_em are billed with a higher
charge in conparison with the use of later” parts of the itemby the

consuner sinc heg i TMely! Is [ ct f e ltemby,the
consuner at tﬁ]éf 6bée %f#kﬁdr%lffe%%t% It::ll;/L r%Brﬁéngelgt s;fgon{:%&s%%f%%t ﬁb\ye iég\?e!,
25 the nost i nfpIrTHMT udBPhl ufEegredhebx onsaner ofFi ighe 22sshdsyigef i r st

diagramrel ati3gpfo gifte cdinteussi @roofidehe depandensesol e VQJaumepe
received by the consuner - of a page qf a text document on the 30 use
time spent on T MEHHIE HhgE® i e Lhi éR4Pne ¢oMBunet>4Gkessignpead a
single pagé ofperikixt -cliarns aﬁeldeﬂnéemnlesrmhaibﬂ?sezx}jh%mtgc | z8Btakngaxis.
The percentag uantity of text..alrea r y e consuper in
respgct of thgt%%/neér“g&leﬁgqgglﬁti%{?/nt%?gt efi‘?‘e(?n ?%6gpag§’a%%’ réﬁggset'rﬂ e&88n the
vertical axi srediz Fegwver y32006rv@ OBVeIrEO A3 PTAEROE/ 69atkdmiFRedThe
readi ng curve gotigd ddi e ﬁ@gf‘?p‘f%%@ L aKe S ol e ACCount a certain
e, e

orientation tine tl of, for exanp conds, i.e."for all the times in
the time interval between O and 15 seconds it is assunmed that 5 the reader

has not absor beidy.r aadi S§owBt el séRe@al i cSWASANGE aly, degr&es é&eﬁgﬁ&?? th +
t2,vx/nichistakeq:b way ,of exanple,_in the exanple therefore arter” 2
m nut es and Sfysseceg?;ds‘—:l,: 9 W Be GRELFRI RBCOFAVRIr eh@  the

appr oxi mat el y i788ndfi arhe fgurantiitsg rdnitdxig, onbil 1ihg page opabexy upger
consi der ation.d-@fitt%{% ?rl%bd‘l‘éerc%ﬂt nt‘:i[ms tl +t2 +t3 of 3 mnutes and 45
as Sie

seconds, the page een conpletely read.

15 In the variant of the arrangement from fig. 18 which is
shown in fig. 19, predetermined tariff categories 322A,
.322B, 322C, 322D are set up on the media server 320,
and the providers of content files 354A, 354B, 354C
stipulate the wvalid charge scheme model for each of the

20 content files by wvirtue of the fact that the data
transmission 352A, 352B, 352C, 352D takes place in a
file~-specific fashion into an area 322Aa, 322B, 322¢,
322D of the media server 320 which is categorized
according to charge scheme categories.

25
Fig. 20 shows a first diagram vrelating to the
discussion of the dependence of the wvolume - received
by the consumer - of pages of a page-oriented text
document (not illustrated) on the vertical axis on the

30 wuse time, used for this page, on the horizontal axis.
’Here, the scaling of the vertical axis is to be
understood in such a way that a page of text which has
been read a plurality of times also counts to the
extent corresponding to this plurality of times. The

35 number of pages of the text item assumed in the
"illustrated example is 120 pages.




The invention nekes possible, for exanple, in 15 parti cyl gdhrear§hodae
schene in which a page-oriented itemof text is billed as a function of the
vol une, an " individual page which is displayed on a display not bein

conpl etely cal®P3H0dF43fedi ately after it becomes visi BFB/EPRZ{@%31
during the orientation time 20 [Ot1J, imgerns of the charge schene the
page is considered not to be used and is not billed at all. The page is
consi dered to A@venheen a{JS%@n%&bhﬁ;el Yehiihhe sﬁ@é@unefof n erx%rr%gleof thie

charge schene onI after a erm ped tl +t2 +t3 Fig. 23
shows in a scheffHtt rbgaﬂ'dr‘é‘?(e%llﬁﬁy stor%‘ﬁ-‘igf%at%ﬁo?vl &8st G LPR GSET6P a
page of a pagesf ostempmates ahfefmoivhiekt dayht b aansun®es Hoged charae
scheme netho y ch illustrated in g. 22. 30 The rectangl es
synbol i ze, bydl(\/)\é/aﬁgofﬁgéarr&eg t e % dz’ams %gei)gf & J5ageSTPT Ehtat eagigteﬁm of
text; herebSa paygmoxindtaelie bageowmombef 2éadAhgertiidee jmgebthisedeénr

di spI ayed on g, (i :ﬂaq%,vl is considered 35 as not being used
wi thin the orlente;}%c time ov??ee exanple 15 seconds (fig. 23A). After

t he orlentatlon time has explred the price for the use of the page of,

for exanple, %ﬂ@:@h} ectccxormkaﬁﬁgeﬂé' drd gregéﬁAgZQuE@@wﬁthQgﬁ o
03/ 019434 PCT{%POZ/ 095963(1) gvg{n if the_user has received ly a
fraction of tKESYEnateh R ik @Spégéug#héler%’-’r‘?%oo%fs???%nﬁﬁ?l A8 whi ch

t hi s pagel(s dlrspd\rhyehl @achheofli shbayLZ(B PaGES S lodr eﬂuﬁomtbﬂlumaié ybé&hg.
23C). Assumn t regder rnlnate the dis of the,r ective
page - after eérehgon ggrftﬁlng rommf‘%Ié 83& ﬁm‘—’f‘%a‘% jrre Jéﬁa?g ﬁﬁt’?urrlng
use of the pag?ef atﬁédlnge eiapé r isof obthénedi eftat iaon ExempllyynovEagton to

anot her page (Edaddie exanple to page 36), aborting the use of the 10
respective itemor even switching off the display

15 Finally, for example the reading curve which is
designated by A and has a low degree of steepness and
in which each of the 120 pages of the item has been
read once by the consumer after approximately 7.5 hours
of reading time is obtained for an exemplary, average-

20 speed reader.

With respect to the reading curve A, the charge scheme
is selected in such a way that the distance from the
zero point to the point at which approximately 240
. 25 pages have been read by the consumer after
| approximately 15 hours is assigned to a charge amount
of DM6.00. Accordingly, to read the item once costs
DM3.00 in approximately 7.5 hours. Fractions or
multiples thereof are correspondingly billed

30, proportionally.

Fig. 21 shows a curve diagram relating to the
discussion of the dependence between the intensity of
use of an item and the assigned price. Whereas in the

.35 diagram illustrated in fig. 20 the charge increases’
proportionally to the number of pages read,
alternative, nonlinear charge scheme curves are
illustrated in fig. 21.




device (fig. 23D), the use tinme which is stored for thi® pagearyposdtil
then is buffered. A free-of-charge orientation tine of 15 seconds is

al l ocated for ation on the new page 36. |If the consunmer th
causes the sa"ﬁé (gjagfg{%"felﬁ{o be di spl ayed again at a |at ePcWFFBO@(%ﬂQBE)
firstly a neworientation tine is allocatied. After the expiry of the new

orientation tinme (fig. 23F), the billing of tinme continues taking into
account the tine already cunul atively spent .20 viewing this page by the

consuner int p I as  be predet er m ned_f
si ngl e use of hﬁ%hgﬁas 1Rﬁgﬁgex i FEd, 1\:,?% g&eq‘tlrg% ESn TR tosﬁ’ﬁvc'grybeen
conpl etel y reaktqmsq. EBG}”A 'I&fer etestso foft hehighi"me-deperdante bi Bkkeng as

| ong as the Pages €M NMEST tB- ol O ﬁﬂ.} dout interruption on the
display (fig. 23H). Instead&o ﬁﬁ%ll ua stf)‘:ragst’e of tines of wuse which

. have been §tarted for specific pages it is also easily possible to run a

time credit acooushei Baswhicgh detusnd, tiaBgs 0f il hathe,Pages; wabth, a&ﬁ
exited 30 pren&ture cunul at ed and nmade available to the user’
order to viewY Oaﬁ;é”%’gb% OTPRT L AT PRE e P %%g%@r Hhe. UEQ shows

a second di agren réigitamg t:@nitbﬁt 3%¢i sagaRkon ogf tdhe se@eaggaﬁam{; the

vol unme- recei u& £ of a.page of a text nt use
time spent on Ugﬁ}%lcﬁ}l s %gég%émﬁ CHIE? uéB NO'B3/ (’5%933’32%7?556 / 09511
- 74 Her &0 tmmcﬁmgCQmpoeentBusofat@mhl mishe gof24theor:rtarpobgfs tbet he

readi ng state QfndilPagee iihuUsdd %f?ht rél fggweg?’%hé:gl:ef h%{?:ov@hé third

di agram relating to the .discussion o0 ependence "o
received by (IR SYFIRE R O@fera:qﬁgélwselﬁemwmrmf the tesestine
spent on usingft MhbgpagepetBelientse t BRargadl Nanaurye ikl weddiaiadd nedig. 25

corresponds 1g Jnr?:%nru%aq}lrl]:% %tl'laet %o%fsutmg%l%%ge

15
Correspondingly, it may be desirable with functional
items to adopt a charge scheme for the use of digital
content by means of a corresponding technical
infrastructure in such a way that the first quantity

20  components of the use of the item are billed with a
higher charge in comparison with the use of later parts
of the item by the consumer since the information which
is extracted from the item by the consumer at the
beginning frequently represents, on e. subjective level,

25 the most important useful value for the consumer.

Fig. 22 shows a first diagram relating to the

discussion of the dependence of the volume - received
_ by the consumer - of a page of a text document on the
30 use time spent on using this page.

The time which the consumer takes to read a single page

of a text-orientated item is plotted on the horizontal

. axis. The percentage of the quantity of text already

35 read by the consumer in respect of the overall quantity

of text on t;he page 1is represented on the wvertical
axis.




illustrated in fig. 23H Fig. 26 shows a schematic vi ew of rdpear 2665 nY
process 15 with the acqui sition of status rights. The charge schene

options which_are fﬁosm ble by the invention include, in particular,
char ge scherrewon%?j‘g which, in the case of a page- or PERYEPRA/08%11 . 20

Item status rights can be acqwred and_p;; sented in a suitable way in
terns of information technology at the Ilevel of an entire item and/or at

the level of aTpag@eadioly EXarplep1lte B0l eXnKOl LRl tire Bbx!n'u' de
which is |IIust‘Eated in figs 20 1?0 258ma kes it posrg%{ﬁée f%r %%kg%

consuner to be® ‘édlat%‘%Pthhare%FHEaFnco?ﬁtﬁfétrﬂtsl%? tiRe r*éédﬁ?fg t i£@E whi ch
i s respectivel gxgageer el at edcondbi siie.i pdi-cat edehsypbakicahl ¥henthikg 26

by virtue of fa h t he cons time c rrponents

respectively r%lggese%eé) i ITat e&n%meﬁi he %40 E?%Wé‘ﬁ‘ﬁ‘gnfjﬁﬁési dual
ti me conporrent thar erermdethaticirednoltn ahddicbidn, raidiﬂn@ mizovieter endanyl es
can be predefigeds.r Yhi £y d&é§£% % tE%glE on {:éon}l Ci{ol grrgg?%rl eg}t at ed

billing system a tine-orien |ng Sys em 6f
billing syster¥®¥ aCfur cﬁ?@@l%S oimenﬂ:@@ed axanin ey stylsezeerforééor aé}cam'pl e,

- for a specific if£ve tian
nunber DSdbasss IedRds Sold 53 %&g%%%g S rSagat WLET bEPAbLIER tON.

possible to pr ?lﬁ%a hﬁ?pﬁPi‘éWaFgéﬂl 1§ %t Wifc &hen eruardaider %%qﬁf-‘?"ésoa
chr onol ogil®al | pheinpeger bﬁt e@xitl ahidedf cdiss iGN am obdt gahi eRetl-gipay a

further charg f 055|ble harge sch | es are
gi ven purely %rﬁolﬁ: otf”’f %n%lxg FUFeE hAt Sﬁ%‘@?&%m GBechafge
schene is applhasl begn tdmlttplt&i@l}corﬁamt cannot .be used further after having

been read tw ce. 10 Fig. 27 shows a schematic view of a device according

to the invention with a card. )
The invention makes possible, for example, in

15 particular a charge scheme in which a page-oriented
item of text is billed as a function of the volume, an
individual page which is displayed on a display notr
being completely calculated immediately after it
becomes visible. Instead, during the orientation time

20 [0,£1], in terms of the charge scheme the page 1is
considered not to be used and is not billed at all. The
page is considered to have been used entirely by the
consumer in terms of the charge scheme only after a
predetermined time t1 + t2 + t3.

25
Fig. 23 shows in a schematic and exemplary form time
profiles for the use of a page of a page-orientated
item of text by the consumer for a charge scheme
methodology which is illustrated in fig. 22.

30

The rectangles symbolize, by way of example, the same
page qf a page-orientated item of text; here a page
with the page number 21. After the page has been
displayed on a display device, the page is considered
35 ~as not being used within the orientation time of, for
example, 15 seconds (fig. 23A). After the orientation
time has expired, the price for the use of the page of,
for example, DM 0.025 is billed completely (fig. 23B)




A first device for using and billing for the use of 15 gigiphaly o6g ent and
a second device for using and billing for the use of said content are
respectively_ _designated by ' the references 1202 and 1204. The

di stributi on "RV IPEP4 s” connected via the data traf f PETHBR R KIFAN)
210 to the devices 1202 and 1204 20 for_downl oading files which are kept
avail able on the server and have digital content which are provided for

use by the constsrerifnehe |ﬁé§frﬁ5§d)reééivga9?5m¥\i§ hgute a%acﬁ}'??lg fatyLhese
files can alsq be transferred to the consunmer for, userby the devices 1202
and 1204 by 25%BchaRBFRE IS EBP RAYE cafhrerRen¥est efarfpinee Clerigp ROM
DVD etc.). Thevldew ceshil®?02pagd 1284 egchikarna a devige 12@@5? 1208,
respectively, ljoriS ceor dat 'L;n a Cﬁ_lrd dul e 30 1210. Each of the devices
1202 and 1204 A% 1ash ©48 ngHO i Fesptinds £ESERENdettdidts the

i Il ustratel i mweddegur esribnandslthé . disphapardf cuher wmegircadere 184@= and
1214 is respectd Y1 B QUi The. ot her onents which are necessary for
billing, such%éﬁlst\é?o.négn%tg%:gﬁgs%gﬁ%rasﬁrrl? ng%%nang,ﬂel i R EIing opgd- aF ue |
menory and cEERFgSHiSCUImer yusar @fothe | bager s fiter 28hEetmsypary 2006 WO -
03/ 019434 PCT/HEROZ: 0% Mari kb cfihd; BE hbLYshr ake ng, _ t hat
.the consuner &gﬁt i1l ustrat ed) uses,ybhbkr{ggﬁs%%fsct géhcéaé\}fecrg%, EiiaIFﬁ item
with an item i"®&nt £ Pont933Pad8 | $6Hoi rPasinms thseduss tofal t20% of

t hat isdtb%sastem@reettjkr@n iﬁ%témti asgs, Etvbﬁ vgwmﬁeggggt hgfrkt eBE%Thh@i%ia\ﬁ“ eges
racquire y r te . I the item are sgtore ere _on the
. card nodul e 151%%3%% k%%gug%#ﬂghaﬂ%& BYEr G5 aWBLREr HRevPEeT04£M n the
ri ght - hand halthisn pddegguee 2Rkidndhaguest buddairedt. he i f.ose Wit edhdsgeot 10
present on thg,dewrae: 1204 ;s wit he cr I hat .saiyd item has taq.be made
~avail abl e agal ﬁ_b tgﬁé&’éeregﬁél%of 3i5a%t%%gh&kNa£io?altqhqcs?ﬁes@ cgalédori}hea

di fferent forRFiERtathendesdbdEheBRephepageudbed IF | theegonsuawer tiheress
15 causes the same page 21 to be displayed again at a

later time (fig. 23E), firstly a new orientation time

is allocated. After the expiry of the new orientation

time (fig. 23F), the billing of time continues taking

into account the time- already cumulatively spent

20 wviewing this page by the consumer in the past. If the

time which has been predetermined for a single use of

the page has expired, the page is considered to have

been completely read (fig. 23G)}. There is no further

7 time-dependent billing as long as the page continues to

25 Dbe displayed without interruption on the display

(£ig. 23H). Instead of individual storage of times of

use which have been started for specific pages, it is

"also easily possible to run a time credit account in

which unused times of all the pages which are exited

30 prematurely are cumulated and made available to the

user in order to view the same page or other,
completely. new pages.

Fig. 24 shows a second diagram relating to the

35 discussion of the dependence of the volume ~ received
by t_hé consumer -~ of a page of a text document on the
use time spent on using this page.




becone effective through the insertion of the card 15 nogtdnkélfodgto the
device 1204, with the result that, depending on the charge schene nodel,

t he pl aying C f the item 333 again is considered, for exanple

degr essi vel y%nlbav’/g’ﬂ'r%ﬁr}él'ti ve fashion, for exanple as be?‘ﬁﬁ’%%gg/é%?s%%e
end, and is correspondingly billed. 20 Thg exanple in figure 27 shows that
the sanme itemcan be nade available encrypted in a. different formin
different devikeseand theveribgiiess catuhg cakhedsbyacaBansi of the sape card
nmodul e 1210. 2(:50@?. 28dshows a schematic_view of a schepe fqr managi ng

and transnitting TFoReDy ManstBf a AU MDIuSEater gOfe 28§ | | B8CFat es
that the sanme thiwstmaiued® kP10ig.s 23@pabl e of calling digital nedia content
fromone or nore servers on different playback devices in different 30
formats. As a result, the card nodule 1210 is illustrated in the |eft-hand
part in cofj urftkg ord®i t khows MR8 pkhyed, idiagdmn t oefbaynbacktsountie
signal s or i i b 4.heee I it LS JNs ed | a . box
B," or a tel mﬁ%é%eémoggso@n}%ao?%ﬁ?%%%ng:fq:%@{%o%ﬁg%gd t%gftzﬁékff%%ter,
in order to dit¥pl BhevraBsumsrgnars, aampds ehear gt Iorhment en the

conj unction wdde #@ihe-diRak: r&gdgiﬁgort}pﬂssgja?@'.ng pages of text and/or
“pages of images. 22 February 2006 WO 03/019434 PCT/ EPO2/ 09511 - 77 Fig. 29
shows a schematic view of another schene for rmanaging and transmtting

ri ghts bylfeatemf, a thed mediimy | cupeet i cul disthetedi s ian i Ehigstpation
here of 5 nod = ]ﬂﬁﬂ encrypt. whi Joakes [t possible to nake

t el ephone cm:g?%ﬁé?transqi?gdaﬁg%%nHﬁﬁg&%ﬁ% E%ﬁg me 9 fHQﬁ? TR&9Gser
requests an i tldmusterted mul thigedi2d3Hcont ent provider CPrl via his

t el econmuni cations service using a tel econmuni cations 10 nodul e (for

exanpl e GSM or_ UMl ich is equipped with a rights card. The rights card
i s additional Ey9r Wi & h SERSERELFPtT IRV npBut8enwicydig PYBEeFs known

to 15 with the acquisition of status rights.

The charge scheme options which are made possible by
the invention include, in particular, charge scheme
models in which, in the case of a page-orientated text
20 item, status rights can be acquired and presented in a
suitable way in terms of information technology at the
level of an entire item and/or at the level of a page.
For example, the complex volume/time billing mode which
is illustrated in figs 20 to 25 makes it possible for
25 the consumer to be credited with residual componeﬁts of
the reading time which is respectively"page*related.
This is indicated symbolically in fig. 26 by virtue of
the fact that the consumed time components per page are
respectively represented in hatched form, whereas the
30 remaining residual time components are not'hatched. In
addition, at the provider end rules can be predefined
which describe the transition from a volume-orientated
billing system, a time-orientated billing system or
complex volume/time billing system to a purchase-
35 orientated billing system. ‘ | '

For example, for a specific item (identified in fig. 26
by an item identification number 2349457) it is




the tel ecommunications service. The nmultinmedia content |y 2§80yl as a
synergy partner of the 15 tel ecomuni cations service inquires, Tromthe

t el econmuni cati ons service using the tel ephone nunber of the end user,

whi ch key is W G G4B%or this tel ephone number and tPEREEPP3/99311tem
directly to the end user together with t-}ge correspondi ng encryption. 20
Said end user can consune the itemonly using his rights card wth the

mat chi ng i ndi vpdyad precradt g smA ecngit NgELLP llléaﬁiﬁ‘?]d;e%ni% mRge or

offline in the viewing npde. Billing is perforned vi )
t el ecommuni cat FBHECE eRGTCET €958 AChEGPRACTBFaLEY nYRAREtBEFFRAgTightt RE use

of digital comsentitlogiesinsbEihdyidhers effF encriAdd: dhatgpehnical 1T
infrastructure of a telecommunications provider is designated by the
reference synmbol 1415. 30 Technical IT infrastructures of content providers
for files5w tIndifdigtak6( muifuritesh aposeibaet cﬂiaar:gl@sisgﬁéfnéd rilled hare
references 14 4 42 142 F| . 3Q_sho rt._ of a
fred %(&%e%% ermiky ca?P ex?Tp ﬁom’éui/%ﬁ g&?tpogm bl e

downl oadi ng process j upctron
sol utions for degmpsiemnR i r@mmel ns'@lmem©n.1$n applsedpl est ahbakeashe2?2

February 2006 1 E 9 84 i L h tire
encryption of. ét/é%]?tlaé%{elgl gg%#ogcye \%?éc? %t%%%r gtgké g%ﬁn%:?%eéeécﬁgﬁea dat a
is carried oUfWififa conventional PC by nmeans of a software solution. In
order to focrease the reliability, said PC 5 can addi ti onal Il y comuni cat e
~wth a token sol uti for exanple a, chipcard hest | evel of

security is %Itga o SHIFE &h STHER e %”fn?%a Vi: €] CGerfipg ko
possi bl e encapshé atremr(tamﬂ ivertde ssalantd.on, for exanple MP3 player), in
whi ch openi ng causes data to be lost. 10 Uni versal mobi | e device

A first device for using and billing for the use of

15 digital content and a second device for using and

billing for the use of said content are respectively
designated by the references 1202 and 1204. The
distribution server 110 is connected via the data
traffic network (WAN) 210 to the devices 1202 and 1204

20 for downloading files which are kept available on the
server and have digital content which are provided for
use by the consumer (not illustrated). It goes without
saying that these files can also be transferred to the
consumer for use by the devices 1202 and 1204 by

25 exchanging physical data carriers (for example CDé, CD-
ROM, DVD etc.}.

The devices 1202 and 1204 each have a device 1206 and
1208, respectively, for accommodating a card module

30 1210. Each of the devices 1202 and 1204 also has a

| design which corresponds to the details illustrated in
figures 16 and 17, i.e. in particular a decoder 1212
and 1214 is respectively provided. The other components
which are necessary for billing, such as consumption

35 measuring means, limiter, stored-value memory and
consumption history, are not illustrated.



Fig. 32 shows an advantageous digital nobile device in 5 R-EIHR -
enbodi nent as a wearable conputer 127010, 15 which can be used 1n
particular as a nultinmedia player, preferably including a di gl tal rights
managerment sy& /0459 . The nobil e device 127010 may RETEERIPERRF KL s| ot

127020 which can be used in particular fofg holding a smartcard chipcard,
for exanple for distribution and 20 payrrent systens. The PCMCI A interface

can thus also iaﬁgusml {plugﬁbﬁtesfuaﬁttﬁeabhé' 88n@) €KRANSHANSonbRegxanpl e
for adapter . rds f smart nedia nodul es or simlar storage cards, 25
processor card f‘é?tE%’F?%r‘éS%%d/]aY RaRrB%aPE tBepdR¥i6Rs12P2. i &0t hen

al so possible ibexequn.pht ham pobinl & ddeniide ch2ioh0 383 gaﬂggqg@o 3@0
functionality,, for_exa P, M, GAPS, U e e [ i's
to enbody a PCHMT AY %a‘rﬁd %O\% co@(\e@ %’du}:}é\a o Sditgl t38Y (TYrT sgﬁ% mant
with an i ntbegriairees, neher yolsmar bfandher eddsn. aT\hléoprﬂmamsgégranqumngd
t el ephone cal I n ransm.ssi Si ng WAN
(GSM UMTS, %té@g%ﬁ%ﬁm&éﬁaﬁﬁg ég%&an ag%gﬁss o] %I‘BO%/{I 8
cust omary fun%I@l éh@ srrsl pepdwhal 1diLit Af askée stasr (@Bm)gesmodmf@zs to

appoi ntment  pl 484 i n@é@§cet01z%% FePifﬂ'ar Mhéoo‘}l\éﬂt‘)%{a%b‘l%l
PCT/ EPO2/ 09511 79 These ca npl enent ed ile eV|

al so

127010 itsel f, L3 %4he i spR gy %‘?@1%%? aF‘Slalc‘?oNE}ll%l isem Wll??bSGLSorn?ﬁ a
connect i oﬂOnDCiwe&;exftoroﬂéaﬁpljeielha&?mzﬂﬂ \!\%L)the th@nqtésﬁﬂ& Ctﬁliht i faid
appropriate, be. us I pdi vi dua inatio
fggct Ponal iti egte a‘ralga%l go \é)ossfnaﬁ# a‘ﬁf’e g%l 8984 ¢ S’Pft etﬂ}e oﬁer‘ﬁ?fl'/ EpV
01/ 03738, in para itthe dfiAN hellesthipt ien cokdedpant |a:L:ﬁ:affeanl;|¢mtd| fenh sfof
wear abl e co S hgr e t u

MPULES S aeledak Wy é;re%%énc E?SA% Bg.%g%ll@ ef hssgl Sp{ei&E,S

this patent appllcatlon The re esi tes a
operator cont¥5ioRehi eiferéigiespbhyousd o‘ﬁé?atléts%‘ﬁ?ﬂtqul aofni the Card

15 module 1210 into the device 1204, with the result that,
depending on the charge scheme model, the playing back
of the item 333 again is considered, for example,
degressively in a cumulative fashion, for example as
being 600% at the end, and is correspondingly billed.

20 The example in figure 27 shows that the same item can
be made available encrypted in a different form in
different devices and nevertheless can be called by
means of the same card module 1210.

25 Fig. 28 shows a schematic view of a scheme for mahaging
and transmitting rights by means of a card module.
Figure 28 illustrates that the same card module 1210 is
capable of calling digital media content from one or
more servers on different playback devices in different

30 , formats. As a result, the card module 1210 ig
illustrated in the left-hand part in conjunction with
an MP3 player, in order to play back sound signals or
music, in the central part it is inserted into a set

. top box B, or a televigion set or some other terminal

35 connected to the latter, in order to display video
signals, and in the right-hand part in conjunction with
‘an e-book reader for displaying pages of text and/or
pages of images.




15 127030 has a display 127040 which is used for displ@”hﬂgnhgﬁggxﬁnd
graphi cs, including videos, of the applications which run on the nobile
devi ce 127010. The connection between the nobile device 127010 and the

di spl ay and &fer%t/A %% rol unit 127030 can al so be 20 REBEERY2AR¥FELof a
cable (not illustrated), but a cablelessyflata communi cations connecti on,
for exanple by nmeans of radi o waves using, for exanple, the Bluetooth
standard or by nmeans of infrared data transm ssion using, for exanple, the
| r DA standard erred. The display, and 8perat r control unit

vl S pref

127030 can ady5ﬁt§%%o§§9 Sal3 0 HESPREVFdedt M t R arR SF SUBEIRt ERE for
exanpl e an earpimzeing ceoghoneansnibt iayi an A58y mefampur efhear caga

pur poses, it i o] SsSi S for .example,.a H Fi. headset. |.n 30
anot her variarfIt%D %%?'i?ﬁu???gggéﬁégt%@eﬁfbﬁéiﬁ% e;%%ﬂsg¥%}%%nb STt 8§r at ed
into the dPspliagdake-opkrtedr encowmtdlonunivhi ¢ 708GesThit digmsblandto
operator cont rdranide 030 1 35133 adygnt ' Si in h a
way that it can be cé%fortably ﬁél% i%ﬁghe§%§§%§i¥fq%ﬁ%quggﬁgf'angﬂﬁ
operator cont refnEHRe PEIIRS-s. Thpoured wreauastsudn séesenfreme aser

can easily carmnyl©itieditput opi@éhONs 22-&ebasary 26061 WO 03/01943¢ ;¢
PCT/ EP02/.0951 80 with the thunb of the hand with_which he is, hol ding

the wunit. Al #e‘?%%??%‘f%caotp]eﬁ oF ®EIAEFol UEERAg Ban EPABEPMPRACR RbENS
i1l ustrat&f) cenhalsol ber pexamplbsl. GSM oneUMUsy ekpskNis &feipped with

m-cr ophone/ he by 0 a 5 Ltching.-device. 127060 with which_ for
exanple,-nusi%g%%ﬁgééiéﬁggghsgﬁesﬂf%%%%dc%gé 5ﬁda§ﬁlgﬁ%%ﬂ%ﬁ% ?E?Ebﬁ%ﬂe

cal | connect ed/1t t ep EReTyRd- 1on theduls ephore dwiv |, tybe Aesikngimayback can
be switched onirgaidlecabhiyidlé00i 3981 Berd@cBY The displAYedd OBRESLOT

control unit 127030, can be
provider CPrl as a synergy partner of the

15 telecommunications service ingquires, from the
telecommunications service using the telephone number
of the end user, which key is to be used for this
telephone number and transmits its item directly to the
end user together with the corresponding encryption.

20 Said end user can consume the item only using his

' rights card with the matching individual decryption
module, either in life-streaming mode or offline in the
viewing mode. Billing is performed via the
telecommunications service.

. 25

' A device for using and billing for the use of digital
content is designated by the reference 1410. A
technical IT infrastructure of a telecommunications
provider is designated by the reference symbol 1415.

30 Technical IT infrastructures of content providers for
files with digital (multimedia) content are designated
by the references 1420a, 1420B, 1420C or 1420D.

. Fig. 30 shows a flowchart of a downloading process in
35 conjunction with ' _ :

Fig. 31 shows various possible solutions for
implementing the invention. In the simplest and least




equi pped with its own processor or control device and ijSrBWhry 86dRRar geabl e
battery. For this reason, in this variant the playback software can run
directly on the 15 display and operator control unit 127030. As a result,
it is in parMC®3a04843<4 bl e to resol ve copy-protected BETLEPORZARES1bnly
in the display and operator control u@t7§27030 and feed them-to the
earpi ece. The encryption of the data stream between the npbile device 20
127010 and t herdli sy @k, Oﬂ%aéﬁﬁifénéﬁeky—#{?%nlﬁfot?ﬂe £@8:0e sgaLkLi ed
out, for exarrplec,i b% reans of the SSL protocol. Wth such a configuration,
the item decod®?® Thot™F| REEEr PEd) BegsgdvF e Gate hésdicgrtard
rights managenent system idorvk@iuivhidle devi ¢g 12442 2% Bhowbrithare being
~a risk of una rized ying. In this enbodjnment, .if.is possible, for
exanpl e, to st%ééﬁﬁl%ﬁﬂéiﬁhcﬁé%ﬁnF%elﬂﬁﬁ?iﬁ?et Snﬁﬁgé?gfglﬁgplﬁ9éﬁ BF
browser i nétald¢ad ddiitimialoly posenimi ¢dtee dirbph ay askdenopel.at@bn¢ofbrol
unit, for as | ang, the pr: i ti Q r..this_are fulfille for
exanpl e by neans &3§% Qcéﬁﬁgggk.'rigﬁés%gﬂﬁ}s%ﬁri Y%itﬁg ngpg%ﬁgypéﬁt or
in the di spl &PEMsheriditbra dmtedrpred . tomipal tikitlar ienbedEaenasof the
di spl ay and opysile 3SnEAREE LAt {abD1tARCROSRINI Y, OEO%EB&%SEE' ng
t he operator contrql function of the piece OF equi pnent to e controlled

and the possi B3 ®F8EHispifayiiGh rerenise fusesmdatandd dmsnt which

have justlbeen played 22 February 2006 WO 03/ 019434 PCT/ EP02/ 09511 - 81
back, togethe%wgég}éaﬁsocia ed j nf.ormati on such as title, anount of stored

val ue, playing ting’e C?PbE e FF§P§ebf multimedia itens which can be played
back or ordered. Wth a nultifunctional enbodi nent of the 5 display and

operat or Cohtﬁﬁbzu%btsqgﬁsEﬁ@“@ﬁ@aﬂeégeéﬁa ?ig&@%% %kﬁ%%&iqg eaiHDbile
tel ephone, it iS possible to swtch to an ro autonatical |l y between
di spl ayi ng, f & Rdmsielay fuppdbHeeniunber ¢ ampraiilspl comprter t L330Whi ch are
bei ng pl ay®d ahildhalcan be used in particular as a multimedia player,
‘ preferably including a digital rights management system
(DRMS) . The mobile device 127010 may have a PCMCIA slot
127020 which can be used in particular for holding a
smartcard chipcard, for example for distribution and

20 payment systems.

The PCMCIA interface can thus also be used for other
functionalities or expansions, for example for adapter
cards for smart media modules or similar storage cards,
25 processor cards or other software and/or hardware
expansions. It is then also possible to equip the
mobile device 127010 with a mobile phone functionality,

- for example WAP, SMS, GSM, GAPS, UMTS.

30 One embodiment is to embody a PCMCIA card as a decoder

~ module for digital rights management with an integrated

memory, smartcard reader and/or means for making

telephone calls and/or for data communication/data

~ transmission _using WAN (GSM, UMTS, GPRS etc.). In

~ 35 ‘.addition, it 1is advantageous to provide customary’

functions of a personal digital assistant (PDA) such as
appointment planning, notes etc.




10 particular time, or titles which are available or cam, 8 ehd,
dependi ng on the operating node or in response to an input. It” a tel ephone
call is being nade at that particular time, the subscriber can be

di spl ayed or "/ &3 /0dfdé4ent ed by an image, and if, for 1BCBABRAMRE09%Lbiece
of nmusic is being played (suppressed QUr7.i ng a tel ephone call),
corresponding information is presented or? the display. The nobil e device
127010 can | nt@ided , cuhd a1LAN 2! 8 oA Qo aRaRct 1 on il thhARer deyhggs such
as an e--book reader, PDA _web tabl etp, PE"Sr bedier i n the same of - Simlar
form if provilidHd drteddae Fortheadigpiaosmnd qherabdr| eodbydtepaah al so
interact with eIt N8t a \dchrieMANL GRAN 0F 2t R8N 1@ Moief ree one
by GSM 25 GPRS, UMIS etc., said connection being for exanple by analog
tel ephone line, by ISDN line or by DSL. Fig. 32B shows a side view of the
mobi | e devEce AIA701¢he Faunpkeasant «af,ryi g capbebprwher,t hasdobikegdevi ce
Is 30 attached to _a bel-t, for clothing, (not illustrated), the housing has
an ergonom ¢ slﬁad.;@)lé\rl\fﬁj‘laé‘r%yhaosr allhe‘b?r@g’sé%%ori‘z Hoh %HECE?%a 3E1RY the
belt. For reasors ofelssonvamssidele r echirggeablisdibbded i escémotnt | | ustr at ed)
are advant age Iy in t I : | on t he . hausi ng. - An
enmbodi-ment i n%/&?toﬁg%%gﬁsg:’n {c}gn ’?%?% é‘gg%]gpp%lfi ma eesf%slréﬁgﬁ ve?’§/ on
the belt by mPRF$isRlaTrr2 FEbedbrgnPH06 OO 0BPTUDAB4 PCTHERYRIEI511is 82
connect i ong paerERAth | bupteaked) R9athatnd t LAY RInays @i epkat gt sel f
inthe direction of ra\il.ty I,s “particularly advantageous. Customary
peripheral s, PGSRy &CFi*%rs etc., can be connected to the nobile 5
device 127010 in a devel oped enbodi nent. Fig. 33 shows the display and

operator cont gl ynid 702&92 19, . 32. In_a_particularly preferred

devel opnent , Fﬁg H{Hsﬁrf%;‘?caen o%ifd;t%?g%%%?$%? ﬁnldlls?éai’zfd}é) FEAE t he
upper and | owepnégelsigett 1280k0adisplay and operator control unit
15 127030 has a display 127040 which is wused for
displaying texts and graphics, including videos, of the

applications which run on the mobile device 127010.  The
connection between the mobile device 127010 and the
display and operator control unit 127030 can also be
20 made by means of a cable (not illustrated), but a

cableless data communications connection, for example
by means of radio waves wusing, for example, the
Bluetooth standard or by means of infrared data
transmission using, for example, the IrDA standard, is

25 preferred. The display and operator control unit 127030
can advantageously alsoc be provided with an audio
subsystem, for example an earpiece/microphone
combination 127050. For pure hearing purposes, it is
also possible to use, for example, a HiFi headset. In

30 another wvariant (not illustrated), the microphone can
also be integrated into the display and operator
control unit 127030.

The display and operator control unit 127030 is
35 advantageously dimensioned in such a way that it can be
comfortably held in the hand. If the display and
operator control unit 127030 is embodied with a touch
screen, the user can easily carry out input operations



- enmbodi nent, this feature can also be 5 onitted. A further advant ageous

128010b, in each case a plug-in and |atchable device (npipdphldsbo® ed) by
means of which a cover nodule 128020 can be pushed and | ocked onto the

di splay and _ogperator control unit 127040, and possibly also 15 establish
el ectri cal cdﬁe‘&%%{?%"ﬁ hit. In one specific enbodi meRET/ERR2£692EL

nodul e 128020 is equipped with a tel ephqne keypad and has a vi ew ng
~wi ndow for displaying the display and opéetator control unit 127040, and

~may have an e l.eCc n 1.cr oph ca(not.illustrated),,if .the

ni cr ophone isaﬁg%ﬁiﬁ%%ug%%%§n89tﬁ@gdﬁgﬁgavléﬂdwgﬁg%aﬁgrl oﬁ?ﬁgﬂngnFPe
127040. The co¥eit modditernzgdrelyny dperabodi edritrcd widéngndn f ashiionabl e
range of shapgse@nd A Ok$1uibeaPUBPOSEsL Sia1% Abel SQP&'}#Hédt e USghet O
make a tel ephope call in the sane way as he Is used to froma conventi onal
mobi | e t el ephdieVeloRPHRt b) thepertiIrePhne treadieh | $28PFQi ndiay a
confi gureds asswifdlahachederé CQZUQGbewﬂﬁﬁivﬂiﬂblﬁ,Ubﬁﬁquéﬁéﬁ%{le eaghkye
retrofitted to %orn1%$nnbilg telﬁghgnﬁéﬁg{ vice versa. 35 The_cover nodul e
128020 is, in RHEeHANeTTAbPE SEALGEE L A% 3 bREPriRgebeteBRPABove or
bel ow onto theaddi spbapeanddoperfatear that re@ld ubft +ha70401 fependi 8g1ipn t he
|l eft-handedne rorl -h s qf the user.. .22 February 2006

03/ 019434 PCT?%#%W‘B@%% -Sgg%gﬁgt §88‘ea?7$ or?"%lﬁ:e‘%‘cﬂd‘sepl% oFITHR \c/r%pl ay
‘and operator adntvadiinghiagaizz.040 i s correspondingly automatically
orientatefpso that texts and i mages can always be read. In a sinplified

possi bl e -embodiifenflisPLaynnff sPPaYyasRE Rttt E8Atr ol2 UM R icant Hee
lateral formquipeid iwpth 0t sOoRRMAIEFoEMHEsHl ol eRRYS 1l atdvide ay@y from

oper at of . cot AOT® LT SS703E0Eant 9 oPBbFAFBe. ABFd HHLPh SPARTY o BBEF at ed.
One particul arvariant the playback software can run directly on the
15 display and operator control unit 127030. As a result,
it is in particular possible to resolve copy-protected
data formats only in the display and operator control
unit 127030 and feed ~them - to the earpiece. The
encryption of the data stream between the mobile device
20 - 127010 and the display and. operator control unit 127030
can be carried out, for example, by means of the SSL

protocol. With such a configuration, the item decoder
(not illustrated) can be provided with the digital
_ rights management system in the mobile device 127010
25 without there being a risk of unauthorized copying. In
this embodiment, it is possible, for example, to stream
content from the wearable computer to a player or
browser installed for that purpoée in the display and
operator control unit, for as long as the preconditions
30 for this are fulfilled, for example by means of a
| connected rights smartcard in the wearable part or in
the display and operator control part.

One particular embodiment of the display and operator
35 control unit is the possibility of repreéenting the
operator control function of the piece of equipment to
be controlled and the possibility of displaying, for
example, multimedia content which have just been played



embodi ment is to inplenent the input feature by means of; alprh£83b0d hree
i nput pushbutton keys, permitting certain basic functions, for” exanple

| eafing, scr he triggering of marked functio The 15
posi tion andq&én@%mﬁgq%e plug-in and the |atchable RHE@FP@ZH??%
present) and the input possibilities nmaygvary in an i nd| vi dual case. The

pl ug-in connection is particularly advantageous by 20 virtue of the

possibility ofbaohnectda@@tlﬁ@r amm@oramtaéiétgemamﬁfoxfn%tl@fﬁﬁm&h i Bg
and the inputting .and

“vehicles (not st ted t tor_contro

out put t i né of soung |n§)tpl € 39’ SPhe'aHffe PhEBFREcE € t REE - of OF

t he-cover nodulestihefad\rd:mmm PEemdewsbphar aka djesmbew@cﬂldba@}ar@tror
control unit gépedl S W?tl@ar | cll Q€ Eng conpact gﬁ&eﬁ;ﬁgﬁn %an ge made

very Ilghtmelg I n nob I 0 app M cat 'ons, "t heé
transni ssi 8n aftepkay céﬂdbépﬁrﬁéﬁge@oa!ttr@ld|LBIJa‘-ncefdir omcéﬁmpleabbthulaar ly

sensitive bodyapaméc@léu + heghead ¢ by 410 iR phe nohil e gew ce
127010 whi ch can po Si %Iplé?ieven be pOSSItIOI’l away f rome)thh eeb o

exanpl e on a tRPFRLP 'Fﬁ’e 8Viprhy Hhd asder Bror admmestiqadiy ah’@tWﬁ@n

wear abl e partdi{sshpping) mes6Al scem;ﬂb@odl e@:u h@&ae pi %%/ﬁsgfg%;zvaﬁad t hat
t-he di scl osed i men S February )
- PCT/ EP02/ 09511 Jgﬁpof ity on%lr%fnf‘?ses Z‘FJo‘Fh ex%]ﬁ‘f) %‘11%%/@ PYefonahisi hh2k

smart noddiPe aval oicPENMC Bimedube, ms;dmmlmcahndéme dvisdnsilssi en aedul e
for tel ephony, er o [ I O te codrols for

term nal s and/%g%ﬁe?e%g vmdtg%g\l}lagé n gﬁﬁbnt ; E} g%lgdr enc{grrpl ShentBd. O
course, the efFFRIMTR ©1 ar hidHeiel dt |telele1w¢1¢e caithia bevsg mhdeh can

be unfol ded ang: fotHgd chasedcanarf olded overnand ihiseh iBas a vi.ew g

wi ndow for the
displayed or even represented by an image, and if, for

15 example, a piece of music is being played (suppressed
during a telephone call), corresponding information is

pregsented on the display.

The mobile device 127010 can interact, via a LAN data

20 connection, with other devices such as an e-book

reader, PDA, web tablet, PC or beamer in the same or

similar form, if provisions are made for that purpose.

- The mobile device can also interact with the Internet

via a WAN connection other than a wirefree one by GSM,

25 GPRS, UMTS etc., said connection being for examﬁle by
analog telephone line, by ISDN line or by DSL.

Fig. 32B shows a side view of the mobile device 127010.

For pleasant carrying comfort when the mobile device is

30 attached to a belt for clothing (not illustrated), the
housing has an ergonomic shape which has a depression
127070 on the side facing the belt. For reasons of
convenience, rechargeable batteries (not illustrated)

. are advantageously arranged in the lower region of the
'35 housing. ' l '

An embodiment in which the housing can rotate
approximately relatively on the belt by means of a




10 display below it is possible in a wde variety of emoei,ARRY S006The
advant ageous cover with a viewing w ndow serves as the basis for an

i ndependent inventjve  .idea. The advantage of the view ng w ndow in_the

fol di ng covebiPHMi3%4 handhel d devices is in 15 partigﬁTéFPE’%/?)%?Ht a
di splay which is present to be read evergawhen the protective cover is-
closed, and other functionalities can be nmade possible by closing the lid
or the functi oratnegtiodn thwerpobnbe devisersaad)becexpanded bynf ahdkpg over
the lid, wthaqut.: he i spl.ay .heing.required for this rpose. As a
result, the 8%%1%}&%% Iliglg%}lfgr egéret?lc?ve?%fr%%l%bi? hSRAKEIE dBvi ces
wi th functi ond@3%tiegiddileh adeagpecicousd | Austbinerdi sodomhexalfor éxanpl e
PDA. L el ephomextad el I 88inRBHL Olordsi NG £205ESk AL ARl AyBh YL D of
25 without _a renote control function. It is also possible o e ocj:iy t he

particul ar 2deIFGH G LARY0 ti e deyerirprbitenpedigtritt ed with one nobile
di splay and operator control part, regardless of whether the display and

operat or cont I‘FQ| pggr?)t i.llsﬁ1 e'nbogi}ed jnh ane 30 piece with a contrql unit or in
nore than one ‘Pi%ce’” wCHHEn EXEer Piﬁé’ar ghFe CRAHAERF. duTfrod4 ¥Rdhs the
possibility ofiakidty tfweori spigy and aper ai orpsppiceiatnit 222040r-E80m
fig. 32 for.di pi s qof. equi pnent. and appl.ications. .The djspl ay
and operator %%\ﬁe[l%gme%ﬁzl,t %%%04 e I.Wéi‘bé’pl?é-ﬁteofﬂeaﬁﬁntﬁ?} ug’éll{)n t he
person orlfn tRRE0Acikasy oh tthe pwmwn andd lowerccopkbratdesi LR8ALORS ous
ot her el ectronixgpddebyyar 00, 3/ 134 PCT/.E - . devi ces
_ 24 F006, Y0 @ F%@us?ﬁlé—l %gr %)a%cqg%lnp el,]e Biiéélcg

wi thin the distance,whi ch can be spanne , o exa uetooth or
Cinfrared (1rDARCE FoLlEgEHBEED) | doY notRaTHT | B§ hobiel, gaseyeronsofieke

t el evi si on set1280Riox eshamebeordudial@phaae.1 cveled 0PnHOX ch¥i Q%ﬁl%épréﬁ‘& S
urthernore, fjg. 34 shows a

rul ti nmedi | , bile tel h . P :
F}JxeldrrSelrgi gn%%%gﬁfg’%v\/lni%%&f%fs?%l { t%% mobfPE dRATE-RiM h #FECsanme

.15 establish electrical connection with it. In one

specific embodiment, the cover module 128020 is
equipped with a telephone keypad and has a viewing
window for displaying the display and operator control
unit 127040, and may have an earpiece and microphone

20 {not illustrated), if the microphone isrnot included in
the display and operator control unit 127040.

The cover module 128020 may be embodied in a wide and
fashionable range of shapes and colors. The purpose is:

25
a) to permit the user to make a telephone call in the
same way as he is used to from a conventional
mobile telephone, and
30 b) to permit a device which is originally configured

as a playback device to be possibly subsequently
easily retrofitted to form a mobile telephone, or

vice versa.

35 The cover module 128020 3is, in the connectable
' embodiment, able to be plugged from above or below onto
the display and operator control unit 127040 depending

- on the left-handedness or right-?_handedness of the user.




functional and technical enbodiment possibilities, includtdgdpadoef
stream ng DRM protected content onto 10 correspondl ng di spl ay corrponents
The difference W|th respect to the nobile device 127010 from fi 32 is
.that, for e¥¥hP3 04934 ively I arge hard disk storage 89’3(%%22%?1
readily integrated. Furthernore, with 1 fixed version 129010, a fi xed
networ k connection 15 possibility and a satellite communi cati on connecti on

possibility argnh®t oapgégrgsoﬁ eﬁénaix(%w cenege! h‘iglp%ggh il oge&t%:%ﬁ%?ﬁe of

the nobile device it
fixed variant ‘11?'@’6‘130 Ut g@ggﬁél el%o ﬁﬂ%ﬁﬁi@%@%kr ﬁaﬂtoﬁﬁ&lléfaé()}’out put
si nce I]E |sdad(miﬁ‘emmtoeﬁ i;@ skgar séet s Mage @iﬁg%ﬁ@gaﬂ F&Q&&@g%ea%ta@er by
means of a .di a te e_di spl ay and operat or
control uni tgﬁé 840é§noéefslcfrllebé;dg5%‘3§émeﬁg [Pé“r?bbif‘?@tﬁﬁ% F@ncaei‘n 59| 98 be
used to pe|5for¢mx)tp1e¢<ét ok camthelk caafdvtaim:afgeoaﬁt 2BossHbl @ngmbbithehs of
advant ageous f t €o ut__operator,_con I

Qe Bﬁsﬂggkasdrﬂf ﬁ}graﬁg ‘B tﬁnfg 18 %\% fJIglRQ: éaﬁls

di splay functions, aye(l,‘l1 in e asu
. uni versal di spﬁ%}“‘?&#ﬁqn of t hBputr mlma@t@mtmtrmbneﬂ.emennm dhciAg

further advanta@%, ofrér{getpés(@igjylﬁld 20 ﬂ?@réttlgé ggnq:flgl d?ig?? %27534

that it is possible otg gerformo perat or control ént ?Iew ces,
as shown, and ‘B8 FecErs AEBF Ycﬁ&ﬁné’lp@r\ﬁtloﬁo&towlng‘m%% Had840Q| ganhe

external ot pLHioiﬁf bdéleh‘eﬂdedudﬂl\llacehaﬁ@ anil Gpepdiasdnal ogat pat-cheydgpeaker
A w de

systens are us conn ct ed (cremote control wth headset).

variety of appﬁg&czﬁ/l Ons %%r AT EE IS t%l“? n§PBE eRGiEE nES388nsol e,
t el evi si on setof f ﬁl%edl@asiFeb:thmey 2ﬁﬁﬁtV\@Lﬂﬁﬂ:®i@¢kﬁzﬂ REYEPORLORREL1inG6
network tel ephQiig, s i$ethd LR bﬂi&cé’ﬁi&ﬁ r r gui‘%gg]gé gégéﬁiilam)bl |l e

t el ephone or: PDA, can also run on | Xe |on gspl ay
and operator &&Wt rEhe ykiniogering o‘éﬁe@?@kedacﬁﬁmfa?g@mspgf iferius § sThe range

of a SignEH-O@051t10n and number of the plug-in and the latchable
connections (if present) and the input possibilities

may vary in an individual case.

The plug-in connection is particularly advantageous by

20 wvirtue of the possibility of connecting to an

accommodating means, for example: in vehicles (not

illustrated), the operator control and the inputting

.and outputting of sound taking place via the same

interface as that of the. cover module. The advantage of

25 the separate display and operator control unit 127040

- is in particular the compact design which can be made
very lightweight.

In mobile radio dpplications, the GSM or UMTS
30 transmission antenna can be arranged at a distance from
for particularly sensitive body parts such as the head
by mounting it on the mobile device 127010 which can
possibly even be positioned away from the body, for
- . example on a table.
35 | |
l The display and operator control unit and the wearable
part (computer) may also be embodied in one piece,
provided that the disclosed embodiments and/or




termnal for which it can performoperator control. In phepdispbesw a
correspondi ng synbol is then displayed for the term nals which can be

respectively operated. 10 If different transm ssion paths, for exanple a
fixed netmoﬁﬁP&@4@%ﬂ4§4netmork for the transmission of PGT{FRIZ Halken
the display and operator control unit 1 40 and the respective term nal
are possible, in one particularly preferred enbodi nent the respectively

nost 15 cost-efigetiNgaiy | SH ' ct.ed. en {t. i, s_a
t el ephone, the displa 2 n%[]%ébner ?togP %%ﬁltagg% aﬁnPﬁﬁ?ﬁ%%%t%é%s%}%gﬁaf 8rm
addr ess and te?%%‘bnéyﬁiﬁer anfddgirst BEMGRY deeduls, desemdiing oanther

t el ephone nunbleran:@rﬁiéé‘tﬁoﬁub&&ﬁi@efoﬁatéié%ﬁéﬂirﬂgmé&ié hg1 68k, aMAl 885 20
transm ssion path is_selected as the nos vorabl e or_"better one., Al the

functions of tHEVUTEPIE artFBPet St PPEEBhT r 6P HRTTiRARS aPRA/BE &r Léder ed
by means of vorieh corevein 26 roiov rad lut Tde spectinge aferithiet her said unit is
enbodied in one part or two parts. The reference 129020 desi gnates the
PCMCI A nodul e which represents, in one enbodinent, a digital rights 30
management sysfencemBss) Wwheh aidestiererftunefi en lmdhalld choloile edsiziyebe

connected to r X ' 1 1 t [
devi ce 1270103&1{'1%}{ Qaﬁ%ﬁﬁg}#%‘ﬁec%%n%%i%%g%}t??%s%?gQg%S&%%ngg%g%ﬁplﬁgrted
by the DBMVB. ALIGPd heveiseand thd chobhpe devivéewinge wErd@NCEAMDEREe can

be enmbodi ed widikpl smabelear diteader pod/iille aiini N erpdle dgha @Ry ysf or
storing, for Vﬁg@r&)l e, |SI.C§ es,nﬁM %oftware, decoder ;software,” player
software, bro G BRLageRNSs SOVEELr WAFY 2B06VYRYERY 019434
PCT/ EPO2/ 0951 Wwindgiww serfveraets drhe Usesipriot | @gebnaagéndesonsuv@ntivet ori es
are provi ded atoa - 0P oo aBcaBE 8T P e Bua o sBtent Br (RE
possi bi lities B1dag i ravethovef | mobialei cubandbelthe dgivitoeisbutison amd
15 particular to permit a display which is present to be
read even when the protective cover is closed, and
other functionalities can be made possible by closing
the 1lid or the functionality of the mobile device can
be expanded by folding over the 1id, without a further
20 display being required for this purpose. As a result,
the use of the 1id therefore covers. all mobile handheld
devices with functionalities which are specified in
this disclosure, for example PDA, telephony (wirefree
and/or using cables) and/or media player with or
25 without a remote control function. It is also poésible
to embody the particular design of cover to be
permanently associated with one mobile display and
operator = control part, regardless of whether the
display and operator control part is embodied in one
30 piece with a control unit or in more than one piece
with an external wearable computer.

Fig. 34 shows the possibility of using the display and
operator control unit 127040 from fig. 32 for different
35 pieces of equipment and épplications. The display and
operator control unit 127040 can always be kept ready
for use on the person or in the vicinity of the person
and can cooperate with numerous other electronic




paynent systemand its aspects can be applied in various rmxBegy DB S
either for the mobile or fixed solution. 10 Fig. 35 shows a preferred

enbodi nent of t;he i st.ribution and paynment possibilities described above,
in the form J° #¥E&E%8%ard with a smartcard reader, WRFEAERRFAIIRIL py

interacting with a playback device, the 8cq{)m_surrptlon of protected
multinedia data, with a 15 corresponding basis for the billing of this

data, Fig. 47 ebpnsed SCORMA! e bhPL-HLAUANA! o anﬂét Bgénngﬁvpg B9and

according to the invention for distributing, pla I'n
payi ng for di gh?%l ehd®pPhe 28lusheenrh. o& prdikagsd oflltﬁ)lg)l taFOrreaxampbﬂtent

(not illustratgsh m@ﬁ@t@wﬁgah@ag\égr CRFRIY oMU Ik | St £PBpee] 54 §é€

di gi tal netvvorkg ng]fe via the I'nternet (not 25 iJlustrated fo a
medi a pl aybac Jc?i)erf%oﬂgﬁ‘f’o 2§ SUTPERTS s §¥fcatb®B RO% heV 1P aTEBAZHABr end
(not illustrated)timddid he piegpkary &Edmderent tdepppbad t heyyredi appl ayback
conponent 472 audi o Jay t h at ast one | oud or headset
4722 whi ch ob?Fallhﬁ:s}?% it Al lu%l ?’%Ogl?loa"fsa ‘?r %Eﬂ?%? igggjfﬁyw%%lﬁs of a
stream ng pr d!t&)co‘ﬁlmahfdrcomerttﬂlet hembit® SdEIVldCWhI efittan diee pesmei ved
by the nedi a O rs hnv ot d to audio

C?.llfiélz'%nal £04" S&ec ?f_cal S%Hﬂ%cﬂtrﬁe%tp BEERB!LERE

media; it is |ikew se also possible to di & and BORSUNE VI 480’ 35
medi a, el ect r R UHAE Hhabt Akr S#é@ﬁﬁ‘@@nt%nmtm& i ceheodeoment s, a

precondi tign heiies dle@ooaszls %@n%ﬁbn@l%%s Pie FRAAFRNERQ06, 1)
03/ 019434 PCT/ EPO2/ Q95 ack functlon of the nedia p]ayback
component: 473 %ep ﬂdetrhe OWOEE)P'I e‘é’rcgehaflg 88 Ca §remsdd@i-o32 cbitr ol

conponent 473Ghat,chfér argaimpiean x@l&ktlle:emygrteérgeé nabril |disK aseshad® the

redt 2 Pl avbeckysmanenl 120 sgilt,| [LLAGPT thesansured, nerl
the fixed wversion 129010 a fixed network connection

15 possibility and a satellite communication connection
possibility are provided as a primary WAN connection,
while in the case of the mobile device it is preferably
GSM, UMTS or a fixed network. In the fixed wvariant
129010 it is possible to provide an external audio

20 output since it is advantageous to separate image and
- sound from one another by means of a digital rights
management system. The display and operator control
unit 127040, described above, of the mobile device can
also be used to perform operator control of the fixed

25 station, which is advantageous for the user siﬁce he
can carry out operator control and display functions,

and have them displayed, in the usual way using his
universal display unit, without requiring another
remote control. A further advantage of the display and

30 operator control unit 127040 is that it is possible
both to perform operator control of different devices,

as shown, and to receive audio channels without having

to pass via the external output of the fixed device, to
which external output loudspeaker systems are usualiy

35 connected (remote control with headset). | |

A wide variety of applications, for example monitoring
of a house, games console, television set, fixed




pur pose, flrstly sufficiently secure identification and 22aebhRpy 2608t i on of
the nmedi a consuner are necessary. An identification and authentication
conmponent 4740 is 10 connected to the transaction control conponent 4730
and has a siiQ &3/84%434 i nterface (not illustrated) w tFCT{ERRH ¢Helhedi a
consuner can identify and authenticate_ Rigneelf. In a very sinple variant
this may take place, for exanple, by the nedia consuner being required to

15 enter his usefwdidre aalephsnpasswtd bﬁ/oﬁ reguest oday dispbadef Not

illustrated | f. the entered user t he entered_password correspond
to. a pair zzor%gste’d“% @ t Re®y&er H&%éln%ﬁdtﬁégngﬁ vﬁﬁcﬁB‘%rec@é’cu‘?‘g P

stored in theurdent ifhe atixoed agch taidrher}d0ddt.i on conponent 4740, 20 it is
assumed that the entered user name matches and that all the further media
consunption actions are to be billed to this nmedia consuner who is

i denti fi ed>i n Thehi digmyay| rargh apeanted \coritaal ofinihe J2¥did fﬁeaed:bsm and

aut henti cat i ony KUMARRMY 7_y40 if |§t.bal £9 SPESIPA £g&d (f_,ﬁe 2 hag e, oken

4745, for exanple a smartcar e used to secure t I dent? fl ng and
aut hent i cat i nge45éddss OU%%ClautlﬁeﬁtaF“céﬁr&?rﬁ’ea?EeW agontnl. elanpl e,

fingerprint, \&iélediﬁﬁpﬂﬁltborb@ﬂ%ﬁorﬁil sHAoYN Bisongidy Cdié’ﬁﬂé*}édcat' on
and aut henti cﬁﬂrtr)n 1rlneans 7 @9 be provided. In addition
transaction c ¥ %oﬁﬁﬁﬁ‘éﬁf" E?é’(’}l’i CHNEEt SPIRPH PRERRFRT
control cmﬁrporreﬁwtdzﬂfﬁ@renﬁhe:mmmssrmmfﬁathgnt rf@lr cexpapeat a47bxedcept s,
from35 the tr q}}g o%rcqu] grgg&oe& 415703::0 Str%‘% gnsssre&gtl ng to

h i a B Ifur

anount s of m)ney whi'c consuner signal s
to the trans@@@@dscd?m?wel@:o#b@ne@tspﬂm Fibdt hEErﬁherblddntlrylzzuIF@bruary
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conpleted, or if |t is_at Ieast t o. be consi dered as secured
transacti on c&WTHCULE g ERLEHPE FHRSHIa e %l%eslb?‘é%‘é%]}é’ C‘B‘?ﬁ)’bnent
4720 in alSpecidsite e\ﬁ&yéc&d.vfehatrhhemlssion is selected. When it is

used as a telephone, the display and operator control
unit 127040 uses a uniform address and telephone number
register and decides, depending on the telephone nunmber
of the subscriber participating in the call, which
20 transmission path is selected as the most favorable or

better one.

All the functions of the display and operator control
unit can also be triggered by means of voice command
25 ' control, irrespective of whether said unit is embodied

in one part or two parts.

The reference 129020 designates the PCMCIA module which
represents, in one embodiment, a digital rights

30 management system (DRMS}) with decoder function and
which can easily be connected to and fro between the
fixed station 129010 and the mobile device 127010. In
particular the functionalities 129030 can be supported

~ by the DRMS. As in the case of the mobile device, the
35 PCMCIA module can be embodied with a smartcard reader
and/or an internal data memory for storing, for
example, licenses, DRM sgoftware, decoder software,
player software, browser, rights information, status




5 media consunption is interrupted as soon as the noney aatpeBfmferoosont r ol
conponent 4750 no longer signals that the billing of the anpunts of m)ney
whi ch are owed b t he nmedi a consuner has been conpleted, or is at |ea

to be consi dé’?cbd}y%( 919434 ed. The noney transfer control 26T é%ﬁ%ﬁ%?lhno
is preferably connected to a first conpy-er_system 4760 of a financial
institution at which the nmedia provider or a billing entity conm ssioned

by the provi deinf@ﬁnmc&ﬁcouaér 2%iv8hleRs érﬁiﬁoxseEQHQuﬁegp%%‘i:oﬂéEem

4765 of a financial 15 institution at-which t nedi a consuner has an
account. Thi s-toftffect?on eyt Besfadee i Hobarltrﬁlf&ﬁ%nt% ab¥heneanisst ofar y

billing data dmﬂ@ﬁr@ftédﬁi};&udﬁbﬂi@ﬁ 6f:| e ;&rcﬁﬂi![de%[cp%[tg &PFF?OY cbﬁrfse ¢ a
necessary, th ney .t.ransfer. contro onen ri s e nsfer o
specific 20 Zcr%{l@reﬁntéﬁl I%)néis ﬁ@rﬁ"trﬁe g%ﬁﬁt% ofP% hg%ﬁedpé’sféﬁ?égﬁrﬁﬁeﬁo t he
account of 5t heierm@qﬂ otbates, oint pefrlnulcltwlag oe‘ﬁ;tgtq dﬁéﬁﬁggbuf)ﬂ@ﬂ bByighi m

| n order toa [ ﬁeﬁ%&ltl a er o

transacti ons véer?cg %r%'{a anmoun Qt mo) g)%%t\%?n Yunii€cesEEr |l|e§ |ﬁ8rease
t he noney traﬁéﬁ’@roq?oste@boﬁlmelnfrsexpééh@m f@raltl’mam@hﬂ@ medi afésaduner a
credit framewyiktits .demand paynent in aplvance or to com_)| ne both a_nd
provi de a noney account nenory 4755 in which a 30 nynber is stored which
corresponds to the amount which is owed by the nedia consunmer, or to the
anount pald i Figadaance siitweh I$Z§5wﬁ%mt%ﬁmf mﬁjll@ coagun}sf_herlgei ]
noney transfer onent can refera .be _configu _
suchya way théjt %g:r}tr%j%é:l%%s artsrers %&?S%ﬁﬁf%e%féﬁﬁ?%bg ¢o2 }F’ out si de
with respect ito thwe f:@xmupér asyEﬂl\&@ AG80d amd th765 srfatteardi naaden)
institute is K3Syed i fd ot et Jd

credit limt of the 1f‘rlr:'g%zllla 22 Febr uaryazﬁgwjogﬂ} g@f}%}é géjfgg%ll -
90 consumer KHE HRRAFVEREHEY 6Ff dRkeeectedy edhinedde detna edidumption,
or if an BflvarcerpayoRainghbeliBaFor the billing of this data,

Fig. 47 shows a schematic block diagram of a further
device according to the invention for distributing,
playing back, billing and paying for digital media

20 content.

A provider of digital media content (not illustrated)
operates a server computer which is connected via a
digital network, for example via the Internet (not
25 illustrated), to a media playback component 4720 -which
is located at the media consumer end (not illustrated).
In the exemplary embodiment depicted the media playback
component 4720 'is an audio player with at least one
loudspeaker or headset 4722 which obtains digital audio
30 data from the server 4710 by means of a streaming
protocol, and converts them into sound which can be
perceived by the media consumer. Of course, the
invention is not restricted to audio media; it is
likewise also possible to distribute and consume video
35 media, electi'onic books or other media content in
' modified embodiments, a precondition being
corresponding display means.



been nade by the media consumer has been used up. In addifdbQiry 20080NUs

poi nt storage conponent 4735 in which 5 at | east one nunber (bonus point
nunber), which corresponds to units of financial value accrued to the

medi a consuni© WRd®E3However expressing an amount of REREEPIH 80 Hek i onal
currency, is stored is connected to the dgansaction control system 4730.
The charge schene 10 for nedia consunption actions which are carried out by
the nedi a consgi@r paagnhbe IRARIEIION OF tﬁgd'rrha'cﬂb n2l o1 hosus, PaLY gnent
dependent on gbféoe consunption actions, 1nt onus point sto

conmponent 473 cAPr OEFETG@RY PThafPRELPAr SEADAdE0 n%etwaflﬁatﬁhéOﬂ

principles and:dﬁkfdﬁﬂ&ﬁﬁﬁoﬁ@@@liT%@ WH%@@rtﬁaﬁé%ibg QﬁSQﬁEPEéOQééﬂﬁge ﬁn
alt t e n res a n ordér _to make
fhe Use. of the ot B W EFREFY) w80 s65pauali STATe FeuPe eshstraP. | n
one pref er bed @nodiinfentbillerey | ofpr abiesi @nnfsumedf omedz{ﬁrrpbenttahﬁ ﬂﬁdl a
rovider to I C I e e Vel 4770 Wth a.searc onponent
E)search engi ne E 4%%1&%& ‘gn‘g%ngﬁ%f g e9¢at"ar 6 ogue orSfEt 497170 '&%?fhtg
search 25 conpdHEMsSYs Whﬂ@m@ﬁldﬂéﬁly heecmeck ai densifibcathon and
confortably seafqleddw gl h@fOEﬁ@rmahlah%oﬁﬁ%%ér Pc{rca“x?&ée?%é’frﬁz 'e by

reference to data relating to the title, conposer, genre,
performers. \WERYIdLCabi@hsiang i ﬁF@P@ﬁlﬂ:PGﬁtﬁﬁ’nmé@mﬁvaﬁpébl é749n 3@

al phabeti ¢0i ndenraitdie tsdffhei ernsddcidie Easersl y@fpond&Xt efplyeaggount s
of |nformat|o a ful l%?f ei:[aﬁ'o search i s, advanta ?ous I.f the medj.a consuner

has found, by an% 4% alEFhg iR S t arid 1o h ¥hghne
4775, an itemwhdiakh tilse orhednaecessumerhlcan heiem:ri@etar&’b a@theﬁlaieat@cord

for Lnis, i Cemimaans o L toe00: by geatsot Uil sl o L he

oper atorinter ace ust r at stening to OI‘VI ewﬁ S%TT’p| es,
t he nedi apl ayf&&k SEupphent lPYZd?,hfh E@dEQ RSy 2be$nsr\0x@mur@ﬂ34to

PCT/EP02/995lbnte91h;s user name and his password by a request on a
display (not illustrated). If the entered user name and
the entered password correspond to. a pair composed of

‘the user name and password which are securely stored in

the identification and authentication component 4740,
20 it is assumed that the entered user name matches and
that all the further media consumption actions are to

be billed to this media consumer who is identified in
this way. In an advanced variant of the identification
and authentication component 4740 it is also possible
25 for a hardware token 4745, for example a smartcafd, to
be used to secure the identifying and authenticating
process. Other authentication means such as, for
example, fingerprint, voice recognition and/or other
known biometric identification and authentication means
30 . may also be provided.

In addition, the transaction control component 4730 is
connected to a money transfer control component 4750.

The money transfer control component 4750 accepts, from

35 the transaction control component 4730, instructions
| relating to amounts of money for which the media
~consumer is to be billed, and signals to the
:tfan_saction control component 4730 whether the billing



activated only by nmeans of the itemlist 4780; the nedig wggm&annot
consune an itemfor which there is no data record |nthe Ite st 4780
Conversely, ' the generatlon of a data record for a specific itemin 5t

item list 4788 dHLP3hecessarily mean that a char ge-PARAFRGF/P2511

consunption action has to be carried QuUtgq The itemlist 4780 instead
constitutes a data structure which conbines data on those itens which the

medi a consunerogoprkger smpohest bal h%n'e@rt SLeStHdh & diQd, heof espl{g |ist
of the search corrponent ossi b to play back itens for_a

predet er mi ned ¥ ne2 forleaé%&rrpg‘é It&?vvev‘é‘?ns%‘?ﬁ%r‘?@emalsl stSeEFESer vERSnot
only as a not eaaﬂéamﬁmu ycbReebY fdomodneitsSpeT3fhi eonftfreneatiian syghaas
aut hor or titl so consh% %ﬁzot he basi s foéi items eC| fic

management of ¥ aeybat em GSHge op by ™ tthe®HE4T &t tolf§H| t:r}?'F”‘_paF}E‘?’cul ar
it is prefér abhe;dlaposenbmptnonl Aakorimetdmonttedeast eped famr te'ae:runomem in

20 the [ tem |islo 4780 Logicot | 00noBRERDeu780Y rise Bloddies ] Sopect Lig | tem

is consunption- Jépende 0 say iS§ l on
exanpl e of tinEerbiblime, obr thiretamauntse @5 MeBAYi Yhdkhs sird eved by

"obtained free;qnf xﬁ@@iﬂeconéﬁﬁ@fcdhﬁ% tﬁééx{‘ecéfgﬁiét@é@' eogharge; sciggee r ul es,
i.e. the |temc n be conﬁume to an unlimt degree without further

" billing; 30 - $eTORE THS HPMGIY t HELG eecbeem%am%%ﬁ?heen%@en
acquired ap a qnmpmem clt7s9) r égucegredeeabdiyngcbaAnethedchabgeaschener ow ng

to a previous e us rre d|n i.nfqQr,mati on.can_al s e represented
in 35 the resclcj)%p rli i'st %gfg%ﬁle gzgﬁ or?po%é‘ﬁ’tancl r‘?lpaHlFEﬁlggglgPso
i nformation i wdiicdy i nghwhetrh%dlatemormvleral ready a bebnlleggst eemiditand i f

SO in which i temdisiiorkd ERPr %ﬁﬂﬂ%e\éor%%%? 4%5’&1@ ERO2/09pl 1,5 92

An operator control interface (not | ustrat ed) whi I's assigned to the
itemlist 478¢F%af i F§RARY CLﬁo&q,puter system 4765 of a financial

15 institution at which the media consumer has an account.
This connection may be made, in. particular, via the
customary billing data centers of the banks or the
credit card company. If necessary, the money transfer
control component triggers the transfer of a specific

20 amount of money from the account of the media consumer
to the account of the media provider or the billing

entity commissioned by him.

In order to avoid rapid repetition of a large number of
25 money transactions for very small amounts of inoney,
which unnecessarily increase the money transfer costs,
it is expedient to allocate the media consumer a credit
framework, to demand payment in advance or to combine
both and provide a money account memory 4755 in which a
30 number is stored which corresponds to the amount which
is owed by the media consumer, or to the amount paid in
advance which is associated with the media consumer.
The money transfer control component 4750 can then
preferably be configured in such a way that a money
35 transfer order which is effective to the outside with
' respect to the computer systems 4760 and 4765 of the
financial institute is issued only from time to time if
a predefined available credit 1limit of the media




al so conprise neasures for transmtting, by means of an oM AREGEEMENT
conponent 4790 an order, reduced 5 according to bonus points stored in the

bonus poi nt c onent 4735, for the purchase of | jtem
to a dealer Jﬁﬁeﬁ&%ﬂol n conjunction with the pur cha%%rg#’%@%g@#ine
nunber of bonus points which is stored igpthe bonus points storage

conponent 4735 is 10 then reduced in accordance with the charge schene.
Conversely, inconsupeef digsed emodiraaphed totS @tcedqads bl echaiptewni de

for the nedia [ Lre, _ by.purchasing, a physical,ite for
exanpl e an audlﬁ%&f%g‘,gogggﬁgg%bf at I%fas?noﬁ Vlaflg:% \H‘f? % ¥ %?Iéghgﬁ t he
15 audi o CD cdreersabe dat | eldeomkidie \dasurersenaer b42a0 usdd ws. pdssi bl e
to provide forggdhe: 1Edi aapﬁgﬁ‘ﬁgeﬁoiﬂtb?}:g?ggg\é\%gm%ﬁggﬂ{:e47ﬁﬁ. fn whicﬂe

corresponding itementry int Item that according tot
charge scheme 3% 183pbssihre mo¥bFIm t Pomke @Pime wembert hi swhigh in 20

future free ofcohesgsomis updetnpesf e ad eeRAi QRS ud NB@EAledStd hifedoes
not take place aytomatically at _ the provider end, far exanple when a
product is puPeiaR eBOPBY fEals CHPUSUPCHSVETmRERS SR A7 FBIWRT caF
provi si ons. Theopswt Bt & onatjenast corsasey cabs 25t beefr O§i dednbytehetdeal er

.feeding into the d em4/95.the purc ing .actiaon together with an
item identif i‘??e{? i §§5§%%°?%‘§%t bACEsL 4 ﬁgeb“e:lg’éﬁm TSR L
consuner, 1Pnsofer medheceosanyptionordsions whhiichuelne ickemtidd dmim bgo t hat

~the item managg{enine3d sC0APRLEHLy 4 24 CRBeV &fdd & Mf%rp%gfhaéaagt%ﬁﬁen-
~Anot her form qf protection agali nst. m suse nay take {he orm of eac

pur chased it efRO}4fat PPNES. s Apregdentandih e thes ee N PWRHES L dECRLGRS CD,

bei ng provi dediwi thea bdiiisuedintlefsitedget angrsdashicodezpunher cafhiggcode
35 nunber may b i.rg)l enent elglf as a sufficiently J@_[g% random nidmber i ch
is printed ontS At AdHnpEiYiHy T8I R P ENHF RV e wirith RO HOGTR ARE pErRnt
covering Fayerfeatires aspeni hiadeinmistr havet a thenlbrs cofiptiigirt salbreh is 22
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and 17.

In oxder to make the use of the media as simple as

20 possible for the media consumer, in one preferred
-embodiment there is provision for, for example, the
media provider to make available a catalogue server
4770 with a search component (search engine) 4775. By
means of the catalogué server 4770 with the search

25 component (search engine) 4775, the media consumer can
' comfortably search through the offer of the media
provider, for example by reference to data relating to

the title, composer, genre, album and/or performers.
When less extensive information is made available, an

30 alphabetic index may be sufficient; in the case of very
extensive amounts of information a full text search is
advantageous. If the media consumer has ﬁound, by means

of the catalogue server 4770 and the search engine

. 4775, an item which is of interest to him, he can set
35 up a data record for this item in an item list 4780 by
means of suitable dialogs at the operator interface
(not illustrated). Beyond 1listening to or viewing
samples, the media playback component 4720 can be




- 93 such that the probability of being able to guess Ii%S%B byt i on of
the issue is sufficiently small for practical purposes t he random
nunbers whi c 7 ctively issued as a code nunber L

dat abase in tCﬁfﬁzg{gﬁggystenl In addition, for each |s§%§déc§%§ ﬁ% er
there is a note indicating whether or n®&l it has already been used for a
di scount according to the charge schene. The nedia consurer can then
renove the nomatansi@denendyyvdry | apansandft remsniittei0 1het cdd@munbee into
the item mnagesnt CONPAREPt c44808r Wb it 12Dl @ QP& %h @gt ERbre
interface (not, illustrated). The item managenent co onent transfers
this code nunbér B9 @ﬁé@kﬁﬂ%ﬂr%yéﬂeﬁﬂﬁ795temhéﬂétt §hg Fenearsedd: out to

det er mi ne whetdigy génézfatlfora yal ddagede radher MY éﬁeéﬁﬁ@t%@ﬂ iR the
uch a di scount tr.ansaction, . the code

dat abase nd r k as .unuse

nunmber is Qig!g? the ldﬁtabggﬁéja ARedn8hd BETPTE a8BPr ddind®ng

di scount is em&em@®4umdﬁrzln@e&@@mémM§tﬂaﬁaakaﬁmﬁﬂ K tﬁ e caseiefl a
plurality 20 te also en din Iurallt respe ve data
records) in t%félel te%ﬁﬁ s#%%ol 34 h%%al %185%85‘%‘. bcfoélﬁ ég cor ré%t)%ndi ng
rights reglstﬁmmumtuﬂ%/whyﬂn;Qﬂmbnm@#edaSQI@mimmOHGm1u£manwnughshhﬂtpard.
One enbodi menty gl %n@ﬁ?@%d8§n£9ﬁe£bg%§: q:i’laq_&?fl %é:ésoci%' tepfrights

of use) to be stored, together wt a un

i denti fi chPi offRediGeEYEF I Stheot he tTRREC Hé@lep@rﬂem% ipoksiBPesibiet he
data to be aeesgadyandaomdi fitefisOnkEyrbyat hgrpaevedRingd themedeatsr
system 30 The |nv§pt|on therefore nmakes it possible to conbine the
virtual onlin&*GE€"6F digitizable items and the acquisition of items by
purchasing with one another in a nost advantageous way. If the nmedia
Consumer T1r Skbhedast B WD 1116 08 50° U360 B:5RAAY 14 14 amedbe
pr oposed t echni cal’ TAf rast ructure makes i'm Wwhén i's
medi a Coﬁghnpﬂﬁ@ﬁryg Beredd iker 1tem~spec1f1c information such as

author or title, it also constitutes the basis for

item-specific management of the item usage options by

the media consumer. In particular it is preferably

possible for information to be stored for each item in
20 the item list 4780, indicating:

- whether any use of the respective item is

consumption-dependent, that is to say is billed as a

function for example of time or volume, or whether the

25 item is <classified as “obtained free of charge”
according to the applicable charge scheme rules, i.e. ’
the item can be consumed to an unlimited degree without '
further billing;

30 - whether a physical copy of the respective item has
been acquired at a price which is reduced according to
the charge scheme owing to a previous online use.

Corresponding information can also be represented in

- 35 the results list of the search component, in particular

- also information indicating whether items have already
been registered, and if so in which item list.
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Conversely, o tdwe giRMdiza consumer firstly starts with therpupghasssef a
physi cal copﬁ0 d‘f{l sco&%t ed, possibly free-of-charge on |n;eaﬂaccg§s to the

same item nay be 5 made possible for hi-m&cording to the charge schene. |f
the technical arrangenent described above is operated in a way in which
there is no prdwi sbsmater donlindduahtieréaset droe "Athustedtédpe whfich

charge”, 10 copsunRidigRRePendent Pﬁéﬂn' riqs't“ @F&C@f@ Bce Epgr%lc% %fge
schene renmins :E)OSSI blle. in this case, aut ntrcation w
password may b@ %‘Elf‘F?IBP%h%eVW‘?%SWF%%pE@%‘ Fﬁa@ﬁ@ltﬁéﬁgvfbﬁaﬂlﬁ@nsaﬁé an

aut henti cat i oni t&RNPRARAGeREAL, SoRgenkhe Madich consunsrgwil | tr'&%ﬁcéé
devel op, on the bas(hs of the cost consequences _associated w th each

consunpti o actFON“Hhi §F JfRYFee BSE | BPTBN 118 pFBPectoMiS ROEBSs data
and in particstarage nodbmﬁmvenh'gedvtist 0 folt nthepapirctsasd hef &i bugkhenli s

different as s a i ermtted to "acquire",itens free of charge.

By liniting th%g%l%s? %orgsseea%uelrr?c S{f%r‘e&?é tlig‘ (I e Bt Vhﬂ]ilwtﬁﬁal

medi a consunmPkrdhdre abrgcpassi theomuntiein @ﬁcbssudatrmﬂm:s tdihich past i es.

Lnder such Ci rouiRangss cHdeobRE VA nd OB ALAS 1B %gneﬁtdlé{";iézu:]_.g to,
v cat :

simul ate proves very 25 advant ageods n purposes. Fi
shows a s@ﬂerra {0 vit&HUseYa 4By eRopREREnee twith artr?@wg@ﬂ?@mgeshéﬂhemﬁ f|g

47. \Wereas ortonvasieselGAt ahﬁgu&lée@i@feﬁ:& apAbeAEmeARt enf¢ seryvep 14410 of
an 30, individual . rV|ce rovi der _was ed in each case in the

arrangement sHOWH i 7OVHHR EByelt 138 ARPYREHR i §° 28IMAERudes
correspondi ng hmnpurehasuhga aplpiiadidayl ofi tear, vifer pegungles, arspagaibcal |y

in each case e cahal PIue: %E 477 B 47700 el | s in
each case one ds?{]rea;rrer serve?aeél 4“] of a $I rs‘t:"d g%cgﬁa and
third Seryﬁcequ%g(ﬁﬁ cafhalso be called onllne via the server 4710,

it is possible to provide for the media consumer to be
allowed to note, in a corresponding item entry in the
item list 4780, that according to the charge scheme it

is possible for him to make online use of this item in

20 future free of charge or under preferred conditions
insofar as this does not take place automatically at

the provider end, for example when a product is
purchased, by means of suitable methods and/or
technical provisions. The protection against misuse can

25 Dbe provided by the dealer feeding into the dealer
~system 4795 the purchasing action together with an item
identification and together with the personal data of

the media consumer, insofar as necessary, in order to
uniquely identify him, so that the item management

30 component -4790 can verify the purchasing action.
Another form of protection against misuse may take the
form of each pﬁrchased item, that is to say for example

of each purchased audio CD, being provided with a

. uniguely defined, concealed code number. This code
35 number may be implemented as a sufficiéntly large
 random number which is printed onto an accompanying
slip and covered with a nontransparent covering layer.

The random number must have a number of digits which is
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medi a consunmer accesses the individual provider- specifi® £R:LaLPoMR servers
4770A, 4770B, 4770C, or the 22 February 2006 WO 03/019434 PCT/EP02/ 09511 -

95 provider i fi treamer servers 4710A, 4710B, 4710C case
via a rrulti-ﬁijgﬁi%de’égﬁgﬁt al with a netacatal ogue server? %&a}n@%%h a
met astreamer server 4710X. One particul @y enbodi nent provides for

I ndi vi dual providers to provide their progucts via the system descrl bed in

fig. 47 and dosadqe thdd | P8 pfeeaeﬁﬁt{;%ft Be&hrgh%mﬁ%l Mes, guéssbewgas
possi bl e, for rrple for onlhne | tems which are acquired free of charge

to be regi steraed 2 3Ry e8EhakRenct SHRE y i FH@@G‘PF&H’VI i sPaldf e
i ndi vi dual pr awizerisdiut pakposéer #ll the Wﬂc&ﬁrpoﬁdﬂnlﬁgrstmc@f arai de

ot apo tal | n ST ot h EPER BeCrR | TROS AU CTpuPOLES R (T em

list of thé neldpdrasd is m:ézed dsabel 5 sysasin. depot afidi tadh, tff@rltemhwhl ch
e vaUI rei% é(f?ec&é Cﬂ%ggrf 3:(?]br88:.r\(:é§r:ifQué Br (E\él qﬁ{&égt}r{ oken SO? ution

publ i shing houses and thus aye fee Of chaf

which is pref é?r%blngtdes]itgnétPS orak¥pady plpggse udest ef@rrpl@ i dlseeutor m of

a smartcard, mo&@l&l@e I P9S echhr§BaBRLEMAUS IThA WM | & d iR e, and
prevents free cha a on of a PIN or password to_third parties.
The managerrentt %eﬁe TENSRANRN e oL ANRF |3 FYREF t he

met apor t alloi s thmrdddmlmjrdk;exacistafd affeo Uist s ﬁd}%g‘@ﬁ&mﬁformnme 210

I ndi vi dual pul).i_shing but when,he w shes y onsune, he can
preferabl y acgress t%e rét%em oPpeFﬁtor tacpoé} racﬁ Vi éngﬁgggfet he(r(‘:%‘f'ntent

provi ders or idilusdétrayedn ord'-éhetolrlileay beahagdnenthe compenehér e 47 ch
have been acqui:ed sbhge e{lehabae irfhgut tea\ereg égaier%g@%r&o fro

bet ween t he |te mlists .. ndividual providers. Fi OWws a schematic

view of a devé ﬁeﬁles&f’-nﬂhés SAFAGS Mt Sowe tﬁifnﬁfﬁa whethiferidasisho

| ocal stor®gea valid code number which is registered in the database
and marked as unused. In such a discount transaction,
the code number is marked in the database as used and
in return a corresponding discount is entered in the
respective data record (or in the case of a plurality
20 of items it is also entered in a plurality of
respective data records) in the item list 4780. It is
also possible to make corresponding rights registration
by means of a token solution, for example a smartcard.
One embodiment wvariant provides for rights pertaining
25 to an item (rights of use) to be stored, togethef with
a uniquely defined item identification, directly on the
smartcard. Here it is 'possible for the data to be
accessed and modified only by the provider or the
dealer system.
30
The invention therefore makes it poséible to combine
the virtual online use of digitizable items and the
acquisition of items by purchasing with one another in
a most advantageous way. If the media consumer firstly
35 starts with ‘the online use of a Specific' item, the
proposed technical infrastructure makes it possible for
him, when this media consumption is billed in
accordance with a charge scheme, to acquire a




35 of digital itens is provided in the arrangement showdy feBnfagr0068 and
medi a consunption therefore always requires an online connecti'on to a

content serv e devel opnment shown in fig. 49 i em 22
Febr uary 200?‘\/@%&/’18%5234 PCT/ EP02/ 09511 - 96 memory C%W%I’H}% whi ch
. 1s equipped with a sufficiently dinensi @yed nmass storage nmedi um ( not

“illustrated) and in which content data of digital items which have been
. downl oaded fr omonresmind ey cq;s&hmic@l SeEyey S 41?10acaﬂib@o§ﬁ@é@d sotéhat it

" can also be con ffI| t he.nedi a cons ar, is to sa
R ETRATIC L SO A s L TG e DR N R (TR
of an itemin tie puerhaseorf acohpsheat 43ip, i s énseoedted, tp6531bly

*correspondi ng faLa 49 secard ghithe el St 470 WLgh i gcASsag) Aped wi th

the respective item ari ous charge sc ene no accor |ng
i nventi on whi dkRde RS D dPaboive actardilngd taipmheed:hargﬁ fedheme.
consunption of items which are stored in the itemnenory conponent 4,712

As no 15 financ aI transacti gns can be perforned via the _ financial
i nstitutions th965 RFRIG T f | FFeANEBRIpt ABRCTRRSEhi R antst he

-FDnerlaCEOUm:dﬁﬁﬁuaed4iﬁfﬁjaﬁﬁptlganlggyaﬂﬁ?ggogg Qgt%ﬁ?ﬁh@@ﬁﬁsgafy 20
n a t he arr.angene il ustrate n figs . n a not
i |l ustrated) |JSnC%'r ejfd;%a:i]bl v W% hbgn- gﬁﬁluéﬁﬁa‘t a?FSﬁ c8ﬁpoﬁ%ﬂ¥g‘f§10t
il lustrat &) igprondertiton-damsreEnt héidilgirtcal iocontemtoxkidacagairiish masuse.
25 The arrangeqps. @Aﬁ@a% af&gaiﬂ.?];]b8§sﬂle48 ﬂn%pﬁ% ALe bealggénegfgm ed

technically in a variety o articul ar ey can ‘al so
repr esent ed bfﬂﬁﬁﬁﬁﬁﬂé@tﬁﬂﬂxﬁhh% ﬁuMﬁﬂﬁyQﬁﬁLWﬁWebgawuﬁﬁﬂﬂHQﬂ% witdhl e the

servers 4770, 4kkactd7600 476k andaddObs feLr goner alny 39, enbedi &8k fsn _
conputers mhlch are |nst g d and operated outside the sphere_of the nedia
consuner, the SR n% fdnt sS1RFEN ? SESEGt | GRUSHTCRe Vokén WY, can

be incorpbBateﬁEvékmp exavgpl ethby Sﬂﬂtmareafunﬂhag @dsx: conseguences
associated with each consumption action, a high degree
of motivation to protect his access data and in
particular - not divulge it to third parties. The
situation is different as soon as it is permitted to
20 tacquire” items free of charge. By limiting the cost
consequences there is the risk here of individual media
.consumers liberally passing on their access data to
third parties. Under such circumstances, the hardware
token 4745 which is difficult to simulate proves very

25 advantageous for authentication purposes. -

Fig. 48 shows a schematic view of a development of the
arrangement shown in fig. 47. Whereas only one
catalogue server 4770 and one content server 4710 of an
30 | individual service provider was provided in each case
in the arrangement shown in fig. 47, the development
shown in fig. 48 includeg corresponding computers of a
plurality of service providers, specifically in each
case one catalogue server 47704, 4770B, 4770C, as wéll
35 as in each case one streamer server 4710a, 47108, 4710C
of a first, second and third service provider. The
media consumer accesses the individual provider-
specific catalogue servers 4770A, 4770B, 4770C, or the




PC. However, it is also possible to use particular 35 applpesaiahprogspeci fic
devi ces whi ch I npl emrent these conponents in another way, for exanple by

means of sui l.e tronlc circuits. 22 February 200
PCT/ EPO2/ 095 %3/03’? 4Fi g. 50 shows a schematic over w%#)orfoééa?;q%g]é nodel
for marketing nultinedia products for _pygchase on the basis of the

arrangenents illustrated in figs 47 to 49. Three phases are distinguished:
5 a) Phase 1: p&ibvﬁrde’ileﬁcwﬁdiﬂeﬁ oséli\gerém“i@ozatymmlymmied in
phase 1, three opﬁ:r ator _control steps avaj%Ie abl e on pr oVi der-

speci fic basi s t HAES s FBF Say’ 3 t Hout™&L hiTRF Qv lbro?f?ﬁ?r f Ut orfal ity

b) Phase 2: amegracarigdmente acstam@rng 4t76.0m gand8 wstht ypi Cxaéiteysia:pmdm@;l in
phase 2 18 Wiaehydbengy #hicoh odlf €p-3¢duliad dérﬁso ! e%t@f oy 6T VA ous
content 15 providers can be 3 ed, “manage

mul ti - pr ovP der-ngdgiigiuag) nrﬁﬁxﬁersahoaprangéﬁemheagcmmmdﬂguaaWMq;thﬁ)|s

typically appldeddd Ph@serBobd Wehchﬂltgerrs;vfmg@l%O WA | Q43 Copi eNty
provi ders can be downl oaded on a nmulti-provid asis onto a _nmss s%orage
nmedi um of a MXOCSERSESa Hpl CBEH dﬂ'l%fsqlhf@srred%'é BE6ABIMAOSS pdfagetPrand

pl ayed b?ck eiebdagtr1en! |f&0|bnlc.’_fﬂ'1b| NE: erdd ﬁ?gch?méhgmguﬂré&]bﬁ%]gel i ew of
an exenpl ary perat ontrol, interface, of. a fjrst aspect a |rst

subst ep accor(ﬁ’?’r‘?ﬁ eflrresqlsgﬁ%{%eél &g i%laéfﬁaé 31yt

menu bar 5010 1|tend|13|sltaye1f drhea mm@am@mmc{m hdﬂ ws]tsrcatfe:d: |am:|m)re

detail). The sea f t tddal
divided ‘into cat é‘g’%ﬁl e%% %%ucgejg{%r{é gt g E’Yggse L‘I%% o% bﬁi&P C#onl C
books. An al pl@beb¢ c resdeterad 5ang ;mlraﬁ% baﬁbhaﬁ@t i @allmniﬂekosé'eh&:hl ng

for the name QbthB8rtal in a type of universal item list. For this
I purpose the item list of the metaportal is used as a

15 cquasi-depot for all the items which can be acqguired

free of charge from wvarious providers (for example

publishing houses) and thus played back free of charge.

A token solution which is preferably designed for this

purpose, for example in the form of a smartcard, has

20 the purpose of unambigucusly authenticating a user, and

prevents free-of-charge passing on of a PIN or password

to third parties. The management of free-of-charge

items by means of the item lists of the metaportal is

particularly advantageous as the consumer can use
25 individual publishing houses, but when he wishes only

to consume he can preferably access the item list of
the metaportal wvia one of the content providers or
directly in order to play back all the items there
which have been acquired free of charge, without having

30 to change to and fro between the item lists of .
individual providers.

Fig. 49 shows a schematic view of a development of the
arrangement shown in fig. 48. Whereas no local storage
35 of digital items is provided in the arrangement shown
in fig. 48 and media consumption therefore always
reguires an online connection to a content server 4710,
the development shown in fig. 49 includes an item



performer by |eafing through the al phabetic, index. A 3%00bhhRsPeoud Ng

al phabeti cal index search is also possible according to other criteria
such as the e item the. album the genre et é at ed
.in nore det éﬁ 093/&2‘ 3Pj‘esult of the search process, gcéég%ﬂ%{ é‘gg 6 WO
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operator contrgl; gl engRie Bidna, chhekipg Q& EBHE% t
causing the 10 rlespeelﬁt%i ve ti tﬁe C%CE) | spI ay brflnef ly for a tine hi ch

i s predet ePni nRERendi’ng oﬁaltlhé?QtéﬁfPrﬁér Sexdhfite fiér S seLldidsbein
addi ti0n, 2 SEESNELRRP! 3 O iné 0By heekRRE! dokihind:5 ganet al edtbogapach

item the [ of which se Qnd operator con 15 5115b
causi ng, for é'%gfﬁiﬂ"btgb?nclcm% n§ n@%"s% n&r\"wqut"‘enh\'hﬂi‘ E@E }
searched for tefilemear Ia@diﬂ&bill&ﬁ:@f Ofl"c'Hi‘BfG.ltl’eitrnglhO tine "1p:lary fmemb t hat

iIs to saylnthe itemli 4780fr m_f i 47 Adlrect fra
i ndi vidual itemrIE a 333%859 b1 1 rfr?gaﬁnop%l}%t O 2T Eont 'S ﬁéﬁ%nt

(not illudfratmebord fovhéedteor tidts 48P pwbech. Hsg. asacB:seh‘o% with

schemati ¢ vi ew,nf éesgéée%érylté?rper@hgr v%%écfxfé bﬂla%fea(‘s?clpémé‘ #6ae3d
aspect of the 25 first substep according t first Cg‘_:)ase of _the phase

model from fi geasgrding Fredutéletohevﬁwwﬂotwhaqh udtratdrRpcHRe agbedean
appropri ate dairw r£ras daﬁ_)ﬁllé@elht el st %mdr@ﬁleargaﬁefﬁt@dsl Wht be

result list . 5115 by trig econd oper at or tr nt 30

L3135 for & nifter ShpRaCReL Plendtein BoRetR S bt " 81150 B ynShe

consuner &§ prﬁﬂﬂaﬂmiaﬂathtamsmtmpl ay:an be performed via the
financial institutions 4760, 4765 during offline

- consumption, in this variant the mohey account memory
4755 is not only advantageous but also necessary.

20 In all the arrangements illustrated in figs 47, 48 and
49, a DRMS (not illustrated) is preferably used with an
implementation component (not illustrated) in order to
protect the digital content data against misuse.

25 The arrangements illustrated in figs 47, 48 and 49 can
be implemented technically in a variety of ways. In
particular, they can also be represented by computer
programs running on universal computers. While the
servers 4770, 4710, 4760, 4765 and 4795 are generally

30 embodied as computers which are installed and operated
outside the sphere of the media consumer, the other
components, with the exception of the token 4795, can
be incorporated, for example, by software running on a
PC. However, it is also possible to use particular

35 application-specific devices which implement these
components in another way, for example by means of

~suitable electronic circuits.




list display 5120 on the operator control interface. | n22@RBrRReim@sr ed
enbodi nent, the online play list display 5120 nmay be configured in such a

way t hat it can he 35 sorted and/ or grouped accordi ng to enr es user
defined catedbti Oés/‘@?f?a{ 5122b, 5122c, 5122d, 5122e. 2PEEGERS? (0985 vio
03/ 019434 PCT/ EP02/ 09511 -- 99 Fig. Snggths a schenatlc view of an
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first phase ofridie phaskow®dgl sthemhtitoveBvikl bg Qoﬁﬁbgéemofi@'l gyanpl e

by clicking on_a.,5 npbuse 0. select an ack an i ndi vid tem or an
o e b ay PR TS S P irea b o DS £or PhECheRS | (i bR, bpEde
di splay 5120. dhethedaarghaghacks tbipsteated72) figﬂt&Vgto4l9th@hr&9pears

on the operat t the formof an "online 10 pl ayer"
ﬁa{%@ 40k aﬁl.@{ﬁqa& 115&1

obj ect 5130 wi e customary ionalities such as start/stop, fast
forward, f&st rewind. The playback function of the "online player" obj ect

5130 1o onabled onbiadd Whe 4 anspeblencaentialoniad s dRscriPedeln

conjunction with figs 47, ermts t e nDneﬁ transfer accordi ng
to regul ations. V%%ﬂpt¢%;¥ﬂen&ﬁﬁ%??@nc%monp%ﬁs?hel"onF reepl aperatoshj ect

5130 is tr|ggered<ﬁMnﬂEﬂDS éﬁe§§e Eé&ﬁ@SPQﬁQiDﬂblépeéﬁtoé CQBbﬁQheﬁLe”Ent

~the consunption-orientat charges for use tarts as shown
in .20 fig. 51C thsep%%ln‘%ecrs Gﬁlﬁf d’?ﬁ%la? bRy Y HEERSUENtD mut e3>

content pLovi der - - gpevider dourtioreflimnet ary val ue starts, and said
anount s  can advant ageously be used only for purchasing products and/ or
- services fromthe respective content provider. 25 Fig. 51D shows a
schematic vi eRlof &has&engkargn apspagemesbntawtodditar f hee ffg.a 48 rés

aspect of a third supdLn.Acopdidg 19 %ﬂﬁs&'@Shﬂﬂ%ﬁ¥éﬂﬁ1é£ﬁbp@ﬁ§8h”0dm
fromfig. 50. The |ten1adn1n|52%3t|on 4790 fromfig. 47 30 appears on the

operator control i %t f AP TFhdReH RE charge” trom various' Content
15 providers can be combined, managed and played back

on a multi-provider basis.

c) Phase 3: an arrangement according to fig. 49 is
typically applied ih phase 3 in which items from
20 various content providers can be downloaded on a
multi-provider basis onto a mass storage medium of
a multimedia application of the media consumer,

managed and played back either online or offline.

25 Fig. 51A shows a schematic view of an exemplary
operator control interface of a first aspect of a first
substep according to the first phase of the phase model
from fig. 50. A menu bar 5110 is displayed on a display
device (not illustrated in more detail). The menu bar

30 5110 permits a search function to be activated, divided
into categories of music items, wideos, games and
electronic books. An alphabetic index bar 5112 permits
alphabetical index searching for the name of the
prerformer by leafing through the alphabetic index. A

'35 corresponding - alphabetical index search  is also
possible according to other criteria such as the title
of the item, the. album, the genre etc (not illustrated
in more detail). As a result of the search process, a




of a “product manager” object with a product list 5142 JorrdpRisei20usysi cal
- copies of itenms which can be acquired, here by way of exanple CD al buns,

are listed d e y illustrated by neans of icons it
proves parti 3’8‘? q[?‘{@]agoé\algnt ageous- to configure the |con1§CTH£%1(£€ Ef%hafi
with the front page of the CD booklets igy order to ensure a high
recognition effect. By clicking on an icon of the product list 5142, the

22 February 2008:0 08{6494345PCRLER0Z 085 14n1 100117 6SRECLEURs | fADCHN (he
product field 5144 is displayed. Operator control el ements 5146a, 5146b,

5146¢ rel ati nd*% ocﬂ%aﬁl’“@@ucfnf |téT%I SR 1y eTHBREE BY e AT diEEL% oiBe
able to tri ggeiama}raonEommmiﬁhabrId ans@ct Q8. S el 8hbngedLe t g Gihal bum

whi ch mbol ] t duct field 5144. Trj th
Firet  oper at CPEEBNT Ui Bl st THAEG. CROLBEH: hEONARORFBF "BORGEPBI s

whi ch are 5t ortdrcblmthe b(ﬁnuﬂaqomnemstaﬂmmeuwrpoﬁemﬂmﬂgﬁﬂﬁwmﬁ|gnd47 to
be reduced by o0 40l 880:3% AISHIL:8) Labhe | bEMl; Lig, albup &

acquired free of charge onl'I'ne UsE, d |n |tem
list. Trigger |Qi§33ta1@rse@©ﬂ’ér@beﬁéﬁmﬁntccﬁﬂlriﬂ eSe@@mer&m% e l—hemef fect,

in the case oftheﬂ@lhi@g@hﬂbseofmﬁmcﬂaﬁ@tr U NRRN PSSV OLSEY eddant

acquired (see above), red UCIn%@§ e_nunber of bonus points stored in the
bonus poi nt stdriafe O?Pé‘?‘ﬁ‘p]@i FLORKEPE. OF7 DY BHE LFRFHSA Fe8ult a

contr ac;I uab PPt iafe t hiﬁtE@nttﬁﬂt bpr lcli/i'sﬁ&iayﬂéfd OEraggqym' 55t oaedtnln%
internediary agent taq _su al .copy .of the espective umto
the respectiv cé'i algon%%reréﬁ%ﬁgm'y" |%gg Fé’g}/‘f}ﬁa& Phe E%ﬁtereIBf tﬁ%rl tem
nmanagement cmmrm:ém 1903 Ginskeadndée Frakedisyshne mad 7@Econdropeerioy of
the third oper Oclorg_{éhlleﬂ e 4%%6 t pg,-stared 1‘4;%!1&‘6 &Eﬁt he
e

- medi a consuner is 25 represent iIn t e noney account nenory 55 to
be reduced b;}:rwge;rwg aifid wWridh dereqyrd o Peysiteal espyrodf ehanent

reSpeCtlVE5CD5ﬂﬂﬂwn&d¢Hﬂﬂ&e £6Rt eRhmplevidercPicking on a mouse, an
item which has been searched for to be marked for later

transferrlng to the “play 1list”, that is to say in the

~item 1l1ist 4780 from fig. 47. A direct transfer of

individual items is also possible if an an operator

20 control element (not illustrated) is provided for this

purpose,

_Fig. 51B shows a schematic view of an exemplary

operator control interface of a second aspect of the

25 first substep according to the first phase of the‘phase

model from fig. 50. ‘The media consumer {(not

‘illustrated) has caused an appropriate data record in

the item list 4780 to be generated in the result list

5115 by triggering the second operator control element

- 30 5115b for a number of marked items 5117a, 5117b, S5il7c,

5117d, and the consumer is provided with an online play

list display 5120 on the operator control interface. In

one preferred embodiment, the online play list display

5120 may be configured in such a way that it can be

35 sorted and/or grouped according to genres or user-
defined categories 5122a, 5122b, 5122c¢, 51224, 5122e.




froman intermediary agent which is conmm ssioned by saix mbukERI06 S
triggered, wthout the precondition of 30 rights of use having been already
acquired. For_this rpose, the order is advantageously carried out by
nmeans of a g§96535§§% Y not illustrated). OF course, RIErEERYARLE or
services of the provider can also be purgghased using the acquired points.
35 Fig. 51E shows a schematic view of an exenplary operator control

interface of arspcod: asPeshs of at h@chlhiaid SURSIEP agcorgh ngekonbig {1 st
phase of the phase 22 February_ 2006 wO 03/ 019434 PCT/ EP02/ 09511 = 101" nodel

fromfig. 50. WA F ghfeREFOkse Hie re@* for alSeame i t ERESBEPt he
respecti vedCD ot dovrd iy tgi g.gli%rif‘tgréthepfﬁiaéét locﬂoem? Ophlel@@t Fn@ic%jeeﬂ eiﬁf@m
5146a, a data..rec [ Lsplayed.in t online a i st, 5.display 5120
of the media ?%ﬁ%ug%g (f?bﬁg éﬁ&gkﬁﬂfé%rf%§a gﬁ %V fﬁ‘c%Féﬁ%‘ﬁ%n?ained
in the CD al bumussai do detleatecnd phaly daddingan hatdihiedualyht serof onisanhave
been acquired, i€t t Ltem s ".acgyj .fre f. rge ay
list with all ?ﬁﬁ;%ﬁt géyoﬁgtt% §F5§n5308¥g£§g§%%tgﬁioﬁgéggcgggﬁ%ﬁtﬁé

aut omat i cal | y.Omfiinees pdgivch ligte diseddy | 6édPed Thei noediduablayleaski sts

are also markedyahtbdd t4eyo argrbmcl wdgd 2n thecal byghich hgs bgen
acquired free of charge they can be played back free o6f charge. 15 O

course, the r RF55Ehi PEXPt aitmdG@rdBs®e W t Rher F¥enet &8 a e HP®um can
al so readity hddyeanrsfesjest £030t herhditgid | Aadd @namBdi puseehonsl it Dés

exanpl e, videqs, .or _eleciropic, books 0 .;An _on-demand_ di stribytion of
digital content>CH of® eééﬁﬁ £SGPR- 5 %ﬁ%é JQFWE?%HSE%ﬁsﬁs Fﬁgl?ﬁterﬁ% or
~via a terreswlsabackafsmcttion cfarthe -"wrline plaeht e ofrrmei 1 is
satellite chanpghiRIPVe 18Xt igelphdraadhand-cion  control which is

described in conjunction with figs 47, 48 and 49

15 permits the money transfer according to regulations.
When the playback function of the “online playver”

object 5130 is triggered by means of the corresponding
operator control element, the consumption-orientated
billing of charges for use starts, or, as shown in
.20  fig. 51C, the conversion of official payment means into
content-provider-specific amounts .of monetary value
starts, and said amounts can advantageously be used
only for purchasing products and/or services from the
respective content provider.
25
Fig. 51D shows a schematic view of an exemplary
operator control interface of a first aspect of a third
-substep according to the first phase of the phase model
from fig. 50. The item administration 4790 from fig. 47
30 appears on the operator control interface in the form
of a “product manager” object with a product list 5142
in which physical copies of items which can be
acquired, here by way of example CD albums, are listed
and preferably illustrated by means of icons, in which
35 it proves particularly advantageous to cohfigure the
~ icons in accordance with the front page of the (D
booklets in order to ensure a high recognition effect.
"By clicking on an icon of the product list 5142, the



25 intensive, in particular if relatively small nunbers jofpepgliaty 2oggnt itenms
are requested by a | arge nunber of individual users at different tines.

There is therefaqre .i ractice a considerable need to pr

whi ch saves og’(‘.?t{a?rjr&qggpam ty, or a corresponding 30 r%?’ﬁg’%gg\%/(gﬁiséves
br oadband capacity. In the inventive SQ|H§¢OD of this object it is possible
to use a channel, for exanple a terrestrial transmtter channel,

preferably dunidigpetesd aidrbrfllrrﬁttﬁé r@ra\aw@wfléﬁdfﬂ4$xﬁéfp&§sﬁi §9. 00

a.m local tine to 24. 0%?}3 g time for the contlnuous sequentlal
eni ssi on of ke %‘ﬁﬁ!’-@% 6@ gildioh t kL 0F eF BERBHIYt 0 as

trailers. The to ailersredict efaéedi p1par Tah:@mg@fne%%tlé@brluﬁrd’rc?&ﬁﬁtd/@m

03/ 019434 PCT/ %POZ/O 511 102 to video filns, audio.nedja or ﬁ
means of a dénice a&for d‘l-'ng?% t h& FTVEHY | 0fOMFSF CéR4npl ELFRSE témrl’%rm of

what is rebernedatdngs tosathda ofDbedbunt wkichoss bsembotizsé rhiydltahe
consuner to t Vi ring. e t eqyence of trailer.emssions
and finally t(}(rar&inveﬂ(glt tglléd Cl SC?%)%]@ £ %&i E%gr%ce’gg %%e e??ber(ft ion-"to view
specific assoFeRE®TV £AnEHel 10311%1’1@13% 4l|4|6a Veahsesne theonsumberi ttefrs for

exanpl e Vi deo ord, poliAdisVi %ébhtra'rleerétwleah faverheen,hes! Oﬁanx@m' on -

on t he next da for exa | e met od accor Ing to the invention e nedi a
then corr espoifthofg9ec n§73eont Bt hidinsd 7t [f@ ske ggstuced by

10 400, and as a result all the items of the album are
acquired f:ee of charge for online use, which ig also
- marked in the item list. Triggering the second operator
control element 4146b has the efféct, in the case of
rights of wuse which have already been previously
15 acguired (see above), of reducing the number of bonus
points stored in the bonus point storage component 4735
from fig. 47 by 800, and as a result a contractual

promise of the content provider or of a commissioned

intermediary agent to sﬁpply a physical copy of the
20 respective album to the respective media consumer is
triggered under the control of the item management
component 4790 and of the dealer system 4795.
Triggering of the third operator control element 4146c

causes the stored value of the media consumer which is
25 represented in the money account memory 4755 to be
reduced by 15 Euros, and an order for a physical copy . -
of the respective CD album from the content provider or
from an intermediary agent which is commissioned by
said provider is triggered, without the precondition of
30  rights of use having been already acquired. For this
purpose, the order is advantageously .cari:ied out by
means of a goods basket (not illustrated). Of course,
other products or services of the provider can also be
purchased using the acquired points. '
35 |
Fig. 51E shows a schematic view of an exemplary
‘operator control interface of a second aspect of the
- third substep according to the first phase of the phase



indicates, during the running time of the trailer, that Medphabesodo | ong
version by activating which nay be arranged, for consune the ‘an operator

exanpl e, renote control which is aSSOC|at%$ t top
box. For thlgﬁgﬁﬁﬁ8§§4%§ renote control (not illustrat &%%@%}$§%ff

equi pped with a display, such as has beepg;presented before as a universal
renmote control in figs 32 to 34, is 20 advantageous. On the display it is
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request ed by ﬂ@@HQﬂMQHQhkﬁ hb@Yaacensuﬁéuéedvpa ttne album which has

been acaquired free of charge they can be played back
free of charge. .

15
Of course, the relationships explained above with
reference to a CD album can also readily be transferred
to other digitizable media such as,'for example, videos
or electronic books.

20

2An on-demand distribution of digital content, for
example via a data network such as the Internet or via
a terrestrial transmitter channel . or wvia a cable
channel or satellite channel proves extremely broadband
25 dintensive, in particular if relatively small nunbers of
different items are requested by a large number of
individual users at different times. There is therefore
in practice a considerable need to propose a device
which saves broadband capacity, or a corresponding
30 method which saves broadband capacity.

In the inventive solution of this object it is possible

to use a channel, for example a terrestrial transmitter

. ¢hannel, preferably during a certain first tlme w1ndow,

35 for example from 09.00 a.m. local time to 24.00 p.m.
' local time for the continuous sequential emission of
nonencrypted exert samples of digital items, referred

to as trailers. The trailers can relate in particular




same channel which was used for distributing the 5 trailensheiary 2@et he
first time window. The set top box is then configured with a nass storage
medium (for _exanple a hard disk with a capacity of 160 Chytes) and a
control unit Y% @éﬂ%%ay that it is possible, during Pﬂ¥éE% ohtP13 me
w ndow, to filter out, fromthe 10 set_ofg@ll the digital itenms which are
emtted in encrypted formin the broadcast node, those itens whose
trailers the rdi-oi€essyigmd)adatiaikechedl NGt Bambis! Stpy t BB W REOV, and
to store said jtens in enc(%lg)teg form on the hard_di sk. During this
‘automati c dowTOFE P EE 45 G t 5Padd Sor BREFEE L dther £°F s SHETREEd For iy

operator conticoim i of ewhent iich safeheefiantio cist he gwdi BogobsUNErit is

what soever. At t l.at e after the.second tine w ndow has been .

term nated, al OS[%G%% gf{mél th%en%eﬁh? cFORFE™SS det egﬁﬁ§} t"f‘?‘eewrfed@éncrb%surrer
are storedSon thse dear.d 2oe deskuandecard beaddmsurmsd du/i drive aohsimalhft er
decryption. |t .05 2dvwantaggg pr h ]Pc]c%g t.¢dat f. of a
-DVRS and to identify andg au,?lfl.g%tB?éatgg%t%f%etaa t orlsgsgdoﬁeg%gl%%ﬁgﬁfn%?' bef ore
access to the tontaf d&RecHHE | aktamms bei fRE presfarabey videgai i begri ed

out by neans efssdchatd@ng tdiokeld i viaraP! € L1 SBRANSh h anSPRI&L d.
Fig. 53A shows a schenaﬁ_}@g view of a device and a nethod for broadcast
di stribution &G gitfal*CorORg SFsiP™h % ridte Mo Y epf OB Bhkfnel
5210, proddct wipheserd ahéthsd wathotrddnkerto atiee biagdagsbnconhanumidlay in

br oadcast nod g#rujmgg tt@l I.1fi.r Li,ne. wi ndaw fr%m 09. O:LLonaqa. m_to 24..00 a. m
i it Ts X

? o 1 ,
Bet ween t-he traiflTers lﬁloslsclabtlees, uerrlé‘l%etcees Sré.Ll Stolr?eo (? ttg}es perse

bl ocks 35 of &Wé%b@@ﬁéngs:trwhemi tthaturhdewisgsoved venisame thelis
possi bl e to previrdepbia; ABdi Fof@NSMTRI M LBy MRSk AY Adva fg(g{?%%c&r

exanmple in the formof bonus _pojnts, for consum ng these
adver ti sement §OREX93 E&Atsr Yh26be MAY 08P 0PI Ngscy EPPY/ GFsTPle, 10 -

variant whj chthe i sptovedpevesk "ose ich def | redoby tBéntrol which is
associated with the set top box. For this purpose, a
‘remote control (not illustrated) which is equipped with

a display, such as has been presented before as a
universal remote contrel in figs 32 to - 34, is

20 advantagéous. On the display it is possible to display
corresponding item identifications such as, for
example, titles and to trigger, by means of a direct
key, a function'which carries out a setting in the set

top box. This may be a filter setting which makes it

25 possible to detect and download an item which is to be
transmitted later by broadcast. Other items which are

not marked in the set top box are not permitted for
downloading. Another possibility is to preset a time
window setting, transmitted with the trailer, for

30 example, which makes it possible to receive a specific
program at a specific time on a predetermined channel,
which program is transmitted in unaddressed form by
means of a broadcast mode. It is optionally possible
for the device, for example in the form of the set top

35 box, to forwérd the consumption request via a suitable
' back channel, for example via a telephone line or via
the Internet, to a server of the content provider.
During a second time window, for example from 01.00




fact that a specific synbol, for exanple a nunber or a oqBhasf2@s of
letters, is incI uded in each block of advertisenents (advertiserrent) The

medi a consu awar ded bonus points in this ulti ovenent
only if dur| t e(%lr?g%tqtlng or within a short tine vmrr%%"af %}%ld]s he
I nputs the synbol which is recognized_-byghim for exanple by neans of a

keyboard provided in the renote control of the set top box, and 10 in this
way proves thas.e hesanctiat! yocopsooed.hheiobhockink, adver tesoaents. The

h | 5310 I .get t b 5320 cor to the
Cnvention.  ThetEndORdT BFaTFarE M Y B e FERGREE can
be identified byqmesinsd obysuthabliadiwdsunés, méchta 1&oaxsam]e|r@ byvieasheof a
uni quel'y def i ned Lt egpident | 1l cyor,bY tligcgpeghli catien; ol aa0r eghge time

wi ndow duri ng I ch e correspondi ng | ong versron rs bt dadcas
corisuner (Rot Fraikerstddringr kbet ifértSﬁ:altlleue Arimdavhe Tlexaspt etshobnxby
activating an pperalsy eeﬁkaghrgaa%@l@ n ﬁagoop&@wéecqt@dl% PREL,(Tor

exanple renote control he set top 20 The trailers can
be consumed, f?}FaI%B@a?rpqi hapg R gls Wifthy & Gararis3n 0ot ahfP opbEteslidapdaker

5350. 25 Fig. $3Bcsitews auﬁﬂberﬁ&il%u%hEV\aOfwa%r deukee apd iof BosBebhad for

-broadcast distribution of di cont ent nd net hod_step 01 t he
channel 5210, lﬁélrf%ngll%e?%‘? EJOPP(?e‘gb%%%ffhgt?og{'ﬁEeFraFFergr%ﬁ“e

_broadcast 10encsgipt ed | alihetie oaticastalnodeeder i wiyithe aecorthittitrel 3dnwi ndow

from 0100 2 8 8. O% Ainsn 2005 THILEAEEE O UhoatinIphoLhe: £0RLT Ghogh the

control unit stored in t orage no ﬁoms a
schemati ¢ vi eWi#Hl lerfe vilte redi dfcens@mepdiaddndvredr dadtast th&sfirb’gt i on

of digital contigmd vwindow hlaﬁdrr%h@@o%be@,al@y iRas of @néﬂfﬁ@e&sxﬂ_@fﬁcar d),

t he aut hori zed atsrlfa con 5%{3 dentjfies and authepticat nself with
respect to a @ %dlarﬁfﬁ $I5- BT IR yEREH A WP Y 9dRW PeR ARG 2288511 -
105 15 storage process, there is no need for any operator
' control intervention on the part of the media consumer
whatsoever. At the latest after the second time window

has been terminated, -all the digital items which are

ordered by the media consumer are stored on the hard
20 disk and can be consumed by the consumer after
decryption. It is advantageous to protect the content
data by means of a DMRS and to identify and
authenticate the authorized media consumer before
access to the content data; the latter being preferably
25 again carried out by means of a hardware tokeri, for

example by means of a smartcard.

' Fig. 53A shows a schematic view of a device and a
method for broadcast distribution of digital content in

30  a first method step. On a channel 5210, product
' presentations with trailers are broadcast continuously
in broadcast mode during the first time window from
09.00 a.m. to 24.00 a.m. Between the trailers it is

. possible, where necessary, also to intersperse blocks
35 of advertisements. In a still further improved variant
it 1s possible to provide the media consumer with
monetary advantages, for example in the form of bonus
points, for consuming these blocks of advertisements. A




fromwhich a decoder-specific decryption key for the digiegluagprdognt
stored in the storage nodule 5370 is obtained. 5 Fig. 53D shows a
schematic view of a _device and of a nethod for broadcast distribution of
digital cont &% %3d%134P8urth method step. The digital coRBMREIF/ A2 ¥danpl e
-a video filmassociated with the trailerjfsa Which is stored in the storage
nodul e 5370 can be decrypted and 10 consuned under the caontrol of the

“control unit 53GfiarX? webenany &G@ﬁwe@ﬁexg’/ﬁ@t ﬁgkeal@si f&f%ned“\ lﬂ%bthé

device for traps ti |n and/or .stori n r dis yi ng data, having a
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to use the3di splery awaréper hoorscpotingls paTtth-‘a% ahtlmd@@emmEnDVEmentnal
(for exanple amia, t ekepiionty 88ed Rt Qﬁun @yeh a aiar asnd

renmote control).’ 2. Thﬁ nobi | e deV| ce as clai aim1
charact eri zed Wimda1at #heSTeaF@d| e @oméE}P@ltSha§h§ FEARSL f oFhistlr i hg

digital itens.rebogiieza®biby enhdgyi Cf%rase}é‘énﬂ:bl@dbynméhﬁ*smo]f o Reyboard
characterlzed |n t t. the arabl e co a, nmenory for storin

ut e
PDA- t ypi cal S 2T aHF et EBEtS NBP&SHE; nLFllP(‘?ergset at';ﬂ%l tFent’®¢ tasks
and t he IILRe 141 Tihis nelaivi e.t_mtewéscethatcllm mmbl acthaliyl condkied the

'characterlzedmre,ctmaaftg di-spL oA aggressfn%%'i”s%' o PALT [;%fué‘té*&”‘”y

for stori-ng PDA typical data suc es, tel ep one nd
appoi nt nent s, Ryask sS@hd tophdax @ZQ heceendiny &P whicchimenrion s The

synchroni zed iwdikidieineapay1etst hgaveahabl Sscomuited WasR ay8atfons
connection is set u l%etnr%?f\g%%raé)l e conputer. 5, The nobil'e device as
claimed in on& 1? e means of sultable measures, for
15 example by means of a uniquely defined item identifier

or by the specification of a precise time window during

which the corresponding long version is broadcast. The

consumer (not illustrated) marks the trailer A in the

example shown by activating an operator control means

20 on the operator control part (for example remote
control) 5330 of the set top box 5320. The trailers can

be consumed, for example, by means of a screen 5340

and/or a loudspeaker 5350.

25 Fig. 53B shows a schematic view of a device and of a
method for broadcast distribution of digital content in
a second method step. On the channel 5210, the 1long
versions corresponding to the trailers are broadcast
encrypted in the broadcast mode during the second time

- 30 window from 01.00 a.m. to 08.00 a.m., and filtered out
under the control of the control unit 5360 and stored
in the storage module 5370.

- Fig. 53C shows a schematic view of a device and of a
35 method for broadcast distribution of digital content in’
a third method step. By means of a token (smartcard),

the authorized media consumer identifies and
authenticates himself with respect to a clearing house




preceding clains, characterized in that the display andqrgratproosontrol

part and/or the wearabl e conmputer has a connection nodule for connecting

to nmobile or _fixed | ayback devices. 22 February 2006 -_10,7 -

nobi | e devi cé"c'aé’%(floéll!%r‘@éL in one of clains 1 to 5., char%%?é??‘}%go?%ffhat

the display and operator control part-angéor the wearabl e conputer have a

smartcard reader. 7. The npbile device as clained in claim®6,
characteri zed firont hahithe snartoded-ppadefibasdddgppidporeyoffdiol dhag a

PCMCI A nodul e :ch sha ast, a _dat nory, for storing at st _a

| i cense and/ oré(@:L elcogglr%glﬁg/ ortC’:JfE'IleIml’f(;lertr??1 na%/%?raag%sglogﬁgfeor#ﬁdfgr a
credit and/or &t#imast. and/ or a browser and/or a nultimedia item 8. The
nobi |l e device as clainmed in one of the preceding clains, characterized in
that the display and_operator control part and/or the wearable conputer
have a cl 8ck Histul23Drskawisbe cshirsated t viewe ofg.a TRevieni kaddes ca as
clainmed in onguefhdderodneefidit: €| @ sBri NI St of | 2841t tBahrdhe ghspl ay
and operator control. part. and/ or the wearahl e _conputer can be connected,
for data trandm s JIFHRR s?t?ﬁ'aThﬁogqgétraédiQ?%W KEQF €¥2WPtExed
network. 10. Eheviddd| €ideviassas el medthn tore ofaiher precgdidly £hai ns,

characterized J t, t di.spla nd rator .control part is.used
as a renote gg%ﬁ%) %%mco%ngﬁ?%% %smﬁﬁfzedﬁgg réﬁ?IHV%é%e%ﬁy£%%§n?ﬁﬁls.
11. The nbbi | eoteunssl awdsraithed comteiodi mflGhe cloatacilenindéd 5360t.hat t he
display and operator control part displays, on a display, synbols of the
termnals in whose range it is |located. 12. The nobile device as cl ained
in one of the preceding clains, characterized in that, instead of the
wear abl e conputer, or sinultaneously with it, the




22 February 2006 - 108 - display and operator control pahtg.§ ggonnect ed
to a fixed station which can also have all the features of t He wear abl e
conputer fromthe preceding clains. 13. The nobile device as clained in
claim12, characterized in that the fikXed station is provided wth a
menory and a connection interface for a DRM, nodule (Digital Rights
Management nodul €) for managing &3&&8BE CI@MS:tor digital nedia content.
14. A nobile device, in particular the display and operator control part

according to of th recedin havi I I whi ch
has a housi ngP vté g’rlﬁ (ge‘él‘g%ugoﬁg uﬁﬁﬁ?mlgg%n?cov /%%ID ?gﬁggt

| east one of aM/MUﬁmmﬁn@ hdeitag ahavipyays dnb-pertbeshgupbiseble to
activate diff peLat ar n y i t oysi ng
parts in rel a‘f&gﬁé ‘?o ége%arﬁ%t l fr%lﬁﬁ{tlag%i%gggoppgs%?l;ﬁlrgg |ﬂr§r§t \éﬁr)lmh(;pened
position, chapactarlieed qqmpﬂﬁ@tr onéW@ﬁr@ﬁéehou%?Wt% ts (tovePeiBdul e)

has an openi n%og‘@ilgjje PeLM dSnidie: Qhémcﬂﬂspl’hﬁﬁ henat hese foitst ngoparblal so to
be used in the closed position. e devi ce as cl ai magfln claim

14, char act P35edarfi FRAESPHE FoASH ﬁ&rpé’rﬂtas AreLEr AL doEo ML RE 8o be

pi vot abl e W tdat£speahetaione (@at hetamdbBe Eheetobthe, dewnidceitasbeliagnmed in
claim14 or racterjze c S h ousi ng
upper part Ie%(?/sé%cbhjéi Iggstusonceidi)geErh{a‘:%fL)lélgo%l e %%%gtﬁ.%ﬁté%ﬂrll ]'??11 ggﬁgl ng

| oner part un@@vemedndeﬁelﬁ@@mtlatgrmm@l (09 e&mpjrﬁeaﬁmﬁl telgedpeeé:as
claimed in onggof, clgias 14 tp lfqicharAghen zedd/@.t hak the epratag in

t he housi ng upper art is covered by a transparent panel. 18. The nobile
devi ce as cl a¥¢REr 9 one of clains 14 to 17, characterized in that
operator control elements are arranged on the i nsi de of the housing upper

part. 19. Th62 .rmblTl‘l'?e de\ﬁloggl%s Ccl'leaxlrlrrc‘:aed |n sON& &]; rr(lzeldlel m:sm14

claim 1,
characterized in that the wearable computer has a

memory for storing digital items.

3. The mobile device as claimed in claim 1 or 2,
characterized in that the wearable computer has a
memory for storing PDA-typical data such as addresses,

telephone numbers, appointments, tasks and the like.

4. The mobile device as claimed in claim 1 and 3,
characterized in that the display and operator control
part has a memory for storing PDA typical data such as
addresses, telephone numbers, appointments, tasks and
the like, the content of which memory is synchronized
with the memory of the wearable computer when a data

connection is set up to the wearable computer.

5. The mobile device as claimed in one of the
preceding claims, characterized in that the display and
operator control part and/or the wearable computer has
a connection module for connecting to mobile or fixed

playback devices.




to 18, characterized in that the housing upper part can @y eoped in

di fferent positions on the housing |lower part for right-handed or

| ef t - handed operation. 20. The nobile device as clainmed in one of clains 14
to 19, characterized in that the housingOipper part has the functions of a

nobi | e tel ephgone. 21. The nobile device as,clainmed in oEe f,claing 14 to
20, characterPzed TREtREPI{RedBBESENGS| GReiBdr tPhEEe PheCraREFi dndof a
PDA (Personal sPi gthatadssrsiedt )in antHay afhea uhispdrssal amenobeecanrol . 22.

A nmethod for displayin or _requesting, _transmittin or . bilLling
di gital nediac88gfgﬁt ﬁéfﬁg a38386ic§H§CCHF ?ﬁéglo Sﬁgpgggélangel ?o 21
havi ng the fehbphcagdne¢hdersteps: a nedia directory and/or a search
engine for selecting itens is made available via an online portal, - an
itemor a pluralit¥ of desired itens are selected by the user via the
online portal7-theTheemmePitife | ¢@WECar e &S anGhiied t 47t heStRBE  for

12006 VD 03/ 015034 Dt BPD2! GOBLT T 1 The. SRl e itas and the offli
- - - the onlipe, uses. and _the offline
uses are regPefRPEd Bg BﬂﬂgFﬁﬁt?oﬁFé&gétQOEPESegg?ﬁg adi && E?FSth user
end, the recodded uscdat afos tutandmigtted tleastbial iligenSepoan@lor 23. The
nethod as claygedalp claym 22, q4anact el gad d nibahiLhec)teiuob.l Lems are
e ata line. 10 24. e ne

transmtted to user ‘via an online hod as
clainmed in onereflit| atnd/op td aBlayesharand/ry zed Foar t REN/Oem 6r itens
are transmttegdiciQ-40e usgh. in encrypted form and in that the electronic
data processing device has a decryption

8. The mobile device as claimed in one of the
- preceding claims, characterized in that the display and
operator control part and/or the wearable computer have

a clock module or can be connected to one.

9. The mobile device as claimed in one of the
preceding claims, characterized in that the display and
operator control part and/or the wearable computer can
be connected, for data transmission purposes, to a

mobile radio network or to a fixed network.

10. The mobile device as claimed in one of the
preceding c¢laims, characterized in that when the
display and operator control part is used as a remote
control it communicates with different types of

terminals.

11. The mobile device as claimed in c¢laim 10,
characterized in that the display and operator control
part displays, on a display, symbols of the terminals

in whose range it is located.

12. The mobile device as " claimed in one of the
preceding claims, characterized in that, instead of the
wearable computer, or simultaneously . with it, the




15 programor decryption nodule. 25. The nethod as cl ai medrdppufpeosy cl ai ms
22 to 24, characterized in that the transm ssion of recorded use data to
the billing portal fromthe data processing 20 device is carried out when
the nedia directory and/or the search t0gi~he is next selected. 26. The
method as claimed in one of the preceding clainms 22 to 25, characterized
in that the elem¥aniaPPRREIEDT 0eRRETRh PRYE ce@hake aCaaPacEafsr Ferawhi ch
can be insertpddangcsedyednipheferablyss nhblie tonmiafe arsatdreshbeh is
provi ded with an el ectr.oni c nenor he net hoﬁ as clained in claim 26,

. 27.
char act er i zed"PBF'TH I N thﬁr&’%aﬁ%%’%?ﬂi € BEE €4 for the

preferred selection of a specific online portal with a provider-specific
medi a direct angd/ or i der- .specific - engine. .35 ,28. 1Jhe

nmet hod as cl gﬁ’md”ﬁ{ne o.n{go}g#%(he%grvelc%di ng‘gé c?g?%‘g% ?‘8 2_7? C ngr a%tz-'eri zed
in that the oMdracteuiaesd has bhateddie oddxednneeribont dsa PuPvheedonl i ne

portal and/or,{@,the RihdiPg PRIt Al . ctn&ObIdRr Y n2@06 W0 084 P19A43ARM
PCT/ EP0O2/ 09511 - 111 29, 3ﬁ'he met hod as clainmed in _aone o recedi ng

t he
clains 22 to BB UhatBEdErzeBightEndlenAvememt Mgl dat 0F sm?ﬁaﬂ%ﬂ?tted
‘the use of itetedd tiefHts ot idiRy T aAnddati Auaitdnt .i s used by the billing
portal to calculate a charge schene which is adapted to the scope of use,
and the new charge schene data is transmtted to the data processing
devi ce and/ orl4o thempbrndeabllevidat a icar phetiwnhileh |ther adtspbsivt hasdi d
device. 10 30 ]_.pcfggosjsi I ' tLcul LN Ll e
devi ce ac-cord‘?pné}étj%&%ndégp c aé%sg?%%%%ﬁ%gﬁ)rbﬁga ﬁ%tﬁ(ﬁ;!a gg%%?g?ﬁ% to one
of claims 22 ¢RIIE, heEhi%ad tWRo sl o wyiednpbheht 12815 - hgugapg

carrier havi ngh,ge MBIDFY &aaf Abustoy MppdiSPampectdi&r dabauldf, | east one
further nEnDrféast one of the housing parts having a display, and it
being possible to activate different operator control
functions by moving the two housing parts in relation

“to one another from a closed position into an opened
position, characterized in that one of the housing
parts (cover module) has an opening which permits the
display in the other houSing part also to be used in

the closed position.

15. The mobile device as c¢laimed in claim 14,
characterized in that the housing parts are arranged so

as to be pivotable with respect to one another.

16. The mobile device as claimed in claim 14 or 15,
characterized in that in the closed position the
housing upper part leaves at least one operator control

element on the housing lower part uncovered.



area for storing use tines and/or use data quantities of2 p&ghayhd@s Which
are used online or offline, 20 - at | east one data term nal having a
device for holding the data carrier, having at |east one data i nput
device and at | east one data output deviliéé -and having a connection device
for connecting to a digital data network. 25 31. The data processing
device as clained in claim30, characterized in that the data term nal has

at least oneimenoryefRbbster idgiddretd acihened3@n3dnelher dataifprogassi ng
devi ce as cla%neg6in clain£30. or, 31, 5hgr Eterized in.th%%ﬁthe dat a
carrier contarfsi®a fRADEGEaFLacHorst Plng Gs8PELHBTi e “Ofalg¥ ¢l ferme
data. 35 33. Uphpedapariprideessvageddvy ce asamcd@aredt iprronke. of clainms 30 to
32, characterized in that the data carrier has a nenory area for storing
at | east one address of an online portal. 22 February 2006 WO 03/019434
PCT/ EP02/ 095118 . 1fl2e Babiledsteyicsr raerchavied anmemsy yohr 64ai®Bf dtdoring

user-speci fi crdatq, apflahavicedigkd 6astciie byethebr BBRBEY1aA2nmkdk sStOring
use times and/or use data 5 quantjties of _nedia itens which are used online

or offline. 35¢ AERRICPHroRese? niteed? cof hehg P T oIBPTaRf L hi ch

changes its status as a result of use. 10 36. A data processing device

havi ng a neno caf.d whjch contains charge.schene rules for.tk
transm ssi on {%hd?%$eu§8b6?ed9%WP§F ﬁ%ﬁi%g%ﬁ%?%n%p fgméf?ETﬁégg§§al4
processi ng devd ck8 aschbnhoeerined| anntB8L tbhahauvsénpzegpren Phat cha charge

schene rul es Q0 %Q&ten%& ydE?FQrQEQ BURSEEBROSEH @ReOhoBlkang qbher rules
.which are stored In the |%;ta Item _
-part for right-handed or left-handed operation.

20. The mobile device as claimed in one of claims 14
to 19, characterized in that the housing upper part has

the functions of a mobile telephone.

21. The mobile device as claimed in one of claims 14
to 20, characterized in that the housing lower part has
“the functions of a PDA (Personal Digital Assistant)

and/or of a universal remote control.

22. A method for displaying, for requesting,
transmitting and/or billing digital media content using
a device according to one of claims 1 to 21 having the
following method steps:

- a media directory and/or a search engine for
selecting items is made available wvia an online
portal,

- an item or a plurality of desired items are
selected by the user via the online portal,

- the item or the items are transmitted to the user
for direct online use and/or for storage for later

offline use,




20 38. A device for di stributing and using digital medi a) Eppfepbeoshavi ng
25-a) at |east one content server for storing and making available digital

medi a conten | east one client for using digital di a S, C)
t he content i%%g%?ﬁ%h§4%} capable of transmtting digita?gﬂéﬂ?ggggiggﬁt to
the client via a data network, d) the-senger having an identification and

30 aut hentication conmponent with which it is 35 possible for a user to be
identified and- auttieati catldtheni thseespegid t otlhide SEMIEhe €)uide Sareer

having an item i st | ich _in each.case _at | east one .
user-speci fic iten1r€§£¥£¥%%ga$@IégsﬁigﬁgrﬁgéF agtgtBFQS?SanthGVlée
user-specifid iteméatstheonsarnémd, characteristic data of itenms which can

be 22 February. 2006 M0 D3(019434,BET/HRA2/ A9 )y norhld od FAGST 15991 the
39. e diStrT uting and Usin

client by the content server. 39 vice for _
di gi tal media 5 coPREFRL- having a) at |east one content server for storing
and meking available digital nmedia content, b) at |east one client for
usi ng digital di contents, 10 c) the content server being capable of 15
transmitting d?gital“ﬁeﬁﬁﬁ Egnﬁﬁﬁtc Bimfd ettt a FRAEEREERBFRI d)
the client havimgthati diwet ifiet@toonissds awkhertancatitdedorposrat useth
which it is pos |§)Ae01{flrnea Yser {)neb_e |.dent|f|ed and
10

24, The method as claimed in one of claims 22 to 23,

characterized in that the item or items are transmitted

to the user in encrypted form, and in that the

electronic data processing device has a decryption

15 program or decryption module.

25. The method as claimed in one of claims 22 to 24,
characterized in that the transmission of recorded use
~data to the billing portal from the data proceésing
20 device is carried out when the media directory and/or

the search engine is next selected.

26. The method as claimed in one of the preceding
‘claims 22 to 25, characterized in that the electronic

25 data processing device has a data carrier which can be
inserted and removed, preferably in the form of a card
which is provided with an electronic memory .

27. The method as claimed in claim 26, characterized
30 in that the data carrier has a memory area for the
preferred selection of a specific online portal with a
provider-specific media directory and/or a provider-

specific search engine.

35 28. The method as claimed in one of the preceding
claims 22 to 27, characterized in that the online
"portal has at least one connection to a further online
portal and/or to the billing portal.




authenticated with respect to the server, e) the client hawppg-pPodet em | i st
nennry'in which .in each case at | east one user-specific item |ist for at

| east’ one usef 20 f) the user-specific iteml] | 0l
characteristic a"?t %&?4{ ens which can be transmtted t%éiﬁggg%&ﬁ%{%y t he
content server. 25 40. A nethod for selkimg-data carriers having

digitally coded itens recorded on them having the follow ng steps: a) the
~digitally coded itens are provided for paid online use by at Ieast one

user, 30 D) alpd castnonGdiifld abLy Cpdefoht e | aused by 3o Lhe ah,fgast

one user, c) at_ least one teproduction elrenmen arrl e%n‘lgs sol d
to the at | eastlaies (&er tad) 28he hawteerimedte iof thetreﬂmmubnﬂ.émngl enent

f the dat o) se
of the data caigi£ribeingrkaduced asa ﬁé@%koat ap§ g@%gs 8%09%8

whi ch has taken place before the purchase. 22 Fe
03/ 019434 PCT/ DOFINLL i 4 1411 usehothiod Her HH 1me neowsalof to

digitally codethldikie Hayhaegsd h§clf1é>fhéOwhﬂQhSRQF)édaﬁ):e&eEBOﬂH@t !seape

el enents of dat carrler§VQgan9 | east Ogﬁgl dé code a
recorded ther¥on"aTe By SFaFgﬁstsc & aateba?'?l §F3P§m§EF6 c) a
“speci fic, uniduel yhelefdiamad patendfimy devhge ansi/gredd %E@Cbeﬂdfrﬁhﬁél ng
transaction, d, 1440l ael o A7 116 I8N L S1 J5 ASalgngd to an online

user,
: 10

30. A data processing device, in particular using a
mobile device according to one of claims 1 to 21 and/or
a method according to one of claims 22 to 29, which has
the following components:

i5 - a data carrier having a memory area for storing
user-specific data, at least one further memory
area for storing use times and/or use data
guantities of media items which are used online or
offline,

20 - at least one data terminal having a device for
holding the data carrier, having at least one data
input device and at least one data output device
and having a connection device for connecting to a
digital data network.

25

31. The data processing device as claimed in claim 30,
characterized in that the data terminal has at least
one memory for storing a media jitem.

30 32. The data processing device as claimed in claim 30
or 31, characterized in that the data carrier contains
a memory area for storing user-specific charge scheme
data.

35 33. The data processing device as claimed in one of
claims 30 to 32, éharacterized in that the data carrier
has a memory area for storing at least one address of
an online portal.




e) the digitally coded items are provided for paid onlinedaRry2dig Uuse by
that online user to whom the uniquely defined identifier is assigned

G Stribut i ng i GAGT L ent 1n the broadeast mode vi PR ET AL ASRREI

.distributing digit nt in the broadcast node vi

having the followng .steps: a) a sequence of trailer blocks is output on
the 20 data channel during a first tinme window, each trailer block being
assigned a specific digital itemin advance; b) individual trailer blocks

are marked i ract i yser, 25 ¢) _a sequence of digital itens is
out put on therst%at;écﬁg%ﬁlelbga urlré?\rg %agé%%n& tT Wn&g@%ﬁc& StQring _
di scont i nuous W#eHdr SrRePEic t dative findst havieg witnddvgasgacloniet effutchewhi ch a

trailer has bgeino@aHt RiftedUrbRg LR EHEST,Ld M8 MiDdow Reing 30 oytput at
| east once_in theO%tlo,adcast node; df_ a?l lil ose ll%%lt\é% |/{t errsu\_/vhl cﬁ are
associ at ed® wWHRHHEIRAS t v thadter Higeks Whdickh are mese@d onlimer aori vel y
by the user argrmelmectively filtered out, downl oaded and stored |ocally;

and 35 e) the downl oaded digital itens are played back.

35. A data processing device having a memory card
which changes its status as a result of usge.

10
36. A data processing device having a memory card
‘which contains charge scheme rules for the transmission

and/or use of digital media content.

15 37. The data processing device as claimed in claim 36,
characterized in that the charge scheme rules on the
memory card are superimposed on or erase other rules

- which are stored in the digital item.

20 38. A device for distributing and using digital media
content, having
a) at least one content server for storing and
making available digital media content,
b} at least one client for wusing digital media
25 contents, '
¢) the content server being capable of
transmitting digital media «content to the
¢lient via a data network,
d) the server having an identification and
30 authentication component with which it is
possible for a user to be identified and
authenticated with respect to the server,
e) the server having an item list memory in which
in each case at least one user-specific item
35 list fot at least one user is stored; 
f) the user-specific item list containing
characteristic data of items Which can be
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transmitted to the client by the content

server.

39. A device for distributing and using digital media

content, having

a)
b)

c)

d)

:e)

£}

40. A

at least one content server for storing and
making available digital media content,

at least one client for using digitai media
contents, _

the content server being ‘capable of
transmitting digital media content to the
client via a data network, '
the client Thaving an identification and
authentication component with which it is
possible for a user to be identified and
authenticated with respect to the server,

the client having an item list memory in which
in each case at least one user-specific item
list for at least one user is stored,

the user-specific item list containing
characteristic data of items which can be
transmitted to the client by the content

server.

method for selling data carriers having

digitaily coded items recorded on them, having the‘

following steps:

a)

b)

c)

d)

the digitally coded items are provided for paid
online use by at least one‘user,

at least one digitally coded item is used by
the at least one user,

at least one reproduction element of the data
carrier is sold to the at least one user,

the purchase price of the reproduction element
of the data carrier being reduced as a function
of the paid online use which has taken place
before the purchase. '
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41. A method for the online use of digitally coded

items, having the following steps:

a)

reproduction elements of data carriers having
at least one digitally coded item recorded
thereon are provided,

at least one data carrier is sold, |

a specific, uniquely defined identifier being
assigned to each purchasing transaction,

the uniquely defined identifier is assigned to
an online uéer, |

the digitally coded items are provided for paid
online use, the use by that online user to whom
the uniquely defined identifier is assigned
being at a reduced rate or being free of charge.

42. A method for .distributing digital content in the
broadcast mode via a data channel, having the following

. steps:
a)

b)

c)

d)

e

a sequence of trailer blocks is output on the
data channel during a first time window, each
trailer block being assigned a specific digital
item in advance;

individual trailer blocks are marked
interactively by a user;

a sequence of digital items is output on the
data channel during a second time window which
is discontinuous with respect to the first time
window, each item for which a trailer has been
output during the first time window being
output at least once in the broadcast mode;

all those digital items which are associated
with one of the trailer blocks which are marked
interactively by the user are selectively
filtered out, downloaded and stored locally; and
the downloaded digital items are played back.




