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1 DESCRIPTION MOBILE COMMUNICATION METHOD, MOBILE
STATION AND RADIO BASE STATION 5 Technical Field [0001] The
present invention relates to a mobile tommunication method, a mobile
station and a radio base station. 10 Background Art [0002] Inthe LTE
(Long Term Evolution) type mobile communication system specified by
the 3GPP, a mobile station UE is configured to perform a connection
re-establishment 15 procedurffzﬂ g%t‘e@ﬂng a radio link failure (RLF) in
an RRC connection. Specifically, in the connection re-establishment
MQBdLEd BeltigNhoAiTd SNtivBTHODNfigoBd LLE peTiaTh@ellAebedtidD 10 BASE
processing and to transmit an "RRC Connection Re-establishment
Request" through a common comtrb EAQRhel 20(CCCH) to the selected
cell. [0003] Here, the mobile station UE is configured to select, in the
cell selection processing, a cell which meets a certain propagation level
Teahd teahidhigakdnobile station UE has an 25access right. Summary of

vention
oLy
The present invention relates to a mobile communication

method, a mobile station and a radio base station.

Background Art
[0002]

In the LTE (Long Term Evolution) type mobile
communication system specified by the 3GPP, a mobile station
UE i1s configured to perform a connection re-establishment
procedure, when detecting a radio link failure (RLF) in an RRC
connection. Specifically, In the connection re-establishment
procedure, the mobile station is configured to perform cell
selection processing and to transmit an “RRC Connection
Re-establishment Request” through a common control channel
(CCCH) to the selected cell.

[0003]

Here, the mobile station UE is configured to select, in
the cell selection processing, a cell which meets a certain
propagation level and to which the mobile station UE has an

access right.

Summary of the Invention
Problems to be Solved by the Present Invention
[0004]
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Problems to be Solved by the Present Invention [0004] 2 In the
connection re-establishment procedure, a radio base station eNB that
manages the selected cell is configuiad to verify an "RRC Connection
Re-establishment Request” on the basis of "second verification
information (short MAC-I)" 5 contained in the "RRC Connection
Re-establishment Request" to avoid the following problems. [0005]

Ther iothﬁe'se ' cannot distingui %ll?t( [ -

Re-esi}[gblls me(:%i[ gq%uﬁe%ls%' ﬁn%%f#%?ﬁegﬁ When ﬁéﬂigegr%%%ﬁe’ S%tigﬁg "o
baSé& Sdahhva dxNBcteddn Rifraigadiffttentsele treadnaethk 'RREonfigured

Connection Re-establishment Requests” containing the same C-RNTI

to el Bhvig N e itk RIMSSL ARG RTeD Lt he Rt preqessticapn the
paGPd D)o thecsslfpicd eali #PIO00Rn RO FAMIRRSFC EONGRENAAC 1)

cannot distinguish an "RRC Connection Re-establishment Request" from
cookrrsiathen hwbiRRatione b amBlciestabdritsimenits RegtRRC” to
Connection_Re-establishment Request” containing a C-RNTI and 20 a PCI
av h%g\% ?Qﬂg&ﬁw 8&. de%ﬁm% ‘The "short MAC-I" can be used to
[ouesfy the credibility of the "RRC Connection Re-establishment Request”.
In other words, the "short MAC-I" can serve as a checksum for performing
* 25 a tHmeperiagd thedrasiahess REMonalBtiopcReettadlkssibigiguish  “RRC

Co@%‘?gj:{)gl[qgg%@ttgﬁ I]Ps%@fpf @88[5%8%@”“%%%0&61%@%’%& , when
the mobile stations UE that have detected an RLF in different
cells transmit the “RRC Connection Re-establishment Requests”
containing the same C-RNTI (Cell-Radio Network Temporary
Identifier) and the same PCl (Physical Cell ID) to the selected
cell.

[oo06]

. The radio base station eNB cannot distinguish an “RRC
Connection Re-establishment Request” from others, when a
mobile station UE of a malicious user transmits the “RRC
Connection Re-establishment Request” containing a C-RNTI and
a PCI which are randomly set.

[o007]

The ““short MAC-1"" can be used to verify the credibility
of the “RRC Connection Re-establishment Request”. |In other
words, the “short MAC-1" can serve as a checksum for performing
a tampering check of the “RRC Connection Re-establishment
Request™.

[0008]
In the LTE type mobile communication system, a tampering

check of an RRC message on a dedicated control channel (DCCH)
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5[0009] Meanwhile, the LIE type mobile communication system is
configured to transmit an "RRC Connection Re-establishment Request"
through the common control channel (CCCH). [0010] 10Furthermore the

FIVR ] |§$Y s ngg I § nctj

'Stée%orr?n%tgéﬁ ré;??eﬁjanlgnzﬁccé? (5%?[1] In cg(ﬁcsilgdg%gtlon of t %%stem

I saoofsjaneEs 11b|§)é5@ﬂp)ﬂ€8&t¢hﬁdk3d$hCNMA[)l‘fm‘behmﬁl@ﬂhmé%age
the "RRC Connection Re-establishment Request" cannot be generated

N AdePtie LawefeL ARNSpEHELRIRT o B)erid présehtifEhacRGLO the
ppAtRdsdgfopsideration of the 20 foregoing problem. It is an object of the

present invention to provide a mobile communication method, a mobile
[06€&dn and a radio base station which are capable of generating "short

MAC:!' tob Mw "RRC Conpection Re-establishment

Req é%hs gét%n§¥R§Fm8 communication system is
conflgured to transmit an “RRC Connection Re-establishment
Request” through the common control channel (CCCH).
[0010]

Furthermore, the LTE type mobile communication system
has no PDCP layer function for the common control channel
(CCCH).

[0011]

In consideration of the above circumstances, 1t is
apparent that the ‘“short MAC-1" to be contained in the “RRC
Connection Re-establishment Request” cannot be generated under
the current LTE specifications.

[0012]

The present Invention was made in consideration of the
foregoing problem. It is an object of the present invention
to provide a mobile communication method, a mobile station and
a radio base station which are capable of generating “short

MAC-1"’ to be contained in an “RRC Connection Re-establishment

Request”.

Means for Solving the Problems
[0013]
A First aspect of the present invention is summarized as

a mobile communication method 1including the steps of:
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generating, at the mobile station, second verification information by
extracting 5 predetermined bits of the first verification information; and
performing at the mobile station, cell selection processing, and

H'&@ﬂ from,tpe Ob',_hfg%‘iaf rl‘?t ga’ﬁ%'ﬂ bas?ﬁ@ﬁ"”x‘)%%?‘?&?@?&n

e selecte ceII an RRC onnéction re-establishment
reqﬁesmﬂvmlgrbq casemoh corftiosto kbpnnel fipet detectiwter aaradia@n
link failure in an RRC connection, the second verlflcatlon information

GAAGIER T tHEPRRCLBERY FAMRE CERGAAMN re-SERRNRRASH réduetie

[9864]8“&3{'1 8haseeehilis, B PREGTI-IAT G PRatiBH WY ek rRedifh
ID" and "direction (DL/UL)"; and a physical cell ID and a C-RNTI can be

sytedememmeamwmrdfmwm&mmm Eutalishmentoega&sniooas]
RN on Th G RN i A SBpoH LRIt AT P i
siaaortﬁsrﬁémeﬂ&@a@qn wermeien ysila fistdtaod Hst Raameter st
an algorithm for "Integrity Protection”; generating, at the radio

station that manages the selected cell, an RRC-PDU for RRC
connection re-establishment request through a common control
channel, upon detection of a radio link failure in an RRC
connection, the second verification information being set in
the RRC-PDU for RRC connection re-establishment request.
[0014]

In the first aspect, the first parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”’; and a physical cell 1D and
a C-RNTI can be set in the RRC-PDU for RRC connection
re-establishment request.

[0015]

A second aspect of the present invention is summarized
as a mobile communication method including the steps of:
generating, at a radio base station, first verification
information using a TfTirst key, a first parameter and an
algorithm for “Integrity Protection”; generating, at the radio
base station, second verification information by extracting
predetermined bits of the first verification information;
performing, at the mobile station, cell selection processing,
and transmitting, from the mobile station to the radio base
station that manages the selected cell, an RRC-PDU for RRC

connection re-establishment request through a common control
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station to the radio base station that manages the selected cell, an
RRC-PDU for RRC connection re-establishment request through a
common control 5 channel, upon detection of a radio link failure in an

Eﬁ%&%i”e ' tﬂﬁfg&’f‘&q"%iﬁC&‘“?%df&”i‘ﬂ’i‘l?“ﬁﬁ'i_H:Sé?t IhS Rree
-PDU fo C connection re-establishment request; and verifying, at
themaelat base tthtosetvadkREFPEIIw BREFoomatebonbeing set in

re-establishment request received from the mobile station by use of the

e fthGehbadon iRRimtame Gbhar) re-estahd sprritakpaLe the Mt
RAIRTISIRRGaNdIe TR UM PBast IRt anibidireptiondRi-bbY - A0RRE
A third aspect of the present invention is summarized as a mobile station
inolkhed:1afir sevesitadlos mferratienugsite rgroe ivitcc difigueetonobi le
enerate first verification information by use of a_first key, a first parameter
SRLACES it Tor i VBRI A A8 TR E ARG
iptyeion generator unit configured to generate second verification
information by extracting predetermined bits of the first verification

informatléhtha$aceatsasee initberfitpdry afRkriantidn oEaUstio
link failure in.an RRC, 0 tiop,,pgrfarm cell selection processing
aﬁg((f ﬁﬁ%gdl anasgc-é%%?%éb clb}rijr}[?ctibn re-establishment request

tfiomagt] a common control channel to a radio base station that manages
the selected cell, the second verification information being set in the

RRC-PAUtBHRRASREFh &t dh fePE QBN EntryeE R4S BBk zed as

a mobile station including: a first verification information
generator unit configured to generate first verification
information by use of a first key, a first parameter and an
algorithm for “Integrity Protection”; a second verification
information generator unit configured to generate second
verification information by extracting predetermined bits of
the first verification information; and a transmitter unit
configured to, upon detection of a radio link failure in an RRC
connection, perform cell selection processing and transmit an
RRC-PDU for RRC connection re-establishment request through a
common control channel to a radio base station that manages the
selected cell, the second verification information being set
in the RRC-PDU for RRC connection re-establishment request.
[0018]

In the third aspect, the first parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”; and a physical cell 1D and
a C-RNTI can be set in the RRC-PDU for RRC connection

re-establishment request.
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In the third aspect, the first parameter can be "COUNT", "bearer ID" and
"direction (DL/UL)"; and a physical cell ID and a C-RNTI can be set in the
RRC-PDU for RRC connection re-establishment request. 6 [0019] In
the third aspect, the transmitter unit can be configured to set, as the
physical cell ID, a physical cell ID of a cell in which a radio link failure has
occurred during the 5 RRC connection, and to set, as the C-RNTI, a
W&:‘ used by the mobile station UE in the cell in which the radio link
fallure fias occurred. [0020] In the third aspect, the first verification
information lthgerghaia uagpsothe abrfigtrechsm geteratethie firshn  be
verification information for a PDU in which a physical cell ID of a cell in

WRRAISYAER fRkTaRaréddBcelrRtradrghhd Rre eoxRdeadncal ! 10
OfABUTeHPURORRTRIaNI AR INPE ALY SUUGR B8 i }mhe

failure has occurred, and a cell 151D of the selected cell are set. [0021
ARRSuchnasedgtasf tmﬂresemmvestlbhasits&hdml ariage-BNEl ra@mbbyethe

T T kT T

pRianien grshan algorithm for "Integrity Protection”; a second verification
information generator unit configured to generate second verification
ibf¥a¢kion by extracting predetermined bits of the first verification

informatjon, anda ¥ émc gtzsﬂ%ig%g &é%ﬁ oY L?fFoPan}:lon

second verifi catlon intorm connecton
rgeesipblishmentineqaast r@eel\(&mfrogmaenoht@ stpliwrdteugthe first

(i;)enr"infoincg%ri]gﬁl fr??gpr%t[?gr%z or a PDU 1n which a physical cell ID
of a cell in which a radio link failure has occurred during the
RRC connection, a C-RNTI used by the mobile station UE in the
cell in which the radio link failure has occurred, and a cell
ID of the selected cell are set.

[0021]

A fourth aspect of the present invention is summarized
as a radio base station including: a first verification
information generator unit configured to generate first
verification information by use of a first key, a first
parameter and an algorithm for “Integrity Protection”; a second
verification information generator unit configured to generate
second verification information by extracting predetermined
bits of the Tirst verification information; and a verification
unit configured to verify, by use of the second verification
information, an RRC-PDU for RRC connection re-establishment
request received from a mobile station through a common control

channel.

[0022]
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7 In the fourth aspect, the first parameter can be "COUNT", "bearer
ID" and "direction (DL/UL)". [0023] In the fourth aspect, the radio base
station can further 5 include: a notification unit configured to notify, to an
neighbor radio base station, the second verification information by use of
a handover preparation signal. [0024] In the fourth aspect, the first
verification information 10 generator unit can be configured to extract a

physigal ¢Rk IPRNGA %‘&J@E‘tﬂgg??g‘? %Q&E%Pa?ﬂéﬁﬁcc%%%“%u NT™,

re-establishment request received from lle station, to generates a
“bedre corltaihiagthe ‘ebitraactad phygiDal/tHl)D.and C-RNTI as well as a

notification) cell ID of a cell that has 15 received the RRC-PDU, and to
[Oégr?farate the first verification information for the PDU. [0025] In the

fourthy AspREtbG FeHI 2898 BLakPI: GPAHIR W9ALEURA G Sﬁri%awe further

RRC-PDU for RRC connection 20 re-establishment request, b
1nddtedminiry wiokthdi catdiahe seddhdae@nfidgliorecifotoativotiidiy aft@io an

e A B PP e S e P R

i nFOMAHEroA thg RREe-RIFULonBRJoceingsHepdeeaiaissmaml .
25request. Effect of the Invention [0026] 8

[0024]

In the fourth aspect, the First verification information
generator unit can be configured to extract a physical cell ID
and a C-RNTI from the RRC-PDU for RRC connection
re-establishment request received from the mobile station, to
generates a PDU containing the extracted physical cell ID and
C-RNTI as well as a (notification) cell ID of a cell that has
received the RRC-PDU, and to generate the first verification
information for the PDU.

[0025]

In the fourth aspect, the radio base station can be
configured to verify the RRC-PDU for RRC connection
re-establishment request, by determining whether or not the
second verifTication information held after being received
through the handover preparation signal from an neighbor radio
base station corresponds to second verification information

contained in the RRC-PDU for RRC connection re-establishment

request.

Effect of the Invention
[0026]

As described above, the present invention can provide a
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Drawings [0027] [Fig.1]Fig. 1 is an overall configuration diagram of a
mobile communication system according to a first embodiment of the
present invention. 10[Fig.2]Fig. 2 is a diagram showing a protocol stack

moBf @Mﬂ?‘%?%ﬂ“n%ﬂn%&%dﬁ’ *ﬁ@fﬁ ﬁg‘ %ﬁfé’rﬁdéﬂ%t%”}ceflﬂﬁ% base
embodiment of the present invention. [Fig.3|Fig. 3'is a sequence diagram

staltdwing awlopehatiare obgaidratingfshgeré&&di mythé stulie stib@s 1
accarding to 15 the first embodiment of the present invention. [Fig.4]Fig. 4

CORLRLPELe AR @HgrdfR ShbRANFS EARReBioTERTERABRINIGEH STEBLGHE " -

in the mobile communication system according to the first embodiment of
the present invention. [Fig.5] Fig. 5 is a sequence diagram showing a
Br ¢efhéxtipnrApiet ostabifsithentyr@ed @ in the mobile communication
[Oé m according to the first embodiment of the present invention. [Fig.6]
)?g. is a sequence diagram showing a connection re-establishment

[FREPCEYUre in F*R?]WOD”EI SORMBUEHIDNISYSHRF REGPEHTD P BRlPm of a
embodiment of the present invention. 25 Embodiment Mode for carrying
mobdd@EvBHid S IUE) RMsHRT e idawteyaidzrERapgdstre t of

thgrsﬁ embadiment of the present invention)

[Fig-2] Fig. 2 1s a diagram showing a protocol stack
between a mobile station and a radio base station according to
the first embodiment of the present invention.

[Fig-3] Fig. 3 is a sequence diagram showing an operation
of generating “short MAC-1" in the mobile station according to
the first embodiment of the present invention.

[Fig-4] Fig. 4 1s a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig-5] Fig. 5 1s a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig-6] Fig. 6 Is a sequence diagram showing a connection
re-establishment procedure in the mobile communication system

according to the first embodiment of the present invention.

Embodiment Mode for carrying out the Invention
[0028]
(Mobile communication system according to the first embodiment

of the present invention)
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9 With reference to Figs. 1 to 6, a mobile communication system
according to a first embodiment of the present invention will be described.
The LIE system is applied to the molfle communication system according
to this embodiment. 5[0029] As shown in Fig. 1, the mobile
communication system according to this embodiment includes an
exchange MME and multiple radio base stations eNB#1 to eNB#n [0030]

10Fig. ZVﬁ%WFéafB 88' %@fﬁggtw e’Ec?‘%' (?"‘ﬁqébaif osyiji:” it %g on

radio base statlon accor to this em ment. [0

etehthecootiegtbtienfi Esindnbedokn base tiatjoresiBtabooetid Hdo
this embodiment includes_an RRC 15 Ia%/er function, a PDCP layer

AR R AR SRCE NG furifork LENEAE SEer RrRROHERd S JiE cliphi ke
TBRHORT QOB MeiRR! . it -4 dYRe NiRlile sopyappisation system,

three klnds of radio’bearers for C-plane called "SRBs: 20Signalling Radio
HOaz9d" (SRBO, SRB1 and SRB2) are specified. [0033]

As shown in Fig. 1, the mobile communication system
according to this embodiment includes an exchange MME and
multiple radio base stations eNB#1 to eNB#n.

[0030]

Fig. 2 shows a protocol stack between a mobile station
UE and the radio base station eNB according to this embodiment.
[0031]

Specifically, each of the mobile station UE and the radio
base station eNB according to this embodiment includes an RRC
layer function, a PDCP layer function, an RLC layer function,
a MAC layer function and a physical layer function.

[0032]

Moreover, in the LTE type mobile communication system,
three kinds of radio bearers for C-plane called “SRBs:
Signalling Radio Bearers” (SRBO, SRB1 and SRB2) are specified.
[0033]

The “SRBO” 1s a radio bearer for a common control channel
(CCCH). In an uplink, the “SRB0O” is used for transmitting the
“RRC Connection Establishment Request’ and the “RRC Connection
Re-establishment Request”. 1In a downlink, the “SRBO” is used
for transmitting “RRC Connection Establishment”, “RRC
Connection Reject”, “RRC Connection Re-establishment and “RRC

Connection Re-establishment Reject™.

[0034]
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The "SRBQO" is a radio bearer for a common control channel (CCCH). In
an uplink, the "SRBQO" is used for transmitting the "RRC Connection
Establishment Request" and the "RRO Connection 25 Re-establishment
Request". In a downlink, the "SRBQO" is used for transmitting "RRC
Connection Establishment”, "RRC Connection Reject”, "RRC Connection
Re-establishment" and "RRC Connection Re-establishment Reject".

(003410001, lp,gereral, "GaRAVTI", "BSH) andaishort A afpyenasiied

as informa%on eleménts contained’in the 'JRRC Connection

speeidiellisament MEnreati (103 Erheetthe CGRE THadclubes Tdits'RRC
and is specified as a "UE-ID" used k'%_the mobile station UE in a serving

CoparGithghsHsststa AT An R # K Rdreover, the "PCI" includes 9

[OQ%]and is specified as an ID of a serving cell connected to the mobile
station UE until just before detection of an RLF. 10 Furthermore, the "short
MACHeikeasdirmedGeo R\dde mtcdutkebitd 6[0066 , and Isecifieddiyfied as

SSRBQ" is used for transmitting a message in a situation where a sender _ .
v bt AR R S RS VR
jusifgsether SRBEe dx e aFoperiar for thekenvaen agdreihpmnghc ludes

(CCCH), the "SRBO" has no PDCP layer. Therefore, neither an "Integrity

9 Iprd@ctiondiktRRat Bl2ol "eprantint fOficfosehN bedagsikl eaReected
to The Mot 1125 EHE RSO LG PFBS /DB FBYS ARTELG A P SRS F .
Furthermore, the “short MAC-1" iIs assumed to include 15 or 16
bits.

[0036]

Specifically, the “SRBO” is used for transmitting a
message in a situation where a sender and a receiver cannot be
uniquely specified.

[0037]

Moreover, since the “SRBO” is the radio bearer for the
common control channel (CCCH), the “SRBO” has no PDCP layer.
Therefore, neither an “Integrity Protection” function nor a
“Ciphering” function can be applied to the “SRBO”.

[0038]

Furthermore, the “SRB1” is a radio bearer for a dedicated
control channel (DCCH), and is used for transmitting all RRC
messages (including NAS messages connected to the RRC messages)
which are not transmitted by the “SRBO”.

[0039]

Note that the “Integrity Protection” function and the
“Ciphering” function can be applied to the “SRB1”.

[0040]
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control channel (DCCH), and is used for transmitting all RRC

messages (including NAS messages connected to the RRC messages)
25 which are not transmitted by the 1SRBO". [0039] Note that the
"Integrity Protection” function and the "Ciphering"” function can be applied
to the "SRB1". [0040] Moreover, the "SRB2" is a radio bearer for a
dedicated control channel (DCCH), and is applied to "NAS Direct

Transfer" 15 " >-has o iprit ef !
"l nteyrﬁ)t/‘ %%é%ﬁor%ﬁfgu nﬁﬁi(%)%n ﬁﬁeﬁlgﬁt p#]éeﬁr’ﬁ}éh u n(()%IE) nfcéaa%leda%%(ﬂ é%eted
cototithel'SRB2hed42)( DCCHMoremver, ingheajiplla égpe twbifNAS Direct
communication system, 10 a radio bearer for U-plane called a "DRB: Data
TrangkeBearer is specified. [0043] The "DRB" is a radio bearer for a
[Oggqﬁated traffic channel (DTCH), and a necessary number of DRBs are
provided 15 depending on communication services. Note that, since the
"DRET s SRBICP e r lnvwe'Cipharingl tyndtiancdinbe Sppiad fo amel the

“|H%@S??@9"&?5%29%?5?W3Fdﬁgﬁﬁkn and the “Ciphering” function
can be applied to the “SRB2”.
[0042]

Moreover, in the LTE type mobile communication system,
a radio bearer for U-plane called a “DRB: Data Radio Bearer”
Is specified.

[0043]

The “DRB” i1s a radio bearer for a dedicated traffic
channel (DTCH), and a necessary number of DRBs are provided
depending on communication services. Note that, since the
“DRB”” has a PDCP layer, the “Ciphering” function can be applied
to the “DRB” within the PDCP layer.

[0044]

With reference to Fig. 3, a description will be given
below of an operation of generating the “short MAC-1 (second
veriftication information)” in the mobile station UE and the
radio base station eNB.

[0045]

As shown in Fig. 3, in Step S1001, the RRC layer function
generates an RRC-PDU for “RRC Connection Re-establishment
Request” containing a predetermined “short MAC-1".

[0046]
For example, the RRC layer function may set, as the

predetermined “short MAC-1"’, a *“‘short MAC-1"" in which all bits
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With reference to Fig. 3, a description will be given 20 below of an

operation of generating the "short MAC-I (second verification information)"

in the mobile station UE and the radii?base station eNB. [0045]

As shown in Fig. 3, in Step S1001, the RRC layer function 25 generates

an RRC-PDU for "RRC Connection Re-establishment Request" containing

a predetermined "short MAC-I". [0046] For example, the RRC layer

ctjo seteasthe 12 have a value of "0". [0047] Moreover, the

ha&%élé{/ﬂ unc?%?gn iéc()nfigured to set a "C-RNTI" and a "PCI", which are
[0RAGYN to both the mobile station 5 UE and the radio base station eNB, in

the RRC-PDU for "RRC _Cannection Re-establishment Request”. [0048]

For NQXpRY&Re ARE BRS AM¥ESn THAFTAOLIASs CORERIY UEET Y Rt @

«cMape-statanUepas hewkikN Hrandhbien Loffot i ¢he RBEITR S {@ftion
"RRC Connection Re-establishment Request".

UE and the radio base station eNB, in the RRC-PDU for “RRC

Connection Re-establishment Request”.

[00438]

For example, the RRC layer function may set values
currently used by the mobile station UE as the “C-RNTI”” and the
“PCI” 1n the RRC-PDU for “RRC Connection Re-establishment
Request™.

[0049]

Moreover, the RRC layer function may set a predetermined
number of higher order or lower order bits in the “short MAC-1”
to a “PCI1” of a target cell and pad the rest with “0” in the
RRC-PDU for “RRC Connection Re-establishment Request”.
[0050]

In the case of the mobile station UE, a “PCI” of a cell
selected by cell selection after an RLF detection (i.e., acell
to which the mobile station UE actually transmits the “RRC
Connection Re-establishment Request™) can be set as the “PCI”
of the target cell.

[0051]

On the other hand, in the case of the radio base station
eNB, a “PCI1” of a cell which performs “HO preparation” (i.e.,
a cell which i1s likely to receive the “RRC Connection
Re-establishment Request” from the mobile station UE) can be
set as the “PCl1” of the target cell.

[0052]
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[0049] Moreover, the RRC layer function may set a predetermined
number of higher order or lower order bits in the "short MAC-1" 15 to a
"PCI" of a target cell and pad the rest3vith "0" in the RRC-PDU for "RRC
Connection Re-establishment Request”. [0050] In the case of the
mobile station UE, a "PCI" of a cell selected by cell selection after an RLF
detection (i.e., a cell 20 to which the mobile station UE actually transmits

the "RRC eel e- li e ! RCIY

of theﬁ Itazlrget cen.%%@g 'Onthe O%Jﬁéear r:';"’;%% ?#?ﬁgpégislg%?tﬁgﬁ%%%ﬁbﬁe the
genttiateth elRRCaPBUI" dfarcelt' RRTh Boforest it préfwsretdaab(l.éslament

cell which is likely to receive the "RRC Cannection Re-establishment
Regligatst Hntfite Fidbile Lenfh BEDELN BB set as the "PCI" of the target
[093@10052] 13 In Step S1002, the RRC layer function transmits the

generated RRC-PDU for "RRC Connection Re-establishment Request” to

the PDTR taeSFlatHon 1besBPskh $ayes1608cthedrDIEkayaitmcidAC- 1

G T e et

FoPredRIRrMingH AL FBM (RG-S CABPIEIMENT INRAjleEEotedipn UdphE a
currently in use) 10[0054]

predetermined algorithm (e.g., an algorithm for “Integrity

Protection” that is currently in use)

[0054]

To be more specific, the PDCP layer function calculates
the “MAC-1" by 1nputting a first key Kgrc 1p and three parameters
“COUNT (32 bits)”, “bearer ID (8 bits)” and “direction (DL/UL)”
to the currently-used algorithm for “Integrity Protection™.
[0055]

Here, the Tirst key Kgrc ip IS calculated by use of an
incremented master key Kens[n+1].-

[0056]

The master key Keng 1S updated at the time of handover from
the current master key Kens[Nn] to the next master key Kens[n+1]
to be used after the handover. The incremented master key
Kens[N+1] to be used after the next handover can be used to
calculate the first key Krre 1p used for calculation of the “short
MAC-17".

[0057]

Moreover, the PDCP layer function uses a “bearer ID” for
the “SRB1” or the “SRBO” as the “bearer ID”. Note that, since
the “SRBO” i1s the radio bearer for the common control channel

(CCCH), the “SRBO” normally has no “bearer ID”. However, for
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for "Integrity Protection”. 15[0055] Here, the first key Kggc ip is
calculated by use of an incremented master key KeNB[n+1]. [0056] The
master key KeNBis updated at the time of handover from 20 the current

to rikey KeNBint1] -

R e e At oy HONR (P o . the
“SREOMext handover can be used to calculate the first key KgRc ipused for

calculation of the "short MAC-I". 25[0057] Moreover, the PDCP layer
[ORR#dion uses a "bearer ID" for the "SRB1" or the "SRBO" as the "bearer

ID". Note ¢hpinsings LECSRAY , iSthe Pl aRIgE o 1R CRTBACReeds to

control channel (CCCH), the "SRBO" normally has no "bearer ID".
aveipivsege ol N tud tibple Rk Usebycaser (OF Ehessapecifasitior key

he "SRRO". [0058] | f ity, the PDCP | - ]
Keg A 0%, TANC R TRERY S SHE L LRUIATHY sk ML ey 1 this
regghwiaﬁﬁéhmwewnrayﬁaﬂﬁuﬂﬁwﬁ%#ﬂ@dﬁHMSBSEHéVWBbé&éﬁsﬂ@gafém the

e PDCP layer function can use the "bearer ID" for the li SRBO" as the
“SRiHieasDt he avoitbasiapldity. Wwwhaviakd RDTPlieydityinctidinasethrePDCP

" r " for the " +as th "hearerIP" r cut Quble
LV iy e S s e e b e o S SRR
“heQRBE"1[P05%here occurs a trouble such that “COUNT=0"’ can not

be used i1In the original RRC-PDU of the “SRB1”.
[0059]

In addition, the PDCP layer function sets the “COUNT” to
“0”. However, the PDCP layer function need not increment the
“COUNT” by the *“MAC-1" calculation operation.

[00601]

The “COUNT” may be expressed by being divided into “HFN”
representing higher order bits and “SN” representing lower
order bits.

[0061]

The PDCP layer function inserts only the “SN” portion
into an actual header, and only manages the “HFN” portion.
[0062]

Furthermore, the PDCP Jlayer function sets the
“direction” to “UL™.

[0063]

In Step S1004, the PDCP layer function transmits the
generated “MAC-1" to the RRC layer function.
[0064]
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In addition, the PDCP layer function sets the "COUNT" to "0". However,
the PDCP layer function need not increment the 15 "COUNT" by the
"MAC-I" calculation operation. [006015 The "COUNT" may be
expressed by being divided into "HFN" representing higher order bits and
"SN" representing lower order bits. 20[0061] The PDCP layer function
inserts only the "SN" portion into an actual header, and only manages the

h
tr?ngS"?jlr;g:%n to %%J]LQOFO’%;HQ eﬂﬁgzg%&? 04, tH %pgnlgé%?r%%s

fpnetiemémmdsttilmg(eegaxedlﬂ\ﬂé&%" ta6heSBR© lra]zbefllmkec)nolt)ftﬁé]
In Step 31005, the RRC layer function extracts predetermined bits

(Eeé;e V¥t HAGH RGP HS 15 St ReckRfd SHALE PAGRE saR the
tiscapiie 18POF RO ChHnNEEI BR REIR3LHR | REHmdrtnReEHIRS L

Re-establishment Request". 5[0065] Next, with reference to Figs. 4 to
d.G¢0a83cription will be given of a connection re-establishment procedure
in the mﬁb” communic tlon system ccord4 o.this embodiment. [OQEi(?i]

t
T OFirst) Xt Pl & BFS: T8 HAGS 1ofokQufir 63 Gt APKACH
@@r@ﬁl@e\ﬂh@ﬂe H“Q:@ﬂﬁ@%‘tti@h rQ‘@Sé@ﬁmgﬁﬁ@FﬂC%lﬁééLﬁh@cfﬁSftNﬁ

performed.
mobile communication system according to this embodiment.
[0066]

Firstly, with reference to Fig. 4, a description will be
given of an example where the connection re-establishment
procedure is successfully performed.

[0067]

As shown in Fig. 4, an RRC connection is established
between the mobile station UE and the radio base station eNB
and an S1 connection i1s established between the radio base
station eNB and the exchange MME. Here, the mobile station UE
and the radio base station eNB calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S2001 and
S2002.

[0068]

The mobile station UE and the radio base station eNB may
calculate the “short MAC-1" upon completion of a handover
procedure, upon completion of a connection re-establishment
procedure, upon detection of an RLF, or the like.

[0069]

In Step S2003, the mobile station UE detects an RLF during

the RRC connection described above. For example, the mobile

station UE detects the RLF in any of the following cases.
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[0067] As shown in Fig. 4, an RRC connection is established 15 between
the mobile station UE and the radio base station eNB and an 51
connection is established between tA&radio base station eNB and the
exchange MME. Here, the mobile station UE and the radio base station
eNB calculate "short MAC-I" by performing the operations shown in Fig. 3,
in Steps 32001 and 2032002. [0068] The mobile station UE and the

[Ob'?cgj]base station eNB may calculate the "short MAC-I" upon completion
of aThandover procedure, upon completion of a connection

. re-esighdighareRERP (IRedeUendpoS Kdtiadtife o& adl-Foaey ikethe RRC
[0069] . In Step 32003, the mobile station UE detects an RLF durin

coppegktoBonfeditn dbsdMid doobt aesteringdindhoprbeltiod 0E 2
prQG@Eégrmﬁ@HF Hé?‘!%qu the fgjlm\ging cases. 16 [0070] When an

RSRP (Reference Signal Received Power) in the RRC connection falls
* belowhgmedetenandohthrasbeldSormrpeedtarenines pedtd siuctesstul ly
When a random access procedure is not successfully performed When
perheoﬁg}?&ver procedure fails Thereafter, the mobile station UE

. perfov\mgﬁe{ﬁgle‘qgﬁame%ir&zigo@pg F0Pfs and sends the selected
cel Thereafter, the mobile station UE performs cell
selection processing in Step S2004, and sends the selected cell
(or to the radio base station eNB that manages the selected
cell) the “RRC Connection Re-establishment Request” containing
the “C-RNTI”, “PCI” and “short MAC-1" through the common
control channel.
[0071]

The radio base station eNB manages a serving cell of the
mobile station UE, and previously holds “UE context (short
MAC-1)" of the mobile station UE. For this reason, in Step
S2006, the radio base station eNB verifies the received “RRC
Connection Re-establishment Request” by comparing the
previously-held “short MAC-1" with the “short MAC-1"" contained
in the “RRC Connection Re-establishment Request”.

[0072]

In the example of Fig. 4, since the validity of the “RRC
Connection Re-establishment Request” is successful, the radio
base station eNB transmits “RRC Connection Re-establishment”
to the mobile station UE in Step S2007.

[0073]
In Step S2008, the mobile station UE transmits “RRC

Connection Re-establishment Complete” to the radio base
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10 (or to the radio base station eNB that manages the selected cell) the

"RRC Connection Re-establishment Request" containing the "C-RNTI",

"PCI" and "short MAC-I" through thelegbmmon control channel. [0071]

15The radio base station eNB manages a serving cell of the mobile

station UE, and previously holds "UE context (short MAC-1)" of the mobile

station UE. For this reason, in Step S2006, the radio base station eNB

if] eceived "RRC Connection Re-establishment Request" by

Sté?r!]%qui?gﬁ Itgﬁe 20 previously-held "short MAC-I" with the "short MAC-I"
[00@Hthined in the "RRC Connection Re-establishment Request”. [0072]

In the example of Fig. 4, since the validity of the "RRC Connection _

Re-edALRLAR SRR uddteir AR RRserRIAIIODsaR & EAREH Kk “RRC
CoHABERSRRESANSEHAR ReesRPisNGob feheragaimstation YR Seep

Step S2007. [0073] In Step S2008, the mobile station UE transmits "RRC
S201QtatidineNBIqo0A4] statEmp S2609¢ HansiidbaseRR&tioCeNmBction

R T TR
[oBesynfiguration Complete” to the radio base station eNB. [0075]

Secondly, with reference to Fig. 5, a description will
be given of an example where the connection re-establishment
procedure fails.

[0076]

As shown i1n Fig. 5, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection iIs established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S3001 and
S3002.

[0077]

In Step S3003, the mobile station UE detects an RLF during
the RRC connection described above.
[0078]

Thereafter, the mobile station UE performs cell
selection processing in Step S3004, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0079]
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Secondly, with reference to Fig. 5, a description will be given of an
example where the connection re-establishment 10 procedure fails. [0076]
As shown in Fig. 5, an RRC connectléh is established between the mobile
station UE and the radio base station eNB111 and an 51 connection is
established between the radio base 15 station eNB111 and the exchange
MME. Here, the mobile station UE and the radio base station eNB111

calcu ) A%b i i0 h in Ei in.,s

Srops LRobIane! S5 YR TGt LI TR MG, S ing
cel¢tefstareRidbdUring tiad RERCUBH N reeddi aodes cride ¢ pboveLS0ySho I d “UE

Thereafter, the mobile station UE performs cell selection processing in

coglexg38eNUTy dMaskhe Bfectifcdicsd k6 fEaL bile stafi@f” this
reS¥&112has panagnsobe seiecrdrRd) s RBEEPBREENRY2 is unable

Re-establishment Request" containing the "C-RNTI", "PCI" and "short
toMaa-I"Tyrdingh tHeREorimonaessbion cRemest@of9ssent Rhguadit™ -
[0 station eNB112 does not manage a serving cell of the mobile station

,-and does not previously hold "UE context (short MAC-I)" of the mobile

stationdJk . 5 iflie Feraoo tEpSEBDE3008h e Eafi@ hasesiaiar pHB ENB#2

is unable 5 to verify the "RRC Connection Re-establishment Request".

trappgoits  ABRCreS@NNRCkdPS30867 aftahdibsirenkatRelacti1oto the
moH?'i‘%m%?é%B&CBE”eC“o” Re-establishment Reject” to the mobile
station UE. )

[0081]

In Step S3008, the RRC connection between the mobile
station UE and the radio base station eNB#1 is released, so that
the mobile station UE transits to an idle state.

[0082]

As described above, to succeed iIn the connection
re-establishment procedure, the radio base station eNB that
manages the cell selected by the mobile station UE needs to
previously hold the “UE context” of the mobile station UE.
[0083]

Here, 1T the cell selected by the mobile station UE 1is
an original serving cell of the mobile station UE, the
connection re-establishment procedure 1is successfully
performed since the radio base station eNB previously holds the
“UE context” of the mobile station UE (see Fig. 4).

[0084]

On the other hand, in order to successfully carry out the
connection re-establishment procedure even 1f the cell
selected by the mobile station UE i1s not an original serving

cell of the mobile station UE, the radio base station eNB that
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10[0081] In Step S3008, the RRC connection between the mobile
station UE and the radiobasestationeNB#1 is released, so that the mobile
station UE transits to an idle state. [A®82] 15As described above, to
succeed in the connection re-establishment procedure, the radio base
station eNB that manages the cell selected by the mobile station UE
needs to previously hold the "UE context" of the mobile station UE. [0083]

: y | i : i oG -
e S D BT 4 B o e U the R
statdaasstilly pertuvada@nce the radio base station eNB previously holds

the "UE context" of the mobile station UE (see Fig. 4). 25[0084] On

[O4>dther hand, in order to successfully carry out the connection

re-estghiishiient phqesaere Qe b Ui e pRICIRA B IS TR IS AEaleN <Ho

UE is not an original serving cell of the mobile station UE, the radio base
Prefaaiva ©NB tHatotedwareides the cell needs to prepare the "UE context"
[Oﬁégj mobile station UE in advance. [0085] The "UE context" can

epared by carrying out an "HO 5 Preparation procedure”. [0086]

In they Aoy BaRpI@e 08w § roldaitiAME - P WaA dadie Pase /RIOF il Bhase

can transfer the "UE context” of the mobile station UE to a i
stasdgovebtatyBt eab Basnshesn thens bl tteontext” of the mobile

station UE to a handover-target radio base station T-eNB by the
“HO Preparation”.
[0087]

Moreover, in case of an RLF detection, the
handover-source radio base station S-eNB can transmit the “HO
Preparation” containing the “UE context” of the mobile station
UE to one or more neighbor radio base stations any time, even
when the handover procedure is not intended.

[0088]

Thirdly, with reference to Fig. 6, a description will be
given of operations of the mobile communication system
according to this embodiment In the case described above.
[0089]

As shown in Fig. 6, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection is established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S4001 and
S4002.

[0090]
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10"HO Preparation”. [0087] Moreover,in case of an RLF detection,the
handover-source radio base station S-eNB can transmit the "HO
Preparation" containing the "UE cong&xt" of the mobile station 15 UE to
one or more neighbor radio base stations any time, even when the
handover procedure is not intended. [0088] Thirdly, with reference to Fig.
6, a description will be  given of operations of the mobile

t 0 h
com (ﬁaloraﬁy[% 9[]2 g%@@?lngﬁﬂé' Eg '”é'{%‘i:%% _eNB#1

described dbove As dhown |n C connection is
trasshitized Hédvdendpamdiienstatoonta Emmgl)e ratEo lzametdaton(short
eNB111 and an Si connection is established between the radio base 25

MAGElidn <NIB e AP ExFERBENME H& et MBAMRRE R Anhase

st&gdiaRage station eNB111 calculate "short MAC-I" by performing the
operations shown in Fig. 3, in Steps S4001 and S4002. [0090] 20
[O6id, in Step S4003, the radio base station eNB111 transmits "HO

R S ARG SRS o
(short MAC-1)” of the mobile station UE, the radio base station
eNB#2 transmits “HO Preparation Ack” showing that effect to the
mobile station UE.

[0092]

In Step S4005, the mobile station UE detects an RLF during
the RRC connection described above.
[0093]

Thereafter, the mobile station UE performs cell
selection processing In Step S4006, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0094]

The radio base station eNB#2 previously holds the “UE
context (short MAC-1)" of the mobile station UE. For this
reason, in Step S4008, the radio base station eNB#2 verifies
the received “RRC Connection Re-establishment Request” by
comparing the previously-held “short MAC-1” with the “short
MAC-1" contained in the “RRC Connection Re-establishment
Request™.

[0095]
In the example of Fig. 6, since the validity of the “RRC
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5[0091] In Step S4004, after acquisition of the "UE context (short
MAC-I)" of the mobile station UE, the radio base station eNB112 transmits
"HO Preparation Ack" showing that ffect to the mobile station UE.
10[0092] In Step S4005, the mobile station UE detects an RLF during
the RRC connection described above. [0093] Thereafter, the mobile
station UE performs cell 15 selection processing in Step S4006, and

Co e R T B e R e & Tactio

basenstinibpdheeNBRNTF aRG I et RIMAIMAEE il Rgh-thetzdinlinshment™
control channel. 20[0094] The radio base station eNB112 previously

tontRe HebE E stk CRo Y MAB- 1P TERheAMHe station UE. For this

[OBTEPN in Step S4008, the radio base station eNB112 verifies the
recelved "RRC Connection Re-establishment Request” by 25 comparing
the plavictitgphebdOidst MAE-Imalith ke SkrtdRIACIE cantairsniiishe‘RRC

"RRC, Connection Re-establishment Request”. [0095] 21 Connectian
CORRS AR REAPR EIAS T e SRARTE o Booe ol B 1 pase
stHepenitaNBREL. Connection Re-establishment” to the mobile station UE in

i Ste[%lS4009. [0096] 5In Step S4010, the mobile station UE transmits "RRC
0097

The radio base station eNB#2 transmits “S1 Path Switch”
to the exchange MME in Step S4011, and also transmits “RRC
Connection Reconfiguration” to the mobile station UE In Step
S4012.

[0098]

In Step S4013, the mobile station UE transmits “RRC
Connection Reconfiguration Complete” to the radio base station
eNB#2. In Step S4014, the exchange MME transmits “S1 Path
Switch Ack” to the radio base station eNB#2.

[0099]

As a result, the connection re-establishment procedure
described above is successfully performed, so that an RRC
connection is established between the mobile station UE and the
radio base station eNB#2, and an S1 connection is established
between the radio base station eNB#2 and the exchange MME.
[0100]

(Advantageous effect of the mobile communication system
according to the first embodiment of the present invention)

The mobile communication system according to the first
embodiment of the present invention enables calculation of the

“short MAC-1"’ contained in the “RRC Connection
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Connection Re-establishment Complete" to the radio base station
eNB112. [0097] The radio base station eNB112 transmits "51 Path
Switch" 10 to the exchange MME in%2ep S4011, and also transmits "RRC
Connection Reconfiguration” to the mobile station UE in Step S4012.
[0098] In Step S4013, the mobile station UE transmits "RRC 15
Connection Reconfiguration Complete" to the radio base station eNB112.

Re!—}ﬁﬁbﬁ%ﬁéﬂ% e@ﬁgg%&%ﬁ%ﬁ%ﬁﬁ#jﬁ@g% Afie ' WBfmon

ase station eN ] As ares
coreeesthbtsiamastploaedne 20 deBAibebhgisavefisraciteessiully
erformed, so that an RRC connection is established between the mobile
E&H}' n UE and the radio base station eNB112, and an S1 connection is

estahjjshar befween e agin Dese IR B PA12ANAIAT CXE¥BAIy stem

MME. [0100] 25(Advantageous effect of the mobile communication
acesystdingctordihg tbiths tisnbodbuendno bfthe presserntveniention, the

o5 HALE SPATCEE ARER AP e LA TNl e

“Hthe rdp&ratibectiene?? Rereaadlista e IReauas:’ FResriieihmobr .
the common control channel having no PDCP layer function.

Therefore, the radio base station eNB can verify the “RRC

Connection Re-establishment Request” by simply comparing the

“short MAC-1" using the RRC layer function.

[0102]

Furthermore, according to the mobile communication
system according to the Tfirst embodiment of the present
invention, the validity of the “RRC Connection
Re-establishment Request” can be successful even when the
algorithm for “Integrity Protection” to be used (in the LTE
system, it is possible to select between two types, AES and
Snow3G) varies between the handover-source radio base station
S-eNB and the handover-target radio base station T-eNB during
handover.

[0103]
(Modified Example)

The radio base station eNB#1 may also be configured not

to transmit “HO Preparation” that does not contain “short

MAC-1". However, note that such “HO Preparation” contains
“C-RNTI” and “PCI”.
[0104]

In such a case, firstly, the RRC layer function of the

neighbor radio base station eNB#2 extracts the “C-RNTI” and
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not need to calculate the "short MAC-I". Therefore, the radio base station
eNB can verify the "RRC Connection Re-establishment Request" by
simply comparing the 10 "short MAC-1" using the RRC layer function.

s 02] rthermaqre, rdin th ilecGammunicati
Pg.é]::ord‘l:r?g é&%ﬁst%ﬁb@%ﬁ%en& ?he%é@gl?r%ﬁ&%ntigﬁr% t%te&v]g?ldllstiy 0 ent
RetheeSIRCréariectnfioRaketaiisbihe s ReoimstUean dedusaegsicari ly
even when the algorithm for "Integrity Protection" to be used (in the LIE
cregden, iftf pgﬁ%IBEEH sl bet%}%én et IRls RRaShbastshment
RedBERSPeUrReRBeIAnPoVeIrS I dadiPRass B EORITANB AN thec)
handover-target radio base station T-eNB during 20 handover. [0103]
[O0Mabdified Example) The radio base station eNB111 may also be

e e S S e
statd SRCENBIOHdr Sush B CaiRudssiyr e BRG et fungiorrofghe-d3 in
the RRC-PDU for “RRC Connection Re-establishment Request”.
[0106]

Alternatively, the RRC layer function of the neighbor
radio base station eNB#2 sets higher order or lower order bits
in the “short MAC-1" to a “PCl1” (a “PCI” under the radio base
station eNB#2 that has received the “RRC Connection
Re-establishment Request” from the mobile station UE) and sets
the rest to “0” 1iIn the RRC-PDU for “RRC Connection
Re-establishment Request”.

[0107]

Secondly, the RRC layer function of the neighbor radio
base station eNB#2 transmits the generated RRC-PDU for “RRC
Connection Re-establishment Request” to the PDCP layer
function of the neighbor radio base station eNB#2.

[0108]

Thirdly, the PDCP layer function of the neighbor radio
base station eNB#2 calculates “MAC-1 (which may also be called
X-MAC due to “MAC-1" on the receiving side)”. Here, the first
key Krrc_1p, “COUNT”’, “bearer 1D and “direction” are handled in
the same manner as the calculation operation in the mobile
station UE.

[0109]
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"PCI" contained in the "RRC Connection Re-establishment Request"”
received from the mobile station UE, and temporarily creates an
RRC-PDU for "RRC Connection Re-&établishment Request" on the basis
of the extracted "C-RNTI" and "PCI". 5[0105] Here, the RRC layer
function of the neighbor radio base station eNB112 sets all values of the
"short MAC-1" to "0" in the RRC-PDU for "RRC Connection

Re-estapli Request ~[ i B r f i
of the nepi%ﬁt%‘rﬂrgdi?ﬁ%s%hsga%%%ﬁ@qgﬁgﬁghﬁ%%?%ﬁ@vﬁe%ﬁm
drdse Biaivithe ENBH#R MACFHdbsa 1B TISEs 'BICILEunSBstlod rabeo Hiase- 1"
station eNB112 that has received the "RRC Connection Re-establishment
KEGEAYeYrof 8Tk hBBiId SRio A WNEFAAR s&WM BN FosP) d6din tsEOrt
B(BM‘A@%Q for "RRC Connection Re-establishment Request". [0107]
Secondly, the RRC layer function of the neighbor radio base station
di0B1@? transmits the generated RRC-PDU for "RRC 20 Connection

R AR g e
QiNBeneigBbRE ragiodprse stRfian N2 eslardaiesnddAfo! trBiChshEL

also be called 25 X-MAC due to "MAC-I" on the receiving side)". Here, the
HaERdy KGREES MQUNIT", theardRRO" &AanartEnon Reeasdisdbisinaet

e N R e A
aNBéER eutetivhelSRneedaMSBeaflithEl NACT tiecerRd demdbeion
‘Recestabl 1shnent. Request - o AT )

[0111]

Note that, if a “Prepare procedure” is not performed for
the neighbor radio base station eNB#2, the neighbor radio base
station eNB#2 does not have the first key Kgrc 1p Since the
neighbor radio base station eNB#2 does not previously hold “UE
context”. Therefore, the neighbor radio base station eNB#2
transmits “RRC Connection Re-establishment Reject” without
calculating “short X-MAC”.

[0112]

Note that operation of the above described mobile station
UE and the radio base station eNB may be implemented by means
of hardware, a software module executed by a processor, or a
combination of both.

[0113]

The software module may be provided in any type of storage

medium such as an RAM (Random Access Memory), a flash memory,

a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a



10

15

20

WAJTILATTTR A T e TATAANAY AWV TVv ULV T oY vJdlAvIIiJinniieiric I\\/\.1U\/\Jl. Tvuwielvieu

from the mobile station UE. Thus, the RRC 10 layer function evaluates the
credibility of the "RRC Connection Re-establishment Request". [0111]
Note that, if a "Prepare procedure" is not performed for the neighbor radio
refiistiation QAR dReieciabber RYabpsedRRalaR AR dogp not
ave the'first key KgRcip since the neighbor radio base station eNB#2
[Odladd not previously hold "UE context". Therefore, the neighbor radio base
station eNB#2 transmits "RRC Connection Re-establishment Reject”

witholP EaRLRARYS SPRAMIMAR COBRAGEPY TNbRE RIS RPN BP e at
thehproesetaiEARRURARE I RNHERIDAFPHEURIRY the

e implemented by means of hardware, a software module executed by a
storagesoedr ancomiihation theotetaBJa 3hed I Thensuftvieee dkgeated

iR S o) Son e ek ab 08 REA] YA ATEGL IS ERERSSOT
magnde RPM ifasable BrogrsmmableiRONS 1an P ReM folestieaically the

Erasable and Programmable ROM), a 25 register, a hard disk, a

moldrl6v A BN I/l @DARUM:. [0adAp basgesdiaiekemediiim ig\lso, the
stBPANRCRA AR e ACRRROLSR LALUG HORPRROL G FAUAR HHE mobi e

Info om an storage medi orage medium
staeiore inegmted itletheadieesseiséisstherioragdiBredisimaanditberete
processor may be provided in an ASIC. The ASIC may be provided in the

CORRMNE tation UE and the radio base station eNB. Also, the storage
[0 fum and the processor may be provided in the mobile 10 station UE
and1he radio base station eNB as a discrete component.
Hereinabove, the present invention has been described iIn

detail using the above embodiment; however, it is apparent to
those skilled in the art that the present invention is not
limited to the embodiment described herein. Modifications and
variations of the present iInvention can be made without
departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what
Is described herein is for i1llustrative purpose, and has no

intention whatsoever to limit the present iInvention.
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described herein. Modifications and variations of the present invention can
be made without departing from the spirit and scope of the present
invention defined by the description of the scope of claims. Thus, what 20
is described herein is for iIIustrativ&_lewse, and has no intention
whatsoever to limit the present invention. 26 CLAIMS 1. A mobile
communication method comprising the steps of: generating, at a mobile
station, first verification 5 information béuse of a first key, a first

perameferR1 A SBRITHCRE MiteBRE) RAORRARIHS 1N HametkRg, af -
the mobjleiptiegngecard werifiGBYPR INHPRIAN LY i aBRI Fication

predetermined bits of the first verification information; and 10performing,
arthermabierstayoniseclb e clibnsirdeesirey, B trapanattiis francthan
that mgnages the selected cell, an

gﬁ@%%%%&&R%ﬁﬂﬁ?@%ﬁﬁﬁ%&?&% itPhent request through a
commorysaalet FhgNngt whenmwiiesios i@ mrdiodidofiluerifitation
information by extracting predetermined bits of the first
verification information; and

performing, at the mobile station, cell selection
processing, and transmitting, from the mobile station to a
radio base station that manages the selected cell, an RRC-PDU
for RRC connection re-establishment request through a common
control channel, upon detection of a radio link failure in an

RRC connection, the second verification information being set

in the RRC-PDU for RRC connection re-establishment request.

2. The mobile communication method according to claim 1,
wherein

the first parameter is “COUNT”, “bearer 1ID” and
“direction (DL/UL)”’; and

a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

3. A mobile communication method comprising the steps of:

generating, at a radio base station, first verification
information using a first key, a first parameter and an
algorithm for “Integrity Protection”;

generating, at the radio base station, second
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parameter is "COUNT", "bearer ID" and "direction (DL/UL)"; and a
physical cell ID and a C-RNTI are set in the RRC-PDU for RRC
connection re-establishment request. 25 3.A mobile communication

eI CATWIR A LBFRIE RS PLACAAN PRSE BPEO"br

ﬁeél?fi‘H g

first verntlzcatlon mﬁnrmatlon usin aefﬁst ey, agirgt parameter and an
atperifimder VietadrigaRiate ciofigerd@ting, at the radio base station,
second 27 verification information by extracting predetermined bits of the

first veriRE5HOE Hfd¥matidn; the HsngS it Mobie Karehl eekiion
$51BERL PRECesRia g ARREHRRR TG NOF FRMdRe MSbilfS 82RO NE the

radio base station that manages the selected cell, an RRC-PDU for RRC
oAthis tias ee s¥adib hsh ek reapage shidwgsel eotedoneddntrancRRARENU

tion of a_radio link failuge in an RRC ion, th d
T SHMBRRARON BHG A L 1RL RRE. FRSUT0F S EOLncfginon
recPHPOISERBMSEAURSShaettR ¥ ROy 8. RiEGIdH MaTRa FRIEN ithean

RRC-PDU for RRC connection re-establishment request received from the
mBkileostageh i8Nusther grcendovieridiifskitanidfivetiehion beimngset

TRRIG SRRTBtCRS P RACIAA SCE AR 1R SR T shmMiEFEliest ; and
verifying, at the radio base station, the RRC-PDU for RRC
connection re-establishment request received from the mobile

station by use of the second verification information.

4. The mobile communication method according to claim 3,
wherein
the first parameter is “COUNT”, “bearer 1ID” and

“direction (DL/UL)™.

5. A mobile station comprising:

a Tirst verification information generator unit
configured to generate first verification information by use
of a first key, a first parameter and an algorithm for
“Integrity Protection”;

a second verification information generator unit
configured to generate second verification information by
taking out predetermined bits of the first verification
information; and

a transmitter unit configured to, upon detection of a

radio link failure in an RRC connection, perform cell selection
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the first parameter is "COUNT", "bearer ID" and "direction (DL/UL)". 5.
A mobile station comprising: 20a first verification information generator
unit configured to generate first veriffation information by use of a first
key, a first parameter and an algorithm for "Integrity Protection”; a second
verification information generator unit 25 configured to generate second
verification information by taking out predetermined bits of the first

@H@@é@yqogmaﬂo raftmit 3 ranspitisynigGpnfigered &g [iBeion

tection radio link failure in an RRC connection, perform ce
sadeetitiabdd gphoeatsingaared trarraroiigin R RGFRDY donRRA acimesraatibnto
re-establishment request through a common control channel to a radio

FaEadlqbrRse R tRERAR Ak Tages Lo, 56] ectef el bncthg second
NI EHAR PENYisRIPRRIRR B Y fudRREnS ERABNRREAPDU fFor RRC

re-establishment request. 6. The mobile station according to claim 5,
woeree therfirsepastiablarsbn@@uneryesgarer ID" and "direction
(DL/UL)"; and 10a physical cell ID and a C-RNTI are set in the RRC-PDU
for RRC connection re-establishment request. 7. The mobile station

gecordinghto Aol e StaEI0IF adtsraingeteinclalile BangruiesHnit is
configured to set, as the

the Tfirst parameter 1is “COUNT”, “bearer ID” and
“direction (DL/UL)”’; and

a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

7. The mobile station according to any one of claims 5 and
6, wherein

the transmitter unit is configured to set, as the
physical cell 1D, a physical cell ID of a cell in which a radio
link failure has occurred during the RRC connection, and to set,
as the C-RNTI, a C-RNTI used by the mobile station UE in the

cell in which the radio link failure has occurred.

8. A radio base station comprising:

a Tirst verification information generator unit
configured to generate first verification information by use
of a Tfirst key, a Tirst parameter and an algorithm for
“Integrity Protection”;

a second verification information dgenerator unit
configured to generate second verification information by
extracting predetermined bits of the first verification

information; and
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physical cell ID, a physical cell ID of a cell in which a radio link failure has
occurred during the RRC connection, and to set, as the C-RNTI, a C-RNTI
used by the mobile station UE in the2&:ll in which the radio link failure has
occurred. 20 8. A radio base station comprising: a first verification
information generator unit configured to generate first verification
information by use of a first key, a first parameter and an algorithm for 25

"Inteqri iQu's - w?fvieﬁl jon i 0N generator uai
conf%u%é(:@rgﬁ%%?gtoenseuc@hﬁverl ica (l)jrf ?rgolrar%r;(t%?]]w&tr cf}ﬁgté) df'the
sepatteeninEidasiathnfiisirrertficatiorainfeBRGaRDY Fiod- REC cormection

verification unit configured to verify, by use of the second verification

rerfshakbts AnaRkc- BBV iR RREEGSIE onfre98k taBlisHRR K feggdgtion
thIRSEHE LB MBIPRHE SiatoN B3 common control channel. 5

9.The radio base station according to claim 8, wherein the first
parameter is "COUNT", "bearer ID" and "direction (DL/UL)". 1010.The

radio_hase station according to any one of (%aims %andf furt(%er .
9- comphidfgtd '%E’@tﬁﬁaﬁgﬁ%hﬂ'{oﬂﬁﬁﬁﬂé W% 4R, AN hdignsgierein
radiofigee fitixt thpspanedyerifiGaioniofuNetion bypesg-eta 1D and

handover preparation signal. 15
“direction (DL/UL)™.

10. The radio base station according to any one of claims 8
and 9, further comprising:

a notification unit configured to notify, to an neighbor
radio base station, the second verification information by use

of a handover preparation signal.

11. The mobile station according to any one of claims 5 to
7, wherein

the fTirst verification information generator unit 1is
configured to generate the first verification information for
a PDU 1n which a physical cell ID of a cell in which a radio
link failure has occurred during the RRC connection, a C-RNTI
used by the mobile station UE in the cell in which the radio
link failure has occurred, and a cell 1D of the selected cell

are set.

12. The radio base station according to any one of claims 8
to 10, wherein
the fTirst verification information generator unit 1is

configured to extract a physical cell ID and a C-RNTI from the
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a cell in which a radio link failure has occurred during the RRC

connection, a C-RNTI used by the mobile station UE in the cell in which

the radio link failure has occurred, and a cell ID of the selected cell are
RRESPET or T RRCALIPRSSSIBHOPACEa i iRAMEARS ALGHADE &l ved

wherein the first verification information generator unit IS configured to
froxtratie plotsidet celtHt dod a4 @dRNjEMeratees 30 RBC-EDtai RRG the

connection re-establishment request received from the mobile station, to

exPEAGLRSS a IS toRthiniAg We eXfac@BPhySicBNddi iR and ¥ekhimas @
(el ERcariditsatem Cet) IDroh aealithaideh Reeued RRBRELRRE Spou,

and to generate the first verification information for the PDU. 13.The radio

andate griienatectbiadiord&ivertl fileaginon inthermadibilcas# stakte i®DU .
configured to verify the RRC-PDU for RRC connection re-establishment
request, by 10 determining whether or not the second verification

13infornrgiéon-belfiafisadeinareepbe 4B EBIENithg Renderai Rreraratiierein
signal from an neighbor radio base station corresponds to second
verifiddi®n iadiRatAT® nBkaklipnhd RRCoPHUKSF eRCtéonvetildy the

RRE?—'EB@b"?QWe'ﬁFQEQUSSHneCtion re-establishment request, by

determining whether or not the second verification information
held after being received through the handover preparation
signal from an neighbor radio base station corresponds to
second verification information contained in the RRC-PDU for

RRC connection re-establishment request.
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mobile station (UE), first verification information by use of a first key, a first
parameter and an algorithm for "Integrity 10 Protection”; generating, at the
mobile station (UE), second verification information by extracting
predetermined bits of the first veﬂﬁgﬂ%%{nformation; and performing, at
the mobile station (UE), cell selection processing, and transmitting, from
tHEBIALE|CotaticMIEAT FaNidBase BiatitaB ILSEhST ATd0dlgAsibh@ AR IE€ctBASE
cell, an RRC-PDU for RRC connection re-establishment request through a
conwnonconnolchanneLupondé&ﬁﬁUN%faramoImkfamneinanF?RC
connection, the second verification information being set in the RRC-PDU
for RRC connection re-establishment request. 20 FIG. 3

A mobile communication method according to the present
invention including the steps of: generating, at a mobile
station (UE), first verification information by use of a first
key, a fTirst parameter and an algorithm for *“Integrity
Protection”; generating, at the mobile station (UE), second
verification information by extracting predetermined bits of
the first verification information; and performing, at the
mobile station (UE), cell selection processing, and
transmitting, from the mobile station to a radio base station
that manages the selected cell, an RRC-PDU for RRC connection
re-establishment request through a common control channel,
upon detection of a radio link failure In an RRC connection,
the second verification information being set in the RRC-PDU

for RRC connection re-establishment request.

FIG. 3
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