01 NOV 2004 1 TITLE OF THE I NVENTI ON Met hod of Providing I C Card Servi ce,
Card Terminal, and 1C Card BACKGROUND OF THE I NVENTION 1. Field fwém@
| nvention The present invention relates to a method of providingUgNg Fce
utilizing a portable electronic authentication neans such as an IC card
(smart card). More specifically, the prfsent I nvention relates to an IC

card termnal and an | C card which nmake™t he above-nenti oned services
possible. 2. Related Art I C cards have been issued to those who desire the
utilization of I1Ccard services and an | C-card application corresponding

to the desi [ [ inthe IC card. In this case, the hol der
of the IC g&ﬁﬁ?ﬁ%aﬁ@%@ﬂ% to utilize the card, but in order to show
that he is right lder,. it i eces : r himt b ze_his

per sonal ig%WHQ4a%§!E%?Wﬁﬁﬁﬁ9 %%JQWH25§ éyh $1i§%£aafe£%$€%%é,aﬁg hSs to

I nput his personal identification nunber onto an ICcard termnal. For the
contents o agﬁ | CG-card service, there are sone kinds of services which use

a plurality of 1Ccard applications such as the point service in a
shopping district or the settlenent of a David credit. 01 NOV 2004

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to a method of
providing a service utilizing a portable electronic
authentication means such as an IC card {(smart card). More
specifically, the present invention relates to an IC'card
terminal and an IC card which make the above-mentioned
services possible.

2. Related Art

IC cards have been issued to those who desire the
utilization of IC-card services and an IC-card application
corresponding to the desired service is stored in the IC

- card. In this case, the holder of the IC card is naturally

able to utilize the card, but in order to show that he is a
right holder, it is necessary for him to memorize his
personal identification number and when he utilizes a
service, he has to input his personal identification number
onto an IC-card terminal.

For the contents of an IC-card service, there are
some kinds of services which use a plurality of IC-card
applications such as the point service in a shgpping

district or the settlement of a David credit.



2 In a case, there are many kinds of utilizing ways as shown below a

sel f-governi ng body issues resident cards and they can be used as {1 NGy 2004
identifications and also there are other utilization nmethod such as

| C-card applications for utilizing public facilities can be stored in
resident cards. In sonme self-governing bodies, the seal certificate has
been fornmed in the formof an IC card arl the entry of an issue request of
one's seal certificate is electronically performed wi thout asking it to a
clerk at the window The IC-card application according to the present
invention is expressed by a file in the case of 1S07816 or Jl CSAP
standard and i s expreessete bythepeogranmany Handsi pf mid ldasagowaysy&car d
standard or MIULTOS standard. In the former, various kinds of data are
stored i n shaat bekowr ya and ftheveparial dodys iperdesr ek bdent pragdam i n t he
|C-card termnal, and in the latter, a card has a program and dat a.

Accor di ng dami ttteeypresenbei ngedt ken idehdnd fdre triegs \aasd \aalrd @ UBh &I € 0BT Sf
services, the necessary data, etc. for receiving services are stored in a
plurality ctfhemaruisil andtibesmethods sacd ased d-raaskermtiontiamusiehe | oads
of wusers are largely lightened. A conventional card has had a di sadvant age
that an hGidarzime|geblis fequilidd etso arendre zet ¢y ed pbrspagident cards.
identification nunber, but sonmetines he forgets it or because the nunber
can be easily gudssewbmy sthergovhendng No¥igep4the seal certificate

has been formed in the form of an IC card and the entry of
an issue request of one's seal certificate is
electronically performed without asking it to a clerk at
the window.

The IC-card application according to the present
invention is expressed by a file in the case of I1S07816 or
JICSAP standard and is expressed by a program and data in
the case of Javacard standard or MULTOS standard. In the
former, various kinds of data are stored in a card memory
and the operation is performed by a program in the IC-card
terminal, and in the latter, a card has a program and data.

According to the present invention, when one
receives various kinds of services, the necessary data, etc.
for receiving services are stored in a plurality of cards
and these cards are used in association. Thus the loads of
users are largely lightened.

A conventional card has had a disadvantage that an
IC-card holder is required to memorize his personal
identification number, but sometimes he forgets it or

because the number can be easily guessed by others the



3 nunber does not work as a personal identification nunber. A first object
of the present invention is to nake a card holder free fromnenorizing his
personal identification number and yet to make it possible to ptbuiddla
means for certifying that he is the right holder of the card. There is a
demand to diversify the contents of a point service in the shopping
district using an IC card of a conventidonal type and al so a demand for
seizing and enclosing custonmers in the district by providing sone
conditions. As an exanple of diversification of services and conditions
following can be considered: for the purpose of giving incentives to
pur chasi ngumidt i dresfncusverkeras atheysanalr édenmefded tiemavdke i urality
of cards for accunulating a plurality of kinds of points and the points
can be doubl ed urdérn rsonehdendi tdforshefpresrhatnoest b¢n| £ Ear #gkeTRer e
has been a di sadvantage in the conventional technique that it has been
i npossi bl eatrad setl d@ndf téonfromboemot heivgnbisaresscorll C cards A second
object of the present invention is to provide a neans for setting
condi t i ons dahait f 1€ chonsnumbéer znfasebetn maliesadvansagdlss Yfenti oned
below in the reservation for utilizing public facilities with a
convent i opalowiste demeans df ¢ suedt bfy angethagober Asnghgodyigh el 4fen a
resident in the neighboring self-governing body other than the one
managi ng publtlo: feerdities desires to 0O 1 NOV 2004
There is a demand to diversify the contents of a
point service in the shopping district using an IC card of
a conventional type and also a demand for seizing and
enclosing customers in the district by providing some
conditions. As an example of diversification of services
and conditions following can be considgred: for the purpose
of giving incentives to purchasing volition of customers,
they are recommended to have a plurality of cards for
accumulating a plurality of kinds of points and the points
can be doubled under some conditions of combinations of IC
cards. There has been a disadvantage in the conventional
technique that it has been impossible to set conditions
about the combination of IC cards.
2 second object of the present invention is to
provide a means for setting conditions about IC cards.
There has been a disadvantage as mentioned below in
the reservation for utilizing public facilities with a
conventional resident card issued by a self-governing body.

Even when a resident in the neighboring self-governing body

other than the one managing public facilities desires to



4 utilize the facilities, the resident card in the neighboring

sel f-governing body is unable to store the I1C card application ﬂ§$@§§@ny
for the utilization of the public facilities. It is also inpossible't
issue a resident card which is able to store the application from the

vi ewpoi nt of the system therefore, it has been inpossible to formthe
resident card in the formof an IC card which enables the utilization of
public facilities by a resident in the neighboring self-governing body. A
third object of the present invention is, presupposing that one has his
resident card of a neighboring self-governing body, to provide a neans

whi ch enalligsi idethsstiecdiiahes C chedrésideanit! cairdg ithdhsubl i ¢

facilities. In sone case, for an entry to the wi ndow of a self- governing
body, the ppashAth®fsel fogomentingsbedybys anebher b4 fdawe Sheeded. in
such a case, if the entry or the docunent is electronically processed, it
i S necessajard tapsiest gopde ebeetsanicabry thireugliddtzadnion d?j%/dfr’f’tﬁ\t to be
added to the electronic entry and to inspect thempronptly if there is any
i st ake orp il 561 BdcinithesentTy docahent smpassihéer 80ei FEUSF &t he
docunents; however, the nmethod of executing the inspection is not clearly
deci ded. Adpdhc obiegtwhichhespabientoi atemei 6he froli @ik IMere t he
entry and the docunent to be appended are realized by an |C-card

appl i cati ofhe t9i ueyite afnenassyetéml kbez@dpre, it has been

impossible to form the resident card in the form of an 1IC
card which enables the utilization of public facilities by
a resident in the neighboring self-governing body.

A third object of the present invention 1is,
presupposing that one has his resident card of a
neighboring self-governing body, to provide a means which
enables the issue of an IC card for utilizing the public
facilities.

in some case, for an entry to the window of a self-
governing body, the appending of a document issued by
another window is needed. 1In such a case, if the entry or
the document is electronically processed, it is necessary
to designate electronically the electronic document to be
added to the electronic entry and to inspect them promptly
if there is any mistake or omission in the entry documents
at the receipt of the documents; however, the method of
executing the inspection is not clearly decided.

A fourth object of the present invention is, in a
case where the entry and the document to be appended are

realized by an IC-card application, to provide a means to



5 enable to show the docunent to be appended electronically and to quicken
the inspection of the entry docunents when they are received at the
wi ndow. SUMVARY OF THE | NVENTI ON According to a first aspect of tﬁﬁ'mmqﬂgrt
invention, at least two |IC cards can be connected to an IC card term :
the I C cards being connected electrically or electromagnetically to each
other, a first card in the above-nentiq?ed plurality of IC cards has at

C

| east a first application and a second card in the above-nentioned
plurality of IC cards has at |east a second application, and each of these
two cards concerns a different function fromeach other. The card term nal

obt ai ns at I$% éthge?P;ég%ngﬁgkh&%%%oQ&J(§{g}é%ﬁ&%dt%yé%éygﬁﬁ%%%u cessary

i nf or mat i or I"’cat’ i on owné € secon ap on, and

|C-card seryigces are, proyided_based.aon the bq | nf ' rdi ng
to a secon%ln‘isb%c?ub?kgﬂe¥}3feégﬁ?eci \%lntoir%oﬁ,h%ateﬁ%eﬁagtﬂémﬁg&%%gca@?d%?can be
connected to an_IC card term_nnal, the .lC cards being connected

el ectri cal F§e%raTg| BEEFINE n8Fi§§F|V1P8°§ach other, a first card in the
above-nentioned plurality of IC cards has at least a first application and
a second card in the above-nentioned plurality of 1C cards has at |east a
second application h two cards concerns a different function
fromo 1 %E%F§%§4oga§ﬁgoEﬁ&Fﬁq§§ card term nal obtains at |east the first

According to a first aspect of the present invention,
at least two IC cards can be connected to an IC card
terminal, the IC cards being connected electrically or
electromagnetically to each other, a first card in the
above-mentioned plurality of IC cards has at least a first
application and a second card in the above-mentioned
plurality of IC cards has at least a second application,
and each of these two cards concerns a different function
from each other. The card terminal obtains at least the
first application of the first card and the necessary
‘information for the first application owned by the second
application, and IC-card services are provided based on the
above information.

According to a second aspect of the present
invention, at least two IC cards can be connected to an IC
card terminal, the IC cards being connected electrically or
electromagnetically to each other, a first card in the
above-mentioned plurality of IC cards has at least a first
application and a second card in the above-mentioned
plurality of IC cards has at least a second application,

each of these two cards concerns a different function from



application owmed by the first card and the information owned by the
second card, the information being necessary for the first apmhiﬁﬁﬁﬁ@p,

j udges the correspondence with an application owed by a differerit card
fromthe first card, the different I1C card application operating in
association with the application owed by the first IC card, and based on
the result of judgnent the card term nalg selects a designated service to
provi de the service. According to a third aspect of the present invention,
the provision of services by the card termnal is performed by the
operation of a programstored in the termnal or a programowned by a

server corged edrhert hehkerardalebased] ebddiad iatstl appt | € | Dirowned by
the first card and the information owed by the second card and necessary

for the figili epplbsabvaBd BeCemdi 7d risd @ afr@irdrd aspecin bérhdiei qm esent
Invention, it is possible to set the application variably which is owned

by a differeida |l Eycend Eeeshiheatdr, sttHeCigdakmd thieoihé Menied s omey at i ng
in association with the application owed by the first card. According to

a fifth aspact@é thesprepphlcenventi GRdgdst tie possiddmotdeset ectthhe
application owmed by a different IC card fromthe first card, the
di ff erent JC aspl dc@pebAt bREeldn bEs 200G idtfie@rni tTIT tderdpfitdrcathonf omaed by
the first card. 0 1 NOV 2064 7 According to a sixth aspect of the present
i nventi on,card, the different IC card application operating in
association with the application owned by the first IC card,
and based on the result of judgment the card terminal
selects a designated service to provide the service.

According to a third aspect of the present invention,
the provision of services by the card terminal is performed
by the operation of a program stored in the terminal or a
program owned by a server connected to the terminal based
on the first application owned by the first card and the
information owned by the second card and necessary for the
first application.

According to a fourth aspect of the present
invention, it is possible to set the application variably
which is owned by a different IC card from the first IC
card, the different IC operating in association with the
application owned by the first card.

According to a fifth aspect of the present invention,
it is possible to select the application owned by a
different IC card from the first card, the different IC

card operating in association with the application owned by

the first card.



It is possible to select an application which operates in association with
the application owned by the first card fromanong a plurality of LNV 2006
applications owned by a different |1C cards fromthe first card. 'Iun v
present invention provides an IC card termnal which is able to realize
the providing nethod of |G card services as nentioned in the above, and
al so provides IC cards which can be us for the above IGcard termnal.
BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. | shows a bl ock di agram show ng t he
configuration of an I C card service systemaccording to the present

I nvention; Fig. 2 shows a bI ock di agram showi ng an exanple of the

configuration of + gegms@%! e ﬁjehc% %PW&@C%QE&QI agram-ghaw ng

the configuration C card ows a blo di agram show ng an

exanmpl e of., the ?g?%gggg %hogquc%nah§% EIQQ%QH%EU%HﬁcE”bﬂé%é%EQ in

appllcatlon acco resent invéention; Fig. 5 shows a part of the

{1 ow chart, L §c§é9hshnuggpcarg a2ailcs lon REIOYS e mliod &lrd © car d

services I ZI ng an enticatlon accordlng to the pr esent
§uRaht ¢

i nvention; o] h I fs Qi R A1 OOE e de NOV
2004 8 thef]éléé al ﬁoagfwtsﬁe provi gl o% ‘recrlg 133’;&*1%&10 (?arnd serlel ces utilizing

an | C card;£og,a4LneRbyCahloR; 2650cdiag o the

The present invention provides an IC card terminal
which 1s able to realize the providing method of IC-card
services as mentioned in the above, and also provides IC

cards which can be used for the above IC-card terminal.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows a block diagram showing the
configuration of an IC card service system according tc the
present invention;

Fig. 2 shows a block diagram showing an example of
the configuration of an IC card terminal;

Fig. 3 shows a block diagram showing the
configuration of an IC card;

Fig. 4 shows a block diagram showing an example of
the configuration of an issue apparatus of an IC-card
application according to the present invention;

Fig. 5 shows a part of the flow chart for explaining
the details of the provision method of IC-card services
utilizing an IC card for authentication according to the
present invention;

Fig. 6 shows a part of the flow chart for explaining



present invention; Fig. 7 shows a part of the flow chart for explaining

the details of the provision nethod of | Ccard services wutilizing an IC
card for authentication according to the present invention; Fig. § shrwgla
part of the flow chart for explaining an

"associ ated-1Ccard-application-attribute-information- collation nethod"
according to the present invention; Fig.q 9 shows a part of the flow chart
for explaining an "associated-1C-card-application-attribute-informtion--
col lation nethod according to the present invention;, Fig. 10 shows a part

of the flow chart for explaining an

‘associ at gg;d %&@éﬁlﬁp&?k' Eﬂé' 9900%5% RQ t niRt Bed'T ALYl grs acdde present

invention; Fig. 11 show a flow chart for explaining an

"associ at gl G z?ﬁpé'&ett@ncéaéa' kakﬁl leahE}ﬂeﬁQ'ifc'art%H o c R cacgpe ding to

t he present |nvent|on Fi g. shows a flow chart for explaining an I C
card- ceﬂnﬂfégg cgggé%gyghon met hod according to the present invention
Fig. 13 shows a flow chart for .explaining an obtainment nethod of a

private-identifiggty on Qgﬁﬂﬁ; QGLPE g p t v helnifg. 14
shows a part of théff|OMlC artaof anqggaﬁ%9e£f8w Eﬁé?@ fb@ %&?y%}nlﬂéJ

| G card-app|d cald ord SsHecAB! Podv 26 ¢8R IhBENLA b&eldﬂrc%%@tséﬂWféﬁé on;
utilizing an IC card for authentication according to the
present invention;

Fig. 8 shows a part of the flow chart for explaining
an "associated-IC-card-application-attribute-information-
collation method” according to the present invention;

Fig. 9 shows a part of the flow chart for explaining
an "associated-IC-card-application-attribute-information-
collation method according to the present invention;

Fig. 10 shows a part of the flow chart for
explaining an "associated-IC-card-application-narrowing
method" according to the present invention;

Fig. 11 show a flow chart for explaining an
"associated-IC-application-availability-confirmation
method" according to the present invention;

Fig. 12 shows a flow chart for explaining an IC-
card-certificate-confirmation method according to the
present invention;

Fig. 13 shows a flow chart for explaining an
obtainment method of a private-identification number
according to the presént invention;

Fig. 14 shows a part of the flow chart of an example



Fig. 15 shows a part of the flow chart of an exanple of an

| C-card-application-issue nethod according to the present invention;

16 is a drawi ng showi ng an exanple of a description formof an ﬂlNUVZW&
associ ated-1C-card-application- attribute information; Fig. 17 shows the
configuration of the associated- |IC-card-application list to be used in the
present invention; Fig. 18 shows a bl ock di agram showi ng an exanple of a
service using a PIN card; Fig. 19 shows a bl ock di agram showi ng an exanple
of an adm nistration-entry service; Fig. 20 shows a bl ock di agram show ng
an exanple of a w de-range service of a self-governing body; and Fig. 21

shows a bl 9ek, di agt aE3NAWHNG dah8 RSSQGA! etk tepEraddard g atgl thal i ty of
| C cards. DETAILED DESCRI PTI ON OF THE | NVENTI ON The details of enbodi ments
accordi ng 5peﬁgﬁtpgﬁ§%gklonlnventlon w || be made clear in the follow ng;
however in e heading part, a representative exanple will be shown

bel ow. A fundaﬁenﬁiﬁlf sy§t gRbGeNEepA Yot nRr €3eRt chat® 2A94nlGxiamEld i on
conprises a plurality of IC cards and an ICcard termnal for executing

services. Lp gﬁ”!ccééﬁ‘cﬁ 2R 11iEaG310R - @il Nede Al fcsRfdig © cthahi ch
interlinks wth the above

present invention;

Fig. 16 is é drawing showing an example of a
description form of an associated-IC-card-application-
attribute information;

Fig. 17 shows the configuration of the associated-
IC-card-application list to be used in the present

invention:

Fig. 18 shows a block diagram showing an example of

a service using a PIN card;

Fig. 19 shows a block diagram showing an example of

an administration-entry service;

Fig. 20 shows a block diagram showing an example of
a wide-range service of a self-governing body; and
Fig. 21 shows a block diagram showing the associated

operation of a plurality of IC cards.

DETAILED DESCRIPTION OF THE INVENTION

The details of embodiments according to the present
invention will be made clear in the following; however in
the heading part, a representative example will be shown

below.

A fundamental system concerning the present



| C-card term nal have a conputer programfor executing the service. In
sone case, an IC card has a desired programin its inside. Conponents for
a fundamental systemare constituted as desired using existing part sl NOV y 100k
supposing that a first 1C card for utilizing I1C card services stores a
first 1Gcard application, and apart fromthis a second |C card stores a
second | C-card application, an associ at

| C-card-application-attribute-information-storage neans for storing the
attribute information of the second IC card and/or the attribute

I nformati on of the second |C-card- application is provided in the first IC

card, and/Pﬁvé‘nt??hVE‘Bﬁ rdertl B cati,on-nyher -/t r A8 SR@NEnt ecbeaviged for
the utilization of the |rst | C-card application is provided in the

second I'C car 1n§ErEB§rexEQ%tq§ba'@%4?0@?‘e&%n&@%#ﬁcéég%F¥Hﬁ”fbehr@Eth0d

of the IC-car services according to the present “invention conprise the

reSpeCth&é{;ﬁPﬁafs ﬁﬁ%ﬂfge%%w b Awiigh ofn Qb2 OO0 8Pn! the above

C-card-application |st or obtaining an | C-card-application [ist of

every I C cak £2) o PRi1A8306LRLed- 'cs@rt%za&pﬂdgq% OfsAt &kt Byt €ng the

i nf or mati on- co?fatlon steps: a step of obtaining an

associ at edséfvgééd aﬂP'é&rﬁé'QQs@ttéhb%ech%OhE@afa' QR sifria dk4m nigy t he
attribute ormation stored in the U nov 2004 :

associ at ed; { & ¢aLdaappl ¢GRLbREA BE T fb9usefuﬂhah@aklaqnsysstwna@&émans of

every IC card; a step of judging if the second |IC card which coincide with

the attr'bgéﬁstltuted as desired using existing parts. Supposing
that a first IC card for utilizing IC card services stores
a first IC-card application, and apért from this a second
IC card stores a second IC-card application, an associated-
IC-card-application-attribute-information-storage means for
storing the attribute information of the second IC card
and/or the attribute information of the second IC-carad-
application is provided in the first IC card, and/or a
private-identification-number-stbrage means to be used for
the utilization of the first IC-card application is
provided in the second IC cargd.

Further, the details of an example of the providing
method of the IC-card services according to the present
invention comprise the respective steps as shown below.

(1) A step of obtaining an IC-card-application list
for obtaining an IC-card-application list of every IC card;

{2} An associated-IC-card-application-attribute-
information-collation steps: a step of obtaining an

associated-IC-card-application-attribute-information for

obtaining the attribute information stored in the



I nformation stored in the associated-1C- card-application-
attribute-information-storage neans is connected electrically or

el ectromagnetically to an I Gcard termnal through the analysisﬂ?f‘. o
reliance based on the attribute information stored in the Nuv 2004
associ ated-1C-card-application- attribute-information-storage neans, and/or
a step of judging if the second | C cardjapplication which coincide wth
the attribute information is stored in the first 1C card or in the second
| C card; (3) An associated |ICcard-applications-narrowing steps: an
associ ated-1Ccard-application-list-conposition step of producing an

| C-card- appiiésat heaal ret cRydCapRQsicad i nCaardtan 1iGatdeiutisi s obt ai ned
fromevery I1C card and a step of displaying an opti onal

| C-card- appté£agbonebhst o@Ndvedgcept icagd;he sAlegctd on apath off tége rel i ance
predi cated upon the attribute information stored in the associated-1C

card- appl i gaté0a- att £hbat gnlbhocBahicaR=s Wardge e ans Wibutespective 1C
cards. (4) An associated-I1C-card-application-availability- confirmation

step: DbefofgréhBaex66UbtoRell id theShskGrGaned-anpldaaiiqpTtdoieng steps
will be perfornmed: a step of inquiring a server about the availability of

the secondzd€zrikatd- Ltpfaraatyeh -dtiolhagienghelahe liG camreaMadid ability 01 NOV
2004 12 confirmation information stored in the associated-I|C- card-

attribut e-é né OF FRELDDY SHOI agecliRanagntiida 1ike thi rast I canad demniday a

step of inquiring the server about the
through the analysis of reliance based on the attribute
information stored in the associated-IC-card-application-
attribute-information-storage means, and/or a step of
ﬁudging if the second IC card application which coincide
with the attribute information is stored in the first IC
card or in the second IC card;

(3) An associated IC-card-applications-narrowing
steps: an associated-IC-card-application-list-composition
step of producing an IC-card-application list by composing
IC-card-application lists obtained from every IC card and a
step of displaying an optional IC-card-application list and
accepting the selection based on the reliance predicated
upon the attribute informationm stored in the associated-IC-
card-application-attribute-information-storage means of
respective IC cards.

{4) An associated-IC-card-application-availability-
confirmation step: before the execution of a first IC-card
application following steps will be performed: a step of

inquiring a server about the availability of the second IC

card to a server utilizing the IC-card-availability-



availability of the second |ICcard application utilizing the

| C-card-application-availability-confirmation information stored {iinNOYha04
associ ated-1C card-program attribute-storage neans inside the first IC
card. (5) A step of obtaining PIN. while one is waiting for a key input of
his PIN, he obtains information fromthe second IC card, and the obtained
information is regarded that the key iypput of the PIN by the hol der has
been done; (6) A step of creating random nunbers in which the first IC ~
card is made to create random nunbers; (7) A step of meking out a
certificate in mhich the second IC card is nmade to nake a certificate

using the P8t ot Ner se6@NDh | €heaagdsbyikradsaiCt-tiamg - one of
t he above- nentloned'ran om nunbers to the second IC card; (8) A step of

verifying f f4000 8% 01 SO 41 S5 54 Qe aRAt i ABEMei BhENEiaBAVECar €
transn1tte %J%qﬁé %#ﬁ%t 1ca.rd for@%erlflcatlon Further, there are

steps as %ﬂﬂ%ﬁ qst frhtgg%prg¥rgﬁhﬁqri§§ugh@fsé£beardbapmlmmatlons (1) a

step of de5|gnat|ng a target  of association in which as a target of

associ at i appl L e@th @nrc st or@dapplibetlionsutiCicdmg, the
secondl(;%gﬁéfégaﬁ§ifqﬁg 01 NOV 2004 13 IC card application stored in the

second | C Gl drd Sca fIPSI Rl sk 162) s Pa 51 495 of coxeontiing tilom attri bute
I nformati on

information stored in the associated-IC-card-program-
attribute-storage means inside the first IC card.

{(5) A step of obtaining PIN: while cne is waiting
for a key input of his PIN, he obtains information from the
second IC card, and the obtained information is regarded
that the key input of the PIN by the holder has been domne;

(6) A step-of creating random numbers in which the
first IC card is made to create random numbers;

(7) A step of making out & certificate in which the
second IC card is made to make a certificate using the
information proper to the second IC card by transmitting

one of the above-mentioned random numbers to the second IC

card;

(8) A step of verifying the certificates:
certificates mentioned in the above are transmitted to the
first IC card for verification.

Further, there are steps as shown below in the
method of issue of IC card applications:

(1) a step of designating a target of association in
which as a target of association of an IC-card application

stored in the first IC card, the second IC card and/or the



of a target of association in which as the attribute information of a
target of association, attribute information of an IC card and/qﬂ NOV. 2004
attribute information of an IC-card application are extracted fron1Qhe
second IC card; (3) a step of injecting attribute information of
associated |1 C-card applications in which the extracted attribute
i nformation of the target of associationgis stored in the storage neans of
associ ated-1C-card application-attribute information in the first 1C card..
The present invention provides a nethod of wutilization of IC cards which
enables to execute a designated function utilizing at |east two different
functi ons mynegrbyapfleabdsonsisng ried isheeies sefcdn@ Car dsard-ars exanpl e, a
plurality of cards, for exanple, two cards are used and each of themis
gi ven di f fasendnateactions, these plurality of functions work in
association wth each other and perforns a designated operation. In this
pl ace, "the functipn HDwesh byf asxt£acaifdy theaastirhbucentiafosmaft iver i ous
ki nds of services which are provided by I1C cards. These words are terns
whi ch incldies +progtasE hesceiattibnng nsemiictessanthey artittiokiends of data
housed in I1C cards. 0 1 Nov AN 14 The contents of services spread to a
vari ety ofinfdehseichobrexanpkgett bE helslo@diatg ozan e wiithete however the
foll owi ng are only exanples of services which the

information of an IC card and/or attribute information of

an IC-card application are extracted from the second IC
card;

(3) a step of injecting attribute information of
associated IC-card aprlications in which the extracted
attribute information of the target of association is
stored in the storage means of associated-IC-card-
application-attribuﬁe information in the first IC card..

The present invention provides a method of
utilization of IC cards which enables to execute a
designated function utilizing at least two different
functions owned by IC cards using two sheets of IC cards.

For example, a plurality of cards, for example, two
cards are used and each of them is given different
functions, these plurality of functions work in association
with each other and performs a designated operation.

In this place, "the function owned by an IC card"
means the contents of various kinds of services which are
provided by IC carxds. These words are terms which includes

programs for executing services and varicus kinds of data

housed in IC cards.



present invention is able to provide: (1) a service of acting for another
to input PIN (Personal ldentification Nunber); (2) services of pgﬁfgquﬁg
the sale of electronic tickets, the issue of electronic certific tgg, t he
sales of electronic newspapers, etc., and the settlenments of their
accounts. In other words, the services of intending to performthe
settlenents of accounts for the above- tioned sales and issue by
optional various kinds of settlenent nethods with IC cards; (3) point
services and the settlenments of accounts: that is the services of
intending to performsettlenents for these point services by optional

various Kinds of mSeliaiEits B hads, Wdd 455 caadso b4Yaeneey b0

adm nistration a first exanple of the entry to adm nistration: an

appli cati gy d i SUDHLL Gladhhr® [0 AITIAY S atdN Coui Blovd; andweisbhout

subm tting an 1ssuéd certificate to the second adm nistrative w ndow, a

desired aqﬂg ifg#f§+?ﬁbpg£@eéﬁlyiéxgﬁéiggngg Vel i2eReh@g nOft heer vi ces; a

second exanpl € 0 e entry to admnistration: about electronic

certificat I I AL S I PR, .I1's a request of designating
rpgzsecer ﬁ%@ytgqul\lfg 1hki 09, pribese

a necessa I ficate U NO4 15 by, for exanple, formats or issue
organ. In Sone C3s§, ,an e AMHLIG IAld My Ofdd Condesignabesnpie Ferhod of

paynent. The present exanpl e shows a service which enables to
(Personal Jdentification Number);

(2) services of performing the sale of electronic
tickets, the issue of electronic certificates, the sales of
electronic newspapers, etc., and the settlements of their
accounts. 1In other words, the services of intending to
perform the settlements of accounts for the above-mentioned

sales and issue by optional various kinds of settlement

methods with IC cards;

{3) point services and the settlements of accounts:
that is the services of intending to perform settlements
for these point services by opticnal various kinds of
settlement methods with IC cards;

(4) entry to administration

a first example of the entry to administration: an
application is submitted to a first administrative window
and without submitting an issued certificate to the second
administrative window, a desired administrative process
is performed@ with a series of services;

a second example of the entry to administration:
about electronic certificates handled by administration,

there is a request of designating a necessary certificate



process the issue and the paynent of a certificate by a series of

busi ness; (5) Wde area services by a self-governing body: in a case where
a resident in a self-governing body A desires a service utilizing an
application owned by an IC card issued by a self-governing body @1NU@2M&"
be able to have the service using his ID card issued by self-governing
body A In order to realize the above- ti oned service, an exanple of
various kinds of data stored in the IC card are shown in the foll ow ng.

For exanple, a card ID of an IC card, a card holder ID (inherent to the
hol der), AID (Application Identifier), the manufacturer's nanme of an

application, the_issuer-.s n of  an _application: R ( | stered

Appl i cati o Pr gerdg?{aflaéﬁ!ﬁ %iggrrm)a,t e clasrsl'd’le rréarr,#}ét‘%tt l?rner@gl%l [%a%%e Hame of
a card issuer, the ID.of a_.card jssuer, etc.. can be cit ding to
Che preserf T hBOHEFBRA0E BECPLN (Fprasiuend dortel Sharndfelts
plurality @%Efunctio s ,anong t@%Jmetions.stored I n egggeof t hese

plurality RFGET"S €G88PrEd &MV fe SN e e"§<helccu ed. % E3se where

such a pluralit cards are utilized, these plurality. ards_. have to
o desi ghavEst - hia CPReSRRNr SR e SrOAT ot ecefon Kt vBohY T
plurality of cardsfhgﬁe.to be designated. For the infornmation of

designatio%eﬁ%eg Parge 28°G7 for exanple, a card ID, a card holder ID a

manufacturer's gy yige area services by a self-governing body: in

a case where a resident in a self-governing body A desires
a service utilizing an application owned by an IC card
issued by a self-governing body B, he will be able to have
the service using his ID card issued by self-governing body
A.

In order to realize the above-mentioned service, an
example of various kinds of data stored in the IC card are
shown in the following. For example, a card ID of an IC
card, a card holder ID (inherent to the holder}, AID
(Application Identifier), the manufacturer's name of an
application, the issuer's name of an application: RID
({Registered Application Provider Identifier), the card
manufacturer's ID, the name of a card issuer, the ID of a
card issuer, etc. can be cited.

According to the present invention, a plurality of
cards are used, and using a plurality of functions among
the functions stored in each of these plurality of cards, a
desired service can be executed. In a case where such a
plurality of cards are utilized, these plurality of cards

have to be designated, and the applications stored in these



can be

name or a manufacture ID, an issuer's nane or an issuer ID, etc.
used. Naturally, the conbination of a plurality of these can be use
the informati on of designating a service to be |oaded on a card, NUV2W4
exanpl e, an application's name, application ID, a manuf act urer’ s nane or a
manuf acture 1D, an issuer's name or an issuer ID, etc. can be used
properly. Naturally, the conbination ofga plurality of these can be
As a realistic nethod, proper nethods for designating a target for
associ ation of the above-nentioned plurality of cards can be arranged as
shown in Table 1. Table | Specified contentslinformation to belnformation to

be used foryset {op destgpati payvef ggsb@”ébb@@nﬁfteharget car dt ar get
appllcatlon 1Fi xed(1C) Card ID, (IA) AP nane, AP card holder ID ID (Al D)

etc. 2C0nd't'0“a's(o?rc)tﬂ\@r&&i§&}rya(@f&?ﬁaf NeswH @64 HE8h HANR, thegUer @awa,

i ssuer name, nane, manufacturer |D, manufacturer ID, issuer |ID, etc.issuer
ID, AP nang,Orefifith €S- card ID, a card holder ID, a manufacturer's

used.

name or a manufacture ID, an issuer's name or an issuer ID,

etc. can be used. Naturally, the combination of a

plurality of these can be used.
For the information of designating a service to be
for example, an application's name,

locaded on a card,

application ID, a manufacturer's name or a manufacture ID,

an issuer's name or an issuer ID, etc. can be used properly.
Naturally, the combination of a plurality of these can be
used.

As a realistic method, proper methods for

designating a target for association.of the above-mentioned

plurality of cards can be arranged as shown in Table 1.

Table 1

specified contents

Information to be
used for
designation of
target card

Information to be
used for
designation of
target
application

{1A) AP name, AP

Fixed (1C) Card 1ID,
card holder ID, ID (AID}
etc.
Conditional {2¢) Manufacturer | {22a) Manufacturer

name, issuer
name,
manufacturer ID,

issuer 1D, etc.

name, issuer
name,
manufacturer 1ID,
issuer ID, AP
name or kind,

etc.




0 1 NOV 2304 17 3Unconditional (3C) Card(3 ) AP responds
respondsuncondi tional ly. unconditionally- A first case shows a case Meffe 2(04
there are, plurality of cards, for exanple, tw cards and the services to
be executed are fixed. Such exanples are shown in the following. In a case
where a desired service is, for exanple, at a government office or at a
city office aresident is able'to requide a resident card with an IC card,
I D cards are distributed to all target residents. Wen the IC card is
used, naturally, a resident has to nennrize his PIN (Persona

I denti fi gati-ep—Narbery) eerti-fyy the_gser—hrmsgl HIWEYEL porfR L a3 €,
where a Uset UBBESHEET #ﬁﬁﬁgrlze hi s FJ?E)ond can be céﬁ%ﬁ dgs e on§?¥§ PIN
whi ch cerftifyjthe user hinself. Amc%ﬁcg t&g t?f present nventlon n
such a ca rt from an G card WH K &xelit o5 serviree—another—car d

storing his PIN can be used. Thus a first IC card mhrch execut es services
and a second IC card storing his PIN are wused as a fixed couple. Onmng to
this, one does nqgt fieatt dasdedfidwgea hitss®l dhateanperensrel npilivgadlidwe, an
exanple of an administration service is described; however the present
exanpl e | SPossidte £6rapphyple, gener abrger endeshesismyivicatherp ol ural ity
of 1C cards are | oaded on a card termnal, it becones necessary to
designate exéiged dfe fixed.
Such examples are shown in the following. In a case

where a desired service is, for example, at a government

office or at a city office a resident is able to require a

resident card with an IC card, ID cards are distributed to

all target residents. When the IC card is used, naturally,

a resident has to memorize his PIN (Personal Identification

Number) for certifying the user himself. However, a case,

where a user does not memorize his PIN well can be

considered, the PIN which certify the user himself.

According to the present invention, in such a case, apart

from an IC card which executes service, another card

storing‘his PIN can be used. Thus a first IC card which

executes services and a second IC card storing his PIN are

used as a fixed couple. Owing to this, one does not need

to memorize his PIN at any time. In the above, an example

of an administration service is described; however the

present example is possible to apply to general services

simply.

When a plurality of IC cards are loaded on a card

terminal, it becomes necessary to designate a target IC



0O 1 NOV 1004 18 card. For such a demand, for exanple, the attribute

i nformation of the card can be used. As attribute information of P@%
card, the discrimnation nunber of an |C card (a card ID), an @g 2004
public key, a card holder's name or card holder's discrininatlon nunber (a
card holder 1D), the issuer's nanme of an IC card or the discrimnation
nunber of an I C card issuer, a card manggacturer's nanme or the

di scrim nation nunber of a card manufacturer, etc. can be cited. It is

al so possible to use one or nore than two of these. Further it is
necessary to specify an application concerning the execution of a service

for the exegHii O @& VA CESmBEEOr flhbAgekamphe, peRseattiribenei on. For the
designation the name of a card application or the discrimnation nunmber of

a card appijfeth@pibAl Br tappkheat can beensield.er ps eteribueeused. Wien the
object of usage is a fixed one, a representative exanple of operation is

shown bel oy, rdyhit$bn! G£CandIbsceeaneched die cd iodmd tiemnimalberel®ictan cal | y
or electromagnetically. The connection nmeans an electrical or

el ectronagnetégrgonaeehirantand bh deoesarat pubadeskayi,| ya reapd reolader’s
mechani cal contact. Needless to say, by nmoving an IC card in the vicinity
of a card fgné §al carihBcohect af seenpeakitamncanmerach exad HWiister he

first 1Ccard is a card which urges the operation of the card termnal, a
program coffesperdi ngstierasdasingnatednsecviceed or the discrimination
number of an IC card issuer, a card manufacturer’'s name or
the discrimination number of a card manufacturer, etc. can
be cited. It is also possible to use one or more than two
of these.

Further it is necessary to specify an application
concerning the execution of a service for the execution of
services according to the present invention. For the
designation the name of a card application or the
discrimination number of a card application (AID:
application identifier}, etc. are used.

When the object of usage is a fixed one, a
representative example of operation is shown below.

A first IC card is connected to a card terminal
electrically or electromagnetically. The connection means
an electrical or electromagnetic connection and it does not
necessarily require a mechanical contact. Needless to say,
by moving an IC card in the vicinity of a card terminal,
the object of connection can be achieved. When the first

Ic card is a card which urges the operation of the card

terminal, a program corresponding to a designated service



0 1 NOV 1004 19 starts to operate, the program being owned by the card
termnal or the server which interlinks wth the above card ternimpwﬂv

user is requested for data or a further program necessary to execute tﬂ@‘
service. This requirement is, generally, expressed by the use of a

di splay. In sone case, key input is enabled by an instruction based on the
display. After a program specified by aguser is executed, and when a
further IC card is needed, process stops, and a nessage requiring another
IC card is displayed. In correspondence to the above-nentioned requirenent,
t he user connects the second IC card to the card termnal electrically or
el ectronagseii€sl ty. ob8rbbes phacerle ancariect imekpressles oatdral ly the
same neani ng as described in the previous page. In this explanation the
second cargeimis€pabat €Het aRvers@hilht iintexdnmksystieth tloefalbovatcand a
plurality of 1C cards can be connected to the card term nal beforehand. In
correspondegegidt® the requirenent fromthe card termnal, a second IC card
provides data or a further programfor executing the services. The data
for executing thersarsdess neafuefDed €xanfhea bk a fosttheEnpimgreanpl e, a

person who obtains the service or information for confirmng a card, that
I's, a disgsdedatyobonarbentePtNe gevithke | rhosmekigod rfememtt hiss, second | C
card is generally sent to the IC card termnal. On receiving the
i nformat i ofledh@©raTDWf | ERBregBedbbyt the use of a display. In some case,
key input is enabled by an instruction based on the display.
After a program specified by a user is executed, and when a
further IC card is needed, process stops, and a message
requiring another IC card is displayed.

In correspondence to the above-mentioned requirement,
the user connects the second IC card to the card terminal
electrically or electromagnetically. In this place the
connection expresses naturally the same meaning as
described in the previous page. In this explanation the
second card is separated time-wise, but in some system
configuration, a plurality of IC cards can be connected to
the card terminal beforehand. In correspondence to the
requirement from the card terminal, a second IC card
provides data or a further program for executing the
services. The data for executing the services mean, for
example, in a most simple example, a person who ocbtains the
service or information for confirming a card, that is, a
discrimination number, PIN, etc. The information from the

second IC card is generally sent to the IC card terminal.

On receiving the information for confirmation about



0 1 NOV 2004 20 a person who receives the service or a card fromthe second
card, the card termnal confirns whether the information is that &gﬁbn
avai lability or not. Wen the availability of the above is confir %3%4
the confirmation operation, a concrete service is executed. In sone case,
the above information for confirmng a person who receives a service or a
card fromthe second card can be execut®d in the first <card. in this case,
t he above information is transmtted to the first 1C card fromthe second
IC card, and a confirmation operation is perforned inside the first card.
The result is sent to the card termnal fromthe first 1C card. when the

avai | abi | igt Y dySs ZPNfHG MBkke Bv6ONEREt CerBEEYI 68 hScexdcttred. thHewseeonidn
general, the transm ssion and reception of signals between the I C card and

the card tgn nalpdr&arpetd S iRL | fosPlems Avhkbhert khe, inflosoae icasds t he
information for confirmng a person who receives the service is coded with

the use ofcyandoyuyThers: 14 casey vhesstt haviiamdene navdel sbisedyadft hi s
time are prepared inside the second |IC card, another case where they are

transmttgq,d rapdde Sassht erabaaby t héheosesendtlioncapdratand, osher
various kinds of nethods can be considered. in any way, the

above- mentd Qnad i Of &L & ON: Of ek beuB88ONT Gomarcass, codedambth random
nunbers and transmitted to the card termnal. The inportant thing in the
present | Nyt isSn | flor confirming a person who receives a service
or a card from the second card can be executed in the first
card. 1In this case, the above information is transmitted
to the first IC card from the second IC card, and a
confirmation operation is performed inside the first card.
The result is sent to the card terminal from the first IC
card. When the availability is confirmed, a concrete
service is executed.

However in general, the transmission and reception
of signals between the IC card and the card terminal are
performed in code. At this time, in some case, the
information for confirming a person who receives the
service is coded with the use of random numbers. A case
where the random numbers used at this time are prepared
inside the second IC card, another case where they are
transmitted from the card terminal to the second IC card,
and other various kinds of methods can be considered. 1In
any way, the above-mentioned information of the second IC
card is coded with random numbers and transmitted to the
card terminal.

The important thing in the present invention is in



01 NOV 2004 21 that the necessary information for the execution of a
service which is intended by the first 1C card to provide 1is proviqppN%ymm
the second IC card, and after the confirmation of the information by the
system concerned, the service is executed. Further after a card is
specified, it is necessary to designate an application concerning a
service to be executed. For the above-penti oned designation, the nane of

a card application or the discrimnation nunber AID, etc. are used. A
second case is a case where there is a condition for a usable card. The
condition neans that, for exanple as general consideration, the case where
the judgneghat ftRe nepekieayi enfstpaedonn far ItGecanckdust ial eoft & provi de a
desired service or not is nmade by the provider of the application. A

concrete exewipl €eWrhicheisi tetdehakaWwbyAsha fdaner gice caxaimie mfoaider gan
whi ch shoul d judge whether a desired service can be provided or not, the
organs Whois R5€o d@edabiOURekisBdonafl 1¢r edirl, sandi edxexarcize cited. A
service system selects an organ which is able to provide a desired service
f rom anong: gpEyr R4 €888 . oENtB@NMEn€EasRadiopl byalthky sefs tengarsnearmebl e to
provide the desired service. in this case, the attribute information of an
| C card torhe sesedcéoist BRedsgnation of an I1C card and the attribute

i nformati on of an application to be used for the designation of an
application are the e atexaapt£sd is specified, it is necessary

to designate an application concerning a service to be
executed. For the above-mentioned designation, the name of
a card application or the discrimination number AID, etc.
are used.

A second case is a case where there is a condition
for a usable card. The condition means that, for example
as general consideration, the case where the judgment if an
application stored inm an IC card is able to provide a
desired service or not is made by the provider of the
application. A concrete example will be cited below. As a
concrete example of an organ which should judge whether a
desired service can be provided or not, the organs who
provide various kinds of crédit services can be cited. A
service system selects an organ which is able to provide a
desired sérvice from among many oxgans. In some case a
plurality of organs are able to provide the desired service.
In this case, the attribute information of an IC card to be
used@ for the designation of an IC card and the attribute
information of an application to be used for the

designation of an application are the same as examples



0 1 NOV 2004 22 described in the above. A third case is a case where it is
possible to designate a target card which is able to associate .
unconditionally. In this case, when a designated card is | oaded onl ANGG20H4
terminal it can be operated by a reset signal, and the operating
application responds wunconditionally. Next, a realistic method for
designating a plurality of applicationgsowned by an IC card to operate in
association with each other is shown in Table 2. The exanples shown in
this table show specifying nmethods of target cards and specifying nethod
of target applications which are easy to use. In sone configuration nethod
of a syst®&gcribveag hat whal kpopessi ble to adopt ot her specifying nethods.
synbol s such as (2A) or (3C) in Table 2 express the specifying nethods of
a card or an appld caiied shounitna dabkewhertablteigd pwagpbe eofdonf or mation
forInformation for servicedesignating targetdesignating target
cardappl i cadd 0fink Pk Nacabetier3chAadAhd 3ar ViCarand ko 2e sl A 3A settl enment
of ,account 3Poi nt servicelC, 2C, 3ClA, 2A, 3A

unconditionally. 1In this case, when a designated card is

loaded on a card terminal it can be operated by a reset
signal, and the operating application responds
unconditiocnally.

Next, a realistic method for designating a plurality
of applications owned by an IC card to operate in
association with each other is shown in Table 2. The
examples shown in this table show specifying methods of
target cards and specifying method of target applications
which are easy to use. In some configuration method of a
system, it is naturally possible to adopt other specifying
methods. Symbols such as (2A) or (3C) in Table 2 express

the specifying methods of a card or an application shown in

Table 1.
Table 2
Example of Information for Information for
service designating target designating target
card application
1 PIN card 1¢C,3¢C ia,3A
2 Service and 1cC, 2C, 3C 1A, 22,32
settlement of
account
3 Point service 1C, 2¢C,3C 1A, 2A, 3A
and settlement
of account
4 Entry to 1C, 2¢C, 3¢ 1A, 2A,3a
administration
5 Wide-range 1c 1A




and settl enent of account 4Entry tolC, 2C, 3ClA 2A 3A adm nistration
5W de-rangeticl A 01 NOV 2004 23 service of self- governing body Nextl ! NWelld
fl ow of process of services will be briefly explained. The details of it
will be explained in those enbodi ments descri bed below. (1) The
desi gnati on of correspondence conditions of functions of an IC card
(applications, attribute information, e8c.) Before the issue or at the
time of issue, the correspondence conditions of IC cards and the
applications are decided. The data of the correspondence conditions are
stored i naptC-Gard—or—+ha Sserver—H—a—ease—where—after—the Tssue of an
| C card aEa;pr ISECEEFB°Y $%9d bk i ssued, there is @ case where the data of
cor r espondence 9°YRIPLRH RO, ol oxtracted fromantE-eard—enthe—request ed
side for association. (2) Confirmation of availability of an I C card and
applications It is necessary to nmake inquires of an issuer about the
avai lability of Ilfef@l dshe apDPbw Cot i PPScestCof\VBervares| @idar deor an
application is unavail able, naturally a

briefly explained. The details of it will be explained in

~

those embodiments described below.

{1) The designation of correspondence conditions of
functions of an IC card (applications, attribute
information, etc.)

Before the issue or at the time of issue, the
correspondence conditions of IC cards and the applications
are decided. The data of the correspondence conditions are
stored in an IC card or in a server. In a case where after
the issue of an IC card an application is to be issued,
there is a case where the dafa of correspondence conditions
are extracted from an IC card on the requested side for
assoclation.

(2) confirmation of availability of an IC card and
applications

It is necessary to make inquires of an issuer about
the availability of IC cards, applications, etc. When an
IC card or an application is unavailable, naturally a
service concerned is unable to be executed.

In some cases of services, a method as shown in the
following is possible: at the time of issue of an

application, the information for the confirmation of



service concerned is unable to be executed. In some cases of services, a
nmet hod as shown in the followng is possible: at the tinme of issue of an
application, the information for the confirmation of 0 1 NOV 2904 34 NOV 2004
availability of an associated I1C card is extracted and stored and the
avai lability of an application for a service can be confirnmed w thout the
presence of the associated IC card. (3p4Narrowi ng of applications, etc.
Applications which can be operated in association are narrowed based on -
the condition data stored in the above item (1) . Thus the correspondence
relations anong a plurality of applications which are able to operate in
associ ati ogvaf eapade t§l e& anandsar iapRld Al icdrd sisebectadtedhand will be
actual I'y executed. When the narrowing operation is not sufficiently

performed Hyopahyahhe thiedaveli 1a8quiipeRt drhe pielr o hgh oper adi sarbyca
person can be used in conbination. (4) In the case of execution of a

concrete seiNiBe, coafARaRe Wakheuevend i ddundosst ofhedlaissociatgal IC
reproduction or duplication is devised. For this neasure itself, a
conventi ongirgechni que, for exanple, that of electron noney wil | do the

j ob. For exanple, the exchange of data anong applications is performned.
<Exanpl es of represpntatiyeiner vt cespliextioaeneeexanpl es of representative

services

Applications which can be operated in association
are narrowed based on the condition data stored in the
above item (1). Thus the correspondence relations among a
plurality of applications which are able to operate in
association are made clear, and an application is selected
which will be actually executed. When the narrowing
operation is not sufficiently performed by only the side of
equipment, the narrowing operation by a person can be used
in combination.

(4) In the case of execution of a concrete service,
a means for preventing the loss of data, illegal
reproduction or duplication is devised. For this measure
itself, a conventional technique, for example, that of

electron money will do the job. For example, the exchange

of data among applications is performed.

<Examples of representative services>

Next, some examples of representative services
according to the present invention will be ‘explained in the
following.

A first example is that of a PIN card. Fig. 18 shows



according to the present invention will be explained in the following. A
“first exanple is that of a PIN card. Fig. 18 shows 01 NOV 2004 25 a pqqg$zﬂ4
di agram showi ng an exanple of a service of a PIN card. It is an exanplé 04
an admnistration service at a city office. It is the exanple of the
application and issue of docunents such as a resident card or a certified
copy of one's famly register. In this ggse, a resident card, a certified
copy of one's famly register and so on show only sonme exanples of an
adm nistration service, and naturally the present invention can be applied
to other various kinds of admnistration services. A card user 5 shows an
exanpl e i nawblobkhé&idgeamt whokw@ngalats exdamtlel ©fa a fdesticaraf aeRINlent card
7, and a second card,. a PIN card 6 which work in association with each
ot her. An cadfl nist rodion skadpheobf aanaddimbnststakitdpnserriviee tdtata is, a
service provider 2 and an application issue section 3 which issues the
applicatiopitp befiised fDt £xechéi againfte afnthestpalieatdenviacel are shown
in the city office 1. The second card, a PIN card 6, is issued by an IC
card issueisdueThe G€camedtissSsueh 4sl & Yeadwdeas Taeharmte cargohied the | C
card system according to the present invention. This organ can take a
vari ety ofcépynsf obhecanfahelyg segtisarxrdi rent kiigoveseedabyetstidgegitty of fice
or it can be an organ assigned by the city office. The formof the organ
will not gtaedany tattiuéded torpyheif vmédmediealis yofregister and so on

show only some examples of an administration service, and

naturally the present invention can be applied to other

various kinds of administration services. A card user 5

shows an example in which he uses two IC cards, that is a

first card, resident card 7, and a second card, a PIN card

6 which work in association with each other. An

administration window of an administration service, that is,

a service provider 2 and an application issue section 3

which issues the application to be used for executing the

administration service are shown in the city office 1.

The second card, a PIN card 6, is issued by an IC

card issuer 4. The IC card issuer 4 is shown as a separate

organ in the IC card system according to the present

invention. This organ can take a variety of forms: it can

be a section directly governed by the city office or it can

be an organ assigned by the city office. The form of the

organ will not give any influence to the fundamentals of

execution of the present invention. When one obtains a

service with an IC card at the administration window 2 or

obtain an application, the IC card issuer 4 makes contact



execution of the present invention. Wien one obtains a service with an IC
card at the admnistration window 2 or obtain an application, the IC card
i ssuer 4 makes contact 0 1 NOV 2004 26 to the administration wi ndow 2126804
a delivery certificate of the I1C card. The delivery certificate is to
verify the justification of the card. This contact is, at present in many
cases, perfornmed on-line. of course themg are other nethods. The
information is formed with a nuneral string, a character string or a
conbined information of them The case where this service is executed by
the first nethod of "fix" will be explained. In the first IC card, that
is, a resigientheasdnihbetrattinnbutiezdaw @ rAtdwon aofddéhievdiry stexai fli aatet he
attribute information of the first-card application can be stored. 1In
other wordst the fcresardardrsenpeiseerg seoradecaeands frar vaftrtirfiyputtee
I nformati on of applications of associated IC cards. The attribute
i nformati ojusnificatdohsoff aheexama.e, Tht becBhNaef: dsholademprefsemtt hen PI N
itself, an ordinary one which is used in this field suffices. For the
attri but e mamy otamés onpet fareakd capplineat | ofi, char sex amelre, atfee atdreer of the
application or application ID can be used. The first card, that is a
resident amthddss iEseleihfdbymaniéfe tar dormsdewi4h Ehaupreesdntstexiagpl e i s
the one in which the IC card issuer 4 issues the first card; however, as
card issued schanycoehesttdngs ocan khembimsidddreh suecthi caas o Sfeeti on gover ned
by the adm nistration organ 1. In any

The case where this service is executed by the first

method of "fix" will be explained.

VIn the first IC card, that is, a resident card, the
attribute information of the first card and the attribute
information of the first-card application can be stored.

In other words, the first card comprises a storage means

for attribute information of applications of associated IC
cards. The attribute information in a card is, for example,
the PIN of a holder. For the PIN itself, an ordinary one
which is used in this field suffices. For the attribute
information of a card application, for example, the name of
the application or application ID can be used.

The first card, that is a resident card 7 is issued
by an IC card issuer 4. The present example is the one in
which the IC card issuer 4 issues the first card; however,
as card issuers many other forms can be considered such as
a section governed by the administration organ 1. In any
case, there is no substantial difference in the execution
of the present invention. A user 5 requires beforehand the

issue of an application for the provision of service to the



case, there is no substantial difference in the execution of the present

I nvention. A user 5 requires beforehand the issue of an application for
the provision of service to the 01 NOV 2004 27 service issue sectiom]%UVQ@L
the adm nistration organ 1, and stores the application in the second card.
At this time, at least the attribute information of the card application
Is attached, the information which designates that the application is the
association target 1C of the first card. A user 5 applies the provision of
a service, for exanple, the issue of his resident card at the

adm ni stration window 2. In this case, the first card and the second card,
6 and 7, aservhde iosaeceestaonasdint ehwi adhinkstohdonvendsmn dacherd t hese
|C cards is connected to the IC card termnal electrically or

el ectromagaesieal tye Apglasakfiohhénexpeanatbad desdr.i bad thast kémeper ati on
exanple of a fixed service, the program for the service concerned of a
term nal iqttheasadohei steatbanewinfowmtisnsbdr tthe tca rdheratld dat iopr ogr am
or a signal of the first IC card. The term nal obtains, for exanple, a PIN
correspondi igat ba@hédal geheappfoeattdnon fwhorht He sfiigmsttelsC tdertd tdrrl st or es

it. The PIN of the user 5 is sent (17) to the admnistration wi ndow 2, to
be concretgppldcibioheisi nhk hesothetadni nasgedt I6n ofi ridew A fatorgardl N
card of the second card. The PINis, generally, coded with random nunbers
as nentioned in & hesqreviousl pagethdhertei sioml ofoaf senwicke for

example, the issue of his resident card at the
administration window 2. 1In this case, the first card and
the second card, 6 and 7, are made to access a card
terminal. In other words, each of these IC cards is
connected to the IC card terminal electrically or
electromagnetically. And as in the explanation described
in the operation example of a fixed service, the program
for the service concerned of a terminal in the
administration window 2 is started to operate by a program
or a signal of the first IC card. The terminal obtains,
for example, a PIN corresponding to a target application
from the first IC card and stores it.

The PIN of the user 5 is sent (17) to the
administration window 2, to be concrete, to the terminal in
the administration window 2 from a PIN card of the second
card. The PIN is, generally, coded with random numbers as
mentioned in the previous page. The terminal confirms the
availability of the received PIN. The PIN received from
the second IC card is verified with the PIN from the first

IC card. When the verification is confirmed, the service



availability of the received PIN. The PIN received from the second IC card
is verified with the PIN fromthe first |1C card. Wien the verifi catiilo(yi 04
confirmed, the service U1l NOV 2004 28 concerned is executed (18). Further
it is also possible to execute this service in the third "unconditional™
form A second exanple is that of an admnistration entry. This is, for
exanpl e, of a case where one applies theg delivery of a his seal
certificate, a certified copy of register or a certified copy of one's
fam |y register to a designated governnent office, and submt the obtained
docunent to the other w ndow of the government office. O course, it is
possi bl e teo@PpPtyedhespegseatednyeshi.on to the case where one applies the
delivery of other docunments than those described in the above. Fig. 19
shows a bl ock di agimth&hOW H0i finaBxanpbes vb1 eancadxeriuser ahiien sentwiyke
service. An |ICcard issuer 24 issues an IC card 26, a first card, to a
user 25. Tu sthéatHigan"haceablliedoaalcarfdrfnar storing certificates and the
|l i ke issued by administration” in view of its service contents. First
"applications fora apgdondgecenpiéi tat esaandf thealimkeisssaedony entry.
adm nistration” is stored in this IC card 26. In this place, the "first
appl i cati orsi é of s pppbyi egamplei f béakesaaed whiserd idoee isgmicickdythe
adm ni stration" neans, for exanple, an "application for

delivery of a his seal certificate, a certified copy of

register or a certified copy of one’s family register to a

designated government office, and submit the cbtained

document to the other window of the government office. Of

course, it is possible to apply the present invention to

the case where one applies the delivery of other documents

than those described in the above.

Fig. 19 shows a block diagram showing an example of

an administration entry service. An IC-card issuer 24

issues an IC card 26, a first card, to a user 25. This

card can be called a "card for storing certificates and the

like issued by administration" in view of its service

contents.

First "applications for applying certificates and
the like issued by administration” is stored in this IC
card 26. In this place, the "first applications for
applying certificates and the like issued by
administration" means, for example, an "application for
applying a seal certificate" 28, an “application for
applying a certified copy of register" 29..an "application

for applying a certified copy of one’'s family registexr” 30,



applying a seal certificate" 28, an "application for applying a certified
copy of register"” 29, an "application for applying a certified copy; @w 2004
one's famly register” 30, o NOV 7004 29 an application for applying e
docunents issued by the other,governnment offices 31, etc. These
applications are issued 39 by respective governnment offices concerned 40.
A city office 20, a legal affairs bureag 21 and ot her governnent offices
22 are included in the governnent offices 40. To be concrete, in place of
t he governnent offices, in sone case, for exanple, an organ, that is a
group or an enterprise, entrusted by a governnent office executes the
jobs. On ths &ppitceatdn &craragbrditimicdutte iddomettioni ofued hey chlne and t he
attribute information. of an stored application are stored. On the other
hand, an APthesuebv2Inmesites fF isecornd , l«@«ar dTRésel nppllace téfontsh@ &P
| ssuer, etc. 23, to be concrete, for exanple, an organ entrusted by a
gover nnent isefitdce9 blatrespeca igreoyvar ranerantel rd se exemetred he0jobs. | n
sone case, the IC card issuer 24 issues the IC card in place of the AP
i ssuer 23.cibg sécdared 20,car d il sffsdd s fharr et Hentamdtdtigemn i ndi vi dual
for exanple, it means a resident card. A user 25 applies the provision of
a service §3tprnwenchofdduieses 2t erepriesdnidetd dm ofhdhigoemaimerttificate
(28), for exanmple, he applies (41) the registration of his

offices 40. To be concrete, in place of the government

offices, in some case, for example, an organ, that is a
group or an enterprise, entrusted by a government office
executes the jobs.

Oon the first card, a card-attribute information of
the card and the attribute information of an stored
application are stored.

On the other hand, an AP issuer 23 issues a second
IC card 27. In place of the AP issuexr, etc. 23, to be
concrete, for example, an organ entrusted by a government
office, that is, a group or an enterprise execute the jobs.
In some case, the IC card issuer 24 issues the IC card in
place of the AP issuer 23. The second IC card 27 is used
for authenticating an individual, for example, it means a
resident card.

A user 25 applies the provision of a service (31}
which reguires the presentation of his seal certificate
(28), for example, he applies ({(41) the registration of his
real property to the administration window 40. 1In this
case the first and the second cards, 26 and 27, are made to

access the card terminal. In other words, each of these



real property to the admnistration window 40. In this case the first and
the second cards, 26 and 27, are made to access the card term nal. UméﬂVZWL
ot her words, each of these 0 1 NOV 2004 30 cards is connected to the
card termnal electrically or electromagnetically. The first card obtains
(43) the "attribute information concerning the data for authentication of
an individual" owned by the second card30 and stores the obtained data in
its storage neans. And the first card judges a plurality of applications
which are able to associate with the functions of the first and the
second | C cards. A service organ, to be concrete, the IC card termnal of
this orgardmies s ncdheetisd bbé thepldr ahirdy termdpplli GdEicdisiGilch e abl e
to associate with the functions of these first and second I C cards; and
confirms tdiecvminahiétiyabiyt hetlapplicat i onsd pbteinshé43toffPrnati on, the
|C card termnal execute a first service and the result is supplied for
t he sake ofattheilseconinhfsenatiten Bynthendéxgcthicodadfe tflegse series of
services, the wuser is able to enjoy a target adm nistration service (42).
Accor di ng duxHdrer pdovEoexafiphe, ifidivedanple ovaeld byt thedmiedond f3Gh w ndow
I ssues (28) a seal certificate and it is submtted to a second
admi ni st r atddns vé eV he aoliit based dapenithiissassocese Feansce &ad pde
executed. The execution of these series of services are executed based
upon a desighatetk-drvgdees Thpsural iser ofs ap@dd cpddens hicoR%E n a
desired

able to associate with the functions of the first and the

second IC cards. A service organ, to be concrete, the IC
card terminal of this organ takes in the.list of a
plurality of applications which are able to associate with
the functions of these first and second IC cards; and
confirms the availability of the applications. After the
confirmation, the IC card terminal execute a first service
and the result is supplied for the sake of the second
service. By the execution of these cseries of services, the
user is able to enjoy a target administration service (42).
According to the above example, for example, a first
administration window issues (28) a seal certificate and it
is submitted to a second administration window; and based
upon this a second service can be executed. The execution
of these series of services are executed based upon a
designated program.

Thus, a user is made possible to obtain a desired
service by the start of procedures of once by the use of
two sheets of IC cards, the procedures which have been done

in different windows in a serial order to obtain a first



service by the start of procedures of once by the use of two sheets of IC
cards, the procedures which have been done in different w ndowi] ]i ﬁbé’g}ﬂ
serial order to obtain a first 01 NOV 2004 31 service and a second U/‘ice
Further, an exanple of operation of the above-nentioned IC card and IC
card termnal will be explained in an enbodi nent described later. Athird
exanple is that of the w de-area service&lof a self-governing body. In a.
case where a resident of a self-governing body A desires a service which
requires the wutilization of an I Ccard application of a self-governing
body B, following is an exanple of a solution for such a case: the
resi dent | Eegatdeohntiha selchngowsermiinge bodyprAhies. amni l6xa8Ples o ID card
and he will have the self-governing body B issue an IC card and a desired
| C-card appbeeatiion. of\Whae hdonvanteerttoandd X carhpptd cBEi 98ref the sel f-
governing body B, the resident card issued by the self- governing body Ais
used as hi serPinIechwiildalbey extieiradiimbani epbodirpptr depgaibedard ticdsued
by the self- governing body A wll be confirned. Fig. 20 shows an exanple
of utilization ofaathibdaeyamppeeadi nhasvef the videearsn HLWRLHIL of the
w de-area service of self-governing bodies. A user 70 is a resident in A
City. Thisai seaf-goaewndnignbaivch fhe auseseumbeireed Fe9idsy i ? t he
nei ghboring B Gity. The user 70 obtains a resident card 56 issued by A
City. In thesfcgoreasing mdy ot Hersicoses adviesughighgrequires the

utilization of an IC-card application of a self-governing

body B, following is an example cof a solution for such a

case: the resident IC card of the self-governing body A is

utilized as an ID card and he will have the self -governing

body B issue an IC card and a desired IC-card application.

When he wants to utilize an application of the self-

governing body B, the resident card issued by the self-

governing body A is used as his ID. Technically, the

availability of the resident card issued by the self-

governing body A will be confirmed.

Fig. 20 shows an example of utilization of a library
spreading over two cities as an example of the wide-area
service of self-governing bodies. A user 70 is a resident
in A City. This is an example in which the user utilizes a
library in the neighboring B City.

The user 70 obtains a resident card 56 issued by A
City. In this case as in many other cases, the issue of a
card is performed by an organ 52 entrusted by A City. Of

course, there is a case where a section directly governed

by the self-governing body issues cards. And a service



card is perforned by an organ 52 entrusted by A CGty. O course, there is
a case where a section directly governed by the self-governing body issues
cards. And a, service 01 Nov 2004 32 provider 55 who provides the ge @9@@
of the city.is - infornmed (71) of an "I C-card certificate” which certifies
the issue of the IC card 56. The "A city resident card" 56 conprises an
application (discrimnation nunber, etc3) 57 which authenticates that the
user 70 i.s a resident of A city. In sonme cases, it conprises other )
application 58. The user 70 is able to obtain the issue (72) of a desired
application. In the I1C card 56, for exanple, an application 57 for the
resi dent autdreindécass omhof pAcoCiflgs ahd ekehlen casploifcdtheonsi th8 isgv e stored. on
the other hand, the user 70 receives the issue (74) of an IC card of B
City 59 fimfermedr gan) i of caar eCotatheciessudiohtedr diictheenrighiesd n
charge of the issue of cards is properly decided as B City 53 or its

ent rust ed hgains Sde dhethselC70ardebéivesheéhtai estup FEsdfiear gppidi"cathion to
be used for the wutilization of the library fromthe library 54 of B Gty.
For the i ssaepofsésicanpapbprataochpnasdientrioned tiiont hamhayiehs. lexiahpl es,
there are many kinds of fornms such as a case where a designated section of
the |ibrarwhid¢isedfitheetiocanmesothatchbe where78 disf rerastidangarpferdftrusted by
the library perforns. Further, in the "B city IC card" 59 is included the
appl i cati oot 59. Wirchsang hersésaties ¢dmpr i hies ustheyoapplippséion 58.

The user 70 is able to obtain the issue (72) of a
desired application. In the IC card 56, for example, an
application 57 for the resident authentication of A City
and otherrapplications 58 are stored. On the other hand,
the user 70 receives the issue (74) of an IC card of B City
59 from an organ in charge of the issue of cards. The
organ in charge of the issue of cards is properly decided
as B City 53 or its entrusted organ 54. The user 70
receives the issue 75 of an application to be used@ for the
utilization of the library from the library 54 of B City.
For the issue of the application, as mentioned in the
previous examples, there are many kinds of forms such as a
case where a designated section of the library itself
performs or a case where a different orxrgan entrusted by the
library performs.

Further, in the "B city IC card" 5% is included the
application 60 which authenticates that the user 70 is able
to use a library of B city. 1In some cases it comprises
another application 61.

In this case, "B city IC card" 59 1s operated as a



to use a library of Bcity. In sone cases. it conprises another
application 61. In this case, "B city IC card" 59 is operated as g Q¥ @ﬁN
2004 33 first ICcard and the "A city resident card" is operated as the
second IC card. In the transm ssion of signals between the card and the
termnal, the method of coding the signals is, as described in the
previ ous page, is used as occasion denmafds. Thus, a user is able to
performthe procedure (80) to check out books (82) in the library in B
City 54 by the wuse the two sheets of cards, a B City IC card 59, a first
card, and an A City resident card 56, a second card, at the library 54 of
B City. Fofimssortateddopedathendiotitiesesitdentcaedsl” tife analiatyd as
operations suffices. <Representative node of the present invention> A
represent athe es eooed of Ct herpgreskmt thavenaionissian efr gigepdisc®efy€eEM i n
which a plurality of 1C cards storing applications are nmade to operate in
associ at i orhe eaddtéedabbeeteentineded th€ owrtdodomdr icodd mchethafordralon to
desi gnate applications which are able to operate in association anong the
appl i cati ons, séoréescnibhé L€ chedprAvievsndamede igf uses FreskdrRas¥Rent i on
is that the information for designating an application which operates in
associ at i oberendhg. nenti oned in the above node uses at | east one out of the
following group of information: a card |ID of the IC card concerned, a card
hol der I D, an Al Dhus, a user is able to perform the procedure (80

to check out books (82) in the library in B City 54 by the

use the two sheets of cards, a B City IC card 59, a first

card, and an A City resident card 56, a second card, at the

library 54 of B City. For associated operations of these

two cards, the ordinary operations suffices.

{Representative mode of the present invention>

A representative mode of the present invention is a
card-service system in which a plurality of IC cards
storing applications are made to operate in association,
and the above-mentioned IC card comprises the information
to designate applications which are able to operate in
association among the applications stored in the IC card.

A second mode of the present invention is that the
information for designating an application which operates
in association being mentioned in the above mode uses at
least one out of the following group of information: a card
ID of the IC card concerned, a card holder ID, an AID
{application identifier), the names of the manufacturer and

the issuer of an application, a RID (registered application



(application identifier), the names of the manufacturer and the issuer of
an application, a RID (registered application 01 NOV 20 4 34 provi 6y 7004
identifier), the names of manufacturer and issuer of a card, and an issuer
ID. Fig. 21 shows a drawing to be used for the brief explanation

expl ai ning the ways of the associated operation by a plurality of
applications. In this exanple 3 sheets 30f IC cards are shown. In the card
1, an application 1 (hereinafter referred to as APlI) and an application 2
are stored. In the card 2, AP3 and AP4 are stored, and in the card 3 AP5
and AP6 are stored. In each of these applications the information which
desi gnat esponeseéf hddnaiftenpanyhef namsecbdt memudiadturfesr agdariien

di scrimnation nunber is stored. In a case, such attribute information is
attached tef an eppdj cahdoan asduéen anot her case, it is managed by a system

CS. In Fig. 21, the areas a, ¢, e, g, 1| and k express the attribute
i nformati on corr esippndingiaovs reshectinve appbecasednforatndet haigfeas b, d,
f, h, j and I showi ng one-self express attribute information

corr espondégl 40a t Espeekpvaiappgi chei vagsand ahso atsivep  diatfest reatd At i@reas
show ng conpani es of association. In the case of the card 1, APl and AP2
are assomyta optpossibyeofnbppiiitabnoher thme phisi baﬁl@plﬁnﬁoﬁhﬁﬁit§n of
conpani es, b and d. Further in the case of card 2, a synbol f of AP3 shows
associ at i onf pbescdrés ankoshavion 0 tthe\Rtazddl AP2n APR1SRGRE OPhat

associ ation . .
(hereinafter referred to as APl) and an application 2 are

stored. In the card 2, AP3 and AP4 are stored, and in the
card 3 AP5 and AP6 are stored. In each of these
applications the information which designates oneself and a
company of association with, for example, a discrimination
number is stored. In a case, such attribute information is
attached to an application, and in another case, it is
managed by a system 0S. In Fig. 21, the areas a, ¢, €, g.
i and k express the attribute information corresponding to
respective applications, and the areas b, d, £, h, j and 1
showing 6ne-self express attribute information
corresponding to respective applications and also the
information areas showing companies of association.

In the case of the card 1, APl and AP2 are
association-possible information for the attribute
information of companies, b and 4. Further in the case of
card 2, a symbol f of AP3 shows association-possible
information with APl and AP2. AP4 shows that association
is impossible. 1In the case of card 3, AP5 and AP6 both

cshow association-impossible information. Therefore, in the



I's inpossible. In the case of card 3, AP5 and AP6 both show

associ ation-i npossi ble information. Therefore, in the 0 1 NOV 2004 133y gage
of these 3 cards, APlI, AP2 and AP3 are associ ation- possible applications.
In the present system it is verified that anong these respective,
applications association is possible or not. There are a plurality of

nmet hods of verification such as the casggwhere it is perforned in the
terminal, in the IC card, etc. Wien a card conprises a plurality of
services, anong these applications, association-possible ones are put
together to a list and displayed to be capable of being observed by users.
Next, an embodi penthaseondcagds) lra ,praseningd ixpkeiomsddtibeiexpl ai ned
referring to drawings. The forns of general operations will be explained
inthis exse®ipleThppiexatnbascanthetappbiredene easitens Kitndss of
applications. Fig. 1 shows an exanple of the configuration of an 1C card

service sygiep¥iagwbhgh bhengethed Ofrcaibdc® ioas dpsieivd ceosyst em accor di ng
to the present invention is operated. Fig. 2 shows the configuration of the

principal ;§spet hensnoh sapokeitakd dremytal Thelrg. ateshowd e ity of
configuration of the principal functions of an IC card. Fig. 4 shows the

confi guratjomghist Be peirAgipal ibunGhiconss ahearcdss ushargaht of s
applications. Further, fromFig. 5to Fig. 7 showrepresentative flows of
suppl yi ng p&xr£8tfled in the terminal, in the IC card, etc.

When a card comprises a plurality of services, among
these applications, association-possible ones are put
together to a list and displayed to be capable of being
observed by users.

Next, an embodiment according to the present
invention will be explained referring to drawings. The
forms of general operations will be explained in this
example. This example can be applied to various kinds of
applications.

Fig. 1 shows an example of the configuration of an
IC card service system in which the method of an IC card
service system according to the present invention is
operated. Fig. 2 shows the configuration of the principal
functions of an IC card terminal. Fig. 3 shows the
configuration of the principal functions of an IC card.
Fig. 4 shows the configuration of the principal functions
of an issue organ of applications. Further, from Fig. 5 to
Fig. 7 show representative flows of supplying IC carxd
services according to the present invention.

As shown in Fig. 1, a server 1001 and an IC card



services according to the present invention. As shown in Fig. 1, a ser

1001 and an 1 C card 01 NOV 2004 36 term nal 1002 are connect ed \MthﬂéN[}V Z[][Jl.
network to each other, and the IC card termnal 1002 is connected to a
plurality of I1C cards, an IC card 1003, an IC card 1004 and an IC card
1005 through termnals or electrically through a connection apparatus. In
the 1C card termnals, there are so cahged a contact type and a noncontact
type, but the Kkinds of types have nothing to do with the present '
invention. In Fig. 1, for sinplicity, the connection apparatus is
expressed with full lines connecting the IC card termnal 1002 and the IC

card 1003, +thgih&1Cand21004 candethed Gicar & HnorWero armdIC el hol der
desires to utilize an IC card service, he will connect the IC card

termnal 1992 t@et e ch®acaednifd3, 1bhe L6 eamthekdiH and & held:aaryl 1005.
In Fig. 1, 3 sheets of cards are shown, but this is a nere exanple. In

the presenéflﬁﬁeahkaau thereupher abohC ear dT cehadited 4md tde TONnection
apparatus is not limted, and the nunber of cards to be connected can be

nore than d.p8 1b@53tﬁh:%%§h0fte(iﬁﬂﬁag'fsl oR anpartatitsllly cdrsuglare be
connected by turns. Fig. 2 is a draw ng showing the details of an exanple

of the conthbgHeation QF:pEBchQ.CfiIﬁJ tRENi 0akatB02ershand si,n thiege Bre n

ot her words, the exanples of the principal functions of the IC card

termnal 1982caf@egh@Wdontact type and a noncontact type, but the
kinds of types have nothing to do with the present
invention. In Fig. 1, for simplicity, the connection
apparatus is expressed with full lines connecting the IC
card terminal 1002 and the IC card 1003, the IC card 1004
and the IC card 1005.

When an IC card holder desires to utilize an IC card

service, he will connect the IC card terminal 1002 to the
IC card 1003, the IC card 1004 and the IC card 1005. 1In
Fig. 1, 3 sheets of cards are shown, but this is a mere
example. In the present invention, the number of IC cards
connected to the connection apparatus is not limited, and
rhe number of cards to be connected can be more than 4 or

to a piece of comnnection apparatus IC cards can be

connected by turns.

Fig. 2 is a drawing showing the details of an
example of the configuration of the IC card terminal 1002
shown in Fig. 1. In other woxds, the examples of the
principal functions of the IC card terminal 1002 are shown
in the figure. A control means 2012 controls the

operations of respective means in the IC card terminal.



in the figure. A control means 2012 controls the operations of respective
means in the IC card termnal. 01 NOV 2004 37 The IC card termnal is
connected to a server 1001 through a server communication nmeans 204y, ;and
i s connected to the I C card 1003, the IC card 1004 and the I C card 1005
through an IC card comuni cation neans 2009. The I C card conmunication
means 2009 is a communication neans toagransn1t signals to the IC card

1003, the !C card 1004, the IC card 10 etc. A server conmuni cation
means 2011 is a nmeans to transnmit signals to the server 1001. For these IC
card connunlcatlon nmeans 2009 and server communi cati on neans 2011, a

communi cation Ieang. 4 of 0 B 88T XohelLR B3 o St 0d displigh Toans

is used t e contents of Services, etc. users. A key-input

nmeans is used for n a nd | | S GRNGE, t
service tb % é%rY%Ftegﬁ?ﬁgféﬁkgﬁh nggga%?3% E%Fggﬁe%alsplaiﬂkgg%;hﬂgnd t he

key-i nput ket é’hﬂ?&f OEhS‘”IErghQérXo'oQ Leamadl 1csWddsa ooBhaserdligp! ay

nmeans and I hput reans "are not necessarily needed when a service

can be perfor v I rakip@n. "An obtai nnment nmeans of the
number of 3¢ r%oC%ﬂmugéﬁﬁgéggd&egﬂgaanggns whi ch detects the number of

|C cards to be nelcé eéja%rﬁoéﬁﬁmdr(%c?%{g ghﬂgl 2889 ggrrgrl ze it. For

this means, an or I nary I el d which
communication means to transmit signals to the IC card 1003,

the IC card 1004, the IC card 1005, etc.

A server communication means 2011 is a means to
transmit signals to the server 1001. For these IC card
communication means 2009 and server communication means
2011, a communication means for an ordinary IC terminal
suffices.

A display means is used to display the contents of
services, etc. fdr users. A key-input means is used for
the user to input data and signals concerning the service
to an IC terminal by key operation. For the display means
and the key-input means those for an ordinary IC terminal
suffice. These display means and the key-input means are
not necessarily needed when a service can be performed with
a very simple operation.

"An obtainment means of the number of IC cards to be
connected" is a means which detects the number of IC cards
to be connected to the IC card terminal and memorize it.
For this means, an ordinary method used in this field which

detects the number of IC cards when they are connected to

an IC card terminal will do the job.



detects the nunber of 1C cards when they are connected to an IC card
termnal will do the job. 01 NOV 2004 38 "A PIN obtaining neans" expr 65 ofi,
a nmeans to obtain one's PIN. "An IC card attribute information obtaining
means” expresses a nmeans to obtain the attribute information of an IC
card. "An IC card application list and attribute information obtai nment

nmeans"” expresses a neans to obtain a li,st of 1C card applications and
attribute information of IC card applicg ions. "An associated IC card
application attribute informati on obtainnent neans” expresses a neans to
obtain the attribute information of an application owed by an IC card to

be operated in asgogigtinn, ;M A58erLat el L e saLd; ARLbGaL ORIt

conposition means” expresses a o0 cofrpose i st of appllications

owned by ag, L€ cargl to.pe pperalgd,ip, a5306 1hkBhnatABnasseGLAlGY | C card
3 expresses a neans t ﬁ

. . ‘pne " . .
appl i cati ons" ndrrow ng neans 0 narrow t he applications

'nthe ICcaldsnta,Be anerated. i Asa0eatlian «nd\y Ayyenal ed | C card
appllcatlon a??rlsupe |nFornat|on col I'ation nmeans expresses a neans to

collate thefgg%ékgg%e i.nf or mat i.gn sof aggl%Egggggsabgﬁﬁpakgbﬁa&qsko be

s of
operated i association. hér nmeans than ove be expl ai ned as

occasion demands ifphie GHheWGHREER AbcIARERN ORI CdRbs JH & -

means to obtain a list of IC card.applications and
attribute information of IC card applications. "“An
associated IC card application attribute information
obtainment means" expresses a means to obtain the attribute
information of an application owned by an IC card to be
operated in association.

"An associated IC card application list composition
means® expresses a means to compose a list of applications
owned by an IC card to be operated in association.

"An associated IC card applications narrowing means"”
expresses a means to narrow the applications in the IC card
to be operated in association.

"An associated IC-card application attribute
information collation means" expresses a means to collate
the attribute information of applications in an IC card to
be operated in asscciation.

Other means than the above will be explained as
occasion demands in the flow charts of operations described
later.

Fig. 3 shows an example of the principal

configuration of the IC card 1003 shown in Fig. 1. 1In the



Fig. 3 shows an exanple of the principal configuration of the IC card 1003
shown in Fig. 1. In the 01 NOV 2004 39 present specification, in view of
explanation, the IC card 1004 and the IC card 1005 are explained to have
the same configuration as those shown in the I C card 1003. However 1 N 308
not necessary that each of these cards have an identical configuration
when the present invention is executedggFor exanple, for the IC cards 1004
and the IC card 1005, IC cards of conventional technique will do the job.
An |1 C card control neans 3003 controls the operations of respective nmeans
in l1Ccards. "An IC card is connected to the IC card term nal 1002 through
a COMUNi Cgy b 98n FRaPSciB00RLi6AN LE cded afft explaaatifarndtioil GterEge
means” 3004 stores the attribute information of the 1C card concerned.
"An | C cargh@pphhgatheniti shrandoas bEecaxeladmeld cat ey atthe btake

I nformati on storage neans" 3005 stores the list of 1Ccard applications
and the atighbui€raplohhgsl €nesedsapphi dat itbes IC' Aarab sdtd Bt edOWE VEH-d
application attribute information storage neans" 3006 stores the attribute
i nformati ope of sUbbti Zedeapikiycahinangaich afcadeswherards WS A%ty of
applications are utilized to execute 1 service. "An | C card applications
storage nmeggsntS030 sbaresurappbinc ahieonsheApgEsand: d &iHp @ ofS t he
application

i executed. For example, for the IC cards 1004 and the IC

card 1005, IC cards of conventional technique will do the

job. An IC card control means 3003 controls the operations

of respective means in IC cards. "an IC card is connected

to the IC card terminal 1002 through a communication means

3002.

»aAn IC card attribute information storage means"”
3004 stores the attribute information of the IC card
concerned.

"An IC card application list and an IC card
application éttribute information storage means” 3005

stores the list of IC-card applications and the attribute

of the IC-card applications.

wan associated IC card application attribute
information storage means"” 3006 stores the attribute
information of utilized applications in a case where a
ervice,

plurality of applications are utilized to execute 1 s
"an IC card applications storage means"” 3010 stores

applications. A concrete example of the application

corresponds to the program of the contents of a service.

"a PIN storage means" 3012 expresses & means to



corresponds to the program of the contents of a service. "A PIN storage
means"” 3012 expresses a neans to 0 1 NOV 2004 40 store PIN s. The
above-nentioned storage neans are held in a storage el enent area, {fiotjjy 7004
exanple, in a sem conductor- nmenory-elenment area. Therefore, an area which
Is able to execute the above functions is acceptable, and there is no
need to constitute an independent separate neans. "An I C card application

execution neans" 3011: "a communicati of%means”, "an IC card control
means”, etc. can be constituted in sane way as those for the use in an
ordinary 1 C card. The other neans than the above will be explained as
occasi on demands in the explanation of a flow chart described |ater. Wen
the | C car8t2863F&NdSt-he | C card 1004 are connected to the I1C card

term nal 1002, a control nmeans 2012 detects it, and a %rgxfsion net hod of
an 1 G-card serviteeadPeppoReRtionefeSiPTRRZalFBR 0 Tan FC Ccdfd & or

aut hentication according to the present inxentLon starts t% qperate. Fig.
5 shows a PEPE2EE acleBRPEnaFEaf of CExPFAPRIAg Pn8 J&EFACCE Y 0T exanpl e of
an- 1 C card service providing mnethod _utilizing an | .C$Ld forle to

aut hent i calPBATYcLICTERT PSeatheTB?EgéﬁFern@ﬁngFSﬁ.w’ﬁc &5 G 5%y

explanation will be_given referri ) .
P execute th% above functQ%ns is acceptable, and there 1s no

need to constitute an independent separate means.

"An IC card application execution means” 3011: "“a
communication means", "an IC card control means”, etc. can
be constituted in same way as those for the use in an
ordinary IC card.

The other means than the above will be explained as
occasion demands in the explanation of a flow chart

described later.

When the IC card 1003 and the IC card 1004 are
connected to the IC card terminal 1002, a control means
2012 detects it, and a provision method of an IC-card
service as opposed to the utilization of amn IC card for

authentication according to the present invention starts to

operate.

Fig. 5 shows a part of a flow chart for explaining
the details of an example of an IC card service providing
method utilizing an IC card for authentication according to

the present invention.

In the following explanation will be given referring

to the flow chart.

An example of a series of processes of providing a



to the flow chart. An exanple of a series of processes of providing a 0 -1

NOV AO04 41 desired service is shown in Figs. 5to 7. In other words, I S

o
made possible to nmake a plurality of applications operate in ass ﬁMWi&H

based upon various kinds of information owned by an IC card which is
accessed by the IC card termnal. The processes shown in Fig. 5 are those
of conposing a list of applications of 41C cards which have the _
probability of associated operation (1) . The processes shown in Fig. 6
are those of deciding the conmbination of |1C-card applications which
executes in association (11). The processes shown in Fig. 7 are those of
confirm ngaédereavaekabiki iy ehowhllin aigsC Gart ahd 16 caihrmamsinidsat i ons,
and those of certifying the connections of them <<(I) An exanpl e of
conposi ng atlistmafiel foeantl eappl makid @nlhedid mperfatawpl hcassors at i on>>
<Step 5001 : "Enunerating connected |IC cards"> By neans of a neans 2017 for
enuner ati ngpéfacar s asenrtatddnt ®azrd Gpoar damroin#i2P919ft he nunber of
|C cards connected to the I1C card term nal 2001 is obtained and a
vari abl e NhSosmhtisRespaeti vo sheas foaom steErb0G2 dac st epd S0P 7shahkSe
steps constitute a | oop, and executes the process of every connected card
expressed yranteeninble i TheVweacksteslshbwnesipr 8dges & lagrd Choeiad af003,
when i is 2, it expresses the IC card 1004 and when i is 3, it expresses

composing a list of applications of IC cards which have the

probability of associated operation (1). The processes

shown in Fig. 6 are those of deciding the combination of

IC-card applications which executes in association (11).

The processes shown in Fig. 7 are those of confirming the

availability of (111) an IC card and IC-card applications,

and those of certifying the connections of them.

<<(1) An example of composing a list of IC-card
applications to be operated in association>?
<Step 5001 : "Enumerating connected IC cards™>
By means of a means 2017 for enumerating IC cards
connected to an IC card terminal 2001, the number of IC
cards connected to the IC card terminal 2001 is obtained
and a variable N is set.
{Respective steps from step 5002 to step 5007>
These steps constitute a loop, and executes the
process of every connected card expressed by an variable 1i.
When i is 1, it expresses the IC card 1003, when iis 2, it
expresses the IC card 1004 and when i is 3, it expresses

the IC card 1005. The process of each of these cards is



the IC card 1005. The process of each of these cards is 01NOV2004 42
performed by the loop, and in Fig. | three IC cards are shown; homeﬂqr %@H
mentioned in the previous page, the nunmber of IC cards is not Iinited!wg

in the present invention. In step 5007, 1 is added to i, the process goes
round the loop Ntinmes until it is termnated by a | oop- ,

term nation-judgnment step 5004. <Step 5%?4: "otaining an | Gcard-attribute

information of 'an IC card terminal"> Ah IC card terminal obtains the
attribute information of an IC card which is expressed by a variable i by
means of an | C-card-attribute-information-obtai nnment neans 2015 (refer to

Fig. 2) . An 1Ccard-atf{ib i rogt i expresses 1d Har@amd e, 1D of
an I C cafcﬁeﬁiOrT%éc%ngéﬁbﬁkgpkegﬁgtEg gg%ﬁ or ID of a cé}d hol der, the

nare of | Dfudl AGE0Ed | S8URLNcLBEAATE Qind BaGvidhd Gae dhe

e’'vari ous Kinds -card- attribute information

can be I ead QL SPMANCLEEAL]. LB hliRlked Bl dhresgiicadmareans 3004,
a - I

<Step 5005*%% i Ng an card-application li'st and fhe

| Ccard-application-atilibule §p60T MRt L@N:5a0R LG gar dnkebbBak solgoaisns an

| C card- appt Y TAtTBH- 17%t% 57 e attribute informati on of IC card

appl fcat ons.n 8" ch §BRASNS ANAMLGR 13 YA 113Dl Aniie iy & Ldwp” | C
card-appllﬁ%f?gn |s? SRd"'t he ‘&ftribdte-information- attai nnment means”
2014. The aboye; me0bhoRgdAkLE BYLS soos.
<Step 5004: "Obtalning an IC-card-attribute information
of an IC card terminal”>
an IC card terminal obtains the attribute
information of an IC card which is expressed by a variable
i by means of an Tc-card-attribute-information-obtainment
means 2015 {(refer to Pig. 2). An IC-card-attribute
information expresses, for example, ID of an IC card, an
IC-card-public key, the name or ID of a card holder, the
name or ID of an IC card issuer, the name or ID of an IC
card manufacturer, etc. These various kinds of IC-card-
attribute information can be read out from an IC-card-
attribute-information-storage means 3004.
{Step 5005: "Obtaining an IC-card-application list and
the IC-card-application-attribute information">
An IC card terminal obtains an iC-card-application
1ist and the attribute information of IC-card applications
of IC cards shown with a variable i by means of the " IC-
card-application list and the attribute-information-

attainment means" 201i4. The above-mentioned attribute

information of an IC-card application is, as shown in Fig.



information of an I C-card application is, as showm in Fig. O 1 NOV 2004 43
3, stored in the "IC card application list and the attribut.]im@og tion
[

of an IC card applications storage neans" 3005. Therefore, sible
to obtain the 1C card-application list and the attribute information of an
| C card applications fromthe attribute-information-storage neans 3005
owned by an I C card. The above-nentioned attribute information of an

| C-card applications neans the follomﬁﬁ%: a public key of an IC card
application, the nane or AID (application identifier) of an IC card
application, the name or ID of the manufacturer of an IC card

application, the name or RID registered,appLicaHLoQ el %%%9r I dentifier)
of an | C clr dshppedcapi 6Rei SIGeFardt @PPL¥RA N ACH irddte & ormati on of an

| C-card application uses a designated_nunber. of pi.eces of t tiribute

i nf or mat i onttnibeber dafonaesden: 85t A8 d6nCEREs aé,f;ﬁ&csaerl\ﬂncse_s*}%#gg 5006:
"ot ai ni ng associ ated-1C-card-application- at%é#buhe ig%ogg&%égn&%_An

| C-card teneanal dBPAI nsTReECEEERi but e Si RPBFMBL Poi®oP P& Eard=appli cati ons

to be operated in association stored in the,  associated |.C car
appl i cat i operdaspplbaesipaf ddmdt REA §P8r&§§rﬁ§&ﬁ?'%ﬁﬁﬁf%ﬁtﬁﬁ1Ié%(%ﬁci

shown by a variable i by means of an "1C card. application, .attri
i nf or mat i ohCopeafinAehl iFBAAST S26G5™ $hBe Adydrat 'ﬁé?ormatf% Ui

associ ati on. e
"associated I C card application attribute . \
means 3005 ganed by an IC card. The above-mentioned

attribute information of an IC-card applications means the
following: a public key of an IC card application, the name
or AID (application identifier) of an IC card application,
the name or ID of the manufacturer of an IC card
application, the name oxr RID (registered application
provider identifier) of an IC-card-application issuer, etc.
The attribute information of an IC-card application uses a
designated number of pieces of the attribute information in
correspondence to the éontents of a service.
<Step 5006: "Obtaining associated-IC-card-application-

attribute information">

An IC-card terminal obtains the attribute
information of IC card applications to be operated in
association stored in the "associated IC card applications
attribute information storage means" 3006 of an IC card
shown by a variéble i by means of an "IC card application
attribute information obtainment means® 2005 to be operated
in association.

The "assocciated IC card application attribute

i i i i i itions for
information” is the description described on condition



i nformation” is the description described on conditions for 01 NOV 2004 44
designating I C card applications of an I C card which is needed to operate
si mul t aneously being on the requested side for association, a g oMEY vt i on
met hod that the application is operating, and such, in every ICcard
application on the request side for association as described in the
previ ous pages. An exanple of such a descriptionis showmn in Fig. 16. A
symbol #16001 shows consecutive nunbers4$iven to "the associated |IC card
applications attribute information” stored in the "associated IC card
application attribute information storage neans" 3006 owned by an | C card.
"I C card application name" 16D02 shows the nanme of _an |C arq}qp l'ication
on the req@esigshUéngoKCa§§ééié@PéﬁFat“ﬂ§§oéﬁaF€HQQS9ﬁ£Qjéhﬁﬁ cation
attribute information" 16003 is the descriptiaon which describes tge
attribute heédedntPonpekass FETHALENERUSHY PEFRESIPY D& BT 5850ci ati on
in aformto be able to collate with the |G card- i.cation list, the
S o W

attribute siderfati aasotiatiopc éacgndpprrdatfome 3 e

attribute-information- storage neans 3005, or LC—card-a;ﬁéibut i nformation
stored inappditettandist ppeBatdnonf ¢R%a G stidy L0E e %ﬂ)‘bﬁ The
"associated | C card application attribute informatiaon” ., is expressed by -
nuneri cal @pphiostihar st dhesredigsdardde KA RSP R WPt dterete, the kind

of expression nethod to be taken is decided by an |C card issuer. For the
described in the previous pages. AN eXxampie of suc

description is shown in Fig. 16.

A symbol #16001 shows consecutive numbers given to
“the.associated IC card applications attribute information"
stored in the "associated IC card application attribute
information storage means" 3006 owned by an IC card.

"IC card application name" 16002 shows the name of
an IC-card application on the request side for association.

wassociated IC card application attribute
information" 16003 is the description which describes the
attribute information of an 1IC card on the requested side
for association in a form to be able to collate with the
IC-card-application list, the attribute information of an
IC-card applications stored in the attribute-information-
storage means 3005, or IC-card-attribute information stored
in the IC-card-attribute-information-storage means 3004.
The "associated IC card application attribute information™
is expressed by numerical data or character-string data;
however, to be concrete, the kind of expression method to
be taken is decided by an IC-card issuer. For the

expression form, any form well known to the public is



expression form any formwell known to the public is 01 NOV 2004 45
applied. For exanple, TLV (tag length value) form SGW form HTNM for
XML form IDL form (LORBA forn), etc. can be cited, or it is alsd/J¥silBl e
to decide the formwith binary data. The "confirmation type" 16004
describes the designation of a confirmation nethod concerning the IC card
or I Ccard application having the cont ents described in the "associated IC
card application attribute information” = 16003 when a plurality of |ICcard
applications operate in association with each other. In the present
enbodi nent, in the colum of "confirmation type" 16004, one out of
"certification " Llability" " mm bk SH A Ebedorkn khdicase of
"certificat¥®o L?ditaﬁ\elo%r%gésdé%i%(ha?ﬁ‘{ hgeégf%???ggtgég%g\% %8 that an I C card
is connectgd is e b eei.tied I d ceryed. ddhthe
oty §Tabﬁfﬁﬂy9?kﬁbn$yl %b}h, 1Y, f%Qﬁ.(@d%ﬁhfidEMl.

case of. | confirmation of availability suffices, and it

expresses %%g{gi%{ggreoirsigoigeggﬁ;g?%ﬁggbgg q%r heanNthd GrAr lrnap,pdﬁ}pat i on

are connec nthe case of n | card term nal confirns that
an | C card_and and‘jﬁt -card application are connected, and it expresses that
it is ne ¥ €Brfirmthe availability of respective ones. <Step 5008:

Synt hesi zi ng ass ieat'eéjérll%ﬁﬁ‘égi@l?p&ﬁé“ PBoohi 8E3cThBekCroard ternmnal,

after it has read out
designation of a confirmation method concerning the IC card

or IC-card application having the contents described in the
"associated IC card application attribute information"”
16003 when a plurality of IC-card applications operate in
association with each other.

In the present embodiment, in the column of
nconfirmation type" 16004, one out of "certification”,
"availability" or "normal" is described. 1In the case of
wcertification", it expresses that the certificate showing
that an IC card is connected is needed to be verified by
the IC cards concerned. In the case of "availability",
only confirmation of availability suffices, and it
expresses that there is no need that an IC card and IC-card
application are connected. In the case of "normal", an IC
card terminal confirms that an IC card and an IC-card
application are connected, and it expresses that it 1s
needed to confirm the availability of respective ones.

<Step 5008: Synthesizing associated-IC-card-application
list>

The IC-card terminal, after it has read out

necessary information from respective IC cards, 1t brings



| C-card application, the attribute infornmation of associated-IC- car
application, etc. obtained fromrespective IC cards, to an associated |IC
card- application list. To be concrete, for the associ at ed- 1 NOV 2004
| CG-card-application-list-conposition neans, the one which 1is knomﬁ gg g
sort nerge suffices. The formis shown in Fig. 17. A synbol # 17001 is the
consecutive nunber given to |1C-card applications stored in "the associ ated
|C card application list". A synbol 17902, "the nanme of an IC card
application", neans the name of an | C-card application on the request side
for association. A synbol 17004, 111C card application attribute

i nformati on”, nmeans the attribute information of IC-card applications on

the requez%%g;ééig%; g{héfiegéﬂhogtt%@ﬁﬁ%e 5}1'@6§~m9ftimf,ortmt i seiutde

contents I e card application list and attribute information

obtai nent, S epr. . D005 ¢ FUTLhes L1 ibGreapd aklrbhubahuahiained at flC

card attri'Bute"s nt'or nati on obt ai nient step” 5004 in an ICcard termna
I's added to the |G cardza | L QR- akt L but [ I | 0 004 on ever
ﬁﬂ %Eﬂ?tlggTﬁg 99£68§5£8@-9?CE%QH Qppl@&%ﬂ?@h,réég. y

| CGcard a on. assocl at ed ard application attribute
obtained from respective IC cards, to an associated IC-
card-application list. To be concrete, for the associated-
IC-card-application-list-composition means, the one which
is known as a sort merge suffices. The form is shown in
Fig. 17.

A symbol # 17001 is the consecutive number given to
IC-card applications stored in "the associated IC card
application list".

A symbol 17002, "the name of an IC card application”,
means the name of an IC-card application on the request
side for association.

A symbol 17004, *IC card application attribute
information", means the attribute information of IC-card
applications on the reguest side for association. These
kinds of information set the contents obtained at "IC card
application list and attribute informatipn obtainment step"
5005.

Further the "IC-card attribute" obtained at "IC card
attribute information obtainment step” 5004 in an IC-card
terminal is added tc the IC-card-application-attribute
information 17004 on every IC-card application.

The "associated IC card application attribute

information” 17005 and the “"confirmation type” 17006 set
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"associated I C card application attribute information" 16003 and thﬁ?NUV2%¢
confirmation type 16004 obtained at "associated |IC card application
attribute informati on obtainment step” 5006 so as to nake the

| C-card-application nanme 16001 and the | C card-application name 17002
coincide wth each other. "IC card connection nunber" #17003 controls the

| oop for obtaining information fromrespective IC cards and sets the

value of a variable i which designates an IC card on every |IC-card
application. OMng to the associated | Ccard-application list, the

confi guration of.LC.eards senngchedyta fdie ddx Garck 1 hBr &l 11k o 20021 @l t he

| C-card app rcatron in every IC car can be reviewed. About the other

col umns. shoug 4 o B ey 17 otk b bnfie sexPlajned detoms Asgasion demands, The
synbols i'n parent eses of respective ¢olums show abbreviations to be

used for relELoLNgeLESPECELYE GRIYTRG dibnl B AR Dbl fo0W Charts.

<<(11) An exanp deciding t e conbi nation of IC-card appllcatlons

whi ch Operéégain%rgéﬁéogtéb"oﬁo%t hoeach «f hence dihe ¢ ensrd Tomp 1 5601 o

setting the nu entries in the associated I1C card application list"
6001 to ?Aﬁ@ PEoHRr LW @Qetﬁ% 230C1aFHA dE LA haw! 1 7@i2 0fsinéide
0

fol |l ow ng assoclated 1 C card application list conposition step” 5008
are shown i g.6n JBRae.steps are

"IC card connection number" #17003 controls the loop
for obtaining information from respective IC cards and sets
the value of a variable i which designates an IC card on
every IC-card application.

Owing to the associated IC-card-application list,
the configuration of IC-cards connected to the IC-card
terminal 1002 and the IC-card application in every IC card
can be reviewed. About the other columns shown in Fig. 17
will be explained later as occasion demands. The symbols
in parentheses of respective columns show abbreviations to

be used for referring respective columns in the explanation

of flow charts.

¢<{11) An example of deciding the combination of IC-card
applications which operate in association with each other>>
The steps from "step of setting the number of
entries in the associated IC card application list" 6001 to
"step of narrowing the associated I1C-card applications” r
following to "associated IC card application list

composition step" 5008 are shown in Fig.6. These steps are



a 1 NOV 2004 48 naturally executed inside an ICcard termnal. In t[ﬁe v 700
foll ow ng processes, the reliance anong respective | Ccard applica 8@15 q%
anal yzed followi ng the conditions shown by "associated |IC card application
attribute information”™ stored in the "associated |IC card application
list", and the probability of execution of an ICcard application is
judged. In the follow ng, the details 018 each step will be explained.
<Step 6001: Setting the nunmber of entries of synthesizing

associ ated-1C-card-application list> The nunber of entries of the
associated |1 C-card- application list shown in Fig.17,that is, the nunber of

stored | Ccard ann)| Golionss | 896140 S VR I GBLE Lerfihep 0002 enerifying

associ at edd jcation a ute information> An I C-card tern nal

anal yses tf@%l{,@é{pas['ﬁpgroa%%% %hfteh‘% %gﬁ{&@@%&?ﬁ%i PBspRekfoemirg chha

coll ati on 'u ornmati on o he associ ated-|1 C-card

applicationgf$é%i§%%ﬂg fé“%éﬁf{%é?ﬁfbif&@iﬂ&t£RQ angﬁ%ibgépéh@wn by

appl i cati &¥F heans assoclated I C car application

attribute jnformatio | |atio .+ 200 b, det ahksraktgonerete
exanpl es ofastsi‘?ecj"aatseséc:cllcgt% cﬁIEBDI“E:Q; %%)%ﬁqi%tétt:?onuattri bute information

Flo. 6 foris b dictb 87 oot tar 4t P a8 AR LU Phn o e about |
| G card the probability of execution of an IC-card application is
judged. 1In the following, the details of each step will be
explained.
(Step 6001: Setting the number of entries of synthesizing
associated-IC-card-application list>
The number of entries of the associated IC-card-
application list shown in Fig. 17, that is, the number of
stored IC-card appiications is set in a variable L.
<Step 6002: Verifying associated-IC-card-application
attribute information>
An IC-card terminal analyses the reliance among the
IC-card applications performing the collation between the
attribute information of the associated-IC-card application
17005 and the attribute information of the IC-card
application 17004 by means of the "associated IC card
application attribute information collation means” 2003.
The details of concrete examples of the "associated
ID card application attribute information collation step"
will be shown in Figs. 8 and 9.

The flow chart shown in Fig. 8 forms a double loop

of a variable n and a variable m, and about IC-card



01 NOV 2004 49 applications stored in the associated-1C-card-application
list, every piece of information in the attribute information of th?]
associated I C-card application 17005 and every piece of information i1 N0 0
attribute information of the ICcard application 17004 are collated with
each other, and an ICcard application # 17001 is set, the application

whi ch has conformable conditions to a "#®rward association |ink" 17007 and
a "reverse association |ink"™ 17008. The "IC card application attribute
informati on" 17004 neans the information of oneself, and the "IC card
application attribute information" nmeans that of his conpany. The "forward
associ at i ofippi Nkdt Dons hetdrededse thassesbat prd-ilifk cars @RP i yffedriRit i on
showing the order in the list of applications for association. For

exanple, itists a@ssuyegitbat ofhén#Rroetaon oh the 'aftdmiddeassoci ati on

| i nk" denotes information "1" and the #1 colum of the "reverse

associ at i ofntbAkat denobesthef aseatianed2IC-Third agpdisatia? tivd Hpiitati on
which is able to associate with #2 is able to associate with the

appl i cat i ogvefyapib€ecardindbriatibe thother d tassdoita ilofanmadich % everse
associ ation |ink" expresses the state as described in the follow.ng. The
forward assgei atiearsi agpl70atiand 170E4r ever solladsst vttt PG W vs
express links of both directions. Wen the collation is successful Ig/

fini shed agifdasn IC-card application # 17001 is set, the applicatio

which has conformable conditions to a "forward association
1ink” 17007 and a "reverse association link"™ 17008.

The "IC card applicationm attribute information"
17004 means the information of oneself, and the "IC card
application attribute information" means that of his
company. The "forward association link" or the "reverse
association 1link" is the information showing the order in
the list of applications for association. For example, it
is assumed that the #2 column of the "forward association
1ink" denotes information "1" and the #1 column of the
"reverse association link" denotes information "2". This
shows that the application which is able to associate with
#2 is able to associate with the application of an IC card
of #1

The "forward association link" or "reverse
association link" expresses the state as described in the
following.

The forward association link 17007 and the reverse
associétion link 17008 express links of both directions.

. When the collation is successfully finished and an



91 NOV 1004 50 associ ated operation is possible, and when the attribute
I nformati on of an associated-1C-card application 17005 is vacantlﬁpﬁwt@ﬁ
attribute information of associated-1C-card applications 17004 al k
able to execute, "Yes" is set in an executable flag 17009, and in a case
where the execution is not possible, "No" is set. <Steps 8001 to 8003> At
step 8001, the loop variable n is set fgé 1. The synbol n is an index

a

i ndicating the name of an I C-card appl tion #17001. By neans of '
| oop-end-judgnent step 8002, this process is repeated L tinmes (looped). At
step 8003, t (vacant) is set in FLnk (n) that is the forward associ ation

link of n 17007, and.RLnk t hat r everss S t 3l of n
17008, ancﬁs%ﬁﬁl?ﬁeéePPng%ﬁé‘ ¢R) ptO%aStlgﬁe t%Z“dei’é‘ieﬁ% ﬁ@dﬁgﬂﬁ%n 170009.

When the value of .the executable .l Xy esses
that an | GRECEHBF8R Pg 88r85§86|1Fé§t%. on rs&ﬁc%\%lng%plﬁ a3 élsslotqoasfejlélgl C card

application attribu I nf or mat.i on’' 17005|s 0 t I
t er mi nal “lmnBraPh th&s@BEFé%Eg €| ERERK aé:tlto(rﬁl %&te%sﬁs%‘%%n%%?grfc %%05 i s

vacant and the "IC card t| on.att | but ramat i, nl 7 abl e
to execut EPRYLHRAEAEI ﬁ%\ﬁ /e *Val ée 4, ﬁé&cq}sﬁgﬁce@%snec(egggsaéi I C

card or an I G card Lca [ t col nect ed d t er m nal
1002, it % ?%8§§FBE§L %Q&?uf@or& g PP cargl apg’ﬁ i E’gﬁr(%ncﬁq{éiﬁ ep 8004:

J udgment Séfgcution is not possible, "No" is set.
<{Steps 8001 to 8003>

At step 8001, the loop variable n is set for 1. The
symbol n is an index indicating the name of an IC-card
application #17001. By means of loop-end-judgment step
8002, this process is repeated L times {looped) .

At step 8003, ¢ (vacant) is set in FLnk {n) that is
the forward association link of n 17007 and RLnk (n) that
is the reverse association link of n 17008, and "No" is set
in Exe (n) that is the executable flag of n 17009. When
the value of the executable flag of n 17009 is "Yes"”, it
expresses that an IC card or an IC-card application shown
in the "associated IC caxrd application attribute
information" 17005 is connected to the IC card terminal
1002 or the "“associated IC card attribute information"
17005 is vacant and the "IC card application attribute
information® 17004 is able to execute independently. When
the value is "No", since a necessary IC card or an IC-card
application is not connected to the IC-card terminal 1002,

it is impossible to execute the I-C card application.

<Step B8004: judgment step>



0O 1 NOV 2004 51 In this step, LnkAttr (n) ", that is, the attribute

I nformati on of an associated-1C-card application of n 17005 is vacant. in
other words, the other applications are not needed or in a case whémgy 700
"Type (n) available", that is, where the confirmation type 17008 of n is
avai lable, in step 8005 Exe(n), that is, an executable flag of n 17009 is

set as "Yes". At step 8011, 1 is added 0 n and step returns to a

| oop-term nation-judgnment step 8002. i Ala case where the condition of

j udgment step 8004 does not hold good, the loop variable mis set as 1 at
step 8006. The character mis, simlar to n an I ndex indicating # 17001.

At | oop-term nation-judgnment step 8Q07 s.not execeed L, at the
next judgment sté&@ 49&%&?? ‘8 QKA?Eﬁ , atstSit |§ j udged t hat

h [ -1 Cc f h
e St ot g o i %;ts;s,:s.%%;%tgzi i AfReactthh e
the attribute ig%&@g&%%og?o%gkc> fardtﬁgpl Egon %gog@h%f an | C-card

applicati a“ case, eré i s 1ncluded, at step

8009, "Add(m FLnk(n)" dded to the f d, i nk
of n' 1700 AVRMAF L 1Eh80AEA FBE SRAUEH. REnRPrR, ERA JHSLS ho TRoi b |

tion | 08,, And_the. Exe, ,that t abl
frag 17009441020 n ¢ hBehoxp’ STBE BoEbS afol?l&é‘%%& W V8 PR Ho Uhe

B T e o executable

flag of n 17009 is set as "Yes". At step 8011, 1 is added
to n and step returns to a loop-termination-judgment step
8002.

In a case where the condition of judgment step 8004
does not hold good, the loop variable m is set as 1 at step
8006. The character m is, similar to mn, an index
indicating # 17001. At loop-termination-judgment step 8007,
when m does not exceed L, at the next judgment step
»ILnkAttr{n) <€ Attr(m)", that is, it is judged that the
associated-IC-card-application-attribute information 17005,
which is the association target of an IC-card application
shown by n is included in the attribute information of IC-
card application 17004 of an IC-card application shown by m
or not. In a case, where it is included, at step 8009,
“add (m, FLonk (n)" that is, m is added to the forward
association 1link of n 17007, and n is added to
*add (n,RLnk{m), that is, the reverse assoéiation link 17008.
And the Exe, that is, Yes is set in the executable flag
17009 of n. 1In the next step 8010, 1 is added to m and

return to the loop-termination-judgment step 8007.



O1i NOV 2004 52 Fig. 8 shows the state in which an IC-card application
satisfying a condition is not found after setting many stages of ai&ﬁsn
since the links are set toward the front one after another. The f '€ il
shown in Fig. 9 shows a process to cancel a link as a neasure for such a
case. At step 9001 a variable n for controlling the loop is set as 1, and
at | oop-term nation-judgnment step 9002 nt|I n exceeds L, that is, the
processes shown in the following are eQecuted in each of the entries in-
associated I CGcard application list. At judgment step 9003 "c4 FLnk(n)",
that is, when the forward association Iink 17007 of n is vacant, at step

9011 1 is added Pie g%rﬁhos 5 tq'g Osgt.sftg% eiHr\QﬁlEﬂ %Qelc card

| oop- terntnatlon fﬁﬁ I's not" vacant, |n steps, from

the forwdtRP4 sum that m:ste t he

| ef t nost el enent in the ormard a so |at| I 1 f éé%lﬂ and at
Judgnentfﬁ%ﬁfﬁﬁ%SmHW%s Eﬁ%ﬁﬁ) sgﬂﬁheﬁmehéqg%gc%ta I'e flag 17009

of mis not_ Yes 9006, K ", that is, mis elimnated
Crom the ¥raEs dthesbEPaF; BRS 7 Ee BB?IEﬂa%g)')'Del(n RRLnk(m)), that is, m
Is elimnated fr reverse ‘associ a I n ment
step 9005 when t%lg}eegét ""‘er'flagmf'tni0’0‘501'31’('JJ mgi gﬂ%s 2t eOElraggJegg’gskl ps
over step 9008 fnd Progeeds tgeagggelggg Lerp natLen- Judgnent step 9007,

and i nvest§

At step 9001 a variable n for controlling the locp
is set as 1, and at loop-termination-judgment step 9002
until n exceeds L, that is, the processes shown in the
following are executed in each of the entries in associated
IC-card application list. At judgment step 9003 " =
FLnok(n)", that is, when the forward association link 17007
of n is vacant, at step 9011 1 is added to n and the
process returns to the loop-termination-judgment step 9002.
If it is pot vacant, in steps, from 9004 till 9008 FLnk(n),
that is, process if performed in every element in the
forward association link 17007. Assuming that at step 9004,
the leftmost element in the forward association link 17007
of n is m, and at judgment step 9005 "Yes #* Exe(m)", that
is, when the executable flag 17009 of m is not Yes, at step
9006, "Del(n,RLnk(m)}", that is, m is eliminated from the
forward association link 17007, and "Del{n,RRLnk(m}), that
is, m is eliminated from the reverse association link of m.
At the judgment step 9005 when the executable flag 17009 of
m is Yes, the process skips over step 5008 and proceeds to

the loop-termination-judgment step 2007, and investigate



01 NOV 2004 53 whether all elenents in the forward-association |ink 17007
of n are processed or not. Wien there are sone |eft undone, at stgp#ﬁﬁg®t
the element next mis nade a newin. At this tinme, in a case where

been elimnated, the followng elenments are set regarding that mis not
elimnated. And it returns to judgnent step 9005. At

| oop-term nation-judgnent step 9007, in case where all elenents in
forward association link 17007 of n have been processed, process proceeds
to judgnent step 9009 and investigates the nunber of elenents in forward
association link 17007. in a case where it is zero, it shows that |ICcard

oci at _ (N _
e e N A R e e A

of

i nks has tp be_done_over ain fr t eqgihnni t o
B BHEnERO R 8B 0002, inen "THE MURRG i° o hen g o Snhepe]

step 9001.° ep 9 € nunber o ements is not zero,

oo e r taRPa GO T PhaVBILARNS Aa¥iln BLOGESS Lt (oAt this

judghent St ep | oop-termnation-judgment step

9002, if n h ded L L | B
i ng S of sgeott st EieFE B PaYapseie st iamasT ) SH ) B Sna

verifying crate applic s conpl eted and

d 0Q di ing.: . G ~sanpl:Gad | onyly d
DCcept s ng CETEERrbnthereor - cae Tail3"BhEY Por =yl o iAol (! Oula st an

:8:gg;g:ggglgﬁ%.+%%éLgﬁéjuaggeggcgggkngOﬁg[ection t her eof ,

At loop-termination-judgment step 9007, in a case
where all elements in forward@ association link 17007 of n
have been processed, process proceeds to judgment step 9009
and investigates the number of elements in forward
association link 17007. In a case where it is zero, it
shows that IC-card application of n has become not
executable, so that at step 9010, No is set in the
executable flag 17009. In this case, an elimination work
of links has to be done over again from the beginning,
process returns to step 9%001.

At judgment step 9002, when the number of elements
ig not zero, 1 is added to loop-control-variable n and
process returns to loop- termination-judgment step 39002.

At loop-termination-judgment step 9002, if n has
exceeded L, process will be terminated and the attribute
verifying step of associated IC-card application 6002 is
completed and process proceeds to step 6003 for displaying
IC-card-application-list and accepting selection thereof.

At step 6003 for displaying IC-card-application-list

and accepting selection thereof, IC-card-application name



01 NOV 2004 54 17002, in which an executable flag in associated |IC-card-
application list is Yes, is displayed in a display neans 2002 as one anong
several selectable itens, and accepts the selection by users throug& ﬁﬁ !
key-input means 2010. Wen a user selects an item an index in an 1 NGV 200
associ ated-1Ccard- application Iist showng the | CGcard application
corresponding to the selected itemis set in a variable s and process
returns to step 6002. It is possible t 09%4dd an |G card-connection #17003
or an ICcard-attribute information obtained by nmeans of an

| C-card-attribute- obtai nment nmeans 2015 to a selected itemfor the
discrimnation of .an |C card. At the next _step 6004 s . s set_as s It is
done for L&Phgi hf YRachaPBeoSrCcutabhe ELRQ PhESSOS2ANF f%ﬁ?&ﬂr -
association link 17007_is set in Lnk. It is done for ef rriqﬂethe forward
associ ati FPP} hk2t¥0D7148t A& HEfe of JEAR1EH ShdThéx@1splay means

associ ated-|1 C-card-application-narrowi ng step 6005. Fi%. 10 shows §1flow
chart for #&9% o%FngR8saBendt EGVEEBPI SEAELSALL e ftems, and accepts the
associ ated-1 C-card-application-narrow ng step 6005, IC-% rd applications
to be exec%%%@ch%@nnerBﬁéas SHERPAG ngﬁg‘é%@Eﬁtgﬁﬁgslé 3é%d Egﬁpiéations
as optional itens according to the reliance based on th%'q&;ribqie

i nf or mat i OASR¥ of BYEFRSt AR $T6MagBndAAS*of "adloGiSSEdatEe -+~ -care-

card-application-attribute infotnati%n by neans of .t.he .
application list showing the IC-card application

corresponding to the selected item is set in a variable s
and process returns to step 6§002. It is possible to add an
IC-card-connection #17003 or an IC-card-attribute
information obtained by means of an IC-card-attribute-
obtainment means 2015 to a selected item for the
discrimination of an IC card.

At the next step 6004 s is set as sl. It is dome for
savinging the value of s. The FLnk, that is, the forward
association link 17007 is set inm Lnk. It is done for
referring the forward association link 17007 as the name of
Lnk in the next associated-IC-card-application-narrowing
step 6005.

Fig. 10 shows a flow chart for narrowing associated
applications.

In the associated-IC-card-application-narrowing step
6005, IC-card applications to be executed are narrowed
showing users executable IC card applications as optional
items according to the reliance based on the attribute
information stored in the storage means of associated-IC-

card-application-attribute information by means of the



01 NOV 2U04 55 associ ated-1C-card-application-narrow ng neans 2004. Fig.
10 shows the details of a series of process. At step 10001, "U' i8isét Ji0n
user's selectable flag 17010 of s. The Lnk of s, that is, when the

el enents of the forward association link 17007 is vacant at present,
process is termnated and returned. If it is not vacant, the nunber of

el ements is investigated at judgnent stgg 10003, and if the nunber of
elenents is 1, the elenment is set in s;/"that is, process returns to step
10001 automatically regarding that it is selected by a user. At judgnent
step 10003, when the nunber of elenents exceeds 1, in steps, from 10006 to
10009, the existence of. Yes in.the _executahl e .f]| 7 | Sy 1N I gat ed
about eve?§SRFeRER Zlﬁhﬁaﬁﬁ'gfgédfﬁﬁﬁgnf §§Qf$66§?%§%§§$qgﬁﬁ%he%%%% card
application which is considected to _be a.selecgtahle  iiem In other words,
after No is0s&RovfH Ehg aﬁééﬁ SbPé& 3f PG E70 5! %&%ﬁﬁg%t}card appl i cati ons

at step 10004, at__ step 100 the, | ef t nost . el epgent, i i tt
and at step 10006 9(”(401? slq(gtg:}estji:l@at 24 ??§‘t € ﬂggrg- ssePeelg{éiiég%fm%l a%a%gow i s

"U' at judgnent step 10006. In the ca f.. "U o] S . g nated and
returned. fﬁo}? ?é Eotﬁgb%sLn$s°Eef’iEg?gelgkegﬁg%bﬁgﬁfF&%"%%tt 17009. At

been pr ocebBdf SRR R 2EREFASTE hny T b URdore, e e EneiT RO € To

newly set as t.200;Process netd’ 154" 2tlEndd!d97eN 1558P a0 cant,
the number of elements is investigated at judgment step
10003, and if the number of elements is 1, the element is
set in s, that is, process returns to step 10001
automatically regarding that it is selected by a user.

At judgment step 10003, when the number of elements

exceeds 1, in steps, from 10006 to 10009, the existence of
Yes in the executable flag 17009 is investigated about
every element, and an executable flag 17009 is set on the
IC card application which is considered to be a selectable
item. In other words, after No is set in the executable
flag 17009 of all IC-card applications at step 10004, at
step 10005, the leftmost element in ILnk of s is put t and
at step 10006, it is investigated if the user-selection
flag 17010 is "U" at judgment step 10006. In the case of
"UJ" process is terminated and returned. If it is not, Yes
ie set in the executable flag of t 17009. At judgment step
10008, it is investigated if all elements in Lnk of s have
been processed, and if there is any left undone, the

element next t is newly set as t and process returns to the

judgment step 10006.



0 1 NOV 2004 56 At judgnent step 10008, when all elenents have been
finished, |IC card-application nane 17002 is displayed on the display neans
2002 as selectable items and the selection by users can be accept d&d, N0vVh&04
| C-card-application name 17002 of which the executable flag 17009 in the
list of the associated IC card application is found to be Yes at
| CG-card-application-list display and acggpt step 10010. when an user
selects an item the index of an associated- |Ccard-application |list which
shows the IC-card application corresponding to the selected itemis set in
the variable s and returns to step 10001. This step is identical to the
| C-card-application-{ussmehspkaypandoosel ehkhon lleedpineot sstheyy 63N
explained in the previous page. Next, let us nove to the flow chart shown
in Fig. 7.fiNheRetihe1preaess adlpldr aadsecimained-17@xaris appépagednemar r owi ng
step 6005 is finished, at the next step 6006, the value of s which has
receded ongieet@isplhRp melRspPassn2i asr eeqwertadlteo ttwmoramd naheval ue s and
al so RLnk, that is, the reverse association link 17008 is set in Lnk.
Because ofgéhectach bRauseais tche bextacassocidt ethd GCaralrd-application
application-narrowi ng step 6005, the reverse association Ilink 17008 is
referred tgams Lheopase ehilchk thEhexproaradde ifiidhelEd@ in the list
associ ated-1C-card-application-narrowing step 6007 is identical to that in
t he associ@af ethtCacabdiaapd iIcatcizod rappldwiaig st ep 6005 & hoanbé nf & g2t 10.
Only one

g IC-card-application-list display and accept step 10010.

When an user selects an item, the index of an associated-
IC-card-application list which shows the IC-card
application corresponding to the selected item is set in
the variable s and returns to step 10001. This step is
identical to the IC-card-application-list display and
selection reception step 6003, explained in the previous
page.

Next, let us move to the flow chart shown in Fig. 7.

When the process at an associated-IC-card-
application-narrowing step 6005 is finished, at the next
step 6006, the value of s which has receded once to sl in
the past is recovered to the 6rigina1 value s and also RLnk,
that is, the reverse association link 17008 is set in Lnk.
Because of the fact that, at the next associated-IC-card-
application-narrowing step 6005, the reverse association
1ink 17008 is referred to as the name of Lnk. The process
in the next associated-IC—card-application-narrowing step
6007 is identical to that in the assocciated-IC-card-

application-narrowing step 6005 shown in Fig. 10. Only one



Ul NUV 2004 57 different point is that the contents referred by Lnk are
those of the reverse association |link 17008. The conbi nati on anong | C-card
applications which operate in association is decided by the process
mentioned in the above. <<(111) An exanple of availability conf i eVt
and connection certification of an IC card and an I G card application>>
Next, in steps, from 7001 to 7009, the awailability confirmation and
connection certification of respective C cards and | C-card applications
are perforned. At step 7001, a loop control variable nis set as 1. The
character n is an index indicating #17001. At |oop- term nation-judgnment

step 7002, V\%Ef'e%dnlﬁd%%ﬂﬂc vamsd Greadhappld catf onr basppeenkpreeessed.
in a case erenis less than L, at Judgnent step 7003, when

user -sel ecth0Re fJraGnk/ U, s d) dsitaridn 1116k Stpeeeding steps are
ski pped and process proceeds to step 7009 and if it is "U at IC- card-

avai | ability- Con%hé”%hm%@n%ft%ﬂg%ngt he . cavd lagyilsidat efn anvhfegard shown
by I Ccard connectlon #17003 of n is confirmed and at an associated- |C

card- appl bgg&» iavaldap Iat%n AN ddRdd Pro Pt Ebe 7985ceb Bemeavabhali | ity
of an I C-car appllcatlon or of an I1C card is confirmed. Vhen t he

avallablllgﬁ has Reereconfirmed, the result is regarded as "confirmation
OKI' and it not they are 0 i NOV 20006

<<(111) An example of availability confirmation and
connection certification of an IC card and an IC-card
application>>

Next, in steps, from 7001 to 7009, the availability
confirmation and connection certification of respective IC
cards and IC-card applications are performed.

At step 7001, a loop control variable n is set as 1.
The character n is an index indicating #17001. At loop-
termination-judgment step 7002, it is judged if every IC-
card application has been processed. In a case where n is
legs than L, at judgment step 7003, when user-selection
flag 17010 of n is not "U", the succeeding steps are
skipped and process proceeds to step 7008, and if it is "U®
at IC-card-availability-confirmation step 7004, the
availability of an IC card shown by IC-card connection
#17003 of n is confirmed and at an associated-IC-card-
application-availability-confirmation step 7005, the
availability of an IC-card application or of an IC card is
confirmed. When the availability has been confirmed, the

result is regarded as "confirmation OK" and if not they are



58 expired. At the next associated-IC-card-application
availability-confirmation step 7006, the availability of IC Caﬂ¢fﬁFZﬂﬂ
| C-card application shown by the associated-1C card-application-at r|%ute
information of n 17005 is confirnmed. The details of the above are shown in
Fig. 11. At judgnent step 11001, investigation is nmade whether the
confirmation type of n 17006 is effectiyg or not. If it is not, the

avai lability confirmation is scheduled to be perfornmed at

| C-card-application- availability-confirmation step 7005, so that at
confirmation-result-set step 11006, here in this place, process wll be
regar ded QQxﬁfggﬁirnnlion K". At judgnent step 11001, when the
confirmation type of n 17006 is effective at the next judgnent step 11002,

investigation is ymde,hedheraddiec cont@nts- ebrhepplication-
associ ated-1C-card-application-attribute information of n 17005 show an IC

card or an,y -ﬁggglggptggﬁﬂgﬂa;y\ﬂgnsttag 7006t enthe ave\d itdrd 1iGycarfd, IGt
a

| C-card- aval Ility-" confirmation step 11003, the availability of the IC

card shown, by thereopseat sppl ianrassoshawadbhyCterr dsappliamtd-are- attribute
I nformation 17005 is confirnmed. In a case of an |C-card application, at

| G- card- appl § a4 5 9D; 8y @k babkkt tybueenfinkeRina®@iost eff h1AWH0% hies avai | ability
of an IC-card application shown by the contents of an associ ated-1C-card-
appl i cati qnsatf fhbat e dud afemd i pn d700Be i sbeoaf araedhoFhe iB1FVEV1004
At judgment step 11001, investigation is made

whether the confirmation type of n 17006 is effective or

not. If it is not, the availability confirmation ig

echeduled to be performed at IC-card-application-

availability-confirmation step 7005, so that at

confirmation-result-set step 11006, here in this place,

process will be regarded as "eonfirmation OK".

At judgment step 11001, when the confirmation type
of n 17006 is effective at the next judgment step 11002,
investigation is made whether the contents of the
associated-IC-card-application-attribute information of n
17005 show an IC card or an IC-card application. When the
contents show the IC card, at IC-card-availability-
confirmation step 11003, the availability of the IC card
shown by the contents of an associated-IC-card-application-
attribute information 17005 is confirmed. 1In a case of an
IC-card application, at IC-card-application-évailability~
confirmation step 11004, the availability of an IC-card
application shown by the contents of an associated-IC-card-

application-attribute information 17005 is confirmed. The



59 contents of the associated-1C-card-application-attribute information
17005 can be described utilizing a conventional technique such as TLV (tag
| ength value), format etc. therefore, the judgment at Judgnentdbﬂ@mﬂmﬂooz
can be executed with conventional techni que. When the availability is
confirmed, through the next judgnent step 11005, at
confirmation-result-set step 11006, thg,result is regarded as
"confirmation OK', and if confirmation i1s not possible, the result is
expired at confirmation-result-set step. and the control is returned. At
the next associated |IC-card-certificate- confirmation step 7007, a

certifi Catdcﬂﬂ:&fﬂf;%ptgr%té§s¥6@9&1té@afca@a}:§ 68501 b8 tEBANEEEI KR can

| C-card term 1 S ormed through the preparation and the verification

of a certjfd é%l ¢§5C@ég bghgeggiﬁbgé 9&119§1ﬁ90¥ecb%ve%QQWﬂaun Fig.
12. At step 1 1, ﬁhe elenments 1n the forward assocration link of nis

set in a Vardahl g, o oty 0l St MPeagt henpiiiDos1GE) ol eBpAks ietcthe forvard
(0]

associ ation according fo the selection of a user. At the

next JUd%egéé@ l@l’?@ﬁua&@ﬁ{'Q@tﬁQ@%héngagﬁeﬁhﬁ.b@Q the peertification

type of n I's "certification" or in a case where it is, at

| D- car d- r%ﬂ%ﬂﬂl {ﬁﬁ%éﬁ@{5n§199eéggggueby means of

| C-card-ran on}nunber- al nnent neans 12004, the random nunber produced
by 1C card-randgmeRunes -aR0duei0n yreans ki d ANt h£o 68k deRe IndlY 2994

judgment step 11005, at confirmation-result-set step 11006,
the result is regarded as "confirmation OK", and if
confirmation is not possible, the result is expired at
confirmation-result-set step. and the control is returned.

At the next associated IC-card-certificate-
confirmation step 7007, a certification process certifying
that an IC card is connected tc an IC-card terminal is
performed through the preparation and the verification of a
certificate of an IC card. The details of the above is
shown in Fig. 12.

At step 12001, the elements in the forward
association link of n is set in a variable p. At this time,
the number of elements in the forward association link of n
is 1 according to the selection of a user. At the next
judgment step 12002, investigation is made whether the
certification type of n 17008 is "certification" or not,
and in a case where it is, at ID-card-random-number-
obtainment step 12003, by means of IC-card-random-number-
obtainment means 12004, the random number produced by IC-

card-random-number-production means 3077 of an IC card



60 shown by an | C card-connection # 17003 is obtained. At IC
card-certificate-obtai nnent step 12004, the obtained |G card-random nunber
is injected into an | C-card-certificate- production nmeans 3008 off jaNyy! i
card shown by an | C card- connection # 17003 of p by neans of an

| C-card-certificate- obtai nment nmeans 2007, and an I C-card certificate
produced by an ICG card.- certificate throduction nmeans 3008 i s obtai ned.

At certificate-verification step 12005, "the obtained IC card certificate
is injected into an I Ccard-certificate- verification neans 3009 of an IC
card shown by an I C card- connection # 27003 of n by nmeans of the |C-card-

cert 11 cateder by oall £p. 022052000 (201 §NE7uRSULL abravgidd] caki gt i s

obt ai ned. I on leted at result-set step 12007, the

LSS T T VSR 0 S

eresult is expired. And the

control is re urne %‘ig‘?@ég% Ty 1n%%89959?5t§>t gpc_ QO% rldn\é%gftﬂl%:[dﬁbJ S

made whet e ¢ respe rve steps card-availability-

confirmation 7004 IC— ljc I f
7005, ass@c"iQacf‘écd&r?? cﬁ?ﬁn%\ppﬁl ca??g%}-l géé??a@?%ﬁ%@:%ﬁ ?éﬁmqgwgr?ré?tebogoggep

associ at ed |G car b cgriy fcale- sopli BLLOR shep r00L ehowy aandded” or

not, and SAEHS s are n process is term nated

t7 gggugh a jgﬁngFSte 7011 aggo*fh%/& Zng%%fﬁa et £ 1¢QfEHHdBF oa et €P

by an IC-card:certlflcate-productlon means 3008 is obtailned.
At certificate-verification step 12005, the obtained IC-
card certificate is injected into an IC-card-certificate-
verification means 3009 of an IC card shown by an IC card-
connection # 17003 of n by means of the IC-card-
certificate-verification means 2006, and the result of
verification is obtained. When the verification is
completed at result-set step 12007, the result is regarded
as "confirmed", and when the verification is.not performed,
at result-set step 12008, the result is expired. and the
control is returned to step --.

At judgment step 7008, investigation is made whether
the results at respective steps: IC-card-availability-
confirmation step 7004, IC-card-application-availability-
confirmation step 7005, associated-IC-card-application-
availability-confirmation step 7006, associated-IC-card-
certificate-confirmation step 7007 show r"econfirmed" or not,
and when the results are not "confirmed", process is
terminated through a stop step 7011, and when the results

are "confirmed", at step 7009 1 is added to the loop-



61 control -variable n, and process is returned to | oop-

term nation-judgnent step 7002 After the execution of availability
confirmation of |Ccard applications and | C cards have been per fidrkd0iin
steps, from 7001 to 7009, at service execution step 7010, |[|C-card
applications stored in an | C-card-application- storage neans of every IC
card execute services by neans of an | Gcard-application-execution nmeans
3011. The process for providing |Ccard services is finished with the
explanations in the above. <<An exanple of a nethod of obtaining PIN>> The
met hod of obtaining a PINw |l be explained referring to Fig. 13, in a

case wher e cohe AdiRWa0faione’ s, AN pScéeswiess ede f @Fnbiers0nbbpoat i on of the
| C-card holder's justification during the execution of an I Ccard

servi ce. The BOGRSSHS hdhtFigeed 7dg2 started when the input of a PIN
I's requested and operated by the neans for obtaining a PIN 2016. At a step

of displaying progptehokna BkNcuRRWn b30@kiailneGasssy e dd¥Ofm@dion o5
di spl ayed in a display neans 2002. Next, in a case where there is a key

i nput throggh ahey QRAratd O shdeye i tds eans POH périydgseninst ep
13002, the PINis obtained fromthe key input at PIN-key-input- obtaining

step 13003 taRd,! e OQRFS dY otRrds 40 BN iverdidcation step 18006. In a
case where there is no key 01 NOV 1006 62

IC-card applications stored in an IC-card-application-

storage means of every IC card execute services by means of

an IC-card-application-execution means 3011.

The process for providing IC-card services is

finished with the explanations in the above.

<<An example of a method of obtaining PIN>>

The method of obtaining a PIN will be explained
referring to Fig. 13, in a case where the input of one's
PIN is requested for the confirmation of the IC-card
holder's justification during the execution of an IC-card
service. The process shown in Fig. 13 is started when the
input of a PIN is reqguested and operated by the means for
cbtaining a PIN 2016.

At a step of displaying prompt for a PIN input 13001,
necesséry information is displayed in a display means 2002.
Next, in a case where there is a key input through the
operation of a key-input means 2010 at judgment step 13002,
the PIN is obtained from the key input at PIN-key-input-
obtaining step 13003, and the process proceeds to PIN-

verification step 13006. In a case where there is no key



I nput, at judgnent step 13004, investigation is nmade to see if an IC card

provided with PIN-storage neans 3012 is connected to an IC card b ﬁ%
connected to an IC-card termnal 1002, and when there is such a c Lﬂ, éW‘a
PIN- obtaining step 13005, the PINis obtained fromthe PIN- storage nmeans
3012. After that, the process proceeds to PINverification step 13006.
After that, control is returned to theggxecution of an |ICcard service.
The investigation to see if an IC card provided with a PIN- storage neans
3012 is connected to an IC card being connected to an I C-card term nal
1002 can be realized by ATR (answer to reset) or by the definition of a
command nada: f Orat hgupymRaSE s@bpt N8 oioRy eSthivgattigat ioM examie ob aeei ssue
met hod of an | C-card . application> The issue nethod of an | C-card

appl i cati ore Wi | 1decaguppabredeat e rapplincatican gwhinriariss 3m beissed in the
above-nentioned | G card-service-provision nmethod. Fig. 4 is a draw ng

showi ng t hespoadtear abi 8 ot anrdl Gecagdcappldctatd a i=asuEs appead at us 4001
in which the |G card-application-issue nmethod according to the present

i nvention dsr@pesnt edo2A §88t HREnMEABS <4063 se@ht olcard,espedd iRENnEANS in
an | C-card-application-issue apparatus 4001, and it is connected to a

first |C yeh400dgandep 13609Ndthe eand 1400 thinedglfram the PIN-

| C-card- conmuni cat1 on neans 4006. The first IC card 4007 is the issue

target of apbdLg®ImdENs2004263 After that, the process proceeds to
PIN-verification step 13006. After that, control is
returned to the execution of an IC-card service. The
investigation to see if an IC card provided with a PIN-
storage means 3012 is connected to an IC card being
connected to an IC-card terminal 1002 can be realized by
ATR (answer to reset) or by the definition of a command
made for the purpose of the investigatiom.

<An example of an issue method of an IC-card
application>

The issue method of an IC-card application will be
explained, the application which is to be used in the
above-mentioned IC-card-service-provisiocn method.

Fig. 4 is a drawing showing the configuration of an
IC-card-application issue apparatus 4001 in which the IC-
card-application-issue method according to the present
invention is operated. A control means 4003 controls
respective means in an IC-card-application-issue apparatus
4001, and it is connected to a first IC card 4007 and a

second IC card 4008 through an IC-card-communication means

4006. The first IC card 4007 is the issue target of an IC-



card application, and the second IC card is the association targetu.b@l\){ou
I

i

the ot her neans, explanation will be given in the explanation of f
charts described |later as occasion dermands. The configurations of
respective IC cards are identical to those shown in Fig. 3. Figs., 14 and
15, show fl ow charts show ng the issue nmethod of IC card applications
according to the present invention. At association-target-type-specifying
step 14001, a wuser designates an "I C c&td" or an "I Ccard application"

t hrough the key-input neans 4009. Wen the association- target type is an
"I C card", through association-target- type-judgnment step 14002, at step
14012 the second IC card 4008 is set in an association-target-variable T.
Wien the eaBdciBPlbfatipget abyfipéhies sgeonliCIfac@abpls ddid GPsoa@yien
card-application-list-obtainnent step 14003, by neans of an_ obtai nnent
means of |@xeet- agtdchttion-oteer anganst r evolanatapsr adloRe461YNan
|Ccard list is obtained which is stored in a storage neans for

| C-car d- apit i Paei explesetand ot fAobucdairtsoderCiré®e300R W @fe second | C
card 4008, and at association-target-1C-card-application-selection step
14004, thecddasitn demphdged Thethenfligprayiaeansfipespesasdvet BRE sel ection
by a user is accepted with the key input neans 4009 and the |G card

appl i cati otrsds egrediBentheadssp. those shown iR FiE-adsocFagFen- £4r get
variable T. Next, at type-specifying step 14005, the designati on of type
by a user dn3 akZepsbavt At oWghharsskeporApgt theark§SEEL MIORBOeE 64 -

card applications according to the present invention.

At association-target-type-specifying step 14001, a
user designates an "IC card® or an "IC-card application”
through the key-input means 4009. When the association-
target type is an "IC card”, through association-target-
type - judgment step 14002, at step 14012 the second IC card
4008 is set in an association-target-variable T. When the
association-target type is an "IC-card application", at IC-
card-application-list-obtainment step 14003, by means of an
obtainment means of IC-card-application-list and attribute
information 4011, an IC-card list is obtained which 1is
stored in a storage means for IC-card-application list and
attribute information 3005 of the second IC card 4008, and
at association-target-IC-card-application-selection step
14004, the list is displayed in the display means 4002, and
the selection by a user is accepted with the key input
means 4009 and the IC-card application selected by the user .
is set in the association-target variable T.

Next, at type-specifying step 14005, the designation

of type by & user is accepted through the key input means



4009. In the designation of a type, any one out of "availability",
"certification" and "normal" is selected. In a case where the de }gﬁﬁtﬁﬁ
type is "availability", at information obtainnent for availabili & L
confirmation step, 14007 through type-judgnment step 14006, the information
for availability confirmation of the association-target-variable T is
obtained. In a case where T is an IC cgpd, the information for

avai lability confirmation is obtained froman |IC card-attribute-storage
means 3004 by neans of the I C-card-attribute-information- obtai nnent neans
4005. In a case where T is an ICGcard application, the information for

avai l abi | i jyggonfig nehéofesi§nabliahned &r epplehe ashyorage gwanse for 1 G card

application- list and attribute information 3005 by nmeans of an |C card-
applicationg{h st 28R4 iabtr i biglestisnfiramidon [ ai fuEhd1 meagsse#0dteaThe
information for availability confirmati on obtained at associ ated

| C-card-applicatipf-atéatdUyBerbnt REMAkis@BnaRledsteRel4Q08 is regarded as an
associ ated-1C card-application-attribute information, and at

confirmati ogotyPEhS el te'ep 214003 o rie iGN fdyEldmen ¢ YPer | svajudpelite be
avail abl e. At the next associated |IC-card-application-

attribute-iohof PRLESBNI Birest,i AR o9t7e ph h JHC- 0T« pphérat  oep naweo s ssued

by a first 1C card 4007 and a second I C card 4008 or an

associ at edyh & cardrapphibaatioan a%ak MM 12094 &mfirmation of the
associaticn-target-variable T is obtained. In a case where
T is an IC card, the information for availability
confirmation is obtained from an IC-card-attribute-storage
means 3004 by means of the IC-card-attribute-information-
obtainment means 4005. In a case where T is an IC-card
application, the information for availability confirmation
is obtained from the storage means for IC-card application-
list and attribute information 3005 by means of an IC-card-
application list and attribute-information obtainment means
4011.

The information for availability confirmation
obtrained at associated IC-card-application-attribute-
information-set step 14008 is regarded as an associated-IC-
card-application-attribute information, and at
confirmation-type-set step 14009, the confirmation type is
judged to be available.

At the next associated IC-card-application-
attribute-information-injection step, an IC-card-

application name issued by a first IC card 4007 and a

second IC card 4008 or an associated-IC-card-application-



attribute information, a confirmation type, which designates an |IC-card
application are inj ected into an

associ ated-1C-card-application-attribute-information- storage means) BR6IIBY
means of an associated-1C-card- application-attribute-information-injection
means 4010. The format of the contents to be stored in an associ at ed-

| C-card-application-attribute- |nformat|gg storage neans 3006 is the sane
as shown in Fig. 16 In a case where the designation at type-specifying
step 14005 is not "availability", at an association-
condition-attribute-information- specifying step 15001, through

type-j udg 14 esi,g afe ; At t tgHinformation of T
which is F% %efgﬁggs%ggggﬁ%ggogcohdgt@%gﬁr}fﬂs té(?ce typ%through t he Key i nput
means 4009 Xpresse Ltem; er&re%tm% i tens
anong the d?en%q gd%nitﬁhéa?al F%&E%ggrlg%agtcr%ptle an IlC-card I D, an

| C-card public t A ldern dddam or | D of an
| C-card |ssusécr)cJl(%ﬁgdngrsmggg‘a ?Bph.?cgt:lﬁa c%t l%gln%f aélt urer. Wen T

expresses an| Ceo caLd. aPRbieabi OfaAl L0, JIE AN . il among t he

owmng are accept ed: a publ Ic key of an IC-card

appl i cat i op f L DRUPo1 oLP-00.20. LGy 6and ¢ 3APLLARIN, Wi d sy opd | ed AL D

(appli cat i O%F n a  nmanu urer''s na I'D of an I Ccard
applicati e of Lap | lelajrpaatés% ddhed- is
called R reg| s@%?eéfappgl ca?:igh@ps)rfcc)\?i g’éar gtggrr(\% a3‘| er) 1 N5J 2004 66

IC-card-appllcatlon-attribute-informatlon-storage means
3006 is the same ag shown in Fig. 16.

In a case where the designation at type-specifying
step 14005 is not "availability”, at amn association-
condition-attribute-information-specifying step 15001,
through type-judgment step 14006, the designation of
attribute information of T which is to be an association
condition is accepted through the Key input means 40095.

When T expresses an IC card, an item or more than 2
items among the items cited in the following are accepted:
an IC-card ID, an IC-card public key, the name or ID of a

card holder, the name or ID of an IC-card issuer, the name
or ID of an IC-card manufacturer. When T expresses an IC-
card application, an item or more than 2 items among the
items cited in the following are accepted: a public key of
an IC-card application, a name or ID of an IC-card
application, that is called AID (application identifier), a
manufacturer's name or ID of an IC-card application, a
issuer's name or ID of an IC-card application, that is

called RID (registered application provider identifier).



At an attribute-information-extraction step 15002, designated information
Is extracted. When T expresses an |1C card, an attribute information is
obtained fromthe IC card-attribute-information-storage nmeans 300§t Ry 700t
means of an |ICcard-attribute-information-obtainnment neans 4005. Wen T
expresses an | C-card application, an attribute information is obtained
fromthe | CGcard-application |list and %%tribute-infornation st or age neans
3005 by neans of the ICcard-application list and attribute information-
obt ai nnent neans 4011- And at the next an associated-1C
card-application-attribute-information-set step 15003, the extracted

nfor mat | o, | 3,CQ0SLYSLR 4G ErAN B8 ARIIST step 15002,

card-application-attribute infornmation. e type is found to be

“certifi oat LoD, gt s Aokl didaNRIL SLen. d004 yxah GORKIBIAN-y pe- set

n
step 15005, a“confirmation type is nade "certification”, "if not, at

conti et | pp- LPg: SEr, 3100113006513 ST OB UP S B REOLER ",

and process proceeds to associ ate

appl | cati on; 4t £ byt 6l QLIRLIQRS N SO SUEMAA0MYs BPlbans of

associ at ed card-application-attribute-information- iInjection step,

expl anati og, hag REeR QELLOLIRA 18 riha dIIEI i B  Meddie DEYS .

| C-card-application-injection step an | Ccard application is

injected tgptherf bLatokCecahdl 14005, AN ING N QLS HPlad SShRGean | C card
application is conp%eteg. 81 hé”’7004 g§;

information is obtained from the IC-card-application list

and attribute-information storage means 3005 by means of

the IC-card-application list and attribute information-
obtainment means 4011. And at the next an associated-IC-
card-application-attribute-information-set step 15003, the
extracted information is considered to be an associated-IC-
card-application-attribute information.

When the type is found to be "certification" at the
next judgment step 15004, at confirmation-type-set step
15005, a confirmation type is made "certificatiom", if not,
at confirmation-type-set step 15006, a confirmation type is
made "normal", and process proceeds to associated-IC-card-
application-attribute-information-injection step 14010.
About associated-IC-card-application-attribute-information-
injection step, explanation has been performed in the
previous page.

At the next IC-card-application-injection step 14011,
an IC-card application is injected to the first IC card

4007, and the process of issuing an IC-card application is

completed.



In the above, an enbodi nent according to the present invention is
explained in detail. By the application of the present invention, .for
exanple, following nerits can be expected. There has been a probl@ﬁﬂw§7MM
shown below it has been necessary to nenorize the PINfor a IC card

hol der, and often he forgets it, or he uses a nunber which can be easily
presunmed by others and it has been diffi,cult to fulfill the function as a
PIN, however owing to the present invention, the necessity to nmenorize
one's PIN has been renoved. In the past, there has been a problemthat to
set conditions concerning the conbination of IC cards is inpossible

however, it is made &Oes%@@ 2 CLaBORYRLRON S BRRh 3800kl od apsrat | on

of IC cards by tHhe" prese FnvEntTon ereb ntents 0 p0|n
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custoners are re onnend d to ave [ rallt f 3ﬂg] a certain
condi ti on Bf° ?%%g ohbrRat Pon o %a% 4 Eg%ir%t?)gla enﬁé@fl‘gﬁ% Concer ni ng

t he utlllzatlon o% public faC|I|t|es by the resi dents of neighboring
sel f - gover%? on the assunption that they have their resident cards
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necessary to memorize the PIN for a IC card holder, and
often he forgets it, or he uses a number which can be
easily presumed by others and it has been difficult to
fulfill the function as a PIN; however owing to the present
invention, the necessity to memorize one's PIN has been
removed.

In the past, there has been a problem that to set
conditions concerning the combination of IC cards is
impossible; however, it is made possible to set conditions
about associated operation of IC cards by the present
invention. Thereby, the contents of point services in a
shopping district have been diversified, and it became
possible to give incentives to customers for shopping, for
example, customers are recommended to have a plurality of
IC cards and at a certain condition of the combination of
IC cards points are doubled.

Concerning the utilization of public facilities by
the residents of neighboring self-governing body. on the
assumption that they have their resident cards issued by

the neighboring self-governing body, the present invention

has made it possible to issue IC cards for the utilization



of public facilities. In a case where admnistration entries are

el ectronically processed, when a plurality kinds of appendi ng docu nbs
are requested, it has been realized to prescribe the reliance betmggﬁ v 2004
appendi ng docunents and an entry electronically; thereby the errors in
such a business as nentioned in the above have been renoved and the
efficiency of the business has been i nproved. The present invention is
concerned a variety of fields, so t hat®®ari ous ki nds of forns of

enbodi ments will be cited in the following. A first enbodi mnent denotes an
| C-card-service- provision nmethod, and the details are explained in the
followng: a first IC card stores a first I1Ccard applications, and when
the first HfCRHIEG Sanect®Y to an 1Ccard terninal electrically or

el ectromagnetically, the first 1Ccard application js started to operate
on the first |CIBapdCa8RdMEETE BTN USHH AR FogranF 2bFresponding to
the first 1Ccard application, and/or. a server rogr m are started to
operate, PHESLICIGHILY RAWGETELanBe” p? BRI YEAL DY tﬁég Sofér ati ons.
Assum ng that there are a second |IC-card pplications havin .diff%yent
functionsaﬁﬁﬁﬁ44ﬂﬁn9Qﬁ“W?ﬁF5f??%tr?%ﬂ%%Fﬁgaprigﬁ?igﬁgnaﬁﬁa 1288018 1 C

card which stores the an associ ated-1 C-card- | iication-attri.bute 0O
NOV HO4 6@rescribe thénreliance between appendggg documents and an

entry electronically; thereby the errors in such a business
as mentioned in the above have been removed and the
efficiency of the business has been improved.

The present invention is concerned a variety of
fields, so that various kinds of forms of embodiments will
be cited in the following.

2 first embodiment denotes an IC-card-service-
provision method, and the details are explained in the
following: a first IC card stores a first IC-card
applications, and when the first IC card is connected to an
IC-card terminal electrically or electromagnetically, the
first IC-card application is started to operate on the
first IC card, and/or a first terminal program
corresponding to the first IC-card application, and/or a
server program are started to operate, Thus, IC-card
services can be provided by these operations.

Assuming that there are a second IC-card
applications having different functions from those of the
first IC-card applications and a second IC card which
stores them;

an associated-IC-card-application-attribute-



I nformati on-storage neans is provided inside the first IC card for storing
the attribute information of the second IC card, and /or the att lll;w
information of the second |G card applications; and follow ng stgp i\?@{'
provi ded: |C-card-application- |ist-obtainnment step to obtain an

| C-card-application list of every |IC card,

associ ated-|1 G card7application-attri but ?& I nformati on-obtai nnent step to

obtain attribute information of every card stored in an
associ ated-1GC card- application-attribute-information-storage neans, a
judgnment step to judge if the second IC card is connected to the I1CG card
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stored in the fir | C.card_or |nthes n_I odi nent
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of every IC card, assoc1ated-IC-card7appllcatlon-attrlbute-
information-obtainment step to obtain attribute information
of every IC card stored in an associated-IC-carad-
application-attribute-information-storage means, a judgment
step to judge if the second IC card is connected to the IC-
card terminal electrically or electromagnetically, the
second IC card which coincide with the attribute
information stored in the associated-IC-card-application-
attribute-information-storage means by means of the
analysis of reliance based on the attribute information
stored in the associated-IC-card-application-attribute-
information-storage means, and/or an associated-IC-card-
application-attribute-information-collation step for
judging if the second IC-card-application which coincide
with the attribute information is stored in the first IC
card or in the second IC card.

A second embodiment denotes an IC-card-service
provision method: in which a list display of executable IC-
card applications is shown in the display of an IC-card

terminal for users, and the selection of an IC card by a



user is accepted and an I C card service by the selected IC card
application is executed; and the steps as nentioned below are provided: an
associ at ed-1C-card-application-list- conposition step to nmake an .. .

| C-card-application-list display by conposing an IC—card-appIicatqbﬂﬁﬂa@&
obtained fromevery |IC card, and an associ ated-|C applications- narrow ng
step in which the list of selectable IC.card- application is displayed and
the selection is accepted based on the”®el i ance predi cated on the
attribute information stored in the associated-I1C-card-application-

i nf ormati on-storage neans of every IC card. A third enbodi nent denotes the
I ssue method of IC card applications. In an issue nethod of, | G carg. .
applicatidﬁ%ebeiﬁgaEFBPFﬂédaRFtﬁnalgtéﬁrgosﬁ§Wé°§ P¥r gelép%ﬁﬁwfgif%
application stored in a first 1C card, follow ng iteps are GQ%{QFd: an
associ at | orR¥@raePlipasiryi A§ SKEFUFRI: wAPEh tASsEEERE PE &5V d andl or an

| C-card application stored _.in the second I.C_card_are_desi gnated n
associ at i orelay gareopraNifedeard apsPrdacesn If:écﬁﬁgélagpgl&cl%r?lt%e 1fa"Llssrtgt | C
card, association-target-attribute-infornati%n-xtiaction Sti&R i n which the
attribute ¢omReRALiBR SFERNtPCMEERI2ANGC GRTLHEPR ¢ Pt infor mati on of an

| C-card application as the attribute information of an.assogi.ati t ar get
are extragiéﬂlﬁfthtﬁém§8§6ﬁﬂ RE 57 G2T5rAPR 15§§6€Pag§3%(éﬂ€%l&gh

card-application-at-tribute-information-inj.ection._step.i.n l.ch the
ext ract ed é?@miﬁﬁﬁéyiﬁFoFﬁﬁFPoﬁntaPhésﬁoflﬁ%ﬁdigﬁda?%llcaeMHﬁg1

narrowing step in which the list of selectable IC-card-
application is displayed and the selection is accepted
based on the reliance predicated on the attribute
information stored in the associated-IC-card-application-
information-storage means of every IC card.

A third embodiment denotes the issue method of IC-
card applications. In an-issue method of IC-card
applications being provided with a step to make a first IC-
card apﬁlication stored in a first IC card, following steps
are provided: an association-target-specifying step in
which a second IC card and/or amn IC-card application stored
in the second IC card are designated as an association
target of an iC-card application to be stored in the first
IC card, association-target—attribute-information-xtraction
step in which the attribute information of an IC card and
or the attribute information of an IC-card application as
the attribute information of an association target are
extracted from the second IC card, and an associated-IC-
card-application-at-tribute-information-injection step in

which the extracted attribute information of the



association target is stored in an associ ated-1C-card-
application-attribute-informati on-storage neans in the first IC ca P VA
fourth enbodi ment denotes a provision nmethod of |1C-card services d{ quﬂmﬁ
an IC card to be used for authentication in which an

associ ated-1C-card-application- availability-confirmation step i s provided
such as the steps as shown below step of inquiring a server connected to
an | Ccard term nal about the availability of a first IC card connected to
the 1CGcard termnal electrically or electromagnetically, step of
inquiring a server connected to the ICcard termnal about the

avai | abi | i Ly sQfcia diidStraddecard apptigalhomnsioredihbelibect sty -1 C card,
and an execution step of ‘executing the I C card application when the

result of LagHiiTadiHAV d.2hld d Yin A8ehd i dhes 80P ge MBALOAQd the card
service provision nethod, the information which is a part of attribute
informatiog;Qf;t ke sgcqpd IC card and al so being the information for

| C-card- availability confirmation which is necessary for inquiring the

server about the gvaihahhl khbodfindie Wetd G GaFshis 2/ RELhbe of

informati on being a part of the attribute information of the second

| Ccard appli.catdonand A the zidf ddret ¢ ovafer tbGoeatided for
application-availability confirmation which is necessary for inquiring the

server abuthlehe ;@i 1abidd twh 0fn the secopthtédcacdcapal apatieatiamne
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availability-confirmation step is provided such as the
steps as shown below: step of inquiring a server connected
to an IC-card terminal about the availability of a first IC
card connected to the IC-card terminal electrically or
electromagnetically, step of inguiring a server connected
to the IC-card terminal about the availability of a first
IC-card application stored in the first IC card, and an
execution step of executing the IC-card application when
the result of inguiry is availability, and in the above-
mentioned IC-card service provision method, the information
which is a part of attribute information of the second IC
card and also being the information for IC-card-
availability confirmation which is necessary for inguiring
the server about the availability of the second IC card,
and/or the information being a part of the attribute
information of the second IC-card application and also the
information for IC-card applicaticn-availability
confirmation which is necessary for ingquiring the server
about the availability of the second IC-card application

are stored in the associated-IC-card-application-attribute-



i nformati on-storage neans inside the first 1C card. And before the
execution of the first ICGcard application, the server is inquiregapouygy
the availability of the second IC card by nmeans of the information for an
| C-card-availability confirmation of the second IC card stored in the
associ ated-1C-card-attribute-information- storage neans inside the first IC
card, and/or the server is inquired ab?yt the availability of the second

0

| C-card application by neans of the information for an I C-card
application availability confirmati on of the second IC-card stored in the
associ ated-1C-card-programattri bute-storage neans inside the first IC

card. A fi{1faborldP0LoAP00! #82A8 hEseabd ol lrizishd 1an cdi@.card for
aut hentication which is utiTized in the IC card-service-provision nethod

in which serviceg af §e MR ided dyedhe;sonpecthonsotsa fcrehrhC card to an
|C-card termnal, and an associ ated-|1C-card-application-attribute-

i nformati OA(}Sﬁf Péftgfoﬁr?afﬁe WOE£he St 95 S nahl keAURS oulthfrdiaTRiviaQN 201 1a tsecond
| C card and/or the attribute information of an I G card application stored

in a seconde | GeCaddohd PEOVLEARILLNRLERst BE kheStnlferéRtd onA fHixxtdh
enbodi nent denotes an I C card termnal which provides services by the

connect i o @f c & 41 4541165 £81 €yt Gonkhenber Bhnak ehectsdceald Y orcard
el ectromagnetically, the IC card which stores the first 1Ccard

appl i cati ansorddieid Ghéagsdsber atoal 1eovRElsas tridutRans fexpaaiited bel ow. An
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storage means inside the first IC card, and/or the server
is inquired about the availability of the second IC-card
application by means of the information for an IC-card
application availability confirmation of the second IC-card
stored in the associated-IC-card-program-attribute-storage
means inside the first IC card.

A fifth embodiment denotes an IC card utilizing an
IC card for authentication which is utilized in the IC-
card-service-provision method in which services are
provided by the connection of a first IC card to an IC-card
terminal, and an associated-IC-card-application-attribute-
information-storage means which stores attribute
information of a second IC card and/or the attribute
information of an IC-card application stored in a second IC
card is provided inside the first IC card.

A sixth embodiment denotes an IC card terminal which
provides services by the connection of a first IC card to
the terminal electrically or electromagnetically, the IC

card which stores the first IC-card applications. The IC-

card terminal comprises the means explained below. An IC-



card-application-list-obtai nnent neans for obtaining an | G
card-applications list of every IC card being connected to the IC term nal
electrically or electromagnetically, an 01 NOV 2004
associ ated-1C-card-application-attribute-information- obtainment neans for
obtaining attribute information from an

associ at ed-1 C-card-application-attributesinformation- storage neans of
every | C card, an associ ated-1C-card-
application-attribute-information-collation nmeans for judging a second

| C-card application which coincide with an attribute information stored in

the associaf.af-JiCreacdle s PPt 68t LBBaahERRU R AT QOTRIKAL S U, MEANS |5

stored in I'Tst 1C card or 1n the second IC card by the analysis of

the reli ag;%eré.géﬁﬁdi_%‘af?éﬁg_ PnsthgrabLbi-bute iRkar WAk, &tk dd the

associ ate application- attribute-information-storage neans, an
associ at ed)d>Larg %gg%i99&&5%"29”@95b&b%’ﬂr,o?ﬁ_%@'ﬁ%éi@aﬂrﬂd%ng a list

di spl ay of an car | cati on by the conposition of the
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application list stored in the second IC card, and an |C-card-application
nar r oW ng JiRANSydl Wl Mo x| b8Eaghifgl ekahba eCioautmipldcation based

on the reliance relation predicated upon the attribute information is
di spl ayed aaﬁdaé%ﬁ&@&twncgea-tpﬁp@@esease_ 2R QYR 1eTHadi EI%n denot es

an | C-card-service- provision nmethod in which a first 1C card, which stores
a 01 NOVI%%B&&&E means of every IC card, an associated-IC-card-
application-attribute-informaticn-collation means for
judging a second IC-card application which coincide with an
attribute information stored in the associated-IC-card-
application-attribute-information-storage means is stored
in the first IC card or in the second IC card by the
analysis of the reliance relation based on the attribute
information stored in the associated-IC-card-application-
attribute-information-storage means,
an associated-IC-card-application-list-composition
means for producing a list display of an IC-card
application by the composition of the IC-card-application
list stored in the first IC card and the IC-card-
application list stored in the second IC card, and
an IC-card-application narrowing means in which the
list of selectable IC-card applicaticon based on the
reliance relation predicated upon the attribute information
is displaved and the selection can be accepted.

A seventh embodiment denotes an IC-card-service-

provision method in which a first IC card, which stores a



first-1Ccard-applications, is connected to an I1C card term nal
electrically or electromagnetically, and a request for a first ICcard
hol der is displayed requesting a key input of his PINto the | &1d¥¥d004
termnal for the confirmation that he is a legitimte holder, and after
the key input of his PIN, services are provided; and PIN obtai nnent step
I's provided in which while the key ianI of his PINis pronpted, the
information of his PINis obtained froma second |IC card, and the

obtai nnent of the information is regarded that his key input has been
done. An eighth enbodi nent denotes an IC-card termnal wutilizing an IC

card for aulhenticailon Lo WEeD: 8uFl N:cobbahReRay WBARs e Raey ded and

first |1 C card TSt (Ccard application is connected to the

IC card termnal _electrjca r_el ' 7 van reguesst or a
first IC>c%ﬁ%ﬂh%?ge?f?%£ﬁfé%¥%§ea§rggggg??ﬁgsh%ﬁgkhgiyfngaﬁ &f his PIN to

the 1Ccard ternnal to.certif t .phegk edi kil th&gCar tkeiol der
and after t%e %e lr?ﬁpg? %?rﬂigoﬁkgf égrekgggagre prggideé;g;nd &??Ie t he

key input js waited for,  the ipformatigng et higal! Hogarnke obtained froma
second | C THYE %ﬁgh%ﬁePIobggigég ?ﬁf%?n&tioﬁ isareggrded that the key
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1004 75 key input of his PIN, services are provided; and

PIN obtainment step is provided in which while the
key input of his PIN is prompted, the information of his
PIN is obtained from a second IC card, and the obtainment
of the information is regarded that his key input has been
done.

An eighth embodiment denotes aq IC-card terminal
utilizing an IC card for authentication in which a PIN
obtainment means is provided and a first IC card which
stores a first IC-card application is connected to the IC-
card terminal electrically or electromagnetically, and a
request for a first IC-card holder is displayed reguesting
the key input of his PIN to the IC-card terminal to certify
that he is a legitimate IC-card holder, and after the key
input of his PIN, services are provided; and

while the key input is waited for, the information
of his PIN can be cbtained from a second IC card, and the
obtained information is regarded that the key input of his
PIN has been done.

A ninth embodiment denotes a method for providing IC

card services to the public utilizing an IC card for



aut henti cation by connecting a first 1C card, which stores first |1Ccard
applications, to an IGcard termnal, and conprises the steps as shown in
the followi ng: random nunber production step for produci ng randoimijyniffiber s
in the first I1C card, certificate production step for producing
certificates using an inherent information to the second IC card, and
certificate verifying step in which thescertificate is sent to a first IC
card in order to justify the certificate. A tenth enbodi nent denotes an

| C-card term nal which provides services by the connection of the first IC
card, in which a first I1Ccard application is stored, to the IC card

termnal angdehonwhighisheps abanReeYhded s r$howr idard havHiold osddugks a
random nunber production nmeans for producing random nunbers in the first

|C card, argeitifécabea BpREYebiteBnEBaARS Gor MV-QdUE nErednid Y cai@s by
sendi ng the random nunber to the second IC card and using the information

i nherent tg,ihe; secopfel GregkdasaBloan Gor tinfd Gatia-owdmg:i cation means for
verifying the justification of a certificate by sending it to the first

| C card. An el eveptdygrbodipent pfemot escr peepi sbenprethodnaf random
| C-card-services utilizing an 1 C card for authentication as described in

claiml angygbh@is 2n and asrtherat tairbyt e drtfidriraiteonrefdur tsexonstt diC car d,
1 01 NOv 7004 76
for producing certificates using an inherent information to
the second IC card, and certificate verifying step in which
the certificate is sent to a first IC card in order to
justify the certificate.

A tenth embodiment denotes an IC-card terminal which
provides services by the connection of the first IC card,
in which a first IC-card application is stored, to the IC-
card terminal and in which steps are provided as shown in
the following:

a random number production means for producing
random numbers in the first iC card, a certificate
production means for producing certificates by sending the
random number to the second IC card and using the
information inherent to the second IC card. and a
certificate-verification means for verifying the
justification of a certificate by sending it to the first
IC card.

An eleventh embodiment denotes a provision method of
IC-card-services utilizing an IC card for authentication as
described in claim 1 and claim 2, and

as the attribute information of a second IC card, 1



itemor nore than 2 itens out of the information showmm below an IC-card
ID, an | C-card public key, the nane or ID of a card holder, the nanme or ID
of a card issuer, and the nane or ID of a card manufacturer, anbl §gV 24t he
attribute information of second IC-card applications, | itemor nore than
2 itens out of the information shown below. a public key of the ICcard
application, the nane or ID of an ICG cagd application, AID (application
identifier), the name or |ID of a manufacturer of an I C card applications,
and the name or ID of an issuer of ICcard applications. RID (registered
application provider identifier), are stored in the

associ at ed; § G CaF dn@Pe! tEahi oniakhei BukeoiEnkakemnifnaigraghdwans of the
first ICcard. A twelfth enbodi nrent denotes the I C-card application issue

met hod desggibed in thechbir dpembadiraentrdapdbas c kg atdid e iod arpmat i on
of the second IC card, 1 itemor nore than 2'itens are extracted out of

the fol | oWifg, Pt£EESHoPEE N OhBBLEAR: 08N 1bCogakd dalRd tifkesyuibl iamkeshof an
|C card, the nane or ID of a card holder, the nane or IDof an IC card

i ssuer, anghhdecpai® §f hDcatdapahGreatdregnubact/vireras taiw/0rt misod te
attribute information of a second ICcard application, the public key of

an | G- car di apphh&at bRNo £t Beconanecokak® abpad ch@iearsd, 1AIR mppt ingate on
identifier), the nane or ID of a manufacturer of an I Ccard application,

the nanme ghahD2oftams!| Gucard appl iadbreatisauehown Belragi st grelic

application provider identifier), etc. 01 NOV 2004 77
key of the IC-card application, the name or ID of an IC-
card application, AID (application identifier), the name or
ID of a manufacturer of an IC-card applications, and the
name or ID of an issuer of IC-card applications. RID
{registered application provider identifier), are stofed in
the associated-IC-card-application-attribute-information-
storage means of the first IC card.

2 twelfth embodiment denotes the IC-card application
issue method described in the third embodiment, and as
the attribute information of the second IC card, 1 item or
more than 2 items are extracted out of the following pieces
of information: an IC-card ID, the public key of an IC card,
the name or ID of a card holder, the name or ID of an IC
card issuer, and the name or ID of an IC card manufacturer,
and/or as the attribute information of a second IC-card
application, the public key of an IC-card application, the
name or ID of an IC card, AID (application identifier)., the
name or ID of a manufacturer of an IC-card application, the

name or ID of an IC-card application issuer, RID

(registered application provider identifier), etc.



A thirteenth enbodi nent denotes an IC card utilizing an IC card for

aut hentication described in the fifth enbodinent, in which as theUlNﬂV?Wﬁ
attribute information of a second ICcard 1 itemor nore than 2 itens ou
of the followng information: an IC card ID, the public key of an IC
card, the nane or ID of a card holder, the nane or ID of an issuer, the
name or I D of a card manufacturer, and/gr as the attribute information of
a second I Ccard application, the public key of an I Ccard application,
the nane or ID of an ICcard application, AID (application identifier),
and the name or ID of a manufacturer of an I C-card application, and the

name or 1D of a rﬂi%{@f{é‘éﬁﬁ?%m}?@di&éﬁ@r dendRlb! 68! 11%a -7 Bdihan Sier ed

application provider identifier) are stored in an associ ated-1GC-card-

appl i cationsatkribpherLpf o FREHQD-SELA0Q RANG ed A NG PrESENE 1 nVenti on,

necessary data for receiving a variety of kinds of services are stored in

a plurali . ards, ..and, by .t u fs j 4 i ated
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wat is clalongalse dard TRivad 8L REQW dhaG 1LCsGaId Spivige Godprising:
obtaining rnformatiron of applications stored in one IC card, and attribute
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applications ~stored in sard one card; obtaining information of

applicatiqﬂ§ ééPé?dtﬁQ £Qﬁe05?e&D|9fC§rQ%&d holder, the name or ID of
an issuer, the name or ID of a card manufacturer, and/or as
the attribute information of a second IC-card application,
the public key of an IC-card application, the name or ID of
an IC-card application, AID (application identifier}, and
the name or ID of a manufacturer of an IC-card application,
and the name or ID of a manufacturer of an IC-card
applications, RID (registered application provider
identifier) are stored in an associated-IC-card-
application-attribute-information-storage means.

In the present invention, necessary data for

receiving a variety of kinds of services are stored in a
plurality of IC cards, and by the use of these cards in

associated manners the loads of users can be largely

lightened.



analyzing a reliance relation between said applications stored in said
first 1,C card and the other IC cards with collating said attri but
i nformati on; deciding a conbi nation 02 applications stored in fi rs[U NE &t o

and the other IC cards according to said analysis; and executing each
application stored in said first and the other IC cards of conbination for
provi dwigt selaimealas: 2. A nethod of providing | CGcard service according to
Claim 1, further conprising: synthesizing a list of said applications
stored in said one IC card and the other IC card fromsaid attribute

i nformgti ghime ﬁ? p@bat”ﬂ) Qrapd/g?,l\,% é&h Asidgservice according to daim 1

wherein eac ute I n rmatlo Wmch designates said plurality
of appli c@'—ttalﬁm informafiennetl agrlisrbonsi sgrec- 'é‘ato(ﬂ‘eséawcé‘@ra@@é‘r a!ﬁgu{%

G ai m ator ﬁ%‘?dr?W?ué‘rﬁHQ& ﬁ&(e'sbéﬂpﬁchmrﬁ)m’rﬁééﬁ'aﬂoﬁ Yithi éddreof Sajd/agpitiesh of

provi d|n card servi e according to Caim1l: wherein said attribute
mforrrét@r@ﬁ'ﬂ gridree @esahat es conformation type which describes a

confi r mat i gHtaRigPebrniatiof cﬁf%diﬂdaﬁﬁn@ét@védjinrtﬁeldﬂwéﬂ@c&@évl ce according to
Claimb5, further conprisin nfirmng avail abi | catjons
of said coHAIYARY Grres ?”%Fﬁq?V%E’PW?Wﬁgm "i‘%o"ﬁé%’rfsaﬁ Oéedi'” ﬁ@'Hé'fﬁggj Grd
B; O‘é' dizpg th@nﬂ@érdcs@rrus Qﬁthf?@cﬂl@tldg Bgid strBuaé mférmé(ijtwrt her conpri sing:

oduci ng random nunb sai S t
Phe ot hor JERR A SR Stinedor o rplaicnscSbire TR B SRR DA e
randOmd&ttﬂ@&d&cﬁardmgan@artgasaﬂysispmd| ficate to said one ICcard- and P 79 a 1
NBV 29114 conl, hg" BYch NSodiRhlidh t ¥toPdd GRT Lol GRdte ahBSHHe ctAbM [8N&akds Ca d-

combination for providing service.

2. A method of providing IC-card service according to Claim 1, further comprising:
synthesizing a list of said applications stored in said one IC card and the other IC
card from said attribute information.

3. A method of providing IC-card service according to Claim 1:
wherein each of said attribute information which designates said plurality of
applications.

4. A method of providing [C-card service according to Claim 1:
wherein said attribute information is variable.

5. A method of providing IC-card service according to Claim 1:
wherein said attribute information further designates conformation type which
describes a confirmation method.

6. A method of providing IC-card service according to Claim 5, further comprising:
confirming availability of ea ch applications of said combination if confirmation type
is available

7. A method of providing IC-card service according to Claim 5, further comprising:
producing random number in said one |C card;
sending said random number to the other IC card,
producing certificate the second said by the use of the random numbers,
sending said certificate to said one IC card; and



8. A nethod of providing I CGcard service according to Caim1l, further
conprising: requesting user to input rsonal identification nunpeny aiid
verifying said input personal identification nunber. 9. An ICcard term nal
conprising: a card connectigon nenber, which_connects to a plurality of IC
cards el eceeifEaing tha valishty of cerdigata ingideispid ane dadardf or i nf or mation of
applications stored in one IC card and the other IC cards; and attribute
i nformati on which designates in association with_each of said aﬁgl i cations
|

st or ed §-n AMAhene’ PEVARG 1CaId serdse Aae0rdnNahie Glairal T, dwdke ampiggbet ween

sai d appli ﬁa%{uie@ﬂﬁ%&fs@mdnpm B&is@naf ideafifidafol althidrd ahlte other 1C cards with
col lating sai d at nmeans for deciding a conbination of

| .d, ripute inforpatiop; |
applicati o}ﬁ%"'f&'ﬂgfﬁa{‘%PPP&PEQPHaEﬁﬁnf'ﬂ‘@UBPHHmW% cards according to said
anal ysis; and neans for executing each application of said first and the
other IC ;grgé of , conbination.for providing service. 10. An |IC-card
tern nal 28 @R R BN LOMMYISING t her conprising: means for synthesizing a
| i st of sahdagpbheadtiopnaenibarechitin ceanectone al ucindofi@icatdseeletieallyt 6r car d
fromsaid attribute information. 11. An I C-card termnal according to Caim
9, furt%%?tf%ﬁ%?%éﬁaﬂ& a display displaying said applications of executable
conbi nat i oa.redder Aor in@rowtidnt efr appladatiac s @tatiedgint ondll| @i cardl: arwh éneiotheralth of

said atfribute.,i t. ' 1 es ' Ity..of a i | QpS..:43.
an | ey B APLEE o NBRA e gutardl db SedotidtontRfih; R0 Hi%said

i nf or meapphinaiiens/storathinesaid ane Mg qatdcard terminal according to Claim9:
wherei n saj tenl | r | | gRat ' t
Goscri bj ngeane fof Mafyl 8BRS el pide BerRer 857 S5uieallo®é SR LGlTn SRE
d ai m 1frst iCusaneandhiggther gcards with collating said attribute information;

means for deciding a combination of applications of first IC card and the other IC
cards according to said analysis; and

means for executing each application of said first and the other IC cards of
combination for providing service.

10. An IC-card terminal according to Claim 9, further comprising:
means for synthesizing a list of said applications stored in said one IC card and
the other IC card from said attribute information.

11. An IC-card terminal according to Claim 9, further comprising:
a display displaying said applications of executable combination.

12. An IC-card terminal according to Claim 9:
wherein each of said attribute information designates said plurality of applications.

13. An IC-card terminal according to Claim 9:
wherein said attribute information is variable.

14. An IC-card terminal according to Claim 9:
wherein said attribute information further designates conformation type describing
a confirmation method.

15. An {C-card terminal according to Claim 14, further comprising:
means for confirming availability of each applications of said combination if
confirmation type is available.



means for confirmng availability of each applications of said conbination
if confirmation type is available. alNv2i4 80 16. An IC card corrpr[]i m%m
means for storing applications and attribute information which desi d €
applications in association with each 8 said applications. 17. An IC card
conprising according to Claim16, further conprising: neans for obtaining

inforrqaé_igm@fcaﬁpgéglingﬁg@ ns stored in the other IC cards; and neans for

synt hesi'zing a . I d applications stored }Pn said one I C,card and
the ot her ma&@nsarfar fstafng apapkgationsu@ed AiSPHIR | BIMEEoNANVNIeN cdPYIGRESr di ng

to d aggb[-pcggoﬁyrqt R&So ST Wit RGich R ARk %@F;”C_gﬁ@hy_zi ng a reliance relation

bet ween 'sar d applications stored in sai first 1C card and the other IC
cards with collating said attribute information; and neans for deciding a

conbi gﬁ,i Rﬂtﬁ' l@fca?%’%hﬁfitsin% d%fédihgr@}ccl:éiﬁ] qg,r@rmd gbh@ri?trf%r IC cards
accordi ng 0O Ssal anal ysI1.S .. n ara accordl.n 0 m .. relrn
sai d attrimeans iohobainadaforaatien |°éé«99ﬁ9ﬂ4@”8f3?%"9{5’d5?ﬁ‘% Om?gfcaiﬁsw %ﬂf ard
appl i cati QRgarfs RANENHeMING G k&tr 6F Sadplapptatoms dtbreaf inasaid ofecld dard and

application, a nane,of a manufacturer of an | Ccard application, IDdf a
manuf ateupieer 8¢ car fr@:%%ﬁ"ﬁ%gld% '&‘ﬁrm‘,ona name of an issuer of an |C-card

application, and ID of an issuer of an |Ccard application. 20. An IC card
desi gnabeandgicarmerardiny e mo By SR PRI ' € card comprising
accor di ng rhearfd frmarddyzifgra heliancenplation nostweearsaid @ppicatiansnstaged in said
?\S/a;l/:msgitgﬁtlgcg% afiAEle BRR) |6 Q0 Wit cofiatify SQERLBRURtdmatiPNbhgmat i on type
means for deciding a combination of applications of first IC card and the other IC
cards according to said analysis.

19. An IC card according to Claim 16:

wherein said attribute information is at least one of a public key of an IC-card
application, a name of an IC-card application, ID of an | C-card application, a name of
a manufacturer of an IC-card application, ID of a manufacturer of an IC-card
application, 2 name of an issuer of an |C-card application, and ID of an issuer of an

IC-card application.

20. An IC card according to Claim 16:
wherein each of said attribute information which designates said plurality of

applications.

21. An IC card comprising according to Claim 16, further comprising:
means for confirming availability of each applications of said combination if

confirmation type is available.





