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METHOD THEREFOR 5 TECHNI CAL FI ELD The present invention relates to
comuni cati on apparatus and nethod that provide data security agai nst

eavesdropping and falsification by encryption and authenti '
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that provide data security against eavesdropping and falsification by

encryption and authentication of the transmission data.
PRIOR ART

IP (Internet Protocol) networks, typified by the Internet, are not
inherently equipped with security features. If no prevention measures are
taken, it would be possible to eavesdrop and modify the contents of
communication without arousing the notice of the parties concerned with the
communication by the acquisition or alteration of the IP packet during
transmission.  Therefore, security protection is crucial for the transmission
and reception of important information about business transactions or the like
on the IP network.

For example, in content delivery services that deliver music and video
through the Internet, the music and video data to be delivered are valuable
important information and need to be protected against interception and
falsification during transmission. And, in the VoIP system that offers
telephone services through the IP network, it is necessary to prevent illegal
eavesdropping of the contents of communication.

In the VoIP system and in a streaming content delivery system,
RTP/UDP is commonly used as shown in Fig. 1A for the transmission of data

required to be real-time. RTP (Real time Transport Protocol) is a protocol

t he
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that is used in an application layer 11 and is suitable for real-tinme
processing. UDP (User Datagram Protocol) is a connectionless protocol that
is used in a transport layer 12 which is an interface between the
application layer 11 and a network layer 13. 5 A transni J9iNQVEMBER 2006
according to this systemconprises, for exanple, as shown in Fig. 2, an IP
header 13H, a UDP header 12H, an RTP header 11H and an RTP payl oad 11PL.
Since RTP/UDP is intended for real-tine packet transm ssion rather than for
ensuri ng phatistusedaimsan appheatiokéayefdA 4id enswitablerfo€resl-timepmicessing. a
connection-type protocol that is used in 10 the transport |ayer), there is a
possi bi | i tWDﬁf(Um Detagrammroto¢ol) 1paciosmertionlesdpriobecalrthat s wssidom, a For

t his reason, neasures agai nst the packet |oss should be taken into account
on t he ocdratnispariokayer ddywhish isears ssarfiacg betweem the applipptiondeyesnl it angap/ uDP.
Further, it is also inportant to apply security techniques to nobile 15
comruni came@WQﬂﬁd)WQIulngkl y spreadi ng. For RTP/UDP packet transmi ssion in a
nobi | e_conmuni cati on network, headers of both of the RTP packet (RTP header
+ RTP Payl oad) dntransmismenpacket aceanding teithissystem sgonerises, éohpressed in a

radio link with a viewtq i
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during transmission. For this reason, measures against the packet loss

should be taken into account on the occasion of studying the security scheme
for application to RTP/UDP.
Further, it is also important to apply security techniques to mobile
15 communications now quickly spreading. For RTP/UDP packet transmission
in a mobile communication network, headers of both of the RTP packet (RTP
header + RTP payload) and the UDP packet (UDP header + RTP packet)
compressed in a radio link with a view to improving the utilization efficiency
of the radio transmission band. Accordingly, it is to be wished that the
20 security scheme, especially, the encryption system be one that allows header
expansion/compression of the RTP/UDP packet in links halfway through
transmission.
As a secure RTP packet transmission system for application to mobile
communication networks, Secure RTP (SRTP, see: draft-ietf-avt-srtp-00. txt)
25 has been proposed by IETF (Internet Engineering Task Force). In SRTP
there have been introduced a selective encryption system that allows header

compression and an encryption system that lessens the influence of the packet



|l oss or bit error. That is, the RTP packet is processed, as depicted in Fig.
3, by encrypting only the RTP payload 11PL, and generating and adding a data
aut henti cati on code (authenticator) 11A to the encrypted RTP payload 11 PL

and the RTP header 11H so that the validity of data of théﬁ?«g BER 2006 5
and the encrypted RTP payl oad 11PL can be verified. This technique permts
efficient protection but RTP-specific. That is, Secure RTP necessitates the
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provi des a’ secure ransm ssion service to e application |ayer by
Por o1 19RO RSyl SR 0 Sletitn Rbramese g Sesared
UDP. Ther (TP @anhbed€al withohelv bfoffIWEVBER RIRE it is not suited to content
delivery that makes rapid progress. A security technique specialized for a
particular application, as mentioned above, is not preferable since it is
necessary to study an individual security technique each time a new
15 application is developed. Further, although the security technique is not
permanent, Secure RTP has its encryption algorithm fixed and hence raises a
problem in terms of security.
On the other hand, SSL (Secure Socket Layer) (TSL) is now widely
used as a security technique on the Internet. When SSL (TSL) is not used,
20 applications in layer 11, such as HTTP (Hypertext transfer Protocol), FTP
(File Transfer protocol) and Telnet (remote log-in), are connected directly to a
TCP or UDP transport layer 12 as shown in Fig. 4A. In contrast thereto,
SSL is a security protocol that is located between the TCP or UDP transport
layer 12 and the application layer 11 as depicted in Fig. 4B. SSL provides a
25  secure data transmission service to the application layer by performing some
security processing of data that is sent and received through utilization of the

data transmission function offered by TCP or UDP. Therefore, there is no



limtation to application and encryption algorithmto be utilized. SSL is in
w de use particularly for an HITP session in a Wb access, but it can al so
be wused versatily for other applications of FTP and Tel net,_ Moreover, there
is proposed, as a nodified version of SSL for robile conmtNOMEMBER 20065
WILS (Wreless Transport Level Security) standardized in the WAP (Wreless
Application Protocol) Forum SSL and WILS generally have a two-1|ayer
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data in the application layer Il is provided via tthis protocol to
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configuration that is sent and 25 received between record protocCols (Record
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contains four kinds of protocols, a handshake protocol HSP (Handshake
Protocol), an alert protocol ALP (Alert Protocol), a change cipher protocol
CCP (Change cipher Protocol) and an application data protocol ADP
15 (Application Data Protocol). The handshake protocol HSP possesses
negotiation facility of an encryption/data authentication scheme and
terminal/server authentication; the alert protocol ALP possesses an event and
error indicating facility; and the change cipher protocol CCP possesses a
facility of validating an negotiated encryption/authentication scheme. The
20 application data protocol for indicating the start of encrypted communication
to the other party is to transparently send and receive upper-layer application
data; HTTP or FTP data in the application layer 11 is provided via this
protocol to the record protocol (Record Protocol) 11S2.
Fig. 6 shows an example of the data configuration that is sent and
25 received between record protocols (Record Protocols) of the sending and

received sides. In a header 20H there are contained an identifier (Protocol

type) 21 indicating the kinds of upper-layer protocols (such as handshake,



alert and application data), an SSL version (Major Version, Mnor Version)
22, and data lengths (Length (high), Length (low)) 23A and 23B. A payl oad

24 is encrypted upper-|layer protocol data; the encrypted t tains a
data content (Content) 24A and an authenticator MAC 24B ﬂg#‘?@g{ﬁ@ﬁﬁ&qﬂﬁe 5

validity of the data content and the header. This configuration is applied
to all protocols that utilize the record protocol 11 S2, including the
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version of the whole RTP packet or the RTP packet, it is impossible to
perform RTP header compression during transmission. That is, since the
header compression is performed collectively for the RTP header, the UDP
header and the IP header arranged one after another as depicted in Fig. 2, ifa
15 record protocol header 10 is inserted between the RTP header and the UDP
header, they cannot collectively be data-compressed. For this reason, the
application of SSL/WTSL to the RTP packet protection is not desirable in
mobile communications.
In common data communications, too, it would be convenient if only a
20 particular portion desired to protect could be secured by encryption or
authentication for verification of its validity, but it has been difficult to
adaptively provide security.
An object of the present invention is to provide a data-securing
communication apparatus and method that permit communication with only
25 part of input data selectively secured.

DISCLOSURE OF THE INVENTION

According to the present invention, the communication apparatus at



the sending side shares paranmeters indicating a securing target of input
data with a data-securing communi cati on apparatus at the receiving side via

a conmmuni cation channel, and selectively secures part of %tj;ﬁ ' ?aéa
according to the shared paraneter, thereafter outputting t Qé{@&h@ Q6
DESCRI PTI ON OF THE DRAW NGS Fi g. IA | s a di agram showi ng processing that

does not use Secure RTP. Fig. 113 is a diagram show ng processing that uses
Secure
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a flowchaptrphow ng an exanple of an encryption range sharing procedure at
the receiving side. Fig. 11 is a flowhart show ng an exanple of the

procedure of angid 118 iNEMIER 3R8&/ing processing that uses Secure RTP.
Fig. 2 is a diagram depicting an example of packet configuration.
10 Fig. 3 is a diagram depicting data configuration of a selectively
encrypted packet.
Fig. 4A is a diagram showing application data processing that does not
use SSL/WTLS.
Fig. 4B is a diagram showing application data processing that uses
15 SSL/WTLS.
Fig. 5 is a diagram showing particulars of the SSL/WTLS layer.
Fig. 6 is a diagram showing the configuration of record protocol data
processing by SSL/WTLS.
Fig. 7 is a diagram illustrating the functional configuration of an
20 embodiment of this invention apparatus and an example of the system
configuration in which this invention apparatus is used.
Fig. 8 is a diagram showing examples of encryption parameters.
Fig. 9 is a flowchart showing an example of an encryption range
sharing procedure at the transmitting side.
25 Fig. 10 is a flowchart showing an example of an encryption range
sharing procedure at the receiving side.

Fig. 11 is a flowchart showing an example of the procedure of an



encryption/authenticator adding part 33 in Fig. 7. Fig. 12 is a diagram
depi cting an exanple of the data configuration of the output packet from

the encryption/authenticator adding part 33. Fig. 13 is a f r howi ng
anot her exanple of the procedure of 5 the encryption/aut Mﬁ%i’l‘i{j&\ﬁqg
part 33. Fig. 14 is a flowhart show ng an exanpl e of procedure of this
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10 Fig. 16 is a diagram illustrating the functional configuration of a third
embodiment of this invention apparatus.
BEST MODE FOR CARRYING OUT THE INVENTION
FIRST EMBODIMENT
Fig. 7 illustrates a first embodiment of the present invention and the
15 general outline of a data transmission system using the embodiment.
A data-securing communication apparatus 30 of the present invention,
for example, at such a transmitting side as a server or data terminal and a
data-securing communication apparatus 40 of the present invention similarly
at such a receiving side as a server or data terminal can be connected via a
20 communication network 50. The communication network 50 is shown as
one network, but it may also be formed by plural networks such as a
combination of a public communication network and the Internet.
The data-securing communication apparatus 30 in this embodiment
has, as securing means, an encryption/authenticator adding part 33 between an
25 application part 31 and a transport part 32. And, a parameter sharing part 34
is provided as an upper layer of the transport part 32. The transport part 32

has a TCP or UDP function and is connected, for example, to a network part



35 equipped with an IP function, and the network part 35 is connected to a
transmtting-receiving part 36 that is a physical |ayer, and the

transmtting-receiving part 36 is connected to the communi ' @ 50.
The dat a-securing comuni cati on apparatus 40 is substantiéﬁb&hlﬁgﬁﬁ% 6in
configuration with the data-securing comruni cati on apparatus 30; that is,

it is provided with an application part 41, a transport part 42, a network
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40 about parameters necessary for data security, that is, parameters necessary
for encryption processing/data authenticator (code) generation processing, and
shares these parameters with the counter part apparatus 40. The parameters
15 are: information for specifying which of algorithms Null, DES, 3DES, RC4
and so on is used; secret information for key generation; random values for
encryption/decryption or authentication/verification in the communication
apparatus 30 (for example, a server apparatus) and the communication
apparatus 40 (for example, a client apparatus); the range over which to
20 encrypt transmission data; and the range of data authentication.

In this embodiment it is particularly important that the parameters for
specifying the range of encryption and the range of data authentication are
newly provided as shared parameters, and the other parameters are shared in
the same way as that for shared parameters used in securing protocols by

25 conventional SSL (TSL) scheme; sharing of these parameters is performed by

intercommunication between the communication apparatuses 30 and 40 via

the communication channel as is the case with conventional SSL scheme.



In this case, the newy shared paraneters which indicate the securing target
of data to be transmtted--the range of encryption and the range of data
authentication in this exanple--are information for deternjnj

over which it encrypt and authenticate the input data pa&ﬂ#%ﬁ@%ﬁ?&@q
fromthe 5 application part 31 in this exanple), and various nethods are
possi ble for specifying the range; for exanple, information "start
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attenuation characteristic, frequency characteristic and distortion

characteristic) of the communication network 50 to which the communication
apparatus 30 is connected.

15 The parameter sharing part 34 of the communication apparatus 30
determines sharing of the parameters indicative of the securing target, for
example, by the procedure shown in Fig. 9. On receiving a request for
encrypted communication (S1), the parameter sharing part: makes a check to
see if the input data application packet is an RTP packet (S2); if it is an RTP

20  packet, makes a check to see if the communication network 50 to which the
apparatus 30 is connected is a network of low transmission rate, for example,
a mobile communication network (S3); and if it is a mobile communication
network, transmits to the other communication apparatus 40
encryption/authentication parameters indicating selective encryption of the

25  RTP packet (indicating, for example, that the RTP header at the beginning of
the input data is excluded from encryption) (S4). At this time, other

parameters, such as the encryption algorithm and the data authenticator



generation algorithm are also sent. On the other hand, upon receiving the
encryption/authentication paraneters fromthe comuni cati on apparatus 30 (S
1) as shown, for exanple, in Fig. 10, the paraneter shari of the
comuni cati on apparatus 40: 5 nakes a check to see if the %@Wﬁh;ﬂﬂg
encryption/aut hentication paraneters are those for selective encryption of

the RTP packet (S2); if so, determnes that the encryption/authentication
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encryption (S5) as shown in Fig. 9, the parameter sharing part 34 of the
communication apparatus 30 determines the encryption/authentication
parameters as the target of RTP packet selective encryption (S6). In this way,
15 the both parameter sharing parts 34 and 44 share the RTP selective encryption
as the encryption/authentication parameters via the communication channel.
Incidentally, the encryption algorithm and other parameters are similarly
determined at the same time. In this instance, as is the case with
conventional SSL, for instance, several candidates for each parameter are sent
20  to the apparatus 40 for determination.
In Fig. 9, when it is decided in step S2 that the input data is not an
RTP packet, or when it is decided in step S3 that the transmission rate of the
communication network 50, to which the communication apparatus 30 is
connected, is high, the communication apparatus sends to the counterpart 40
25 encryption/authentication parameters indicating encryption of the whole input
data (packet), that is, indicating non-selective encryption (S7).
As depicted in Fig. 10, when it is decided in step S2 that the

10



encryption/authentication paraneters are not for RTP packet selective
encryption, the paraneter sharing part 44 of the comruni cation apparatus 40:
deci des whet her the input data (application) fromthe applj i t 41 of
t he conmuni cati on apparatus 40 is an RTP packet (Sb); if iﬁﬁb%m%
packet, 5 makes a check to see if the comunication network 50 to which the
communi cation apparatus 40 is connected is, for exanple, a nobile

S R DAL BRI B0 60 T e 0 71
[0 o RIRGRAC R n3BRRGL (AR YA PO PR GHA b oty 0,
[7PUL 4% 140000 A BT 15 Bt AppIED) i BE koo R0 "
Lranm 551 Rt LMGLRRN 40 415 RECIRAEE (SURIFNGSRAr KT 0 e
(S7), gnd rﬁﬁlgi@s;atcg%cﬁ%%tiﬂﬁe Eé?m}ﬁ\ﬁliéétiSHrHE’EWo??tﬂ WRRH feis 30 (S4). As

depicted in _ ~upon receiving the encryption/authentication parameters
fromthe CUmHRIHiSAiON agﬁaﬁ%tgs 49 i$QohmBted s forl &arhpR)&Thebilgn in step S7,

the paraneter sharing p of the comruni cation apparatus 30: nmakes a

check to segnifurfibstié®aRtwesk @ﬁ%%ﬁ?dﬁ%ﬂﬁi@b‘idiﬁfﬂtéQSB);%@&TWE%%{% 20
those for RTP packet selective encryption (S9); if So, goes'to step S6, in
whi ch t he $RrianRhith Rkivtenminedthe dat8plidigautHentRAatonPdramietersiadidatiadg on
paraneters as those for RTP packet selective encryption; and if not for RTP
packet selRTPipaekenseleptiverencigptiomandsehte ietctheptdranharitagon iapphitns
paranmeters as those for non-selective encryption (S 10). 25 In this way, the
paramdfer 3nE84g Waidrsitd4 decidetdircstop Stattmttthe inpugdatads newanyRiTPon via the
communi cation channel . The range of authentication is set to be the whole

i nput dat gdckeespewhiendt of detidednipstepS6dhabfi comnumipation netwotkl SRAFEVBER
2006

not a mobile communication network whose transmission rate is not low (S6),
the parameter sharing part determines encryption/authentication parameters
indicating non-selective encryption (S7), and sends the parameters to the

15 communication apparatus 30 (S4).

As depicted in Fig. 9, upon receiving the encryption/authentication

parameters from the communication apparatus 40 (S8) after the transmission
in step S7, the parameter sharing part 34 of the communication apparatus 30:
makes a check to see if the received encryption/authentication parameters are

20 those for RTP packet selective encryption (S9); if so, goes to step S6, in
which the parameter sharing part determines the encryption/authentication
parameters as those for RTP packet selective encryption; and if not for RTP
packet selective encryption, determines the encryption/authentication
parameters as those for non-selective encryption (S10).

25 In this way, the parameter sharing parts 34 and 44 can share the range
of encryption via the communication channel. The range of authentication is

set to be the whole input data irrespective of the input data (application) and

11



I ndependent|ly of the transm ssion characteristic of the comrunication
network 50 to which the communi cation apparatuses 30 and 40 are connect ed.

The range of encryption can be specified not only as to \rlw\gi ude
the header fromencryption but also as desired. For exa e;eﬁamlaﬁi%%%ut
5 data is image or audio data, it is also possible to limt the range of
authentication specifically to an inportant portion which, if lost would

ot Egr dES?ﬁﬂa?@}@Dnéf of it réﬁ%ﬁé%s?@éc ‘é‘?aioa%ﬁl?ﬁ@%gﬁﬁégteéom%ﬁiq o 2%33% v

%;desir?[p@a‘%aﬁség h §§jﬁq§ he e/nc %‘15856 apparatiees, 30258 Al eseromitaled ™ ©
33 43

e e N

the.procedirdct 1o e T A AR M N uoper

eneryp fé%ﬁfﬁﬂ%@%éf ghio, Bafiifts ﬁ?@? E??léﬁgi%@‘u &gggﬁ%& 8¢ prot ocol

S2

ggenzara'f1 Pna%%%gﬁé%%ﬁr% gﬁ%‘ﬁfic? HX ealﬁel ner Wgﬁﬁge&(ﬁw? ﬁi(fhﬂbacl)(ret i on of

the dat & Gckaln  FhEALESIECCR Bk LA eﬁcagségbgﬁrgggﬁpﬁpaﬁggﬂﬁepar anet er

(S3). The au or geénerating nethod I's for

exanpl e, i éﬁ@ier@a‘f‘@'ﬁﬂso S ?Eéérdetooéhar eg/ B{)(S&rs@m%ﬁ}mﬁ%éoﬁﬁj aut ot

aut henticator 1s gener at ed, or I nstanc ressi ng entication

range dat gph¥ing dR$R fansetdfdh i§RCrypting the conpressed data by the
comon key. Tﬁgn t?ﬁle aughentlc rgfl?s added to 25 the input data packet

($4),1@nd that NPhén ¢he Pacarheich§aid sidred-add@driirdeatinek they Whe provided

sel ected based on the encryption range paraneter is encrypted using the

i gar1 sd Ngn/ E%g% bggggitﬂ@ﬁ/hﬁﬂﬁrﬂfd&t@“@ddm@ it B8yaridSthe déduidgnterifivatiom t he
part 43 from the parameter sharing parts 34 and 44, respectively.
The encryption/authenticator adding part 33 performs

encryption/authenticator adding processing. An example of the procedure

15  therefor is shown in Fig. 11.  'When input from the upper application part
31 (S1), a data packet is transparently input to the encryption/authenticator
adding part 33 by an application data protocol (S2), and an authenticator is
generated by a shared authenticator generating algorithm/authenticator
generating key by use of that portion of the data packet selected according to

20 the authentication range parameter (S3). The authenticator generating
method is described in detail, for example, in IMAI Hideki, “Lecture on
Cryptography,” Section 4.7. The authenticator is generated, for instance, by
compressing the authentication range data by a hash function and encrypting
the compressed data by the common key. Then the authenticator is added to

25 the input data packet (S4), and that port of the authenticator-added data packet

which is selected based on the encryption range parameter is encrypted using

the shared encryption algorithm and encryption key (S5). Incidentally, in the

12



case of block encryption, padding is carried out prior to the encryption in
anticipation of the shortage of data for the fixed block length (S6). In

Fig. 12 there is shown an exanple of the configuration of
| - ! £ SBppieb itk

data. In this exanple the authenticator MAC is added to t
application data 11 D, and the portion (payload) of the application data,
except the header 11DH, and the authenticator MAC are encrypted. The

e | U Bt Vo tonid 1o
I Vi | ' 4

¥f§ffﬁw ng at%h‘*?% SO Y8 shOfaBERT dd Tor the B OR Bod Rrktn IRV PLES, o7 g ty

That s, it e lanBube Efs Hov aeRiple LT BBy RO feh LCOT00

fromthe compNeaaldan ARAIALUTAR alﬁﬁagué%fa FINAC 1¢ 3838018 (REfputd2 ¢ 0

t he decoding rification part verification part 15

43 theSGn%pZJF’itcﬁﬁo Odldth O I Sarkt d)fffdﬁ/ Cpgili&tfdh Hh@ ékﬁéeﬁgat .

encryption gorlt m encryption key an ange 0 yption, and t

authent i Cf%h@'heﬁaeld?lDﬁ%ﬂd\tﬁéﬂ&tﬁ@ﬁﬁe%rmIa?e @ﬁ@?ﬁt@dvemﬁe’séw@wa!yl dity
of the header and the decoded payload, that is, thé application data’in

Fig. 12 éﬁ'&%@ﬂﬁ' dftatis phovidled. tolthe\la{ve@l tran%pwppdﬂt 84, fiyrh RehRBA '1§§éﬂt0n

part 41. 20 such sharing of the range of encryptlon it is possible to

sel ectivelwth@mhaﬂoéommm@ﬁubh apatusd@.a; for exanple, encryption of only
that portion of the input data ose security becones an issue nakes the

wor kl oad |i ght efThd teeeivingtdide cosemahicatony gppargtis w0 deobdes tppit data, and
settles the security issue. The range of encryption can be shared
si mul 1@neenskypteidt data fatlomingfthe prodedurereversertarthatdesdribed aboygtamh, and
The' i nput tHavaliGatypof thet fesejie dataRsmepiiadby ase of $ha HaNCHEIEERCa0DS
(code). That is, in the communication apparatus 40 in Fig. 7, the packet
received from the communication apparatus 30 is input from the transport part
42 to the decoding/verification part 43, and in the decoding/verification part
15 43 the encrypted portion is selectively decoded according to the shared
encryption algorithm, encryption key and range of encryption, and the data
authenticator (code) MAC in the decoded data is used to verify the validity of
the header and the decoded payload, that is, the application data in Fig. 12.
The application data, if valid, is supplied to the application part 41.
20 By such sharing of the range of encryption, it is possible to selectively
encrypt part of the input data; for example, encryption of only that portion of
the input data whose security becomes an issue makes the workload lighter
than in the case of encrypting the whole input data, and settles the security
issue. The range of encryption can be shared simultaneously with sharing of
25  the other parameters for encryption, and an increase in the workload therefor
is very slight.
In particular, when the input data (application)is an RTP packet as
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menti oned above, if the header portion of the RTP packet is not encrypted, a
UDP packet header and an | P packet header are added to the above

header-this provides for header conpression, including the N@‘mﬁm
[ Moo

during transm ssion as is the case with Secure RTP. Furthe'r,
5 of encryption can be set at the beginning of the session through
negotiations wth the receiving side unlike in the case of Secure RTP, this

oo Wil aTE\ B SR PRGN BB eb BBl O o,
| bl AR R BRTRCRIS SRR BTG P (5 oo
R R RSN MY R G S ST
(52 5o TRl LECHR SRR It n, 1,
thich. UPBE ChERIGNBEHO Bl oEH n(pblng bPohe LESRSTAL b8

target of &iﬁ?tﬂé’f&é}e&ﬁ%@ﬁs&#} gﬁn}@%ﬁﬁ%g&#é ¥ cflfe Rtel’FWHfsCs%tlfe?rEb oy BRYGAL us

via the cormuni cat rformsecurity’processi ng part of
t he i nput : ' ters (S3); and 20
transm s PFREELRE et sl Pofher BRI AR BIFRIPIATE 7l Lot rat s 8
second enbodi ne gqﬂ% " [ L Q4F. ' ' | pted to
be capabl e of s‘&tpl)tpl)"gj;u I ng %qgg gc%aﬁgbh?gépsépf%rﬁg&gigﬁ}dr}gegh SSL

schene dephgfyaflidi) ifidals® polsid] P96 aeRERIte TRe alHNMEaRSY Aftddehdryplidnf | I st
enbodi nent further conprisSes: a handshake (Handshake) part 34a for

B o B R s A
13. In this case, at the receiving side the verification of the validity of the
received data is followed by decoding. When padding (S3) is necessary, it
precedes encryption (S5).

The flow of the above-described selective security processing is
15 shown in Fig. 14, in which, upon input thereto of data (S1), the
transmitting-side communication apparatus: shares parameters indicative of
the securing target of the input data with the receiving-side communication
apparatus via the communication channel (S2); perform security processing of
part of the input data based on the shared securing target parameters (S3); and
20 transmits the input data (S4).
SECOND EMBODIMENT
Fig. 15 illustrates a second embodiment of the present invention.
This embodiment is adapted to be capable of supporting the selective
encryption by extending the SSL scheme depicted in Fig. 5. The parameter
25  sharing part 34 in the first embodiment further comprises: a handshake

(Handshake) part 34a for negotiating with the receiving-side communication

apparatus 40 about authentication processing and encryption/data

14



aut henti cati on paraneters; a change ci pher (Change C pher) part 34b for
val idating the encryption/data authentication paraneters; an alert (Alert)

part 34c for indicating an event error; a first applicati

for transparently sending and receiving upper-I|ayer appl ﬁ?zﬁéﬁlﬁgﬁiz?@%d a
first 5 record (Record) part 34e for sending and receiving protocols of the
above-nentioned three parts 34a, 34b, 34c and 34d via the | ower |ayer part

7 e AAER {OBR O et EC e AR, °8 "
ot el e RO R R B TR 7,
3 BT O IR AR e (coane
il e e o o
sLer LS5 andok o) GRIGRITRSHYMA B8 LGS S8R thdbcclporie 1150 v ecor
part 34a %B_@v@ﬂﬂbhgié}hé@ 'ﬂn%lt;?aﬁté@ﬁa dogs, aﬁ@gﬂgss}ihfthé 16%Rr ?&}'réiﬁidrt’ e

encryption in the first application data part 34d. The transmssion and
reception (ﬁhn%&mi ghiym data that necessitates 20 selective encryption are
perfornmed, independently of the above-nentioned protocol data, by a second

record part, thJheifirst bycdrdepansygnisesNapith Itpe@ﬁdceﬂiu@ta foddathehdgarha3. A
second application data 37 i's to transparently send and receive the data

packet of farrhagés tiglef the 881d reppid pat ishﬁw@ﬁilhtFi?. 6.t cThedhakeé-damdhearsecond
record part 33. Further, unlike the first record part 34e the 25 second

r ecor H0 pa3da negatiates withethenerceptingrdide tcoemmunatatiorpappargtymd4d abdudtdes not
add a new header to the input data but perforns the
encr ypt i oeharypteon/deta authgntieativhqrarpmeters shatare! useel. inTthe fizst aectrdrparts 17
NOVEVBER %%%Gand the second record part (encryption/authenticator adding part) 33.
And the change cipher (Change Cipher) part 34b validates the encryption/data
authentication parameters of the first record part 34e and the second record
15 part33. Thatis, it starts and indicates encryption to the receiving side. To
the first record application data part 34e are input a protocol message of the
handshake part 34a and application data that does not necéssitate the selective
encryption in the first application data part 34d.
The transmission and reception of application data that necessitates
20 selective encryption are performed, independently of the above-mentioned
protocol data, by a second record part, that is, by the encryption/authenticator
adding part 33. A second application data 37 is to transparently send and
receive the data packet of a high-order second application part 31b to and
from the second record part 33. Further, unlike the first record part 34e the
25 second record part, that is, the encryption/authenticator adding part 33 does
not add a new header to the input data but performs the

encryption/authenticator generation processing alone. The parameters

15



shared by the first record part 34e are used for the encryption/data
aut hentication processing in the second record part 33. The encryption/data

aut hentication processing is the same as in the first e”ch}iﬁﬁ%%w Eg 0
handshake part 34a starts the paranmeter sharing procedure "using % %10[ gxt
comuni cation with the receiving-side communi cati on apparatus 40, and may
protect the comruni cation using shared encryption/authentication paraneters

ol ey {QHAD B RASRANS DAY POLLESTUENS avaRRkeakhon dal packe

which is req rea I me property IS not frequently

sent, suchyghehfldftiof proccksiiein fe FESRA(RCBIPPRAT3 ! OTHRRGUBKiAN dabE RTP

session), 1s Input t application parft 31 a i rst

appl i cat i omtH&k@caaon g%&sgﬁa Rethlel dashe AEGPTHE AstlerdBBdimbhCh encrypts the
i nput packet Iinits entirety based on the shared paraneters and adds the

encrypted packethathifddhakeoatsna 20ttothel ferahRter Qhﬁﬁﬁ% pgécétﬁﬁje%s‘?ﬁ in Fig.

6, thereafter providing the packet as a record protoco acket to the

transpsrt dlaitedcorhmurnieht6ntvith the rb&eivRgpetdenoBhdithic afivH fla'?f)ﬁfdtﬁﬁl 40,

apparatus 40 has the sane construction as depicted in Fig. except that

t he encry pindomagyiroesdti tham&nm@ﬂ@&alh)rp@gihﬁ?s%arw eAbryptidwautrReeiRdtioacor d
part, is a decoding/verification part. TH RD EMBODI MENT 20 Fig. 16

i Il ust r at graranteterschadfivay ithrnighothe pocpdeseanonpvasplicationkhirs apglitatibment
negotiates with the recelving-side via the first application part 31 a as
of RTSP orddtd Packet siacleis het esquiyga ool aaitheersai ¢iahe prapetitpygndriar amet er t hat
are applied to the application data of the second application part3lb. For
exanpl e, dnequantiysemtasudeasHTTR, EI®, Telnetor BRl'SP {aprotacad fon openirtge
recei vi ng-si de apparatus 40 by encrypting them by the public key of the
recei I0ng-the IR sassiongasiiopub o atfirst appheatiemipado? hay vigtheefirsty pt ed
paraneters in, the protocol message body. 16 17 NOVEMBER 2006 )
application data part 34d to the first record part 34e, which encrypts the input
packet in its entirety based on the shared parameters and adds the encrypted
packet with the header 20H of the record part as depicted in Fig. 6, thereafter
providing the packet as a record protocol packet to the transport part 32.
15 Incidentally, the receiving-side communication apparatus 40 has the same
construction as depicted in Fig. 15 except that the encryption/authenticator
adding part 33, which is the second record part, is a decoding/verification
part.
THIRD EMBODIMENT
20 Fig. 16 illustrates a third embodiment of the present invention. This
embodiment negotiates with the receiving-side via the first application part
31a as of RTSP or HTTP to share the encryption/authenticator adding
parameter that are applied to the application data of the second application
part 31b. For example, encryption parameters in Fig. 8 can be transmitted to
25 the receiving-side apparatus 40 by encrypting them by the public key of the
receiving-side communication apparatus 40 and embedding the encrypted

parameters in the protocol message body.
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It is also possible to provide both of the encryption/authenticator adding
part and the decodi ng/verification part in one conmunication apparatus.

VWi | e the above enbodi nent perfornms, for data security, b j on
and data aut henticator addition, only one of them may al sgyggB&Etﬁﬁﬁgg 6
The respective parts of the conmunication apparatuses 30 and 40 nmay be

i npl emented by executing prograns on a conputer. EFFECT OF THE | NVENTI ON As

descr i bed abovert {fsBEEREMe LOYFOHRLANY HELREOHbh B deardpl oot o

portion of data, permts versa rransmi ssi on

unspeci f | %dHEThD%pﬁﬁréﬂd:H{@Beé’éﬁlhgﬁ?&riR&ticﬁﬁ@gﬁgf}%‘{e;c&?gﬁﬁ%&ﬂ%r essi on when

enpl oyed in e comunicatioffs I'n partit 17 17 NOVEMBER
2006 CLALMBAlat; & d@Vﬁilé%ﬁHraWeféfﬂHb'dﬁ]'rﬂéﬁt'&}f ?,ri%frld%te?%&ﬂﬂit? Beth 8f

applicatioh“part for generating an application dat’a to be transmtted,

shar ed- paichRfStion 8AAldaA4 hithdRRATor MIBRACCHAY bAG GTRAERMNAA ATBLAY S

i ndi cative a portion of Input data inclading said application data with a

recei v§ngysilfeddatphé F@éﬂeicﬁ@'e Bf Gl s AANARABARON ap hPatBsEPBUMANCE] | on
channel ; securing means for selectively securing the portion of said input

dat a _bas@QayoBeaﬁi;ﬂ_eﬁmtaﬂbp@rx%aﬁﬁggor@g%ﬁg_o\ﬁia_tboﬁﬂﬁﬂeﬁ ecei vi ng- si de dat a-
securi ng comruni catl on appar atus; an transmtti ng neans for sendi ng out the

out put of FFFBCTeOr THE INMBNTION ai d secured data through said
comuni cati on channel. 2. The data-securing comuni cati on apparatus as

clainmed in clai Msldescribed above, the present invention provides security for a
selected portion of data, permits versatile transmission data protection
10 unspecific to a particular application, and enables header compression when

employed in mobile communications in particular.
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which is further provided with neans for determi ning said portion of input
data in accordance with the kind of said application data. 3. The

dat a- securing comuni cation apparatus as clained in clai m §78oviEMBMRIN06S
further provided with neans for determ ning said portion of in%ut ﬁgta I'n

accordance wth the network to which said apparatus is connected. 4. The
dat a- securing communi cati on apparatus as clainmed in any one of clains 1, 2,

and 3, 2g§ritg said portion of input data is a portion for encryption, said
receivi dMS c ormuni cat i on apparatus being a decoding apparatus and said

securing nmeans being encryption neans. 5. The data-securing conmuni cation

apparatus as 9'.@163&-ééblﬁiri’% %ﬁmuﬁl&ti@h@;ﬁﬁrdtds%i%?ﬁgiﬂg:i s an RTP packet
and said portion for encryption is data except an P header. 6. The

dat a- secur i ng apoapplicatiin partdoppeattatirgsas hppliedtion dataitonbedrandigitesd) t he
criterion for determning said portion for encryption is the transm ssion
rate of shaeedsparameteat inegotiatingel means aifor ne¢getidting 8 shareNOVizYBRRtEB306 7.
The dat a-securing comuni cati on apparatus as claimed in any one of clainms 1,
2 and 3jinddcatige nof aapoirtiver bif dnput datpunclding issid applicationf data with a
authentication of said input data; said receiving-side data-securing
communi cecdivmgpiker datass¢curing fommanidatua apparipanad s cogunanisationi ng
means is_neans for cal culating an authenticator fromsaid portion for

aut hent ichanhely of said input data; and neans for outputting the input data
after adding thereto said_authenticator. 8. A data-securing co ni cation
appar at us conpeeWing meansdoyiselectaly seenripgdbe postonalsat 1@]{5%

comuni ﬁpgti n channel from a transm’ttigg-side dat a- securi n& comruni cati on
appar at (ésed spiar ¥ pshared: paramgiars ashargd nwatls said reegbingside dafar ed

paranmeters i.ndi cative.of.a portipon of received data to be decoded and/ or
securing communication apparatus; and

transmitting means for sending out the output of said securing means
as said secured data through said communication channel.

2. The data-securing communication apparatus as claimed in claim 1,
which is further provided with means for determining said portion of input data
in accordance with the kind of said application data.

3. The data-securing communication apparatus as claimed in claim 1 or
2, which is further provided with means for determining said portion of input
data in accordance with the network to which said apparatus is connected.

4. The data-securing communication apparatus as claimed in any one
of claims 1, 2, and 3, wherein said portion of input data is a portion for
encryption, said receiving-side communication apparatus being a decoding
apparatus and said securing means being encryption means.

5. The data-securing communication apparatus as claimed in claim 4,
wherein said input data is an RTP packet and said portion for encryption is data
except an RTP header.

6. The data-securing communication apparatus as claimed in claim
4, wherein the criterion for determining said portion for encryption is the

transmission rate of the communication channel of said network.
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verified with said transmtting-side data-securing comuni cati on appar at us
via a communication channel; and neans for selectively decodi ng and/ or

verifying the portion of said received data indicated by fﬁﬁﬁy§@ﬁﬁﬁﬂg 006
paranmeters. 9. A nethod of securing data transmitted throug connunlcaglon
channel froma transmtting side to a receiving side, conprising the steps

¢ the t L ah 9 . . : b
O o e oy e Ha0s e B ASARA SopRRlCaL PR Talbe

| ndi catw?@hsm PRIAO8, QfhdreRt sa Bolioh W EbaiA-ARPL akIGH fBALa to be
secured; (c) seléctively’ securing the'portion of sald input data indicated

by sai daythbafiesioar asret e4id At ddath! aRad t reddvil -didkec dagdsé@iring hr ough
sai d communi cation channel to the receiving side; on the receiving side:

(e) recedmhmehidationt Apparaius aisdac datinieeHidartore P@gmhtus; 16hid 7 s&EXENBER 2006
(f) negotiating, with said transmtting side, said shared paraneters
i ndi catineanof ist ey tfioon calcudiatiag t an bauthentidatrafictmr suiel iporeidn dorl ( g)
sel ectively decoding and/or verifying the_ﬂ%grt ion of the received data
i ndi cat authbntisation oitaasd ingzutatetapand meansTioe oddpatt rerthe mput dataiaftent i on
met hod of claim9, wherein said portion of input data is a portion for
encr ypt addingghdrefaisdid eutheantigatorep (c) is a step for selectively encrypting
the portion data based on said shared paraneters. 11. The data-securing
comuni cat i or8.retdatarsesuringioosaimunieatidmapparatuhe@piissagd i nput data is an
RTP packet and the selective encryption js Lﬁ)}grformed for data except an RTP
header of saicRMPNgagieans for meeiviaga dotd thragek oAmtAMIMENAtiont hod of
claim9, vvheliet:in . . . .
channel from a transmitting-side data-securing communication apparatus;
shared-parameter negotiating means for negotiating shared
parameters indicative of a portion of received data to be decoded and/or
verified with said transmitting-side data-securing communication apparatus via
a communication channel; and
means for selectively decoding and/or verifying the portion of said

received data indicated by said shared parameters.

9. A method of securing data transmitted through communication
channel from a transmitting side to a receiving side, comprising the steps of:
on the transmitting side:

(a) generating application data to be transmitted;

(b) negotiating, with the receiving side, shared parameters indicative of a
portion of input data including said application data to be secured;

(c) selectively securing the portion of said input data indicated by said
shared parameters; and

(d) transmitting said secured data through said communication channel
to the receiving side;
on the receiving side:

(e) receiving data through said communication channel;
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said portion of said input data is a portion for authentication, and said
securing step (c) is a step for calculating an authenticator from said

portion of said input data; and said step (d) is a step for | i.d
i nput data after adding thereto said authenticator. 13. Thé7%‘{)ﬁmgﬁwpm
9, wherein said portion is a portion for encryption, and said step (g) is a
step for sele |veI .decodi ng, the ;portion.of the re | cat ed by
t he shared pa&é ts} t’i& Wﬂla Whg 3@1‘&?}% ’| ﬁa]éfeﬁ\f%fi(g IB%HE&S?I}? sai d

receive 0 g is performed for
dat a exg'é&p{? ﬁt@véﬁ @gfﬁ@gg%&?%ﬁeﬁ%ﬁ%ﬁg&ﬁﬁﬁ Qﬁ hod of claim 14,

wherein said gfglgaqlvélgt gmghgd/so?ep §d%0ﬁfe0goﬁﬂﬁ1 é t}ﬂe RUiVNdAta @

portion for v catlo step tor verifying the

(o1 bt solabberphassat a1 0 for ver et on of (e corved
recei ved dat a19cqheddag-deRusitigdcAAhANHESiGn Méthod of claim 9, wherein said

portion of input data is a portion for encryption, and said securing step (c) is a

step for selectively encrypting the portion data based on said shared parameters.

11. The data-securing communication method as claimed in claim 10,
wherein said input data is an RTP packet and the selective encryption is
performed for data except an RTP header of said RTP packet.

12. The data-securing communication method of claim 9, wherein
said portion of said input data is a portion for authentication, and said
securing step (c) is a step for calculating an authenticator from said
portion of said input data; and said step (d) is a step for outputting said
input data after adding thereto said authenticator.

13. The method of claim 9, wherein said portion is a portion for
encryption, and said step (g) is a step for selectively decoding the portion of
the received data indicated by the shared parameters.

14. The method as claimed in claim 13, wherein said received data is
an RTP packet and said selective decoding is performed for data except an
RTP header of said RTP packet.

15. The method of claim 14, wherein said received data contain
authenticator and said portion is a portion for verification, and said step (g) is
a step for verifying the validity of data contained in said portion for
verification of the received data by data of said portion and said authenticator

contained in said received data according to said parameters.
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