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201~

calculate multiple values of one or more parameters of a
perturbation function

l

202~

generate multiple derived datasets from the input dataset

l

203~

calculate, for each of the multiple derived datasets, a utility
score

'

204~

output one of the multiple derived datasets
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Algorithm  : OptimShave sigorithio for gevervating o priviey-preserving
dataset
Enput: 5 deter mine | the ancnymity level necessary
£ - input dotaset ' ,
Tia 4 1 ufk hility threshold s detesydne PIF of Q-dataset connlitioned
' e to S
7 redine the ¢ attributes and § attribute
N al ) att mn‘t*\ set 8 late PIF of ¢
g ¢ clister manber of 9 generats "’n‘)rsvntial ¢ and & combinatious
tuple distribution WSRO S NI CN :
armdyais 8 S a.nd 8, > &aq) using the Ay
the upperbound for ¢ moxdel based on the PIF values
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< 4 type of applicarion

- effectiveness coefficieniaz
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Algorithm : OptimShare algorithm for generating a privacy-preserving dataset

D + input dataset
T. 4 threshold ¢
TN, ;s + total {g,d)

combinations
TS < total number of
searches
Input: ¢ + perturbed instances

per combination
A + application
C + effectiveness

coefficient
ET  « effectiveness
threshold
D? + perturbed dataset
Output: of D

1 Identify identifiers (/D) and quasi-identifiers {Q);

2 Remove ID from the dataset to produce ¢S-dataset;

3 Identify tuple distribution of the QS-dataset;

4 Determine PIF of @)-dataset;

5 Determine PIF of @Q-dataset conditioned to S;

6 Refine the @ attributes and $ attributes;

7 Generate TN, 5 combinations as {(e1,81),...,(érn,d7n)} (where &; < e;41 and §; < di+1);
8 for each (£;,8;) at TN, ;s intervals in TS do

8 Apply DP generators (DPA;,...,DPA,) to generate ¢ perturbed instances;

10 Merge @ to all ¢ perturbed instances (DFy,...,DP,);
11 Generate normalized utility values of all DP;;

12 Generate ¢ residual leak normalized values;

13 Find effectiveness loss value el; of each ¢ perturbed instances for A using C and T;
14 | Choose all DP; that satisfy e; > ET (where e; = 1 — €l;);

15 Return DP with the highest e;;

Fig. 4b
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