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BACKGROUND OF THE | NVENTI ON The present invention relates generally to a
system and nmethod for archiving files. The invention relates nore
specifigﬁi 0. such a systemand nethod wherein a a |l oca

term nal %%géﬁ%ct files which are to be archived 10q§$h§M@§%%te | ocation
connectable to the local termnal through a |ong distance

~ tel ecomuni cati ons connection. Various systens for allowng a user to
archive conputer files are known. So called "near" storage uses a storage
media directly connected to a | ocal system such as a second |ocal hard
di sk, onboard nenory, or other permanently attached 15 device. The anount
~of data storage is directly related to the total capacity of the device
that is attached. Thus, a user may not have enough physical storage space
avai | abl e to accommodate his needs. Further, there is a significant |evel
-of  know edge required to attach such a device, format it, and prepare it
for general use. Further, the cost and mai ntenance of the storage device

itself can be hi gh v TATE SEORRGE SYSTEMAND MBTHOD) Storage systens
allow a user to back up files across a network to a physical nedium for

off-line storage. | n SUCRARIRYROEND ORGEASENVENTEENaAr chived data is™a
relativety slow process. Further, nmultiple users cannot simultaneously
access the data. Accordingly, there is a need for a systemthat allows a
user to archive [ ; f gapte |ocation,
particul arly sucjﬁgea& gvgﬁgﬁ?&%ggfeﬁ%ﬁs%%&gﬁﬁﬁgfig}rs?evnzﬁrg&ﬂ#mgtgé access to the
archi ved datshbiing filbsatThe ihvensonbics mbe spadfically o ach esgient ind sane ar chi ved

data. There i | So a need for such a systemw th .a relativel easy-to-use
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there is provided a system conprising: at |east one user term nal |ocated
at a first [ldesampupicams gemseiEan ng a | i st

Various systems for allowing a user to archive computer files are known.

So called “near” storage uses a storage media directly conmected to a local system,
such as a second local hard disk, onboard memory, or other permanently attached

15  device. The amount of data storage is directly related to the total capacity of the
device that is attached. Thus, a user may not have enough physical storage space
available to accommodate his needs. Further, there is a significant level of
knowledge required to attach such a device, format it, and prepare it for general
use. Further, the cost and maintenance of the storage device itself can be high.

20 Some so-called “far” (or “remote™) storage systems allow a user to back up
files across a network to a physical medium for off-line storage. In such a system,
access to the archived data is a relatively slow process. Further, multiple users
cannot simultaneously access the data.

Accordingly, there is a need for a system that allows a user to archive large

25  amounts of data to a secure remote location, particularly such a system that allows
relatively fast access to the archived data and that allows multiple users to access
the same archived data. There is also a need for such a system with a relatively

casy-to-use user interface. The present invention provides such a system.



of conputer files, said conputer files being wthin a6fras20onput er

menory; a renote conputer having a second witable stable conputer nenory,
said second conputer nmenory being |located at a second location that is
remote fromsaid first location; and said list of files being transmtted
in an extensible mark-up | anguage fZom said user termnal via said |ong

di stance tel ecomunications |[ine to said renote conputer; and at | east one
file listed in said |ist i i.tt I aid first conputer nmenory
to said second conputer M&%&ﬁfﬁ@l@%@%ﬁ%ﬁng of said at |east one
file for subsequ i . I . Accordi ng
to anot her as pecjtg&grfdﬁl%%g&%raggsegﬁﬁltl rﬁ%ﬁ%ﬁ%&%ﬂc@ﬂ@?’% IJI p?"‘g%%% Sggﬁﬁa nmet hod for
stabl e ar chiosipAgngfat Ie@nprstuedr tdrinir@BlocAt€Id0 b ifisst Patiot Efrighddging a ickup set
conprising: a backup list conprising at | east one source conputer file name
cor r espondiafigompiter fides gaidecompwpt files belng vethino rstagmipwierménergta conput er menory;
and at | east one schedul ed ti e i%tler%ﬁl correspondi n%tfto 3 time when
source conmpEPEF COTRYE AT RES WHON TR GSHPACKOP T DPNYY ST HE st abl v

ar chi ved;  dgt6hi Qi BhEMoSALL 8becohREdioR Bt 8 FARMAGH ofid AR I nterval has
occurred; transmtting said backup Iist across a |ong distance

t el econmunileatibgasd @bhiizeditillarbeing transhetial i ag angiibemark-ephfigesal d at | east
one source conputer file name from said backup list; |ocating said source
comput er f iffam it ysetpanenl Wg said logg digtagen telewormpimisations lipg fosaidane: after said

determnin readi ng data from said saurce.. uter fjle: and witing said
data 1nto dmarg St S SRR RN AT BERE P mi et B8 26l e comput er
menory connggteputén ofsAREBnd QRIRMEE FremOFION SHbRGdrR i@ hgr aspect of

the present invention, there is provided a systemfor stable archiving of

conput er f iat lesst omnfile fgisulgequantusess dfssidiatiadst fre\filelgy ausef. | r St nmenory; a user
application operable to run on said user termnal; a renpte conputer

havi ng a second /fEpRgg Lo apothsr aspsct ofshe prewns inyentions thern iePevidedh on sai d
renote co er,; ird.witabl e stabl e comput enpry . operable to
communi catrr%!il e\t}\lnmtdhfo%éa:;nic]f %cgl%v\l/nér()fﬁ%nﬁ?l}t%rafﬁ Tom, P glﬁ | dfeaﬁ?nrl%lggrfaﬁ}én%})r ;?Fbei ng separate
from 6 JungodPlanga badillidt céfbrisBAPLeYst 8vkodRb oriRELNE AAREDr Y, and a | ong
di stance tel ecomuni cation connection operable to communicate with said
client applcouespomingtnd swir¢crromputer file located in a first computer memory; and at

least one scheduled time interval corresponding to a time when source computer
files listed in said béckup list are to be stably archived; determining when said at
least one scheduled time interval has occurred; transmitting said backup list across a
long distance telecommunications connection to a remote computer; reading said at

. least one source computer file name from said backup list; locating said source
computer file corresponding to said source computer file name; after said
determining, reading data from said source computer file; and writing said data into
a destination computer file in a second writable stable computer memory connected
to said remote computer.

According to another aspect of the present invention, there is provided a

system for stable archiving of computer files comprising: a user terminal having a
first memory; a user application operabie to run on said user terminal; a remote
computer having a second memory; a server application operable to run on said

" remote computer; a third writable stable computer memory operable to

communicate with said server application, said third memory being separate from




server application via a tel ecommunications line; sai @J8n¢ 2}5 application
being furthered configured to transmt to said server application a
predefined Iist of source conputer files, the source conputer files being
|l ocated in said first nenory; said server application being operable to
receive said list; said server applimation being further configured to
read data corresponding to the contents of at |east one source conputer
file listed jn said list; said server application being further configured

to wite SHITHERDHRG S%@F‘?ﬁ‘_‘"ﬂdrﬁ“?rﬁo%‘?ﬂF‘)lf?ngﬂ@&a&?ecfidfiboni‘né‘mé‘%?’her aspect of
the present oh&‘éﬁ&hd gﬂblettJ](g)[}rﬁndn?ca{%ruﬁwsglﬁgli%t ?#E%EQBQ aﬂcf’&itlﬁa‘?cpl e archiving of
) the eri at

conputer files, net hod conpri si ng: ng east one user space
within a fisestrapplidafiéd Ga § tebdeb@maRIERIGhEline R ¥ntGppIReEdEdidg0 a renote
conputer; defining at |east one backup space within said user space;

def i ni ng atfuttiesgstconfigurddde kupmiide saikbferver aipbeation apredefinadlisi of sagrcecor r espondi ng
to at |least one conguter file |ocated in a second conputer. menory
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and preventing alteration said conmputer files Iin said at | east one
backup spadeithenb@ifigired fakt4dl digebrrespoidingab tHeofitemobiat fen@ohsindef i r St
witable stable conputer nmenory. The present invention provides a system
and net hod qo@putarr%gﬁsﬁﬁdm sqifl Jigtssaidseryer applictipmbpingelirics C@rlfp@meétq erm nal used
to sel ect th% fi to bﬁ archived. The renote |ocation may include a
writable sﬂgbfgmkgﬁﬁvag YW PUt er. The user ternminal may have access

to a menory fromdhiamd id DBkt dsft Bﬁh@,gres%ﬁﬁme\ﬁﬁsh, PR iPBroviaed gct ed. The
term nal and conputer may be connectabl e over a | ong distance

t el ecommunimaldddor scablernedivingofsomputadilanthe nictind edmpBingadefinibpat 1t i s noted
that such features may or. may not be included in a particul ar enbodi nent
of the i nvdpast s aser spac Witk 2ifizs yrifpblestahle compyer mgRoRY F9RedRdtAgd set forth by

t he cl ai ns. TQe eandi nt s vention rovide an inproved nethod
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BRI EF DESCﬁieEHihQ;ﬂ 1&t o-ﬁﬁgam b&Rition comprising a list corresponding to at least

one computer file located in a second computer memory accessible by a user

terminal; copying said at least one computer file listed in said backup set definition

to said at least one backup space; and preventing alteration of said computer files in

said at least one backup space; wherein said user terminal is remote from said first

writable stable computer memory.

The present invention provides a system and method for archiving filesto a
location remote from a terminal used to select the files to be archived. The remote
location may include a writable stable memory and a computer. The user terminal
may have access to a memory from which the files to be archived may be
selected. The terminal and computer may be connectable over a long distance

telecommunication connection such as an Internet connection. It is noted that such
features may or may not be included in a particular embodiment of the inventions
as summarized herein, such invention being set forth by the claims.

The embodiments of the invention may provide an improved method and

system for archiving files.




FIG 1 is a block diagramof one formof the present fdwmadd0én. FIG 2 is
a bl ock diagram of one formof the present invention. 5 FIG 3 is a block
di agram of one formof the present invention. FIG 3Ais a nore detailed
vi ew of illustrated in FIG 3. FIG 4 is an I f an

int erfag@(}g&&gg@éorrput er application useful with thePg>rl(/igjg(;(31"n4 72|9nventi on. 6
June 2005 WO 02/052450 PCTI US01/49726 4 DETAI LED DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS For the purposes of pronoting an understandi ng of
the principles of the invention, reference will now be made to the forns
illustrated in the drawi ngs and spec3fic |anguage will be used to describe
the sane. It will neverthel ess be 5 understood that no limtation of the
scope of the inventi orBREER DESERIPTION OFCTHEDRAWINGSr at i ons and

nodi fications in the illustrated systens and nethods, and further
applications of the principles of the invention as illustrated therein are
herein contenpl giced ;@8 b difrAA B fYrnP 6EHE pleenPiOertioh! | ed in the art to
which the invention relates.” 10 Referring nowto FIG 1 a block di agram of
a virtual tape sFBrFadeablpde dipgramgbonsdenn af thepieeent MEeniodsent i nvention is
shown. A: user tegfh i} es be stably

archi ved. Term ngﬂ' ?3%%@%%@%%?2“? ﬁ%ﬁ%ﬁlgf’%t@gﬁ%gegu? J<]la'l econmuni cat i ons

| i ne connecti on FER 3Ads r envnt detaiiedrpiow of a hbforGllngatedin BN 3. i s connected to
menory 112 for s le archiving of files. Conputer.110 is.15. optionally
Connett ad to menbl 18 SaRPlesor e dha SOPRE Felf g hRetRBh. ' “Conput er
- 110 is al souepidsemahdeptionnected to archival nenory 140 for copying files
whi ch have been stably archived on nenory 112. Terminal 102 can be any type
of conputer processing device capable of connecting to a

t el econmuni cations line, including but not [imted to personal 20

conput ers, diskless workstations, web-enabl ed appliances, smart-TV

consol es, PDAs (personal data assistants) or the |ike. Connection 109 may
be any formof |ong distance tel ecommunication line. "Long distance

t el econmuni cations |ine" or :




"tel ecommunications line" refers to a non-local comu@iluae 2 connecti on
~including, but not limted to, a nodem or other dialup connection, an

I nternet 25 connection, or a wireless connection suitable for comunicating
with a Blf.Sueh, as the Omi Sky service. "Line" ref & cSdsPu heh a
connection 1n any form whether or not there is a direct physical
connection. Thus a "tel ecommuni cations line" could include intervening
switching devices, satellite links, wired or wireless relays and/or
repeaters, and the like. 30 In operation, system 100 allows a user to
select files to be stably archived i it o menory 112. Files are sel ected by
a user at user_termnal 102. The files ma be selected from any nenory

that termninal DEPAHAED RESCRIPTEON QY THERRIERBED EMBOTIBENTS 2/ 052450

PCT/ USOL/ 49726 Sggdepensings 8 BB&'{%‘%&I%@J S BF éﬁlll P’lrglg- , files may be
selected from a Plgt@a rrersmr i sucl: as ar%glgirg@ ri ve; alpfegggtﬁgar ea networked
menory such imengom safetenbeiwil nowde emdd foltle fotmsiligstrated in Gmldraarieg anét wor k; or a
menory such as

100, The. s oR e Re Bt e BT ar o 1 bo

ar chi veds Alin@érstaddthyt nodinieVien bt théicepe/dilthd #adrtion is théraby iatehdedBmbased
I nterval) naé be used, corresponding for exanple to an evént such as a

file being fions gngypodifications i thelipsirpisd sydups dndimgihads.end feeR i on of system

100, when a JBHRsEbRCF M phindBiel Of the HYEMbA of MGl mbER RGENE €. (SUCh as
hourly, daily, weekly, nonthly, yearly, or 10 otherw se), term nal 102

begi ns t he peyecwpletedhs worldngrnzally htapr iwgne skibel intlke arstorwiidighe previ ousl y
sel ected for \%P&Jyrﬁa{lg' Alternately, the user may start the archiving
y a '

process mand3) any tinme. Termnal 102 sends the list of files to

renot e 1@onput er R&fefinginawao FIG Aty etk i@rantef a wAG tdpk s@rageopeut er 110 t hen
to the file's contents. . If the file is

recei ves .dat correspondin ,

accessi bl e B@O E%M@P%fﬁesg?tén@uqnéﬁ SRow&t Aqsr fepmigal maalﬂ‘ﬂséu}s‘?fcat ed in a
nenory | ocali ¥1oMeesd 851y rchiQEd M ahind082 conreQERIAta8bngldifladcgst ruct s ter mi nal
102 to access the file and transmit its contents across connection 109. |f

the file is td¢comaunicationsdiss permection 1@/tepeinete camputerel1§. Computer 118 | ocated in
mermory  130) 45 GAIRMIRS nbdBry F3YS: AR LAV Eiuld i fois AT L er
15  optionally connected to memory 130 for storing files to be stably archived.
“Computer 110 is also optionally connected to archival memory 140 for copying
files which have been stably archived on memory 112.
Terminal 102 can be any type of computer processing device capable of
connecting to a telecommunications line, including but not limited to personal
20  computers, diskless warkstations, web-enabled appliances, smart-TV consoles,
PDAs (personal data assistants) or the like. Connection 109 may be any form of
long distance telecommunication line. “Long distance telecommunications line” or
“telecommunications line” refers to a non-local communication connection
including, but not limited to, a modem or other dialup connection, an Internet
25  connection, or a wireless connection suitable for communicating with a PDA such
 as the Omni Sky service. “Line” refers to such a connection in any form, whether
or not there is a direct physical connection. Thus a “telecommunications line”
could include intervening switching devices, satellite links, wired or wireless
relays and/or repeaters, and the like.
30 In operation, system 100 allows a user to select files to be stably archived
~ into memory 112. Files are selected by a user at user terminal 102. The files may

be selected from any memory that terminal 102 has access to. For example,




receiving data for a file, conputer 110 creates a fil & WAedP9% abl e stable
menory 112. 20 Conputer 110 repeats the steps above until all files have
been stably archived. Files stably archived in nmenory 112 may optionally
be backegh snseRb0 a separate archival nenory 140 forp@Qbfelddg st orage
After files are archived, a user may then restore any or all of the
archived files. Wen the user desires to performa restore operation,

term nal 102 sends a 25 request to conmputer 110 for a list of archived
files. Term nal 102 then provides the user with a listing of the archived
files. The user selects which files are to be restored. Term nal 102 sends
a request for each file to be restored to conputer 110. Conputer 110 then

retrieves t HisPeustinenthe formm Ay (riminalilog chesgp| flesipayde yeloctod frosm: wlaetl file to be
restored. %H&l?rsu&l]ag ahi@ "i/éscltlﬁ)éa?%feﬁ H&w&%kfﬁeﬁlﬁrgtsﬁﬁi s QLLPhAR 30
h rom whi ch they

| ocation; e.g., the menory l|ocation were oritginally read
for archi viasgessible thrheghodseal afea nesworky otk mewmody pudics esgiooy 83y conputer 110

eor | e acckber Bt <oyl Fsbuk SRR 5H a8 A6 ek soteltionRs 6

connect i Bn 1f8re {itneg wherdlilBpdrel todiel avehivan Adeinedlyt & dvefitThidakt the file
contents are transgn' tﬁ‘i_ed to termnal 102 fromwhich the files are
restored: " (P HRe-bsedmtersl) mayde psedy cpmsgondingIfrezampls te @t e¥est t o a | ocati on

associ ated bR £ FA1P8EL GHdiIBE] SBRBLYgas referenced by whatever conputer
system accesses that menory. Under many conputer systens, a conputer

menory is referehbukprgescrbing thgoperatignnfispstem 190, wher apesslectiddingriat i on: e. g. ,

a "C' drive. ' ' ' change if. for .exanpl e ot her
menories ar gvgtg%%}c%?%a;hérsg@\?gg?@?ggﬁa&? ﬂg dé%%pwtf?@y’qg ARG 08t he physi cal
menory b@di wtherwise) ferminyl 100 bege thaprobss obstbly wéhivieghéatheaséitds a such as
renovabl e hard.di sks, efdﬂg diék.s or . the |ike. Thus 10 it i.s to be noted that
"original" IPB%véqu%ﬁglﬁ‘g r archiying o AURRaElyp e pice My stek the B56lVing y i cal |y t he

appl i cat i on psqbkiswidmRallyat By MO TErRAAF ABSEAE theIRF SEEISIBeEmodat abase, or
ot herwi se) which directly ‘accesses the nenory. Hence, "original" |ocation

refers to ZOMBYPCHO Viageanacten 109 or cachdile, corpmwjesilé@ihen sseivestata Al t hough i n
SOME | NSt anGEgesphitfing @ UG’ s BRI MPIHE Hie 1 2GR by Lokdpufi?h F1:de:

15 terminal 102 (e.g., a file located in a memory locally connected to terminal 102),

‘ computer 110 instructs terminal 102 to access the file and transmit its contents
across connection 109. If the file is directly accessible by computer 110 (e.g., a
file located in memory 130), computer 110 reads the contents of the file, After
receiving dafa for a file, computer 110 creates a file in writable stable memory 112.

20 Computer 110 repeats the steps above until all files have been stably archived.

| Files stably archived in memory 112 may optionally be backed up onto a separate
archival memory 140 for off-line storage.
After files are archived, a user may then restore any or all of the archived

files. When the user desires to perform a restore operation, terminal 102 sends a

25  request to computer 110 for a list of archived files, Terminal 102 then provides the
user with a listing of the archived files. The user selects which files are to be
restored. Terminal 102 sends a request for each file to be restored to computer
110. Computer 110 then retrieves the contents from writable stable memory 112
of each file to be restored. Computer 110 then restores the files to their original

30  location; e.g., the memory location from which they were originally read for
archiving. In the case of memory directly accessible by computer 110 (e.g.,

memory 130) the files are restored directly. In the case of memories accessible via



15 As used in this application "nmenory" or "conputer @Eme3005refers to any
non- paper, machi ne el ectronically readabl e nedia capable of storing
conputer data, including but not limted to: hard disks, arrays of hard

di sks, Q(Fz%isﬁgf’ fl oppy disks, conpact discs, and H%q.fdsb%‘gm"Ar chi val
menory" rerefs to any nenory having a nmedi um desi gne 0 bé Pphysically

renoved froma conputer 20 system or any nedia in a systemnot intended
for on-line user access including but not |limted to conputer tapes,
conpact disks, hard disks and the |ike. Thus for exanple, hard di sk nenory
in a conputer, or network of conputer® are "archival" if a user does not
access the files directly, but rather has access to the files after they
are copi ed tconmngrh)® (erenohard drivchcoagectaslto teymingP102) B¢ dildl eonwnislarevi ng" refers

25 to stori dat.a a.non=vol at il opput er ry, a "non-volatile"
conput er rrgﬁﬁwttt?%%g?rg“?agT@%W&f%ﬁ%@%?ﬁr?ﬁgﬁﬁpdoes not require external
power in order tOrigihgl96vaten’anscdahia asdichiintefdrstihelothtivn adsotiateabl € menory”

or "vvritable,&ltabl_e menory" refers %o a non-vol atile conputer nmenory into
which data H# aRartigeler meporyps refgrgaded ﬁévh@qeﬁ%_coxggutgesyggrpiag;@ss%Wag o FIG 2 a

bl ock i £0" Gy, 2UHict R odrigifer SHRERDSE BUBEIerR ) ARG 4 0 L he

present invention is shown. System 20 imlar to system "100 of FIG I~
but may i nclsigle apenpssicehiraderaesipestionr o8. 2 Udere. Homweyanahis202 WD 021052450

PCTI USOI / 49§§s§gngati$1!x Jélgy\%l}aﬁgerﬁ g&é c&@noﬁégﬁ&ﬁm c?,r%% léfé%d&e%&r?%?&rieé lfr§1 tion 204

which inclu e 'sta archived. " Termn 202 is
optional | y cewepbetsysemretins tie ghGichlaneméay afediug itself @ty changeinshabl y

archived. Termnpal 202 is_.also optional conn d vi tjonal network
connection 2%7? Bm?ﬂé’ﬂéww%ﬁucg(?ﬁ ‘??‘B’?&F\b%i%&%% %@?&ﬁ% l‘ﬁ‘é‘r chi ved.
Ter m najg 202 is RIHReeted thak BorlcflaPOOFMLA e fis a8 RFertRRABE e QtetPInd 0 renote
conputer 210 which typically has normal RAM or other nenory to operate as

a server. Céygfallefhe2pplicadonsofimerst(ed. werdninesssing smredqdsiteet tatehtase. a¥ chi vi ng of
()55 Corpth ok A AL A0S, s TR il s 0109 1115
archi val meros logital 13ebkfiof cuthec tay b physidal lesatiohi Althdvgh én fpeeringdnadsl y ar chi ved on
\Anggl_)r_ y 212. the'liggrkr:gl rgg&ph%’(s)l%airir&%ﬁgnem C%}n%k eSS wor kst ation, personal conputer,
15 As used in this application “memory” or “computer memory” refers to any
non-paper, machine electronically readable media capable of storing computer
data, including but not limited to: hard disks, arrays of hard disks, ZIP disks,
floppy disks, compact discs, and the like. “Archival memory” refers to any
memory having a medinm designed to be physically removed from a computer
20  system, or any media in a system not intended for on-line user access including but
not limited to computer tapes, compact disks, hard disks and the like. Thus for
example, hard disk memory in a computer, or network of computers are “archival”
if a user does not access the files directly, but rather has access to the files after
they are copied to another memory such as memory 112. “Stable archiving” refers
25 to storing data on a non-volatile computer memory; a “non-volatile” computer
memory refers to a computer memory that does not require external power in order
to preserve any data contained therein. A “stable memory” or “writable stable
memory” refers to a non-volatile computer memory into which data can be written
at Jeast one time.
30 Referring now to FIG. 2 a block diagram of a virtual tape storage system
200 according to the present invention is shown. System 200 is similar to system

100 of FIG. 1 but may include various optional features. A user terminal 202




appl i ance, smart-TV console, PDA, or the |ike. Menori &upe8005208, and 230
may be any formof conputer nenory such as, for exanple, a hard disk
Connection 207 may be any form of network connection such as LAN, WAN,

di al up, v ¢2k32450t er net connection. Connection 209 mayeR&s8¥s40r m of | ong
di stance teleconmunication connection. In operation, system 200 allows a
user to select files to be stably archived onto nenory 212. The files are
selected by a user at user term nal 202 and stored in backup set
specification 204. The files may be selected fromany nenory that 20
ternminal 202 has access to, such as n¥nmories 206, 208, or 230. Preferably,
a user is also allowed to select entire directories and/or subdirectories
for archivi ndlowsasser teirpaie & bagkep sebgpesifibation@¢ whichdncluwdss p hgloffled i n the term
"files" in i foh i . . eferred far ecification 204
is created E‘g%ﬁgﬁgﬁg %Chﬁigéfpu%}(g‘rl%?gg&pl% %%9 |gll n(‘roélﬂ% tcdg[g ngﬁlﬁﬁll zggg?ron 303
“described beidt@ingifitescobnstelly archiwed. Hlebhital B2 iP8soldigioslBrcofidesad sial ect s one or

nore tinmes when the files |i.st in specification 204 are to be stably
archived in ?@WP?‘“&'E_’%‘. CORFR?“P??@ O(’S‘F‘%“X écP’i/S_é‘P@g)fﬁ‘?etPéﬁft@ﬁY may be single
event's 0f. I egthivedNTe@MBAR62 céhmbots vih BRRBLARnERdnY contB&lchoo gont hly, etc.
O her, non tine-based intervals (or "event intervals") nay be used such as

each tinme PP somputercid@adch tppically dps nosmal RayM) as ottieymbmporytimeperatsst - of il es
d sel ect ' - ification 204. Th
and sel ect et 30 RlotBhitr b8 HuBAbkedth RARH SRE (THEGLLERb ON e

acts of selecting fil n efining i s do no 0 be done in
any parti culfdes. diodputer Ptk eptidolaly canherteduts aremats280dpesdrfrgdiesao banme f or t he

backup set t e archiyed in nor,y 212. .This WD .02/ 052450 PCT/ US01/ 49726 8
ai ds the useS?abBr nar%iﬁ e@e%@ﬁ’t“ﬁ g@t‘%?’%‘l ?Piiﬂnadlfy cqmRPeipd 49 ?rgﬁvép}eglgryas descri bed
bel ow. 14 t exoadrebyyitdBlesatich have vhoitstdbhChktiveain mad 202 aut omatical |y

generated. Opti onal_lé mul tiple set specifications my be created by the
user with differ dFENINA 202 By BY & Aislens MeEksatipe Persanal COPHEN M ous i nt er val

t s | i Jol t L.on. Qf
par amet ers. BnifEd E&lﬁﬁn : h_h%é, PEAL BEnd .%énﬂ(glge‘a 20@,%%&5{? ?ggm? pnen 2

presel ected interval (time-based or otherws as spe backup set
speci fi cat i &aapOpIh g corppigarmissmpry such as, fralex@ole, adgiddisk. Hnpecticress  of

st omactcol iy k9B o ARE UL bbb Ay AR, bgidon 204

15  Internet connection. Connection 209 may be any form of long distance

telecominunication connection.
In operation, system 200 allows a user to select files to be stably archived
onto memory 212, The files are selected by a user at user terminal 202 and stored
in backup set specification 204. The files may be selected from any memory that
20 terminal 202 has access to, such as memories 206, 208, or 230. Preferably, a user
is also allowed to select entire directories and/or subdirectories for archiving. Such
directories or subdirectories are included in the term “files” in set specification
. 204. In one preferred form, specification 204 is created by using a computer
application such as application 303 described below in connection with FIG. 3.
25  The user also selects one or more times when the files listed in specification 204
are to be stably archived in memory 212. Any times (or “intervals™) selected may
be single events or recurring events; e.g., repeated daily, weekly, monthly, etc.
Other, non time-based intervals (or “event intervals”) may be used such as each
time a file is accessed or modified. Collectively, the list of files and selected
30  intervals form part of backup set specification 204. The acts of selecting files and .
defining intervals do not have to be done in any particular order. Preferably, the |

user also specifics a name for the backup set o be archived in memory 212. This



manual |y at any time. Optionally, predefined tine intédua¢30Q5.g., as
pre-selected 10 by a system adm nistrator) nmay be used. instead of or in
addition to user-selected intervals. Term nal 202 sends specification 204
to renmig, ger 210 via connection 209. Preferablyhihg sRgcification is
transmtted 1n the format of an extensible markup | anguage such as XM.

For each file listed in specification 204, conputer 210 then receives data
corresponding to the file's contents. If the 15 file is accessible by
conputer 210 via connection 209 (e.g., the file is located in nenory 206
or menory 208), conputer 210 instructs®term nal 202 to access the file and
transmt its contents across connection 209. Optionally, any file contents
so transmitt ads e asec raubssgiashreOStinmyf 4y desired fids mpdeesied belowmat and/ or an

extensi bl e uage for.mat . ch conpressi on y be perforned by
20 term nal %%H%gl% gl'll,%gm{n%gorft% be'r’“:lltc"‘kp S@%’H@rﬁ%@%’&%?%?ﬁ%%l y. Optionally,
the files ma@ptitraily nailiptady sgaeitivatasmag 56 adated By e WeeHal BBrdnor m term nal

202 conpresses, fil eé _beé]f%re ‘iragsm_sswn in accordance with conpression
al gorithns atFe{ar Qbilerping ties.and with yasiqus dpteqvalpagpsiersabl e pr ogr am PKZI P. Ct her

conpr esskon met hogsihadBscHini WaUpRl-A6h HOYRLASDE Sihen 2 Prebdl éa%mfngaf s
directly accessible by conputer 210 (e.g., the flPe Is [ocated 1n nenory
230), conput dimesbpeedras athsrwised avspaeifipd i botkuplses spedifatigind0dftias e read by or

transmtted AR i e f,0r. t ransm ssion
errors by a‘scl%'rllrgm %@ﬂo@%ggﬁgﬁm‘gg}%&g ﬁ}e%%qngagjﬁ]%d%ésg %?MYIH%ﬁ%f ke. If

t ransmi ssi onlistadrio siscHication 204.dAttarabtelg, the osepribe stard {He archivingeirodess an error code
to termnal 202,.far exanple, 30 instructjng it to retransmt the file.
Transmitt ed PREL Y g@%‘obB'réo“ﬁ‘gY’iP&?‘?ﬁ W“‘sl tnehaeRad (¢-&r 2ie-ieted Wo 02/ 052450
PCT/ US01049736 Fstei a8mPlishbRby 184 HeQisél inftaddrobinBafoh fAkLicleegaone at a

time. However, near- sinultaneous readi n&from multiple files is also

cont enpl at edntepise depripd 202 srgdywesification 264 foirpmote sompiier&i0 380 creates a file
in witabl e ghablis, SRR I - ' re witten into
a predefined user1 space évf\?rtgﬁgﬁhess %@?cgﬁé@%%&gtt%meéh&da@%% bed below in
connect i on vixtensible@arkdp langnagelsuch fqMbr Bokebicinfila distad rspecificaten i s

1 ustrat ed. g efiflct B1d s REERE Yhta bR Tpording e§ TR Bhts cllke O L N2 F11 enane
15  file is accessible by computer 210 via connection 209 (e.g., the file is located in
memory 206 or memory 208), computer 210 instructs terminal 202 to access the
file and transmit its contents across connection 209. Optionally, any file contents
so transmitted via connection 209 may be in a compressed format and/or an
extensible markup language format. Any such compression may be performed by

20 terminal 202 before the file is transmitted or on the fly. Optionally, the files may
have already been compressed. In a preferred form, terminal 202 compresses files
before transmission in accordance with compression algorithms available under the
commercially available program PKZIP. Other compression methods are
contemplated nonetheless.

25 If the file is directly accessible by computer 216 (e.g., the file is located in
memory 230), computer 210 reads the contents of the file. Any file read by or
transmitted to computer 210 may opticnally be checked for transmission errors by
a known method, such as a check-sum, CRC, or the like. If transmission errors are
so detected, computer 210 may return an error code to terminal 202, for example,

30 iﬁstmcting it to retransmit the file. Transmitied files may-also be optionally

checked for viruses.




and directory structure are preserved thus allow ng t Rdun¢2@5% o be restored
back to its original |ocation. Conputer 210 repeats the steps above until
all files listed in specification 204 have been stably archived.

Opt i onalgdy,q @i errors detected 10 during the archi vipgREpfESRS (such as a
file creation error) are indicated to termnal 202 as an error code
transmtted across connection 209. Collectively, the files so archived are
referred to herein as a "backup set". Preferably, as files are created in
menory 212, conputer 210 updates an index file (not shown) corresponding
to the file name and location in menofy 212. 15 Preferably, the contents
of the index file (if any) are stored as an extensible markup | anguage
format, such as XM pre@riee formedapd s ecadieoyn Hles optat atimk) Hopewvidad on t he

archived files or a cop conput 110 of fhe fi.l such.as. virus

scanni ng or STBY ?%S?é‘,ﬁ%g %%@EP%F?EGS?S 1R GWRVIESE‘E&%%CF{V&? 488 t he user of
term nal 20%or Milepsondputee 1 tricted @it merkitalile balle maRyrytdlgni st ore any or al |
of the archived 0 fiJes. Wien the user desires tqQ performa restore
operation, tREFRFGHorm fdescamrtienintodpiedefipyh werspgadin $blememey a | st of

- al'l backsp %Q.SAQHE‘S‘éﬁBEd%MWQﬁ@&Eﬁ&i&%ﬁHM3L!1_srﬁéthod6f81dpr@déﬁ?2§%u@ r any files,
directories, and/or subdirectories contained in those backup sets.

Opt i onal | y opaveds Wgwrated; ysefal ipteeieresenidryr Breferablyy thelogiginakfdensenet he user' s

backup sets. ' ) t I essl bl e by any
user with 25" Q@%%g%?%%&@%%ép rgg}gﬁ%ﬁ&%i@etﬁe @%0 lgeergs csnr%gﬁ'{fc?ti? of backup
sets and fi lissripinelledation Whenpuso 21 @oppess the stepd abave unfitlgkfile@Bstetdsiad i n creati ng
any backup sets, th i.nde file mayb ranspitted to terninal 202.

Cther wi se, ﬁ%@}ﬁ%ﬁ?ﬂa@ﬂ&a&%ﬁfﬁr“ﬂ? gﬁ@%é’gg%ggchpuoé‘ ¥ 8 SRR FESLY or transnit
file angy di lHaGADIMY atchiSingPeRedi(§BR bi ¥ fIRCEQAESH GRINBE IR Aed &RABrmiklaVever, a
preferred formuses an index file created (or updated if one 30 already

exi sts) dur i2Agas ecregx edfic anmnitedrceass commeefion 203t Collgctiveps thediesspi ng i ndex

file mnimgzes. conn d ' & wi dt h, especially in the case of
| arge di rector;? str%%%rtgger%iﬁggﬁ F%kﬁﬁgb?é. 6 June 2005 WD 02/052450
PCTI USQOL1/ 49726 PR@fctahlyrianfiles 86 2retfed in pemoty@e?, colmputasHO wpddids aa | i sting of
accessi bl e back et nd files therein. Preferahly.this i rmation is
presented i A xkleee gvigvﬁgpgﬁg?@lég {0 the 1il6 name ancﬁocagm}/ In memory QH)

15  Preferably, the contents of the index file (if any) are stored as an extensible markup

langnage format, such as XML. Other services may be optionally proﬁidcd on the
archived files or a copy by computer 110 of the files such as virus scanning or
otherwise, the results of which may be reported to the user of terminal 202.
After files are archived, a user may then restore any or all of the archived
20 files. When the user desires to perform a restore operation, terminal 202 sends an
electronic request to 210 for a list of all backup sets previously created for that user
and a list of any files, directories, and/or subdirectories contained in those backup
sets. Optionally other users in a predefined group may also access the user’s
backup sets. Also optionally, the backup sets could be accessible by any user with
25  access to computer 210. Computer 210 sends a list of backup sets and files therein
“when so requested. If an index was used in creating any backup sets, that index
file may be transmitted to terminal 202. Otherwise, terminal 210 ¢an recreate such
a list on the fly or transmit file and directory listings directly across connection
209. However, a preferred form uses an index file created (or updated if one
30  already exists) during the archiving process; transmitting a pre-existing index file
minimizes computation time and bandwidth, especially in the case of large

directory structures and file lists,



such as provided by the sanple screenshot |isting shofdupa2@)5G 4 and
described in connection therewith. Qher forns of presenting this
informati on are 5 contenpl ated, however; such as a netvvork structure using
nodes. then selects which files are to be rges Term nal 202
sends a%%t%@%ofor each file to be restored to corrputer ]?%62

requests nmay be sent individually for each file to be restored or grouped
in a batch listing. Conputer 210 then retrieves the contents fromwitable
stable nmenory 212 of each file to be restored. Files may be 10 so retrieved
either one at a time or nultiple filet may be retrieved near-

si mul taneously. Conputer 210 then restores the files to the nmenory | ocation
from which they T\mniaal(ﬂﬁr'a’@im@lﬂm'des tadsdr ovitharlsting ofingeestibic bimkup sge of nmenory

estored o rEneny et PREHLEN il Rac TR A fectol Webiect | on 200

(e.g., nenDrsueisasAPévidsichyahe sﬂ@p?dlﬁbeeﬁsh@c fidting skawii i@MNG. Adnd dedeaibedri tted to
t er m nal 202fromy\/n|chthegélle restored. If the files were
optional ly ¢ 498 dheE ¥t O AR OF gresqniiae fhis BOTMBPNFE  deconpr essed

prior tosbeidgehhial Rflvevat hﬁc‘h ak Qﬁﬁﬁrﬁﬂk@gﬁét&e'ﬁkﬁg nédesf Th&&e%%' y archived

in menory 212 may optionally be backed up onto archival nenory 240 for
of f-1i ne st oelgge whishdhes azfotorbac%wdt Jermeing 202 se0s aeaguese fop eachdderted

aut omati cal | LV d by a user
at term nal b%d%?ﬁl‘&imcg}ﬂpgtlép orrreéfﬂ%)t maglbgééner Vl&h%l\r\{lf’ Fﬁgg%ﬁ%cess to
conmput er 21Qo bWeemreﬁrolrgmupﬂsdanm@a&brlsﬂgaeoﬂpaer:lmabnabm&s thei f any errors

are detected, or i.f a file to be restored js.no.longe 212, the
Py be CaEs b e el rpmonor DAL vich BIC R8T Ha gt SR et i y

ar chi vedp 25 sbirdtBével 8iier BESR aSind R GlifithidRePREPLIRIRGY] %4, those files may
optionally be copied onto a renovable nedia (such as a conputer tape or

conpact di siimyanedyslyofonpnisr 210 taayeshaesthy Sles &g thy msmary loestiomBomser (e. g.,
vramall)\/\/rw}ﬂ d Ref ing now to
FIG 3, a bl oc ?’Q‘S@g%ﬁ%@%ﬁ adf%ParPlﬁH% ehlgt%l%?atasgéf/glf@to %300 accordi ng
to the presetnctesmbivbmt:@mputﬂszwIfmgxmerﬁysﬂélm&vDEIes are sasturddatirettty. dyst ens 100

o1, 200, WS i SSRSSALI s B DB SRR 00 LT
-run .6 Jupe 208bhe file contents are transmitted to terminal 202 from which the files are
restored. If the files were optionally compressed during archiving, the file§ may be
decompressed prior to being restored. |
Still referring to FIG. 2, files stably archived in memory 212 may
optionally be backed up onto archival memory 240 for off-line storage. Such
20  backup to memory 240 may be performed antomatically (e.g., at predefined
intervals), may be requested by a user at terminal 202, or may be performed by an
- operator with access to computer 210. When files are restored as described above,
if any errors are detected, or if a file to be restored is no longer in memory 212, the
file may be accessed from memory 240 instead. Additionally, if stably archived
25  files have been so backed up onto memory 240, those files may optionally be
copied onto a removable media (such as a computer tape or compact disk) which
optionally may be physically sent to the user (e.g., via mail) when so requested or
at periodic intervals.
Referring now to FIG. 3, a block diagram of a virtual tape storage system
30 300 according to the present invention is shown. System 300 is simnilar to systems
100 and 200 of FIGS. 1 & 2, respectively, but may include various optional

features. A user terminal 302 comprises a user application 303 operable to run




WD 02/ 052450 PCT/ US01/49726 11 within menory 305. Tepdima?00302 optionally
I ncl udes a nenory 306 for storing files. Backup set specification 304 is
created by user and includes a list of files (including directories,

subdire etc.) to be archived. The conputer may be
connect g&dj)'{zg]g%socorrputer menory 308 via network connect|on5'ng9 7. Term nal

302 is connected to renpte conputer 310 via |ong distance

t el econmuni cati on connection 309. Still referring to FIG 3, renote conputer
310 conprises a server application 311 operable to run within menory 313.
Conput er 310 also includes a witablél stable menory 312 detailed in FIG
3A. User space 314 is a subset of 10 storage space in nmenory 312. Backup
space 316 isﬁdﬁsubsmnﬂﬁﬁ Seoniag 803 ptmealiynincludos i nsqpace e 3@ fbr stBagkup set space

218 1 ooV OR g AR DR RIS Bl BB 0, 0

archived i n (hrRiding detosRaaddiddtorés, %tct)h@b@ﬁzeﬁ%& THR\6mphtye System and
met hod. Conputer 310 qp tlonalli;)cqlnclu es nerror% 330 for storing files. 15
Conput er 31CPPHPRALY aRay; b samiegted Fca Gompatepmempy 108 yismstwork gonnestioich can be

used to sar Celmwpen%ﬁ{aﬁs@zg@r:&m@&shﬂo@erﬁ@@%%pé&%lgwa1&H didthdd® Storage,

typically of the same ata. Term na e any type of processing
devi ce capabtlecoummmane@mnngcnonéo%l | ong di stance tel ecommunications |ine

h- i skl 2 I
T oo oK) SR TERT, AR R GGl 1 200 L2,
chosen, may apglicatiyn $10ropenbleao rpautitin MENOH Y3 1S.UCEmAGelB0dIsdigliGes a Connect i on
307 may be an formof net r(lglﬁtc,gnge on such as LAN, WAN, dialup, or

I nternet conf&Rs Yable BSHREC 2 X Wseysmass H4oF 2585 ofi st ance

tel ecomuni Girdg@RPace HMEHbIYHI2, ﬁhdkﬁﬁs;?a&@?ié’xs%@d@étvﬁgtok o RADRY 312 may 25
optional Iy be backed up onto archival” menory 3 for f-Ilne storage. User

appl i cat i on us@3pace 344.c aqueat smﬂc@)@}fiaﬁ‘a@ldqs@ttﬂfetowfge Smﬁqmﬂrfgcmptsmcn menory 305
f I 2 :
of term nal 539 As i esg?e% r{fﬂglfétdetﬂp s\"’/\glﬁcﬂ Er@th!stg?m ggtil%ahgyﬁ o Vuser to

sel ect conputer y ar’c Spéci al and/ or
event inter\aa staﬂgearchzwq:mmerrkup isdtepacaB B tio t&@r@éﬁbﬁmnmmygtm dad and restore
files method. Computer 310 optionally includes memory 330 for storing files.
15 Computer 310 also optionally includes archival memory 340, which can be used to
archive data contained in memory 312 for off-line storage, typically of the same
data.
Terminal 302 may be any type of processing device capable of connecting
to a long distance telecommunications line such as a diskiess workstation, personal
20  computer, web-appliance, smart-TV console, PDA or the like. Memories 306, 308,
and/or 330 if chosen, may be any form of computer memory such as hard disks.
Connection 307 may be any form of network connection such as LAN, WAN,
dialup, or Internet connection, Connection 309 may be any form of long distance
telecommunications connection. Files stably archived in memory 312 may
25  optionally be backed up onto archival memory 340 for off-line storage.
User application 303 is a computer program capable of running within
memory 305 of terminal 302. Among other functions, application 303 allows a
user to: select computer files fo be stably archived; specify a time interval and/or
event interval when computer files are to be stably archived; and restore files
30  which have previously been stably archived. Files to be so archived may be
selected from any computer memory that application 303 is capable of accessing;

including memories 306, 308, and/or 330 if so chosen. In a preferred form, user




30 which have previously been stably archived. Files 6dug2®§ archived may
be selected fromany conputer nenory that application 303 is capabl e of
accessing; including nmenories 306, 308, and/or 330 if so chosen. In a

preferr user 6 June 2005 WD 02/052450 PCT/ u 12
appli cat%‘l%ogn §%§ has access to |ocal nenory, such as ?e% é%é al t hough in

sone forns, term nal does not contain a nenory 306 for StOI’I ng conputer
files. For exanple, term nal 302 may be sel ected as a di skl ess

wor kstation, in which case the user would select files to be stably
archived fromone or nore conputer 5 #nories accessible to the diskless
- wor kstation across a connection such as network connection 307 or

t el ecomuni caiplicatisn 3@ims atdessto Bal m¢nmramch13rmémmm306 tBhovghal 302 may be

selected as a _smart-TV .device having a tel ni cations onnection 309
for communi cXIT :F ?W“E@A‘?%Srn%i‘ﬁmgmm%fy @E%&r’é@%‘@ﬁw rﬁ;ﬁsory 306 or a
net wor k conngdtek: 1@ @efminan302hSy lfdl;ém:te@ B d1Si@dss RRMksGBbE &l whith &ct 0 be

stably 10 archive from a menory that conputer 310 has access to, such as

mermory 330. thEpjepwodd sgles) filgs éq]lpw&ly HOEGFan ARAOT GG SRINY be backed up
onto archi V%em%géc)é?s?b%)tof dss blo élﬁ&ggc‘?&ga coltheEXA TR EsOPer ati on of the

present invention wll now escri lor to archiving files, a user
first speci fiessork cennestion 3§bpﬂﬁebammmmlm@nsq¢hnﬂcm B@n Imfmothefiormed to create

a backup sp 3 Ser. s ce referred form the user
specifies aatgl%%té&g?\%nm%l%h%ser S?Bdﬁ%\ R i\é’ dc%m% aé%gﬁrtelf’%%‘f% AWM size is
sel ect ed fr aomnection309dbs chnB@ineSating @PLEres: 31065 B0 Bot BavdgSa 10€al ehemozy gi gabyt es,
4 gigabytes, etc. %}QEN ternatel(ﬁ t he. user could be allowed to specify any

size for bat)f9p? BPHET cgnpction 3 Tn/lis Eorma e 9Py SelectiiRs IpPe¥RAY i nvention

i s used19S PAfHiveRlfrodlh lﬁerﬁm EbiApurt 81 Y h&sackSs B, such aSHEMbGS3Pr OVi di ng users
with stable archiving of onto a renote sérver accessible through the

| nt ernet), ffé]@SStéllea@PWd)lﬁamqﬂ}mb@aYQﬁm@é&@a@kﬂd@m@gtqa@cm% size of a

backup spac le, an initial creation fee of $30 could
be charged F%r I? fﬂro{%gﬁflg@%ng of backup space. Additionally, a

recurring storagénferammle upaiativa of tiepgseht ifventicwillpoe ba deetbal Mdr per 25
month coul d B8 BRAEHS, 4 Ser frst spltifl A Sser SplicRion 30§ frormaticy S ©F 2mount could
15 required to create a backup space 316 within user space 314. In a preferred form
the user specifies a size and name for backup space 316. Preferably, the size is
selected from a list of discrete computer memory sizes (e.g., 2 gigabytes, 4
gigabytes, etc.). Alternately the user could be allowed to specify any size for
backup space 316. If a system according to the present invention is used as part of
20 acommercial service {e.g., a service providing users with stable archiving of files
onto a remote server accessible throngh the Internet), fees can optionally be
charged according to the size of a backup space selected. For example, an initial
creation fee of $30 could be charged for creating any size of backup space.
Additionally, a recurting storage fee could be charged. For example a fee of $8 per
25  month could be charged for a 4 gigabyte backup space; a lesser amount could be
charged for a 2 gigabyte space. Further, such a commercial service could provide
users with access to an infernet-accessible memory (such as memory 330) from
which files to be archived may be selected, Further, such a commercial service
might only allow subscription users to access archiving services. For example a
30  commercial service could provide limited functionality to “free” customers, such
as access to 25 megabytes of storage space (e.g., on a memory such as memory

330) but no access to archiving services. Whereas subscription customers (being




e

charged for a 2 gigabyte space. Further, such a conme6dua¢ 28#r vi ce coul d
provide wusers with access to an internet-accessible nmenory (such as nenory
330) from which files to be archived nay be sel ected. Further, such a

conmer ci ice mght only allow subscription user cess archiving
servi ceﬁ&zzosh\éé(arrpl e a 30 comercial service could %Sﬁg%lg?% ted

functionality to "free" custoners, such as access to 25 negabytes of
storage space (e.g., on a nmenory such as nenory 330) but no access to
archiving services. Wereas subscription custoners (being WO 02/ 052450
PCT/ US01/ 49726 13 charged, for exanpl &3 a $10-per-nonth subscription fee),
.could, for exanple, be given 100 negabytes of storage space and be given
access to ardhigei for semplecefl0-pefoatsaberiptich fo€scult tie lesanipdé, bgener at i ng
revenue by a .co rci a]l servi ce usi nquﬁﬁ s‘%éstem according to the present

i nvention ar@vﬁg@@inﬁﬂg@.ytﬁoéftfﬂfage?@f’% A5 BIYEB 22LRSSIP BCAIVING RISt he pr esent

i nvention, iAl@gs bispRsd BodeBRBICIh¥hG Rvéhing By h SmAerBRCIHRRAES 2@ user nmay
al so specify a name for a backup space 316." Alternately the nane for

backup spacesysith agesjdingtodhe prasent inwdntipn aig@assitde.ed;: e. g., as a function of a
tinme/date stanp. o; err . .nange nmust be uni que
W thin uger spacegn QI%EH@E? %nog)%a%&%ﬁﬁeth%@&elﬁﬁ%gé@%é?%ﬁti%%gther paraneters
for backup sypediyiglssizifote mskup spaceypuemiag nlad speeify nekingefor AbacRiiher users
who wi Il have 1 §sion tg access .t he back space. tiopally, a

ti mestanp nas‘}’a%?lghg‘ﬁm%alyi ‘tagegﬁbaglﬂ'}?es%@gﬁﬁﬁygcﬂg%@%&i fied nane.

- Col | ecti vel ygenéri@d; o). Qk BRinc@6h 68 tirid/iMle farBf ChWARriRRESois thedasiyp referred to
as the backup space specification. User application 303 sends the backup

space 15 speRrEiTEBE B Regmigae withinase specadil &nOptionall (b whr mRewedy t he backup
space agg d%r?&%et@ﬁlf&%cﬁg?{)ﬂg% Edchat hgﬂ)ugraesf Qt?dn‘ﬁ@%iﬁ%g?jﬁlg} | cation 311

whi ch then creates data str ures w thin“us ace ackup space
316. |f the userewhd sl havepemiisseady acdesnibe backrgespassp Aiptiosdly, @l | ocated to him

or her (e.g.4..1 user. has .not previousl 0 creat.ed. a backup space),
appl i cation tgiefpag'lp rs b&”@{dg‘g”ug‘gr ag%&@@*@ﬁ%“%eﬁwﬁ‘é‘ﬁﬁq Y312, Preferably,
appl i cati on Ghlikctivelyyithe infanatceddfimtatiaptsbae isin Riredtd xahof t he

success or failure of creati a backup space_and/ or user space.

backup space specxﬁcationr] %ser application 303 sends the backup space
15  specification to server application 311, which creates the backup space as
described below.

The specification is received by application 311 which then creates data
structures within user space 314 for backup space 316. If the user does not already
have a user space 314 allocated to him or her (e.g., the user has not previously

20  created a backup space), application 311 first creates user space 314 in memory
312. Preferably, application 311 returns a code to application 302 indicative of the
success or failure of creating a backup space and/or user space.

Once a backup space 314 has been created for the vser, the user may then
create backup set definition 304 via application 303 specifying files to be stably

25  archived. Preferably, the user is presented with a list of files in a tree view format
displaying the names and directory structures of files which application 303 has
access to. Other forms of presenting this information to the user are contemplated;
for instance, a network structure using nodes can be employed rather than a tree
view structure. ’_l_"he user may define a set definition by other parameters such as

30 the date of file creation, a project or group number associated with the file, the
author of the file, or otherwise. The user selects one or more files which are to be

stably archived. Preferably, the user also selects one or more times at which an
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Once a backup space 314 has been created for the user $Jue2@der may t hen
create backup set definition 304 via application 303 specifying files to be
stably 25 archived. Preferably, the user is presented with a list of files
in atree view format displaying the nanes and directaor tructures of
files \AMCE%’G%‘B(] i cation 303 has access to. Qher fofgzg)ﬁgﬁlfﬁg Bsent | ng this
i nformation to the user are contenplated; for instance, a network
structure using nodes can be enployed rather than a tree view structure.
The user may define a set definition by other paraneters such as 30 the
date of file creation, a project or ghoup nunber associated with the file,
the author of the file, or otherwi se. The user selects one or nore files
whi ch are t arddévingsis abbeypedfotiddy @ekferbiile tienadrlajso hadie uption taksdat sel ect s one or
nore tinmes at which an WO 02/ 052450 PCT/USQ1/49726 14 archiving is to be
performed. PFEFHEdEms Rl (fedaly: JEe RNy Sit) Gisveh gydc 58 recurring
Ui me i ntervalefti8hlg the 3& dall selWBE fide foF B bAlKYp s&vhidh i®fo BR\4RMIved B €7 Val . Al so,
preferably the user can select a name for the backup set which is to be

ar chi ved i n bagkap ketppare 316 pAliernadp themame forabedbapkuriest mayke f or t he backup set
may be 5; aut I I rated. |f a backup set space 316 already exists
for the %sera?{ya‘tﬁ{ég%gggneg’%}fchw'se to either overwite the existing backup
set therein, or Ifaagmgrsd spacet3ie albmdik eists fiade user, thalabe Imag ab@satonew backup
set therein wll be created, ional ly, the user be allowed to choose
o span bacBUE QURvER e ine BiUD P e BB O B bagm BRI 10 1t he
user has seh@fdnQesdd de@SbatkipB: Merkin vAT 641EXatBRT OptiRal tHehddt tay bavai | abl e in
one backup space, sone files can be archived lt)o one backup space, while

ot her fil es allewsd thehegse i) spabackupssetiippges ifapere e leopeXfa dir exaqupitach spanni ng
of back S | H‘@g ' t he

possi bi Wtyﬁlltatﬁ‘gﬁsegﬁgsgckgg ﬁ‘é’fsﬁaﬁﬁf‘?\%ﬁs"#’%sbﬁﬁaﬁ%ﬁé‘ b?f? Spé)space and is
t hen gi ven &ackopsprec,tsoms fifes canteardimet! heonciackupppd’s. wiikadhenfilesr eat e

addi tional backup .s es...ALternately spanni ng coul d be done ., automatically
e Uaer RO B R B et bR nkest VEDR PR Y of R R nor oa ¢ hat
no parti cul allovasddgrleferfbly Be uiek Bdiaed tb thepdreibility Maf BRcRE fiks maf n@el ecti ng

files, specifying a time interval, or nam.ng the backup set. For exanple,
a user may SHMERIR oge pickup FeeeandAs then given a gheiss tashaB oRopRethes badkipyi ce ver sa.

15  space or create additional backup spaces. Alternately spanning could be done

automatically if the user has any other backup spaces available.

It is to be noted that no particular order is required with respect to the acts
of selecting files, specifying a time interval, or naming the backup set. For
example, a user may select a time interval first, then select files, or vice versa.

20  Further, multiple acts of selecting files and/or specifying times are contemplated.
For example, a user may select files, then select a time interval, then select
additional files and/or delete already-selected files from the list, then add
additional time intervals and/or delete already-specified time intervals.

After backup set definition 304 is created, application 303 periodically

25  determines whether any time intervals specified in definition 304 bave occurred; if

50 it begins the archiving process. Optionally, a user may begin the archiving
pracess manually via application 303. Application 303 sends specification 304 to
remote computer 310 via connection 309. Preferably, but not necessarily, the
specification is transmitted in the format of an extensible markup langnage such as

300 XML '

For each file listed in specification 304, application 311 then receives data

corresponding to the file’s contents. If the file is accessible by application 311 via




20 Further, nultiple acts of selecting files and/or spdend3(0ig tines are
contenpl ated. For exanple, a user may select files, then select a tine
interval, then select additional files and/or del ete al ready-sel ected
files f ist, then add additional tine inter n r delete

al ready@é@?’g?ded time intervals. After backup set d\é’?il[ﬁlisﬁlimglr'\z(8304 S
created, application 303 periodically 25 determ nes whether any tine
intervals specified in definition 304 have occurred; if so it begins the
archiving process. Optionally, a user may begin the archiving process
manual |y via application 303. Applicald on 303 sends specification 304 to
renote conputer 310 via connection 309. Preferably, but not necessarily,

t he speci f icomtecidon 309 (t.gafdefild s datated intthenérg 3O@br mémany 388 ensi bl e mar kup

| anguage such as.. 30 XM.. For .each file |listed..in ecification 304,
application aﬁlilica{“l’fé%l lrlg%%ﬁcgggplﬁgtfoél 30%69 ?‘ngsﬁglﬁg-flﬁﬁnd[stgmftﬂ’éﬂ? f9uEnE content s.

I f the fil e s@samassivhBe9. byptply, &Btiletonkkls 6l tAnémidedEa ddectiodO 02/ 052450
PCT/ USOL/ 49726 15 connection 309 (e.g., the file is located in menory 306
or ‘nenory 3G8Y mayhp s 3 eompressedsiommat and/or aa extensile madk-ylangyes fosnsccess t he
file andstr Lin 4 ] 4,1 a2 gnal ly, any file
cont ent sssoq?ﬁgp]éhﬁ({nﬁ)é%%@?gﬁ %ﬁﬁ%ﬁ@ﬁbf%g%gggse@%ea coér%ressed format
and/ or an extapmwiited er anethk fypOptimgliyathe flesmmythavéalreagy bago hompagsedssi on nmay be

perfornmed b l.i cati on 303 bef he fil.e . ransmtted or on the fly.
Optional |y, )ﬁf?g}%el egéorﬁﬁﬂpfﬁ"ﬁ%mgﬁ% g%ﬂé{i’e%%se@esc 5 Ft’glés SSIORIR, g preferred

form appli aedordncs3Rdh canfreRdaaiofithine avdiable ieddr HasMnksdiAly i N  accor dance

wi th conpression al gorith avai l abl e under the commercially avail able
program PKZJF?ﬂa%eWéQgr%ﬁ?ﬁgg%sdﬁﬁcﬁﬁlPﬁﬁ%&n mgetBodsSR ORSTRIAd 10 nonet hel ess.

If the fg! epbseigidsect |y accessible by conmputer 311 (e.g., the file is
| ocated in nenory 330), application 311 reads the contents of the file.

Any file read bylidhe fileisditonily acsebsibly baspinpetent 313 rie.81 the fidsis tsetedival | y be
checked fOr LRSS SIBRLALE Of eadkhedolBANRE MELOhoy HER, Py & Check- sum

CRC, or the ansm Ssion errors are so appl i cation
311 may r et wamsndtteceorapplicataes itl onagpptionaHy be che8B:d, fof teamsmission errors

by a known method, such as a check-sum, CRC, or the like. If transmission errors
15  are so detected, application 311 may return an error code to application 302, for
example, instructing it to retransmit the file. In a preferred form, data is read from
files one at a time. However, near-simultaneous reading from muliiple files is also
contemplated.
After receiving data for a file, application 311 creates a file in backup set
20  space 318 of writable stable memory 312. Preferably, the original filename and
_directory structure are preserved, thus allowing the file to be restored back to its
original location. Application 311 repeats the steps above until all files listed in
specification 304 have been stably archived into backup set space 318. Preferablj(,
application 311 prevents any further altering of any files in backup set space 318
25  unless the user subsequently chooses to overwrite a backup set with a new backup
set. Optionally, any errors detected during the archiving process (such as a file
creafion error) are indicated to application 303 as an error code transmitted across
conpection 309.
Preferably, as files are created in memory backup set space 318, application
30 311 updates an index file (not shown) corresponding to the file name and location
in the backup set space. Preferably, the contents of the index file (if any) are

stored as an extensible markup language format, such as XML. -




exanple, instructing it to retransnit the file. In a plefieZ¢ldd form data
Is read from files one at a tine. However, near-sinultaneous reading from
multiple files is also contenplated. After receiving data for a file,
appl i caty creates a file in backup set 20 spa mwitable
stabl e &%ﬁ@%giéﬁz. Preferably, the original filenanquﬂﬁﬁﬁﬁgﬁectory
structure are preserved, thus allowing the file to be restored back to its
original location. Application 311 repeats the steps above until all files
listed in specification 304 have been stably archived into backup set
space 318. Preferably, application 314 prevents any further altering of
any files in backup set space 318 25 unl ess the user subsequently chooses
to overwite a badkufileset amﬂﬂd&daa usewmh;atﬁﬁmmtomezhy ofyit éofaladrtlyivedany errors

det ect ed dur rch| ess (such as.a file reatiqQn error) are
el cat ed  HEDOVIEARY 517t SoR%E OEr s GO OB S PR B DAL0

connecti on 3@ estFeagﬁ&meawnmla&afus{&sanafa@mﬁ@@cab@dlowya@a@afbrhﬁpkup set space
318, application 311 updates an index file (not” shown) corresponding to

the file nanenid alisicaianphles pontaings ip thorapackun setsp Speionatly apiy, the

[ anguage ™ or sar Saieh eiieh b dsods Bk Bres B e M BRRAR Her o1 11 6

ar e ar chi vedjckupuste couidipe adoasibﬂadmmlyeseawth(accesddoco:fnpmthle?:lar chived files.
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created for dnhadex ms@gedw&emdglaﬁyb&ku@m fhiad i08exCOP bRl BeHarsthitiddase backup
sets. Optional)y, other users 5 redefined group may al so access the

user' s backApPietian 308 &h%mspmﬁalwm éaﬂEP&Fﬂ%t?ﬁu@b% tepthedly®e accessibl e
by any uyger gl ﬁf&%ﬁ&ﬁuéc‘ébrfﬂ Eﬁﬁecﬁ}gcross%gme'cﬁ 309n fﬁ%vezezpds a list of

backup sets and files there en so” request ed. an i ndex was used in
creating anypréfercsdufpros eses an indew fikergobated {orlupdated if e Ethteasi)smsm) durittgo

application i cation 311 ap,recreate such.a list on the
Ty or 10" st BioflsS R R Pl Sl bR ol RGP “oBBi86S ot on
"3009. HovveveI’t1meeandIbﬁI&ifv&dIth&dpd‘cﬁﬂ]]jfhlﬂ&é%asalﬁflafgd@li(reétbﬂy&trﬁcftﬁaiﬁ@f(l@l’ updated if

one al ready BXI sts) during the archiving process; transmtting a
pre-exi stind™ndex file mninizes conmputation

15 Application 303 then provides the user with a listing of accessibie backup

sets and files therein. Preferably, this information is presented in a tree-view
structure such as provided by the example listing shown in FIG. 4. Other forms of
presenting this information are contemplated, however; such as previously
described. The user selects which files are to be restored. Application 303 sends
20 to application 311 a request for each file to be restored. Such requests may be sent
individually for each file to be restored or in a group listing. Application 311 then
retrieves the contents from backup set space 318 of each file to be restored. Files
may be so retrieved either one at a time or multiple files may be refrieved near-
simultaneously. Application 311 then restores the files to the memory location
25  from which they were originally read for archiving. In the case of memory directly
accessible by application 311 (e.g., memory 312) the files are restored directly, In
the case of memories accessible via connection 309 (e.g., memories 306 and/or
| 308) the file contents are transmitted to application 303 from which the files are
restored, If the files were optionally compressed during archiving, the files may be
30  decompressed prior to being restored.
Referring now to FIG. 4, a sample user interface 400 useful with various

forms of the present inventien is shown. Interface 400 runs.on a user terminal




time and bandwi dth, especially in the case of |arge diordesed¢dp structures
and file lists. 15 Application 303 then provides the user with a listing
of accessible backup sets and files therein. Preferably, this information

is pr esq@}gz\?\%%oa tree-view structure such as provi ?Pﬁ}dfﬁ}#%zeﬁ exanpl e

listing ' FIG 4. Oher forns of presenting fmation are
contenpl ated, however; such as previously described. The user selects
which files are to be restored. Application 303 sends 20 to application 311
a request for éach file to be restored. Such requests nay be sent
individually for each file to be restdved or in a group listing.
Application 311 then retrieves the contents from backup set space 318 of
each file to(eye téraddabt@2020F ahd¥er 302ay FIGS. 102, 6d B rsyedvely)l ddpresdies at a tine

i sly. Application 311

or nultiple files. . be_retrijeved near- Si t aneo

then restor egusteﬁgltg?%gﬁfl[?s {hee Wﬂa@%%ksgﬁmmaw%ey wer e
originally rgaeichdy arétlifddl WihBhierkdde fiféé‘en%%ﬁ@alﬂfdjﬁ@tﬁﬂﬂi/stiﬁg efitdeYiewrCCESSI bl €
by application 311 (e.g., nmenory 312) the files are restored directly. In

the case of ERYralBushaties &irmpis fon peseaiingsuch inforBe®n(as: epnemplatady | es 306
and/ or  308) the {ohd:find 8GN i i bR DRM Lol B BRALLCAD ! AoRHS T 1 O

which the files are restore I"es “wer e optionallTy conpressed
duri ng ar chi ¥ireegiiew hetingi Aethenapyietrd of 8O treeviewfistEpdeah joon dibeled bei ng

restored. Referring.powto FIG, 4, a sangple user | rface 400 .useful with
various for réeS%tht reb?@f&ﬁf'y?WM@%W%@?WQ%?&P’F@E@ W r uns. on a
user term najuotes dtNeb2darstodPadRfGErARQaktedibl et/ +4 Qigglyedloh (€. 9., term nal
102, 202, and/or 302 of FIGS. 1, 2, and 3 respectively) and presents a

user with a Miegfeceg00s Tresub-lveleohlemktoRrrashewa: (Mytcogpuler’) B8 syi-f any) whi ch
Tt ng i Do TN R I M ol B R Uy PSR Sl g et ng sueh
i nformati on zndeSiwletkevpied the sulbleRels of whinlyreposdel &istihgiuserrspaces afed ai |, on t he
of the tree TTHEE fRg Ol ibier S ol Bk B hblinar er - any
descri pti onsresgettively®f erence to 'FIG 4 contained within quotes are to be
understood as ef“%arlpreilirl])rgargg’pregr%sreglitscauallsgrrspiic%? srlllcszh gssusgli s%géea I%%f lgInG. 3A.
15 Sub-levels of “tape library” represent a backup space such as backup space 316 of
FIG. 3A. “The 2GB Tape” is one such backup space. Sub-levels thereof (three are
shown) represent individual backup set spaces such as back up set space 318 of
FIG. 3A. Two such backup set spaces are named “Eileen demo 12-11-2000 14:51”
and “Eileen demo 12-11-2000 14:52”. The backup space set names include a
20  timestamp; note that the timestamps in the two names referred to differ by one
minute, indicating that they were created at different times.
Referring particularly now to “Eileen demo 12-11-2000 14:51”, sub-level
“C:” is shown. “C:” contains sub-levels corresponding to files archived from a
memory corresponding to “C: (Deep Thought-C)” shown under “My computer”.
25  Accordingly, any files restored from “C:” will be restored onto “C: (Deep
Thought-C)”. An icon representing a folder is display next to “C:” indicating that
it contains subdirectories or files. “Bobby” is a subdirectory of “C:” containing
subdirectory “Backup” which itself contains subdirectory “Documents”.
“Documents” is highlighted indicating that it and any files and subdirectories
30 therein, have been selected for restoration. Any files, directories, and

subdirectories so restored would be restored into their corresponding locations




interface 400. Two sub-levels of "Desktop" are shown: ¢JNge 2dputer”, the
sub 10 levels of which are files that a user may access directly through a
user termnal; and "Sindesk server"”, the sub-Ilevels of vvhi ch represent
existin aces on a stable witable nenory (e. |es 112, 212,
and 312%(?]&?526%0 1, 2, and 3, respectively). "Tape |1 B ary represents a
user space, such as user space 314 of FIG 3A. 15 Sub-levels of "tape

| ibrary” represent a backup space such as backup space 316 of FIG 3A
"The 2GB Tape" is one such backup space. Sub-l|evels thereof (three are
shown) represent individual backup se#8spaces such as back up set space 318
of FIG 3A Two such backup set spaces are naned "Eil een deno 12-11-2000
14: 51" and wighih éeriDehpriiouglt-Q)- SodOrestarigf filcFleeull be kespmplithedaset nanes
|ncludea2 notethat anps in the two names referred
to differ rﬁ&tran&%mfm?eﬁ: th?lf@sf r%a?%trhey were created at different

ti mes. Ref err| ng Wmldthe:mbeambyhmhueﬁ tlustitddemn dekefipedlid dddd 2088 14: 51",

sub- 1 evel o‘i%i‘ s shown., (f cont ai ns sub-1levels corresponding to files
archived fr %ﬂgwﬁgwﬁg%% SSEHRNABS S 19 fe.be corsidererds iffratixy an hown under
My conpgt erpet re%élcﬁﬁ;%) '&E’dr&l%r}’lt be’iﬁ%urfde}sﬁ)%d iRpLAY AR lpf'erfSH'Bd fhrms B4k |

restored onto "C . An icon Tepresenting a fol der i's

di spl ay nextb*‘v‘?@)Sh@@?‘ﬂ"ﬁnﬁ1 %F@@lan@ﬂlﬂhdl(?h&ilges evhmedifientiondintreceme wiithiss or fil es.

" Bobby" is f B subdi rectory "Backup" which
itself contal n%qeuctg{ér ec u& arq Slre&%%t@x&éq%bcurrent s" 1s highlighted
indicating that it and any f| | es and subdirectories 30 therein, have been
selected for restoration. Any files, directories, and subdirectories so
restored would be restored into their correspondi ng | ocati ons WD 02/ 052450
PCT/ US01/ 49726 18 within "C:. (Deep thought-C'). Such restoring of files

coul d be acconplished as described above in connection with FIGS. 1, 2, or
3. Wiile the invention has been illustrated and described in detail in the
drawi ngs and foregoing description, the sane is to be considered as
illustrative and 5 not restrictive in character, it being understood that
only the preferred forns have been shown and descri bed and that all changes
and nodifications that cone within




“files liste

the spirit of the invention are desired to be protect &dun®&2(lne 2005 WO
02/ 052450 PCT/ US01/49726 19 What is clained is: 1. A system conprising:
at |east one user termnal located at a first |location for generating a
list of ter files, said conmputer files being h@ first

comput er“’(?reo@z?rug%&l a renote conputer having a second \MP}MtTa PQ‘”Z’t‘SabI e conputer
menory, said second conputer nenory being |located at a second | ocation
that is renote from said first location; and a | ong di stance

t el econmuni cations |line connectable to said user termnal 10 and said
renote conputer; said list of files b8 ng transmitted in an extensible

mar k- up | anguage from said user termnal via said | ong distance

t el econmuni cWhatondaiiedés:t o said renbte conputer; and at |east one file
listed in said list being transmtted fromsaid first conputer 15 nenory
to said second conputer nenory for stable.archiving of said at | east one
file for subsequeniyseeCempgridingsai d at | east one file by a user. 2. The
system of claiml| wherein saig list of files is part of a backup set

speci fication; 26tsaaneywendepmingdlocaisd al # fistdogagen Emg@wmg@wqfsi ng at | east

one scheeul i L Qi i I .source co ter
U1 eBubbiEP i, 18 % Abub ARG i e bPmiBH SO mput er

I'tst are to be“stably arc The system of
claim2 further eoemoete sompypter Avieg aisseondapniable stable noropeeraidneory,ardun on sai d
user termnal; and server.application o abl e .run on said renote
conput er; §8‘f°&gﬁgr3¥’u %qqo%p?ngﬁog%%& %&Sﬁcogg\[(\%tfo“éé)%ﬁ IS'Qf’fegf‘i’nbei ng operabl e
t 0 comuni cahid fisdscati@i; end el ecomuni cati ons |ine; said user application

bei ng configured to transmt said list; and .30 said_ server application

bei ng confi gur ed adong distanrs, telegopgupications line connectable to said user terminal
- 10 and said remote computer;

_ said list of files being transmitted in an extensible mark-up langoage from
said user terminal via said long distance telecommunications line to said remote
computer; and

at least one file listed in said list being transmitted from said first computer
15 memory to said second computer memory for stable archiving of said at least one

file for subsequent access of said at least one file by a user.

2. The system of claim I wherein said list of files is part of a backup set
specification;
20 said backup set specification further comprising at least one scheduled time

interval corresponding to a time when source computer files listed in said list are to

be stably archived.
3. The system of claim 2 further comprising:
25 a user application operable to run on said user terminal; and

a server application operable to run on said remote cormputer;

said user application and said server application being operable fo
communicate over said telecommunications line;

said user application being configured to transmit said list; and

30 said server application being configured to receive said list.




6 June 2005 WD 021052450 PCT[ USQl /49726 20 4. The systdm®©?005 ai m 3 wherein
said server application is configured to prevent alteration of stably
archived files. 5. The system of claim4 wherein said tel econmuni cations
line cogpybmsas@n I nternet connection. 6. The SySterPC‘ffusﬂ/aBifu'E‘ 5 wherein
sai d user application includes an interface for displaying tiles and
directories using a tree view structure; and said list is generated using
said interface. 10 7. The systemof claim6 wherein said user application
al l ows specifying a size of a backup space for storing files within said
second nenory; and wherein a user fee2fs charged according to said size
specified. 15 8. The systemof claim7 finiher conprising an archival

menory for off-| iThesyststorfzlpen Sfwheteid sradsterenepplicdtion st @nfighréditosai d second
menory. 9. T VSt of i m.8 rein said interface is farther

confi gured tﬂo}&aeﬁﬁ%t\?\f%m%n%fgg#%t%c@‘éﬁ\ggﬁ?&fi |l es to be restored from said second
menory; and 20 said server application being configured to restore the

sel ected fi\llais tog.the first menmory from said second nmenory. 10. The system
of claim9 whereilfi® §5ia ‘gé]rs"\‘}%ﬂ Fin it Plsprmupunicationsdine compiiggsaRd to al | ow
a group sSerfmichhebedRhdsii Nned group of users-to restore files associated
with 25 any user in said predefined group of users. 11. The system of
claim 10 wherein said server application is further configured to transmt
to said user; apphy i ] i LStiAg,.Lil stored.in said second
menory; and 630 sg:n %%{Sﬂr? e%%@fnbgq@émﬁ%ﬁdsdﬁh BQ&P{)\A %ﬁlﬁg‘;’?tagﬁ%%?cg mar k- up

| anguage. 6 foudisplBBQRTFiles\A} OR?dDmR4 BlnPCHEIDOL stARTRZE an@1 12. The system of

claim 11 wherein; .,.. . . ‘o
said list is generated using said interface.

10
7. The system of claim 6 wherein said user application allows specifying a
size of a backup space for storing files within said second memory; and

wherein a user fee is charged according to said size specified.

i5 8. The system of claim 7 further comprising an archival memory for off-line
storage of at least one file stored in said second memory.
9. The system of claim 8 wherein said interface is further configured to allow
a user to select files to be restored from said second memory; and

20 said server application being configured to restore the selected files to the

first memory from said second memory.

10.  The system of claim 9 wherein said server application is further configured
to allow a group user in a predefined group of users to restore files associated with

25  any user in said predefined group of users.

11.  The system of claim 10 wherein said server application is further
configured to transmit to said user application an index file listing files stored in
said second memory; and

30 said index file is transmitted in an extensible mark-up language.




said user application is configured to transmit said biJene2@)dd said server
application is configured to receive said list. 5 13. The systemof claim1l
wherein said tel ecommuni cations |ine conprises an |Internet connection. 14.

The sysi'“gm,z% 4% aim1 further including a user appli CEQ:ITI[[%EI /892? ative to run
on sai d user %erm’ nal; 10 said application including ani hefface for

displaying files and directories wusing a tree view structure; and wherein
said list is generated using said interface. 15. The systemof claiml
wherein said user termnal is configured to allow a 15 user to specify a
size of a backup space within said sedbnd nenory for stable archiving of
files; and wherein a user fee is charged according to said size. 16. A

met hod for siZabl 8haswkinoiwiinfll cbemeicer files, conprising: 20 defining a

backup set conprisi,ng. a.,backup_ | i.st risin t | east one source
conputer file naﬁ%du%&‘)ﬁp&%{?ﬂdﬁ?&lﬁ eégors%&?@’ésag%ﬁﬁlﬂﬂgr file located in a
first conputer nmeswkatverapslicatddn ib e@sicnRaeo Redtskaldaaieti me i nterval
corresponding to a tine en source conputer files listed in said backup

list are to be stably archived; 25 determ ning when said at |east one

schedul edl tiyae | FhEENRI J135iR 9 GhHefeRfsaid fel-AORThlilakibEs Iﬁﬁicgmga&kgxp list across

a long distance tel ecommuni cations connection to a renote conputer;

readi ng sai dntamel eanactiohe source conputer file name from said backup list;
| ocating said source conputer file corresponding to said source conputer
30 file nane; after said determ ning, reading data from said source
conputer filld, afte &stdtied cRONT futher helndng46erBEplickia@ dpdQitebio rd? Wi ting
said data into a3 destination conputer file in a second witable stable
conput er ne®BrYPCEHEFEEY to said renpte conputer.

10 said application including an interface for displaying files and directories
using a tree view structure; and

wherein said list is generated using said interface.

15.  The system of claim 1 wherein said user terminal is configured to allow a
15  userto specify a size of a backup space within said second memory for stable
archiving of files; and

wherein a user fee is charged according to said size.

16. A method for stable archiving of computer files, comprising:
20 defining a backup set comprising:
a éackup list comprising at least one source computer file name
corresponding fo a source computer file located in a first computer memory; and
at least one scheduled time interval corresponding to a time when
source computer files listed in said backup list are to be stably archived,;
25 determining when said at least one scheduled time interval has occurred;
transmitting said backup list across a long distance telecommunications
connection to a remote computer;
reading said at least one source computer file name from said backup list;
locating said source computer file cotresponding to said source computer
30 - file name;

after said determining, reading data from said source computer file; and




17. The nethod of claim 16 wherein said tel ecommuni catilong2¢i5ne conpri ses
5 an Internet connection. 18. The nmethod of claim 16 wherein said defining
of said backup set is done wusing a user application including an interface

for di S%@XJ"EQ%V | es and directories wusing a tree vipgeqzéqsstgggg#ﬁur e. 10 19.

The net hod 0 aim 16 farther conprising specifying backup
space within said second nenory for witing said data; and chargi ng a user
a fee according to said size specified. 15 20. The nethod of claim 16
further conprising transmtting in an extensible mark-up |anguage to a
user application an index file listingfiles stored in said second nenory
for selecting files to be restored. 21. A system for stable archiving of
conmputer files compingshiddata ii2@a destisaionicemputasfile hradetghdaviitivlsitabienory; a
user application operable to run on sajd user termnal; a renote conputer
havi ng a secC(S’m?uWEEﬁW‘,’yCé?n%ﬁéwgfsa‘h%ﬁﬁo%ﬁ’mﬂt%per able to run on said rempte
conputer; a third witable stable conputer nenory operable to conmunicate
with 25 said server application, said third menory being separate from
said first nidror yhegeehod f daigelonifreie pad (plecommunicationgling comprises

t el ecommyini %ggg@%efﬁﬁggc?gﬁ_on operable to communicate wth said client

application server application via a telecommunications
line; 30 said client application being furthered configured to transmt to

sai d server _.appld.cati,o redefined list.of source conmputer files, the
source conpufer fT:thlf OE,gfﬂ%m, cvgieéc&nfar\ééﬁnwgfq F%@g%ﬁ%@s "Yune 2005 WO
02/ 052450 PQEingeQkérdPpiattiontdcladhgasileyRte RPHkpISHLd MBs LRIdEcoRAr abl e to
receive said |ist; sald server application being further configured to read

data corres Fsl(gwgiaﬁ@e view structure.
10

19.  The method of claim 16 further comprising specifying a size of backup
space within said second memory for writing said data; and

charging a user a fee according to said size specified.

15 20.  The method of claim 16 further comprising transmitting in an extensible
| mark-up language to a user application an index file listing files stored in said

second memory for selecting files to be restored.

21. A system for stable archiving of computer files comprising:
20 a user terminal having a first memory;
a user application operable to run on said user terminal;
a remote computer having a second memory;
a server application operable o run on said remote computer;
a third writable stable computer memory operable to communicate with
25  said server application, said third memory being separate from said first memory
and said second memory; and
a long distance telecommunication connection operable to communicate
with said client application and with said server application via a
telecommunications line;
30 said client application being furthered configured to transmit to said server
application a predefined list of source computer files, the source computer files

_ being located in said first memory;




to the contents of at |east one source conputer file PiJ8p&d0n said Iist;
sai d server application being further configured to wite said data into
said 5 third nenory. 22. The system of claim 21 wherein said

tel ecorrwgn&zfﬂgyspns connection conprises an Internet AREGIhRN- 10 23. The
system of claim 21 wherein said user application includes an interface for

displaying files and directories using a tree view structure. 24. The
system of claim 21 wherein said user application is further configured to
allow a user to specify a size of backup space within said second nmenory
for 15 witing said data. 25. The sy%ztem of claim 21 wherein said server
application is further configured to transmt in an extensible mark-up

| anguage t o sai dsudesrvergpplicatsm being oaerabladesecdivd seidliskting files stored in

sai d second nenory: i r red. 26... A nethod for
stabl e archiving S%ﬁ%%r%@%ﬁ%%@?%@?@%@@ﬁ%ﬁQ%rggn%ﬁsai?as?oﬁrﬁ.sponglélg i ning at

| east one usethespatests of 4t dast oae fdurctcompiteadile dissd mbxhid I8onput er  nmenory
connected to a renpte conputer; 25 _.defini at | east qne backup space

Wi thi n said user SSRSEEE SHUCHI P RERIThen cantiued ayie seid dita e pad « | on

conpri sifg anikd SkmeQ! responding to at |east one conputer file located in a
second conputer nenory accessible by a user termnal; copying said at

| east one conputer file listed in said backup set definition to 30 said at

| east one bagkup : : i.ng: i on,: of id:computer files in
said at | ea?t(:2 : ongﬁ %%Eumpﬁggpﬂggg%ﬁ%ﬂ?{}%gqé%%@ ]{?\%g%[gllg 8@@?&&9%CT | US01149726
24 wher ei n seindrises en Intenaticommbcetios. renpte fromsaid first witable stable
conput er menory. 27. The nethod of claim 26 wherein said defining of said
backup set definition

10 23.  The system of claim 21 wherein said user application includes an interface

for displaying files and directories using a tree view structure.

24.  The system of claim 21 wherein said user application is further configured
to allow a user to specify a size of backup space within said second memory for

15  writing said data.

25.  The system of claim 21 wherein said server application is further
configured to transmit in an extensible mark-up language to said user application
an index file listing files stored in said second memory that are available to be

20 restored.

26. A method for stable archiving of computer files, the method comprising:
defining at least one user space within a first writable stable computer
memory connected to a remote computer;
- 25 defining at least one backup space within said user space;
defining at least one backup set definition comprising a list cortesponding
to at least one computer file located in a second computer memory accessible by a
user terminal;
copying said at least one computer file listed in said backup set definition to
30  said at least one backup space; and
preventing alteration of said computer files in said at least one backup

space;




5 is done using a user application including an interfduee2® displ ayi ng
files and directories using a tree view structure. 28. The nethod of claim
26 further conprising: specifying a size of said backup space within said

second RQENDY, r 10 witing said data; and chargin fee
accordi ng t60¥2'$4§§d size specified. 29. The method of %Icgl[dr%%%n?urther
conprising transmtting in an extensible mark-up | anguage to said user
terminal an index file listing files stored in said 15 second nenory for

selecting files to be restored. o1

wherein said user terminal is remote from said first writable stable

computer memory.

27.  The method of claim 26 wherein said defining of said backup set definition
5 = is done using a user application including an interface for displaying files and

directories using a tree view structure.

28.  The method of claim 26 further comprising:
specifying a size of said backup space within said second memory for
10"  writing said data; and

charging a user a fee according to said size specified.

29.  The method of claim 26 further comprising transmitting in an extensible
mark-up language to said user terminal an index file listing files stored in said

15 second memory for selecting files to be restored.






