DATA CARD, METHOD AND SYSTEM FOR | DENTI FYI NG FI NGERPRI NT W TH DATA CARD
FI ELD OF THE TECHNOLOGY The present invention relates to the field of
comuni cation technol ogy, and nore 5 particularly to a data card, and a
met hod and a systemfor identifying fingerprint with a data card.
BACKGROUND OF THE | NVENTI ON A data card, also known as a wirel ess network
card, a broadband network card, a USB nodem is an Internet access

equi pnent for accessing a wireless network. The data 10 card can access
the wirel ess network through nobile comuni cation technol ogi es such as the

G obal System f i i i } [
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(CDMA), so as to realize FNGERPRINT"WEIHDATA UARD nessages, and data
services. The main function of the data card is to connect to the |Internet

through dial-up for data services 15 (commonly known as accessing the
Internet). Wth the rapid devdIEPOF THE IHCHNOLQGYomuni cat i on
t echnol ogy, data services such as wireless Internet access are gradually

becom ng mat ur The g%gi 3@%621 'gne &%{&ds S ﬂ%’ %e;léiqg%o"rﬁ‘rﬁ&ﬁc%ﬁén k&kﬁél@%laﬁﬁﬁ&

term nals such ecom ng rncreasi y popul ar.

The wi rel esgartialRlycaraddAoesdnaid Harthod PAvesysehafdgadentifith Gagerprnt36ith a
supplied by directly plugging into a universal serial bus (USB) port of a
not ebook cdRRAGr or a desktop computer. Wth just one Subscriber ldentity
Module (SIM card, a user can have data services such as wirel ess |Internet

access wi thout a network Ca@AQEI&&%@ﬁNDt@E‘iﬂIPYNVﬁﬁT‘IONamet anytine and

anywhere. The current wireless data card has security deficiencies. An SIM
card has a few 25 sinple protective neasures, nanely, the user can set a
si npl e conbi nafAidata cirdnalshnewn as farwinelesstistorksrard, achroadvand ingleverk cardagi on

number (Pl [\PJSIS %90 ’em?{]sdantlnh%m%{ %c%%re%uﬁ)zrirlr]enf) E)lr %cc%(sasing a wireless network. The data

10 card can access the wireless network through mobile communication technologies such as
the Global System for Mobile communications (GSM), the Universal Mobile
Telecommunication System (UMTS) or the Code Division Multiple Access (CDMA), so
as to realize functions such as voice, short messages, and data services. The main
function of the data card is to connect to the Internet through dial-up for data services

15 (commonly known as accessing the Internet).

With the rapid development of the mobile communication technology, data services
such as wireless Internet access are gradually becoming mature, and portable and
small-size wireless Internet access terminals such as a wireless data card are becoming
increasingly popular. The wireless data card does not need a power charger, and can be

20 supplied by directly plugging into a universal serial bus (USB) port of a notebook
computer or a desktop computer. With just one Subscriber Identity Module (SIM) card, a
user can have data services such as wireless Internet access without a network cable, so as

to enjoy the Internet anytime and anywhere.

"“The current wireless data card has security deficiencies. An SIM card has a few

25 simple protective measures, namely, the user can set a simple combination of numbers



used after the PIN code is inputted. In this node, the password is sinple,
and the user only needs to input nunbers to access Internet by using the
data card. In the inplenentation of the present invention, the inventor
finds that the prior art 5 has the follow ng problens. The requirenents
for setting the PIN code of the SIMcard confined to nunbers are sinple,
so that the PIN code can be easily cracked, resulting in |ow security.
SUMVARY OF THE | NVENTI ON In one aspect of enbodi nents, the present

i nvention p ovide a f| print. 10 identi atjon and in
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dat acard, which includes a 15 fingerprint collection nodule, a fingerprint
authentlcatlon . tr I i 0 ctjon
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fi nger pri ntcongpesd Wrumbsryarg sinle. s thalha PN spds g e cashcrpgkedcsaglfing hpdul e
i's adapted {,Q & ol the datacard accordl ng to the conparison result

out putted by the ngerprint authentication nodule. In an enbodi nent, the
present invention further provides a wireless Internet access equipnent,
whi ch includes a registrati onSUMMARY QF TTHEENYENAIONdent i fi cati on nodul e,
and a processing nodule. 2 The registration nodule is adapted to register

he wirel h th
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i nf or meg i onidentification datacard, and in another aspect of the embodiments, the present invention

provides a method for identifying fingerprint with datacard, which can improve the
security of the use of the datacard, and effectively ensure that the datacard is not

misappropriated.

In an embodiment, the present invention provides a datacard, which includes a

15 fingerprint collection module, a fingerprint authentication module, and a control module.

The fingerprint collection module is adapted to collect a user's fingerprint

information by using a fingerprint scanner on the datacard.

The fingerprint authentication module is adapted to compare the collected fingerprint

information with a stored fingerprint template, and output a comparison result.

20 The control module is adapted to control the datacard according to the comparison

result outputted by the fingerprint authentication module.

In an embodiment, the present invention further provides a wireless Internet access
equipment, which includes a registration module, a fingerprint identification module, and

a processing module.



inputted by the user by using a fingerprint sensor, and match the inputted
fingerprint 5 information with a stored fingerprint tenplate after the
regi stration nodule finishes registration. The processing nodule is
adapted to performa dial-up connection, and establish a data service
connection between the wirel ess Internet access equi pnment and the wrel ess
networ k when the inputted fingerprint information successfully matches with
the stored 10 fingerprint tenplate in the fingerprint identification
nodul e. In an enbodi nent, the present invention further provides a nethod

for identifyinbhe regishaiiqn madulgis adapied 4 Eagister (g WHelesicintrgRes ag9ees FBINTRRE ng
steps. A usel, i: i information is collected by using a fingerprint
scanner on%§ﬁ%&w5%g%%g@%ka%% The collected fingerprint information is
conpared with a stored fingerprint tenplate, and a conparison result is
out put t ed. TheThkafiagapinti extifivhtion hexfulkciscaddpted to wbtdie fmgemprint sdorvwipar i son
result. Furthernmore, in an enbodi nent, .t he present invention further.
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with a wireless network. Fingerprint information inputted by the user is
obt ai ned byregistratpna fi ngerprint sensor. The inputted fingerprint
information is matched with a stored fingerprint tenplate. If the inputted
fingerprint infpr tcés‘@fﬁ]gsrﬁ&&‘i’é fsf Mabitd Q@é%#&%q Wdtiﬁ-ufg nfidibRd d37sidbﬂ§?£1pf' nt
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network. It can be known fromthe abog& t echni cal utiogs that,, the
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tenpl ate, t nparirson res outputted, and then the datacard is

controlled according to the outputted conparison result. Therefore, the use
of In an embodiment, the present invention further provides a method for identifying

fingerprint with datacard, which includes the following steps.

A user's fingerprint information is collected by using a fingerprint scanner on the

datacard.

15 The collected fingerprint information is compared with a stored fingerprint template,

and a comparison result is outputted.
The datacard is controlled according to the outputted comparison result.

Furthermore, in an embodiment, the present invention further provides a dial-up

method for accessing wireless Internet, which includes the following steps.
20 A wireless Internet access equipment is registered with a wireless network.
Fingerprint information inputted by the user is obtained by using a fingerprint sensor.
The inputted fingerprint information is matched with a stored fingerprint template.

If the inputted fingerprint information successfully matches with the stored



the datacard is controlled through the fingerprint authentication, and the
datacard can only be used after successful fingerprint matching. As the
security of fingerprint authentication is nmuch higher than the security of
password aut hentication, the security of 10 the datacard is inproved, and
it is effectively ensured that the datacard is not m sappropriated. BRI EF
DESCRI PTI ON OF THE DRAW NGS To nake the technical solution under the
present invention clearer, the acconpanying draw ngs for illustrating the

enbodi nents,. of th i nvention or the |or art are 5 outlined
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BRIEF DESCRIPTION OF THE DRAWINGS

To make the technical solution under the present invention clearer, the accompanying

drawings for illustrating the embodiments of the present invention or the prior art are

15 outlined below. Apparently, the accompanying drawings are for the exemplary purpose
only, and person having ordinary skill in the art can derive other drawings from such

accompanying drawings without any creative effort.

FIG 1 is a flow chart of a method for identifying fingerprint with a data card

according to an embodiment of the present invention;

20 ~ FIG 2 is a flow chart of a dial-up method for accessing wireless Internet according to

an embodiment of the present invention;

FIG 3 is a flow chart of a dial-up method for accessing wireless Internet according to

another embodiment of the present invention;

FIG. 4 is a flow chart of a dial-up method for accessing wireless Internet according to

25 another embodiment of the present invention;



according to an enbodi nent of the present invention. DETAILED DESCRI PTI ON
OF THE EMBODI MENTS 10 The techni cal solution under the present invention is
el aborated below with reference to acconpanying drawi ngs. Evidently, the
enbodi ments descri bed bel ow are for the exenplary purpose only, wthout
covering all enbodinents of the present invention. Those skilled in the
art can derive other enbodi nents fromthe enbodi nents given herein wthout
maki ng any creative effort, and all such enbodi ments are covered in the 15
protection scope of the present invention. Method Enbodi ment: As shown in
FIG 1, the prEeAtisarschematiorstpetonal giesv af andatasard aseondingrfoj anygnphpdiment of
fingerpri ntt W th .datta card, which includes the follow ng steps. In Step
71, a user’ Beﬁeﬁ FB’P?h‘f“’i nformation is collected by using a fingerprint
scanner 20 on the data card. In Step 72, the collected fingerprint

i nformation i SFE)Bpaedhshitic @rustuedl edew iofi g atigripndquipnesmp fataecessing amirdless
determ ne whether the collected fingerprint information matches with the
fi nger pri ntintegig pesordingtoaniembodiment phthe Present i s outputted. 5 In Step
73, the data card is controlled according to the outputted conparison
result.s The daj@ CRr 4 s@RhdlL Isth@arap viw %k%ﬁ&h&oaﬁﬁgﬁ ieQipMicht for NRcdsBiher net
through a radio frequency (RF) nodule to receive and transnit data. The
data card iwirdessietetnetiaccordmgtean embedimentof théiprgeryhinyaptionyand nt er f aces (such
as a universal serial bus, USB, interface), so that 5 the user term nal
can perform daLg, ty ansm s$si.on w e r t : The
correspondi ng %@?}tg; il Sﬁ:ﬁ gtbc %wné’% %léaphﬁe&?%%l #b(%ﬂég%/&fﬁr% gg?%}%)sg.&%}rgetuser

i's aut hentdcearidig tb bk embbdifeigsithy prodentdnivlistivni cation. |f the col |l ected
fingerprint information matches wth the fingerprint tenplate, it is

determ ned that the authentication | ful, er
corresponding to the MTM@QEWF;EEW?}%% #.W%gﬁ)‘i&@f%h owed to access
the 10 Internet by using the data card. Qtherwise, if the collected
fingergyint infRL pRAdiOAN s6188Sn under the present invention is elaborated below with reference

to accompanying drawings. Evidently, the embodiments described below are for the

exemplary purpose only, without covering all embodiments of the present invention.
Those skilled in the art can derive other embodiments from the embodiments given herein
without making any creative effort, and all such embodiments are covered in the

15 protection scope of the present invention.
Method Embodiment:

As shown in FIG. 1, the present invention provides a method for identifying

fingerprint with a data card, which includes the following steps.

In Step 71, a user's fingerprint information is collected by using a fingerprint scanner

20 on the data card.

In Step 72, the collected fingerprint information is compared with a stored fingerprint
template, so as to determine whether the collected fingerprint information matches with

the fingerprint template, and then a comparison result is outputted.



not match with the fingerprint tenplate, it is determ ned that the
authentication is failed, and the user is not allowed to use the data
card. And/or, one or nore different fingerprint tenplates are stored, and
each fingerprint tenplate corresponds to different operations. If the
collected fingerprint informati on matches with any one of .the fingerprint
tenpl ates, the 15 operation corresponding to the matched fingerprint
tenplate is perfornmed. If the collected fingerprint information natches
with none of the fingerprint tenplates, the data card perforns no
operation or ntSten ’é’g therdaty,easd iscgniroliadaceardigs fthe gutpytiedeomnagisen §Hplf.
failed through the data card or the user term nal connected to the data
card. As for t ' L’W 4.1 r ' t .
collected fi ngg%pgélltg? In oé%%%%%tei%b%md%g tgit%gglgutﬂlﬂlé&%gt%?ar?é? by
usi ng t he datqaercy(RF) modult erecepé anmetrdnamitaiataof Thé data opdristdnnected to a user

correspondi ng .t he mat ched fingerprint tenplates, th el ated content in
Che dovi cSSHBEATTERR VS BLerTE UL A AR VARTC Tl PYS. HSE BLOTRSEE 57 BBH. her e
agai n. §t shoudeHidrRindPldhetBah dath HandniSibd witheRantalpihedit thd fifa H4s@" can
choose different |Internet services by registering different fingerprint

tenpl ates. For_ exanple, for a data 25 card that supg)or_ts both the d obal
System for MoblhecarsspamdingontakinStsny3 may indede\the) Ellomdngosens. DITbe gsasns

Mul tiple Acces \/g&lam)i] (=T [P s | i x. . finger t.o
initiate thaglﬁﬁgwgane wor ,tf{aﬁg%rgrﬁgtngugf%@é%nt hff]tlﬁeecﬂe%ﬁfi %lql% e lingoéjél PE?%
initiate theRatclées WalB\Ae Aagorprint.terAplaRy it i deerinintd thdl thedtitt@nticution is sikcesstal,
swipes the left index finger to initiate the RE nodule of the GSM and at

this tine, anddheasgr ng4p theeeollgctpd- Hrgerprit inforaption &y dlgweditoaqesssithe ¢ he
! o s . T |. _
o uselt e ToRHEADY Sithe 1R Eta {arBOCOmEREE B Bt gt itonblioh ot C0M

may f urt hernot nakahdwitiSthefingérprift tengflaté,iic &t detarmired skattthd luthengibatidneis daited, car d
or the user term nal conpected to the data card to notify_ the user of the
fi nger pri nt2 4R S eat Bver & ath 5@? gardy héﬂ&!(g% 00 O IRl PR fingerprint

aut hent i caty-Aplafc8 8t storB® ¥in® Sach! Mg erpkiRORMplatd CorRbRBH I cﬁﬁ‘éﬂe%ﬁeﬁati%h’s‘?ceﬁs‘c ul’;
the fingerprint authentication I's successful, and the data card has A
est abl i shedheacdlsoted fingerpringi informteon matches with any one of the fingerprint templates, the

15 operation corresponding to the matched fingerprint template is performed. If the

=

collected fingerprint information matches with none of the fingerprint templates, the data
card performs no operation or notifies the user that the fingerprint authentication is failed
through the data card or the user terminal connected to the data card. As for the
implementation that the user corresponding to the collected fingerprint information is
20 allowed to access the Internet by using the data card, and the implementation of the
operations corresponding to the matched fingerprint templates, the related content in the

device embodiment can be referred to, which will not be described here again.

It should be noted that, for a multi-mode data card, the user can choose different

Internet services by registering different fingerprint templates. For example, for a data

25 card that supports both the Global System for Mobile Communications (GSM) and the
Wideband Code Division Multiple Access (WCDMA), the user registers the left index

finger to initiate the GSM network, and registers with the right index finger to initiate the



10 Internet; the fingerprint authentication is successful, and the data
card has established a connection with the Internet through one of the

mul ti pl e RF nodul es; the fingerprint authentication is failed, and the
user cannot use the data card; the fingerprint authentication is failed,
and the user is required to input the fingerprint information again. In
addition, before Step 71, the above nethod may further include Step 70.
When 15 the data card is set, a fingerprint tenplate is collected by using
the fingerprint scanner and stored in a storage nodule of the data card.
The st or agéVEDMA eetveork.beAfiemipsasting the data cauth theousat swipesithadefyinder finges te

Fl ash. For .exanmpl e, when the us initiates.the d card . for, the first
ime, the davaedhs BEJRotit 8F PHeGHMe Ad & i dnE RS REons il s dfasmed o
and the fingesddind. | SRR thOGscr BRIpes 81 ripht a0 fngdieo Mnith@ethe Rho&danner
is stored in the storage 20 nodule as a fingerprint tenplate.

Al t er nat i veifyhe WGDM4 to bee the WEPMaetwatka card, the original fingerprint
tenplate is updated and replaced, and the fingerprint information inputted

by usi the fjnger ' ' [ hRf i 8ieSt R age
nmodul e%tgo rep ag(g({n?%dén&oﬁre?;s? a?g’f ?Hnegé@p‘)/?i ﬁﬁ%ﬁ?‘én‘%?’ite. ge dglrl&eehtﬁg updat e and
r epl acenentnotifitativaris bent gedught thadath kardus ¢hie weettemingl ¢ompedted toghe data eartl to
fingerprint infornation%%‘(rjtheudate and.25re|a.ﬁeme i s pn al | owed

after the A\piferths dasri o ther TERIPRRAURGRICAHON, TRSHENt PE% i UpES ful .
It should bfnt}fégfl&%oﬁq ltoﬂr‘%gy %ﬁ.gth;:‘ﬁ‘u:uF AhdaliRstiefton QREcIEsmP e Bagehian t he

data card is power e : modul e 1 nmedi ately starts to search and
regi st er widuthehtientiortiswsukgessfak dintl Hbe Wlstr cird hastestablished ch tonngstion: withdthe a

card. xt, after_the fingerprint authentication, .is.successful (that is,
Che colt sciimetye: Berit: pRb R Sechad: A Acdrls P gar drtfishel o
tenpl ate), dofifeddd witt il IntUedd thfougs ®nk T HatmulGie RE GndiildsO (Y rint
transm ssion through the 5 wireless network connected by the RF _nodul e.

Al t er nat i vedughentigasiont ise faileda andr the giserp eamnobdussn the 1detay sand; | the nBrgeapringwed

e 11 ngor greisRusP Rl e of e B by o o geerprll Sl o '

search and register with the network and the user is allowed to use the
data card. |n Ih&idition, before Step 71, the above method may further include Step 70. When

15 the data card is set, a fingerprint template is collected by using the fingerprint scanner and
stored in a storage module of the data card. The storage module may be a memory or a
non-volatile memory such as a Flash. For example, when the user initiates the data card
for the first time, the data card prompts the user to input each fingerprint template, and the
fingerprint information inputted by using the fingerprint scanner is stored in the storage

20 module as a fingerprint template. Alternatively, during the use of the data card, the
original fingerprint template is updated and replaced, and the fingerprint information
inputted by using the fingerprint scanner at this time is stored in the storage module to
replace the original fingerprint template. Before the update and replacement, it can be set
that the user needs to input the correct fingerprint information and the update and

25 replacement is only allowed after the authentication of the fingerprint authentication is

successful.

It should be noted that, if the data card has only one RF module, when the data card is



end, the user can performdata transm ssion through the wrel ess network
connected by the 10 RF nodule. In this enbodinent, the user's fingerprint
information is collected by using the fingerprint scanner on the data card
and conpared with the stored fingerprint tenplate, then the data card is
controll ed according to the conparison result outputted by the fingerprint
aut henti cati on nodul e. Thus, the authentication of the data card is
realized 15 through the fingerprint authentication, and related functions
of the data card can only be wused after successful fingerprint matching.

As the sec ;nqweyedoqm -t RFi medilg immediatglyt $ieti tocsgerch and segitiemwith dficenetvadkn t he
Trr oved, g VLR BEAIRRLG 3 B8 dabalfi SR, Bt et Ahp i B b

m sappr opr natsad:esslﬁlil @ddiid, ithe colldoﬁedfﬁnwmt mﬁbmmmbh emrclfeatwlﬂmhesfutgerﬁrmt med
for the data card, 20 so even_ if the ser hanged an SI M card, the ﬁ

card still temAkE: heusssispllowed fpseshe %car f idata t%?ﬂ?‘ﬁ’éﬁ?’i‘ ey
failedsso &zf?él&sst&?wéﬁcwnh&éfe&)% 4he R#Rd @r dAltémﬁtW\%hy% Etdcard is

Nbreover the user does not need to rene r|ng
fi nger pri ntpoveuntdnen theowstr smot allvove tne:tsmﬂmldatammbmd the R[Fsmerhﬂ@rsanlanélbffy

est abl i shed u success fingerprint authenticat.iqn, it becones
o o comvor by Ve e b Snecmath fihenbet g 5 hederul, £k RE podie, st 5 1 o
reduced. Fldgarck ahd kég%ér%%ﬁﬁthé nStwdrk Wi fRER&s AflowedMolBL §RSdaNtLd.Nel tBECESS
equi pnment (such as a wreless network card) according to an enbodi nent of

t he pr esentendnthe nsdrsan pérformidata tramyinisdiomtlrought the winelesematworkwonndetad hyrtbe i des
a dial ﬁp ;ﬁ% for accessing wireless 8 Internet, which includes the
foll 0\/\} h Step 11, the wireless Internet access equi pnent is
regi stered W|th the wireless network. In Step 11, after being powered up,

the wirel ess |nt giiiebadiaras theuisaf¥efihge@int ibfor@giic & collesRlUf bymubihg tthe
W rel ess network by usi ng the exi stl n‘% t echnol ogll es. The wireless network
here may belmEemsint Jeamper aeherdsta eid eaErowpied sdt the stased nasipmint demplaie

then the data card is controlled according to the comparison result outputted by the
fingerprint authentication module. Thus, the authentication of the data card is realized
15 through the fingerprint authentication, and related functions of the data card can only be
used after successful fingerprint matching. As the security. of the fingerprint
authentication is much higher than the security of password authentication, the security of
the data card is improved, and it is effectively ensured that the data card is not
misappropriated. In addition, the fingerprint authentication is performed for the data card,
20 so even if the user changed an SIM card, the data card still cannot be used as long as the
fingerprint authentication is failed, so that the security of the data card is further improved.
Moreover, the user does not need to remember a password when during fingerprint
authentication, and a network connection is automatically established upon successful
fingerprint authentication, so that it becomes more convenient for the user and the

25 complexity of the operations is reduced.

FIG. 2 illustrates a dial-up method of a wireless Internet access equipment (such as a
wireless network card) according to an embodiment of the present invention. In this

embodiment, the present invention provides a dial-up method for accessing wireless



CDMA, and UMIS. The wirel ess Internet access equipnent is electrically
connected to a PC. In Step 13, fingerprint information inputted by the
user is obtained by using a 10 fingerprint sensor. The fingerprint sensor
may be integrated in the wireless Internet access equi pnent, or disposed
on the PC, or disposed in other equipnment (such as a separated USB
fingerprint sensor) and connected to the PC through various interfaces.
After obtaining the fingerprint information inputted by the user, the
fingerprint sensor sends the fingerprint 15 information to a rel ated
nodul e or datgmshwyhichigclydesthe flleWing siepst ep 15, the inputted fingerprint
information is matched with a stored fingerprint tenplate. If the inputted
fingerprint i t1i10R,S ALY S g oT=Y ! i nt
tenpl ate, St egfn i%tgﬁsllbglrefgggrrlg%.sﬁll%frh %{h%@éissg:ﬁ?ltpgc?hﬁsn%g}sﬁﬁﬁdihn%%?g rrglei‘ggn
does not metwdtkwi th the stored fingerprint tenplate, the process returns
to Step 13. Wien the 20 user inputs fingerprint information next tinme, the

fingerprint info tjon. nputted b he .user . i.n y

fingerprint sgi‘?s%gg #ln B&E%GT%,P%%% P g YT lﬁgseﬁlgéerﬁéta%ggsgseqé S?%lﬁecﬁrtl or
the PCsan rg@iktehitdelfowith theFirdlése hetworlt By (¥ihg 1R existiig tdehndlogiger ihieMireless
tenpl ate. For exanple, when the fingerprint tenplate is stored in_the

wirel ess | metworkthese sy sbeodGi ginthitd Generatipn £3@)k wirelese pefgorkscsush aseGoMpment
25 receive f i ngRKPE | i [ i . j - D )
Next -t he. P00 gpf AR, e BREI bRl BRls Al 1o AGRIGNN RpnaBliatt.
tenpl ate, awCca matching result is sent 9 to the PC for subsequent
processes or subsequent processes are directly perforned according to the

matching resuli. Alternatively,. en.the fingerprint tenplate, is stored in
the wirel ess B §?eﬁe{3’a§“tg§§§mgdﬁeﬂ°hﬁﬂ%tfﬂn, mphge Eyrté‘éé’is?fe’ss%%m?‘} BY IS At
i nforngy i Orfu-%QﬁJrinpé’ens&he fingerprint sensor and reads the fingerprint

ro

tenpl ate f he wreless Internet access 5 equi pnent. Next, the PC
mat ches the received fingerprint information with the read fingerprint
tenpl ate, and SubBegemprint sensocmsy beintggeaterbingthe irgleaclnteat AeLePLCQUHENGRAIEhi ng

disposed on the PC, or disposed in other equipment (such as a separated USB fingerprint

sensor) and connected to the PC through various interfaces. After obtaining the
fingerprint information inputted by the user, the fingerprint sensor sends the fingerprint

15 information to a related module or equipment to be matched.

In Step 15, the inputted fingerprint information is matched with a stored fingerprint
template. If the inputted fingerprint information successfully matches with the stored
fingerprint template, Step 17 is performed. If the inputted fingerprint information does
not match with the stored fingerprint template, the process returns to Step 13. When the

20 user inputs fingerprint information next time, the fingerprint information inputted by the

user is obtained by the fingerprint sensor.

In Step 15, the wireless Internet access equipment or the PC can match the fingerprint
information with the fingerprint template. For example, when the fingerprint template is
stored in the wireless Internet access equipment, the wireless Internet access equipment

25 receives the fingerprint information sent by the fingerprint sensor. Next, the fingerprint

information is matched with the stored fingerprint template, and a matching result is sent



result or the matching result is sent to the wireless Internet access

equi pnent for subsequent processes. Alternatively, when the fingerprint
tenplate is stored in the PC, the wireless Internet access equi pnent
receives the fingerprint information sent by the 10 fingerprint sensor and
reads the fingerprint tenplate fromthe PC. Next, the wreless |Internet
access equi pnent matches the received fingerprint information with the read
fingerprint tenplate, and the matching result is sent to the PC for

subsequent proc es or. subsequent processes are performed according to
the matchi 15 the ki tlor AHRSSAYRIE iRRge5ses QnBipseavent P’fﬁ’@gﬁsiﬁ m”gwﬂ_w mpgd
stored in tdg,fing td R nifcHiSERSNES AlRndivegShREd AL ﬁi‘x%) Ig!titgér?@%ﬂﬁ?ésﬁéﬁatin by

the fingerprint Sensor and Teads the fingérprint te
wi rel ess | rthewirelesslntesyt aemsd @uipment, NexPC receyeBerfmgelpest infrrmataesentbly

fi int, Lnformgtion with th ored fingerprint, tenp] at and
Subsequent (s BRuSER sy fhd faisi s ozt e O boR bt Hkeh G eSS of
the matehi nguipBient.t Nekt, SIBBIPA endidh@s \hd RIcEived FRESHAR! infaffalsS vaftuinerRad for
subsequentfprocesses. 20 I'n Step 17, the wirel éss Internet access equi pment

perforns a fdigatprinp tespliaie candsubsequent psecessics stecperioriied acoonding toethe amatdurng on

with the wireless networnk. After.estahlishing,th ata service.connection
the wirel eerS'J:ltnP e rtﬂneetmvég%héne% &5 qullsp?ﬁ?g'?o yw‘g%?%sglﬁ‘gﬁ“be t HCEE uERinent tor

i nteract i onsubdelliert peocebses! efleritively] heit kRt filgdrprind Genffffats By stofedafi She POE
Internet by using the wireless Internet access equipnent. 25 Optionally, if

the wirel edBe mitckesh dteraglcacsesseRyinsmaph redelyesy, theafingesprent iptormatiqongent by thes, 2,

bef ore St e . |al - (o] el n

cqui prisht - e R pd RaBE WE i Jebbf 63 she L PR G RTeess

PI N code auhfeaiet iaceks equipmeptembehesethe redfvdd fihdeepritit Nnfemiatiu tithnthe cead on i S
successful,_ Step 11 is perfaorned. O herwse, if the PIN code

aut hent i catfimgRrorat ﬁeaipfaé% and the majehing faspls isseiforthe, B¢ iforsubsganent paocsescs A
dial-up ¢ ' i e iﬁﬁﬁ 04D d, above
process isqﬁggﬁﬁﬁgggg%g%%zﬂg&Fgﬁﬁﬁgi?%g} t gfﬂgﬁgﬂp N°§§%§Ea6¥ enﬁﬁc tion
is failed swhenhthie figerprewrtemplate $s tstoeedPlinN thes PEpdbe Rfaireceives the fingerprint

15 information sent by the fingerprint sensor and reads the fingerprint template from the

wireless Internet access equipment. Next, the PC matches the received fingerprint
information with the stored fingerprint template, and subsequent processes are performed
according to the matching result, or the matching result is sent to the wireless Internet

access equipment for subsequent processes.

20 In Step 17, the wireless Internet access equipment performs a dial-up connection and

establishes a data service connection with the wireless network.

After establishing the data service connection, the wireless Internet access equipment
may perform data service interaction with the wireless network, that is, the PC may access

the Internet by using the wireless Internet access equipment.

25 Optionally, if the wireless Internet access equipment is a datacard, referring to FIG. 2,
before Step 11, the dial-up method of the wireless Internet access equipment may further

include Step 10: After the datacard is powered up, PIN code authentication is performed.
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Optionally, referring to FIG 2, after Step 11, the nethod may further
include Step 12: A dial-up connection is initiated according to operations
of the user, and the user is pronpted to input fingerprint information. In
the actual operations, the process of the dial-up connection includes two
steps. First, a dial-up command is delivered to the 10 wirel ess Internet
access equi pnent. Second, the wireless Internet access equi pnent
establishes a data service connection with the wirel ess network accordi ng

to the dial-up commuand and dial -up cgonnection seftings. re, the

i ni tiation IbthetPHN cafdeputhenticelinnds sucsassiylnStep b isipe e‘ge Qthsvisend thPIN
delivers a dial - RN h k.e Sealla i€ - ACE - 80l PARN
Speci 11 cal 1506 RaSRIERNG B Guthler SRSl RS ® RSB g MEDIELD e 15
sof t war e i nohadctied functibh)eofRhe dandsd tammotbabsed pamsiotherabalet potcheisvemehatsd

| nternet access equipnent through the. cannecfion t e Wrel ess, | r net
access equigsrefftnott S‘PPhaég%?n%Ne? df%ﬁ@ﬂﬁﬁté%&?%ﬂﬁn 19%???9&&51@5‘&%@’?‘1%311%?@1?- up
command toctogga yel ess Internet access equi pnent by invoking an

Appl i cati on ro%%%m’ri ng Interface (API) of a dial-up connector of Wndows.
The pronpting the user to input fingerprint information is 20 optional and
may be i npl enme@ptichally, referringte Fia ok aftersStem | h shgyopibpd gray furthep inshige Stapali2og
box in the systemof the PC. whigh is .not |inte r e ' t he
user to i nﬁ‘gtd?alﬂpn“goélpf)‘%oﬁt lsilm‘tlgteﬁa%clc%rﬁl r}gntoo{)ﬂ’é&ruogf B’gs‘ﬁ? g 1-és}i ri}lIKP (F glg@%%e?% ep
12, which grbxhpﬂé@tto gpoudl G erblfdinfargation. 110 theldithhlosheraion$ttae plotedssof the
optional, Step 12 may be omtted in other enbodinents. 25 For exanple,
referring tdialmpcromection: weludesepva steps  Jarshor diak-upStospnang jssdslivpred tgetet o

pronpt, { he t0,1npu i.n [ bt &0f i I RGN QP. | YhidrSent
per f orlr(r)ted aﬁ@%ﬁeﬂl&éggﬁ? écfésgsm%%%pgﬁdé n{eo ?%8%?’”?‘%‘8@?‘8% nt |§f %:c?rstsat E&Elrlp eif\*hen

t he finger pistablishes halatipdedte catmettiondwilly the Wirelessenetwerkodetardimgdolthe dgi-ng t he
fingerprint sensor in Step 13, Step .24 i erforned. | 11 Step 24,. the PC
aut onat i calgopmapdiangdiad-up canagetion seipgsec egq,, theigntighipn VEF@ ‘%ﬂ'é‘p ogpectign
command to ; ] IPLE HIRRRES 3ial Y LOARRAd tothE SWifthsh Yitbriet 4-64s87 I i NG
to FIG 4, lhg’??ﬁé\dri@tl‘lggéﬁla?lhg per?ormed,l S?%p 32 is perforned. In@StcepS 32,

t he PC aut cnpipneeat.| \Specifically, the delivery of the dial-up command may be that background

15 software installed in the PC sends the dial-up command to the wireless Internet access
equipment through the connection to the wireless Internet access equipment. For
example, the background software sends the dial-up command to the wireless Internet
access equipment by invoking an Application Programming Interface (API) of a dial-up
connector of Windows. The prompting the user to input fingerprint information is

20 optional and may be implemented in various modes, such as popping-up a prompt dialog
box in the system of the PC, which is not limited here. The prompting the user to input
fingerprint information in other steps is similar to Step 12, which will not be described

again.

In addition, as Step 12 is optional, Step 12 may be omitted in other embodiments.

25 For example, referring to FIG. 3, after Step 11 is performed, Step 22 is performed to
prompt the user to input fingerprint information, or no operation is performed and the user

is waited to input fingerprint information. When the fingerprint information inputted by

the user is obtained by using the fingerprint sensor in Step 13, Step 24 is performed. In
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initiates a dial-up connection and delivers the dial-up conmand to the
wireless Internet 5 access equi pnent. Wien or after the dial-up conmand is
delivered, Step 34 may be performed to pronpt the user to input
fingerprint information, or no operation is performed and the user is
waited to input the fingerprint information. In Step 17, the performng the
di al -up connection and establishing the data service connection with the
wirel ess network by the wireless Internet access equi pnment nmay 10 include

the foll ow . 1f the di up c nd has al ready been delivered to
the wirel esgtgl? %f‘eﬁ??e?ca%}’é%%ncé@h |“b‘ﬁé'ﬁ§ apfbrR: cameptionr and Helivgrs Scedial-up
I nternet acGafRaRaY tRIRMeles Ritdhet %E@é egulgaﬁeat Sl hﬁﬁvéi Feg;&ﬂa%%up g I, the

wirel ess network according to the corman and
connecti on af@ttSit@pgu id\lpbléomwd; Beepy32 is perﬁcamddal hu&epdﬂmﬁmdPﬁwtonmtcalbpen

delivered t.0. 1 rel ess | rnet . acce ment fore St t he
W rel ess 1MES A A e ool A A iF LT o W Eripiand ot Bt 10tthn
deliverged bytcdsBRqiipmeaf)d Whdteor S5drahé idellep Rnfidind 8 UMIG& %w@@tmanbw th
the wirel ess netmork according to the dial-up command and the dial™-
connecti on m;ﬁonnq:dgéo prﬂmpit itfesy ue&rb@dmhtfmgemntamfowtmnfqrgm oderatiert ls

di fferent f| B i nf%)rsn%aglt ﬁ cotrtpefﬁonc 0f di ftf erent dial-up
connect i on ¢ fm tlﬁ“h%e i o} H@Plé rPBr“f ﬂ?n%@HpI ates 20 are bound
to different dial- up connectlon settings respectively. Therefore, in Step
15, if the finpestppilng thepeonibi aie diapu tathettjont 4 dsbhbhshiiﬁg teadutabeirvicone of
the multiple stored ,  fingerprint tenplates, in Step the w rel ess

| nt ernet acOBRsStgR Jithhst WH@FFSOP?F%’O’&( by;the “G’f?k@?)ﬂﬁé’@ﬁ G?Fe§§n8q‘é@¥1§5lm§)hes a

data sy Vi GRIGAMIR GhilORin®istddst NE ol Gigl- ﬁé%mnnt e?ﬁ“’r al?ecaagrbgém@el rehhtg tﬁéa

connection settings corrésp ndlng to c I ngetrprint
Thus, the fwingesspinteniet aaeéssreqaipinent lma’foxd|Sftépelr’l=; ttie erclgssrlﬁtenfet adcesslmlarpnﬁ:an be

?Ouﬂf na ‘Sl Bt S B AT H TS TR AR 40 HoiE 8t | o
APN) an e tion
is perfornmednanfdtahé thef diNAR Rnh&ioh @étﬁﬁ%’gat IAPRrrlafveIRUE I WidtlubRomiBind has

fingerprint tenplate, corresponding dial-up 12 connection Settings can be
found and anot beeveddlivened ite therwir¢lessdnterngt aseassi esuipment befSteeier Y7, the wireless

15 Internet access equipment first receives the dial-up command delivered by the PC, and

then establishes a data service connection with the wireless network according to the

dial-up command and the dial-up connection settings.

In other embodiments, it can be configured that different fingerprint information
corresponds to different dial-up connection settings, that is, different fingerprint templates

20 are bound to different dial-up connection settings respectively. Therefore, in Step 15, if
the fingerprint information inputted by the user matches with one of the multiple stored
fingerprint templates, in Step 17, the wireless Internet access equipment performs a
dial-up connection and establishes a data service connection with the wireless network
according to the dial-up connection settings corresponding to the matched fingerprint

25 template. Thus, the fingerprint information of different fingers of the user can be bound
to different dial-up connmection settings, such as Access Point Name (APN) and
authentication parameters. After the fingerprint authentication is performed and the

fingerprint information is matched with the fingerprint template, corresponding dial-up

12



By setting nultiple fingerprint tenplates to bind different dial-up
connection settings to the different fingerprint tenplates, various
fingerprint dial-up nodes can be provided for the same wireless Internet
access equi pnent. Thus, the variety of the fingerprint 5 authentication is
inproved and the flexibility of the dial-up of the wireless Internet access
equi pnent is also inproved. It should be noted that, when the fingerprint
authentication is used for the first time, it nay be necessary to pronpt
the user to record a fingerprint tenplate. The user inputs  fingerprint

i nf or mat i orobyectien neftingst ¢andwsr fonndhand apeprectiomds Mifiateg; ausoraaically feBiedtl 7access

10 equi prent Stores, i E{aﬁgé%%éﬁB?th@ie?‘é??%ﬂx%t&iﬁ@rteﬁt"&ikﬁ& E6huBid Rrtings o

fingerprint ate, thus acconplishing

recordi ng Qhe BifRrdnt RALEPFihttEmpRIER] Wrdus Fifigerpdati didlamp, mbdds dah ®e \pirévédedisfor
I nternet access equi pnent, the above dial-up nethod of  the wreless,
n

| nt ernet adbesemeqwirplassninteragt awess 6quipmenton Tdus.otle vaisty;of) the ugsmEYt on of

the wgeless |nternet. i . e i fdt&het

aut hentt cartBie ol BB g Ml AR inle OE ) Bk IRREP T Thet acces
finger pri ntequipiieheis@lsoamprived be perfornmed when the dial-up function of
the wireless Internet access equi pnent of which the fingerprint

t henti ti i | i t d L t hi s. enbodi . .
Speci fical Iy, Ttneoul pondedtherden i Heedtat afpmindies miane t Bt 5RS fodem
\Efm Q‘riiafgggt ng{l%!r?ii HeRSsah & proffpt BRINARE to Fé&_@rdpgfﬁxger%ﬁﬁ tbAbRII € tTh¥ ivdert iiputs 20

such "as ‘a datacard, a w reless broadband nodule, a nobile
phone, and fingerprini lifotmationneyt usivg esfingesprivit raghsor,| and Hieswisplpssolntasngt aceqse

fingerprint infor ion,inputted hy.the.user,, i tal n . US| h

{1 nger B i nieasBiEal Simqten A aemay P TRIE PR P Al Bpcttind Bl 498
Wi th the sgplgint kgRaR] ik desmplahihg Mbascdrdigg BRitEA figerpintsueapbsst Th, a
data service connection 25 between the wi reless |Internet access equj pnent
and the wi rasidision, fast therkirgless dotesist jagerss) equipmente s él?ovwiéaldipamemsdmfn@?i on
of the wireless Inter C ' ' us| t
fingerpri ntwga?ﬁelﬁﬁefr%?gglé G n$, g@z‘?‘{‘ﬁ‘g#ﬁ &T&gté% g?rneg’ B\%?’? gjqu iM(-:Lﬂ ﬁﬁl?tgm Hthe

M sappr opr i wiréledsaternbd access equipment of which the fingerprint authentication is successful.

15 Therefore, the recording of the fingerprint template can also be performed when the
dial-up function of the wireless Internet access equipment of which the fingerprint

authentication is successful is turned on.

In this embodiment, specifically, the wireless Internet access equipment may be
various modem equipment or modules that can connect the PC to the Internet via the
20 wireless network such as a datacard, a wireless broadband module, a mobile phone, and a

mobile Internet access terminal.

In this embodiment, the fingerprint information inputted by the user is obtained by
using the fingerprint sensor, and the inputted fingerprint information is matched with the
stored fingerprint template. When the matching is successful, a data service connection

25 between the wireless Internet access equipment and the wireless network is established.
Therefore, the dial-up function of the wireless Internet access equipment is protected by

using the fingerprint authentication, so that it becomes very difficult to misappropriate the
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wi rel ess Internet access equipnment, and the security of the dial-up of the
wireless Internet access equipnent is inproved. Mreover, as the wreless
I nternet access equi pnent automatically perforns a dial-up connection when
the fingerprint authentication is successful, the present invention

provi des a brand-new dial -up nethod of a wreless 5 Internet access

equi pnent, which can reduce the conplexity of the dial-up connection and
provide the availability and automati on of the dial-up connection. Device
or Equi prent, Enbadi nent: As shown in FIG 5, in _an_enbodi nent, the present

i nvent i on pVEeedaternet accgw qaripatent, japg the sepwry phhedbial a0 dhe wireless Infssetides a

fingerprint I gfp;]']gig g , L hge 1Nt : nti.cati o Eg{ggule
52, a cont ragF&rgmegu e 5@%%;% E%Reﬂ%%g%’e%%e #(Hgﬂe?sl ﬁgéeriﬂ%r%cﬁgﬁc%]l%&’ec I on
modul e 51 iaitemisajohldyd fecford laedial-ap ussanécsiohi whear phié Mingerprifhto authentizatity isiSi ng
a fingerprint scanner on the datacard., The finpgerprint authentication

modul e 52 i@c%g@péﬁe PESEY iR FREion RFOXiges éclfré‘&ﬂn?"i’ rféféT“,Br P‘ﬁflhog ot WEESSh wit h
the stoyed fhichaehRkidquiphiBat afteh ClrEd eetﬂgﬁéa&;ytf ighs i
fingerprint ienf or natsf%lg mat c’hesc w@a?lﬁ t eﬁfei nger pr i r?t hféedrlr%ﬁl tccg)hhﬁsgl ﬁgﬂ(‘} put a
conpar i son prewidé the avhitabdity anddutornaidnef #8: dig-wpdaphetion.o control the datacard
according to the conparison result outputted by the fingerprint

aut henti cati onnmodu 52. The RF npdule 54 is adapted to establish a

Wi rel ess connelg?‘lllgen!)r\;e]\f:‘%ullpxﬁ?é%fnr?f)g%e "to 20 receive and transmt data. The
correspondi ng control over the datacard in the above description may
include the fakkleowm FIGhS, lis@r embodaniemethi ipeat@dnidntion gfovides af fidpegrnt i nt
authentication, If the collected fingerprint infornmation nmatches with the

fi nger pri ntideniispugnedataqard, sviaeh iclidaea fingerprint eRllegtiemandyleaxli aringstprint
succesgf ul o ffichi{aANBn HRALICSD! § EHRRNMHOEALSS, &dGn GG EANES,. | nOSTPY i Nt 25
information 1s allowed to access the I'nternet by using the datacard.

QO herwise, if the 14 collected fingerprint information does not match with
t he fingerpri nThe émgératiet collection module 51 is adapted to collect a user's fingerprint

information by using a fingerprint scanner on the datacard.

The fingerprint authentication module 52 is adapted to compare the collected
fingerprint information with the stored fingerprint template, determine whether the
15 collected fingerprint information matches with the fingerprint template, and output a

comparison result.

The control module 53 is adapted to control the datacard according to the comparison

result outputted by the fingerprint authentication module 52.

The RF module 54 is adapted to establish a wireless connection with the Internet to

20 receive and transmit data.

The corresponding control over the datacard in the above description may include the
following. The user is authenticated through the fingerprint authentication. If the
collected fingerprint information matches with the fingerprint template, it is determined
that the authentication is successful, and the user corresponding to the collected fingerprint

25 information is allowed to access the Internet by using the datacard. Otherwise, if the

14



determ ned that the authentication is failed, and the user is not allowed
to use the datacard. And/ O, one or nore different fingerprint tenpl ates
are stored, and each fingerprint tenplate corresponds to a different
operation. If the collected fingerprint information 5 matched with any one
of the fingerprint tenplates, the operation corresponding to the matched
fingerprint tenplate is perfornmed. If the collected fingerprint information
mat ches with none of the fingerprint tenplates, the datacard may perform no
operation or notify the user that the fingerprint authentication is failed
t hr ough t hecotledtert dingerprint rfomsation dags rrioh ahatelo rwithc thed fingerprint Wawplabarig is 10

For the inp]enentati that Lhe user..corr ondi. t col |

fingerpri nt‘ietqnﬂfn(‘}ghléﬁ?%ﬁuﬁ?néﬁ%%ésd{afl% - 38T ESS® rﬁgg?tnat?lg{r’)%g%o ‘8%9 tﬁl;eg(liaﬁ%mfdhe
datacard, tAWBORDSR BRYndr& @iffélent fifgerprittt| tomblgss &b eastsred)t dnd eavhdfidgeriviht nay
not execute the user's instructions (such as_an instruction of connecting
the | nt er néemplateyedrregpands tRR difigrent operatien:  dfy theneallected ifingeprmt mdomatgn dat a

stored i n the datacard and - a leat i lohddcoeast ul -
TR L s R S e S L A A
nor mal wor kngtiadde fingapintr Rapilaeds grefomual utlésh¢ hellesat fingérpstt inforinmtion so
that the user can access the Internet hy usi nctJ t he datacard, or read and

wite the dattghesiwitherpnef thecfirgsrrrms fanplaipsthedqtgrard may, periqripno ORELALopOr o
al lowed to pse 16 4AhAGRS ﬂn%égﬁ?'xg%gﬁégé\%&ib&%l%&%ﬁ%@ﬁati@ﬁ%ﬁh@ase‘ijOes

not execute the user's instr thus does nOt accept the user's
control oveaemsiasiitoRfecraddo kte daredadfdunct i on of the datacard. Since the user is
not allowed to use the datacard if the collected fingerprint information

does not match_wi th the fingerprint. tenplate the hent.i i .1 he
dat ac a](r)(H is acﬁ&e%‘&d“’?ﬁ?’&%ﬁ%‘@gg{# ithe &P F%ds%%x}%%?ofé% F%l?\e.%?e%ilhgﬂgegé%ﬁrt is
only al | owedtdrRatiGfistal6wePicAeaéd tiRf Inkindt B§ ubin &y Ritdcaid, tifs Budemas inelddy

mat ched, so that the right of using the datacard is effectively
cont r ol | ed.theSollavingsr Therrontplemadule A2 meayrmob sxrsHis the use's dnsdruphigns ingh as an

fingerprint. tenplates, thi.s d j ‘?4’ Hﬂ&ﬁk‘)kio i D0 orddioh NG
dat acard i rf@?t&g;@ nt"&&%‘?“h%% gﬂPeRIE—lterrr%%m}}e‘gsq g{egl?ch midclyﬁ e B corresponds
to one or nRAadng ida@edEel Hh the dtaedr€ aind ab conitefore et aitbentivdtidres susdessful.
correspond to different fingerprint tenplates, according to the c arison
resul t15 After the authentication is successful, the control module 53 enterS a normal work state,
and receives and executes the user's instructions, so that the user can access the Internet by
using the datacard, or read and write the data stored in the datacard. Similarly, a case the
user is not allowed to use the datacard can be as follows. The control module 53 does
not execute the user's instructions, and thus does not accept the user's control over each
20 module and function of the datacard. Since the user is not allowed to use the datacard if
the collected fingerprint information does not match with the fingerprint template, the
authentication of the datacard is achieved through the fingerprint authentication. The

user is only allowed to use the datacard after the fingerprint is successfully matched, so

that the right of using the datacard is effectively controlled.

25 As for the operations corresponding to the matched fingerprint templates, this mode
may including the following:. If the datacard includes two or more RF modules 54, each
RF module 54 corresponds to one or more fingerprint templates, and different RF modules

54 correspond to different fingerprint templates, according to the comparison result

15



15 outputted by the fingerprint authentication nodule 52, the control
nodul e 53 is adapted to initiate the RF nodule 54 corresponding to the
fingerprint tenplate if the collected fingerprint information natches with
one of the fingerprint tenplates, so that the datacard establishes a
connection with the network by using the RF nodul e 54 corresponding to the
5 fingerprint tenplate. If the collected fingerprint information matches
with none of the fingerprint tenplates, the user is notified, through the
datacard or a user termnal  connected to the datacard, that the

fi nger pri ntOWRRITE Y ithedingsrpring aythenticationanedie a2.ithepantro] modyln 83 dwadapted do
I ncl udes ongiof. ﬂ:@rﬁFRﬁo&{?Q WAE SorRdpor toRﬁlenEH%’ggﬁggl%e&Bfa[eeﬁp&gdcsoll%& gne
prin tenp(fat% D st £

or nore turnon finger S afrd corres o one of nore turnoff
fi nger pri ntfidg@rprimtpifatesion aratchds itk oaabf e figekpriastemplatesd| secthmanel ditdcard
different fingerprint tenplates. The . RF nodul e 54 corresponding to the
turnon fi ng"éfagﬁ?l%? af’%‘?ﬁ:?f‘tg%)rbwﬂg theetreak by upipg theRF mggule S¢ serrgsp $ioi the

i nf or | ong | t ; E{H&% ' -at t hat
t he dg?g acar é@i"f’%ﬁ?‘?“?ﬁ@g ?ngﬁtr;%ytal&g nﬁH\%@ n% e nea?\%r at%%?@dglh&t?ﬁe&%hc
nmodul e 54 fingerpsimp derdplatys,t thet heertisr mwifieflj tgeughr thet datecapd atrea ubére tdfhimabdul e
54 corresponding to 15 the turnoff fingerprint tenplate is turned off .if
the col | ect®d" O?%]g@r £ dpfpcqr %?‘n%f" iff € Hﬁ&pmtlﬁ?t{zﬁ i§, filegs f\#émf‘%\‘q(i%f‘f
finger pri ntthé @adaAd BRludeLordd R mdrd RFGAANEG!I40B.ARMBBHuIL BE cof@basRtd opd t he
networ k through the RF nodul e 54 corresponding to the turnoff™ fingerprint

t enpl at e i sPrdneredwmen fiagerprint templaRs amd dotrespdrdscior enespanetic rigmo s fingerprint nof

fingerpyint tenplat es est.abLi sh _a caonn e} ith .the netwo t hat
o e e P Bag BSE R e RA v Sotearl PP e PR at o
is in an " QtF 'médudd 64 ddres@ingt foOthel Rl ﬁ@geﬁﬁ‘ﬁltotém?ﬁ% s Bimdds oRaF ithd ed
that the RF nodul e 54 corresponding to the turnoff Tingerprint tenplate
has al r eadycoBeded fingepprint gnfprmation peatehss wathtang of ithegtarnen; fimgerpring templatésoso

mat ches wi tfy .t f [ ] . N g o).l ed

fingerpri nttﬂati tﬁ?g%%%%}?g%m%@gfég o{"vﬁﬂ&ﬁﬁéga%g%te W(’aor]f E?rﬁ%% heﬁ%ﬁé Pbol’ilulﬁt >4

t ﬁrrpl at esf aorresponding n@ftliehﬁﬁdni fivgpeFink Iﬂé:r?ﬁlalaplj’ﬂlﬁeeﬁF rhditﬁlél ﬁ@ E:cériréspﬂﬁktiiéé ked .
that the fipgerprjnt authentication is fajile t hrou t he datacard or the
R CAE TN N MR E RN

matches with one of the turnoff fingerprint templates, so that the connection between the

datacard and the network through the RF module 54 corresponding to the turnoff
fingerprint template is disconnected (if the RF module 54 corresponding to the turnoff
fingerprint template does not establish a connection with the network, that is, the RF
20 module 54 corresponding to the turnoff fingerprint template is in an "off" state, no
operation is performed or the user is notified that the RF module 54 corresponding to the
turnoff fingerprint template has already been turned off if the collected fingerprint
information matches with the turnoff fingerprint template). If the collected fingerprint
information matches with none of the turnon fingerprint templates or the turnoff
25 fingerprint templates, the user is notified that the fingerprint authentication is failed
through the datacard or the user terminal connected to the datacard. When the turnoff
fingerprint templates are set and the user does not need to use the network, for example
only a function of a Secure Digital Memory Card (SD card) of the wireless datacard is
used, the user can choose to turn off the RF module 54 by fingerprinting, so as to avoid
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fingerprint tenplates are set and the user does not need to use the
network, for exanple only a function of a Secure Digital Menory Card (SD
card) of the wireless datacard is wused, the user can choose to turn off
the RF nodul e 54 by fingerprinting, so as to avoid 16 radiation and power
consunption. For exanple, the user registers the left little finger as a
turnoff fingerprint tenplate to turn off the RF nodule 54. \Wen the user
swipes the left litter finger, the control nodule 53 will turn off the RF
nodul e 54, which will be turned on only when the user sw pes the finger of
rel ative fundisfienand Riwer eonshapien.5 Fasguampis4the gsargegigers dhe éﬁtllﬁle fipger as

fingerprint aut ticatiqQn I.S _succes , ef, C L el ess
net wor k onl ayt%ﬁq‘{tlgﬁnﬁzeﬁ%-lq‘t i(%c g R tﬁftlo n a%% wee n}tulE (?lg d|H§en§4l' s abg}&%ngéehg (s%?%l sfv‘ngeos %at
the user's Iefiftfer figeratea®airogmbbiale! 33t wiingim lbff thsiRFY modeledslt, adactdwilk be

effectively control fed. It should be noted that, if the datacard is
mul ti - node” teared oy enly twhenniie tyseawpes dbg Hagerointslative drugdions-wod1ase Pf’ﬁrﬁF RF

nodul e fo l.e, I - . . RF
o o o B Sy oh e B ey Pl R, . WD

Di vi si on- Sydecdss aowielCadetibrki onlyoaftdvlithd fipdeepriat aethent{chidorSERME)esHEL vo dhdt e.
For a nmulti-node datacard, fhe user choagse, di ff.erent .net work rvices
by regi st erthgsergnghtdpraccessingdhs %‘F‘i’?ﬁw &ipe gfe&af‘acf“—‘rgrls %@%\’Hﬁ%@ Fo?tfﬂnseg'
datacard that supports both the GSM and the WCDVA, the user registers the

left index fingeholid Bethdtbd it linghSIMaERY WO b kmalfidndde dfsHasd, @hé niuleniddght
index finger toinitiate the WCDVMA network. After inserting the datacard,

the user swiatasardimay inefude itwiel ox mor\BE madylesnfor iexaraple.-any o s aure obp G GsMm

and at_ . this.tinme, t r,ean ;sear iLSte 1 twar K.
i bty R ploffie, 4 WERALRE HOARREA ERNAGA FoRLN cOMArdoDRrcipAIE e
nmodul e of  t{rein\¥ODIMRNIérRS Brdnbes CYEIDRidie Muttiple A0ceks THUSCDM AR REaAsdhle.
further includes an interface nodul e 55, adapted to connect the datacard

to the userFar@rmuliianodedaiasgrd, theryssumay ghegse diffssent agiavorls senvicesdhy Tegistsringce)

so that th ' p t r 1S54t QB s ok E$or k
by using t h‘glﬁg%ﬁ%%ﬁa%% g‘m nli]“?flilhme‘!;1 ?tﬁ%eﬁofé%égﬁﬁglg’u (ratag{}ﬁéep?e mayp %’e aocHz;gllee
interface (gdahe RCRMUSEhd ueerepieey therefaindex finger to initiate the GSM network and

15 registers the right index finger to initiate the WCDMA network. After inserting the

datacard, the user swipes the left index finger to initiate the RF module of the GSM, and at
this time, the user can search and register with the GSM network. Similarly, the user
swipes the right index finger to initiate the RF module of the WCDMA to use the
WCDMA network.

20 The above datacard further includes an interface module 55, adapted to connect the
datacard to the user terminal through various interfaces (such as a USB interface), so that
the user terminal can perform data transmission with the network by using the datacard.
The interface module 55 here may be a cable interface (such as a USB interface) or a

wireless interface (such as a Bluetooth interface).

25 In addition, the above datacard may further include a notification module 56, adapted
to notify, through the datacard or the user terminal connected to the datacard,,the user of

the fingerprint authentication result.
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wireless interface (such as a Bluetooth interface). 25 In addition, the
above datacard may further include a notification nodule 56, adapted to
notify, through the datacard or the user term nal connected to the
datacard,,the user of the fingerprint authentication result. 17 In

addi tion, the above datacard may further include a storage nodul e 57,
adapted to store the above fingerprint tenplates (including turnon
fingerprint tenplates and/or turnoff fingerprint tenplates). The storage
nodul e 57 may be a nmenory_ or a non-volatile nenory such as a Flash. The

fingerprint telndditiog, hegbare datacarbmay Sitheeinehda astazgevagdue 52 adapied ted
A DT b . . _ )
rodul e 57 Sitre BB Bhechital 6501, (RN Ry Gndiithe S PRl U0RE RS

t he dat acarfihgemrint h@nplhies)st The nstorage enodaleaSa mthypbe apismbiyeor a edont wlatilput
respective fingerprint fenplates, and at his ti tores the fingerprint

i nf or mat i orfn?’H%Utsﬁ%tHaso%/hﬁgfnéﬁ he ngpﬁlabﬁeg»piws sspd Bclbe SigreggRpdule Fimag ¢ he
st or age; nodyyl ; ' FeG L e l: ' 10
ise of % he Mt ffolgl6S bkt R @foa »EUIPLOREH bl

repl aced, &¥Wdwhgn thiei dntacandnie sethe Fbr expanple,i whieni thé aserdhitiotes ithepddtscac for thsi ng
the fingerptint collection nodyle 51 is .stored in the storage nodule 57 to
repl ace t hahSt g drpsad prmt: Thegtiet G BPuEESPY NREemijgh Pl y and at

repl acementthisi imé afdrdd&hs Fingbaht IfSmisBERtS RS by ARIRACRIEMH ARt COKtSH | oved
when the user inputs the correct fingerprint information and the

fi nger pri ntmedih&hin dwtsterage moduls 53 asdgeipuint teplat¢so ulAdteatiney,edhiringabe i f

the d d_onl RE. 54 . when th t d . d on,
the Retroauie LI gaf it GielP Yferpin B RTnObGRE! pideie AL S "
net wor k, angné e fa@sipriat infeeiatien mputleEby iahg el ffetphiat SSRELiGPmBaEe 5N Gs

datacard. Next, after the fingerprint authentication is successful (that
i s, the coldeed 8utheistsegepnodile 29 to mintacadhg erigipal tfgemprint template fBefererthe i nt
t | ate), l. to
per For m tat Tore ad e scclRil o by MR AR hng SRBT AR OB 0R04, 7 g

t he RF nodukigenSHe usdk irgrutsathé verract finkeprinthigfoctastinamd the fifggerwring duthentichtién
control
1

is successful.

It should be noted that, if the datacard only has one RF module 54, when the datacard
is powered on, the RF module 54 immediately starts to search and register with the
network, and the control module 53 does not allow the user to use the datacard. Next,
after the fingerprint authentication is successful (that is, the collected fingerprint

20 information matches with the fingerprint template), the control module 53 allows the user
to use the datacard to perform data transmission through the wireless network connected
by using the RF module 54. Alternatively, when the datacard is powered on, the control
module 53 does not allow the user to use the datacard and the RF module is in an "off"
state. Next, after the fingerprint authentication is successful, the RF module 54 starts to

25 search and register with the network and the control module 53 allows the user to use the
datacard. In the end, the user can perform data transmission through the wireless

network connected by using the RF module 54.

In this embodiment, the user's fingerprint information is collected by using the
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nodul e 53 does not allow the user to use the datacard and the RF nodule is
inan "off' state. Next, after the fingerprint authentication is
successful, the RF nodule 54 starts to 25 search and register with the
network and the control nodule 53 allows the user to use the datacard. In
the end, the user can performdata transm ssion through the wreless
networ k connected by using the RF nodule 54. In this enbodi nent, the user's
fingerprint information is collected by using the 18 fingerprint scanner
on the datacard and conpared with the stored fingerprint tenplate, and

then the ddingerprigt sognuayontis dasapardoandrcgmpgred avithhe storadAiigsmrint xplate, and

out putted the .finger.print t hentj. cat | T f L ght
control of qg%@heaggg%a?(g I?scon%%l eilée‘%llcec rdtufﬁ t(t)%gﬁe ?’Iﬁ %g%?sgfli%ﬁhgg thgtrgﬁ ggttlfl%n,
and rel at edidgéipeint Qithefficatibe Maddlear Therrforgnthy fglitecotwll ¢f ther dstaaedssf ul
fingerprint matching. Since the securjty of fingerprint_  authentication is

much hi gherachigesd threh dagerpript atheptieatinnr andaelatdirndions pfthe dpfacasd g3 only of
e S it RGP0 e S SR o g

is not ~ misappropriate ngerprint aut t1cati I's
perforned fathehtieatidatiamaciohighaahaviba sedurityhef password laathgecation, id\decanityt of t he

datacard still_cannot he used as long as the 10 fingerprint _ authentication
is failed, 8% QWdth%lg’@&YFg’t ﬁn%fltﬂ%eefg%ﬁ%{ X 6§03 @P?h F 4 é%l.n"%
Mor eover, j Lnger pro i i i

qﬂ%g;gg%r#a éngd %cﬁﬁh&f;’ﬁﬁ%{gb hi AfhdnBBatibn8s pdRimel Wr tRE@Hadak,

remenber a e networkK connection is automatically
est abl i shedsolgyem ifsthe nesschatges fan 5§ qard, rthe datadaedh stilt aannohbe Tedrasflongeas the

becones norge conyvenient. for the yser d the xity. Qf .the operations
i s redifted. togsrpREt %‘Hﬁmc Qondp ﬂeé’, 89 that& ?§e°8ﬁ%’o°§%ﬁlj§?c %8 fet Wrgve&
invention pEMLAGS drikg IBigeftint | ARG A CHE Sief b HBN heedVid GBmEMBLrUdes a
registration nodule 41, a fingerprint identification nodule 42, and a

processi ng passiiré a@. thehectwogk sonagction ispaniematically sestablighedduran pecgessflr t he
wireless Internet access ..equi-pment w.th w rele e T
fingerpri n?tt“}gﬁﬂ’ﬁw P?%%‘?%‘ﬁo% UEEYs i tsbecé) ae|5tnéa’J et%ﬁ‘c’)%’?al n(;rbih %égerrb%}ﬁntthe

i nfor mat i oncomplexity of the operations is reduced.

15 As shown in FIG. 6, in this embodiment, the present invention provides a wireless
Internet access equipment, which includes a registration module 41, a fingerprint

identification module 42, and a processing module 43.

The registration module 41 is adapted to register the wireless Internet access

equipment with a wireless network.

20 The fingerprint identification module 42 is adapted to obtain fingerprint information
inputted by a user by using a fingerprint sensor and match the inputted fingerprint
information with a stored fingerprint template after the registration module 41 finishes

registration.

The processing module 43 is adapted to perform a dial-up connection and establish a
25 data service connection between the wireless Internet access equipment and the wireless
network when the inputted fingerprint information matches with the stored fingerprint

template in the fingerprint identification module 42.
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inputted by a user by using a fingerprint sensor and match the inputted
fingerprint information with a stored fingerprint tenplate after the

regi stration nodule 41 fm shes registration. The processing nodule 43 is
adapted to performa dial-up connection and establish a 25 data service
connection between the wirel ess Internet access equi pnment and the wrel ess
networ k when the inputted fingerprint information matches with the stored
fingerprint tenplate in the fingerprint identification nodule 42. 19
Optionally, the wirel ess Internet access equj prent rmay further include a
storage nodul @prtcnallyqthstwigeless Lteghed acerss fedpigaepl may | inglade potorage|ul es

such as tNnGg,541084 %gﬂ&v\% Itdt §ei81%1:,hée hiégédrngxﬁ etEEBﬁl'é{ § fé%%n@&lﬁ!b Oduch BE ﬂl%rti}fg%x}ﬁh{‘g

nodul e 43 to read an
non-vol at i lidentification moditie azami/dﬂytheprooessmg ohiytuderd Xto rEad%mdobaﬁeAc”CleesstoxwgﬂDry
(SDRAM and a, flash chip. Optionally e wreless Internet access

equi prent rr%?ﬂ‘ﬁ%maﬁére 2 HSMOE% 05 3 THoB- %ﬁﬂr empry suchhas a Pypeirenaty iGcei ve

W rel ess S'Igiﬁ%ﬁA&:QQM&B&gr(SDRAWI dYSPBRECt i on between the wireless
| nt ernet access equi pnent and the W reless network. Optionally, the

w reless Internet access equi pnent may further include a fingerprint 10
sensor 46, ad a@pfeulatln thwireless Integreat pedesst equipimbaay furthenjpgludedn BY medslaiser
and send t |ned f| cef)rr n

f. he fi
ent 11 carPoRCsA S PRI SR ERIE e e ris i JRRBE A beusen, 4o

may al so nqhehﬁelegmwe@tessrbqhmemﬁﬂltﬁ@mrbmsarew@rk access equi pment. For
exanpl e, the fingerprint sensor 46 may be disposed in a PC or ot her

equi pnents (such as aqsleparfrt ed USB fingerprint sensor) and connected to
the PC 15 t hr9ptignalix,the ydre %BWB%‘&“SQSWBWS‘I“I ay frdeninclde admgrPErhet

access oeqw P Yot feid" t ki B0 g h&? ﬁess %ﬂ&?'&d“&nd%ﬂ@pted

to per orm code aut henticati t er t nternet access

equi pnent |thqmndeﬁmtrmmt ikfoematidnetof thngm’rgerprmt 1®amt1ﬁeattonmabdtdm 42s Imsefhef or
the first t I en?s gueaflm x%rm‘fl se%tscl)ro may also not be integrated in the wireless Internet
access equipment. For example, the fingerprint sensor 46 may be disposed in a PC or
other equipments (such as a separated USB fingerprint sensor) and connected to the PC

15 through various interfaces.

Optionally, the wireless Internet access equipment may further include an
authentication module 47, adapted to perform PIN code authentication after the wireless

Internet access equipment is powered on.

When the fingerprint authentication is used for the first time or a dial-up function of

20 the wireless Internet access equipment is turned on, where the fingerprint authentication of
the wireless Internet access equipment is successful, it may need to prompt the user to

input a fingerprint template. At this time, the fingerprint identification module 42 may

be further adapted to store the fingerprint information inputted by the user in the storage

module 44 as a fingerprint template.

25 Referring to FIG. 7, the processing module 43 may further include a command

receiving unit 431 and a dial-up connection unit 432. The command receiving unit 431 is
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20 the wireless Internet access equipnent is turned on, where the

fingerprint authentication of the wireless Internet access equipnent is
successful, it may need to pronpt the user to input a fingerprint

tenplate. At this tinme, the fingerprint identification nodule 42 may be
further adapted to store the fingerprint information inputted by the user
in the storage nodule 44 as a fingerprint tenplate. 25 Referring to FIG
7, the processing nodule 43 may further include a cormmand receiving unit
431 and a dial -up connection unit 432. The conmand receiving unit 431 is
20 adapt ed adaptedteievevea diakbp uqmmamlrdddvec@l bhytbe #€. b;T he ldéal g coMirstion whit up

connection uni.t to establish a erv ctl on

bet ween t hé il %‘iaQE‘é tPﬁth]ic’jlffg ¥Lyce 8%?&?%%?%3 efsefng LR FEIROr k
according m$g {gﬂﬁ':nfj'aﬁdl thed vARIEFE HrasH AlcaddidgPto %&nﬂﬁph %nﬁﬂnﬁ' 4GS diapggi ved
by the co nd receiving unit 431. In addition, the occasion that the PC

del i vers t lenukictiba (sottingsrecvivedaly e cemaand dreeaiving amite k- dinc addition, she i n

t he method enbodl ot be descrihe t he
processi ng 5N fgﬂ%&&’ﬁﬁr% ql CIPSETR™ boeq'f:%%regé? {ﬁg &Q%{ei l@le?%t Mn
unit 433, ggaghbemlethb® &fRSdiheR, Giadh wﬂllcﬁcﬁtnﬁetdd@sfh&ﬂt hérags Fﬁﬂhmﬂlofeo thae
mat ched fingerprint tenplates in the storage nodul e 44 when_bi ndi ng

di fferent frreggesipg nadule émaé[tfé@hqrén@?@f aqaBRECtign seting salertion Nﬁgé@?’xﬁﬁiagté@ tings
respect i vel o H0nt 1Rl ubI8ntllAbn WEARREL kP the!tRlthci IR Ab LiniiiaS: A et a

service COI’] é%a[l on en t e Wr ernet acce S equi prrent and t he

wirel ess  nedrigy knoﬂﬁléoudlvﬂg:nt bintling diiffatent fingevpriah deraplatet e diffedentudial-up
connection settings bound to, the nmatche fl nger rint te | at hi s
VELEEEEEY

enbodi ¥ent ,coBpresiph setingsyresnepiavely, 5@ that §19 dilampn lee,&ﬂgl e 15
vari ous Magmigapy S b@weBP A SFirdills Ofichth (£OR0 ghiphddfe Bhd Ite tifeless

Internet via W reless network such as a datacard, a wreless broadband
nodul e, a nMebidrk apbwrdiag tatiet dial-upborhmand aret thetdizl apemsnectioniseitings boundp s
enbodi ment, the fingerprint information inputted by the user is obtained by
the finger ﬁF‘? H’Lat@é‘ﬂgﬁgerprgﬁéel?ﬂr’l%% nputted fingerprint information is nmatched
with the stored

In this embodiment, specifically, the wireless Internet access equipment may be
15 various modem equipments or modules which can connect the PC to the Internet via the
wireless network such as a datacard, a wireless broadband module, a mobile phone, and a

mobile Internet access terminal.

In this embodiment, the fingerprint information inputted by the user is obtained by

the fingerprint sensor, and the inputted fingerprint information is matched with the stored

20 fingerprint template. When the matching is successful, a data service connection
between the wireless Internet access equipment and the wireless network is established.
Therefore, the dial-up function of the wireless Internet access equipment is protected by

using the fingerprint authentication, so that it becomes very difficult to misappropriate the
wireless Internet access equipment, and the security of the dial-up of the wireless Internet

25 access equipment is improved. Moreover, since the wireless Internet access equipment
automatically performs the dial-up connection without the user's intervention when the
fingerprint authentication is successful, an embodiment of the present invention provides a

brand-new dial-up method of the wireless Internet access equipment, so as to reduce the
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20 fingerprint tenplate. Wien the matching is successful, a data service
connection between the wireless Internet access equi pnent and the w rel ess
network is established. Therefore, the dial-up function of the wreless

I nternet access equi pnent is protected by wusing the fingerprint

aut hentication, so that it becones very difficult to m sappropriate the

Wi reless Internet access equi pnent, and the security of the dial-up of the
wirel ess Internet 25 access equi pnent is inproved. Mreover, since the
wireless Internet access equi pnment automatically perforns the dial-up
connect i on sampiexity afike digkpp sonneciéen, ant promidaties availebilify angleayternation of the
authenticat j.gn |1 s suecessful, an enbodi nent of the present invention

provi des a Brand R i al - up nethod of the wireless Internet access

equi pnent, so as to reduce the 21 conplexity of the dial-up connection and
provi de the av@ystenbEmbbginsent] aut onati on of the dial-up connection. System
Enbodi nent: As shown in FIG 8, in an enbodi nent, the present invention
provides a wireless 5 ernet access system which includes a wreless

| nternet acces Séﬁ?ﬁ”bﬁ‘bhréﬁ 1,7 equb ’t&‘F REgsentrnyenfjondyraydes § mareifss
access £qUiRRE ablest SyRARPHRIN ificlBGes’ £ WirtheRd Bletibt fecBssedufiiniat 61NGlvpr K-
Fingerprint information inputted by a user is obtained by using a

finger pri ntcompates62. and matched with the stored fingerprint tenplate. Wen
the inputted fingerprint 10 information matches with the stored fingerprint
tenplate, a dig- L on. IS rf d d ata. servi ce_connection
be'[rp ween the w ﬁé gis}gl%%%%ﬁ% ch%sc%]su%%éeﬁgﬁg?ﬁeﬁ&e%?o gﬁ%?%&%@é?&é’é@%ﬁ%t wor k
i s establi sieesorkThEingepng @iforfidtibs iplagd By alw@ef Bribifhed By usihg @l fofpSrprint er net
access equi pnent 61 to performa dial-up connection, and performdata

servi ces bysepsor 3pd matehgd twithsfhe viored finpsrprgh frmenlaten Waemiheninpyited, fingerpaist
Intern ac Ui pRER : i K Wi .

I nter ngjt aggg)zlgatg(glui pman% ‘g%h Ztﬁg {tﬁ%d‘é‘%x%hﬁ@? %@5%% %ed-{%:lglﬁngclﬁlggﬁﬁ} At ough
various i ntperfornabargive Hataservice colictioh Betiweqr thesasless [htbmePsicssnauipbraput er

61 and the wireless network is established.

The computer 62 is adapted to control the wireless Internet access equipment 61 to
perform a dial-up connection, and perform data services by using the data service

15 connection between the wireless Internet access equipment 61 and the wireless network.

The wireless Internet access equipment 61 and the computer 62 can be connected
through various interfaces such as the USB, the ExpressCard, the Personal Computer
Memory Card International Association (PCMCIA), or the Peripheral Controller Interface

(PCI), and transmission of data and commands is performed.

20 The specific structure and operations of the wireless Internet access equipment 61 can
be referred to the related contents in the device embodiment and the method embodiment,

which will not be described here.

In this embodiment, the fingerprint information inputted by the user is obtained by
using the fingerprint sensor and matched with the stored fingerprint template. When the

25 matching is successful, a data service connection between the wireless Internet access
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Menory Card International Association (PCMCIA), or the Peripheral

Controller Interface (PCl), and transm ssion of data and commands is
performed. 20 The specific structure and operations of the wireless

I nternet access equi pnment 61 can be referred to the related contents in

t he devi ce enbodi nent and the nethod enbodi nent, which wll not be

descri bed here. In this enbodi nent, the fingerprint information inputted by
the user is obtained by using the fingerprint sensor and matched with the
stored fingerprint tenplate. Wien the 25 matching is successful, a data
servi ce coreqeipticotunddhewenlessretwonkds edablisder Tberefare dbsdiabep bydtigmedithe and
the wireless network is established. Therefore he. di al - unction of the
wirel ess | ﬁ‘(‘é‘{f‘??éﬁ‘%%@e%cgesé(fﬂ}"ﬁﬁ’gm lsip§°t5‘§‘6‘fé%fl%ﬁg hvef‘%e’f?élnfﬁ"éé‘?niuﬁ%téopp PP nt

aut hent i catyh Q% beeOmed VY difficulets HNBspp¥ePhidtedhd Wirslesst Infethelb&oRBgPhieat, @nd he

Wi reless Internet access equi pnent, and the security of the dial-up of the
wirel ess | thersparitacfeths dgkumpofnthe | wirglagsr byerget sccrssr egiipmentsisnieproyes.
wirele I nt.ernet access equi nt automatical ial -

connectsslS on MPERYTL SIPGeE ﬁé‘g&?egg?ﬁ?@?tv%cﬁ?slsoeﬂm e‘*ﬁy%‘ﬁgﬁl%‘?“ﬁgg? glffl At dfil-up

aut hent i catdofiflectisn $itB6@IES ter's intdiCenfibs Sbibi thefitgbiprianayliavitaida iasdecasfid,new
dial -up nethod of the wireless Internet access equi&ment whi ch can reduce

the conpl exhe presnt inventignaprovides» hreadmew lialvg methed efcthe pdreless lterngfiacessy and
t ti f. j - i P i i i th
ot Cohoul d Suinbiigy St B RERREEL' Bltpicktly S BCHRLED BRSS! i lovlde et e

accordi ng tavaildbilite ahdalitomaticn ¢ffthé dial-wy esmadtionnvent i on may be i npl ement ed by
a conmputer programinstructing rel evant hardware. The program nay be stored

i t dahl e st di t i he st
of ¢ hellrat hod PEEE8RAPRENE S6fan Brsutatould Sl Bp A 8Ehwr of e h of; o”°
perfornmed. fbmefodhaQpdirg 0 e chBbARENRST ﬁlerﬁ&@ﬁttihﬁenﬁbﬁRg\?@e ifPleineAled By sk, a

read-only menory (ROM), and a random access menory ( . The above
descri pti orescemputereprosany insfragtingdrelaypuidhavdwiars. oThe peogsare gean b sipeask inof

gtl;t:li P iof:a![ :1 E)c??gn%% er trgadlallﬂtrzn s%orzttg%emescﬁgtg? Whe% hcﬁe Bfo%?a?ﬁ’] fs f’uply&gtske%g ‘of MY method
according to the embodiments of the present invention are performed. The storage

15 medium may be a magnetic disk, an optical disk, a read-only memory (ROM), and a
random access memory (RAM).

The above descriptions are merely preferred embodiments of the present invention,
but not intended to limit the scope of the present invention. Any modification,
equivalent replacement, or improvement made without departing from the spirit and

20 principle of the present invention should fall within the scope of the present invention.
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equi val ent replacenment, or inprovenent made w thout departing fromthe
spirit and 20 principle of the present invention should fall within the
scope of the present invention. 23 CLAIMS Wat is clained is: 1. A

wi rel ess Internet access equi pnent, conprising: a fingerprint collection
nodul e (51), adapted to collect a user's fingerprint information 5 by
using a fingerprint scanner on the wireless Internet access equipnment; a
fingerprint authentication nodule (52), adapted to conpare the collected
fingerprint information with a stored fingerprint tenplate, and output a
conparison result; and a control nodyeafms). adapted to control the

W reless Internet access equi pnent according to the conparison result
outputted by the fingerprint authentication nodule. 10 2. The w rel ess

| nt er net aﬂéeﬁﬁ_%qnﬂglﬂ@nt according to claim1, wherein, the wreless

I nternet access equi pnment further conprises a radio frequency (RF) nodul e
(54), adapted,t | ' 14 0n between the wreless

| nt er net acceé'sg“gtt%e?%hn%n et%ﬁ S%g%%?’%%&g’ %’143 eive and transnmt data; and
the controlling the wireless Internet access equi pnent conprises: if the
col | ected 1b5aflinggpnprdoiectioninordukt (Sb)) adegttahesolledt la usérs fingapenpinformation

t enpl atf, €.| | ow ng the. wirel essﬁ%enternet access equipnent to be used to
access Y hePhs{Rgs ¥ngerprink 8eanpe onibe yirelsssipiemghpcgess $AUPREnt r el ess | nt er net
access equi pnent according to claim1l, wherein, the wireless Internet
access equi pneingérpfiatWihetEERioh SRR (5B, adRfled © doRthhre A6 3PNREEd fidgeRBingb! i sh
a wWrel ess connection between the wireless Internet access equi pnment and a
20 net wor kinfomaerewitk a giered: finggeprint tegwlate, andhgutphie eosmparisin resw;

fingerprint tenplate conprises: if the collected fingerprint information
mat ches with 1N [ t , nj n .
correspondi ngQQ:t% 3&{)lhgl%¥1 'lmﬁg(gg’)ﬁral%%&?téﬁpclog él, {hg g‘”’?ﬂ%% If“}ggm{/zmpar%g%sgse s rlﬁegF net
access equicpondintg te tiieadinpatien resultdiitputted by the fingerprint authentication module.

10 2. The wireless Internet access equipment according to claim 1, wherein,

the wireless Internet access equipment further comprises a radio frequency (RF)
module (54), adapted to establish a wireless connection between the wireless Internet access

equipment and a network to receive and transmit data; and

the controlling the wireless Internet access equipment comprises: if the collected
15  fingerprint information matches with the fingerprint template, allowing the wireless Internet

access equipment to be used to access the network to receive and transmit data.
3. The wireless Internet access equipment according to claim 1, wherein,

the wireless Internet access equipment further comprises an RF module (54), adapted
to establish a wireless connection between the wireless Internet access equipment and a

20  network to receive and transmit data; and

the controlling the fingerprint template comprises: if the collected fingerprint
information matches with one fingerprint template, turning on an RF module corresponding

to the fingerprint template, so that the wireless Internet access equipment establishes a
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connection with the network through the RF nodul e corresponding to the
fingerprint tenplate; or, if the collected fingerprint information natches
with a turnon fingerprint tenplate, turning on an RF nodul e correspondi ng
to the turnon fingerprint tenplate, so that the wireless Internet access
equi pnent establishes a connection with the network through 5 the RF nodul e
corresponding to the turnon fingerprint tenplate; or if the collected
fingerprint information matches with a turnoff fingerprint tenplate,

turning off an RF nodul e corresponding to the turnoff fingerprint
t enpl at e, @ndeatios cwitindlet nptyosk denanglc theoRF metvle caormesnonding eoeihs fingerringt

.t ur noftPRpRts Pt Bt U one aoft ierhdfol RN ity EPLE AR | ©

equi pment  @&eRE titting On aA RFAAEd M citedpiling to hSturnontTiigeipfint RRMmphitd, 8b €as
I nternet access equi pnment further conprises an interface, adapted to

connect t Hae wirelsse nfemek aceerstoqnipaent csiaplishareneonngetion il theaeherk) thionghy ugh

t he interfac S r, t ' f t r ARSTHSSLHN
wth the otk et St ptg o FEuRRh, fRRoRf GRBLAR 4, (i BENIRGLRT
The wi r el efiggetping rinfimativmematches ivithiea turacff dirgerpgint temapigtepneniof off anrBF 1 t o
4, wherein the wreless Internet access, equipqment gcﬁrt her .conprises a

notificat ilaﬂd%ﬁﬁf!r%sl’?’%l}% to thedpmelf WCH’GS‘PF femplate, dgfiscopreciipg élcé?_g’%ecflﬂ‘i‘ er net
access eqUAET ml iRl dss MrefnBadt3&! qu.l?;fn‘i@n@%d HRORAGEHEMArduRh (thE RM 76488

| nt ernet access equi pnent, the user a fingerprint authentication

result. 2Qcofrespdmdingito elegsmoffifingenpeint tempbds equi pnent according to any one
of clains 1 to 5 wherein the wireless Internet access equi pment further

conprises a sto e .modul.e (57 adapted.to store the fin LN

tenpl ate. 7. hiﬁ%“f‘%?e§§§mf“§?ft§%‘ﬁgfs st aeerding to-an c%rfred‘?tﬁégﬁs gr%)/ ne of
claims 1 t@Qh&ein thOYRIRs G dcBésS TGuibite! fiktheBEsiRS e Q! iderbaet, ddapteias
conprises a registration nodule (41), 25 adapted to register the wireless

I nternet awwosed tequirprenintopiet Rcessswwquapraan toatusey RmpAeThiongh Seripieriags so
result is Qﬁ@%ﬁgq%g,gl'h'la?eanegerfan%%%an@ﬁﬁgsmmmk QBB 6 ESndMrleWikdi&s

fingerprin
Internet access equipment.
15 5. The wireless Internet access equipment according to any one of claims 1 to 4,
wherein the wireless Internet access equipment further comprises a notification module (56),
adapted to notify, through the wireless Internet access equipment itself or the user terminal
connected to the wireless Internet access equipment, the user of a fingerprint authentication

result.

20 6. The wireless Internet access equipment according to any one of claims 1 to 5,
wherein the wireless Internet access equipment further comprises a storage module (57),

adapted to store the fingerprint template.

7. The wireless Internet access equipment according to any one of claims 1 to 6,

wherein the wireless Internet access equipment further comprises a registration module (41),

25  adapted to register the wireless Internet access equipment with a wireless network when the
comparison result is that the collected fingerprint information matches with the fingerprint

template.

25



25 8. The wireless Internet access equi pnent according to any one of clains
1 to 6, wherein the wireless Internet access equi pnent further conprises a
regi stration nodule (41), adapted to register the wireless Internet access
equi pnent with a wirel ess network before collecting the user's fingerprint
information. 5 9. The wireless Internet access equi pnment according to claim
7 or claim8, wherein the wreless Internet access equi pnent further
conprises a processing nodule (43), adapted to performa dial-up
connection and establish a data service connectjion between the wreless

| nt er net acce8sTheirsashnigmgt asressnpquipaent ageardingido ampiemnet ofecleigiphrt¢ Son

resul't is fhatith w%r&%éﬁ' Iﬁfeh?eg ad ie%l%g{lﬂ, W) ﬁ{'rtﬂ%rod'o%ﬁs]?sgar < {sﬁglﬁ)% bdule {f‘iqgmant

stored fingerprin enplate an W T eless access eq

regi sters adaptedttd eegidtércthe sdrehss Wierket dddess Beipieheivith S WindlessRtwdak Gefote
equi pment according to claim9, wherein the processing nodule further
conpri ses:C‘glemﬁﬂseféé@gwwlﬂmw%l), adapted to receive a dial-up
command delivered by a conputer; and 15 a dial-up connection unit (432),

adapt eds t o eshapld @ﬂel@ssdﬁt%ﬁleﬁarcﬁés%auﬁﬂflaﬂ@&%ﬁﬂlgtt@t:laﬁﬁﬁ or 136 ¥ &H&’éﬁﬁtge |

I nternet access equi pnent and the w rel ess network according to the dial-up
command r ewitlegsdnigynet hesessosguipment uothier Comgprises & provdssiligahodipe M3 wlapied o

settings. 11, The.wreless |lnternet. acce equi pnment accordi ng.to.clai m210,
wherei i HESTOP Gt OB AR P EHIN i perat ComseuOn e el e WAISSt | ng
sel ecti on Hfdrhet @4c3 equitshidic @Al tHe widéhs Retkioik, When AROEGSEPArQsh RQ4lE isBat the
corresponding to a fingerprint tenplate that matches with the inputted-

fi nger pri neollegtad dngarprioh infpemation| mptghes withrthel staredydingerprint temmpbitaiand the e
st or ed; an i L . |ate binds respective.dial-up connection
setti nlgo;1 d‘gga% %al{.‘teﬁ%gécg?géas{éhﬂlg&%%ﬁﬁrre\g%ﬁso%lﬂluﬁftw S gﬁm’%‘hes a data service
connection between the wireless Internet access equi pnent and 25 the

wi r el ess net wibd.k The cwireless glntandt haccessakbquipment naeordirgnto tohemdbalwhefein the
connection sett. ngnodgorrespondi ng to the fingerprint tenplate.

processing le further comprises:
a command receiving unit (431), adapted to receive a dial-up command delivered by a

computer; and

15 a dial-up connection unit (432), adapted to establish a data service connection between
the wireless Internet access equipment and the wireless network according to the dial-up

command received by the command receiving unit and dial-up connection settings.

11. The wireless Internet access equipment according to claim 10, wherein the

processing module further comprises:

20 a connection setting selection unit (433), adapted to read a dial-up connection setting
corresponding to a fingerprint template that matches with the inputted fingerprint
information when multiple stored fingerprint templates are stored and each fingerprint
template binds respective dial-up connection settings, so that the dial-up connection unit
establishes a data service connection between the wireless Internet access equipment and

25  the wireless network according to the dial-up command and the dial-up connection setting

corresponding to the fingerprint template.

26



26 12. The wireless Internet access equi pnment according to any one of
clainms 1 to 11, wherein the wireless Internet access equipnent is a

dat acard, a w rel ess broadband nodule, or a nobile Internet access
terminal. 13. Awreless Internet access system conprising a wreless

I nternet access equipnment 5 according to any one of clains 1 to 12 and a
conputer, wherein the wireless Internet access equipnent and the conputer
are connected through an interface and performdata and comand

transm ssion; and the conputer is adapted to control the wirel ess |Internet
access equi pmiht Theowjrelessointerzet adéea$ equipmentrasceoriding, toampl ope rof slaimsidtte Her vi ce
interaction by using a ta service connection wi.th a, wreless t wor k
establis heﬂh%%mttﬁeew&lﬂfe%ﬁdﬁ??elt ﬁ‘fcg?%eéimpél&%‘g K %ﬁ?f?%é mlfelpefﬁ!’mﬂdtf?éﬁ ﬁrbodﬁ%()r
identifying AnbbilRdffcRiect Aced¥tbihifalM r €l ess I nternet access equi pnent,
conprising: collecting a user's fingerprint information by using a
fingerprint scanner on the wreless Internet access equipnment (71); 15
conpari ng t hel%oh witslesyiintarng @egsss sistenh CORRRINSH Wikcleps BTN AeRPsT PURENSHE | nt
t_errpl atse ’ 9 '?:grdinoucz) %H%Bﬁ@gf Faife8THE1h 308 ol qwe ,Ml%f]em ﬂl@%i&?&g gxﬁérjrxétqﬂcéspe
wirel ess 1Hternet actess equi prrent “accordi hg to the out putted conparison
resul t (73gquipkent BA@ thelcbmgutee afer cirngeted tibaghrad 4ntenfier aidnpdrfoemcdats rmod | i ng
the wireless Internet 20 access equi pnment conprises: if the collected

fi nger pri n¢ompMg trARSMISHIoREAhes with the fingerprint tenplate, allowing
the wireless Internet access equipnment to be used to access the Internet to
receive and  {calsPuler f8ddapte@to tdntlol theGRLIQS iftenbd 42065 REhiPineht tb YefiBint 8N
mat ches with one fingerprint tenplate, 27 perform ng an operation

cor r esponddialgup connhesionj angkpapformidatacseplics ipteragtion by using a data service connection

10  with a wireless network established by the wireless Internet access equipment.

14. A method for identifying a fingerprint with a wireless Internet access equipment,

comprising:

collecting a user's fingerprint information by using a fingerprint scanner on the

wireless Internet access equipment (71);

15 comparing the collected fingerprint information with a stored fingerprint template, and

outputting a comparison result (72); and

controlling the wireless Internet access equipment according to the outputted

comparison result (73).

15. The method according to claim 14, wherein the controlling the wireless Internet

20  access equipment comprises:

if the collected fingerprint information matches with the fingerprint template, allowing
the wireless Internet access equipment to be used to access the Internet to receive and

transmit data; or

if the collected fingerprint information matches with one fingerprint template,
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if the collected fingerprint information matches with none of the
fingerprint tenplates, performng, by the wireless Internet access

equi pnent, no operation or notifying a user that the fingerprint
authentication is failed by using the wireless Internet access equi pment
itself 5 or a user term nal connected to the wireless Internet access
equi pnent. 16. The nmethod according to claim15, wherein the perform ng an
operation corresponding to the fingerprint tenplate conprises: if the
collected fingerprint informati on matches with one fingerprint tenplate,
turning oPeriTREgGias oppratioeerriespaRdingte dhe ngemrinktepwiade. 9 to the fingerprint
tenplate, so that the 10 wireless Internet access equi pnent establishes a

connection w : r '

fingerprint t}eﬁr?rhp %@%Eeé@?l hg%rpﬁxgﬁg&g%%tﬁgﬁ %tgi}%giqﬂ{ghg}o%rgio?l?é ?ﬁ‘%%h’%{ feglt?ur{]r%t ches
with a turpesforthinggly theiwiteldse bpératteaccest equipmentomo eperdtfonrop diotifyingod tises fandi ng
to the turpnon fingerprint tenplate, so.that th Wi reless |Internet access
equi prrent B8 HABFPEMthentieAR & RO b 1N e Yieelens Iokernet Agirgh quiment &gl
modul € £ Or GeARENEifal dnbedth HRAAERIRERAL Lbosk BFRALA, OF 1 the
collected fingerprint informati on matches wth a turnoff fingerprint
tenplate, turning off an RF nodul e corresponding to the turnoff
fingerprint té&epllhe encthod aceordimgnireslaimgls edarei tthe petfotmiog nant loperatiore| ess
I nt ernet access gﬁl%i gﬂﬁgl and fhe twork. through the RF nodul e
correspona‘foﬁrﬁslfoé1 & HEFP tﬁﬁlgpﬁger‘fompqs%snpl ate. 20 17. The met hod
according to any one of clains 14 to 16, wherein the nethod further

conpri ses: seifdhdgoliected fingérpint ipforinatidhMatehey with basififgeifrint (nipgthte Starring er net

access equipnent jitself or a user termnal connected to the wireless

I nternet a¥tadadie digapsash iRy megulercpriesponding dp thy fingarpringdemplate; so that the

aut henty cat,i MESH . i . i 4 to
17, e o AR B ct et eql B BAIaRE s¥ohqiloh & B RhAG MrofifHERE
conpr i ses: madile egrespa@rdingto titeefingerprine template;ernet access equi pnent with a
wirel ess network and establishing a connection with the wireless network

when the compahe %Qllerc(ta’esduhrtlgelrpsrintt r}naitorrglf[;!tiaon matches with a turnon fingerprint template,

turning on an RF module corresponding to the turnon fingerprint template, so that the
wireless Internet access equipment establishes a connection with the network through the

15  RF module corresponding to the turnon fingerprint template; or

if the collected fingerprint information matches with a turnoff fingerprint template,
turning off an RF module corresponding to the turnoff fingerprint template, and
disconnecting a connection between the wireless Internet access equipment and the network

through the RF module corresponding to the turnoff fingerprint template.

20 17. The method according to any one of claims 14 to 16, wherein the method further
comprises: sending a notification to the user through the wireless Internet access equipment
itself or a user terminal connected to the wireless Internet access equipment to notify the

user of a fingerprint authentication result.

18. The method according to any one of claims 14 to 17, wherein the controlling the

25  wireless Internet access equipment comprises:
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collected fingerprint informati on matches with the stored fingerprint

tenpl ate. 19. The nethod according to any one of clains 14 to 17, wherein
the nethod further 5 conprises: registering the wireless Internet access
equi pnent with a wirel ess network before collecting the user's fingerprint
information. 20. The nethod according to claim19, wherein, when the
conparison result is that the collected fingerprint information
successfully matches with the stored fingerprint tenplate, 10 and the

w rel ess Internet access equi pnent registers with the wireless network,
perform ng a digistering thonwaelessomtemet eeteahleifeinmanidatith 8eviyeles edwadcandn

bet ween the, w.rel ess | nternet. .access equi t d the wrel twor K.
21. The meSHOMIRESPOPIGILVER S S ey R e 5 cqmiperie festiE st g
wirel ess doNe&bd BhodtfiGiR SSfoRAAtIoRTRAEhedilith thd@otetl Fiabepainttemplatk, or after the
obtaining the fingerprint 15 information inputted by the user by using the
fingerprint sensor, or when the inputted fingerprint information

successful |y h&tTheenethpd pecoring toryPneioh slaims L fo 4 baphetein the method furthey
furtherg co%;rggé: receiving, by the wireless Internet access equi pnent, a
dial-up co nd delivered by a conputer; and 20 the perform ng, by the

W reless Internet access equi pnent, the dial-up connection and

establ i shing tdgestatmgaths eviviless Intemet cictass egitipmenh avithy @ otieless metwwsk Kefore
conpri ses: tablishing,. by.the.wireless Internet access equi pnent, a data
servi ce COWE%@H € efgﬁf’ﬁ%‘%W‘trlﬁfOé‘?Euo%etmrk according to the delivered

di al -up command and di al -up connection settings. 22. The nethod accordi ng
to claim21, pherimetibieacordidg pletithi19gRh@einntvhéretiplcaingarisor esattds giapthed,
and each fingerprint tenplate binds respective dial-up connection settings,

the 29 netdliseted fingerarintapfosnptienssuceessiyily gnaichgs Hithdhe storeA dingrprnkiemplaliy

corresgpnd] A L ri : ] ' | t.ed

cor e RPICpR Suld IASORAR RIS U FLEGR B i
a dial-up connection and establish a data service connection between the wireless Internet

access equipment and the wireless network.

21. The method according to claim 20, wherein after the registering the wireless

Internet access equipment with the wireless network, or after the obtaining the fingerprint

15 information inputted by the user by using the fingerprint sensor, or when the inputted
fingerprint information successfully matches with the stored fingerprint template, the

method further comprises:

receiving, by the wireless Internet access equipment, a dial-up command delivered by

a computer; and

20 the performing, by the wireless Internet access equipment, the dial-up connection and
establishing the data service connection with the wireless network comprises: establishing,
by the wireless Internet access equipment, a data service connection with the wireless

network according to the delivered dial-up command and dial-up connection settings.

22. The method according to claim 21, wherein when multiple fingerprint templates

25 are stored, and each fingerprint template binds respective dial-up connection settings, the
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connection setting is used for dial-up connection by the wireless |Internet
access equipnent, 5 so as to establish a data service connection wth the
wirel ess network. 30

method further comprises:

reading a dial-up connection setting corresponding to a fingerprint template that
matches with the inputted fingerprint information, wherein the corresponding dial-up
connection setting is used for dial-up connection by the wireless Internet access equipment,

5 so as to establish a data service connection with the wireless network.
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