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AA  Shares a first symmetric key with an authorization device
BB  Terminal device
CC  Registration device
DD Authorization device
EE  Shares a first symmelric key with a terminal device and stores an
ownership relation record of the terminal device
401.(1)  Generate a first authentication code according to a first
symmelric key, and generale a first authentication request carrying the first
authentication code
401.(2) Send the first authentication request
402(1)  Generate a second authentication request according fo the first
authentication request, the second authentication request carrying tne first
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authentication code
402.(2)  Send the second authentication request
403.(1)  Verify the first authentication code according to the first
symmelric key and an ownership relation record; and after the verification is
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passed, generate a first authentication confirmation message (which carries

B 4 a second authentication code generated according 1o the first symmetric
key), the first authentication confirmation message indicating the ownership
relation between an authorization terminal device and a network where a
registration device is located

403.2) Send the first authentication cenfirmation message

404.(1) Confirm a second authentication confirmaticn message (which
carries the second authentication code) according to the first authentication
confirmation message

404(2)  Send the second authentication confirmation message

405 Verify the second authentication code: and after the verification is
passed, determine that the two-way identity authentication is passed

(57) Abstract: Embodiments of the present application relate to the technical field of security. Disclosed are an identity authentication
system, method and apparatus, a device, and a computer readable storage medium. In the embodiments of the present application, a
method for authenticating the identity on the basis of a symmetric key is implemented by sharing a first symmetric key between a
terminal device and an authorization device. In this way, an authentication code generated on the basis of the symmetric key is not
prone to fake in the whole identity authentication process while ensuring the confidentiality of the symmetric key, and the security and
reliability of identity authentication can be ensured. Moreover, according to the present solution, the two-way identity authentication
of the terminal device and a registration device is achieved by means of the authorization device, and the security risk problem in the
one-way identity authentication is avoided, that is, the security of the present solution is higher.
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