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WD 2004/ 014020 PCT/ |1 B2003/ 003187 -1 FI NE- GRAI NED

FORWARD- SECURE S| GNATURE SCHEME TECHNI CAL FI ELD The
w@e@gonto20 nvention relates to a nmethod for proRCTIBRG03H03187

secret cryptographic key andi-public 5 cryptographic

key applicable in a network of connected conputer

nodes using a signature schene. Moreover, the

invention relates to methods for providing and

verifying a signature value on nessa e in_the

et WEINEERASNRILF SR AR NATRESCHEME

commruni catl ng the vali d| ty of the gener ated signature

value in the event of a detected intrusion is also

di scl osed _herein. 10 BACKGROUND OF THE | NVENTI ON
TECHNIEAM JIRLY or digital signatures are used to

authenticate information, that is to securely tie the

The p%fs)egt{{ ﬁ&@fﬁg}gn{ atf:%g)e(:t ! ﬁné)ldcfgg grﬁo&gﬁrgg & gcrgt&wgﬁ{aﬁmg%g and public
cryptogtpRR! kiRl 1ﬁt& BetWorip b GufiReckdl dohRitgNeddes @Singan dignature

anyone should be able to verify themin order to
schemcoMnrcm/er dhe switentiom a¢lateh o me@mls fDIhE@éfdh%g grd yetifying a signature

docu nent Wil e .man digital me
value o, A H@%ﬁ%a%ﬁ' dB oglgd nggvcfrg fgco]ng%tedf 6%[)e Gf‘I ?}18%}%&01{& Enethod for
commtuﬁf@ﬁfn @ 'vﬁ!l?dh)ﬁr df ghd %en@rh@ﬂ adi pia@urs Ve $n Sk feéntf 600 detected
anmental shortcom ng: once the secret Kkey is
nnnwkmakewodﬁokm@kmnghe because a hacker nmanaged to break
into the signer's conputer, and, when this |eakage is
det ected, the public key is revoked then all
gnhat ur es roduced bf/ the signer become reputable,
BACKGBOUNE QEETHE INYFEFIOQMssi bl e to di stingui sh whet her
a signature was 20 produced by the signer or the

Electrglélclr(pgtrdlglﬁr gl\rgg%grreg &ﬁf‘[‘ }ql g3 aﬁﬁ’] %caatt gor%gaggfqe Ptcft% M géc%rely tie the

contefﬁ§ BE &Y @1&:&%16 goieat tPDsiser! MokSHedisdf; o dhd ﬁgner s public key. Only
t1 me-stanpi ng service. Hére each signature is sent to

the tI'lE mgm slewiild he rblepaptaduphvalii agg@tléremdalgﬁone@bﬁﬂél beialp to verify

o 3G B BBt b BN B ofhypene. Whle many
digitat éig&T%%%&shﬁ@@B&ntﬂ}sp&b@ 86 far! £ieokad ub&r 1n@ii£ﬂtic§ tdeRY.

Hehce, assum ng that the trusted third party's key

is never |eaked, non-repudiation is guaranteed.
Ordinh@vmg‘ﬁaﬂ,sigxhain&esohmﬁésosuffee cﬁmim asfuﬁdaaqemait shioriceningt ooee the secret

key is\émgzikl;ﬂg@g 2{9@1@% btplcgalurﬁgti %gcfééel}f/ ’Frglgp%ed’ to tbl;]é:"ak i%ltloqﬁe gltgg(%, coglputer and,

when this leakage is detected, the public key is revoked then all signatures produced by the

signer become reputable, i.e., it is no longer possible to distinguish whether a signature was
produced by the signer or the hacker. Therefore ordinary signature schemes can pre se not
provide non-repudiation. One possibility to achieve non-repudiation is to use a so-called
time-stamping service. Here each signature is sent to a trusted third party who signs a message
containing the signature and the current date and time. A signature is considered
non-reputable if it was time-stamped before the signer revoked her public key. Hence,
assuming that the trusted third party's key is never leaked, non-repudiation is guaranteed.
However, this solution requires frequent interaction with a trusted third party, e.g., the

time-stamping service, which is not desirable.
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possibility is to change the keys frequently, i.e., to
waig@4alged f erent key pair each day and del et eP@i/iB20682003187

secret keys of past days. 14-then i s understood t hat

if a day has passed w thout that the user has revoked

that day's key then all the signatures nmade with
AnothérgsoRgiblity & totdh@ndecthe &egs froquentplitebioaise Briffeient keyr pair each day

requires again frequent interaction wth the truste

and del¢te radl e paetey keysr of paré dobibI X dhavelp Wteriendt that e day as passed

, | j f bl | :
witnonf s . e TR+ BUEL U 58 S G Sh A Sespct o
the ke Ehke RioBLrbsurtkiRY. THS Yibie JEcupay 'z'lgaiﬁ/hlégt'%ﬁt it ractivrewith tigtrited third

the author at the 4th ACM CCS (19 Sept enber 2000,
party, andthe qrabtit | keyobasgmpe large.ei.aind 1Nt pérmpgy ppblic keys. Forward secure

signa SR RSl b RO R S e o e S hubtc sy
cryptog}gbysmé M=BEEr, prdleRied ) BBIamoft 3l tidih ARVI OQGS1(1997), September

rlag, 1999, sol ve thi's probl em by having only one .
2000, pebformalizey tyBellapesand Miner én " A dgravard-serarg digitdsignagyrerscheme”, In

. j.od. In facgt t f d i t
o N et S S CE A SRR Lncs
pages Eﬁf—iﬁl@g’, §[Jf’rfh%b1t V@rle@%’,‘ 9999, ol tRIsPLbBIEM byPRAViRHohly ode public key but

e-way fashion. Tn principle, a forward secure
many sdicgn&eys e ose frermacls imetyeeriodt b faetd nfasp feraiayd sacdfendgrature schemes

si gnature .15 schene: .the signer choos neyw secr .
allow S8 o (6o et 5FY SLIRE CUTAat S Beod rat g i e previous
periodq? a o&n@ﬁw gLWas sl secure signature schene becone the set

of the ordinary public keys index by the tinme period

for which they are valid. To sign a nessage the signer
In prine$€s, 4 fiewaklseetireksighanfre sétreime qarbeochtai®ad érom anynerdinary signature

eri od has passed, the sj r .del etes the res ive. ..
schemgil SIZIRESIO0HS o S8} b igkey cpef} dme BRRAYE g Public key of
the foxlfvﬁaré(?\'?&glré S%Ha{t re. JODWRY %?coniegﬁlf%‘a ?Bﬁe'&diﬁﬁgg}%&%ﬂ; keys index by the

rcrent’interns o publi ¢ and
time petiod grewhithtesyete valid. (Tondigh o mvasage ke sigaersisgntieueeret key of that
_ schenes suffer fromthe fqllo 'ﬁ problem, In c%fe]?f
periods ORge R recperpd 4S PHSee) e HEncs dglkies (e spRttiue Foprieg. 101 easy to
see thit & sBﬁéﬂans fb?&/grdt Rchie. H@Q/@Lér,eﬁleas@ﬁiemf Rerate Hesthidient in terms of
signer needs to re-1ssue them One solution to this is
(publit endisRres)@biage.i me- peri ods which only works if the
conplexity of the key update is conparable to the

conplexity of 25 signing. Fromthe above it follows
Howevératutrénsriorward sseeure | signafure schampasowélier fempde fallogiing problem. In

case of Iaqlgctel'rl'rs %rg’af(blgrgﬁ the signatures made in this time-period have to be recalled and
the (honest) signer needs to re-issue them. One solution to this is to use small time-periods
which only works if the complexity of the key update is comparable to the complexity of

signing.

From the above it follows that there is a call for an improved forward secure signature scheme
that is more secure and efficient. The scheme should furthermore allow to react on a hacker's

break-in immediately without re-issuing signatures for the past.
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that is nore secure and efficient. The schene shoul d
furthernore allow to react on a hacker's break-in
w0 paveaii4t@el y wi t hout re-issuing signatures forP@TEB2003/003187

past. WD 2004/ 014020 PCT/| B23603/ 003187 -3 SUMVARY AND

ADVANTAGES OF THE | NVENTION I n accordance with a first

aspect of the present invention, there is given a

nmet hod_f or rOV|d|n ographi c key sk
SUMMAB%AB%AP: 61%“?9 fgh‘i{fﬁﬁﬁ§ plicable in a

net wor k of connected conputer nodes using a signature

In accrsqg%glg‘g%i@ %n‘ﬁf I[ gaégec% ﬁo G eg[grtgs%?l# 1“‘2%18?%1 tlIneM ?% g‘f\%ﬁpyﬁ}‘?&hod for
providfﬁ Ets@%ﬁ%pﬁ)glﬁ@‘mcske ¥k aﬁ@'aelﬁlbhﬁgc p‘@@gﬂapmdqmyflﬂ@h@’hcable in a

ues P mul'tiplying the two sel ected random
netwoﬂa@& @mnneciédieanpyter 1Qdes ugibg ausngnatum) sahems. The methoris exgeytable by

o vt S ik A RS DR o e o REREGEC ey oy
selectiflg ’tWB randdm f28foi%aRed P, Qf mhﬁ%lﬁﬁg iRt twoGkkMepled Ghridht factor Walues P,
X' . The method further rrgrl ses generatl ng

g
Qto dbken puilxbdud:uscveghm @9x aphsadectibg laesgcisk W @@e@t 'y in dependence on

the mﬁﬂﬁﬂ? & a{'ﬂfs& VE %gl%nﬁ‘evﬁa?lcregﬁ?aﬁ% n‘ﬁam‘?e ;Z?rlfo ﬁ(?n%\r?i’;\? ik %f The secret

t hic ke§l g’ Q\ct'ﬁfeﬁ@t‘ﬁf)@tf 10R3 CoMPHMS ddneraling the ubhcc tographic
C%O%aé)rlecl ne%t e public baseuva ug 8,1 ,@x andgt ep nod uryllj)sgrp

key pk/by seledtinfzr mnpizer otﬁfexpmenmﬂiﬂleswl,cr,@pu@gd@mg:a R@;llCdDase value g,

. Th h
b x S B one S o oot 6 PR Bt B L 2n8lin e oot
base \ﬁ[&\% %, ROl e RISBhIE varu¥ Y QanAPAH 6f fh@)bughc Bryptbgré?gbhlc key g, h, x,
n the networKk; suchthat he publiic 15
N. The mgticaifiusthér @nieisegthelsteps of melanng Ehte tWeatemde Eactsir velves P, Q; and
el ect ed .exponent alues bl e
providjpg Itl?eyp 15 rgpt@grap Jrceke‘yag Jté %, N)}Vlthén %ﬁggl% aSélgfl rﬁlq’c the public
crypt rp'ﬁ y‘"%,t}b' LONE MR R ELAMPbKe 60he sSIRERA exp&RAPWIREs 1098, is usable
veri'fi’cation. 1n a second aspect of the present
for vetifyiegh bignatutehexiee i, 3, o e measagethtbe ssnt Withini the nefwark to a second
, a on a nessage min a network

i
ComP‘é"’Flg’&?P:?ﬁI@EY%bflC@Hﬂ%uter nodes, the nmethod being 20

executable by a first conputer node and conprising the

Ina sgcto?ﬁsatsﬁerct 8§ h%cﬂérér:] agb rﬁlézgﬁticﬁlt tl?e'r@ﬁ iV&ifa ﬁ{eﬂfﬂr?gli% rov1d1ng a signature

Si exponent [ue el
value li, Pfa 6 pomeshgy A es neéivork of ebnnecﬁttdcbodqmterl mgles the crmulmbd being
nature elenment y froma provi ded sec
execugqbgapbb@rfar,gh pempeigr gode anl compuising theastapy gé@%leqtﬁlg a, figpt signature

eleme%nﬁg a sﬁg&u?é(gﬁ)%ﬁ% n\éﬁ.{ e ?ro numb Cf?f"ég(goﬂéﬂf‘balues €lyeens®

and d&iENE ﬁtsec)tmd&rgilatuh@ elsingfiigy fiom @pmmgﬂ Eeec;:tgﬂnamptegrzg]tag |rk:j7 g by X
the m%sslélgg Vr\g and the number I of exponent values ei,...,e; such that the first signature
element a, the second signature element y, and the signature exponent value e; satisfy a known
relationship with the message m and a provided public cryptographic key g, h, x, N, wherein
the signature value i, y, a comprises the first signature element a, the second signature element
y, and a signature reference i to the signature exponent value e;, the signature value i, y, a

being sendable within the network to a second computer node for verification.

In a third aspect of the present invention, there is given a method for verifying a signature

value i, y, a on a message m in a network of connected computer nodes, the method being
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25 relationship with the nessage mand a provided
public cryptographic key g, h, x, N, wherein the
wak@gaataee value i, y, a conprises the first sPQIE20032003187
el ement a, the second signature elenent vy, and a
signature reference i to the signature exponent val ue
el, the signature value i, y, a being sendable wthin
executhtl€ b?ei ¥Rk teBmpuee Goad 260 RPaipEsing abke sfeps of receiving the signature
verification. In a third aspect of the present
value i, v enfrpwna ftrhtemnplgergnm darlwgrﬂ)algﬂ%iﬂfev@mopﬂtnbal‘ée e; from the

30
signaniie S0k - broscBicetne ket 4R SidBEe Ryl @ md part of the
signattf®Ov3R04/ P IAQARryROIH v RO3HAS33 Svith thé nesspelabh alpyovdded public

second conputer node and conprising the steps of
cryptoglaphmcvkelyggt hex,sNgottenwise whisig the Spgnagure rsdHeal.fY.r &t Wherein the

ter node; deriv nat XPO
signatfip GH o o1 ghegried e fisP B TERGRET b pURLLEET 6t cxponent
values\g‘let,g,etf%lrobﬁeg 's&ﬂ&tcﬁﬁoﬁéﬁlﬁ@ RE‘}‘ gy @l.ue, &id tﬁé‘ﬁleﬁk’agé nof
nature val ue i sati sfy a known
relationship with t he rressage m and a provided public ‘
In a fourthraypdco gf ﬂi@fpr@seheiﬁvgnudm, there N glmnl'ﬂammﬁmd fmecf:cusmnglcam within

si gnature val ue i, wher ei n_t he ture val
a netwiork gi ceanagied GURBH(EE BicP MYy PEA SSGRET LHES bpefidhfie event of
alé i, y, a, th thod
an exprg?ur\c; og gggcgrrgtc clr; ?tfo ?ﬁl? Easlé ﬁléllgﬂx%:t;) fhid sxgnatu?e valf z 7,4 the metho
comprishes H8SEpEf definihg af ofddnl toff bxpiﬁﬁ&’ctahﬂﬁs éﬁheezppwﬂshmg a description

invention, there 1s given a nethod for_ comrunic tﬁé’ t%
of the gkparient vaéuqseeaw:@néfhwﬁﬁéﬁt%e@?ﬁﬁwé’%ueﬁ Bt Pl the network;
Ray \i@fin &fe network
pubtisf e tesdorfon TRy 6 Epd Bt U dxpolent eldbs L7, G 630 Bl nevor
such th&l @kivaldie of e Sicghatewgue flye is,deyerminablechby nlenngcthle revocation

conprising the steps of deflnlng an qrder of ex
referencsljuths oeder of exmmentp‘(ﬂblqwm vy 28 dgueYidpd Pehiic YD pgpc key pk.

exponent values e1|.. and the order of the
nt val

The pl&ﬁgl‘;)t? aa}sg oeflae Lhi gsg&?rg ST HRL I§?he%xha that is provably

one o

secureeﬁ RORE B i %{ H:%%s 84 no heuﬁélucVﬂuEH hd tHebr@ndtﬁﬁ vRicle mS(dkﬂhMoreover the
the validity of the signature value i, v, -

presenﬂ@i metlnodaﬁirt—n yo thsi bagistofi@ finsvereiaed serwasl-pespey %git“’ém}" scheme that

is secgﬁ @pg E&GY of e ﬁ%e%h Valalgcg\%/s Slgﬁqté) rs?. s%’ﬁ%ﬁ%‘t‘ﬁ% Bé %gél&:? greak—ms
such tﬁﬁr ﬁ%ﬂaﬂfre Q@ﬁieﬁ ﬁ%ﬁn thel REVRTIOrefRE AidS W@t e Sssaitiyeti®m and future

I's provably secure, i.e., its security relies on
s1gnatnm Vedues ibasedcorsarcexmsed key qﬁarhstod‘?rmf@dlaécmé Y In other words, when

T R —
valueét groﬁﬁ&:ldrlﬁ LAl ﬁhfé'p%ﬁbd id B dvaht 6 a %émléﬁy;ﬁd)gr?ﬁbﬁc-ﬁaﬁexposure.

react inmediately on hacker break-ins 20 su t hat
Re-sigiigmatiedious; hbense ftmamid involyade centhdtithe pardesagatn, pad possibly some
wi t hout re-issuing themand future

re-negotiating.

In general, the presented methods form the basis of a forward-secure signature scheme, in
which each prepared signature value, also referred to as signature, carries an ascending
signature reference i, that also is contemplated as an ascending index i. This index iis
attached to the signature value i, y, a in a way such that once it is used, no lower index can be

used again to sign. Then, whenever an adversary breaks in, an honest signer can just announce
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signature val ues based on an exposed key can be
identified accordingly. In other words, when using
W b@4014020 gr ai ned forward-secure signature schePOPIBloey@3187

is no need to re-sign sigmature values produced in a
current tinme period in the event of a
secret-cryptographi c-key exposure. Re-signing is

the culr@fliifdEx, eB€ Qﬁlisﬁgiliﬁag soMael ls%laciam Yidsytge tviticepat to tHeecurrent index, as
parties again, and possibly some 25 re-negotiatjng.

part of thegeeveeation mhssage éafethecirient Haws perédmlt fe spndepfoog that all

. forward: secure signature hene,; i ' . iod
signangPLRRIEIN Br e P A0 ol g el Haf] if 8 tevoked period up
to the MnPNALd ifdexCRE VhIRE 18 n8SE&EIHNY signature reference

I, that also is contenplated as an ascendi ng i ndex i.
This index i is attached to the signature value i, v,
Tnstead dfNugingvajins ysiotifatikorineoidinary fosweatd-seairt csignatimadesremes, the

) can be 30 used again to_ _sign. Then, whepeve an. h
fine-graingd feuyayd-Bpciak §lg¥lﬁ}lfeaﬁ'~?hﬂ8% ypgates @ﬁéFCfé‘aﬁfYP{?&aP 1¢ key whenevet
a newaﬁggsldgf s %g((l)oﬁ{ %49%:% RET bRAROB(P Q3§§r7qrs's'§lsikﬁl? which can be

curre I ndex, e.g., by signing some special "nessage
immedibttly figtipeciuetto dxigemur ofetoblsi cudled , inrgsiopaletectdén syrgems, one can
revocati on nessage for the current ti eriod, It is
revoke the publieiepBIOSERDICHSY Sl x> N ?@%a‘#ﬁﬁa éh%'@a@w?ﬂ infleg gy Thereby other
il L adls; ! icfif isSREQidrAndr& This prevents
comp i TEpBE SO R o\ AU ARG TR Ui AL This proven
other ]ibart@es, foR@Risingthé aplosed providsd eaetafypsgraphit kep gpdr:i dds sign while
i ke in ordinary forward-secure signature schenmes, the
not requivieg tprigripRag PRYSIEAHUSecur e si gnat ure scheme updat es
the secret cryptographic key whenever a new nmessage
Is signed. In the event of [ - nto. ' ; :
A deseFraRnrit T LB TS S DR P e 3hRE ofc. This atlows
every Bdredt8NpAtOb VBB e Galidigfof (hé kighataRr. det ection systens,
one can revoke the public cryptographic key g, h, x,
N and publish the |ast used index i. Thereby other 10 )
It can be dpfificer annmdesofaha sdlectéchéxponed valos .t leefor ghallingto gpmmunicate
al ready issued signatures., This prevents..other .
the vajjdity ot therSae iVFr]glet”h)é e s 8P oh 3 glSgted dRtpuiyon. This enables the
ine-ofiNdl RE5 AR Urth & S¥séhida scllede. X' 1 10 sign while not
fine g?%%%@%g tor e-&%égsue Sr?agt esi ghatures. A description
of the exponent values el,...,el can be provided _
Each ¥ thBexpdrear Vviiasr K.e; Thi be ajpliedso atauest pné sigeatest exue i, y, a, which
party to verify the validity of the signature. 15 It
allowst@rprpeide aSeqieeiSigpatBiedereds t he sel ect ed exponent

val ues el,...,er _for enabl i ng to conmuni cate t he
A mo‘éq?lerlgl%l t@%/é%%@thpqeg%e nl?)tgﬁc_ra%ﬁ/??%cﬂgeﬁllg% lvéfgn?ﬁ% QelibfichVS the signature

element y further comprises the step of deriving a signature base value g, ki, x; by using the
provided public cryptographic key g, A, x, N, the provided secret cryptographic key g'n by, X'y

and the exponent values ex,...,er

When a new secret cryptographic key g'ui, A'u1, X1 is derived from the provided secret
cryptographic key g, k', x'; and the selected signature exponent value e;, then the advantage

occurs that forward security can be achieved.



fine-grained property of the presented schene. Each of
t he exponent values el,...,el can be applied to at
WOR®H/00te20 Si gnature value i, y, a, which all oIsT/AR2003/003187
provi de a secure signature &thene. 20 A nore efficient
signature generation can be achi eved when the
derivation of the signature elenent y further
conprises the step of deriving a signature base val ue
gi, hi, xi by using the provided public cryptographic
key g, h, x, N, the provided secret cryptographic key
gi, hi, x'"i, and the exponent values el,...,ei.
DESCRYAMNION OBWHEDRAWINGPt ogr aphi ¢ key gi +1, hi+1, x'i +l
is derived fromthe provided secret 25 cryptographic
key g'i, h'i, x'"i and the sel ected signature exponent
value ei, then the advantage occurs that forward

Preferrsé emtbotlimanss ob ¢heaimivemticadare \iBs@ild/ 9 1dp0@D below, by way of example

PCT/lBZOOB/ﬁ%;l?? . - 6-, DES( PTI ON OF THE DRAW NGS
only, withaetereneg te RsIaHAENE SCRAMAUCLIWASHt i on are descri bed

in detail below, by way of exanple only, wth
reference to the follow ng schematic drawings. 5 FIG
1 sho

a typi.cal net k of connected conputer nodes.

5 FIG.Ig g 2 Wéﬁglﬂcﬁélﬁ%%icﬂ%ﬁe COYPUIR P%dr%s'pr oviding a
secret cryptographic key and a public cryPtographip

FIG. %ey appbisalschemnatiofiaw diaewsn foraroudnaacedst gypipgtaphic key and a

oS G R SIS I QYRR Mo computer
net wordode§. connected conputer nodes. FIG 4 shows a
schematic flow diagram for verifying the signature
val ue. . Fl 5 : j  agh amd @f
FIG. 35 e O SRS A0y REMER (b prcl fHh A SRR Plluc on 2 message
10 conputigrihdpEesrit bconaédiel éommitetdudesi gnature val ue in
the event of an exposure of a secret cryptographic

FIG. £€Y Iroegh%.w. ggsc%%}lﬁt S DR forRliBgng the stAgud AnhaIgs

are provi I1Tustrdtive purpose only and do not

ecessarily represen practical exanpl.es. of the
FIG. g;)r esenﬁ‘oi“ﬁv% At eé‘?f‘tlf:ot[‘%v& ac{l%?zr ) ﬁﬁ?@%&ﬁ%ﬁg withlf the network of
PCT/ | B2R3408 gaiﬁguter nodes the validity of the signature value in the event of an

exposure of a secret cryptographic key relating to the signature value.

15 The drawings are provided for illustrative purpose only and do not necessarily represent

practical examples of the present invention to scale.
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-7- Gossary The followng are informal definitions to
aid in the understandi ng of the description. The
waek@adiqoed ate to the terns indicated besi de anPCHIB003/003187

used within the description/-5 P, Q random factor

val ues, preferably prinmes N nodul us val ue k nunber of

bits of N el,...,el exponent values ei signature
GlossafytPonent value 10 Wseed, part of description of

exponent values RN subgroup of squares in Z*N 1

security paraneter loll), bit-strings of length | g',
The folfowing amemf@inabasfiniviahsi¢o bl imgtheaurderstangdingeef #te description. The

crypt ogr aphi ¢ ke sk). 15. g'i 'S rovi ded
signs rela ﬁg tt}?ectpg‘ﬁq @&*cgé%(t@s%gg ).';ncg ajieg_.l’sc’ad W'E]tpip t’he Qéﬁcﬁpg%w or
updat ed secret cryptographic key g, h, x formng a
public base value g, h, x, N public cryptographic key
P,Q (pk) raidopt faciod edlupsilpréferablyypingr aphi ¢ key (pk) a
first signature elenent 20 y second signature el enent
i si seVal@f erence to a signature exponent val ue ei
K j re %&%%%8 i[segf%ence signature reference | number of
si gnature val ues producable 25 i, y, a fornmng a
€1,0rnneS| gn@kp@@nvaﬂu@ in nmessage pl, P2, P3, P4 first,

second, third, fourth conputer node to starting tine
e signature exponent value

W seed, part of description of exponent values
QRx subgroup of squares in Z*y

l security parameter

(0,1} bit-strings of length [

g, h',x' secret base value being part of a secret cryptographic key (sk)
g, h'y x'y  provided secret cryptographic key

g'w1, B'u1, X'51 new or updated secret cryptographic key

g h,x forming a public base value

g, h,x,N  public cryptographic key (pk) or provided public cryptographic key (pk)

a first signature element

y second signature element

i signature reference to a signature exponent value e;
j revocation reference

J' signature reference

I number of signature values producable

i,y,a forming a signature value

m message

D1, D2, P3, pe first, second, third, fourth computer node

fo starting time
T time period
ta duration of time period

s number of producable signature values per time period
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T time period 30 to duration of tine period s nunber
of producabl e signature values per tine period WD
wQoe40004020 PCT/ 1 B2003/ 003187 -8 DETAI LED DESCRIB20030N3187
AND EMBODI MENTS Wth generdl-reference to the figures,
the features of a fine-grained forward-secure
signature schenmes within a network are described in
nore detail below. 5 Turning to Fig. 1 which shows an
exanpl e of a common conputer system2. It conprises
here a first, second, third, and fourth conputer node
DETARIED PESCRIPTRAN WNR ENMBODIMENGS ed via communi cati on
lines 5 to a network. Each conputer node pl, P2, P3,
P4, may be any type of conputer device or_network .
With peernlorsterpswriolthe Haeresrthe ERSWEROF BRIEERIGH VAR JroBye Signature
wear.abl e . conputer t I r system The
schemes WHthiR 2 AGHYQ %pafq’ ‘%eégltﬂ%gﬁ nkl)lg&ggf/&go@m}% i cation 10 neans
commonly known to transmt data or nessages from one
Tuming%rﬁ @A v ARERSle of FVmrhoBéanser dybm 2. It comprises here
o} icatiron lines may be either single, . )
a firsthisecthd edtitdyred foontrueimomtteonodd pneg:, Psbet wabeh @gcgonnected via

pai r, of  comnput er node , P2 3, ,P4 or one
comm{FAAsioRditER ovi & PEGTE T8l ROl ot & TP L, oy ype of
compubd'devRE of QERIHE HeNOIEFow in the artfom BEolipRtcs BAERMIp or a wearable

computer system?2 1s shown to facilitate the o
computi@30ra Jatgeocomputetheystenl. Thei cognmuticasipn Hugs eandeany communication

allowing a 15 forward:secure siggﬁture scheng

means{GoRBILR kRN {18 AR A P MEP PR PR Ve %ngodde% another.

For inSah&! gllﬁé @Bmbl@icafion HAYS ndhySE 8k Gndlk O¥i-dlier86=N do@imunication

providing a secret cryptographic key and a public =
lines Chatptageahhpatr dgorappén wales @1,im. phe. peowppridgectional line in each
. .connected conputer nodes. The steps ta be erfornme
dirctigh BOTAFaR AR H (HOLCHIRG®T B g A LI HUNBGP EOBEtr system 2
is shoWn>RF ?Jc('ijl‘ftﬁﬂeyt eT&@cﬁftfH?l bEfR! EERying OnOHB®Y dbrinifs abill GBWing a
are used to denote the sanme or |like parts. The
forwardeseeuraisignatusd scheme ané b fineygnaineyt fopwiand-deeyre signairasgeheme.
referred to as secret key, and a public cryptographic
key pk, also referred to as public key, is here
Key Geraragoired by the first conputer node pl. At first,
the secret cryptographic key sk is generated by
Fig. ZSsﬁcl)\Ss(,: 21 Isc rrtlzllt\i% fiw %glrafrr? %roprroyialn%easse%ret cryptographic key and a public
cryptographic key applicable in the network of connected computer nodes. The steps to be
performed are indicated in boxes and labeled with numbers, respectively. The same reference

numerals or signs are used to denote the same or like parts.

The generation of a secret cryptographic key sk, also referred to as secret key, and a public
cryptographic key pk, also referred to as public key, is here performed by the first computer

node p;.

At first, the secret cryptographic key sk is generated by selecting two random factor values P,
Q, labeled with 20, 21. These two selected random factor values P, Q are then multiplied and

!

a modulus value N is thereby obtained, as labeled with 22. Then, a secret base value g', ', x
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25 Q labeled with 20, 21. These two sel ected random
factor values P, Qare then nmultiplied and a nodul us

WO 2004014420 s t her eby obt ai ned, as | abel ed w t h PCT/1Bae303187
a secret base value g', h' ;9% WD 2004/014020
PCT/ 1 B2003/ 003187 -9 is selected in dependence on the
nodul us value N, as | abeled wth box 23, wherein the

is se1e§t@§ 'i@ He &R e\Gal tHe nibduli 'value' N f sl ith Bbx 2B ﬁwﬁﬁeﬁﬂhe secret
ra hi c key sk, here al so denoted as

base val(ue gecﬁorxﬁ ormp Paty gﬁthecse@tpmptgg@phm&ekély hske agigo denoted as g B, x

generat ed by sel ecting a nunber of exponent val ues

o b SRl i BHELLE 00557 o
r k)

R T

values>@1,a.[1d1 dnehereebuttibmse ahlue g\ Af,or ,rasdabvdledofvith RS, phbteircthe pubhc base

pt ographi ¢ key pk, denoted as
value Iga eP‘eaé} v&ﬁ? Foosylus YAl \%ﬁqr%’n%hf’% Hha B‘l‘bl\%acf%@g’fﬂpﬁl@ ey Pk also

hou f r
denote%i % e d V\Z ?{L§%}§gle¢h\§éﬁ€) ‘3@] ?@e f(t)v?«?/ rr)fér%?{ap or ‘%2.3;@@ Q%ﬁould be

deleted a:ftéiW@dspfo@‘&edEﬂy Ydabdtisnad indicartweoittk 27.8Fhei pulblhc a;’ryegﬂogmphac key g,
such that other conmputer nodes 10

2 3, p4 h

h, x, l\éascerggldﬁé viiHii theeetwork, ad inghcatadnwith Gby L@héﬁ@mt@egrcg%%@r nodes
d

P oo Ry kR b, Ry BRL B B g o e

one ofathslsalléa:‘eﬂ ferMﬁfJnueallJes &y....eQwilldbessablef for Ivaufyhrg aaSlgnature value i, y,
gﬁnature on a nessage in which is to be s&gb
o, alsy eEeTreetieh Rignaflreg OB 2 Message & SRS & B BRIE W @e&QtW%F to, e.g.,
r | 'owi ng the generation
the Sec Cﬁm%g{eeé?‘g?@é f?gt%%gfrl%agﬁ %Gﬁ)og&sk and the public
cryptographlc 15 key pk is presented as an enbodi nment

In the \fbnchvlﬁ% R SERERLBRLD &ﬁ%%bl‘é@érye@%ﬁt bhis kefsk bd ge pmbna BePOgraphic

ul us value N of size s i s chosen.
key plpisgu¢sested ab g embpdinent fiéth abmy eprp psghearatighl detav«}@ é&ﬁet a random

R BAATES RLFHS HBIE o8, BHRBRRHG P BI8ERTabeg ot

two shfe pidings. OBPUPRy li§ defioteB S &b dgaoa;a@dcsqua&eedn W*@D@/ﬂéﬁﬁ@ all group
by ~applyi ng sone pseudorandom generator to construct

0pera111¢ne wihierperformedidmthisi growp.| It+s ichigpan 2 gapddmesees g used by

applylﬁg@gfné stp&;cbqrgrbcfdgb ﬁf:l&erﬁtggsl QA g s Iglftlsg\sl\;n%gﬁb\é\é (Iz}gmﬂ}n? Ant ugfl + 1-bit

pr1me%%poﬂl§1t V%e§ e, . 2P REHSEns Bfs @eeacweqa@ a\p@httffspu@ﬂlc cryptédraphic key
is also p035|ble to publlsh all the exponent

pk) allmVaJw @mputer, mdegs, ps, patq rapfoduke ﬂmﬁmoeelﬁrweégﬂu,am1 dt is also

reover e different
possitfS s AL ST ERby oA b b Shebe B S eBREr Oy ekl ey plc
More(Weg %c%%ff@x@nt §ibidrd 84n uiehtﬁe S&RE @kp(ﬁl@ﬁt@ tMé;}J &2 1 publlished by some
is selected randomy from Q?N
trusted organization. Further, the secret base value g/, h’ x is selected randomly from QRy. It

is computed

g =g hsizta| p=p'Th<i<rs and x:= ¥ i<izrer,

The public cryptographic key pk is here pk :=N, g, &, x, W. The secret cryptographic key sk is
here sk := g/, h', x". Ttis set i := 0.



25 is conputed g gi~I<i<iei~ h :=h'rl1G.i<iei, and
x:=x"fll<igiei. The public cryptographic key pk is
whegoa/oplo20 = N, g, h, X, MI The secret cryptogrBEhiR20632003187
sk is here sk:=g',h ,x'.FtlPsseti:=0. WD 2004/ 014020
PCT/ 1 B2003/ 003187 -10 Slgnlng Fig. 3 shows a
schematic flow diagramfor providing a signature value
Signin@N @ nmessage in in the network of connected conputer
nodes. |f the public cryptographic key pk has not yet
been revoked, the signature value i, y, a on the
Fig. 3 stesGagehambtic ﬂeweiw@rarhcfonpld)vhyng heighitngt vadempue élieSSage m in the

network G M EOBPYSH BT e BPDL I ptqedaotic Ry Pliab B et been

revokeﬁ,ot%@ %%%ﬁﬁlr@]vﬁﬂg aty, 3 dnsthé %éasgirﬁ%% i@Rerk g@ﬁ 1%’6(1%}1 the %ﬁst computer
at (r'e exponent val ue sél ect ed
node pf. I’Dﬁ\fﬁsmfﬁ;ﬁter |nodé pEx pio ecferreditomsssigler or sigrilg pay.sdwst, a first
in box 31. i ndi cated with ox 32, a second

signatuse gieatent e it ay labgled aith 30 MPIGRYS: HPeRiticF papslalue e is
selecteﬁ " dh QAN G cllf%plg%e'n Z%IIHFé &y, \Me{ jas gﬁ@ﬁ & bk Bi, 2&3 1n<§1&ﬁed with

nessage I n, nd the nunb

box 320fa seéfcﬂﬂrkﬁgﬁatdr@ clemhai$ ie€derived, mebvﬁbmsedrdste:r@tog’aphm key g"
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ghature elenment a, the second signature
I ', ibGloAEth 37, GhemarseseRpBRISRS (AFISE WD ¥hand 611? mybgs Rt exponen
rel ati ons t [
walues 55 S R B SASAN Rl P S L AR, and

signatiié ¥RpEREAPAILE e,lsaustpla @@Wﬂﬁb&tm@h@ that is Ie,prd‘dﬁntﬁﬂsie as a ver1f1cat10n
signature value i, y, a, as labeled with 35 finall b
equatieroiith Begmesseses m rand ﬂaq piexided Public erpiRgraphic key RlecypAtising 8. &,

x, N. ?hgnat étﬁi‘gﬁ ﬁlr i é}é a@ﬁ%eﬁdg\{vﬂﬂ%u ?ﬁﬁgfcgﬁl RE& fhelfPst signature

Xponent val ue “er I gnat ure
elemeMal Uthel sec¥nd Bigrditirl @lers@it y, wirkiha nsighaeiraetfepsrce tioto the signature
e.g., the second conputer node p2 for verificatiaon

expongurw@eg Tire siggetvee Feluer. ¥f @t éhféli SFmhtifan by pework o, e.g., the
seconcﬁ% 21 Cfor v%hﬁ@;.t}oﬁltpu&(;sgs regard to sonme nore

2aspec assuned that the nmessage m
is to be signed. If the public cryptographic key pk

The gdiREatRRT the ¥1%K§c91re @ahﬂa i, yPBGPEERedsBE heREf@t with regard to some more
cryptographi ¢ key sk has been 20 | eaked, or if i

>
mathematical aspectsrakl isahssnund shatothepmesiaga i els sioghatsigngd. If the public

R T e
leakedO BRifGRNT COOPHE EnaxBhIRMSer OF prdiiucatdé Shgitatufeiaiiuds hat been reached,

then signing is aborted. Given the secret cryptographic key sk; = g, A%, x'; one can compute

elements g;, h;, and x; such that
gi=g, hii=h, and x{=x.

Then, one chooses a first signature element a that is random, with a €g {0,1}, and computes

y =x; g haGBH(m)
i

The signature on the message m is here i, y, a.

After having signed, the secret cryptographic key sk is updated by computing
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gi- =g, h~i =h, and xi~ = X Then, one chooses a
first signature elenent a that is random with a ER
W@ 0002/034020 and conputes 25 y := xi ga ha(r) H(.PQT/IBrE03/003187
signature on the nessage mlils here i, y, a. After
havi ng signed, the secret cryptographic key sk is
updat ed by conputing WO 2004/ 014020 PCT/ | B2003/ 003187
-11r t rer % i+|h‘—*gd:g'elhl+larﬁhle_addeI+1:
xi and setting the secref’ cryptographlc key sk to
ski+, :=(g'i+,, h'i +1, x'i +1) and update i i + 1.
and sefingigd seceet VBiptddramid ey i tg ski4 sH@Ws /.5 cheirend epdakeoiy =i+ 1.
di agram for verifying the signature value i, y, a. The
5 verification of the signature value i, y, a on the
Signatwees Yerifications her e performed by the second conputer
node p2. The signature value i, y, a is received by

the second co pR fr ut er
Fig. 4nghpwvsop, S@%WHE%L%’Y égagﬁ/mbg)i {R’lﬁ*ﬁeﬁ‘ “fl '%rgc% » ¥, a. The
Ver1f1cﬁﬁ’5f?8f fife %‘Ex B 2afiRr! yeé on @S hBERALY 1L isCHRO Belérmyedll Bifthe second
omt signature’value i, vy, a, as indicated With
Compdﬁﬁ)hod& p2.[Thecigmatibe valee i.f, eds mhenvh@by tre sgoend dpanputer node p, from
i gnature exponent val ue ei

the frgifcompuisk perel oy iRIEIDY; box 4C Ethesdhe stk ABPURY ROt derives
a mgné't_al‘te é@l‘ﬂgﬁﬁﬁ R afhe A5 HGH t}ﬂ}% e&@mat?l 'Paﬁﬁ pfy, ﬁx&qﬂgﬁﬁted\bﬁ{w&ﬁ( 41. It can

i'S accessi i the hetwork, as
be verifiet W&Etﬁhdr ot tlot e sigRatudef extposergi phst arie a mcpxbne of a number I of

I nb f
expon;r; ‘{%{2 Ieﬂ 1,l S:ez,n gé;n%fqgegﬁ Y?{ﬁ]é %g{( %flggf)v%%rm 8 eﬁf‘élg’u%nf%qge of exponent

values\';%\g ht chgsﬂflg ; i tﬁeb QU ofk t 4 RRicattd with tok 1Tk fth@dignature

er or signatur€ exponent value ei and
exponp@fvaluef e; ishiot Igétaberrcef avaimber i of pxpanestavdledsier.a. L& laganthe signature

relationship, 15 i.e. the verificatian.e
value ¢ raBBYES| A &6 SPOOR UL PBE e LIS BEOLFaAP el S gy not the
S e hi ,
oo Sy BN 3 O PSP sty

ie. thé @éﬂﬁ@ﬁom T:hﬁattcﬁs wmlstheﬁn&dme\ne pid b padvidesputic myptggr@phw key g,
either "true" or "false"_ as |qr icated.in the

h, x, Ni @ propideghin bex 4 V\,}{\Q}e@b@ls yegitication) failsgthg §1§a§tu{e vaé}ue i, ¥, ais
refusede’i“ﬂf %su@g of i v%'r&@étﬁdf{sqﬁv @h%‘@e bithef "trfle” &NGalsé'r deindRAted in the

n acceptance t ¢can be determ ned that the
figureShignar' Uz[nel [ whereby Yfalsa" ma@"ﬂ@a@en arrafue@l df rtm1gm;ure value i, y, a
first signature el ement a B of . ex Q
and "tyeg" g5 Te 1o an acgeptangee. It can ’be etermme that the signa ure value i, y, a was
generated from the first signature element a, the number I of exponent values ey,....er, @

provided secret cryptographic key g%, h';, x';, and the message .

In another example, the second computer node ps, that is also referred to as verifier, checks
whether or not i, y, a, W is the signature, i.e., the signature value, on the message m. Firstly it
is checked if O ‘S i <I. Secondly the second computer node p. generates the signature
exponent value e; from the signature reference i and the seed W, that here also is included in
the signature value i, y, @, W. Finally the verifier, i.e., the second computer node p,, accepts

the signature if the following known relationship, i.e. the verification equation, is fulfilled

y¢ = x g% h*®H mod N.
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provi ded secret cryptographic key g'i, h'i, x'i, and
the nmessage in. In another exanple, the second
W@ ovp1e0 node p2, that is also referred to asPCT/IB2003/003187

verifier, checks whether o2+ot i, y, a, Wis the
signature, i.e., the signature value, on the nessage
m Firstly it 1is checked if 0 <i <_ 1. Secondly the

second conputer node p2 generates the signature 25
exponent value ei fromthe signature reference i and
the seed W that here also is included in the
Rewwsﬂ@hature value i, y, a, W Finally the verifier,
|.e., t he second conputer node p2i accepts the
gnature if_ the follomnng known rel ati onshi p,
Fig. 5hawsy &rsPhomaic Bow &lipgaam 4 cqxgmﬂmcmg withipethe ﬂeswcgh of connected

compESAEL TR TRfly o 0 BA0AH013020. BT BRO0L 00 T pcnre of &

ovvs a ow di

secret fcﬁ}fptdg@ﬁpmkﬂ ke cfagk ,ng 11&411&&‘[!3@ withes4) QéM@ﬁg tthecssaant Q'dlue i, y, a. The
nput er es the validity of the S|gnature val ue

Va11d1ty of a spgpaqu@ valig it v, ¢ is a:ﬁnmpwmdewghmé e getg\@@jk as follows. An order
t phic _k Yy rel.a
of ex 8¥x?h‘g§lge%gﬂaf u[rg zttﬁb%, a% ﬂ% 0 hgse% desc]npéon % provided

withins&@n@étwaﬁc V@l tiidatedywit 58 nwrwsrc(% @x:bdﬂeﬁthvmésh @,,....er is also
network as follows. An order of exponent val ues

publisked withinethe jngtvuk, itﬁemdlca@dméh &bt Bythermepres e revm@@@ reference j to

one of FEPAPEN il b B pli Mot SUERATHE S nlned with 52, such

that th@'vahchty ef tHe%l%iaﬁﬁe vakRlil $hed widriiifabid) Qs riﬁdlwéci( wiS53, by using
i ndicated with 51 Furtherm)re a revocatl on reference

the reyogagon orefamencef/, tthe Cé&qzroﬁfe axpapghtaslues ies....ereand @ provided public
hed mnthln network, as indicated wwth 52,
Cryptog’ij?hw%teﬂg{( Sthﬁgnv%lll?g?ty of the signature value i, y, a
is determ nable, as indicated with 53, by using the
The fdil%Wf)ﬂOQfHeE ‘§$Iﬁ5 SEE blief érﬂ@od%gﬁt% R hRX RPRhe }éﬁ:'séiﬁ&i signature
,el, and a provided public cryptographi
schemp kas Stwovand weduine Sfignafiire ﬁohbmev\mng fpreegraitied Mdmecure signature
brief, enbodi nents on w to . use the presented
schemg; wHich gEQrovabY R B bR redEur o o gnat ur e
schene and fine-grained forward-secure signature
ovabl e secure w thout random
ForwaZ(?g‘g gﬁn\/\g}gyﬁﬁgggcure Si gnhat ure Schene The presented
S|gnature schenme can be used as forward-secure
The piek&iied WicBaRed SIRmM dal b BsedPR! Fdr@etddeciicORBidtire lddBdme with the

one can sign only one nessage per tinme period. That
particylay, propestyathet gisscan sign only one message per time period. That is, one assigns

each index i to a time-period rather than to a message.

Being able to sign only a single message per time-period is of course not very practical.
However, using any ordinary signature scheme S together with the presented signature
scheme, one can obtain a forward-secure signature scheme where one can sign many messages

per time-period as follows.

One generates a new instance, i.e., public and secret key pairs, of S (called S;) for each time
period T;, with 1 <i< I, and signs its public key pk; as the i-th message in the presented

signature scheme.
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20 each index i to a tine-period rather than to a
message. Being able to sign only a single nessage per
wao ovgopeeé od is of course not very practical. PED0€¥7003187
using any ordinary signaturlé-schene S together with
the presented signature schenme, one can obtain a
forward-secure signature schene where one can sign
To sighBNYedRBESAIR SimdPPéridd TRomeEdOtheARsd tHel yviaturd 3ciidnee S; to sign the
generates a new I nstance, i.e., public and secret key
messag@avnrrssultbfng B g signplee S) Thes theakipaltsignature opiTaessage mmﬂses the

s et e T LS BB APyl g v e
presen®8 AAAAODe %@Jﬁbﬁ%@qﬁ&&@ﬁls? -13 To sign a nessage m
in time-period one can then use the signature
schene St to sign the nessage mresulting in a
Fine-GyutyedtForeanl-SecurelSigaaturesSemat si gnature on nessage m
conprises the signature s,,,, the public key pki :
pl us the signature on that public key perfornmed w
The pxeﬁ@ltecb sesafire dchsingm does BOLSPIGEeRE & FihoneRy signgefrqm nsvahdatmg a

mgnaﬂ.g? glgaél%ug I(Sl{]ed lc: g{z rxgjsngﬁgﬁr ebggéel% a\%&eﬁ%ﬁ%ﬂﬁlﬁg an index that

is smalléStAGR @5 orfd BB &igrkrf 0§8d viia that 8ichA@red Tt SdegiRab beanavsidable that a
_ in the past by c % aimng that a break-in happened and
signer mﬂﬂqwi sogneatine elgx an fhaur) affer gmat@g a figateng«luging vilieh she can

still refmg@ Is@'%&%ﬂe ‘[9"% é]?l@*ﬁgtgl bée nl‘ffllthélrpg?nle gggﬁr%%l?set{ﬁe 1éner should be
allowe@sofRUinhe & hgﬁre&ﬁﬁ Al Hi@kamsth@@alddrzﬁlddu rreg tovid. hhtlﬁffellowmg

can 10 still recall the si glnature by cl ai @?
three epmalesilnhapgdHette pRseried belpwdagyercome thip grdlemmhoul d

be allowed some time to figure out that a break-in

appene nd to react to it. In the followng three
L A %’Qfﬁﬂ"élgg eme||., and 111. are presented below to
overcome this problem |. A Two-Level Schene It is
0 n d h
It is uéé%lhc%e i[ﬁgtahﬁg'f&o‘;ﬂ 3f tﬁg g&eﬁgd &%%?@Ee: gc%]gfn% gé:l d.gt)?lt’ﬁ neo wehsere eac

index @erfotd¥ex @Epelod,ii. eQ 1nddxm?ﬂexoﬂes Hew mﬂieets[nb @esod Befromnet i % 15 to fo +
period Ti fromto + i * to to to +

i+ 1)to, wh )
G+ 1)&0 where b ds %méleamrragﬂmp #Bd i t]fl%dlil@u?rh@f @Erﬂé%ﬁi it 1hpgublic key
of th1s cﬂgmg %F&o‘?x‘fi‘i< g‘glﬁﬁbﬂ ofl%ei{selrr ﬁ]uéttrh?rfgxﬁ%ré cp ﬁ%glglgﬁzg ?gfr’ssﬁ)ubhshed as

part oiT ﬂleﬁiﬂb’hb&i@ dwﬁéreb'p dfet padmétBe] pedaltiols fheytimavter ey catheake to note

paraneter jo controls the tine the user can take to
that the, gecaet key got compromised.

Then, for each time-period a second instantiation of the presented signature scheme is used,
call it Bi-scheme, and sign its public key using the A-scheme with respect to the index 7 of that
time-period. After this, the secret key of the A-scheme is updated and the new current index of

this scheme becomes i + 1.

To sign a j-message of the current time period T;, the Bi-scheme with index j is used. The
signature on the message comprises this signature, the public key of the B-scheme, and the
signature on this public key made with the A-scheme. Again, after signing the secret key of

the B;-scheme is updated and the new current indexisj := j + 1.
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that the secret key got conprom sed. 20 Then, for each
time-period a second instantiation of the presented
w@e@aat4ee schenme is used, call it Bi-schene, PENB2903y03187
its public key using the Aldechene with respect to the
index i of that tinme-period. After this, the secret
key of the A-scheme is updated and the new current
WhendvBF8%igbr whilsSo $SHREBPRGQERS, ih timd-perf6d B}, §he ends a third trusted
| -message of the current time period Ti, the Bi-schenme .
party, idre#ficr mbfbrevjatedstolEER .2 MihdeterzEnes] prestage thas indipates ibiss sigaed with
conprises this signature, .the .public ke S
the B S ReBIE S AATEHANOE Bk cbh SR CisRled {peatiog siensture
The TI$ tv@riﬁ&ethé's heRB andSRbRs whkher TSk 3R Adrdod Eneawiet. Kabis is the
of the Bi-schene I s updated and the new current index )
case tHesTTP acgepts the re¥dCc2OGM Al pgislBhexahie| sBaROB¢ @ppogriately] She signer is
Whenever a s{ﬁgner V\gnts t.o revoke. her kgiy, e.g., in
not praciyfed Srom Fyolpng seyrzaldopcsdn the FMEdpe BHUY party,
hereafter abbreviated to TTP, a predeterm ned nessage
t hat i ndicates..thi. I | | 7eSG60B0E HAShdIRd, or if a
A usefy SenhPof RS ) PRk val R ) S CIROR tipherlg or

revocatiOM GFe ifdlicesi gnakyr Bapperdte (WHePe vEranflijesretthe smialjeshtindiees of any
and checks whether Tl is the current tine g@rbod | f. iod
revocation sighstursputdishedsey thad TPYAL A&d ey $he JndiplisaPnghthg tige-perio
. publ i shes. the si e olelg [ itBe sionat
i SR ) 30500, L Pl 8051 e st
will bd VAR d28¥ok. OBhisoveser, hokls Giatfor ehyWoivwartdaeture sighatarecdscheme.
is considered valid if no revocation happened, or if a
revocation with indices i' and j' happened (where i’ )
The reasoh fHat ahesigher sredlolved ttoirpdtkeeaneoleyaspyerat éiprss 46 it otherwise an

v PR B EUBEL Y A8 ek sl i 7

higherSthdf) ﬂ{eué'ig%éi‘@ SupkANBde1 36 s sy PR S&eCthat B givad B Pinepained forward

sure whether the signature wll be valid or not.

secureT higaatuteoseheere, Ingibafks of rte presentadhsignatar whemeupre could use any

sjgnature schepe. The reason that the signer is
forwag %e%%él&nawr%vgg@e&ﬁg'% MEeveral times is that

ot herwi se an adversary who knows the secret key could

1I Uﬁzﬁg%ﬁbﬁﬁ‘fﬂﬁﬁﬂéon message with index j' that is

Rer " than the signer's current index. It is easy to
see that this gives a fine-grained forward 15 secure

The s&loffdkAathfleSEHass. thé AsicBatle @i tHehgepivas exngrle siigapublie archive. It
scheme, one could use any forward secure_ si gngttﬁr e
is asswobd that isis aos phesihle to-delefei messagas fEm dhenpichivgeand that messages are

published together with the exact time they were received by the archive.

Given such an archive, a fine-grained forward-secure signature scheme is achieved as follows
using only one instantiation of the presented signature scheme. The signature on the message
m is performed with the presented signature scheme using the current index. After signing, the

secret key is updated.

At the end of each time period, the user signs a predetermined message, e.g., « last index used
in time period T} », by applying the presented signature scheme and using the current index,
here j, and then updates the secret key and sends this index signature to the public archive.

The public archive posts the message along with the time it received the signature.
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The second exanpl e replaces the A-schene in the
previ ous exanple with a public archive. It is assuned
WO b@t/014020 S not possi bl e to del ete nessages frpoT/IB2803/003187

archive and that nessages-dbfe 20 published together

with the exact tine they were received by the archive.

G ven such an archive, a fine-grained forward-secure
Whenevb A &igHeP wiei¥ereh Sk Bl Bte @.gaSinf @b Petiod US), e Gads the TTP a

one instantiation of the presented signature schene
preferdbhepsileeanined nessaghsharssdisgies this signegehe @fqﬁé@ed\nstgﬁatﬁﬁ‘escheme

using tgé gg&gr}stle s g DI%F E[g[eP gg&,eg?heku%%{] b ) eccli %ﬁécgg %ﬂ%? Vs MR the current

time p@ﬁ'gd Ghd %%ﬁlef’ M8 R kinAler thAf thSBIde® lj @TSh index 81gnature the signer
redet erm ned” nessage, e.g., < last index used

prov1dt:dl e thrpeputdnt AFthive dubipg dlpp pyeavings tthee pﬁr@@bdf élus 4% gwaqqg@ dhe TTP

schenme and us rent index
scoepty hraoigcnig sut pupiapes e etk SR peafng Jfller is not
precluddl £ 58 r%%r&gcse%ﬁ]thﬁ%s in hBSarRé'BidepeAbgNi Ve post s the
nessage alorig wth the tine it received the signature.
WO 2004/ 014020 PCT/1B2003/ 003187 -15 \Whenever a
In thisSde@8@T eX@nPls, i asdrevokantiewikeindee ids considdredrealpd ifi m‘drevocatlon
Ti-, she sends the TIP a referabgy redeterﬁ¥ dex of
happenags ot Eerevoration h@lmea@@slf £ Kis; JsPighd ¢ b REehr bdeiiesmallest index o
any re{gspfiph R REN Bt SRl LAy 38 IR 41 e TRy Hiffacure he
signer %\ﬁ&é’ﬂ to the @Ebl[tﬁirbmdeamdle\fﬁrﬁé -betiod pridrstonind osarial Which the key was
than the index j of the index signature the signer 5
revokesk ovi ded to the public archive during the previous
time period. If this is the case the TTP accepts the

i i o bl SeB b G gl RS PLIB R e period i
valid éfﬁﬂ Qflf‘{mfe dits Hhged A tHd HBndP@ab PUblished tah#lgna&ﬁe ovith a higher
user's signature wth index i is considered

index \Aal thd arthive. Cowparedi tm theh Sings eeraanplo rsolutiop.e Hisc é@qoéﬂ one has the
ened, i or if i <j, where ' is the
advangaﬁﬁﬁ}aé§llgnf‘tﬁffé>?moﬁ‘ﬂ°“% any revocation signatures
published by the TTP and j is the index j of the index
t of& tirfle-period
For piph AT, B8 sEnOBaR O (R Lt (e BHEL OE pASE o (e p
to publfsm&ﬁeﬂlde;t Bighbuge X thiepirehise hedrig penfemn: acmmatldm T<h;ﬁ éllOWS one to
at a5|%nature signed, in so(gﬁdgx erlod [ hould be
handig,Rrdal Tn 6 16 NEYGRIE 0013 KRS BESSbhAGoRIEGitgndre HEu Shon

allowé)d‘lt%l,#u% Q@&E{% 1331&%@%&6:%{"%“? ?uﬁ‘l‘lcggl%ﬁlve ber ﬂn’ﬂ@%iérlb&‘ th@ Sne with the

exarrp e sol ution,
lowest 8fdeR d)eﬁigethh @%e e counts. A signature with index i is then counted valid if no

revocation happens, or if revocation happens, if i < j' —ja, where j' is the index of the

revocation signature.
III. Allowing s Signatures Per Time-Period

In the third example only one instantiation of the presented signature scheme is used. The
index is bound to the time-periods by allowing exactly s signatures per time-period. The

parameter s together with % and 7, is published as part of the public key.
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20

advant age that signatures are shorter. For practical
reasons, the signer mght be allowed sone tine after
W(Dmmpa@so ng of a time-period to publish an iPdPXB2003/003187

signature in the archive adfi-to performrevocation.
This allows one to handle break-in at the very end of
a time period. As a consequence, the signer should be

Thus 1112§m€1ﬂeﬁ¥3€¢ e iitessewer.ati + ndex cah yoatddr t6$1gnn’_[‘bhevoke a key, the

I'i'c archi ve per time- period, the one with t
signer kamde dite renoikioh eigngiurchprodvredivih thesurpres! ingexsj gﬁ é‘@%TEP The TTP

v s TRt e 5 B oo
where j' is the index of the revocation signature.
The mg#’mr AlV!itBV\anigxz 1? SHASHaH8 Svdnar fTh(BTFre\P&Eﬂl&ij héppdnBd,t B€in case a
exanpl e y one instantiation of the presented
revocafib Bighatife with éndexij$ was ablishbd if j helengi © dnoemlert tone-period that j'
ti me-periods by allow ng exactly s signatures per
OrﬁjfjnﬂAperlod The parameter s together with to and to
i s published as part of the public key. WO 2004/014020

The ragﬂcge{l (I];)Bé 8%]@ QI%% exanel? e is %aéthe%érkrgf’ %Zﬁdl%gzgg%?sa%g‘ﬁl the presented

signatul® sEIRVRKS g@vl‘iﬁ&’d b¥ BfdatBicdReEectR kEs. THR dh@‘c_@@ldtdatmlate how many
signature produced with the current index j'

| mgnatu'fé’léne Thre passidly § vsem flirieg 2 Hmeglegad wivea the wm%@ﬁlgrﬁ% BOWPf one has

nat i ndex che
and thq,r} SRk SFS%S}} gaum %I} é’ﬁgf"ﬁ’@é %n{l}z] geﬁ"&{l{ i&lg sg%rﬁts llieg urpdate even
if no fﬁ@ééag e ivfas@ode@Y Qﬁﬁt ApPlodePPElE thot ¢ Q:Jhahg‘b thaSIespiJnSe behavior of the
revocation signature with index j' published, if j
systenbedrp ngsht utaioeenot usea pubkie alfgérwe@@dtt]pm$1gljlature§) arej smaller than in the
jd. The rational behind this third exanple is
first e’{qﬁ‘%tlet he work of signing a message in the presented
signature schene is governed by updating the secret
Any di(sg%sed Qfﬂﬁ Hfén? A g%gc&hﬁﬁﬂ@t Rith O¥e PR RBYverdi FNAE Yiher @MBodiments
can OSSI I SSu uritng a tine period given the
shown@@ﬂ'{bﬂd&ﬁdﬁbﬁdl Thioiselscopmssihkesfod Gneaminoiedeatsres of thegnibeilinents.
nunber. Then, one would constantly performthe secret
key update, even if no nessage was S|9ned Thi s
Compuisp PLgeHm WA oh 6eMBRHEN PSR 1 BEprsal BUNEY| Ia?anoqcnyt cﬁcgressmn
em ver, I
oy B B o S50 0 18 R et i o

inforn®XidAPkEesAMY céi'iasﬁlltyoﬁ)qﬁribﬁhacbammﬂaﬂfﬁmtm eitheddireetly wi affter either
one or several of the other enbodi nent
or both of the following a) conversion to another language, code or notation; b) reproduction

in a different material form.



15 shown and/or described. This is also possible for
one or nore features of the enbodi nents. Conputer
w@e@gioatoeoreans or conputer programin the preseet/1B2003/003187
context mean any expressioed/- in any |anguage, code or
notation, of a set of instructions intended to cause a
system having an information processing capability to
CL AR®NIfsorm a particular function either directly or after
either or both of the follow ng a) conversion to
anot her | anguage, code or notation; b) reproduction )
1. A 2thedl for Prbfiemnegnt savrdt erymogrhphienkei\@K) 004/ 0putdiR Coryptographic key
PCT/ 1 B2003/ 003187 -17- CLAIMS 1. A Het hod for | ih
(plsy enplighblg it 2 9EEYEK of COPRSHIAIMMLIG APIPSUINES A FIERAYTRIGIE™S, the
C ogr.aphi e - ] l.eqi A fof-
mg SR bEREBRRL AT Y » HES bRl SR Ba cBapridRk LR, e
5 - gathads beisBgeex§ptoaphie Koy (k)bir st conputer node and
conprising the steps of: 5 - generating the secret
cr yeeasingdphirandeay fackw valpgs (B, Qel ecti ng two random

7 f e B B0 55 U BRLPE s v

(), agad - selecting a secret base value (g', h', x')
in dependence on the nodul us val ue

) (N, 10 wherein
{ heclsainpe stsicbasaaae((g. 'k ) R flopedicend theghogdes value 0V,
t_ t h ' 1 ' . _ I . '
0 SRR LAl S o

nynker (1) of exponent values (el,...,er), and -

deriving a public base value (g},} h, x) fromthe
- genpotiog theiblie srypéagraphic k¢y) (PkhBY t he 15 secret base

val ue "oh ). Wherein ubl.i ase val ue (g,
h’ Sglfctgﬂ%:d HRbGHAE SEPOH} &aelﬁ%%fgf"%f)m&lﬁgrt of the
PURlckiGire’ ¥ PUOSE BRI PalkeYg, (/g x) Fronx thd\psponedielaitén@:,t.he) and the

two random factor values (P, Q; and - providing t({]i
15 pubérecbase ypluodg aphixd. kibgrefytherpublic bage Valudigs /i band the modulus

net wor k: .such that the.publi 3 I\Gy.key (g, h,
X ,Vaﬁnbé (ﬁpi gorg{ pﬁeg@%‘e 8]’@1 o?rg?tﬁéragféﬁ\éggg?g%qggtﬁ)éx ponent
- JALEBSHE Bdb randoflfhctod valealiPeQhamdveri fyi ng a signature
value (i, y, a) on a nessage o
- providing the public cryptographic key (g, 4, x, N) within the network;
such that the public cryptographic key (g, A, x, N) and at least one of the selected
20 exponent values (ei,....,er) is usable for verifying a signature value (i, y, a) on a message

(m) to be sent within the network to a second computer node for verification.

2. The method according to claim 1 further comprising providing a description of the

exponent values (e1,....er) within the network.

3. The method according to any preceding claim further comprising defining an order of the
25 selected exponent values (es,....,e;) for enabling to communicate the validity of the

signature value (i, y, @) in the event of a detected intrusion.
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6.

(m to be sent within the network to a second conputer
node for verification. 2. The nethod according to
W@ b@iston4b2d ur t her conpri sing providing a descripCT/BRoeH003187
the exponent values (el, .~.18-e1) within the network.
3. The method according to any preceding claimfurther
conprising defining an order of the 25 selected
A SXARRERr providass 4 @ldnature ija])uef(ﬁ) ry,etjaddl angessage (m) in a network of
conmuni cate the validit the signature value (i,
copnectyd Fompufer Bodas: thef ma%éétbéﬁtge@ieFW@blﬁstoﬁ firgiggomputer node and
2004/ 0 40 Q PCT/1B2003/ 003187 -18 4. A nethod for
OB I& RGS 5P ynat ure value (i, y, a) on a nessage (m
- ge&cﬁnglshmrsignaﬂ‘ure gens@qpd conputer nodes, t he nmet hod
bei ng” executable by a first conputer node an
- sebacting sisignatubecxpoapet alue (¢) Sivimea nimgera(ly of @ftpogwﬁgrvahﬁﬁ g€
el enent (a); 5 - selecting a signature exponent val ue
m%%l) froma nunber (1) of exponent values (ei,...,el);

- 8ling Q%Edo\ﬁklrk@ ﬁtv?r@ CRAGErS '(%n@érﬁraepﬁlvﬁﬁ& rsbcréwryfarogfapalc key (g

prOV|ded secre ypt ogr aphi ¢ ke
Bt kO, mem%e((n@),, andmhie mltrebmifbbﬁﬁx]?@enb?alé%p(énerﬂr) s\ualll tha the first

mg%turete}f‘g?elgl)é @u hesﬁteg%%][ %Erga 1fér|Fr iﬁé?ﬁn% 6)8;] grgdj tﬁ S{%Qgﬁrl?g beponent value
(e e?:ﬁ%}f}“ £ 1GORAN %lﬁtlc\(lﬁhﬂﬁ with (8k) meabs T in)a ak@ ONprovided public

ati‘onship wth the nessage (nz) and a provided

crppltbgraphlcd{qyp(tgo d@r apN).cwhayin( e skgnagure M;ilue\,(her, ézi) sompgises the first
n at

Slg]il WSt néerg @ﬁh&ﬁ s?cg}/ld S{%]@t%ggg%%relé pé ({ﬁ, glggﬁture F]etference @) to
th@é aﬁp@le@ ?élgc%mér(g)ref erence (i) to the si gnat ure
a

onent (ei), the signature value (i,
thlaalgmgtusemiab (ieyyd)tHeing sehéabie withinkthe oyl éon aeC@@ﬁﬁgmﬁter node
node . 15 for verification. 5. The nethod according to
fog vgiificakionyher ei n the step of derivi ng a second

signature elenment (y) further conprises deriving a
signature base value (gi, hi, xi) using a provided

T eglalpﬁulod @Fg}%ﬁ%léq %'k g\'@gr(e rgfhe Ighe.p)f)’f d'e\PWm% Ia%e@(f&ﬂvs?%ﬁ%re element

%) Wﬁﬁlﬁ%xﬁﬁisﬂ@ﬁeﬁﬁhg a-sigifiture bagk Galud (4, AELosing a provided public
according to claim4 or 5 further conp r|3|n% deriving
cayprogvapbiscirest (g, ki, x, N), the provided secret cryptographic key ghhx ,) and the

exponent values (ei,...,er).

The method according to claim 4 or 5 further comprising deriving a new secret
cryptographic key (g1, i1, X'1) from the provided secret cryptographic key (g% h'i, x5%)

and the selected signature exponent value (e;).

A method for verifying a signature value (i, y, @) on a message (/) in a network of
connected computer nodes, the method being executable by a second computer node and
comprising the steps of:

- receiving the signature value (i, y, a) from a first computer node;

- deriving a signature exponent value (e;) from the signature value (i, y, a); and



cryptographic key (g'i+,, h'i+,, x'i+,) fromthe
provi ded secret cryptographic key (g'i, h'i, x'i) and
wo b@4meloect ed signature exponent value (ei). 7PCHEIB2003/003187
met hod for verifying a sigdQture value (i, y, a) on a
nmessage (n) in a network of connected conputer nodes,
t he nmet hod bei ng executabl e by a second conputer node
- v%ﬂ%dn%@h@ﬂi@f’ﬂie%ﬁ%lﬁtdr@ exsomeRSvadic (&) andgaitwifnige sigeature value (i, y,
signature value (i, y, a) froma first conputer node; .
a) satisdy i kinown aelgiiopshipwish &lepoessage Gialand amepyided BRRlicfayptographic

signature value (i, . a):. and 04/ 314020
ke BTG s ey e retusils o PR PEefe g1 4 O e

witk R 3h! Efgnﬁﬁ&o{ﬂﬁﬂé V9! HEwhe ddnepdted Baft a Girsttdignature element (a), a
signature value (i, y, " a) satlsgg a known

5 nunetea () efi shp@ent viluehée:mes) aguoyided segret caynipgrephie ey (&' A% X',
public cryptographic key (g, h, x, N, otherw se
fm@é¥%§¢ﬁ€g¥§%xsignature value (i, y, a), wherein the
signature value (i, y, a) was generated froma first
signature elenent (a), a 5 nunber (1) of exponent
values (eli...,ej), a provided secret cryptographic o
8. A k@¥hdddfor comBivnicaling Wwithiraadetivoek oBsamgeted coput@r ngdes the validity
met hod for comunicating within a netwrk of cog)necf_led]i
Srappic key (sk)

ofrorignatere vabigds ¥ Abinihe pyRnt of ap pxROsERe R 4 SGFEt (AP

. a nth f . .
0 lyigBhuyB e EDbe By, B OB Mo fbpct
- ¥t i ord¥s ofakpoidhg vileeh@g..coRPr i sing the steps of: -
defining an order of exponent values (el, .,eég; £1h "
- puBishiogideseripréarcef e icsponsnt yaEes{eporfahid e pader of the exponen

e ,...,e)..and th der of the exponent val ues
Vaé‘é ,@%":':egjl‘%ltwgheiIhe%fvﬁre’netvvor k; - publishing a -
- pEHIRERLI PRvOEfiRhaBEEercE /) to oaaef dic édpenentpahes ey akiadthin the
e ,...,€) within the 15 network s.uchthq?t t he o th
15 natwbildsuch thit thérwalgdigrefithe @nggp@evaéqq (z,yy,, aé}s eferminable by using the

determ nabl e b in i ef ere (drdvi ;
TR L AL I ol 51258 Grdviced vt
cRpRBPaE Rylghke  crypt ographic key (pk). 9. The method

according to any preceding claimfurther conprising

appl yi ng each of the exponent values (ej,...,€e]) to
at nost one signature value (i, y, a). 20 10. A

9. Tk AR aebalnan ahe protding nirimsiungepcaypising epplyimgsagh of the
for performing a nethod ) .
exponent values (ey,...,e;) to at most one signature value (i, y, a).

20 10. A computer program element comprising program code means for performing a method

of any one of the claims 1 to 9 when said program is run on a computer.

11. A computer program product stored on a computer usable medium, comprising computer
readable program means for causing a computer to perform a method according to anyone

of the preceding claims 1 to 9.

25 12. A network device (p;) comprising:

- a computer program product according to claim 11;



of any one of the clainms 1 to 9 when said programis

run on a conputer. 11. A conputer program product
w@t@aethoen a conputer usabl e nedi um conpri Si NBCT/IB2003/003187

comput er readabl e program2feans for causing a

conputer to performa nmethod according to anyone of

the preceding claims 1 to 9. 25 12. A network device

(pl) conprjsin . er program product
a@cﬁiPaffS?fgf Pb%q%‘aﬁﬂﬁﬂ t%i “%%tzoom 014020
PCT/ | B2003/ 003187 -20- - a processor, for executing

t-Hhe peackssar havingeccpisde égﬁwgmpwageéde EnEOKs changed
nessages i n the network.



