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There are a wide variety of associated devices that can be connected to a gaming

machine such as a slot machine or video poker machine. Some examples of these

devices are lights, ticket printers, card readers, speakers, bill validators, ticket readers,

20  coin acceptors, display panels, key pads, coin hoppers and button pads. Many of these

devices are built into the gaming machine or components associated with the gaming
machine such as a top box which usually sits on top of the gaming machine.

Typically, utilizing a master  gaming controller, the gaming machine controls

various combinations of devices that allow a player to play a game on the gaming

25 maéhine and also encourage game play on the gaming machine. For example, a game

played on a gaming machine usually requires a player to input.rr.loney or indicia of

credit into the gaming machine, indicate a wager amount, and initiate a game play.

These steps .require the gaming machine to control input devices, including bill

validators and coin acceptors, to accept money into the gaming machine and recognize

30  user inputs from devices, including key pads and button pads, to determine the wager

amount and initiate game play. After game play has been initiated, the gaming machine

lllllllllll!llll I|| lI i

1 o _*150150%




1 determ neé a ganme outcone, presents the game outcone to the player and
may di spense an award of sone type dependi ng on the outcone of the gane.
As technology in the gam ng industry progresses, the traditional nethod of
di spensi ng coins or tokens as awards for w nning game outcones is being 5
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pot enti al | gydan®gndgystetnst isthLCaiBadasiiless @éditie, Widlas gmbmehidscaré eeferred to

el ectroni ¢ conponents) may be elimnated or ‘m nimzed when coin acceptors
are repl aca@dcaghtass sysiemsashl ess system A concern in any cashl ess
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i nstances, particularly where such instrunments or systenms of instrunents

are usedl i o ceirnen vaslayd Gekeyithanf o large sumbersefcening \Fon gamingewacivies opgatgesti ng

entity, such.as casino, that issues the cashless instru can l.i abl e
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20 which is potentially damaging to the components of the gaming machine (e.g. electronic

components) may be eliminated or minimized when coin acceptors are replaced with
the cashless system.
A concern in any cashless system is security. Typically, cashless instruments
store a cash value that is ultimately redeemable for cash. Unfortunately, cashless
25  instruments, such as printed tickets or smart cards, can be vulnerable to fraud in some
instances, particularly where such instruments or systems of instruments are used in °
relatively sirﬁple formats or security arcHitectures. A gaming entity, such as casino, that
issues the cashless instrument can be liable for any cash that is obtained using the
cashless instrument whether the cashless instrument is used in a valid or a fraudulent
30 - manner. While existing systems and methods for providing cashless instruments
associated with gaming devices and gaming systems have been adequate in the past,

improvements are usually welcomed and encouraged that reduce the potential and/or



limt damages resulting fromfraud. In light of the foregoing, it is thus
desirable to devel op net hods and systens for preventing or reducing fraud
and ot her potential problens associated with cashless instrunents.
Conventional smart cards used for cashless gam ng often enpl oy the Genpl us
5 file forpaf ameek RlusiPHOROIAENE FRMHE b thel RFQPOIRL HOR: thi@eFRBR 65
format - permts a credit bal ance, along with other 1 nformation, to be stored
on a Genpl dsveley dnetliydsdartd swtenioe fatepravergiaigf ororadaciGe nfpdudsamshpthef potengal i n
gam ng or for small transactions, .such as with nerchants who are not
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to add to a bal ance stored on the card, then a usef possessing such a key
woul d be abt goken, gdymeapythat i§ storedipry thi Garprlps fﬁi?i“ﬁg.be%?%s, in the Genplus

system,,di fferen et 1 r for .1 h it redi.ti ng
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from Genpl 46 up@nannsd retibvd @ati emathiel Gdnyplto cardd For edarhplepthGapplicssioaanays i S
limted to trusted parties. These conventional techniques suffer from
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Crypt osyst eftiyptisy (@] 8DES). AThar@éhsius exdnipdates ah&Sergditumilamac dovet of itles t hat
a 25 request to update a value is encrypted with the correct key, but not
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Due to thegaisefisbsadsting smazkla%sce@@d beableab add avae REL Bara WiholPpHepat THURE
Genmpl us systemfor profit. 30In addition, the limted capabilities of the

Genpl us sysde ém Gekplus system.diffatshiesyiunetria khysears ugeshion ghe desitingeadsraditinge
Genpl us forgmat. provides only three bytes.of nenmory, for. stori edit .
Thus, a GerPRtS taltittay ety serienr aikipf SpiFCR ey oty S Y ng,
but it g8y ARMEWhilSthtfabRitf R addBR&IiYiof G¥mShOEdradis| BRI to ARken tpartRE. credit.
As another exanple, the Iimtations on adding credit to a Genplus card nean
that a player neihepptonyentidsiabtechniguees suffaefipinissveralrdiawbackas Roxamaley i ng
gng(r:ﬁh:,lgeng]; %%ég _ rpﬁ ggy i(gsusﬂdgtri]ﬁg (Trggltt blalsahcetshoen § rGeegnlp usvci:aalr(&J % i%é’&%r‘_’ed%@ z}nhe
attacker, then all Gemplus cards that use that cryptographic key are compromised, since
the cryptosystem is symmetric. As another example, a Gemplus card verifies that a
25  request to update a value is encrypted with the correct key, but not whether the
requester is authorized to make the request. As yet another example, communication
with Gemplus cards is susceptible to interception and alteration (e.g., at the card
read/write interface of the card reader). Due to these and other weaknessgs, hackers
have been able to cheat the Gemplus system for profit.
30 In addition, the limited capabilities of the Gemplus system make it unsuitable

for cashless gaming. For example, the Gemplus format provides only three bytes of

memory for storing credit. Thus, a Gemplus card may be used for small purchases or



5 noved to the Genplus card. As yet another exanple, the Genplus system
uses proprietary hardware for Genplus cards that is only avail able from

| i censed suppliers, thus resulting in increased cost for each card.

Thus, a need exists for cashless gam ng techni ques having expanded _
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one or nore an%fmes of chance; and/or a communication interface configured to
comuni cat éNSt3teE SHIFAbl e el ectroni c device having a first processor and
a seco menory device, the VP ' fﬁﬁ?bl e of storing a
secondqgr edit bal ance repr eggﬁ’@i@fr%{a sef:r)c‘){nfélﬁgygﬁln of credit 25 available
on the portabl e \&lrR@t redibiodintléitd describedvag ecfeizaseiihgain g dimcietne diffyreal So

i nclude a secure transacti on device conprising a second processor and a
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In at | east one enbodinment, a nmethod of operating a wager-based ganin
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gam ng machine, "via a conmunication interface, a first request to a
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first request representi a request, to update a.secon redi.t bal.ance
Stored on CHETEHIPRAbeE T srfRiRR o ddnhancts S B Rl Sitonardite
representi NgyRgSLIRRApREBMSE afd CERBhA MMRblyalvEcedThd REcoR@Thahbs 8&8&d ronic
device, the first request including security authorization information;

recei vi ng foapabl¢ lnd spoirtgabl secalde ctedisrbhatande viepresenting & kecood rammint aif i cerdit
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an include a secure transaction device comprising a second processor and a third memory

device, the processor opefable to transmit to the portable electronic device, via the
communication interface, a first request to update the second credit balance, the first
request including security authorization information; receive from the portable
30 electronic device, via the communication interface, when it is determined that the
security authorization information complies with one or more security authorization

requirements, an indication that the second amount of credit has been updated in



15 indication that. the first ambunt of credit has been updated in
accordance with the request; and/or updating the first credit bal ance
stored in the first menory device in accordance wi t'h the request. In
one or nore enbodi ments, a request (e.g., the first request) may include a
request t0atdRAMHEE with desk aitedngr ht% REORE cfetifMBdldiRe RSt h @helR&t r oni c
device to the 20 gam ng machi ne and a request to transfer a designated
credit anousmdry davichin @:amdagcermdhthweeqwslt he portable el ectronic device. In

one or nore enbodi nents, a re first requ be.
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froma user t he "gam ng mac I'n some” enbodi nent s e second 25
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(e.g., using a predeterm'?g?‘ aut o-t.rgnsfer anount ag@ the first credit
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processor at. tr@@ar?s%%nedévqc%r}ﬁlatﬁg Qtﬂlr%‘;iﬁh&‘ﬁle( Giah comiflEnieREANHePLAC SR ) May

be operable to determne, I nres to a request to cash 30 out, whet her
t he communirepiestan a purebleatetionid devxerimenmeoanicatiommtith thé gatpmngtraztnlhme the
el ectronic device; transfer, in response to a deé\nr lftﬁtl on that thene
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to the nmenor evi ce; transmt a request fest er gam ng
control | er ,cretdlitea»raﬂqblesin the hoz@blengedtivaic ﬂmcegam figst requiestnimchidmg skchetypl aced
in the out-of-service state; and/or transmt a request to performa
no- car d- caghbarizeiser AipoRation; reegiwng fromy hee RetEhleresiedronis gpees¥dr thet ¢ he
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det er m ne | 'ne " wndow for the porta ectronic eV| ce, the

first of fliimeribtidowomn@Heeseitt idig ar toke petukiod authonzatidh trégiparcha)| m
el ectroni c device may be used for cash] ess gam ng w t hout aut hent.i cati ng
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the port ablrgquest, and/or updating the first credit balance stored in the first memory device in

accordance with the request.
In one or more embodiments, a request (e.g., the first request) may include a
request to transfer a designated credit amount from the portable electronic device to the
20  gaming machine and/or a request to transfer a designated credit amount from the
gaming machine to the portable electronic device. In one or more embodiments, a
request (e.g., the first request) may be transmitted responsive to a determination that the
first credit balance has reached a first credit threshold and/or responsive to a request
received from a user of the gaming machine. In some embodiments, the second
25  processor of the secure transaction device may be operable to determine (e.g., using a
predetermined auto-transfer amount and the first credit threshold) the designated credit
amount.
In one or more embodiments, a processor at the secure transaction device (e.g.,
the second processor) may be operable to determine, in responsé to a request to cash
30 out, whether the communication interface is in communication with the portable
electronic device; transfer, in response to a determination that the communication

interface is not in communication with the portable electronic device, the first credit



10 el ectronic device, the first on-line use corresponding to a nost recent
time in which the portable electronic device was authenticated with the one
or nore cashl ess gam ng servers; determne, using the first offline w ndow
and the first offline use, whether the first offline use is within the
first of fli i / (#1008 : ' A ' it hi n
the first ?E@P?ﬁ@gﬂﬁﬁ%g&?nﬁgé ggﬁh%uﬁggpgbygmg¥%%g?§§{?hggeyggeyf? gut t he
15por t abl e tled masterogunting evnteed] e Lthd esgubst afidicadingithdt thdrgarning nedchinershoalddel ess
gam ng servers. . In one or nore enbodi ments, a processor at the secure
transact i oRlaged it Bet-gt-servirs %@éesow&/%rt@eé@g&rwﬁéw%@rﬁwraam-éarficfa?lé-cei ve
fromthe p%h{ﬂ§§§kﬁjectronic devi ce, via the comrunication interface,
identification intormati on associated with the portable el ectronic device;

transm§, to a Gasht esmosashbelifmentéed prodedsor st thesag tansactididdeviced (ogy., 20
received identification information; receive, fromthe cashl ess gam ng

server, a $heorrendesecegior) maAYURN Aperable tadletarminm atfiat offling mapdays dopther he
portabl e el i ice ) rtial . r
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has been bligckathblEReEonREGSREShhONe Wsedl Fir AN NahiZd Withohtiukhed€atthgaw ngs
are for illustrative purposes and serve only to provide exangles of
possi bl e st¥ithcengr @smansaghilesasming sgruerp gleteridnag Sest 98dueiusg ehthororadlet ens
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in no y I'Imt any changes in torm an al

invention byrigle eéddlohRddévicd Was attheifidab@uivitd eharone ng thontdshiess phmidg and
scope of the invention. 30Figure 1 shows a bl ock diagram 100 illustrating a
syst em f or speefsodetemeinenising ha st offlineavindew japd thmfrstioffling nge, odether the
constructed. i n gaccordance, wi t h .one enbodi ment_ af the present invent.ion.

i gare 2 SHseATEER H g B S0 RE JETat: G AP TRPegret Bl Ay
smart car dus€ anwithidahe drdt BIHGEE WARIVE Qis¥io theQitRtaBRRACHHIB deffcetwihant arent

i nvention. Figure 3 shows a block diagram 300 illustrating a

r egi st b ed ppitalyle elestremic devicelauthentisatingwish therpngmr oratenasbloss gamivgsematsodi ment
gf s ';Tg.ret pggfgn; oi’lﬁ]\éggg% ﬁ]%'ée CSIELg&Jl{n%nt%, § IBIQOV(\%SS%I‘ gtl t?ng I§ecduir<5?' g{u?'sre]lqctéilc())nodé\/licleu(ségr.,at I ng
the second processor) may be operable to receive from the portable electronic device,
via the communication interface, identification information associated with the portable
electronic device; transmit, to a cashless gaming server, a first message including the
20  received identification information; receive, from the cashless gaming server,-a second
message including an indication that further use of the portable electronic device has
been at least partially blocked; and/or output a notification that further use of the
portable electronic device has been blocked.
BRIEF DESCRIPTION OF THE DRAWINGS
25 . The included drawings are for illustrative purposes and serve only to provide
examples of possible structures and process steps for the disclosed inventive systems
and methods for providing game services to remote clients. These drawings in no way
limit any changes in form and detail that may be made to the invention by one skilled in
the art without departing from the spirit and scope of the invention. |
30 Figure 1 shows a block diagram 100 illustrating a system for performing smart

card initialization and utilization, constructed in accordance with one embodiment of

the present invention.



cashl ess gam ng device, constructed in accordance with one enbodi nent of

the present invention. Figure 5 shows a nethod 500 for retrieving a
smart card paraneter value, perforned in accordance with one enbodi nent of
the present invention. 10Figure 6 shows a nmethod 600 for updating a smart

card paraneter ¥§$H / | 4 ﬁ&ﬁ I ' iﬂg@ f. .+t he
present invention: ?dﬁ@g%gfgﬁgﬁgﬁl ne?ﬁggngggm?g?nﬁgﬁﬂgﬁPeﬂtr ngfg?ping
credit to eardf canstractsdriar dccomlanke wigh 6 errbbdimemadalicipeemt wivehtiene enbodi ment

of the present invention. Figure 8 shows a nethod 800 for automatically
transferring crd&agure sheys prlipskadiagramai0 ypteptinge registeeed PlRYH BT HERSe Wi t h

one embodi @Sﬁstmgfedtil?ﬁco%gﬁigé;&v%&é@ﬁggﬁa})%meﬁ{ %ﬁgies%ﬁ?%@enﬂoﬁmt hod 900 for

cashing out a smart car n acco one ‘enbodi nent of
the present inv@ikir®n shows a HlogudRgheh S00WHuératidkhodmifA0&ird dor pEOtieat i ng

smart card access, perfornmed in accordance wi th one enbodi nrent of the
present i n¢asesygampprieyineeconsiragiedin accaisianesdwith ooe pabodigientiek thagrasent] i ne
use of a smart..card, perforned in accordance with one enbodi nent of the
present i nvertToN.

Figure 5 shows a method 500 for retrieving a smart card parameter value,
performed in accordance with one embodiment of the present invention.

10 Figure 6 shows a method 600 for updating a smart card parameter value,
performed in accordance with one embodiment of the present invention.

Figure 7 shows a method 700 for manually transferring credit to or from a smart
card, performed in accordance with one embodiment of th_elpresen't invention.

Figure 8 shows a method 800 for automatically transferring credit to or from a

15  smart card, performed in accordance with one embodiment of the present invention.

Figure 9 shows a method 900 for cashing out a smart card, performed in
accordance with one embodiment of the present invention.

Figure 10 shows a method 1000 for protecting smart card access, performed in
accordance with one embodiment of the present invention.

20 Figure 11 shows a method 1100 for yalidating offline use of a smart card,
performed in accordance with one embodiment of the present invention.

Figure 12 shows a method 1200 for transmitting a notification regarding a
blocked smart card, performed in accordance with one embodiment of the present
invention. |

25 Figure 13 shows a method 1300 for cashing out a missing smart card, perfoi’med
in accordance with one embodiment of the present invention.

Figure 14 shows a perspective view of a gaming machine 2, constructed in
accordance with one embodiment of the present invention.

Figure 15 shows a block diagram illustrating components of a gaming system

30 1500, which may be used for implementing one or more embodiments of.the present

invention.



Figure 12 shows a nethod 1200 for transmtting a notification regarding a
bl ocked smart card, performed in accordance with one enbodi nent of the
present invention. 25Figure 13 shows a nmethod 1300 for cashing out a

m ssing smart card, performed in accordance with one enbodi ment of the

present inventi @yyre 16 shdwd4r frvd-bab@MgaRilde hemek | WRick Ry He as@irfdrg
machi ne 2, constructed in accordance w th one embodi nent of the present
i nvent i on. implementing fgermeortsnblodinsents dff tbe kredérd gmeentioh.| ust rati ng conponent s

of a ‘gam ng system 30 1500, i M‘?@Dﬁgéﬁﬁiﬁéﬂl npl enmenti ng one or nore

enbodi nents of the present re 16 shows a

server - based gam ' i N4 r nore
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are describ in this_section. These exanpl es are bei ng. proyvi ded solely to
add cont extaggr’f@mé?‘ﬂ and, ajdyin %M(Qﬂfﬁml%ggﬁhq REFSHTH ¥4 lognvén‘f'ﬁlomuslbte \>/lm |

t hus be ap i [ . ' oy

pract i ced: apbfatb 8o RELAKlS et oy WanGorioh iy Bl RYE VD, ke i

i nst ances, ofehdse kpenific detaites $n sthep instemves, radl bresm pesessisoepd Hame det beédn i n
order to avoid_unnecessarily, obscuring the r.es'eqr%t@ulnv ntion. 10 O her

appl i cati orﬁi§§‘%§’_|b§‘_1 A8 i) g _""sd_GE o t‘?ﬁ%‘l‘# PHECES T FHs e rEen _ | 905 A EPHBE: be
taken 35 defjn ﬁ&)@ﬁ&ﬁf?ﬁls LicMdstiBR, ?dc?-nﬁﬁt th& fo‘ifb@@ﬁ%%giﬁ% El%(ﬁ'gd not be takddlast he

foll ow ng det ai escription, references are acconpanyi ng

draw ngs, \defigifivé of imatingesitheoin schige etesstiinigpt i on and in which are shown, by

}[Nﬁgsgf Hustr atIr|1 (t)}Pe’ fo?l%\?v(i:rllgf clle(iai?ercrib(i)eglcnn}ﬁirz)tn,s re(%gre;[lchees} a?er 16131%1 Q Eo {hgva%gérhgar;iyﬁllgt hoth
drawings, which form a part of the description and in which are shown, by way of
illustration, specific embodiments of the present invention.  Although these

15 embodiments are described in sufficient detail to enable one skilled in the art to practice
the invention, it is understood that these examples are not limiting, such that other
embodiments may be used and changes may be made without departing from the spirit
and scope of the invention.

Although the present invention is directed primarily to gaming machines and

20 systems, it is worth noting that some of the apparatuses, systems and methods disclosed
herein might be adaptable for use in other types of devices, systems or environments, as
applicable, such that their use is not restricted exclusively to gaming machines and
contexts. Sﬁch other adaptations may become readily apparent upon review of the
inventive apparatuses, systems and methods illustrated and discussed herein.

25 In the following figures, method and apparatus applicable to various gaming
system configurations and their associated components are described. The gaming
systems may comprise a network infrastructure for enabling one or more hosts to
communicate with gaming machines. The gaming machines may be operable to provide
wagering on a game of chance. A plurality of gaming devices, such as bill/ticket

30 validators,.printers, mechanical displays, video displays, coin hoppers, light panels,
input buttons, touch screens, key pads, card readers, audio outpﬁt devices, etc., may be

coupled to the gaming machine. The gaming devices may be controlled by a master



15enbodi ments are described in sufficient detail to enable one skilled in
the art to practice the invention, it is understood that these exanples are
not limting, such that other enbodi ments nay be used and changes may be
made wi t hout departing fromthe spirit and scope of the invention. Although
the present.i . . : : : y .
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enbodi ments of the present disclosure, a smart card includes one or nore
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over 5 the functipns of t.he card as well as the .infaormation stored thereon.
Accor di ng. PSRy Trdhastiof.c iyt O op Hore SptREllS) L LB Ry oo
bal ance i s réquettofiRtay@ltstsf 10rpetfoam Srfintactioh tandadhlly Bie peodreval the y@beRhrdsuch
as a card reader, determ nes whether to alter the stored bal ance values to
conpl el & aispamsitastto gher the slongsl areditbalanogapluget er mi ne whet her a request to
alter a stored Elgl ance is prOﬁer.% encrypt ed, b%lt it does .10 an_\ detderm ne
whet her the reqUdP& T HRrC TP PAPISATE; 0% AREIEIHAT PRISHIAL P the car
contrast, QREfMstdiI LoRRUNMRIRYRe RimfilRePhespik 1EHSH Me WeturithCdddeigbead smart
card with a programresiding on the card itself (e.g., a Java applet) that
may veri fy abenehor OQratregsant torpthef mcraasdde sequaitys de t that svheThuging jaenvensiooal nor e

enbodi nents, .an extern systemrequests the.card itself .to perform
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a verification application on the card itself I1nstead of a different device

el i m nat es theheardeakhib iintkrceptiaorh eftere onguirs wf thteeard irbatdwetsointerfaCaefrtbasard f or
the increased segurity is th vhen usi nventional techniques (e.g.,
the Gonpi usstcrpwerd. Wi SabodRens diekie RFeR s RySemeaigape operatisis

of an application reading and/or updating the stored data often cannot be observed, and

communications between the application and the data cannot be intercepted, because

25  the application that operates on the data may be embedded within the card itself.
Another reason for the increased security is that in one or more embodiments,
the smart card itself verifies whether a requester has permission to make a request to
perform a transaction, and those transactions may later be verified before allowing
credit stored on the card to be given to a user as cash. This chain of trust provides
30 increased security, as well as allowing expanded capabilities. For example, the ability
to add value to a smart card need not be limited to a few trusted systems, but rather can

extend to various devices in a cashless transaction system that can at least periodically



20 conmuni cati ons passing between the card and the system operating on data
stored on the card. This interception often occurs at the card read/wite
interface of the card reader. However, when enbodi nents di scl osed herein
are inplenmented, the operations of an application reading and/ or updating
the stored GabAmXatERitk ANAGeRLRRSEF NRH syt CATRIIhG A BBE: B&livRSHay he
application and the data cannot be intercepted, because 25the application

t hat oper atcesinamidae widt a smayrt ardnismgdpublivi kby renttypticar sb ithe elrifvate key
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the increased security is that in one or re
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i ncreased security, as well as allow ng expanded capabilities. Faor exanple,
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differ%t 3/ ré(urgeards may have different private keys, the discovery of a
cryptographrc ‘key associated 5 with one smart card will not conprom se use

of other smart dJawds or more embodim@dis) tiingingnevadic sio¢om figiiaeioh Paihttafontdre
present disclosure are not |limted to proprietary smart card hardware or
menmory si zésgartEgrdmay Feludsng of grore gtie Jpkawing gperatienso p gy vigm meaygad one

techni ques i sl ased, MSrS IRy, be, SL 00T SRALIL FSONCoR. a5, compared 1o

traditional Iques. er, snart cards rmt a three

10byt e pur $&tron Managkfe@Bo@ile MaHRT @FPRYi MBSl acliatiinign e/ applitativn to
configuration paraneter on a smart card may include one or nore of the

fol | owilAg apkean ¢hanse, the apniicatiomay velidpte aae oF mept Rerprassioms aad/s Yules, dhted on
a smart card;an applj.ald on o iR en SR, G &ty APRILAD Napagement
modul e and/°8P aﬁBPe e}y r’r%f T8I T GREETO R OF “fife ng’Fi CBY PR Y 87 £5'%hke a
change, t hefarplel &inlo08 a1/t drfl leCeabdl @ndlor FRY HpRPiite bR ANY Bbvédl| es,
t he application may nmake one or nore changes to the card, a pl a%/er ma

speci fy an tarpdiectvhimGaning Madure (EoMarvdieorthé carhis inseded ihito GM ¢

i at b d t . ect r oni ' Machi E wh
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confi gypat isghurMaksemtiopdlerr perform ng one or nore 20security validations,
etc. In one or nore enbodi ments, by having an application running on
the card, rul es Inmpebsr matsectdbetlivientsi hy thawingaandappdicpiéerf oummingpew ithe eard,

aut omat | oaiP P e i TR e R p e Re T sPPEHT B ek MRS When o
gi ven bal anggliéaloh ndl&huB Wnahs B8 ithdt @diontHiesinPlrEgerdyCtar@fktion which seeks to
replenish funds when a given balance falls below a specified threshold. Such an
25  application may include one or more of the following operations: a system may read
one or more parameter(s) stored on a smart card; an application on the smart card (e.g.,
a Patron Management module and/or applet) may call a function on the application to
make a cilange; the application may validate one or more permissions and/or rules; the
application may make one or more change to the card; a player may specify a credit
30  threshold balance that may trigger an automatic transfer; and/or the appropriate amount
of cash and/or credit may be moved when the card is inserted into an EGM, when the

configuration value is checked, after one or more credit balances on the EGM are below

10



25 application may include one or nore of the foll ow ng operations: a
system nmay read one or nore paraneter(s) stored on a smart card; an
application on the smart card (e.g., a Patron Managenent nodul e and/ or
applet) may call a function on the application to nmake a change; the

appl i cat i o Byedfibd dHiMcONBr&hoRDT SdAs ThES I RABrARY/ Bhe &t &fore! fRurity
application may nake one or nore change to the card; a player may spécify a
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bl § cabl o s g AP RE P A s DRt BPopidust LS THROSEY SIS mar
cards. EveRedity RRdAARalgatnethe snart08Rd OmoRigecdsk GRbiod WesidRs fiei Redvdrr ei n
may be used to facilitate other cashless transactions in a casino

envi r onnentsmagtisetd; puttipgyheRGM backnmtl ssTviemt el roons, or ot her

am ng-rel ated endi tures. . . . :
g g 25 el)il%s, in one or more embodiments, the present disclosure describes techniques

that may offer a more secure and flexible smart card design than currently exists. It
should be noted that although the some techniques may be described in reference to
wager-based gaming in a casino environment, these techniques are not.limited to
gaming but may be applicable to any or all applications aﬁd/or industries involving
30 smart cards. Even in the gaming context, one or more techniques described herein may
be used to facilitate other cashless transactions in a.casino environment, such as

payment for meals, hotel rooms, or other gaming-related expenditures.
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Specific details related to techniques for smart card operations and/or
cashless gamng in a gam ng environnent are discussed in U S. Patent No.
6,852,031, "EZ Pay .Smart Card and Tickets System" by Richard Rowe, filed
on Novenber 22, 2000, and U.S. Patent 5,902,983, "Preset Anount El ectronic
Funds Transfer . ] i y : . Ld.ed on
April 29, 1996, §§§%ﬁ@‘g§ﬁ%f§ﬁ@eg%§%§@%€§ ?ﬁ?&aé‘g?aéﬁﬁé’rﬁi;&#%“é@én°€%ﬁ1?43r al |
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enbodi nents, cashl ess gam ng system 100 may be operable to perform one or
nore oper affcomorated hy edereacesior gl Pusposest i dati on and/ or verification
procedures, suc se dis sed.i . en i i O

117567, 916, whi SCRRE RS B E STaE ol kRl oshRE: ehllrieslth 100, g
syst em 100 whidh utbsdegayite@ anrppondhtsSastOdated Wifte sexboctirddnitialifation gatidéorl,
gam ng apparatus 104 is _a gam ng nmachine. Additional details regarding
gani ng nachfilizaionr eAegosding de arievsepmbodimgnispeashless gamipgywiystsmy Edhaey beo
Figure,l4. However cording to various enbodi nent.s, different types of
gani ng'30” SBAT it esBoRRgT RErf R} AR LSRR e iy RS
cashl ess gai6r& ®pefafibnedasiibed Hereiflivitie k&Blenesrho digmey S-1ganimgnappanateus 104
may instead be a bank of gam ng machines, a kiosk, a cashier's termnal, a
pat r on nansgéagimentse cashbess gaming pybtemilOP anay be ooerablertaipesliorm gmegnanetic nor e

ot her devices. ..Gani arat.us 104..1 ncl udes sl.ot machine interface board
Csm B 508 SPtioR it RESRA® bt ahar Re o ah SOk RS R o
the Bonus GEngided in UeyapdaR! Alicaiod G, of oRears, Wavadz bééﬁ\/iﬁc}ﬁﬁf’)oraieﬁ wyhoul d
be noted that although gam ng nmachi ne 104 includes a SMB, different

i mpl enéht aréferescaray i ncl ude one or nore different control components
configured to perfarmsim.|l ar operations.as SMB. 108. For e I i.f
gam ng appar at u?rai}gﬁssvﬁgu%g kﬁyﬁtgﬂl grooa “b%‘t“feéngﬁﬁﬁlzggélﬁgﬂ?ms 1647 G e

embodiment of Figure 1, gaming apparatus 104 is a gaming machine. Additional

details regarding gaming machines are discussed herein, and specifically with respect to

Figure 14. However, according to various embodiments, different types of gaming

20  apparatuses may include one or more components related to cashless gaming. For

example, in different embodiments gaming apparatus 104 may instead be a bank of

gaming machines, a kiosk, a cashier’s terminal, a patron management terminal, a card
initialization terminal, or one or more other devices.

Gaming alpparatus. 104 includes a slot machine interface board (SMIB) 108. An

25 example of a SMIB according to one or more embodiments is the Bonus Engine®

available from IGT of Reno, Nevada. However, it should be noted that although

gaming machine 104 includes a SMIB, different implementations may include one or

mo.re different control components configured to perform similar operations as SMIB

108. For example, if gaming apparatus 104 were a kiosk or a patron management

30  system, rather than a gaming machine, a different device may be used in addition to or

instead of a SMIB. In some embodiments, a patron management system or cashier

client may include a device (e.g., an Omnikey 3821 device, available from HID of
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30 system rather than a gam ng nmachine, a different device may be used in
addition to or instead of a SMB. In sone enbodi nents, a patron nanagenent
system or cashier client may include a device (e.g., an Omi key 3821
device, available fromH D of Walluf, Germany) for reading a smart card in
a credit cay thfOG@hxfuﬁﬁ‘} B reSAfg Qrsnf¥f &r§Y§5%P&htV\éaM‘ fé‘lﬂl é-EMrdQYﬂeC ¢t B

i nclude a device (e.g., an Omrkey 3121 device, available fromH D) for
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116, and a di splg M%al r haEen oY,

comruni cate with egde% lggl\q}figsre'gpg 14% ot he lgiv??:%g notgm: ust rrg%aen "

Figure 1, with ether @mponests Setheganhinp kpparkingd 0ér suchas arcdidigader 1dLf ﬁasﬁnt

enbodi nents, one or r i fferent types of conmmunication |inks may
used. | n oMPUbdekised] én%g.arﬁsml%v 126 IEG’HSI\WB“@GSWHWHB%WFCSNIB)W%W

one or nor Y, S[E'P%m' tion
link 128. féﬂﬁlg{rl@g%'?ed%bgﬁ%ﬁb%g g!qucsoté}ﬁi%u(%it\/gca i onﬁm%%(tg(l%é%? a hg wor k
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di scussed throuqhout the specificatjon, and particularly with respect to
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Figure 1. For exanple, conmun
conponent s Fmguréshes gadileg heety @emoﬁdlérhb&ﬁnﬁnﬁliﬂieecfonﬂﬁﬂih@ﬁldﬁom 008 eday a .

di spl ay devic a service w ndow, etc anot her exanple, a SMB, STM
and/ or 1&t hemchedﬂﬁwmémoragﬁaithmre@ Lk ﬁsqtﬁbtedaﬂma@gquggﬁﬂhgﬂcsyst em may
comuni cate Wt orrllg ormrgpere 11;n%;1 Nty LYRAS oa dbev Ses, ory |rnheesrlfa<aes, such
as a not herboar Cont a Network it er face ) Lef e window,
a ki osk ( ec@ntrola)n‘é)b?tlﬁdfb htampaﬁeras iiri &k%binn% appafitisasech, asahéi t&@lraydesiey2.ce
(e.g., a vacuum fluorescent display, NexGen or sbNexGen available from

| GT, etc.) thewsenimnpubderdee 1b6p@nd¥f>r ti@vdlméay 120. In additienconrdigrnataly.shoPMIBe

cashl ess gam na nfl ured for t are not
cindor -t he® SO PR oot 8 i Bty s it DR E T ARt Bl
interfage iappaiius RoilfiBAted Qﬁlfﬁi%dr@qdeForaéiﬂm§thheSSWEt1@'8'Iﬁﬁiy ténPRRicafe NMOre
stores, restaurants, hotel facilities servi ce desks, cafes, gift

shops), or vatthene @mrmerecpmhmmat phle gsmng maclyné.i spehats enmasigr ghhog a

player to. %csn?trcglper a splay gvrige, ta%elg?éé \I/l(I)lEOW,O egc_:. As another example, a SMIB, STM,

and/or other component associated with the cashless gaming system may communicate

with one or more different types of devices or interfaces, such as a motherboard, a

25  controller, a network interface, a service window, a kiosk (e.g., a system having a

ticketing interface), a display device (e.g., a vacuum fluorescent display, a NexGen or
sbNexGen available from IGT,.etc.), or any other type of device.

Some embodiments of the cashless gaming system may be configured for use in

systems that are not under the control of the casino. One such use may be a point-of-

30  sale interface in which a smart card reader and STM is installed in one or more stores,

restaurants, hotel facilities (e.g., service desks, cafes, gift shops), or other commercial

locations. Such a configuration may allow a player to use the smart card to pay for non-
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gam ng goods or services. A smart card configured for use in such a system
may include nore than one purse (i.e. credit balance). The use of nore than
one purse may allow a casino to prOV| de different types of credit on a
smart card (e.g., ganbling credits, cash, pronotional dollars, bonus

poi nt's, | oyalht SE&Hdgt&r sépibes) %n%ﬁ’ﬂ’[ c@fﬁpb&lf&%reﬁfﬂr%le'lﬂg‘bugﬁrﬁ' f&@te?rp%a

non-gam ng fun g for regulatory conpll ance). stated here| n,
the SMB i mdlmdzbersowﬂhmr ynelgutse (ire. oredit balante)e TénﬂbledoﬁmnresthamempyrSQMynay

i ncl ude proHraminstruction f.or CPU 140, h as program.i structlons '
r eI ating t3'P¥ 3 GAHRME Qﬁ‘é‘”‘i“r }%F"e“tcfé@‘?sa‘?f SWé“fQS’r a G&ﬂ%ﬁn 1§ one

or e eg@%gitgg&hﬁ %ﬂaﬁl b¥al ch’o‘ﬁ %oﬁ&sﬁ%ﬁ @”ﬁ;g&’l'i g&%%ﬂf@%fiﬁ%?&rav\ﬁﬂi Uss

reI ated t am ng. Fof exa store a credit
bal ancesfonmhgla@gamm@emd/mnggﬁmgrf@ap(agr ddrusgdl Bryacuandiancgrt card, such as

a smart card in comrunj cati wth smart card- slot 132. I n one or nore
enbodi nent s, rrer?érsgt/atidﬂf]&eri:@’fz@@w]& ineudes memeryl 44Tinene prmprsenhndimpents, o

system resgley ?nﬁju“lt‘?r zﬁc‘fﬁ? ?9& £ O IRIRGY fl;?f"(:lﬂ@y%)éﬁa L h“ésg:?ggﬁaﬁl“

event of a sys power, and/or rese

enbodi nent $nstrh1hﬁorﬁ|\t"e]3t1ﬁ§.yb f)d:rﬁﬁ'hiuﬁg‘lommdteng)efmoas Toranastdedsi gamifg nipl @dee
nodel in which activity is not recorded to a transaction record untjl the
transact i oY IOTe sWPPdinsatsoMemeay ddhmay storg onerp@org pargmeter values iekated to

' nterr ypt e%aé?ﬁés?ig[%mu’rig C%Qr Qg?&@gphl%;ﬂ%g' (84 Say, stdrePD Beic | 8hke fSJ‘{’rar% %t tally

conpl eted transa € record € ca ess gam ng

The Transadkiwen @@mn{g@tp@amdalos HRY atshiag caﬂi pui@v& ntsnesdard rrmaanhﬂurngatio@st
(e.qg., transferred froman STM but not recorded on a smart card) or
dupl i cat ed Wit @jnart tcarén%q’tek}?edht RO WAFY cBhedmMSHls, Memore Atd éune-yelatle STM) .

A card r eag&{m T!hﬁs 1$ hlé % s&ﬁexﬁ'r%‘ % c:l’%dltcfarhge gtgl%g %E] n%%’é ¥4 lﬁ?a

operable to CO I cate machr ne ace boar ccoral ng to

different e;ebmlhtaﬁlea&l e\teheomﬁteheﬁdefe o2 oMpywdr@rdisigesne or nore
conmmuni cation interfaces 25 for communicating with one or nore portable

el ectr &fi c devi desonroembodimghis, then@MIBr mhay efdetion] ageordieg (idleks Tﬁ@ﬁ‘ﬁ@ card
slot 132 a card sl ot Hovvever C to.differ

enbodi nment srtd W%Surgoﬁ?&ﬁ%e‘?ﬁc}l g‘é‘? dcor% &T%P naagg Sﬁlgu ot "€oh uﬁtlllcfa S on

i nterfaces taByachEn US@ehpldtbd bh B sthatt caf@fﬁmnﬁfa thinbRYiBh islid&rapratRforaitsar t
card slot. Smart card slot 30 132 may be operabl eto communi cate with a

portabl e elcewbe gpmpletkshiegs, byspaerdessh tbmamlaﬂap@nphetﬁddmswlom%' not be
enmbodi ment s card sl ot .ma | cal ich a.smart
card may  bats e Pelre SR dnery el SaBE RafrigH Comeldmitechl Aot 122
may. 20  prevent cash from being lost (e.g., transferred from an STM but not recorded on a smart

card) or duplicated (e.g., transferred to a smart card but not removed from an STM).

A card reader 112 is illustrated in Figure 1. Card reader 112 may be operable to
communicate with slot machine interface board 108. According to different
embodiments, the card reader 112 may include one or more communication interfaces

25  for communicating with one or more portable electronic devices. For example, the card

~reader 112 includes a smart card slot 132 and a SIM card slot 136. However, according

to different embodiments various numbers, types, and/or combinations of
communication interfaces may be used.

In Figure 1, reference numeral 132 denotes a smart card slot. Smart card slot

30 132 may be operable to communicate with a portable electronic device, such as a smart
card. In one or more embodiments, a smart card slot may be a physical slot into which

a smart card may be inserted. Alternately, or additionally, the smart card slot 132 may
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be a wirel ess conmunication interface configured to comunicate wrelessly
Wth a smart card and/or a different type of portable electronic device.

In one or nore enbodi nents, the card reader 112 nay communi cate with one or
nore portable el ectronic devices operable to store a credit bal ance for
cashi ess 98l NGircRsE ComAitATRlich ilBTLAARLERID Lhfnilae MIBRLEA W th a
smart card via smart card slot 132. In such enbodinments, smart Card sl ot
132 may be smagichrdendbbraalifarehtaypeoguenbki didotrohe devieser of gam ng appar at us
104. For exanple, smart card sl ot 132 nax i ncl ude a physical slot on the
external surf acdn 87 PHBOGAMINGAF AT cAd 1epaer Rk BRYAYBMMBIfaY e Jenot es
a SIMcard : r: ( 0 be
configured n?dgg%gﬁéfﬁu%?%gt{&e%{%gfpﬁgﬁqﬁ%%gﬁg& OZTF ea(]:c? erd?nl?gé&%%\??lcs:éea?ﬁlg%g%nggga
smart cardFdeskgngld, the canhfcaderr A may acmondaaeewith bisnanecad vivsmarotcatdhe
Subscri ber ldentity Mddel (SIM card formfactaors. As with the smart card
slot 132, sl 182Mm %‘a?“&h Sehodimentspymagc capd Higfsh 32amay bt postioned p g o be
conmmuni cat i I f ' c ' i T i t | M
card or ot AcwsBla LR, SP R ibpbil NI Plr Bt AR M 152 T
communi cat iimdluded ghybRakslot on the externahsurface on e ganding hpparitss 1ade card reader
112 may comruni cate with one or nore portable el ectronic devices operable

to facilitate c&AEIMEAIHY IS8csnptey afiiMceardsiol Suere ermaresaripdgments,
communt Sat SN Sl hal B Sontiredt AR gioalE iR o A0 el e e o

card sl ot 1o ad B @it &ird MREign&bodontiik& it heoRlbihte andl oyopabiooMmiene or
nore encryption, decrﬁ\l/]pti on, and/or security validation operations

associ at ed SHbsdiibeblfsniy Meded A3 Msark Enmafagtater Ascuity thermartrargglas hig, the

appar at us . _For le the STM card may encrypt conmunicati.an
o tred Tt su St Spatimeht ¢ Rrenal o0 e Mg cFREM AR, M %see 7

card may deehfifired QIMEUMInfiRida0 Sireleds]l$ ittt QASIRD chfdobt bher PoREle Cddctrohiz t he
gam ng apparatus 104. In one or nore enbodi nents, using an STM card for

securi A§ cdlevigniaany ethst type geegmmupicafion intfr@ppar at us 104 and a smart card
may have one or .nore advant . For,exanple, it, may be easy, to.,add and/ or
femove. the STV AR PRBHS ARG B pan Arsr Lo sue ket ¢ & Coul o
be easily. nepbapthbi tdedrddid fRVRBS SPEMUIAI@. facilitate communications/security

functions, such as a Secure Transaction Module (STM) card. For example, the card

reader 112 may communicate with a STM card embodied in a SIM card format via the
20  SIM card slot 136. In one or more embodiments, the STM card may perform one or
more encryption, decryption, and/or security validation operations associated with
communications between a smart card and the gaming apparatus 104. For example, the
STM card may encrypt communications transmitted from the SMIB 108 to a smart
card. As another example, the STM card may decrypt communications transmitted

25  from the smart card to the gaming apparatus 104.
In one or more embodiments, using an STM ca_rd for securing communications
between the gaming apparatus 104 and a smart card may have one or more advantages.
For example, it may be easy to add and/or remove the STM card from the gaming
apparatus 104. Thus, the STM card could be easily replaced with a different STM card.
30 As another example, security operations may be performed independent of other
functions of the gaming machine and/or SMIB. As yet another example, the STM card

~may be preconfigured to perform one or more operations specific to one or more
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30 As anot her. exanpl e, security operations may be performed i ndependent of
ot her functions of the gam ng machi ne and/or SM B. As yet another exanpl e,
the STM card nmay be preconfigured to performone or nore operations

specific to one or nore specific types of gam ng apparatuses. Additional

details regﬁé&kﬁ@gyp%wfcgahﬁﬁg apBardiusésUs 3QMitiohal ab@ils QBpar@ng TNV Ecafds are I'n

one or nore enbodinents .g., one or nore enbodi nents in which card reader
112 is oped&bﬁ@edmnctaﬂmnm Emuedith a STMcard via the SIM card sl ot 136),
the 5 gam ng apparatus 104 i ncl ude one or nore rit res for
protecting accesd b °ERATE OélF‘B?ntig%g IC SHENBFE FB S‘?‘EP % ﬁ@'ﬁ%}l% cardne

card reade ea%l@?lf?ﬁéop Bfé%'eghﬁ iQfe AR LT c2MGHa EH%@IA@&M%R&'& 436), ffe 136
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as conmuni catin n. STM ¢ Vi a ||\/|C d sl ot 136
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enbodi ggnt Io t t r axa ing to
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card nmay bensuthardliedhceess aoeho BIMraad sioal 86 @mydeﬁmrermﬁesor faoh digitdl dmaverat s,

or any ot her type of format for a port.abl e el ectronic device. As another
exanpl e, | Rhynel seysmtegenen sidRjarneat Slengdlagrdicar d my be physically

coupled with a Qxalﬂ?otﬂg% IRPEh B dHR eGP tﬂé‘%&rdt ﬁb%g%a'iﬁz‘"iﬁﬁgﬂ?é@d?&t ?%u% thjone or

nore conponents 0 gam ng apparatus wt comruni cati ng
renovabl e sle@iribedosis evaimplicatinge withMagaSTMragardevia Bavidwarde skondi®6 &df t war e
corrponent coupled with one or nore corrponents of the gamlntgdggrpar atus and
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conf i gdPed comanuairafing evithce Bi#YeTe sguRi fgdappar@ars @ ¢ fterent
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Figure 1, Fererence n user i nput® device I'ng to

various enafbod®idngs, dither WseBoth NAYtplaRyisCemdr GarBYindethayTMNpait @ayitee
configured or desrgned to receive user input. For exanpl e, the user |nput
devi ce 116 embpdisd in onews masadmart qasd formaes; SEM, casd eyl or ANk OYISHAYRE, Ofa

button pane%l fma(:f\ for a portable electronic device. As another example, in one or more

20  embodiments, an STM card may be physically coupled with a gaming apparatus such
that the card communicates with one or more components of the gaming apparatus
without communicating via a removable slot. For example, the STM card may be a
hardware and/or software component coupled with one or more components of the
gaming apparatus and configured via an interface on the gaming apparatus (e.g., over a

25  network, via a user interface, using a remote device, etc.).

In Figure“ll,' reference numeral 116 denotes a user input device. According to

various embodiments, the user input device 116 may be any input device configured or

| designed to receive user input. For example, the user input device 116 may be a touch
pad, a touch screen, a keypad, a keyboard, a button panel, etc.

30 In one or more embodiments, the user input device may receive user input
related to cashless gaming. For example, the user input device may receive a request to

move cash and/or credit between the gaming apparatus and a portable electronic device
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30l n one or nore enbodi nents, the user input device nmay receive user input
related to cashl ess gam ng. For exanple, the user input device nay receive
a request to nove cash and/or credit between the gam ng apparatus and a
portable electronic device in comunication with the card reader 112

(e.9., a sERLbmGRRhEalih BicGAL I%Q&r"i"léf‘(e%@ar&na‘}%&d% %Brgéﬁfxicaﬁﬁn gt her

exanpl e, the user Input device nmay receive-a request to u e one or nore
par amet er alatteardxiotal 32meXd anddtedl exdimglonte N dipud devicd hal heced@rareqeader 112
(e.g., an updated player nane, preferred |anguage, auto-transfer threshold
Sval ue, aut'8d4tf QRS OEMAFBARMeteEvalues on a smarResrd 1B GEBRMHIRREGR “ﬂg'oth&?ﬁ’iﬁ’t es a

0L SSERGEARS AR WL SRR e AR GBI T

pl asma 6i sphhiy, ado-Sander Segiikc i spl ay, etc. In one or nore enbodi ments,
user input device 116 and dis Iiy 120 may be part of the sane device
10(e.g., a touchRefgpresnugmess] IZAP) lenotes a digMey. gpAspardipg 1o yariays eebesh@eaisl e t o

di splay i nfd(i)trf%ti tgglg'es;?g“lrdgstpgaglrs tngl)r%lgco%suryeg SI%OIQ . r.eé &ll‘nzeg &nisgl)éag?@ g‘ba]yyégalngicél? | ay

120 may show one angter val ues”s oni ¢
device in @aNDEDI displapna pldsthaCaikplay,e@devenldegmestidipRy, ete O oABr&@ Pafanet er
values (e.g., player nanes, preferred |anguages, auto-transfer amunts, 15
aut o- t r ans feEybodlimein disersinpet ¢aviige bl antcdisplaptld0ymast b part of the same devdea d in
comuni,gation with,smart .card, slot 132. In one or nore enbodi nents, the
displa&ﬁlzégﬁﬁﬁt%(%ﬁg%839835y¥0r nodi fyi ng one or nore val ues on a portable

el ectronic devi Oael di(sj;ﬂ@ynmoirﬁ@gt beropétdble sdTdisblagainebrilatbn YSldte todeashidsd | St
of possible preferred | anguages, a selection of approved auto-transfer

t hreshol d \zaminss, For exempls; ithendigplay p2 svag shewtane op mara pefagetenrvglngs storest ¢, ) .

In Fi 1. ref | 124 denotes. hos. tens. t t 124
may i nol uaddher PR R 08 n SomF Gl 30h B3 YERr A LE SR RER ne

interface Qeat@atdibtarNdiues$t.gS YRl Mandeddpitbitrdddakdiafésg ditodrdndfes amoumtiscat e
via one or nore network |inks, such as network link 128. In one or nore

enbodi ént swtonteanséar kthricshokds] @ ditéplapecs, 26.)zstared worksmarindard in eonyaricgtioret wor k
oL 3 2SS SRS o S aTAR SGEr W bL Bl SSUSERL
link 128 nmgytibMC fan&Dfify JHe’ 8r GROTURLIGSS |6 al ipBKSbIE NeldctRIA |deviegt Wor K,
such as the internet. _
communication with smart card slot 132 (e.g., a list of possible preferred languages, a
selection of approved auto-transfer threshold values, a selection of approved'auto-
20  transfer amounts, etc.).
In Figure 1, reference numeral 124 denotes host systems. Host systems 124 may
include one or more servers related to cashless gaming. Slot machine interface board
108 and host systems 124 may be configured to communicate via one or more network
links, such as network link 128. In one or more embodiments, network link 128 may be
25  a network link in a gaming network at a casino. Further details of a gaming network
will be discussed in relation to Figure 17. However, according to different
embodiments, network link 128 may include one or more communication links in a
public network, such as the internet.
Examples of the types of portable electronic devices that may communicate with
30 “one or more components of the gaming apparatus 104 via the smart card reader 132

and/or SIM card slot 136 are smart cards 200, 300, and 400 shown in Figures 2, 3 and
4. Smart cards 200, 300, and 400 are portable electronic devices that each have
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Exanpl es of the types of portable electronic devices that may communicate
with 30 one or nore conponents of the gam ng apparatus 104 via the smart
card reader 132 and/or SIMcard slot 136 are smart cards 200, 300, and 400
shown in Figures 2, 3 and 4. Smart cards 200, 300, and 400 are portable

el ectronic n‘fla%\’dr(}%ﬁdgrg@tor%?&g §8SsordT DRG] NG OB ROSEEI00 S | 1

addition, smart- car 200, 3 and 400 are €ach operabl é to conmuni cate
Wi th one oOradtbogerailbes cdewidisitd with @rsdd e gthot devisgssinedrcashtbsopamasy no
environnment. Snmart cards 200, 300, and 400 are Java snart cards designed to
execut e on&YSFM BnegF %asﬁ}odij‘r"&ﬁ%mel&ppl ications, and/or applets witten in the

Java progranmm ”gnla?PQaH‘&sgfoo '3'9?5‘%@4003&}895@ it 9argé pés?én%ﬁtto SRDAE JRNES

various types of progranm g [‘anguages nay e used for®various conponents

in the sashM®@sprap@iths)Gpplycitiom, aatioh apsletc writteh, in @ik Javiiprogr@hming langabge! i on,
according to various enbodi nents one or nore of smart cards 200, 300,
and/ or 400 Hﬁyvevsre agoendiae & ditieraps emeodimen ey variays tyrss of PrEEraR@IngHaRgUpges

exanpl e, n?%% us%arfﬁﬁg%ﬁ ﬁg{%%ﬁgﬂt?(i'n't s "s\étgomg gst%egﬁcth £Edcgh zed

smart card any o portab evi t FI'GURE 2

shows a sn@#, Net, ¢tc20th hdtatlon ,SacGondinggtor eahom& dieidghads baé odSorbofGReror
nore players in a casing environnent, in accordance with one enbodi nent of
t he pr esemcaﬁdﬁ\i?@ﬁt ii% anéf?ﬁr“@%a%dbqembpéleénn vATieY shapeseer fowmy factors dFee. g. |

dayl s€’ ?mple zrir% art C r(fj%;e}{l%gt m%% R419% é elc;zyrge glghﬁonl%l s1zegie{i!1|[1'c{ri Eefrﬁ“ on

|nforma|on tl |ca|on nu 'S no

particul ar oaa@yothertype of;ﬁbr&ibﬁe QéctisaicedeRideodi ments, the unregistered smart
card 200 is operable to communicate with one or nore other devices in a

gam ng network B’}IG}SERE@ ﬁlod@e?d sinprt gashQ theh isdeanfiguredsercdesigaed fer wseet card
sl ot 132. Howe rent enbodi i ent s, rds cormu icate
ising one OReRIBITRERR FRUITATBETCR o SETRBTE: e EACTUR & a ol M
card sl ot (e PresenPiMenfdl Shidtt adbP0ONIAP inehisRERISSn 40 0A k. gatal @Ry use”

15  smart card) that does not include personal identiﬁca%ion information (e.g., name,
identification number, and/or is not tied to a particular user.

In one or more embodimenté, the unregistered smart card 200 is operable to
communicate with one or more other devices in a gaming ﬁetwork by being placed in a
smart card slot, such as the smart card slot 132. However, in different embodiments,

20  smart cards may communicate using one or more different techniques, for example
communication via a SIM card slot (e.g., SIM card slot 136) and/or wireless
communication.

Unregistered smart card 200 may include one or more hardware and/or software .
modules for performing functions related to cashless gaming. Each module may

25  include data and/or program instructions. In one or more embodiments, one or more
modules may be preloaded on the unregistered smart card 200 when the smart card is
constructed. In addition, or alternately, one or more modules may be configured and/or
loaded on the unregistered smart card 200 via a device in a casino environment such as
a gaming machine. Unregistered smart card 200 includes a card manager 204, a

30  security module 208, and a wallet module 212.

The card manager 204 is a hardware and/or software module that includes data

and/or program instructions for accessing one or more features on the unregistered
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Unregi stered smart card 200 may i nclude one or nore hardware and/or
software nodul es for perform ng functions related to cashless gam ng. Each
nodul e may 25 include data and/or programinstructions. In one or nore
enbodi nents, one or nore nodul es may be prel oaded on the unregistered snart
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one or nore nodules may configured and/ or | baded on the“unregistered
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machi ne. Unregi stered snart rd 200 cl udes a card mapager .204
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i nformation SpeCI e |n unr egl srrar such as
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card 1 ur| ng tonstruc In one or nore enbodi nents, at |east sone
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exanple, it nmay be inpossible to alter the smart card serial nunber and/or

one or nmor @@ﬁ%ﬁ@éﬂ&@h‘i’%u@%@é@%@ k%gfseanpk@eftm%h@m%@bl%f@ aligathe sewFty
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or 15nore O e va ues Secur ty verifica
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removi ng and/ or confl guring other nmodules on the smart card. For exanple,
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removing and/or configuring other modules on the smart card. For example, card
manager 204 may permit adding, removing, and/or configuring security module 208
and/or wallet module 212.

20 The security module 208 is a hardware and/or software module that includes
data and/or program instructions for performing one or more functions related to access
control and/or security verification. For example, the unregistered smart card 200 may
receive one or more requests to read and/or update one or more values stored in the
memory of fhe unregistered smart card 200. In one or more embodiments, some or all

25  requests to access and/or update values must be validated by the security module 208
before being performed by one or more modules on the smart card.

Thus, in one or more embodiments, the security module 208 may include one or
more pieces of information related to authenticating request to access the unregistered
smart card 200. For example, the security module 208 may include a Personal

30 Identification Number (PIN) and/or one more cryptographic keys for enabling secure

communication. In addition, the security module 208 may store information relating to

one or more previous transactions, previous authorizations of the smart card,
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data and/or programinstructions for perform ng one or nore functions
related to access control and/or security verification. For exanple, the
unregi stered smart card 200 rmay receive one or nore requests to read and/ or
update one or nore values stored in the nenory of the unregi stered smart
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The wallet module 212 is a hardware and/or software module that includes data
and/or program instructions for performing one or more operations related to storing
and/or transferring cash and/or credit values for cashless gaming. For example, the
wallét module may be configured to store one or more credit balances. A credit balance

20 may be an amount of credit and/or cash available for use in gambling in a casino
environment. The wallet module 212 may also include program instructions for one or
more programs related to adding and/or removing credit from the wallet module 212.
In one or more embodiments, the wallet module 212 may be configured or
designed to store one or more parameter values related to adding and/or removing
25  credits stored on the wallet module. For example, the wallet module may store one or
more auto-transfer threshold values. An auto-transfer threshold value may be used to
determine when to automatically transfer additional credit from the smart card (e.g.,
credit stored in the wallet module 212) to a gaming machine. When the unregistered
smart card 200 is in communication with the gaming machine, a determination may be
30  made as to whether one or more credit balances on the gaming machine (e.g., for
playing a game of chance) has dropped below the auto-transfer threshold value stored

on the wallet module. If the credit balance on the gaming machine is less than the auto-
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The wal l et nodule 212 is a hardware and/or software nodul e that includes
data and/or programinstructions for perform ng one or nore operations
related to storing and/or transferring cash and/or credit val ues for

cashl ess gam ng. For exanple, the wallet nmodule may be configured to store
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excessive wear at the smart card and/or to impose operational limits on credit transfers.

For example, a casino may impose a maximum auto-transfer amount of $10,000 in a

30 High Limit gaming room and a maximum auto-transfer amount of $100 on the main

floor. Such game-specific or area-specific restrictions may prevent a player from

transferring an excessive amount of credit to a low-denomination gaming machine (e.g.,
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25val ues wi t hout supervision (e.g., at a gam ng machi ne, kiosk, etc.). In
one or nore enbodi nents, a casino may restrict the values that may be used
as the auto-transfer threshold value and/or auto-transfer anmount so as to
reduce excessive wear at the smart card and/or to inpose operational limts
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card 300 is a reglstered smart card that includes personal identification information

15  and/or other information (e.g., name, identification number, etc.) associated with one or
more specific users. |
In one or more embodiments, the registered smart card 300 may be operable to
communicate with one or more other devices in a gaming network by being placed in a
smart card slot, such as the smart card slot 132. However, in different embodiments,
20  the registered smart card 300 may communicate using one or more different techniques,
for example communication via a SIM card slot (e.g., SIM card slot 136) and/or
wireless communication.
The registered smart .card 300 may include one or more hardware and/or
software modules for performing functions related fo cashless gaming. Each module
25 may include data and/or program instructions. In one or more embodiments, one or
more modules may be preloaded on the registered smart card 300 when the smart card
is constructed. In addition, or alternately, one or more modules may be configured
and/or loaded on the registered smart card 300 via a device in a casino environment
such as a gaming machine.
30 In many respects, the registered smart card 300 may be substantially similar to

the unregistered smart card 200 shown in Figure 2. For example, the registered smart

22



15 and/or other information (e.g., name, identification nunber, etc.)
associ ated with one or nore specific users. In one or nore

enbodi ments, the registered smart card 300 nay be operable to comunicate
wi th one or nore other devices in a gam ng network by being placed in a
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by different systems and entities. Further, enforcing separation of funds may assist in

)i

ensuring that embodiments of the cashless gaming system comply with regulatory
20  requirements related to separation 6f gambling and non-gambling funds.
In some embodiments, access to different purses may be controlled by different
- PINs. For example, access to one or more gambling-related purses may require a first
PIN, while access to one or more non-gambling purses may require a second PIN.
Separate access controls may allow, for instance, a player to lend a smart card to a
25  different person (e.g., a minor) for limited uses (e.g., non-gambling uses, restaurant
purchases, shop purchases, hotel purchases, redemption of awards, etc.).

In addition to the components included in the unregistered smart card 200,
registered smart card 300 includes a patron management module 316. The patron
management modulé 316 is a hardware and/or software module that includes data

30  and/or program instructions for performing one or more user-specific operations. For
example, the patron management module 316 may store information related to one or

more names, ranks, player identification numbers, PINs , preferred languages, and/or

23



15to0 point-of-sale interfaces (e.g., in shops or restaurants) and cashier's
term nal s. Enforcing these types of access controls may provide
casinos with the ability to facilitate flexible smart card use while
retaining control over access to disparate purses by different systens and
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20  authentication operations in order to modify one or more values stored on the smart
card. As another example, a user associated with registered smart card 300 who wishes

to change one or more values stored on a registered card may need to provide
identification information to casino personnel (e.g., at a kiosk, patron management

terminal, etc.). ,
25 FIGURE 4 shows a block diagram 400 illustrating a smart card for use in a
cashless gaming device, constructed in accordance with one embodiment of the present
invention. The smart card shown in Figure 4 is configured or designed for use as a
Secure Transaction Module (STM) card. The STM card 400 may be configured and/or
designed for use in performing and/or facilitating one or more security validation and/or

30 communication operations associated with secure transactions at a gaming apparatus.

In one or more embodiments, the STM card 400 may be operable to

communicate with one or more other devices in a gaming network by being placed in a
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15 For exanple, a casino may not require authentication steps in order to
change val ues stored on the unregi stered smart card 200 since the

unregi stered smart card 200 is not tied to a specific user. In contrast,
since registered smart card 300 is tied to a specific user, a casino may
requi re t NAvIdy USETsuB AVIESIVAGR] siok ¢35 PR WDLOMTERA: bfibBdimeAt, I3 car d.
bionmetric identification information, etc.) and/or performone or nore

el ectr oni ¢ STV aarid MO0t inaptoramuaieetcatsirgnend or mokatifitentmedhdiguasn foraxamplee

val ues stored on the smart card. anot her exanpl e, .a user socjated with
regi st er ed SSHEIGEHPR VEDO SR V\ﬁrgﬁ%‘é‘ Qecg'»cﬁﬁnﬁ%arbﬁ%rdo?k’tnb}zg ﬁ@?‘ﬁe‘glr £5r ed on

a registered card. . need to provide identification information to casino
per sonnel ?e.g., at a ki osk, patron nanagenent ternminal, etc.). 25FI GURE 4
shows asbl ock diTagrsami 46¥d 400l st maluda @né ofsidrd harawarefand/onSeftwireancahddsl ess

gam ng devi ce, constructed in accordance with one enbodi nent of the present

i nventi on. formeerforming Bmedonsnislated 1o eashlese gaming. clachi modwe nery weldg et f or
S T i QF | . T 0]
cont + gur ea gy BToE AuaRs? 9l felon Hike Eb0nlONG, SRE0F Pl ARAENAS e o

nmor e secur bk pralédded i the STMIcad DOcAEHAE e@kit @Ardojg @bAdtiueted. ds sdditiahest W t h
secure transactions at a gam ng apparatus. In one or nore
enbodi ment gltempElYSPRE ©F 1epra gae Bay bpeenbewed gnderdasdpd andheuSTM sad or

nmor e ot her vices in . ing network b i . pl dina SIMcard slot,
o 9400 4068 if 2AThR G fIEABLK Y R BRGHId " 2 S Meard oo

card 400 may COMURMBAr&pEEs,NtheOSENDIcaiORE0 dhiy eeesitbsta@GHIN Gligisar foOthe
exanpl e communi cation via a snart card slot (e.g., the smart card slot 132)

and/ or wi r dpeegisterederpi eardi20A shovnén Benrechper thegegistgred serattrardHi) owror e
har dvar aﬁ‘r‘ﬂfp%ré f.tﬁ%F %é%ﬁ%‘é' i fsﬁg R d“m%ﬂlclfg;’%c&{r&)”rﬁar{a 'er%&? ahd a

cashl ess gam ach no may ©Tncl ude data and’ or programi nst ruct’ ons.

In one or REHRItEHIAAIITBOE that NS B sﬁ&f{ﬁitiﬁﬂﬁ@in@iﬁar%Mh@%oﬁé@bﬁ@iﬂ?dn@dhléshe STM
card 400 when the snmart card is constructed. In addition, or alternately,

one or lfror élvstrdiedes iayrehd adnd.i dinveayenrsicsrthe Sddé dash4@hes SINsswAdo 20 400

via a device in casi no enyi ron t such as.a gam machi ne. In
nany respe@f ,er’t’ﬁem@‘l'lﬂoge{lreﬁgiﬁomﬁﬁ@e’b O EFLRRIFet ?a‘f"i151 slflﬂ’ﬁlpﬁrantdt/)ort pdron

unr egi ster %n%é@ﬁém@,ﬁ{dqlezoo shown in Figure 2 and the registered smart card
300 shown in Figure 3. For exanple, the STM card 400 includes a card
manager 404 and Amother drffargnogddtiveen4b8 STNGcard (0 load themarnedrdd 2G0 ariddQ0ar to

Lne corresgprdhng el o200, [ LAASH S U ShO% e 2002 NS
includey f QaRE&TRTM) otBlel £12. MIHYISTNMAHSRIle REL 19R HERIAEE HRlor B Wk
| ‘module that includes data and/or program instructions for performing one or more
operations related to secufely facilitating cashlc;ss gaming transactions (e.g., with a
smart card). In one or more embodiments, the STM module 412 may be operable to
communicate with a sinart card (e.g., via the card reader 112). Additionalfy, or
25  alternately, the STM module 412 may be operable to communicate with one or more

servers in a cashless gaming systerh (e.g., the host systems 124).

In one or more embodiments, the STM module 412 includes one or more
cryptographic keys for communication using a secured cryptosystem (e.g., a public key
cryptosystem). In this way, communication between the STM module 412 and a smart

30 card (e.g., a smart card in communication with smart card slot 132) may be encrypted.
In addition, or alternately, communication between the STM module 412 and one or

more system components (e.g., SMIB 104) and/or remote servers (e.g., host systems

25



Anot her difference between the STM card 400 and the smart cards 200 and 300
shown in Figures 2 and 3 is that the STM card 400 includes a Secure
Transaction 20 Manager (STM nodul e 412. The STM nodul e 412 is a hardware
and/ or software nodul e that includes data and/or programinstructions for
perform ng, r af i Ny t I A hl ess
o gt r anaaoriig PERRERARAT i @or o A B AL B et
the STM rmdckglﬂerédzwﬂmnebﬁnm@er@bdtesémeleommm cate with a smart card (e.g.,
via the card reader 112). Additionally, or 25 alternately, the STM nodul e
412 may be oper &Pk regsteagammAYCake PIAEE Hob Feamplenrh tiams 3 raingmachings e ess

mboa mont ST cepipe OGPy SRR Ty ARbmatcly, or RN KRR on may ¢ o1

comuni sat ioeturliiring use LML eI MAtNGY 6t @IRhlES Gming tpmiral Ce. LM scheduled
cryptosystem. In this way, comrunication between the STM nodul e 412 and a
smart 30 ¢ (@e@“ttmﬁl}’srﬁfﬂ dn rsgmienerBpimsnts atheoreeifration PEFESTBYY 89 o

152) oy 0% ERGINALEN onk By AL LRy 531 SRR i FRRHEE 0 108 yeer

t he STM nodu one or res stem

and/ or ren{&afQpYBbsud Systbm aﬁuz@tEesy%eaysterﬂs?maﬂamﬁk@mmr ypted. In one or
nore enbodi nents, the STM nodul e 412 may be registered with one or nore
renote servers. At certamsméﬁn?@gilsq Phe] Wﬁwﬁ@rdt%Wegﬁn%eappﬁ’@?use‘%%ﬂl‘@lveeach
time a,gam_n chine, o S gam.ng termn

A tor ndflal yigTRERR NG s orf 35 SRR sk Py R ob 3 BRME B st ¢ e
gam ng macigude aﬁmeﬁt@&hbﬁ‘?rﬁaygﬁ%lﬂr@ foeretmple, Verifing ik a%ﬂi&ﬁdtll}edf thic NsBart :
mtermttentl(i%/@ etc.). In sonme enbodi nents, the r@g‘lstratlon process may be

i nt egr at ed card f(e-pnasiog ansrer moo eoptassahiv kce@ yerdlyinggonfa af MEPTeraueNINess,

such as th ntaeBons Vel em a nd/.or Pa) aval lable from
o A cotEAMKPRCESRORg VTR LR B ferlrg et o I HBLIEE G
invol ve. 1Qt@ut henticating the smart card to a rem)te server, such as a
cashl ess gam ng server. Such authentication may involve, for exa%ﬂej,

e,

verifyilhg the adn hmntqrcrnmy apfbodireend sreant atttbmmeeteorgattemmrngy baaage

crypt ogr aphi e verifyin ne or. nore.previous,.transacti ons assqci at ed
W Lh the St ciRlor afEF et RS eRhis Sy S R SR PR B s el S5 ¢

15In one OrAlf@ﬁﬁel?n%dhﬁﬁﬁQﬁt%au@ﬁ‘ Al Ninag abé ORadd R tu PORY oR@sidRAR:. QU“ ng,
before, and/or after each cashl ess gam ng session an ot her use of the

smart car d.peAbdiealhamdiey frigaeredyttaont i cat i on atterrpt may be made only upon

occasion (e.g., .periodicall when tri eh .etgc
owever, in somé instances, su entlcatlon may be impossible and/or

20  impracticable. For example, one or more network elements and/or servers may be
temporarily and/or periodically inoperable. As another example, the gaming apparatus
at whieh the card is being used may not enjoy continuous communication with a
cashless gaming server.
Thus, in one or more embodiments, the STM module 412 may include one or
25 more parameter values associated with one or more offline windows. An offline
window value may represent, for example, a length of time between the last
authenticated use of a specific smart card and the time in which it must be authenticated
again before it can be used further. In one or more embodiments, the offline window is
24 hours, which means that if a given smart card has been authenticated with a remote
30  cashless gaming server at a particular time (e.g., during use for a cashless gaming
session), that smart card may be used for 24 hours without requiring that the smart card

be authenticated again with a remote cashless gaming server. According to various
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However, in sonme instances, such authentication may be inpossible and/or 20
i npracticable. For exanple, one or nore network el enments and/ or servers nmay
be tenporarily and/or periodically inoperable. As another exanple, the

gam ng apparatus at which the card is being used may not enjoy continuous
comuni cat kRRolidits? tHedHHRSSinGEW iy bRemY Satue Hekoen (0ThoRRE(e Y, JHIE use is

enmbodi nents, the STM nodul e 412 may i ncl Ude one or 25 nore paraneter val ues
associ at ednoi pemmatteel) 6y severabweeKsl i ne wi ndows. An of f1i ne wi ndow val ue may

represent, for anple, a Jength of ti bet n t he | ast authenticated use
of " Speci fic sTERuSEaren %qwe@wneaxnﬁl herpIRer e B ST A Ehtfed
again bef %gna)tk aﬁaenéﬁduaﬁe&%eaﬂaqg nol Per? eer HIO & e8P s e RineiNRat
offline win i's 24 hours ich nmeans t if a given smart card has been
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(e.g., during use for a cashless g smarf ca
used for 2R SR BRRAHBY NV T SF ﬁ%ta d@ﬁé?tfané Frasit %ﬁ@ﬁéﬁﬁp‘é ed

again with r .
mpodi ment S HaRiE; AR 0o SATLRGNRRE KilaonliEOhAbRed B SRELRNS Figures
offline use@, ik andti3permtted) to several weeks ' Thu use of an Off| i ne

wi ndow may al | ow t he pl ayer to, use the smart card even i f
aut henti cati on &% ORH@r @QFedeméoqi@Fntﬁe?rfeo‘Prrfﬁﬂre naFRRRi ey valyes Sfocre‘gm %%?% ned

t hat 5119t e £0 Y b@%ﬁc{}gcﬁ‘hb{iﬁhﬁﬂamﬁ Phor s PIPELdC A khbR, B dﬁﬁe of
the offline use w n ng apparat us may refuse to add and/or
retransfer cafdedliot mhy etord be siThIoke paﬁﬁhetererﬂdiai taleffind &imfowsherypographic

of fline windows are discussed in relation tqo Figures 9, 11, and 13. In one
or more en6Ys feHtvaluediritolor wBtesisiAPhSTRIE FaIgR | clfe SISTBE BRF FrMPIKPAEMAT0 car d
400 may be i (o) e .S r he STM
card 400 m}aﬁ@% ggetﬁg%r’h\h nca};d gla&ZﬁlP anE e(tfasSﬁlrIae Mﬁ?e gor\‘njf(:)?l r‘{gﬁ(%gﬁé Shles
cryptograp fghﬁurl’ge%@tenf; a&06h yﬁbmldmgmwulfmysua egiagé esled FSfTBJEafmIﬂaradGasnﬁt C.
Stori ng one or nore paraneter values on the STM card %) al l ow t he casi no
to exeli saayghnpwically after the eadmpeseredih hplapcesthat way be g FPda%n prIsYSEIsdg
useful ways, g RAGS old SinoMBLuRARMBhSe e GARL RftR BATLAR! ! LT
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the maxi muml ére bal"a may be store smar ards.

| f the casich@skfigViasthital tﬂé"@fsﬁloaﬁlﬁy Fediice Rh@)’lﬁfxﬁnuhﬁld’iGdltlBﬁlameSﬂl@f athyyear t
cards, for instance, the casino may reduce the maxi numcredit bal ance that
may be st ostdeden unresgte;@cbslew samls tin erded $0 reduee dek (¢-9. ethgcwent ofisygtemg. | in
t he event (% gstemfal lure). 20In one or nore enbodi ments, such paraneters
‘may not be #BEPkied after they

20 ' In one or more embodiments, such parameters may not be modified after they

have been stored on the card. For example, the STM card 400 may include non-volatile
memory so as to thwart attempts to tamper with the STM card 400. Howéver, in
different embodiments, it may be possible to modify one or more parameter values
stored on the STM card 400 and/or add new parameter values. For example, a casino
25  employee may be able to update one or more parameter values stored on the STM card
400 by accessing the STM card 400 via a gaming apparatus (e.g., by providing
appropriate credentials, cryptographic keys, security verification information, etc.).
FIGURES 5-13 show methods related to cashless gaming transactions that may
be performed in conjunction with a smart card. According to various embodiments,
30 one or more of the methods may be performed via one or more gaming apparatuses in-
communication with a smart card and/or STM. For example, one or more methods may

be performed via gaming apparatus 104 in communication with a smart card via smart
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have been stored on the card. For exanple, the STM card 400 may i ncl ude
non-vol atile nmenory so as to thwart attenpts to tanper with the STMcard
400. However, in different enbodinments, it nay be possible to nodify one or
nore paraneter values stored on the STM card 400 and/ or add new paranet er

val ues. For,_ ax |18, i@ﬁb@ 0 e t r nore
par anet er Sg?uggpg?%r%gpgﬁ the %T%r§§r§ﬁ§ogﬂgy§§b22§si%ga#ﬁg S NP%?P% 400
via a gam egbagipechdsd, vBe 6Em@re obthe picvoddi may Bpperfipmed hevariond dndatiahs , For
cryptographi c keys, security verification information, etc,). - FI GURES
5-13 show FEUARIEs ORR PRIRAIE OPCHenY assecigiedi Wih theymsthods anay b gerfornedodt
performed in.conjuncti L.t h r :ding .t ]

erbodi mont S5 ML & AA00 PR ion Bl BSRICIH Al e e e
gam ng gppar at uggSoreNof @MBTY NéreBddiMBntdd bhe dorsidfd of ahel maHody ilfubivhtelOin
exanpl e, one or nore nethods may be performed via gam ng apparatus 104 in
communi cat F&AURESh Sd 3s ma t be aFragedada by ramet or gre) agthenticption HReratienSTM @ar d
via SIMcard slot 136. According to variaqus, enbodi nents. one re of the
met hods may BB r 4%, PEdTRFC \EPTRSISTS o &5PY tr?g Yror ae@%lf%,apggémg? "Hor e
oper at i ons c3maRmicte dwith t Fhet Ngnaiet daodls adiyr beTVIerdaft nidd establidis hd egecure
termnal, at a patron managenent term nal, at a kiosk, at a gam ng machine,
etc. 5 | nCcommuicaliphesesHBbdilrone o7 mswe cobodipreatso ther siarheard gad STM gandr at ed
in Fl ES 5-13 be.preceded .by one,qrn nore. authenti.cation operations.
For - exdfpl Egehgiee bt BRnEmat « BBUS kT ebh S ag e gl RS ey
comuni cat geyd.th the smart card and/or STMcard to establish a secure
conmuni cations session. In one or nore enbodi ments, the smart card and STM
card 10 may exchdthgeghutbei epératjonsudiustrated ainp JAGURHEe\5-tF yare oBlpstrated aasd/ or
exchange sessi an ke%s. . (ﬁlthough t he o$§r$tiops iIIustra% qﬁi%quGURES
5-13 are iPFﬂgppéPé_pggwgkﬁﬁfeﬁﬁaop OL MPAF FPROT B S BECT MC Bive 57 e e
embodi Ment $niR VpeldRbA TRAN BES pEBmiACHde dPBAERL bRIRE MY daditiRl fdhed in
a different order. In addition, sone 15 inplenentations may include

addi t'i dhal implmentagioss noty intluds additionhli apertiCURES BlustBated i FEsUBEReS-13,

oper ati ons n&y be onmtted. b quyRE 5 shows a nethod 500 for retrieving
a par anet eP 8T SUNE PRFFLCDS FaPOEPE per f or med i n accordance with one

enbodi ment  of t EIGURE FhowRVLRAENGR-500T6r REidviky/ £ paitRicter GaluE A aERia8
Val ue Procedure 600 may be used to retrieve one or 20 nore paraneter val ues

stored on aashpetfoomed invhaorddnee switr bnec ambodisent of Orpres@dtincamtiont Hhe
cashl ess m n arat u For e le, a,smayt card use casi no

per sonnel g%ﬂ%&%‘ﬁ%i&?&f gﬁﬁ“ﬁﬁ‘\?ﬁﬁa}'%‘éﬁ)r%eﬂgﬁi grpg? Qﬁbgf:é‘? bR TR0 _
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Smart net er Val ue Procedure 500 may be perforned
with a cashless gaming apparatus. For example, a smart card user, casino personnel,

and/or a program running on a gaming apparatus may make a request to update a
parameter value stored on the smart card.
The Retrieve Smart Card Parameter Value Procedure 500 may be performed at
25  various instances and/or upon various triggering events. For example, a smart card
user, casino personnel, and/or a program running on a gaming apparatus may make a
request to retrieve a parameter value stored on the smart card. As another example, one
or more operations illustrated in Figure 5 may be performed upon card initialization,
upon inserting a smart card into a gaming apparatus, etc.
30 At 504, instructions are transmitted from the cashless gaming apparatus to the
smart card to call a function.on the smart card to retrieve one or more parameter values.

The requested parameter values may include, for example, one or more credit balances,
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25 various instances and/or upon various triggering events. For exanple, a
smart card user, casino personnel, and/or a programrunning on a gam ng
apparatus may nake a request to retrieve a paraneter value stored on the
smart card. As anot her exanple, one or nore operations illustrated in
Figure S5 mayiohe,Res HREIRM VIR, 46 Yrahsiet ARblAa PRy ndRQNplaPSGehdRsNBlagerS Mar t
card into a gam ng apparatus, etc. 30At 504, instructions are transmtted
fromthe ciBhl esmartgard sayiabppabertsuBINsp etchelnsomerdr manecenibwdoaéits,ahé meypieston: on
the smart card to retrieve one aqr r ranet gr val ues. The. reguested

par amet er FHRYRSCTRIOEPRRIFRIESIgnS rbygﬁagﬁﬁg?afgﬁs%&? beipg Fansrugied too@Féﬂl@Ets,
auto-transf.ey threshol d values, auto-transfer anounts, player names, player
ranks, player ID s, smart card serial nunbers, PINs, etc. In one or nore
enbodi ngnt's, thetr#guasdetermyndtiondk ypddegrsatp hivitethdryths irgest foyretrivey e Sl arar d
before being transmtted to the smart card. 5At 508, a determnation is
made as t o MAFePAGMCLH dalusy saliiics gne gt MOES/BETBIRSIYS AR08 MHST alfe?is O\EP Fes

satisfies qng 0fndp %eoggtéﬂlﬁﬁét%% ifh‘é/e% ah %ﬁl?cati&? oP B Wire ggcf&eeﬁm&ir%mnt S,

the determnation 1'$ nade at an af)p I'cation or software nodul e runnifg on
t he smart oarthe §ag .cardt (eg.,tB€ wedutiyy nodulle@08D8The détermi@bdtiosmmnapbe amdepyt be

made, at |east in part,_ based_ upon whether the reques hﬁs been %igged
and/ or encrsast E’dpﬁ’g basedyupey Pdelst sy regpest So geaarnered and/amencayrt fat i on

may inygl v a gwglf%@%&g IR, K8Y RxeHANEE, Rl qmv%fﬂgn ) Sha/ét key

signature matyd e e n the transaction record on the card and on the
STM | f thé&sg ekehange groabsst eBornmxaniple, aHey signature giagdte sweryd e theotnaisaetiond
valid. In one or nore enbodinents, all valid STM cards may have perni ssion

to 15 ret rirespsd anhosard end omihe 2 T Hithesg kgy signafutes matchy thenrthe peguest may

enbodi ment ¢ ngrigé'rgﬂlqu'to retrieve one or nore values froma smart card
may be |im Fe Yo ertain types of gam ng apparatuses equi pped with
appropriately canfingusreiofzl Mnbadidents] AllSyalidpETHIt t0ds DOY ey pemviddsioa to
determ ni ng whether the STMcard that _transnmtfed the request to retrieve
one or lfor setpgyannt vdlug fomes smag cprk nilewpvs, ingliffercnt epkodiments, pamissiodes .

For exavl 5, ARGy Mhe 3 AR SRRGE Y B AR Mok

not have p access val'ues™s he” wa such as .
an auto-tr apashiey ppldfikes lqupped ,withh ppMpeiately asafigirad eSITV ichrda. cahker' s
term nal may have perm ssion to access one or nore values stored in the
wal | et nodwperatisuci98amay invebe detsamiaimgewhetbay the13TMaprsd thet fransedtted tened
that the r Ef\gciju%gtt tc;[ 9et1r‘ig\§er iorei\e\:/ or Orggreolgaranrgg:teer Q/g‘fu%ﬁtag rpermission to retrieve those

20  values. For example, an STM card associated with a patron management terminal may
not have permission to access values stored in the wallet module, such as an auto-
transfer amount. However, an STM card associated with a cashier’s terfninal may have
permission to access one or more values stored in the wallet module, such as a credit
balance.

25 At 512, when it is determined that the request to retrieve one or more parameter
values satisfies the permissions and/or rules, the one or more parameter values are
transmitted from the smart card to the gaming machine. In one or more embodiments,
the parameter values are transmitted as part of a secure communications session
between the smart card and an STM card. Thus, the STM card may decrypt the

30 communication from the smart card that includes the parameter values before

transmitting the communication and/or the parameter values to a different device in the
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val ues satisfies the perm ssions and/or rules, the one or nore paraneter
val ues are transmtted fromthe smart card to the gam ng machine. In one or
nore enbodi nents, the paraneter values are transnmtted as part of a secure
conmuni cati ons session between the smart card and an STM card. Thus, the

STM card maym Fathd) &udP af AETYM1B821 040N Al el Sor M tHon W,donfehﬁimhféd udes

t he paraneter a{i es béfore transmtting the cormuni cation ‘and/or the _
par anet er \patanesertvalu@s diafybe tranimiuited ircan umenchptedgane.ng appar at us, such as
the SM B 104. Alternately, or additionally, one or nore paraneter val ues
may be transnmit tlethopld benaipb et Ppdnserdngiegmbodiments, cetyp Geqrepfs (O ERIBEVS: hat

in one or Q;BF: Or FPOFIIRBES vali& thay fot't Fezt & ulPof c?ptefd.rt]ﬁ)ﬁggg.n ngéxarﬁgﬁ@ a

paranmeter values may not require e use operatio exdanple, a 5
smart cérd smay dareelay fieeBnsdnisiniti infoemaddn echsdschuses s aatgaihd Sr fidemme fiagttbnor

i dentification nunber. In different enbodi nents, however, each request to
retrieve omgmberndr diffgrentanbedippgnise Sowgear, prehyEsaperatie JeBIFVe 198BS JraPPTecar d.

FI GURE 6 sggyﬁne@err(%mggm%p?%‘;ag@%%g(#gtgysgn%{g%(&rt card paraneter val ue,

performed i'n accordanc I e t he present invention. The

Update 10 Snart FIGURPA sikiei nédhat 660 decapdating Q0stamy che piaadeteo viipdat e
one or nore paraneter values stored on _a smart card when the smart card is

i n communi estPERedin drcoranceayith €98 cgdrmiimend 9p Aheaprgsent mrentigmnpg e, Undatenar ¢
cardtf s SORL 0% THPOIRE Bk BireE AR DT B0 AR

my nma _ ues e smart card.
15At 604, ipasdnidictvaQits ser&l & armaittchRwhérnietshRrtcashisas Sogaitinigtiappathat us

to the the cashless gaming apparatus. For example, a smart card user, casino personnel,
and/or a program running on a gaming apparatus may make a request to update a
parameter value stored on the smart card.

15 At 604, instructions are transmitted from the cashless gaming apparatus to the
smart card to cail a function on the smart card to update one or more parameter values.
The parameter values included in the update request may include, for example, one or
more credit balances, auto-transfer threshold values, auto-transfer amounts, player
names, player ranks, player ID’s, smart card serial numbers, PINs, etc.

20 At-608, a determination is made at an application running on the smart card as
to whether the request to update one or more parameter values satisfies one or more
permissions and/or rules. In one or more embodiments, the determination is made by a
security module on the smart card (e.g., the security module 208). The determination
may be made, at least in part, based upon whether the request has been signed and/or

25 encrypted by a valid and/or approved STM card.

According to various embodiments, pefmission to perfonﬁ one or- more
operations on a smart card, such as updating a parameter value, may be limited to
certain types of gaming apparatuses and/or certain STM cards. Thus, operation 608
may involve determining whether the STM card that transmitted the request to update

30  one or more parameter values has permission to update those values.

For example, an STM card associated with a patron management terminal may

not have permission to update one or more parameter values stored in the wallet
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smart card to call a function on the smart card to update one or nore
paraneter val ues. The paraneter values included in the update request nay
i nclude, for exanple, one or nore credit bal ances, -auto-transfer threshold
val ues, auto-transfer amounts, player nanes, player ranks, player ID s,

smart card p§Rfldlsuaden %utoP ﬂr&ﬁfer%ungoﬁov@ggp aa SRlesd R&ocRRkd ‘v%ltmde at

an application ruaning on the smart card as to whether the request to
updat e one cashierty terrpianlamey bavevpdroesiomabiuptlate one e none paramepe vaiuss storesl
and/or rules. In one qr. nore enbodi nents, the determnation is made by a
security nﬁHHFéWBWtFWB“@nart card (e.g., the security nmodul e 208). The
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operations on a smart card, such as updat| idﬂg a paraneter value, may be
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transmtte heé reques b upd ne or nore arane er va ues
per m ssi on spanﬁkpdgﬁreHomer Vrml dage. STM card fmay nebdmvplpennﬂﬂoﬁTMpmﬂtdone or
associated with a patraon nanagenent term nal may have perm ssion to

updat e one TRfTe yalugs papcinted atithhe ye e@?%‘?‘éﬂof%recgﬁéer ppast CarﬁD%lH‘Feea Blith as
an aut gpt r Wish P4 e th@%ﬁﬁ{yuoggg)t %’Hé/lr? e}?eﬁ'sc!)n%se%)rg 'aﬁ&&ﬁ;g%&ba g}ﬂﬁ%§ hier's

termn have perm ssion nor e paranteter v S stored

in the wall et n’@i‘lﬂ:l feasds f(&nﬁ{fhﬁ[nge&&ﬂpi)@m1ﬁibn5-ﬁwhy3Ebl’ereaﬁﬁ@CI Boredxathplh, a
- ganmi ng machine may be 5 permtted to update one or nore val ues associ ated
with the wmerr@tsm%émtr@l% fynds fgapatppseérfsffca Ing Ot soagiteae may ks ek ioer

thr eshol d val yes)iol A HIVERE BLELAHoRLLing flllodfy 0, STart card 200),

since the unreglstere I'S not identity of a specific

user. However, tphﬁ)tmneeaﬂi\/lﬁar&fmmgn@ﬁcmwnmroﬁk S@hPnbd QoUpskake thae or
nore val ues associated with the wallet nodule of a registered smart card,

si nce d5casnmrqrm1atﬂaparam§wr tvelugs pregetestonsd tp domsmey asrd. a Fr &y@nplﬁn%@,ﬂr son

before all O\M n%e % re ecii Poglg onem?ngrg %%\c/)lrc]esfl?lrthee nz];s%! ste
pern155|ons nay e sec For® éxa perm ssion t ?’ fds for

pur poses ofpgastiontg@ret oﬁd@g@fea t6 Qﬁtdmﬁﬁb’al@ﬂrdnbm tedit Tﬁ%nﬁ@@xﬂé@ c@law&m t hat
are under the control of casino personnel.
credit balance on a gaming machine drops below an auto-transfer threshold value.
However, if the difference between the auto-transfer threshold value and the auto-
20 transfer amount is too small, the transfers from the smart card to the gaming machine
may be too frequent, resulting in excessive wear on the smart card and/or excessive
authorization attempts with one or more remote servers. Thus, limiting permissioh to
update values such as the auto-transfer threshold value and/or auto-transfer threshold
amount to certain STMs (e.g., STMs installed at gaming apparatuses operated by casino
25  personnel) may ensure that only appropriate parameter values are stored to the smart
- card. Additionally, or alternately, one or more géming apparatuses may be configured
or designed to automatically enforce restrictions on parameter values.
At 612, when it is determined that the request to update one or more parameter
values satisfies the permissions and/or rules, the one or more parameter values are
30  updated on the smart card. In one or more embodiments, the smart card may transmit
~an indication and/or confirmation that the one or more parameter values were

successfully updated. In one or more embodiments, the parameter values are
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Anot her reason for enforcing such perm ssions may be to ensure that 15

i nappropriate paraneter values are not stored to the smart card. For
exanple, as is discussed with respect to Figure 8, one or nore devices in
t he cashl ess gam ng system may be configured or designed to automatically

transter Ciagihihf Apar SFar ko'l 'f'caﬂoffsr géikilm lg%ﬁ(ﬁ}?&{l%é Q%i’&}e?ﬂ drchine
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configured or desig t 0 aut oma a nrorce restrirctions on paraneter

val ues. At Figuze Mgty bé sed det édtendine villvdliert i bE GhEst pdrameted atRie® nRasOr
nore paraneter values satisfies the perm ssions and/or rules, the one or
nore par amseesessfalyialatede 30 updated on the smart card. In one or nore

enbodi ggnt s, L he, SuBd , CALds FRY if LADSTLL. A0, bOdh EALT o ANALOL N on
that the one or nbre paraneter values were successtully updated. T'n one or

nor e enmbodioRe bt ford feaateAnE hey m¥phetesqufethe h@ddPetdiidf 688. Par éxaaiple asecur e
conmmuni cati ons session between the smart card and an STM card. Thus, the
STM card néyagedrd praytieamt cnwighi easino ompleyne anorspaggrant Jrdinghat a gaingdes
the update confirmation, before transpittin he cq ni i on_and/.or —an
 ndi cat | on “DRAFUEAG. RPiRdo el ARy b & HELE Phtied bl o
in the ganréfifn@@RATahets authehticatisn bhd® oSy Besl Odlidation dpéhesent enmbodi nent's,
the smart card may not transmt an indication and/or confirmation of a

succes$ful updatdGURE Jushewsrbmetheditdd, for manmeliy transéerBnacred@atocorizomareet er
SR TR TR TN ST N L
that in onguersHm EaRNORAItRNE TeAlstR I PRod@ERERISMAP b REAL R transfer credit
from a gaming apparatus to a smart card or from a smart card to a gaming apparatus.
For example, a smart card manual transfer procedure may be used at a cashier terminal
20  in order to add credit to a smart card. The Smart Card Credit Manual Transfer
Procedure 700 may also be used at a cashier terminal to convert credit stored on the
smart card to cash for providing to a player associated with the smart card. As another
example, the Smart Card Credit Manual Transfer Procedure 700 may be used at a
gaming machine in order to transfer credit from the gaming machine to the smart card
25  or from the smart card to the gaming machine.
At 704, a request is received to transfer credit between the smart card and a
gaming system. According to various embodiments, the request may be received at one
or more apparatuses in a cashless gaming system (e.g., a cashier terminal, a gaming
machine, etc.).
30 In some instances, the request to transfer credit may represent a request to
transfer credit stored on the smart card to a gaming apﬁar_atus. Such a transfer may be

requested, for example, to facilitate cashless gaming on a gaming machine or to award
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~one or nore paraneter values may not require the use of operation 608. For
exanple, a smart card may permt a user, casino enpl oyee, and/or program
running at a gam ng apparatus to update |ow security-information (e.g., a
preferred | anguage) w thout requiring one or nore authentication and/or
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embodiments, the instructions are transmitted from a component associated with the
gaming apparatus, such as the SMIB 104, via an STM card associated with the gaming
apparatus (e.g., an STM card in communication with SIM card slot 136).
At 712, a determination is made at an application running on the smart card as
25  to whether the request to transfer credit satisfies one or rhore permissions and/or rules.
In one or more embodiments, the determination is made by a security module on the
smart card (e.g., the security module 208). The determination may be made, at least in
part, based upon whether the request has been signed and/or encrypted by a valid and/or
approved STM card.
30 According to various embodiments, permission to transfer credit to or from the
smart card, may be limited to certain types of gaming apparatuses and/or certain STM

cards. Thus, operation 712 may involve determining whether the STM that transmitted
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In one or nore enbodi nents, sonme or all requests to transfer credit may
require a user to provide identification and/or security verification
information, such as a PIN. 15 For exanple, a player nay be required to
provide a PIN nunber, produce an ID card or provide other forns: of
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card may be increased according to the value included with the received transfer

request. _
At 720, the credit value at the gaming apparatus is updated according to the
received request.. For example, if the request represented a request to transfer credit
25  from the smart card to the gaming apparatus, the credit value stored on the gaming
apparatus may be increased according to the value included in the received request. As
a different example, if the request represented a request to moved credit from the
gaming apparatus to the smart card the credit value stored on the gaming apparatus may
be decreased according to the amount included in the received request.
30 In one or more embodiments, the credit balance on the gaming apparatus may be
stored and updated in non-volatile memory associated with making secure transactions

with smart cards. For example, the credit balance may be stored in memory 144
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At 716, when it is determned that the request to transfer credit satisfies
one or 15 nore perm ssions and/or rules, the credit value stored on the
smart card is updated according to the received transfer request. For
exanple, i'f the received request represented a request to transfer credit

fromthe sgagtiatanpitt heldMIDAN BbWAPRAFiBhMSE. ThRisGr/dh leratd! BARanst AHa§heoNn the
smart card may be decreased by the anount of credit “included in the
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to 20 transfer credit fromthe gam ng apparatus to the smart card, the
credit val SR BiEe QrREYer o488 nay be i ncreased according to the val ue
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the anount included in the received request.. 30l n one or nore enpodi hents,
the credit SB8I BAL PO PHRENEhAtng SHYAL agSh iRy (Ci8e €RIBIE] aﬁl??ﬂatﬂi)gﬁ)ﬂgdmi n

non- vol@ti lcgm%gfc%ﬁo{flaﬁtﬂcai ﬁ&%ﬂﬁ%ﬁﬂ%m@ﬂ%ﬁgﬁm‘ﬁ _1t38§nsacti ons with smart

cards. For “exanp he credi te may be stored’in nenory 144

associ ated w t hIt bge SVhdrd edbsdiewnts, ThEiSginreCard Credit Mso Waansfea Peoeedute
bal ance may be safely nmaintained during a secure transaction with a smart
card, even3Pf mpe bevessd tof agompiigatly raisfayr @edif ey sHatt ged te12CeREINE shows

a method 800, fak aHLOIBLLGE!ert 2R Hddde O Gk nih nRlcnfre QR BIGTE ¢

card, perforned in accordarce W one e present 1 nvention.

In one or mesdetepmtiedi thRghsld e, Alic Saiaet Opelr @tddinsumsTaaifet Pebostire 8doe
Smart Card Credit ‘Auto Transfer Procedure 800 may be performed using one or

more dédi cawyiapernte shitematicgliimpsfeyagedinfromghe smansne to threzaghpg macking
oo At g iRt BOSB LS N SEHTIP S SIS BRI
via smart GaditioBAlotredd2iransferred as needed from the smart card without having to
specifically request that funds be transferred from the smart card. In addition, the
player need not transfer all of the credit stored on thé smart card to the gaming machine
20 at a given time, but rather can maintain a credit balance on the gaming machine
appropriate to the player’s wishes.
At 804, a credit balance and one or more auto-transfer parameter values are
retrieved from the smart card. In one or more embodiments, one or more of these
values may be stored in a module on the smart card, such as wallet module 212. A
25  procedure for retrieving one or more such values is described, for example, in relation
to the Retrieve Smart Card Parameter Value Procedure 500 illustrated in Figure 5.
In one or more embodiments, the cr¢dit balance retrieved may be measured in
U.S. currency. However, in some implementations, the credit balance retrieved may be
measured in a different unit, such as casino credits or game credits. For example, the

30 smart card may be designed or configured to store game-specific credits limited to use

with one or more specific games.
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In one or nore enbodi ments, The Smart Card Credit Auto Transfer Procedure
800 may be used to automatically transfer credit froma smart card to a
gam ng machi ne. For exanple, when the credit bal ance on a gam ng nmachi ne
drops bel ow a predeterm ned threshold value, the Smart Card Credit Auto

Transfer Procedyig 30Qr %r%ﬁtogtpeﬁfs?etr %afa%e‘?éﬁ_t\%mg IR ihb’luﬁé,affﬁ ERimpIE et from

the smart card to the gamng nachine. In this way, "the user of a gam ng
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from the sAREMOEALef credit WriEanster fothe samipgmAeibe Whephan gitoipngiene! GRS

val ues nayntgggég dored in a nodule on the snmart card, such as wallet nodule
212. A 25pr ure for retrieving one or nore such values is described, for
exanpl e, in rel a badot MotdentReiney,enSwahioréEaf the Ratoaraisfes pMameerPvaesdur e
500 illustrated in Figure 5. . In one or nore_enbodi nents, the credit
bal ance r ef®dYeRicBseinggnigirakias Jp dbfswayyagiser may capfigurpgnwanast carf fo abpays
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auto-transfer.threshol d value, an auto-transfer anmount, and any ot her
par anet er \I%*ICBESCP% glflg'd to an auto-transfer. The auto-transfer threshold

val ue may repreggbhe of Mbreconaidifents, dnldloe alteé of thalalil -tk fek bugFRtdrehlaey
auto-transfer of funds from5 the smart card to the gam ng machi ne. The
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' to a penny slot machine).
At 808, a determination is made as to whether the credit level on the gaming
20 machine. is below the auto transfer threshold value. According to different
embodiments, the determination may be made at different locations and/or by different
software programs. In one or more embodiments, the determination may be made by a
program running on the CPU 140 of the SMIB 108 illustrated in Figure 1. In a different
embodiment, the determination may be made at a different component of the gaming
25  apparatus (e.g., the master gaming controller). In another embodiment, the
determination may be made at the smart card.

At 812, instructions are transmitted to call a function on the smart card to
transfer credit between the smart card and the gaming apparatus. In one or more
embodiments, the instructions are transmitted to the smart card from a component

30  associated with the gaming apparatus, such as the SMIB 104, via an STM card
associated with the gaming appafatus (e.g., an STM card in communication with SIM

card slot 136).
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10 transfer a certain credit ampunt to the gam ng machine. It is
anticipated that such configuration options may be beneficial in

encouragi ng smart card adoption, since many players prefer to add a
specific "lucky" anount of credit or cash to a gam ng machine each tine. In
one or more emboglBRIMS o Ot E‘iﬂ’f)@dﬁfenﬁ%hevagld?@ hAARREE! mBRT RS Stoval ues
15 may be systemconfigura For exanple ferent” STMs y | npose
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instance, may, limt thF aut o-transfer armunt to avoid an unreasonabl e
credit trafiddrregpested for teanste maynbe deterpmed &aaedp%wesqrdfwlﬁa hinferto-at
808, a det i r m ng
20 machi ne%lr {sgfgla%ﬁéé)v&httﬁ%l%gﬁl% atql?oans S\gér}et%’%rg%oslﬂ@?lél% &’rﬁf }cégl]gr ?dﬁ{ggﬁa&%

di ffereft enhbéigimingSmadhive:. d@t@iersr madre @mbodimdaes, Mﬁn&intdiffcf'dﬂﬁtaﬁt]udsfwatl ons
and/or by different software p rans. In one or nore enbodi nents, the

det er mi nat ifefrfransier nf@yrbﬁc;éffwrlatmgw @crpHicHyl g anse 2GDiablea the spRmESM B

108 i | I ust Rl ﬁgleu ItE er e &f thle Qutd- tg%nfsfefﬁfrﬁsthom%cguﬁggansférgﬁxo%ﬁ elélrgoﬂl_%tl One

may be nade a nponen amn ratus
mast er gameﬂ@odmmnmltheramodnm aha*ebﬁrreqmswdl fmntranstféiemdgetlﬁr Riiadlenn (¢ray be
made at the snart card. At 812, instructions are transmtted to call

a functi on sepstaniially ﬁﬁ?lvalélﬁb tp the avtoAransier ampwRfi t bet ween the smart card and |
h
the gan?tng appar E)Hgor m re e mgrRr th%ggﬁt%‘%r&ﬁ%g r%@usegfcc?sf{) rtga% fe?%?atyhr e

trans ed to e snmart. car rom’a conponent

gam ng appalﬁlﬂtddsoy ﬁluczirecﬁtﬁbendﬁ;tesm—lsv&ﬁﬂomvma siart Th. CBoide:aa 06 ithé ganidgt h t he
gam ng apparatus (e.g., an STMcard in conmmunication with SIM card sl ot

136) . apparpigs arayi Yy regroviato; wanstos ppergicnestit than yaavyaslgbletacthgisqasiscaidy be
used to determn e amount of credit uest ,for transfer

oxanpl o, 1 v e EpaRe i SiveirPad S Shops Pkl 08 G entiRl ey
based on ongpprifer néint tdFecradit af tthaRgloant afRulit Maubled theeeastthe eralitst er

t hreshol d va ? and the current credit balance 5 on the gam ng machine. In

one or 1ﬁDréJa@mﬁDWé@n§he$Ih@TWdunt of credit requested for transfer may be
sufficient to brj current credit bal ance avail abl e e

oathise s o Cr e e liniehon B TRl arl APfiFulidrntRn Go 3l her SAG 4
Canmount. In t& mtl@fft}f&%q&@t 1533 treln@ﬁar%f@&urktatlﬁies%@dirEndr@ﬁbh%ﬁ%ﬁ&sfeﬁﬁ/drfral@&f er
may be equivalent (or substantially equivalent) to the auto-transfer

amount . 10Ilm ageoromorm embeditnsdismiret éetemeatmmmde ot 8dbediy beeyghstenteadlyf or
ranstar oy e I GSS Bh et batanse et sust fom Lhe srert
creditophan is auaidoalhen @nsdbRriMRE thdft Mreqlist &5 Hﬁ‘ﬁs@ér}’oreélhﬁtlgﬂé@ HME or
apparatus may instead rel'y on the smart card to transfer the appropri ate
arount of mm@dipermissiphe andioumlenfthe ﬁmdlttvalwstemde@h ¢hec smars cafeiscumidiad
according to the received transfer request. In one or imore embodiments, updating the
credit value at the smart card as performed at operatlon 820 may be substantially similar
to operation 716 illustrated in Figure 7.
25 At 824, the credit value at the gaming apparatus is updated according to the
received request. In one or more embodiments, updating the credit value at the gaming
apparatus as performed at operation 824 may be substantially similar to 6peration 720
illustrated in Figure 7.
Figure 9 shows a method 900 for cashing out a smart card, performed in
30  accordance with one embodiment of the present invention. The Smart Card Cash Out

Procedure 900 may be used to move credit stored on a gaming apparatus (e.g., a gaming

machine) to a smart card.
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15bal ance stored on the smart card. At 816, a deternmination is nmade
at an application running on the smart card as to whether the request to
transfer credit satisfies one or nore permnissions and/or rules. In one or
nore enbodi nents, the det erm' nati on nade at 816 may be substantially
simlar to the Cb?&cﬁﬁ@ﬂaﬂ‘l? . iﬁg%cﬁine%’z%f vk Q&spbaded tb'a%&de@it%%ahmmﬁ'tﬂwe 7.
20At 820, when it is de m ned that theé request to transfer credit
satisfies pneviding meormenmesdirm’tky taradplayerr ioyeyvet, ipeovidiegiah itenl QféVEéth)ﬁOed on
the smart card is updated according tao the received, transfer req

one o mor &R WML SUPRTHSIn O FaSiBp ErOnye T epd tt%ézog‘mstr gifircas
performed echf! a8l AP T AR AR YrafS s &ESt ?Z\@td Qédsé/edshépef ord diAREE-&dit 98 o7 16
illustrate igure 7. 25At 824, the cre |t val ue af e gam ng appar at us
i s updafed pdaayenvﬂmgnart)car&may; ﬁcraxam@leg enpues that dme ommomrganmng trendaodomsent s,

updating the credit val ue appar at .at operation
824 may be a&wgtw@.a&ﬂmve@f 166 lr%f?rettg] e%aé?razf P&Yl(%émﬂw t(ri'éla tipl, Ysingure 7.

Figure 9 sho t f r : jn 30
accordance wﬁ% S@ Eeioqrrbogﬁ%%%nét?ﬁ(%ﬁéa% ﬁ%’g}égﬁl@el n %ltl(lg‘gnadc e %prrg??pgaepd
Cash Qut Prisaather e piBicahyashetousedint secomey beati@di Witkihoa eakimn (ag.gaashigy’s
apparatus (e.g., .a.gam ng mchine a snmart card. Traditignally, a
gani ng nacﬁ natgly Haell, NE8gs s Ieaghiag out hegarng eclyye B}aasvaﬁ)lawng
cash onrpa t, | & ve i val ue
to thelgl aiP gllﬁgn Iﬂ%yu? Cé&slt%)g{r %/}ll}glll%n %%g%c%ﬂ%\séglnop%re%owlg M%Q;}HT Eggégtgf(es
concerns relgmrﬁlarngarée@mcamyerahdbtayeﬁdoaubhﬁ@nénic}aackmsteadmﬁcashs di scussed
herein, providing credit to a 5 ger via a smart card may, for exanple,
ensure that one FWaYsH et g%lrﬁlﬂﬁfpﬁtﬁ‘érf Hctqemlayels mayilaifiels BRY/%ra gaRINg ed
before the r t agh i ard
for cashi ndﬁ) %Cﬁi{l%tvﬁlgﬁoélgiﬁ‘?ﬁgg gg’c%ncrear&ha;ﬁ/l %F%%\?ﬁ%ﬂlégssﬁ%opﬁzmeq%tgl{tﬁﬁ{g |rsFes uance

of physi calorG@sb bemefiteidsatiites OGN welobaaatnard\fdr Rhshity 6@ Rt nGichine,

cashier's termnals). Finally, using a smart card for cashing out the
gami ng !Aac m:qhglqﬁaﬁyargdegﬁﬂbed for facilitating cashing out a gaming machine by using a smart

card even when the gaming machine is not 1n1t1a11y in communication with a smart
card.
At 904, a request is received to cash out the gaming machine. According to
various embodiments, the request may.be received from a gaming machine user, a
20  casino employee, or software and/or hardware associated with the gaming machine. In
some instances, the request to cash out received at 904 may represent a request to
remove all the cash stored on the smart card. However, in other instances, the request
received to cash out at 904 may represent a request to transfer only some of the cash
stored on the smart card.
25 In one or more embodiments, the request to cash out the smart card may be
- received via user input device 116 illustrated in Figure 1. For example, the amount of
credit stored on the smart card may be displayed via display 120 illustrated in Figure 1.
Then, a user may use the device 116 to réquest that some or all of the credit stored on
the smart card be transferred to the gaming .apparatus for purposes of cashing out the
30  smart card. A
At 908, a determination is made as to whether the gaming apparatus is in

communication with the smart card. For example, one or more components associated

38



10 paying a player without any use of physical cash. For exanple, when the
pl ayer takes the smart card to a cashier, the player could be given a check
i nstead of cash. However, it is anticipated that sonme players may
initiate play at a gam ng machine without having a smart card. In order to
permt suchypl tg¥ cx\éﬂlésé’ %ﬂﬂ gkt@ﬁb QGRS tr T fn Ih%ﬁ‘l%fl' ﬁ1§ aééﬂﬁlh@%ﬁfétﬂ% e use
of a smart card for In t a gam ng machi fech niques are

descri bed fgamirfgeuppbnahmtllongs masirimgnicationawigearsmert tadhinendry card istog 132.smar t
card even when the gam ng nachine is not initially in connunrcatron with a
smart card. At 9A§ yhan ityisrdegrrmaned; hat e gayrdee pRPEYYH ok coerrrawga {97y

machi ne. r r Je d from
a gamng nacﬁlﬁgqﬂgﬁgmﬁg %g&cas?ﬁ% eon%%df&Hﬁtﬁ@ i ﬁlfgaﬁ% /or ahre
associ af ed cuddt M4 diecugsudi HegeinpakibnetechmiqsasRay Hsilised mﬁansifé}&:récﬁﬂllﬂﬁﬁeeh@ cash
out received at 904 may represent a request to renove all the cash stored
on the smaEAmEy ﬂlac}nwévéra smagt garfe rFqr fxemplee sreditypay éa&r@gr feyred djopethet 0
cash out at t cash
ctored on eI ARNAEREE S Pt EREPbnd 6 hbARCRlioRE bR B o B8 At
out the sm BmaalChrd@yeddeEMaREe Tyadfer Podédare 700 pliistddiif Eightd7 | I lustrated in
Figure 1. For exanple, the anmpbunt of credit stored on the smart card nay be
di spl ayed via diddp! i@y credds is|transterrsd dipm theregumg machpetp memesepssegiptadse t he
device,116 t of e cr

card a0t r 4 %ﬂ?%ﬁ%ﬁ? SR AT okl BE SRS RoR Il MBI
30smart Cal’n@bchme to théAnecB8y 144 dﬁb@rﬁf&dﬂ&f&h e SMIBrads 1n§sntaa:dvyhert@ﬁé 1t i

gam ng apparatus is in conmunication with the spmart card. For exanple, one
or nore ‘coMPOREMCEe aubedimenisdthevnemonypssasiated wish sglarhqagi wgnsaetipns omy be

Il lustrat ed ' n lﬁlﬂgurﬁm& rmoy hta?tfe{ prgc@\ﬁﬁ r ca% ag th}PegngR%grr%E&l?r}ﬁl%gl'zs

in comuni C]FYOR Wi Ysttart. card snar car
when it is iglekrepted ned., bhat pdha elang ?aﬁmme&em) GRETAREAIt Gl Mot B t h
the smart card, credrt may be transferred romthe gam ng machine to the

smart 35cadebt- As di scussed herein, various techniques may be used to
transfer credits Eg% en a . a”‘Qﬁ gachlnefﬁag a snmart E’n QB exaqﬁ%
credit may be t PnSPel Vel MFEMTHEGAITHY FabAT s ve + REMSHEEME S i ng
one or NI enRAREF I RErvRe Ty iR vid fbheia?nﬁﬂ@cﬂladlﬁg Rehhitahdcihed 4 styknual
Transfer Procedure 700 illustrated in Figure 7.
in which no further wagering or game play may be conducted until the gaming machine
is returned to service. In one or more embodiments, certain functionality associated
20 with the gaming machine may remain in operation when the gaming machine is
removed from service. For example, the gaming machine may permit continued
operation of features related to ordering food and beverages, changing game options,
and/or other features that do not directly involve further game play.
At 924, a notification of a no-card cash out is sent to the gaming system. In one
25  or more embodiments, the notification of a no-card cash out may be sent over the
gaming network (e.g., via communication link 124 illustrated in Figure 1). In addition,
or alternately, the notification of a no-card cash out may be provided at the gaming
machine. For example, one or more audible and/or visible alarms may be activated
(e.g., a gaming machine candle may be lit). In some implementations, the notification
30  of a no-card cash out may be used to attract the attention of casino personnel. For
example, casino personnel may see that a player without a smart card would like to cash

out a gaming machine and respond by bringing a new smart card to the player.
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At 916, credit is transferred fromthe gam ng machine to nenory associ ated
10 with smart card transactions. For exanple, credit may be transferred
fromthe gam ng machine to the nmenory 144 associated with the SM B 108
illustrated in Figure 1. In one or nore embodi nents, the nenory associ ated
with smart card AoaBSAGhLPlRd REchF RINOLA hﬁdmf.w&%xm?re, ite shidft
procedure for cashing out the gamng machine is interrupted (e.g., by a
power out agerdanayberérgivedahismert rcesletehdertl3e ittnerhitdd ini Figuredt beorkSdéranbre

At 920, the ganming machine is renoved from service. Renpving the gam ng
machi ne f r GRPCRIRANES theaymar Y Enayr B bm%hbﬁé,a FISIRq RyPloyes S‘éﬁ]ilenég‘ﬁﬁbghi ne
in a state_l| i f nﬁ]ﬁ] gRLI qﬁr% ] unti |
t he gam ngrﬂﬂ%g\r\g‘?'nggigsa&ree%% ne e%t{‘%, @grs\?{% g(e)'.gar?n ngé %pﬂ%ﬁgﬁ@%@%ﬁlﬁ}gh?g
cer t ai n5f udeticoagbéibyed a8 toihE @hdiks? gamirdghetwerkg &at. aganiple the gariig mashirien | N
operation when the gam ng machine is renoved from service, For exanple, the
gani ng mcmqyéwp%ér%th a dgyics RoRfiRussbioatupely Lrew smatceed toet Blavd if e .
ordering f i i / e ur es
That do-nopraier Sike 5 SR8 s dhiah SRTEERRY By G Y oBBmEBRE oF &
no-card casdnyGhdert the S@Bi cid ihfdah@anhmgardyeddem | n one 25 or nore

enbodi nents, the notification of a no-card cash out may be sent over the
ganmi ng networ k (& 0ge orynere cHhodHN et i the smapkcard may) et pagegistared of gdave 1) .

I n addition, .Ofr er. el . i £l i - Car (d_cas y be
pr ovi d(la at™¢ hsemag{a?ﬁrﬁl @‘%’ﬂé‘mrﬁ%ggfgg%éﬁagg{de?ﬁboﬁlfémgar@%r} glggﬁe [ bhég‘g%%‘:?’gr

vi si bl e al q IBmeRINbBEINRGtY thatsathrt €rd maydbed@gist@ed RCihe payen (K. Repigtebel |i1) .
In some inplenentations, the notification 30 of a no-card cash out may be
used to at tSmast Carde08titlesimatedrin dligura 3). nborxenpia & casifp employap W&o pEegfefo
personnel may. see a;plLayer w t hout rt [ l.gd 1. h out
a gam ng mac |arr1teca5&ntc})atr &%) E)aglre]rd 8?/’ uf)er%1 R%I%tlanbégggn@\?\}ds&r;eglrct té\ge%sq?r&hggrg&glcg@zr.

At 928, a gomtie pRbEL. | A eEhsteekaniplé,he devmeE tat QGRE Gra @fiachim@r cpyblepde, the
smart card nmay be received at smart card reader 132 illustrated in Figure
1. In dhe oroviding ageposinareeard to thecussrrmay alsarhe aengblp ef perburghng pye er ®asi no

enpl oyee to _the nm n chine..Iln sone odi nents, the smart card ,nay be
suppl i ed aﬁf“&ﬁa‘fﬁg‘idF@g”%??“aoﬁf%’\?ﬁ c@'gas‘glggibsgi’%r&lSWIt Ry tah‘éasglé’sﬁlflgg)ge‘bab i ng
networ k. FokoediagRlsBurct Beideaif Ao Rednaidick es & erepit egkdvedch). a device
configured to supply a new smart card to a player if the player does not

al ready possess At Farsecuriy ds cligickedand e phay eardois vdlidatedsi lnconeng wpee may
insert the smart card into the smart rd,reader. l.n one or, nor

onbodt mont S e Gheans pied Bt ab AR Fasuril, MAGuos G e smet
card Unpegicai®emay verdabltatetilly stflad td bigthértfc8God Bpéra@dtsepetlormE®WieRibveridn Sone

embodi ments the smart card may be registered to the player (e.g.,
Regi st er ed sBatrdardCsridse3@0 into|this smart eardi mader.gipeegmpl&amest anpk operationssi no

orployee wio PLovLdss, 8 TP, SHLALLS LG BLEYSL MY og 5 pek bl e,
exanpl e, a dg¢hG&tial R§nSaAAW TR HembAPRRI& Qirvers, determining whether to
permit offline use of the smart card, etc.
25 At 936, credit is transferred from the memory associated with smart card
transactions to the smart card. For example, the credit may be transferred from memory
144 to a smart card in communication with smart card slot 132. In one or more
embodiments, one or more operations performed in conjunction with transferring credit
to the smart card may be substantially similar to operations discussed in relation to
30  Smart Card Credit Manual Transfer Procedure 700 illustrated in Figure 7.
At 940, the gaming machine. is returned to service. In one or more

embodiments, the gaming machine may be returned to service automatically once one
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15 providing a new smart card to the user nmay al so be capabl e of performng
one or nore smart card registration operations (e.g., wth supervision by a
casi no enpl oyee, by providing a source of identification information such
as a credit card, etc.). At 932, security is checked and the smart

card is val| : e | . ] d for
checki ng Sg(kzgx?(?rt@ SO pgt Oeg%f%g%aﬁg%%tﬁ?a gqn%gﬁﬂgghecgﬁln%ap@%%ﬁés)g%s?gﬁ 1?% ly
simlar toHuidventn s@hé embodiareats] thezapiid macivite wagnevsin oat shsrticeartl a S
inserted into the smart card reader. For exanple, one or nore operations
may be per CayRREMploNee (S, MePEPlOyCY Wh‘éﬁ(’é’bfingtﬁi? g carl previdssinpmite 84S on

dot or i i ng AT ERMAET AP R, B Chsllc' BB lndP b PUGECRYES o5
credit bs fphodiedl Rey aorehir® Md daghingmachinassagviat.ed with smart card

transactions to the smart card. For exanple, the credit may be transferred
from menory 144 It engosmere erebediments caterainmaaof gie aneratiogsiustratad in Eiggtre 132.

wth Cransrere S 2o eRan s tooR, PSR S Bfteb iy e SO 07

oper at i ons peHchie36 ¢k érfart Sdrdtwitidut Sepafttanétarthg@redi to dyambs/ spEeidioafyer
Procedure 700 illustrated in Figure 7. At 940, the gam ng machine is

returned t@sspsiaiadowith smagneard trapgpcBorsnbddianeihes cxampe.gwniaty oreErions formy be

return to,service autonati .ly,once one, or re_operatiQpns _associ at ed
Wth oddni SR SRt AT A Rling nE St E5d Rhx BB LFaBRELR; 1IPE ngR R
embodi ment gard'iPPrIadEdNY tRREHhING tiRYideemai n out of service until a casino

enpl oyee (e.g., an enployee who provided the smart card) provides input to
t he gam ng machilmene pomorsemiprdimentheonsas inkaye epgrbyisdlinstatedipgiigura 9dnay t al

and/ or 5physical key to return th am ng machi tQ service. .1 n one
or ror e eSdbaed o Bt arr SPler oBPST TS FPT GEEPBLRdNT SR o o
may be oni thRHincFRAY BeardlFed F@Ali deri®Y bbRréBufsfelingestdiy fomPthé ham@ain ng
machine to the smart card without separately transferring credit to nenory

speci filéal Ijachgwoioi memdrywissocisted ithc smart toephFansattoms. As apetbeheramplarpl e,

t ati 10 checki it d,val idati th art d
vmy. Do unnGBHCSHIY. PF TG REGRSANT T B (e BT B O A A e ne.

I'n one or nR{LmAANGHNDOY that BREAinfHRhPBSE bt ANRNirhitisdtioatwith tHe dmdaure 9
may be perforned in a different ordéer and/or concurrently. For exanple, the

gam ng mchcian?e may be renpved from service before transferring credit from

the gamng Figure 10 shows a method 1000 for protecting smart card access, performed in

20  accordance with one embodiment of the present invention. The Smart Card Access
Protection Procedure 1000 may be performed at via one or more devices in a cashless
gaming system in communication with a smart card. For example, the Smart Card
Access Protection Procedure 1000 may be performed at gaming apparatus 104 in
communication with a smart card via smart card slot 132.

25 The Smart Card Access Protection procedure 1000 may be used to render the
smart card at least partially inoperable in response to repeated failed access attempts.
For example, if retrieving and/or updating one or more values stored on the smart card
requires that the user supply the correct PIN, and the user repeatedly supplies incorrect
PINs, then the smart card may be rendered at least partially inoperable. As another

30 example, if one or more values stored on the smart card may only be retrieved and/or

updated from one or more specific types of gaming apparatuses, and repeated access

attempts are made from one or more gaming apparatuses that do not have permission to
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15 machine to nenory associated with smart card transacti ons. As anot her
exanple, a notification of a no-card cash out may be transmtted

i mredi atel y upon making a determ nation at 908 that the gam ng nmachine is
not in conmunication with the smart card. Figure 10 shows a nethod 1000 for

prot ecti ng GAB arfPdrh eﬁf{c@ﬁ@ on®8F bR A uEd] OsRGE 04 ansebdMecnBered @t least

enbodi nent of the pre i nvention. The Smart Card Access Protection
Procedur e pad@liymopbsbleer f ormed at via one or nore devices in a cashl ess

gam ng systemin co nication with a smart card. For, _exanple, the Snart
Card Access Pr ogé( {egg%rﬁr cTRAE A8 IR %ﬁ‘%@rlf‘?)?me’aﬁnng%:?ﬁkﬂgméﬁ &r at us

C
104 in COMpRGRALiDi Wikl oRUB! @8 derSiids GRER SIAE cdd2n Gadhe Sau ¢

Card Acce rotection pr may be used to render the smart card
at | easf§ pasipRiniiye theapeuritplof thersmas pards elnt wlditepe at attadkat nagl beqeesated
attenpts. For exanple, if _retrieving and/or updating one or nore val ues
stored on {98 @euing fendspff elfie swartcfwk t he user supply the correct PIN, and

the user repeat %ghxe &%BH Sibd G4 e@ee_ d?kl;\lﬁg %{Lﬁﬂeaérggl@g@{o&?aga{ @femnbe

rendered at |east partially inopéerab r exanp one or
nor e val uesasit maede Qead, bat aomipdacl diteatheanlayt dued ietandencddneprtbde. Thdat ed
fromone or nore specific_ types of gam ng apparatuses, and_ repeated access
attenpts amaylew F phioiake Bic smircaidin fETaHIRhRRLY OfeRsing KIPIRKSE Ao TURhtre

e o5 151 o ARy 5, Q0SB T V! RS
personnel and/or a cashless gaming apparatus to verify the user’s identity if the user has
lost or forgotten the PIN or other security information stored on the smart card. Then,
one or more cash out procedures may be performed. Alternately, or additionally, the
user may be issued a new smart card to replace the inoperable smart card.

15 At 1004, instructions are transmitted from the cashless gaming apparatus to the
smart card to call a function on the smart card to retrieve and/or update one or more
parameter values. At 1008, a determination is made as to whether the request to
retrieve and/or update one or more parameter values satisfies one or more permissions
and/or rules. At 1012, when it is .determined that the request to retrieve and/or update

20  one or more parameter values satisfies the permissions and/or rules, the one or more
parameter values are transmitted from the smart card to the gaming machine and/or
updated on the smart card. In one or more embodiments, operations 1004, 1008, and/or
1012 may be substantially similar to operations 504, 508, and/or 512 illustrated in
Figure 5 and/or operations 604, 608, and/or 612 illustrated in Figure 6.

25 " At 1020, when it is determined that the request to retrieve and/or update one or
more parameter values does not satisfy the permissions and/or rules, the number of
failed access attempts is updated. In one or more embodiments, the number of failed
-access -attempts may be stored on the smart card. For example, the number of failed
access attempts may be a pafameter value stored in the security module 208 illustrated

30  in Figure 2 on the smart card.

Additionally, or alternately, the number of failed access attempts may be stored

at one or more remote servers, such as host systems 124 illustrated in Figure 1. For
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By rendering the smart card at |east partially inoperable, an attacker may
be prevented fromaltering one or nore paraneter values on the smart card
in order to 5 conprom se the security of the smart card. In addition, an
attacker may be prevented from noving funds off of the smart card. . In

one or mor gyabRAiiENhSrt A8 Blay TRARNRANATEHSon’ akdbeitcdl W@ ARGt RResar t
card may be read, but not updatéd, after the smart card is rendered

i noper abl e attdinpts torhystaldtems d24when the smkiecatchatisanticatec withl theohast systemsnal
and/ or casino enp]oyee for further 1 assj st apge, For exanple, the  user
may provide i derﬁ‘{dﬁq{’épy’oﬁri B %ﬁ pyn e&s?ﬁga‘lféir §‘E?ﬁ?§e|ag§ﬂ6‘ﬁo?la‘é be

cashl ess gqah 4, i parahde Arhdhitiingthe nth3BEr fBs

| ost or fo%ﬁ%ﬁgﬁﬁéﬁ%% gfrlgliettr)x}éée %?#?%E)P%faorgnat?onlstngr ednon trhe smart
card. Then failsdeacoessmmtempeashtheUdaniing applras niayallsey, for txammpd, a Abdreriat el y, .

or additionally, the user may be issued a new spart card _to replace the
i noper abl e ifeERed ebthg risk thet thegmert Gapk il be fegdered morealiss Mty Bay pllmihene

cashl ess gami . T0g:18 f i he smart
card to rotradseaRE Aiank b o B persb A (10, 04 baritn HARELAR DR 3
det er m nat iafd/ot Sashixd® taisnihal) Myedall @f tdkligy fuediesdtiohahatehayi iskeineaidfadng dpdat e

one or nore paraneter values satisfies gne or nore perm ssions and/or
rul es. At soagt cagghdipriexample, gasesmayhaye forgettenthe PRy swEgd erothe £e1dia8g énaynd/ or

update1§'0 b%@ﬁeﬂbti%{ogg%?srtﬁg? Lai@l ues satisfies the perm ssions and/ or

rules, the one o arameter values are transmtted fromthe smart card
to the gam ng ndelvneerafndicoémbgiimend, opddiing theraninbemofl failed awoess Gittenptse
enbodi ments, operations 1004, 1008, and/or 1012 may be substantially
similar tomRydpelrienrdating infoggationkasest oma sime pegied atIEY stammrasgosiated Withd/ or

operations 604, 608, and/or 612 il lustra i o] . 0 en it
is determ r%e.l?l}'fa al%te %eacrg%sguaettge{n tsd r}g’t%rffxgél Tieane 7 ‘grfgﬁédg%‘?cgs%ﬁéé@ 1%rrlt(?)i?leglésh

par anet er \4gdodREedlORS afipie Sahp S iysdnieinp@andds siiled scoasicht@mptdihesocctifted munber
of failed access attenpts is updated. In one or nore enbodi nents, the
nunber 18f ftlag pasti(ea cagre then 2 hpers agely Mg bsggreedon the smart card. For

exanpl e, the nunber of failed access atte S be a paraneter val ue
stored in the s Elﬂnlet%f ‘HB%T"B"‘%@@CPW ﬁ%et Srng%)&eﬁarggli{erp ngﬁlgleerSZ agé{%f Fe"dirar t
card. appé@teiub ngRahhivitailDmodd theh Baé phivmetdn &ahsThabeiated fvath e nambesst
attenpts may be stored at one or nore renote servers, such as_host systens .
124 il 1 ust rfailesdaciess ritgmpts. For pxamplexaneplaeamet¢revatnesmay beasdodiaigd withfailgd

oL o e oRL AL, A L o RS R L YETR s  BSLEIP A e
20  while another parameter value may be associated with failed access attempts to low
security features, such as changing a preferred language.  Thus, in some
implementations it may be possible to track failed access attempts without
unnecessarily rendering the smart card inoperable.
At 1024, a determination is made as to whether the number of failed access
25  attempts exceeds a threshold value. In one or more embodiments, the detérmination is
made on the smart card. For example, the security module 108 illustrated in Figure 1
méy make the determination.
The threshold value may represent a maximum number of failed access attempts
before the smart card is.rendered inoperable. In one or more embodiments, the
30  threshold value may be stored on the smart card, for example in the security module

108. Alternately, or additionally, a threshold value may be stored on the STM.
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Additionally, or alternately, the nunber of failed access attenpts nay be
transmtted fromthe smart card to the gam ng apparatus. Transmtting the
nunber of 5 failed access attenpts to the gam ng apparatus nmay allow, for
exanple, a user to be infornmed of the risk that the smart card will be
render ed i noper abl6rdind oSy AiYus einbOdindAR, BFREerk hrEGRULSLuASHhY ba s, finom
casi no personnel (e.g., at a patron nmanagenent term nal and/or cashier's
term nal ) ionsbeatbrofmbadinregtst thet thesshaldt vabue isHate fadgd adcsks attengits siaté thg t he
smart card. For exanple, user may have _forgotten .tpe PIN stored on the
card and n#¥Psigegsat a?PF‘é‘ﬁﬁES‘ ﬁﬁ‘aftoc"dée‘é?' t REOVSIVRE i) diterent embqdimepis, nor e

erbodi ment gy URHRL 1100l Be BHARRE. Blivkedl | 8y ggess attemts may incl ude
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previ ous fail ed moaessmaid enpdédimeh) thexamghiodd valae mdydiel pdated apses rapuestnpt
may be associated with a tine star‘r‘E€is In sonme instancei, faiiklf(gf? ccess
attenpts t RYONEOF Graredeyiresiigithe cashicss ganipe. Hoscxamplsnths thsthald Xl mayay pe

removed. o y,qhily B5n QUsthTRE GutiSHRP W LRALS cadaGit BB sg&%g 124 EiﬁRﬁttﬁte?]eilhver S,
pparatus nay ma S

and/ or gamng-a Intain nore than one paraneter val ue

associ at ed Fugiré 1t HEhismmabedloafa Eaidoed tatarehs sadutignpitosidetdy thx ampit eardotoe
paraneter val ue nay be associated with fajl ed access atft enpts, to high
security f b tneedic negdypidhe F@Wnﬁgrmﬁ% o Jigas PHEOURROIISERY §OT SFTHIFA o
anot herlO para%g}%he ard ﬁllal(lﬁolgg‘% ragti ¥ Hlé?’l%&‘&ﬁit B’}fl;}n?e mgg)%%sggﬁe%sfre%ggﬁha to

| ow security teatures, such as changing a preterr l'anguage. us, I'n sone
i mpl ement atfhitydsadckssn@ieniye thiesisdid valuep whilacksthat kad thechsids atrelnpely loivt hout
unnecessarily rendering the smart card_i noperable. At 1024, a determ nation

i s made as Sflitidansemayrke #sigped agelativgly é‘tg%afee%gccw aftempiprssholt ¥elgs: a

t hreshol d val ue., In or j ts..t t gr.ng I | e on
the smart éA?iSr %f()t 5rex§§§}replael,%% E%zsggeggér’sgﬁg r%S%SPZOQ%S%F%g‘% P ‘gététségdﬁtltn i gure
1 may neke thddsholkeiguen nati on. The threshold value may represent a

maxi mum nunber of failed access attenpts before the smart card i s rendered
i noperabl e. | n dneongromproze entbodimmaiy She spartaeard Hpaws istorel ditieront thagshpld

A ternat ol st T yEEREbupey of SR At Aubifes ey b, gt

Al t er nat el y,a I"on re AEYSTM

Accor di ng tsr¥ afir@ sl @Irdeeks maahp: thedshdlarnanfe foNhigh hedugity alci@satidmiptsd sudhs ed.
In one or nore enbodi nents, the threshold value is five failed access

~attenpts sieacHempts taosmoyeewdits Samchesmart eandhrand @ayegonss tailedigprase attermpt
(ilogf erent ?ﬁ%&?&lﬁ&%ﬁ ’fortIQ\?v ste(rzllgrle@/ ggclzegs Xt?e!xrlljpeis,rg%gh etl)seat erﬁyp\/t\lsr]&)r&agget X\%lee?er}edand
20  language.

In one or more embodiments, one or more failed access attempt threshold values
may include information related to a time period or timeout. For example, a smart card
may be rendered inoperable only when the number of failed access attempts exceeds a
certain threshold value (e.g., three attempts) in a certain period of time (e.g.., 2 hours).

25  In this way, a smart card will not be rendered inoperable based on failed access attempts
spaced far apart in time.

At 1028, when it is determined that the number of failed access attempts
exceeds a threshold value, the smart card is rendered at least partially inoperable. In
one or more embodiments, rendering the smart card inoperable may include performing

30  at least one operation to physically prevent further updating of all or some parameter

values stored on the card. For example, one or more circuits and/or communication

44



5In one or nore enbodi nents, the threshold val ue may be updated upon
request by one or nore devices in the cashl ess gam ng. For exanple, the

t hreshol d val ue may be updated upon authentication of the smart card with
host systens 124 illustrated in Figure 1. This may allow a casino to tail or

the securi Gyl A HRYREGE of TREKenC alnd £rﬁ>tﬁélgeex%g§géﬁ;ei[ gaﬂaﬁ@% Y bidgn,casi no

and/ or particular users or groups of users. For a smart card
t hat hol ds pan¢teldabent,ahslted] ofotheredictdabmabahoedasayyddao aarieghanbperabid. at i vel y -

| ow failed access attenpt threshol d value, while a smart c%rd that hol ds a
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rai se or | %\;\@/}e}fr, rn§1ﬂé§f%?%t§8¥§%f(t}g%r§ %g%rt%{g%gbeérﬁ\?éég@%w (Ihﬂulzl% 0{ nSI%a%g&g(?' nor e
enbodi nent For khemplepote cmdrémpdaicdoe appiblsanuamhg tohr@s Ralatt caed uag staae a
different types of failed access attenpts. For exanple, the smart card may
store a fi valuefigjpagorycihaksndigates Higt 1 bupdaime @ pasamefey Kalyes may e
access attﬁ%H@ﬁn(§UCh as attenpts to renove credits fromthe smart card,
and a seco ailed access attenpt threshold value for |ow security access

attenpts, such as oattepére dnftboditaags afpmafier et ROta@uBRefrom the sndaft one
~or nore enbodi ments, one or nore failed access attenpt threshold val ues may
i ncl ude i nfeaidnkt FaHIOr ERRIPERES 106 SEStEMHANgsathe smagrcarq ifeisnderedaropesallep| o a

nfe _ rerel
a1 omple otRENAS: SieGiRE R APRTERT iAo 30 el Ut 07 RUIRE R, iR oc0S

certain perchefimftiohi dRideti. , TBe RPadiSbalar®e thef iy HeVweitievad s@rdonpared W | |
not be rendered inoperabl e based on failed access attenpts spaced far apart
in time. againstgveriied crogitdalance staredén Brersagind systies.t he nunber of fail ed

access attenpts eyeeeds fhel rr‘rfa?cﬁlh?tlled%l\z{}aelrlﬁ?a lgeheen?jl.ri]@erdtt Cc%hdoﬁt hé ggﬁ%&{eﬁ%'at
| east partially’inoperable. Tn one or’ore enbodi ments, renderi ng e smart

card i noperahifer MRybdlackuden pew fsafami f8d 308dquiash eRespAecatd My réquire
physically prevent further updating of all or sonme paraneter values stored

on theléar dayipgn fextmpl 85 ovhtl)omd itercting withtossian dmptoysemonsysicasi dius,
LPEE;L?‘CGS if5 ¥1a9§r rfe;l)JeSa?e 1}9 {eqltl)lj’rgskaerrlle'w 'sA\r%aI? rc]:a(ljrtd,h e p?%/%ﬁglla§ incir 8(?‘5I:csdanr5?_ T ct())?ne
to the attention of casino employees or systems. In this way, casinos may monitor and
prevent attempts to tamper with or gain unauthorized access to smart cards in the
cashless gaming system. |
20 - If instead the credit value stored on the smart card does not match the value
stored in the casino systems, then the casino may investigate the cause of the
discrepancy (e..g., systems failures, unauthorized smart card access, etc.). The casino
can then make an operational decision about whether to allow the player to cash out the
smart card and what the value of the cash out should be. In this way, the casino may be
25  able to access at least some cfedit balance information even in the event of total system
failure. ,
FIGURE 11 shows a method 1100 for facilitating offline use of a smart card,
performed in accordance with one embodiment of the present invention.
It is anticipated that in some instances, a player may attempt to use a smart card
30 at a gaming apparatus (e.g., a gaming machine) that is not in communication with a
cashless gaming serQer. For example, communications between the gaming machine

and one or more cashless gaming servers may be temporarily disrupted. In some
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punched, bent, nelted, or otherw se danaged or destroyed to render it
i noper abl e. In one or nore enbodi nents, rendering the smart card
i noperabl e may include performng at | east one software operation to
prevent further updating of the smart card. 5 For exanple, one or nore

modul es or i@?ﬁmc@%%({n‘l’xﬂ hiBgti i ﬁng BB d‘rgﬁrg Hﬁbr?g%é@'aﬁe Ao VALWSIH TailREDT Y
that indicates that no further u datlngpo araneter val ues nay be
per f or med. network cbigestien, esutinermeaietchadben@nt 2\s anofher esimpde) inmyy be destableevabl e

fromthe smart card b%%fasino enpl.oyees or. systens once the sngrt card is
rendered i idpemHbrE ofhe smert caxdy pthaut eARINBE LPBYMURIGALSR behYeenttBe 3RS he
smart card I | fi i i ok s T
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bal ance5st ahedmai dah® vid®uh@edinsie Abthentication IWith lbae tosomul csklesRigamingt he
pl ayer may be permtted to cash out the balance or transfer the balance to
a new snar tevarsAnaydechip pYqieh getsy ople Gpngestian, Foduee WiRge PEYfIYF despyrceh {4 -ng a f ee

(e.g., $5 or $1Q) o%gdoﬂ' Blof! AfbbBghed befiAs! ﬁﬁa$§94d°ﬁ&eﬁagrbé¥&ﬁlﬁ£@d by"US’
if a player repeatedly requires a new snart card, the player nmay | ncur
costs and/ enaistaintnd © rédoed af (vBsi iaGmadf catdsiab dast aptheyttagedor Tisens thendshiess t hi s
way, casinos may nonitor and prevent attenpts to tanper with or gain

unaut hor i z SAMAMEBEEM eAnseRskEe Bal 3smark carddhatdas net Begarerenylysiptheatratod js

instead.the gredit value stored on.the smart _card do n mahch val ue
storedqpn fﬁ%wg%%#%%ggﬁg éhs?rfl%Hf&w%ggasfﬁgfﬁﬁymgﬁgégtﬁgﬁ?bhgﬁggggﬁge of

the di screpantyg §Btegh ma§petpit®fliat us¢ 66 theWndwt &od vALid chsming har theaanesss,
etc.). The casino can then nake an operatjonal decision about whether to
al | ow t he pred/israttleast getasionelly Rethentipated ity ope@r Wrae ceshdesy gamanopervers: cash

out shoul d-he..1ln, thi h sl no, may, be .Aabl e to access, at | east
sone credit a%%%gafdri?g?lﬁ%g%ﬁ/a@@%thm} lr)fotc %délreé\}en 11@ %r'fug{lé %lsg{/ugt Zlmlsf A9 ure.

FI GURE 11 shempledfMoivdtlink0of B shatichid @by bgfaeflftdttdie use of a smart card,
performed in accordance with one enbodi nent of the present invention. It is

anti ci gated t hatAti hi0dothe offincaningdow forpimaylepardwije at detaprined  disediscuseas t
car s 90 T O AR e OB TGRS o L)
?gﬁm wgre 2 r It |h ?uggyﬁ%%@ﬁ%g?ﬂngc SRSt @rdHRE eheCRBB IPRRICH M DE bR RUNRhScRY be
again before it can be used further. In one or more embodiments, the offline window is
24 hours, which means that if a given smart card has been authenticated with a remote
20  cashless gé.ming server at a particular time (e.g., during use for a cashless gaming
session), that smart card may be used for 24 hours without requiring that the smart card
- be authenticated again with a remote cashless gaming server. In this way, a player may
continue to use a smart card even if remote authentication of the card is not performed.
Configuring the offline window may provide a casino with additional control
25  over security in the cashless gaming System. Thus, according to various embodiments,
the offline window may be determined in various ways. In one or more embodiments,
the offline window may be a value stored on an STM card in communication with the
gaming apparatus. For example, the offline window may be stored on an STM card in
communication with SIM card slot 136 illustrated in Figure 1. In some embodiments,
30 the offline window may be a value stored on the smart card. For example, the offline

window may be stored in wallet module 312 illustrated in Figﬁre 3. In some

embodiments, the offline window may be determined dynamically, and/or various
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i nstances, comuni cati ons nmay be tenporarily disrupted due to network
failure, network congestion, routine maintenance, etc. As another exanpl e,
it may be desirable to permt use of the smart card w thout requiring
comuni cation between the gam ng machine and one or nore cashl ess gam ng
servers. | QeBRERyihdSERES e BN Hdr XampRe 1 ﬁénﬁ@qnmet ma@Mradnh (Rt
requiring authentication"with one or nore cashless gam ng servers nmay hel p
avoi d net wbalancostgeegt érothe sneatticardusdgerovide seshoetened offling @sndmt dor a card | n
- one or nore enbodiments, offljne smart card use nmay be facilit.ated by
mai Nt ai ni nGEEFEESH Y AR S A LN e %rsﬂﬁla‘taéﬁaﬁ%n, t he
cashl ess gam ng sy m n neCdeof BRL AP ARt mAeaR
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card i s5peraietthimdd. Trhsesne ¢rhisodimsiits.ahs myantenent syEhensendthqenant tardfiidyibee use
of the smart card whil e ensuri n%&;hat t he srrgrt caéd Is at | east
occasi onal I8 mastHesant dimced Which thianat cardhes Ssanpuientigalst g thsehe Qr@oreThe
Smart Card i ' ! r r . LLLustya j i.gue 11
is one ex arrrp Iééeo%?\hegs\?v%%%g a%egg&hgghgfcggﬁ%gs%a@% Q %é/%tglln n@j/é"bfelg%agg ?ﬁeﬁts aff%d.
15At 1104, illiseraefifih iRigurail hd ewtHenticaivardf thasdart serd withl @iecesrs sradoreAsmote

di scussed herein, the offline wi ndow may represent, f%ire exanple, a | ength
of tinme beSHNEN MAY Myye JloF (FEADPICa COBMEECal PN Pebesd; e csmaath cardoaidy thend t he
time in,whi it t . i I i further.
I one 01 Hee g SR haRL HAR BAaA0 R AR Bh Sy e At
that i f a @i¥ebnsoBakeraaely, habrhatn Aldteend ionatoednvet bffline eqshless 2ming

cashl ess gam ng server at a particular tine (e.g., during use for a

cashl ess gamnsagtisessperdnnediysae ivainart sid May beraps@iftadolo he WEWTSME hout
requiring trct,}%gtets%?ve%ﬁ(grt ve?ﬁ“fcgitig £ 3y Qﬁ%bﬁaglﬁﬂnﬂgﬁ)‘nnstmehhonatl{eeglﬁér? cglglsm ess
gam ng server. I'n this way, a pI} ayer fray contrnue to use a smart card even
if renmote aehRRendicasiléseraabactibis may beittand@ittddeiolthe BaE or G ir@bibte ervehe

of fline wi ndow may provide a casino wth additional control 25 over

securi fl§ i and sempareR vabstransasting igfosmation Tegyed foappliehdeviessa theogaghless
enbodi nents, the offline window may be.determ.n i i yS..iL.o one
o ror & emBSAHOREL™ (- o Sna Oy saBiinagBuiE ARri] S 8 Sied )
card in COﬁﬁﬂwcﬁaﬁd)pHn%lshw%ﬁeca@ﬂ%sﬂ@ar@@&ﬁihatgéﬁfonﬁw dex@dTpifine ube oild i ne
w ndow may be stored on an STMcard in communication with SIMcard slot 136
i |1 ustrat e¢mart cidymaebd at lpast penmdieatiyodiiffedit s, 30 the of fline wi ndow may be

I t d th t . F I t ffli i nd b
Stored in wal | et ORUTe R PPPEePR: darTroned 1 e B ok B Atlhce,
the of bhi NnhOHQVBRY st 66 SV iREIddEheaaimiz Ak by mofeH1@s s¥Ged Bkl Ehe smart

card. For example, when a smart card is authenticated with one or more remote servers,

the one or more remote servers may provide an encrypted token to the smart card (e.g.,
encrybted with a private key) vetifying that the smart card has been authenticated.
Then, the smart card may provide this token to the gaming apparatus, which can verify

25  that the token was provided by the one or more remote servers (e.g., by decrypting with
the corresponding public key).

At 1112, a determination is made as to whether the most recent online use of the
smart card is outside the offline window. The determination may be made by
comparing the offline window identified in operation 1104 to the most recent online use

30  of the smart card identified in operation 1108. |
At 1116, when it is determine(i that the last online use of the smart card is

outside the offliie window, one or more operations related to offline use of the smart
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of fline wi ndows may be used. For exanple, the gam ng nmachine may read a
credit bal ance stored on the smart card and provide a shortened offline
wi ndow for a card carrying a relatively high balance than for a card
storing a relatively low credit balance. At 1108, the tine of the nost

recent onlipg ; E%%}ngnﬁlﬁgd SEBf Exfnille e Q‘?arltS ARUEE Hob 8Een {/eﬂldﬁf%qewlth the

enbodi nent s recent onlin€ use of the smart card nmay be the nost
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appar at usedo as@agicaided with the cashl ess transactl ons). I n this way,

cashl e transagtjons perfor d during offlj.ne u 5e of th may be
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nore renote s ey provide an encr ken t he smart, card (e.g.,
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operation 1104 to the nost recent online use 30of the smart card identified

i n oper at i eardM@dast authentighted1I H@yrs age nffline use efghe smiu eardtrhzt bet freemi tiest
online use of the smar.t ard is outside the offllne wi, ndow, Qne or, nore

operations rel atBdORS BPITReAtpas when e I cardcisitged dn gt sasklss  For
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use of t he sgmad bothamdthesynantotard engpenrth¢ gadingl appamtisdior iabﬂeveelrﬁb@tdvmwg S, ho
faﬂ{ L gﬁ{ i cat?’ég’ F&%\&nﬁttthecgglgrt \é\ﬁrldB B‘lethlse\sverlryll,tatcggmg r};[lzliyl petrrrr]Et 0S nretusg%f dh

smart card while ensuring that the offline transactions are legitimate before providing

actual money based on the offline transactions.

25 FIGURE 12 shbws a method 1200 for transmitting a notification regarding a
blocked smart card, performed in accordance with one embodiment of the present
invention.

In one or more embodiments, the Blocked Smart Card Notification Procedure
1200 may be performed at various devices (e.g., gaming apparatus 104 illustrated in
30 Figufe 1) in communication with a smart card in a cashless gaming system. For

example, the Blocked Smart Card Notification Procedure 1200 may be performed at a

gaming machine.
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5 in sone enbodinents, certain limted uses of the smart card may be
permtted. For exanple, |ow security operations such as changing the
preferred | anguage stored on the smart card nmay be permtted. As anot her
exanple, the player may be permtted to finish a partially conpl eted
transaction, SugeasiolRd Sfhafi! €44 NbAARiBn IRELAGTISN Byt B BertiiRdd £ -
101 f the gam ng apparatus Is in comrunication wth one or nore cashl ess
gam ng ser cetijanctidhewihing @rapgraradditonabyroactudespisscdhtey with tiseadfethe smart
conmmuni cations with the one or nore cashl e.ss]\ggarri ng servers for

aut hent i catPy FRE cS#aPY. i Blooked eimpart &iagd Norifigatien Paprsrrsg, [ Wemgdieng
appar at us fgyoliMdBRk e BF AUR of RE pro BTkl AR f Faks B9 13 fignt | cat ed

before further use an r request a e car icate 15 At

1120, when it i $ndfé ef Mbraahiddahenthahéblotkddemedit cad hotifcatiog pedcetiive nsavar t
card is inside the offline window, one or nore operations related to

of f1i ne us&eamed Keprotngt eainst ynaehonredpie of ersewrt @of (egampmart Gard takhe {1 i ne
window i's 2 naur Sl AL AR Lx AR MR REE otk DERLIAAL AT ROULS. 200
offline use 0 e snmart card nmay be permtted. I'n sone 1nplenmentati ons,

when the smaoo neghd uséd 1SR otetthgaihsOéridrs ethe 2add dfssisAtciaddmgt taransalréd on,
information related to the cashl ess gam ng transaction nay be stored both
on the snmatfnesr@rARd on t he gam ng apparatus for later verification (e.g.,
before,gashing oyt |bhe SEALEG RN il bl S, 8%, 8GR e i eLaht i

of fline use of the &mart“Card wiil'e ensuri ng PRAF RaTof P i R r ¥hSatt i ons
are | egiti neieemielor &cqrdivi do N@riacs mbodmitays, Hias edtnfificitivd @fdrinatién may

transactions. 25FI GURE 12 shows a nethod 1200 for transmtting a .
noti fi cati drcludegamudindeymation dbatemiay barused 4o ddengiéy ther spaart icwda@sig?rdaﬂ aeetn t h
one enbodi nent. of. t resent invention. .1 n.one or_note,enbodi nents,
Che Br ockedeoiafed Walf JRRSHAR el TR sRBmals. e sBeRiHls PR ERas &
various devhdeSerl nfmbed APINIplapRad@ftifzat@fmirhbess tk@i@Fapiic BSsFetgure 1) in
comuni cation with a smart card in a cashless gam ng system For exanple,

t he Bl d¢ked Snadn oGaprimam mhbedimieots, heddendificatian pdommajion @sypeiatash withi thet  a
gam ng machi ne. g%e Bl of ed Snart Card Notifilcati ondPro((c?edure 1200
may be per PBRReHd PN AAETTBA { CRTSHBE S By BORaH YT otided SPoRE dilaEs

associ at ed Wit I'FddeRalple! HiR: §Rbfe Vafiled mayWe reX¥RVB 8sing (e R9Gleesinapianid Car d
Notification Procedure 1200 nmay be perfornmed before one or nore of the

pr ocedur es Patdmeterr baluel Pracedirg 30e slidstratedan dFigu@e 55 A mdidfeeend exanpple, known

enbodi nents,.the. bl ocked spart card notification procgedure be used to
orotect agdlRERAinRRERGME DY (At 9dn SUShaps (eaPRpry ST Serial WAV B4 hat

has beep | @shsRiited tObfSdr mOR refBicNeFve AR Host dBRnR! 194 Kidduaranii FaRrd1)

notification procedure 1200 may be used to protect against errors in’the
case of m soredtutrechdditmntl identdsatiomdindormatiansf er errors. .

At 1208, a determination is made as to whether the smart card has been blocked.

In one or more embodiments, the determination as to whether the smart card has been

blocked may be made at the gaming apparatus (e.g., at SMIB 108 illustrated in Figure

25 1). In some instances, a gaming apparatus may store information used to identify

blocked smart cards. For example, a gaming apparatus may periodically receive a list

of blocked smart cards from one or more remote servers. In this Way, it may be

possible to prevent even certain offline uses of blocked smart cards. Additionally,

and/or alternately, a gaming apparatus may directly query one or more remote servers to

30  determine whether a particular smart card has been blocked. In this case, the

determination made at 1208 may be made at either the server or at the gaming

apparatus.
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10At 1204, identification information associ ated 'vvi th the smart card is
determ ned. According to various enbodinents, the identification
information may include any information that nay be used to identify the
smart card and/or the user associated with the smart card. For exanple, the
i dentification nayinchils QNG RierlM@ BRI R SAUADEES hallldE belh BM&ked,

i dentification nunbers, cryptographic keys, etc. 15 In one or nore ,
enbodi nent sontirvedi thentsef ofc titei onart nfaad et cashleas goming athywbd Ipetnmiéted.naFder car d
may be determ ned_by retrieving.one or nore val ues_ stored on the snmart
card. For EXaRpIFefungh@ay berrnsmitied heiwrer, thgesmast fard gag thisgatyne BPFRTS eve
Smart Card ] L Ei a
it er ont SRanpor parkry JILAE Bn iy HER PRI PO orama el e
smart car d as@bot athenopebations asspciated with the anmn datdeubetnoayeepepformred.e r enot e

servers (e.g., host systens 124 jllustrated in Figure-1) to retrieve '
addi tional i dentAtfli2dasif spsteadfibisiAstargined that use af thesyeart girdibpebeen Piaakss: i s

made as to t r I n e (or
enbods ent SOt B Garblires TBGh (B8 AR aBEERR T Srmalt LB IR onrEmore
bl ocked maygmbeditntses, afredidema@ntafgfeapd droat tise gemihg, apparatd B H28smart wsidr at ed

in Figure 25 1). In sone instances, a gam ng apparatus my store

i nf or mat i oNSWESIPT €EANBENPNG O WPOECRRSFAORE 2psostedswith: Smaglaarp (@edig Mpanlng
appar ahys HRy, perpOdiGAl 700 iglﬁ&?a{té’deinaﬁﬁr%ﬁ o ifEKGH xﬁﬁ@c{iﬁaeﬁt%ﬁ’éorf hfd one
or noré renote servers. In 'S way, may be p055|% e Lo prevent even
certain of fdifférentusdsidules Hla bk @dedsoR randaiig furiddsd bibluvkbd ymardoghdor
alternately, a gam ng apparatus may directly query one or nore renote

Servers to 30 dut@ef meotiisationindacang thas thesmasheard heshesn hiaskebispUEIBCked,
I t hi h tm | OF t 1. . . eith
Lo ver or 2 2feepldlfy HE VARG QNI 08 ot TR B R BB i Bk M bl

that the snpBaiblecaidtbriasblsdidifrsn ab{Hé_CglsﬁﬂnOF @p}iﬁfdtﬁw%rfehﬁn?l%ﬁthehsérlhﬁaysdwr t
card for cashless gam ng nay be permtted. For exanple, funds may be

t ransnilft edresentee anith e message emeddispldy t(ae..gdisplay) 12Pphiustrated pAdagwge hor e

paraneter val.ues stored on the . .smart card y be. retrieved.and/qr at ed,
Bandl or ot Moy ehertRt B Ml S aPB P o he b Shlr SERine g i, HBR
per f or med. and/or audible hfakB mif bd MstvaRd. it is determined that use of the smart
card has been bl ocked, credit is transferred fromthe gam ng apparatus to

the smart card. Ihnongner onongormbeditnsdisimdhe siotigiceitint snayaynclydgnghe or egoter om
the gam ng.apparatus.to the, spart card usin f or,. examl gne or_nor.e
oper at 1 ons RERBATY diPr ik ERPEnHIEFA e BaY (HRRLLF S0 R br sPar Bk aur o
700 il byst r@befrérentFio84oR if thd BarRingi dnk B6@RENtESRA s HBALhiePd R B nalPlifthis
different techniques may be used for transferring funds to a bl ocked snart

card. wakt thezp0ditian toit ghveoradei tothd bldélong pHhipetshatt datdemsyrbe teselaedl hers been
bl ocked is output. Accor di@g, to various enbodi nents, the notdi ficatiaon may
be out put FFEBife? GFSHOFBP YT Y CAHBING O i%8 fAre TPREFLCR BFrASHC 1978 Y ng
appar at us. oFehmr&XaRlidi trdnbfer 36 MY be

In one or more embodiments, notification may be transmitted to one or more

25  casino systems and/or casino employees. For example, notification may be transmitted
by an audible and/or visible alarm at the gaming machine. In this way, casino personnel
may be notified of a blocked smart card and come to the assistance of the player. As
another example, notification may be transmitted over a network. If the smart card was
blocked because it reported was lost or stolen, one or more casino employees and/or

30 systems may be notified so that the actual status of the smart card maybe verified. In

such instances, a notification indicating that the smart card has been blocked may not be
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15 presented with a nessage on a display (e.g., display 120 illustrated in
Figure 1) indicating that the smart card has been bl ocked. As another

exanple, a flash light and/or audi ble alarm may be acti vated. In one
or nore enbodi nents, the notification may include one or nore instructions.

For exarrpl w@u %/‘tfo' HaLEQn ylﬂagsguroup&ashfaeseeee tb QedeReCink *ﬁ%uﬁ@ﬁ{]h Cafd

20 to a d| rent ationint envi ronne such as a cashier’
term nal . hﬂd/bhdlsed\/pyr,sortrfeetmﬂeﬁhfyltmstehafthgavo&ked Qﬁart cartithe bl ocki ng of the
smart card may be resol ved. For exanple, a casino enpl oyee nmay examn ne one
or more transactAGVRECy 820wy 2rmedadi 13900for csliiag o & pusiing smarseasd:

error In %Qx‘i‘or‘?ﬂedrﬁﬂra@co‘?m%g ngnc}n% enﬁa%hhﬁén‘i %Kf hg{})rg@}ft 1@%&&0@1”%‘};{1& &nbR one

nore casl no /or 1 N0 enp

not i ficati embodiynddss, tmlaﬁﬁgnshiaﬁdcdw cash autdpﬂmbedxaadBom rﬂaysbé)lueedatoafdmate t he
gam ng machine, In this way, casino personnel may be notified of a bl ocked
smart car d Storl enaesmast ¢and thal ds éqsarﬁﬁ@eefortqseermswerssmgs Fon st arapl ee%é}ﬁ?ﬂ e,

notificati Or}lor%w S tha{ %Hé c1-]:} trF 9ar s%},n Srb%fﬁ:ﬁ)ort tIle o@? tos g% Sr r%%fe ca\éﬁl%

bl ocked because |? rep ort , ONé Oof nore casli no

enpl oyees eﬂ@dcgreessaﬁdl/sﬁ Syberi@Ye. @e aﬂetpaftﬂoﬁdnmgellﬁaﬁt ifiPoracdshial’s atmiingl).of the
smart card maybe verified. In such instances, a notification indicating

that the sritied, thaMissing Swae Casd EeﬂeQUhﬁspcmre 1300 may ptmused feisprg tha allhe
user. 8 'S 418 acFl OI%SO(\:QIJIT(I: F&] ?151%§he n sgmg%%na Cc?irdgf %%e ecordteg %ﬁ&/g ly d°r

di rect “per sonne ser smar

FI GURE 13 %BMtrelsmhhg)dreaﬁ@Q)ré@én feshiaftGagllt a m SSI ng smart card,
performed in accordance with one enbodi nent of the present invention. In

one or nore 5 erz?ﬁdépﬂremmgueaﬁm@pﬂgeémﬁmoaeﬁeshcfs@h tl@mmlsmne@emrrcerdlm may
be used to retrleestoredo a snar, cardt at fehlost, stoil qr,
éy f tP% 1er,’and/or a

ot her wi se r?i‘%r%i’lﬁg eﬁ%‘%“eé%ﬁ% & recKIVGL Y OfR ST HSTT gkd &

éI'r snart card is

M ssi ng mayrd@Rfaksdchited RER c&%lé%@%aﬂ[ng”qh%n@@'i inftRe eﬂiab&ﬁeﬁe aREHuest wasSt ens
(e.g., at a patron nmanagenent d/or cashier's termnal). Then, the M ssi ng

Smar t @érdr@md@@Cﬁhmedmnéﬂ?,OO may be used to insure that al | 10
transacti ons conpl d usjng.the m ssi,n mart .ca hav een rec ed
bndlor ver 1 Ti ed BerSEes dFeinaip Ry Perbdr IO SHERIEIRIE Bhanet ca

At 1304, ape&fiyReked. SIf SEoVRAGrd nb&ITRYE:s CAS Neld@Matibe ntide 3t N90S m&tbecar d.
For exanple, the request may be received by one or nore of the usef, the

cashi er, arsdbmntlallprsmyiaamm Hesampratons dedcribed asthl respecigtarefergnce nuoher B08nor e
enbodi rrents a [gqu % was
illustrate igure

20 At 1312, if it is determined that the smart card has not been blocked, use of the
smart card may be blocked. In one or more embodiments, the use of the smart card is
blocked by transmitting instructions to one or more remofe servers associated with
cashless gaming. In this way, further use of the smart card for cashless gaming may be
prevented until the status of the smart card may be determined.

25 In one or more embodiments, the instructions transmitted to the one or more
remote servers may include identification information associated with the player
making the request to remove cash from the missing smart card. The information may
include personal identification information, such as name, date of birth, address, or any
other type of information. Collecting and transmitting such information may assist in

30  preventing players from making fraudulent requests to remove cash from smart cards

(e.g., smart cards that are not their own).
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15received at a cashier's termnal. At 1308, a determnation is nade
as to whether the use of the smart card has been bl ocked. In one or nore

enbodi ments, the determ nation made at 1308 may be substantially simlar to
t he operations described with respect to reference nunber 1208 illustrated

in Figure 12. 2%t13:1-§1»3hed1ft1§ aetéﬁng&iﬁ%ﬁ%%tﬁé‘ﬁhaﬁ REd B bberCBbEkdaahenot
been bl ocked, use of the smart card may be bl ocked. In one or nore

enbodi ment sfﬂlhbewmxknv ﬁfr stﬂaet andistdeteamdheids Ilbhblckse@nbymbodmxﬂmt té¢tengnining
i nstructions t@llone renote ser E cas I ess. am ng.

ers soci.ated wit
In this wafl Rengindgy b%m%rhsaréﬂﬂa? gs Flaat?%?t @égma&sb%‘

prevent ed wggéraﬁ&e Puatiisratda ih S 500{t card may be determ ned 25I n one or
nor e enbodi ne e instructions fransnmtted to the one or nore renote

serverssmay i nclAtdé20 deddtérfriigaiondnmiadé ay toathenrthasaac catl echswilddied.hin @leayer

maki ng the request to renove cash fromthe m g smart car h
i nf or mati oRY Fﬁi—ﬁ}e F‘F?EPQ}H@HBeYI@&%ﬂm’FHEH‘P P§ focwpst ‘i’ftF?]F‘B?‘Frﬁ?‘idd’tﬁaﬁg‘Efg‘isé%aynane

date of Di r'[e rFa?émnﬁﬁ Qrilé( u%EthSronEY)pﬁlo(Pég 695 so'guc |H0§P§ gﬂsand |

transmtting suc or ma assl st entl ng p ayer rom
maki ng fr aUdUlhEtIiﬁtrafeﬂquEPiglﬁre tlo Acmilmngz,aeﬁid/drrathtmtahy tthe ganliig (3@paratus suwgr t
cards that are not their At 1316, when it is determ ned that
use of the th aligtef hl%k%%mbﬂféfkgﬂlmlﬁﬁd BEriAdiGRlly foRHBNG PTIPOETERPICC ar df

Is detgphm neder ﬁgfi‘%&nﬁ?ﬁ e S ?se%ﬁ*&f&?{uig%én eﬂ:ﬁtcglrd%z%'s‘t{]a 1{eﬁe offline w ndow .

for smart card us be su lally simlar to
operation 1104 iAtl 1894 atdetdrihafro iy @add as ﬁAt:vh&tB&Otheanﬁlemmthmimm chgl made
as to when the smart card was bl ocked. In one or nore enbodi nents, the

det er ni nat "ot Blecked falletomende the offine windoy asseciledcwidl thaymee Geidie
transmtti Qi% %ngg%a ﬁ@e %ggagglcg&r § Eﬁ%t c?fﬂ?ﬁ/ ﬁ{az.jI%t el%lléﬁ e(%i;mh%ﬁe&atﬁ%ﬂ ens

124|IIustra rna e gam ng

appar at us nmsy6 rfeatHattawatazvlhlbls uscodf the @mkﬁdaﬂmstblswed&s iderAfied bedperation
periodically fromone or nore rempte 10servers, along with tinme stanps
i ndi cat!Png MB@&n each card was bl ocked. At 1324, a deter m' nati on is

made as to whet he'\/\/l%%sov%}iegflé\é@ %m%rﬁarr%ttt%aﬁ%ewaﬁsﬁwgﬁ ed f dov%m de

the offline V\/ln(fb e shart car ermnalon may be
nmade by corghgiked Gallshtsidd thé BELiNE Velw B Bhbrt cad use, PBRF Aor@Bpekatidhs ingayt he

time at which use of the smart card was bl ocked as determ ned at operation
be performed for cashing out and invalidating the smart card. For example, the player
may be provided with actual cash corresponding to a verified balance stored on the
20  smart card. As another example, the player may be provided with a new smart card
storing a credit balance. In addition, or alternately, further use of the blocked smart
card may be permanently prevented.
In some instances, a smart card may become blocked by the cashless gaming
system due to a mismatch between one or more balances or transaction records stored
25  on the smart card and one or more balances or transactions records stored at a cashless
gaming server. Such a mismatch may occur, for instance, if gaming machine
electronics became permanently disabled before a transaction could be transmitted to
the server. Accordingfy, a cashless gaming system may enforce security policies to
handle mismatches.
30 For example, one security policy may be that a user (e.g., a casino employee)

cannot permanently clear a system block (e.g., due to a mismatch in the transaction

records). Thus, a casino employee with appropriate security clearances may be able to
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151320. At 1328, when it is deternmined that the time in which the
smart card was bl ocked falls outside the offline window for smart card use,
one or nore operations may be perfornmed for cashing out and invalidating
the smart card. For exanple, the player may be provided with actual cash

cor r espondiaBgst thidmydioh fstozed HRh Gk i &Rd.OPloWGer2 theSimRrt ct@fhy r&namnot her -
exanpl e, the player may be provided with a new smart card storing a credit

bal ance. | biatedd tuntih theosystent dtavdt isl glearédiby ke cashdessfganhng sysek atseHimdort car d
may. be per rranglggaly reyvent ed. n sone instances, a smart card nmay

d. . |
becone bl oCKEBPISPYIRONELILE theswisgiatehed traysacton t5erdSo a i smatch bet ween one
or nore bal ance L r E -and one
A nofHef Q?%@l%:,gcglg srggtggc? ggﬁés)f%ﬁ? b€ tha Q/rfélag rt]f HRAL (6 M SHiRN

or nore bal ances or trans red at a ess gam ng

server . 5Sucle @amshcivatreborday prohibited biy tie systetnaancégr phiysigalty ingporsblei dfthere

el ectroni cs becane permanently di sabled before a transaction could be
transmitteds & Fapsstigpresaded Ap tsrdatabgssbut 10¢ 98 31 SBRE! (&t ﬂ@mégag%ﬁ?%pls
enforce Seqibh!iafift Erﬁ!ar‘?%ar%l%itﬂ@ﬂqln?almnﬁi@rﬁﬁ%g has TRERfarfAMPLn. BISIRGCUTT LY
pol i cy may be that a user e.g., a casino enployee) cannot pernmanently

cl ear a systenarib] Dedsinoangy chodsetotigsue amesinadrd, fbut thetrhismiatched eaxtl ncay reeir ds) .

Thus, a casino enployee wi.th appropriate security clearances y.be able to
access i nf lepsed g ‘é‘iaéﬁe@gl 1B ATGET E? TSEn & KAt recand Pt apy iensertions, ¢ ¥ar d

may rengin bl I d: b - gami ng
cyst emiDt odt pREf B Bicksind BofVEl G Aichind 21 BiE 124 (h36n MARNL P Sm
records. Ashadahbee danphert ené adéahilict 3h ppdratiohahelioibe ab hatthevambugoft 0 a
card to nodify 5 the transaction record is prohibited by the system and/ or

" physi cal | y fiedsde grayide the playgrainenicastgoyty ansacti on recorded in the dat abase
but not on a s t.car for_instan | 4 1S i kel e rt
"7 Yeebrish BhghBR: RAE Sealt Palign by Ul Bl op er R

card either is ralfunceroni ng

scenari o, PefsdfhdeFRYsUpBOADEs)tiRve Shudissionesy Radidly abttinshironnissmise vech card
may remai n bl ocked and unaltered in order to retain a clear record of any
t ransadfi orfgshiggdgamingerygr. 16hocagine anayakaey, for bsepes Bappopeaficeslet | a

CaON 1) M b o B BRSPS RS B0805, ARV L
the player HopeNtr&ma&iddW that were stored on the smart card but not recorded on the cashless
gaming server. This may be accomplished by manually modifying the transactions
database on the cashless gaming server to match the transaction record on the smart
20  card.
Gaming Machine
Figure 14 shows a perspective view of a gaming machine 2, constructed in
accordance with lone embodiment of the present invention. The gaming devices and
gaming functions described with respect to at least Figure 14 may be incorporated as
25  components of the ECI’s described above with respect to at least Figs. 1 thru'SB and
9A-9D. Further, the gaming devices may be operated in accordance with instructions
received from a remote host in communication with the gaming machine. In some
instance, a host-controlled process executed on the gaming machine may share a
gaming device with a process controlled by the master gaming controller 46 on the
30  gaming machine. _
As illustrated in the example of Figure 14, machine 2 includes a main cabinet 4,

which generally surrounds the machine interior and is viewable by users. The main
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As yet another exanple, one security policy may be that only certain casino
personnel (e.g., supervisors) have perm ssion to nodify a transaction

dat abase at a 15 cashl ess gam ng server. The casino may know, for instance,
that a specific slot nachine overloaded and became inoperable. Therefore,
the casi no cpEYetCROINE& 5%4’&9'&9& Bro%“t%@%dn@r& th&'alacNYRE ewﬁfcﬁrcﬁgnspfb prdgigemar t
card but not recorded on the cashless gam ng server. This nay be

acconpl i shadcebg/torthﬂumd:ﬂqrotﬁﬂchmguhmp the transactions database on the

cashl ess gam ng serverptaﬁ match transaction.record on the smart 20card.

.Gam ng Machi ne ‘0 °nccg F’@ntlt?ttg ° dheympundaoriis &t Igpst e PO U ACH achi ne
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Wi th respect to at Ieast Fi gli’@d’i thru 5B and 9A-9D. Further, the gam ng
devi ces nayl%éywéwa?reta M- R CE BRRER OIS 1T (REtOBhEOt FRAPGERORFHH a
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host -contro process exe on the gam chine may sharé a gam ng
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30 gam ng nachi ne. illustrated in the exanple of Figure 14,
machi ne Pﬁﬂpﬁfﬁesmao%‘?rﬂf%é‘ﬁ%fe@ ayeam%m@@ﬁépaﬂwfgcawrbﬁﬁ 4ntond CRdchi ne
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of the nmackamlehaving a pfd‘grmﬂﬁeér‘(’ﬁmdtbdhiﬁﬂtor Atviapabed strip tchéedraiith doglayers at
| east one paynent acceptor 28 and a_bil| validator 30, and a coin tray 38.
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cards &p craeni@xer§|1dqm§ﬁﬁ@tyonaé@éﬁttotpl§>(ﬁ’emlated datalrndeatheraeiesent infripptareto may
t tif t d t hi
:ngge gﬂbz)cf:egﬁeln{nlgcfr‘lﬁcl:hqge e ek SiihBhd one&%%%e antsﬁ:gr g%"i‘ arfhig " "

€ 1den I catl on Caf t car avi n

pr ogr ammed nidchineahioRgk kleadtrom F@idsarasfer.p Wishesl plabérhfuadpihey@inisg machine,
identification, credit totals (or related data) and other rel evant '
i nf or mat i orthe MastegaNHag cemfmiks:r ﬂém ancthesllagie deving C@mqu/toah@gmallglr@acam ce,

sueh 8.2, SEalONE ol ks ST S B bt Yo

20  credit or other su1table dlsplay as descrlbed above.

In one embodiment aftached to the main door are a plurality of player-input

‘switches or buttons 32. The input switches can include any suitable devices which

enables the player to produce an input signal which is received by the processor. In one

embodiment, after appropriate funding of the gaming machine, the input switch is a

25  game activation device, such as a pull arm ora play button which is used by the player

to start any primary game or sequence of events in the gaming machine. The play

button can be any suitable play activator such as a bet one button, a max bet button or a

repeat the bet button. In one embodiment, upon appropriate funding, the gaming

machine may begin the game play automatically. In another embodiment, upon the

30 player engaging one of the play buttons, the gaming machine may automatically

activate game play.

54



15 a player's identification, credit totals (or related data) and ot her

rel evant information to the gam ng machi ne. I n one enbodi nent, noney nay be
transferred to a-gam ng machi ne through el ectronic funds transfer. Wen a
pl ayer funds the gam ng nmachine, the master gam ng controller 46 or another
logi ¢ device coupl@d dufhodftferl 2bR G RGHREs AL bHE BERor. NehSPRY& piadesfaunds
entered and di splays the corresponglng anount on the 20credit” or other

sui t abl e dibsipbapushéngithe bei bedbahmoy eThe player dan inerease thobtietrgnéncadredic hadh t o

the main door are a plurality of p|layer-jnput swtches or, buttong 32. The

i nput  swi télm,fst%eal?yphwsaa%thwt By L& e Wheh duscp ot dlshe bt et o UHPLyer to
produce an i [ A I : O984 th

Ebod ment NGy Ao R it o g EA pRY prlCraB Ry TR e
switch §s aumbbr ghordacishowd iionheddet dieplag pedferablyainptehdesdrynmome. &n phatiterbut t on
which is used by the player to start any primar ame or seglltljence of events

in the ganmeRyofERmtnle MREt SWHG Buatheh MRatn bR PT sipwab| Bph £)ables theat or
such as a t . eat . t _button. In
one enbodi %gah/{e I?{aﬁoﬁgﬂleglg%?rggﬁrgﬁepﬁ %%@#%%&Qta%mgg&%ﬁeg& En%égﬁjﬁgﬁlﬁlrgy begin the
ganme pl ay aut omih bf@bhpodilnengioné it emitchdls eath-oubamntoh h&hd Plagbayiey peshgagi ng
one of the play, buttons, the gam ng nmachi ne may autonati cal I_él?zec i vat e gane
pl ay. the cashrpup RutteinBRd CHBRUL 1§ Fecetvipd cashypayasnt er gthgepul ﬁmnt . The
pl ayer ,pl a b i e t I - LCr ease
Phe bet Oby ParehuShretboadin it bt e OB kB, %8 oMERRInEAE, LAY G20
the player tiiplags dabieesoat, theplabett hanrective tuiediey oofokenseidi 4 sois paywut iyt he
credit display preferably decreases by one, and the.5 nunber of credits
shown in t AR opeemppdimey: whar heapayer cathes a4k dhe playeremay fecgiist 9ther payout
enbodi nent, _one..input .switgh isS a . TR t of 0 ' nabl es
t he pl ayer NG %%mg %Chn%sxtll&rrﬁﬁsl (\)/\r/acgrg(??%)h rsn‘rief1 %)egﬁda b? %P}(’g C&zsi}?%gr \(,)@1) ?%l\épglg%b%g '

qﬁchi Ine. redemﬁti@n??@tﬁﬂlm(i}l]ﬁfﬂﬂg ,t% @ﬁbﬁpia?eﬂtﬁa el&&b'tcf]rﬁéhlliy&eeordﬂﬂbjidhm'tiﬁb&tidrﬁn.

e ayer nm t - out tt t t

payrrEn_t1 or Célldz eliélﬁ @fégipl(ég;’érgﬁuwuc%@ gmﬂ anﬁhggglﬂyggp@ﬁﬂéﬁ'oehg‘s’ietibvtgﬁgr‘%g;%er of
bl ayer may PEREPGars e EBrEE o orbkehd P rr a o B R B e N R
enbodi ment ,ApMien 2008, BY Rikve, GReNean® hiitléd) e (RAYE TRRYacties &llvainghbede, payout
mechani sms such as tickets or credit slips redeemable by a cashier (or

ot her sui t afflieh saeugomparhied hexein yrefasendeandifergplt purpesss.pl ayer' s el ectronical ly
hat may be ut i 288 SBREane GRcent SR d e S M BB n
that may be util > pre I mvent | ed Tn co-pendi ng
U.S. PapentscABRlcb@dli?NoNsomd Qitd Gothlsenditil € disPRiyi dvedlay 20 @3ablYoRpler €t
al., and entitled, "Cashless Transaction C earinghouse,” which is

i ncor por?t ént_e{aeti@:l rwitiytheemage' 6 noe thndiiﬁpdﬁ’yl .glﬂh_e ?ﬁm@b@@@t nhandzﬁlffetoeﬁbwi:frmnt,
one input swi i s ouch-screen .cou Wi ouch- scr.een

control | er,® tir‘(’:l_gecr) r’?éay_glfen%‘?n"tegi_ﬁg 11 §e‘ﬂ§‘?‘i &Pgmgfrs pﬁa@a%e\?é?efya?la?%d%%%{glfseaqdor
player i nt grag i B1sWhiohht BamiAPS8ehiRO bl MucHingPhaYouchRerdeR UE MieSHppeshiatnd the

t ouch-screen controller may be connected to a video controller. A player
may nake deticss.o0se suvh inpydswitsh gretoscli-sireent hidtogapanelg nachi ne by t ouchi ng

t gﬁcﬁl? g?é:ﬁr gﬁg{m ?f{?e;%ﬁe‘éqad?lggr%)rtlileatggmﬁllgar%ggﬁing Ir?aysgl%r}]le% Ii]rpclllltldes‘a{\liptll(lzrgtli{-ysofa
communication ports for enabling communication of the gaming machine processor
with external peripherals, such as external video sources, expansion buses, game or
other displays, an SCSI port or a key pad.

As seen in Figure 14, viewable through the main door is a video display monitor
30 34 and an information panel 36. The display monitor 34 will typically be a cathode ray
tube, high resolution flat-panel LCD, SED based-display, plasma display, a television

display, a display based on light emitting diodes (LED), a display based on a plurality
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251 n one enbodi ment, the gam ng machine may further include a plurality of
communi cation ports for enabling communication of the gam ng nachi ne
processor with external peripherals, such as external video sources, ~
expansi on buses, ganme or other displays, an SCSI port or a key pad. As seen

in Figure ordd et h i | [ | vk f4.0r 30
34 and an CaPoYaR ARG e R, A b AR PP R 2
cat hode r ayiddebéPLEDg)) ar disglbytincbudifig atprprotet and@or r&fidetdbmeabedirspiyaytherpl asma -
di splay, a television display, a_display based on |ight emtting di odes
(LED), a disgmbi elgeteonic device o dispday. thire ifermstpadage) %fgw belhyal4s ﬁﬁ Y Rfes

(OLEDs), a dj )as e 0 I | ] -en tti. O P%g@%

di splay i né| %thtﬁ)éngx%lpggp@gc%erg&gﬁgg %frl)srS t%?f @gfﬂeweﬂg ce{bolgﬁgﬁt% t her %aﬁf}et abl e
el ectrofi c isfestha&®noinctlidipd, afor eKample)f D rgamiei denopaneion36e.@r $.061orySH ass 40
may be a static back-lit, silk screened gl ass Iga_nel with lettering to

i ndi cat e gd¥eamic dispay, suchisen kD .ot PHEP $aiENEVK flisplayy dhprotherempodiment,
denom nat i . Q. . nam i an
aiep or & e s i, @vickhn e Skl uRt Rt ETEBR GlERCON
nmay be a nulkitlepales plagiofdeVéasea poitiia @Stha pridfarpor sedon@dry Ramet 1at 1oeatidal es
play of at |east a portiaon of itl‘he 5%|%ar or secondary gane _atb a_location
renot e frommﬁfé_fgawlﬁrggaﬂme&mw.lrw-h gidisplayydeyiogs may bewf ape sytablgsizeaid abl e
"ot andfe. ConmelratEb G RnE Y By DukREPRBEICT 27" o0t gured
to display at | gastdigpng driteporthepaning Mading @t cbifigiredyispdy Al&RE one

sui tabl e i mages, synbol s and indicia such as any visual representation or
exhi bi t i on apf praferablyaarteiatityt! sgpjecwtoshes seiteble imagensmbals andiindigig isugh asvi deo
char act or s hghRae VM ion & b Rior URE ol TR of AR 1l SR Gucd”

al ternati vei@uiH @d ividiot seels R dSyRd, YyndmRdamtiapdvidssliwh@esdibalcaVEheopleor of
the display device nay be in nmechanical form That is, the display device
may i ndPudehanagters) adadesmtiihgmiandl fadesy iof ecardsycandagheohikeor Inpene aHemaimyec al

bj ect s, .rot at ahl.e..whegl I j. [

op et o R bein e B PR G BT ol SOR L
synmbol s or penflingdcBanitd) famet Makt i@,ni‘ﬂ@@'is?ﬁﬂtdev}éé%&y FBludY afl@ ¥ice@oBohahital ude
an el ectronechani cal device adjacent to a video display, such as a video
di spl ay posievicorsagh jan ofig onmord mgchanidahabicets, sugklas ohg ommerhwtatatp sdiclent

t he displ i i ncl.yde. dual | d vid i spl whi.ch co-
Goner at b oXETBPt Abpeged 1o Fitigian P Ra b PRSH Y BF 5E of RhET RS hes
32, Vvideo gnapdsayyiBls bPidR4a. RNhodRr Eﬂb@am&{tﬁ% 8RpRY devite HRANIIMIudter ces

that nay be used to play a gane on the gane nachine 2. According to a
speci fi ¢ ersttomechanidahdevies/adjasninteya Gideccdinplay|sheltaby vidoo displag positidndsly a

rester gamog conk ol e 48 Mevied s de, e AEUD. CEBLTRL 8 51 e, geoh
Icg(r:ljgdl ggdQl%ﬁlZl%?érecP%ﬁ@@ﬁ%pﬁ?QWﬁ%%adci #EEnBraRCKR R MFore FHEEsAS 9T aphi cs
The bill validator 30, player-input switches 32, video display monitor 34, and
25  information panel are gaming devices that may be used to play a game on the game
machine 2. According to a specific embodiment, the devices may be controlled by code
executed by a master gaming controller 46 housed inside the main cabinet 4 of the
machine 2. The master gaming controller may include one or more processors
including general purpose and specialized processors, such as graphics cards, and one
30 or more memory devices including volatile and non-volatile memory. The master

gaming controller 46 may periodically configure and/or authenticate the code executed

on the gaming machine.
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30 or nore nenory devices including volatile and non-volatile nmenory. The
master gam ng controller 46 may periodically configure and/or .authenticate
t he code executed on the gam ng nachi ne. I n one enbodi nent, the
gam ng machi ne may include a sound generating device coupled to one or nore
sounds cards. I%Qﬂ@erﬁﬁ&ﬁﬁ'eﬁ?ﬂ{e drfifg AAEMde 9BNSAALANY R IgeRerhtlt] deR at

| east one and preferably a plura %lty of speakérs or other "sound generating
har dwar e ardipled sodtearmeorecougisardst ilmgns embdd;lmeauche seinp |gapdragngdsie f or

the pri mar nd/ or - second or f her . node f th i
e e s et i Tas? ra i RGSSaNTY o By, b arerk e O et SaHih BeTrEEne
provi des dmama W&dﬁﬁgﬁrﬁy %e}%rtahngag&fnﬁgtﬁ&?a ia_t,f gﬁﬁ‘ﬁs@c fdmﬂeeﬁnﬂhapl ayed

on one or nore of evices to prOV|de I 0-vi sual
repr esefit atahddr eecohdargtdamievarsior dtiep naydes wif Itherrgetmmg macﬂhem: widhhassaru attkacto

attract players_to the gam ng machine. During | e perjods, the
machi ne mayogs- &mgeﬁ eRbofimenty Siecaming maghine aﬁm dwauasoaﬂsrcaeﬂgﬁﬁvlth

Tessages L QuBhl AR BRLEDkhdes BLAKSEPoh td (gAML BBANY BicdhEpibhilRos MY

al so be cus omz or or e any appropriate In
one enbodi rmrmhdlotha;agaépréngnmasiﬂ onéo owyrwise disky full-emsion, v16¢wmth$omdca>rrer a
that is selectlvely positioned to_acquire an_i mage of a player Ekflvely

usi Eg t he @mﬁ%a ayeys (i@ g aaémaadn%ﬁhlrtehe%wg tﬂ}%aﬁwsaﬁ@aga&mg GIES
f |y
MAcNI N§q t 4 s?)ﬂlgfr sggggicrer%?&udlg Qﬁd/g §£ aEEP:%éuQI? me &ﬁagﬁra?gactt ﬁ?t%ﬁ @gayéfs

acquire-s ges an be co

acqui re t heo itheagaaingnmecHimer Thie \&dkﬁisqgay dlsglﬁeabusm’maédhém stid ptdvmef arymat .
The display devices may be configured to display the image acquired by the
canmera as \ﬁépnopaétedmfgpna}pnt he visible manifestation of the gane in spI it

screen o 20 pi G4 YreehBsBhEhHTR LATHL A EObIATRIE: sh0S, SANELA ¢

acquire an imge 0 e processor nay |nc0|’porate t at i mage

into the prhdrag yeledtidelposktioasd &y ¥cquatRndmage gRplayemgeivelsysing thegamind ci a.
Ganmes Pl ayed Many different types of gams i ncl udi ng nmechanj cal sl ot
ganes, 19i d@@acbm@tansi@rgwowd@é@r%k the garrwwamlgplaek fmene epbeiimepadifi nko

and | otter y?mera m yebeD eﬁ t0 selectgle{n TR EQI‘eI%O\CILIfB% hI%Zr 1;216%31%{5 es and

i nvention. n par I Cu e (Jgam ng I ne pr ovi de a

play of Manyaydbd E&{f@ﬁ'&edgt@nﬁs‘quﬁé tlfé‘lﬁlﬁlé‘g%s il bﬁhaaaﬁealar@/ dhgtatlbf beepiitableed
according to thenes, sounds, graphics, type of game (e.g., slot gane vs.
card gane) folamﬁorﬁh\?adlmiw deniedsemaypbe palyﬁgmi& to dﬂénliamhq }ra%gep@gulrg? byihsssi ve
or non- 30progre35|v

gam ng nmacKPRELEY b¥ g‘ﬁﬁé&%ﬁ% Vt'%blg nlgﬁﬁugesguﬁf] ay/ 'i% enbongégﬁascé%ﬁ?ggrof '
chance2ho Rplidrelih PRtaremhstia. i Eot Rbm@id fiRrRfferOMAR ScqvishaRbge 6Mtht PRiyer
and the processor may incorporate that image into the primary and/or secondary game
as a game image, symbol or indicia.
Games Played
Many different types of games, including mechanical slot games, video slot
25  games, video poker, video black jack, video pachinko and lottery, may be provided with
gaming machines of this present invention. In particular, the gaming machine 2 may be
operable to provide a play of many different games of chance. The games may be
differentiated according to themes, sounds, graphics, type of game (e.g., slot game vs.
card game), denomination, number of paylines, maximum jackpot, progressive.or non-
30  progressive, bonus games, etc.
In one embodiment, the gaming machine 2 may be operable to enable a player to

select a game of chance to play from a plurality of different games available on the

57



gam ng machi ne. For exanple, the gam ng machine may provide a menu with a
list of the different ganes that are available for play on the gam ng
machi ne and a player may be able to select fromthe list a first ganme of
chance that they wish to play. In one such enbodi nent, a nenory device of
the renot e hasly MhQfifS Fot U(é?ﬁﬁ@tthgggﬁur@ ﬂ%lﬁﬂ@nﬁ?%r&qﬁ@§ Tl Wi dist of
execut abl e“by § gam ng nmachi ne processor, to con t he gam ng nachi ne.
Each executtebdiéfegatparpesopnioare aeqilabkefor play ot thé gaming ryauhenecmdtayfieyedimayane,
whi ch may be gla yed on one or nore of the gam ng machines in the gam ng

system Subr 2Blerte selerit froya desslistgyirstgamegef ehaacetiatethey Winire Phavt |I%1PP§/S‘%q1?e sane
ganme pl ay \éqnﬁogdﬂgnft eiﬁ@ﬁloga%{e%@ebbpﬁle rlefﬂof!:' ﬁJS? 5SS ﬁ&%&' é%rﬂat @rc)é{apr?s and

execut abl e g or a primary game, a 10 seco ane or bot h.

I n anot her nﬁcﬂhelﬁbrfiﬁébte,cuﬁabké ‘t@&ﬂ@nﬁh@gfaﬁlﬂihﬁppbcbﬁoﬁxecalitﬁb ltte: giﬁimﬁg saclkinear y
gane t.o beégl ayed sinmultaneous with the play of a primary gv\,hlch may
be downl oaddeh exscytab hg@@tfIaﬁgltaﬁbree%%aﬁ&&ﬁ?ﬁ@ﬁm@pr@m@f\s@%aw ichmay |

ane such ewBRe a8 Bh pnEBERAAR Y IR chh{%g%ﬁ‘%% nd §30k. WRnRelBEC

di spl ay devi or one or Ion w

pl ayer. A lza@a$ mky ipcladesisosams ue bul%ﬁanhb&y a}h@y@mgaﬁé iph dw i i fieremtaedyi ne
processor or a processor of a local server, is operable with the display
devi ce(s) &hdgsorin difEerem smbodineniy (ﬂg exsFutable same pErgEaB s fone PHAMNERTRGEI nes.
I n operatiaon, the renot bl.e to.conmuni cate one of t he
St or od | Gamegpis sEs ol T sbbendh hARTieh S A R R RREY e R

di fferent egheetonantySzaniete betpldyed sPRAITRINPE RN @ITthed)18y Hh SrfiBRyHatRt(QHichr

del i vered by enbeddi ng the comuni cated game programin a device or a
conponent @&ayde doyniraded thorfixed dsehe g@t@mtgé@athneéowﬁf HMefs#rachi ne) , vvrl t| ng

t he gane program on_a di er nmedia, do oadi Qr.streamn

gane ot oar anovdh 08 qudl E5palintal Sl Shuiiad NGRS 3 1 ERpne. 11
di fferent @iﬁpﬁ@ld@@r&wand/&eor&t&ﬁﬁ&ew sTtlHs FoBintdr&ctida withoagiageri A Toeslponse
to a player inserting a player 25 tracking card, a player selecting a

speci fil& gamecepropgiugmas éhq)alayéfdesmdtgangn&me@ng@&C@@Bomgérprmmtof at he

te h t dat th di
L our narrent 1550 Yo ot ok 316 GF PRy RTER SR boBe RSPl dRERCL™
game progr bre %€ ROBRHIE Ah8chifdsOM ﬁlh@pé@ﬁ&{ etmO%motbhﬁosltOi@ab @anb G

machi ne processor executes the comuni cated programto facili tate play of
the 30 comeomimumicate progr merdpf thep$taredrgante prograntshie zmls@slt @96 dl@qai cahyie

and/or input swtch(s i ne. at i s rogram
o commun, Siachife: SRl 10 GG SRR B oo dBE e | HIRT Gaf R Rl

machi nggpr QGﬁ%ﬁﬁ'ica?é@lad}gﬁﬁvérQ@ bgéﬁ%e@d}né WR&oHmERERePL @1151‘ gltan{ e (%’W@e_ng
machi ne. I n one enbodi nent, the various ganes avai |l e for play on

t he gami ng onaicmrmpnznhécyg be rstcmcbd) tos by amserted i wogamiog naacmk wiiong e

device in the gamn chi ne. 0 uch nbodi nent , e menor deV| ce
of 'the ganAGeHECAFRETSE Qe S5 AT G AHEGTOANE HTTHRIIECHE 0K dUUFaD! e by

the gam ng o'iF@xCQH%cﬁé@ﬁﬁ%%@fworkom?&ﬂétro@a eREhSR R, AYaifhCerhbUdiRbaY, ON

t he ganmi ng machine. The nenory device also Stores other data such as image
dat a, eventhdstoed ginag erogramptreddivenloaded domesponps &ud glaed arseriingle player
gener a&grs ﬁ% tabl e dalt a or infor ITB.tI on. and appli cabl e arre rules
tracking card, a player selecting a specific game ;E%ogram a p ayer inserting a
designated wager amount, the remote host communicating data to the gaming device
regarding an upcoming tournament or promotion or any other suitable trigger. After the
stored game programs are communicated from the remote host, the local gaming
machine processor executes the communicated program to facilitate play of the
30 communicated program by a player through the display device(s) and/or input switch(s)

of the gaming machine. That is, when a game program is communicated to a local
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10 that relate to the play of the gam ng machine. In another enbodinent,
the ganes avail able for play on the gam ng nmachi ne may be generated on a
-renote gam ng device but then displayed on the gam ng nachi ne. In one
enbodi ment, the gam ng nachine 2 may execute gane software, such as but not

limted togyhARomaliSapidessRithMViical k4R ganadbiRSprob&s@aémink® e gdinerirayed
on the 15 gam ng nmachi ne. When a gane is stored on the gamng machine 2, it
may be | oatige of game phoedrastbe gamomggeadieng ce into a RAM for execution. In

SONEe cases, aftg{ a selgc(ﬁi on % a gane, the ga lso tware that enabl es the
sel ected ganme td" BE°gERRPAMER" a5 YA OH%\ﬁ?P‘S_éd%ﬁ‘? 8 OBVQWeﬁ'ﬁaﬁ‘i“ﬂ‘&g
devi ce, Suﬁﬂﬁﬁﬁieeﬁq% He Q%g@ idHevaréon! d IS EBLa8d delict b tRX gaming Of

. , t
Figure 14, the gam ng nac i ncludes a top 20 box 6, which sits on top
of the $mi machinendh ode siltteembpdiment, fhdmumesy devicendiethe ghmires/medsne sorash may
be used t dd f [ ' i
u 0 a eatures to a %arre bei n[%bgr Eﬁﬁg?on t.he rg%m ng machi ne 2,

i ncl udi ng PFREENBr ©dep and HInstuctions,; F¥4el PRI i RtoSe53k - Coded

tickets 20 _ ' I.NGrH tq
i spl ay 16°7Rrd e BRLeSRAORE! by B R, B o e RS deflts e
i nf or mat i ostores @hérddate achhrasdhapodadsevent datanplager magn etaiag ratdompedpseadat

cont ai ni ng pl ayer tracking informafjon, and vi deo dj splay screen 45. The
ticket pri ﬁ%“éiPmlB“’ﬁéV FOCIRTS P‘B’"tﬁHen atg g R‘é@gn?ttﬂn %Pdc%lgﬂllcé@g P Sng
syste Fu ok D€t 0 : dLffer r By Wely i.ces
not il (l)JSt E%#ggla!ten%ﬁ%u gpcllﬁ. tﬁ%@ %é‘ikgﬁn%l%lél?bt hlgl fﬁg)t;t)hegoex nggllﬁ‘%lg’(:ﬁ{f aésbonus
}AQ:;%IW g ; ?ab??bld for @lalgl@_nahé ggnm?g m@aglaie m,?yh b& gmyathhomsgﬁn&te gAagimgadntv;]ne

0 the gane bein pl ayed .on e gam ng machi ne. anot her
exanpl e, t bt Tﬂ‘éb%ﬁﬁ%}’%?n 81?(33@%% Raglidy| ay for a progressive jackpot

ff d th ] i | . kD I 'l ed
ortered on € %g}l? gmg?(?lg{lelﬂg a]?%g;l‘llll?g ngacgglg% mIiy %%ug hl%es%ft“@fei? Fg‘?‘ngig? €

and powered, in par nmaster ganmng contro

housed wi t upndthinited to vidddi sreimihgabitivase thaicdniables the game to bbdisplaytd bethe
appreci ated that gam ng _nmachine 2 is but one exanple froma w de range of
gani ng lracigeméngimssiyne  Svheptd game Hestpred varthe gaming machintags a1y RS leadstt ed. 5

For _exanpl Gronl file iRhds SPIMJAR RARTINIANPRDLRESHERYR AR Y SHPR sBLANE!

tracking features. _ gam ng nac ave only a single gane
display - mEGhamd&ahe @imy isciftwarewhit! chablch s sel@yedgante tolibé peletated afalydhes.

Net wor ks In various enbodi nents, the renote gam ng device nmay be connected
to t he downloaded from a remote gaming device, such as another gaming machine.
As illustrated in the example of Figure 14, the gaming machine 2 includes a top
20  box 6, which sits on top of the main cabinet 4. The top box 6 houses a number of
devices, which may be used to add features to a game being played on the gaming
machine 2, including speakers 10, 12, 14, a ticket printer 18 which prints bar-coded
tickets 20, a key pad 22 for entering player tracking information, a display 16 (e.g., a
video LCD display) for displaying player tracking information, a card readef 24 for
25  entering a magnetic striped card containing player tracking information, and a video
display screen 45. The ticket printer 18 ‘may be used to print tickets for a cashless
ticketing system. Further, the top box 6 may house different or additional devices not
illustrated in Figure 14. For example, the top box may include a bonus wheel or a back-
lit silk screened panel which may be used to add bonus features to the game being

30 played on the gaming machine. As another example, the top box may include a display

for a progressive jackpot offered on the gaming machine. During a game, these devices
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10 host conputer via a network of sonme type such as a |local area network, a
. W de area network, an intranet or the Internet. In one such enbodi nent, a
plurality of the gam ng machi nes may be capabl e of being connected together
through a data network. In one enbodinent, the data network is a |ocal area
networ k (LAN) eodefd 1141268 pB0Rred! il Bag Wcﬁ&l‘?trﬁ@%nzgnﬁ@ﬁpg%ﬁl dntroller 46)
substantially proxinmate to each other and an -site renot 15 host "as in,
f or exanpl épusedgeairhintheastialkhbiabiveof thomaahipelt i on of a gam ng establi shnent.
I n anot her enbodi rren;bé the data network is a wide area network (WAN) in

whi ch one or nore“d ﬁ@prgalﬁ{eﬂgtbﬁawmwagh@ei%isctawﬁieéamp@nﬁwm%e | east
one o1~ S! tngebRifloRbchindaddlins SATPAC ffﬁ%esfehitﬂﬁg%gtwn%a ¥e BhplBRAL 0

machi nes nmay “be [Focat®e erent part o am ng est nment or
w thin & diFof exemplegaat afl agtablel gahing hadOndshigvet top fxkes Srt glayes nedckingost .
Thus, the WAN may_i nclude an off-site renote host and an off-site gam ng
machi ne | odeatwgs-wWhathen s9aM S8 ies maphipears eslyiasingle sanpadispBy qragmipeicar ea,

such as a ¢j r. o \%Flg L10g: em nmay be substantially
i denti cal t%('SW‘*ﬁg’ Y}i\lﬁ\?%tg?ﬁs%%shys emﬂggelgglrsﬁ%z% above, al though the nunber of

gam ng machi nes Netwedleh system nmay vary relative to each other. 25In

anot her enbodi nent, the data network is an interne or intranet. In this
enbodi ment, t he lbyeriaey emnbediments, frenicmptergamingedevige way Peespaaeded théhegani ng
machi ne,wi th at | t_.one_inter br [ ln_ thi nbodi nent.,._ . ration
of the Banthy e el b el QA Rl ala il SRR b o BRREEL T

only a conmesidrlan idtrhie of ¥l hfthnet.e v 6iie Qich @AIbbiddngra flufudity of the gaming
internet/intranet server) through a 30 conventional phone or other data

t ransni ssi @rachings mayjhgi qapable gbbeing iserngciaddogatisir)thropgh a) dagrenetweork b oneabl e,
fiber optic_gahle, .ot qther sujtable connection. t.hi 5 .embodi ment

ol ayer s’ mymiegiuterdhe ShedenTihk g8 FA%E SRR FENPR ARy o P R ol of
internet  eRNBAAinGRadhtks GREBLEsBMtialy pRixAktei tBle@EN BtheAghd bh dhQiteirsmote

avai |l abl e. The expansion in the nunber of conmputers and nunber and speed of

i nt er ndd cdosfeastinoies examplecegaming gsteblishmeaberespaipo of 4 gimingsstablishsenyers t o
play froman ever-increasing nunber of renote sites.| d be.

Pop ect ot edn ARATEr R ey et ar Bigrig oren oy i EE SRS Pns may
render suchyrhREHBPIRBAmSHE Mmablifes ¢ iSBmBhicaddn WANBURLS ¥k OfSsite remote.
particularly if such comrunications are encrypted. Hi gher data transm ssion

speeds may host. udefthis ¢nabpodemprtn thenglurdldy sdpgansing gaachines amay bedpesied imfa t he
di spl ay ar_]%itifer:]rter%r;?a(lz“g é)to &evgagnrllngt Qseia‘tmsﬁ%%lrlf or within a different gaming establishment
20 than the off-site remote host. Thus, the WAN may includé an off-site remote host and
an off-site gaming machine located within gaming est_abl.ishments in the same
geographic area, such as a city or state. The WAN gaming system may be substantially
identical to the LAN gaming system described above, although the number of gaming
machines in each system may vary relative to each other. |
25 In another embodiment, the data network is an internet or intranet. In this
embodiment, the operation of the gaming machine can bé viewed at the gaming
machine with at least one internet browser. In this embodiment, operation of the
gaming machine and accumulation of credits may be accomplished with oniy a
connection to- the central server or controller (the internet/intranet server) through a
30  conventional phone or other data transmission line, digital subscriber line (DSL), T-1

line, coaxial cable, fiber optic cable, or other suitable connection. In this embodiment,

players may access an internet game page from any location where an internet
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I n anot her enbodi nent, the renote gam ng device may be a portable gam ng
10 device such as but not limted to a cell phone, a personal digital
assistant, and a wirel ess gane player. |Inages rendered from 3-D gam ng

envi ronnments may be di spl ayed on portable gam ng devices that are used to
play a gamg,gfecGhRREcompitt6F ofeSRAEMd (AEGAIR S KaildiikY Fhe BRYankf ik e

gam ng logic for conmmanding a renote gam ng device to render an inmage from
a virtual aambeaof comp®eld gamugbarnandr speod off Sntstnet ednmeatidireinl feced nyEhes

gam ng devi.ce and to di spl gy tre rendered i mage on a djsplay | ocated on the
remote ganiMfgeiey PRROTURHISSARY PiRges 1 &aYoliem BhE HARSTeAsNEAUREH P JeBel ces
are possi bl n i L e 2?‘%@ gap : i only
accept casﬁ?esgastrll §gga\¢ogghg@§&5%g%lleﬁg{ r%ﬁ?@a%?ur{l’ traﬁs@rg%éﬂ%gqg%aﬁ%t

i ncl ude5 coicomanméqationsmay raediensdvhppeimslogy Buiablé fiosemeforskl ddmmimitdt@na) t

wi || understand that the present invention, 20 as _described bel ow, can be
depl oyed omarfisglariyny spehrorgmyaications #ewnsvaicdapiehst dpfa temsmissiogepsesdiped.

depl oyed rar 3 WS G
v el oo "R oy ERA, foh ERARY TRETAR LT S RERRE Sl o AR R !

enbodi ment intehetigawithgheplayerne nay be a hand hel d device, a nobile device
or any other suitabl 25 wi.rel ess device that enables a pl ay%r% to play any
suitabl e gane atll &nQWEET ephodimens, the Feapate |2grung devdee may datiPertade SFBIECi at ed

T B P LR LD bl Ay A gho g 1 e

obt ai ned apamevslhyerr hitages ragletat oy PATgNYingoeAvi®aMmerits ayTbaglidfiaied @ Vs.
Gener al - Purpose Conputer 30Sone preferred gam ng nmachi nes_of the present
assi gnee amertable| sapang devigsst thak prscisafl to PADUR E8MERY/ Sanesd d Fertherad gamimgui try
that differentiates themfro ener.al - purpose ¢ Jt er s . 0., .desktop PC s
and | apt op Byt 3 At By iR ARRE R RESGRIRERINS Ferb e Rami ERUEE S
in many caseSendgAhh NPadefedth ROrtaslecafRes Abd 8-D QadingPengenene srryd ewvededs of
multiple mllions of dollars. Therefore, to satisfy security and requlatory
requi r dfrentrempts gamyagidaviceand todiseley  the sendgeedeimage osof displer legatadi erediteur es
may be inplenented in gan‘i ngIPnn&ﬁ{ines that dif.f.er ificantlyy .fromthose
Ut ef's®

of gener al -rf)rf]?tﬁog%mglgc %SXWO&S i %Oﬁn%flatbozl:sng%g g%gﬁi ﬂé‘é‘cefse%?t ive
t o gener al ppibleSsh GRNEIHihD IndBAGI 1R85 RMEpROBENEXRAMRAE MaRhink§@nBdgkickptonal
(or different) conmponents and features found in gam ng nmachi nes are
descri bed Isashpwashless vouchers or electronic fund transfers and do not include coin acceptors or
coin hoppers. Thus, those of skill in the art will understand that the present invention,
20  as described below, can be deployed on most any gaming machine now available or
hereafter developed.

In another embodiment, the gaming machine disclosed herein is operable over a
wireless network, such as part of a wireless gaming system. In this embodiment, the
gaming machine may be a hand held device, a mobile device or any other suitable

25  wireless device that enables a player to play any suitable game at a variety of different
locations. It should be appreciated that a gaming machine as-disclosed herein may be a
device that has obtained approval from a regulatory gaming commission or a device
that has not obtained approval from a regulatory gaming commission.

Gaming Machine vs. General-Purpose Computer

30 ' Some preferred gaming machines of the present assignee are implemented with

special features and/or additional circuitry that differentiates them from -general-purposé

computers (e.g., desktop PC’s and laptops). Gaming machines are highly regulated to
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At first glance, one might think that adapting PC technol ogies to the

gam ng i ndustry would be a sinple proposition because both PCs and gam ng
machi nes enploy 10 microprocessors that control a variety of devices.
However, because of such reasons as 1) the regulatory requirenments that are
pl aced upoR,gaLt. nachi g 'rfgqm i i )

machi nes oggrat ea{,?lgl??) seé@???rf%agéﬁgﬁlgwg&%éds a4) fal.hl(% {bt%@ee?lgen%g%t%

r equi r enentasrarddapiniuhiplPGitlaank rodl dudiass Thereforgan sgisfipséiuney aad régilagoryt e
difficult. Further, techniques and nethods for solving a problemin the PC
i ndustry, TABISHERISAS HEIPNHE TOMIRMIR: Ihefdyvazn and sRRwaRs Yrehifecfurey, may e ght
not be adeg I . 1 L . i

weaknese. ¢ of Brachf iR gt A SRR AR ien R PRO NG B LRl pBof Lent
crashes5 nmeympoterdeAt ddseimioadofi ganding amdchiesrael i veetobgmartab-puiposa cgaputirg

machi ne these faults can lead to_a direct |oss of funds fromthe_gam ng
machi ne, s&AThEEs §{1‘§F‘§He exapplgy of thesaddrtional, e diffcramt) components #rfl BotERshi ne

i s not operatj . urposes of illustration, a few
differ encesfg%dgtq\%@g{rllﬁ)r@é%hsl?ees%e %eﬁgﬁg%&#ﬁ%&s'yst ens will be described. A
first differencetbirksivgRiceaiik gighttHink et adaptihpnPO nediaologis do ahengahaigs
systens is that gam ng machines are designed tgo be state-based systens. -In
a st at e- badedisyy Stouid bg HEmpleproppsition becalsrcPath Pt andhgaming mashingsemplot e 25
in a ngp-volatil [ n 0 0 ' or

ot hor 101 1 (HEtoPleRRE i soRiBla viMry o ArliEs, SR e beubO¥Phuch il
the power i1$ theségulRery feqlird&itafiee, aré plazed Py rgaide stohnes 2 )atharithréhor a
ganme of chance and, before the award could be provided to the player the
pover fai | EBYIrQmReny dRiwhich gaming anachingh operates 4% SeuEEy trquisemesand 4hdanlty
return to ate where th ok |.S1.l ndi.cat ed. 3 0 S used
Lohe knond iEsate kegtiBRE Ry MBS |SndIRLERIEH el HiRGe Bn OGRS, 15
| ost when aiffellt.unirther) t@helguss addinfettiodd UbF S3TRIRE Ppioblens il e BOfitdREe, and
har dwar e desi gn on a gam ng nachi ne. A second inportant difference
bet weend S garshely asmlericn compadbitibnawh cP@dstisity issuepuright s9sbemdequate Fathef or
regul ati on purposes, the ftware on am ng _nmachi.ne, _used epnerate
the. gare. o DB e pRl G s Bt e 3 o7 A R R ok P HEREES e
static and spamMey iHoldsCint SofBiAY¥ Edit frefiRAt ichGhEY hie nepeeabRiated ifadghdir
machi ne. For instance, one solution that has been enployed in the gam ng

i ndustry t angshingerecaushentd gamniagdnashinesthgser Byl aaotepd rte qudirestriess fHardsheen

t o manuf acture amn chine that can use a proprietary.prqocessot
running 1 ndTPLARS SREEGT AR " ARt I eRBroTgEn e 1Bt SRR her
f or m ohpnonnacalatié h& JpRMehY propeflycodi ng instructions on the EPROM are
static (non-changeabl e€) and nust be approved by a 10 gam ng regulators in a -
particul ar juri $orché purmmees pHdiuwirhiech, | an favhalifferencen detwéenaPesystsms and

representing the m ng.jurisdicti,on. .Any,.changes to an art af the )
Sof tvar e EATNTG BNy Stk s destrihsdy A 15 il Rpitobety i S g cmpcltings Snsly
devi ce dri wgmmbreEC BYsel REmFBREEy @A N fhaf £4thing InhRhink? aRRREBhE] R BlaX4tEE

during generation of the gane of chance can réquire a new EPROMto be
burnt, appreseisysiemshia getateibgsgdurystsoh, tel systemndones amd malnt@os t$cwrent kategani ng
maching_in the presence of a 1 ng. regul ator.. Regardl ess af whet her the
EPROM 281 Uiih Brioh S OlbEmePEng & e FHORF SH SrBEEVHLH HE TN MAETOHE o
gam ng nac hh@gam@t ISR ab@ns W itk CufRht SRlOONGT R SRRl BT EM6RY. RS
operator or player of a gam ng machi ne from nmani pul ati’ng hardware and

sof t war e i nnaamanifer playwmtwagi shewntadneawaamd foand game af dhacarmnd asefereahe ialvhegal
advant age. The gan‘i ng .nachi ne shoul d have gaFO means to determne if the
code” it wiPndeRePuevuded tq 4he player the,goweidailed, Mo ggmmegmachine.qupgt ghe

machi ne nu ﬁggg.s : f I Ited, Jhe code
val i dati onsrésé%?{(?%rgffe ts i%vlbt dcg%ggfn%%ggﬁéﬁgggrf t%??%%? IE%% 8(d(rﬁcgtdrjdvvarng and

sof t wvaize desioging wed gaA kgows Eldisaesnot state machines and a majority of data is usually

lost when a malfunction occurs. This requirement affects the software and hardware

design on a gaming machine.
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A third inportant difference between gam ng machi nes and common PC based 25
conputer systens is the nunber and ki nds of peripheral devices used on a
gam ng machine are not as great as on PC based conputer systens.
Traditionally, in the gam ng industry, gam ng machi nes have been relatively
sinple in the 5%”%&&'8%%;{0?@%%1&’%&&%&?@5&}3 %?Hg ARVHIRES afd Colfornpeber of
functions the gam ng machi ne has been |imted. Further, in operation, the

f unct i onal bhsedodongantérnsysteashis tba fve regui@icat purpbdses.cthestoftmtaredOn dhe gaming

gam ng nachi ”ﬁ was depl o [ ew peri pheral s devices aﬂd new. garr’i ng

%ed, i.e., ?

sof t war e wEtSHIRASE PSPPIl SHmE O FIECHART ARFAE N N IngMAChBefEaPET [ om a
PC where. 1 : - AL ffer i o) I and
sof tware fPgﬁ%d}l\ffoleir)ee%%ng%ﬁgpg%(?ﬁlérﬁgﬁg I{a{nd@l gtglﬁgﬁzﬁ? %lée}i% %rggrngﬁgﬁs It

t hei r ngedsnathipnenBom@stanced odesolugon @Ry hac bédnoemploirel &if the gaminpeindygestoof
devi ces connected to a PC may vary greatly froH1 user to usteiz]‘r5 depending in
their indi PrYGRI cheating audhiatiely raplatony reguirgmenty Ass heeane mpanBiasturg p gaming

5Al t hough ri.at i i ; 4 r n on
= gani ng. it din Bse IRAFRRP KRS} Rl AaFioiBY 1 Bk EE el

t hat diff enffdhante fidm aauERRAM dav bther Sfoanr oft yion-@glatifee i@ y.nThe udalg y
addressed by PCs. For instance, nonetary devices, such as coin di(ﬁgensers,

bi |l val i dakssrstionsqon tha BPROM re statig {aon-changeatle) il mueisbe RERTO¥FE DY ded to

govern,the | f - - I; ' rity
Fequi r den et R P poftou P it B 3T il TREBHRG,UB DEEHT

t echni ques represenihd ddsgaaeiig apdittivn. Aag chirgat & aisvpaaeolhaneftvare teyuissid
device conpatibility do not address the enphasis placed on security in the
gani ng i nddieggyerate the gamgotehanes sudupreadding naew devies dgearsed by thipwader o
nunber of har [ f r Sy, & j. L] in
gani ng mecit oy PRt $8\sBeSRUR RIS Mg AEAbEER e T e bl e
conmput i ng deytiikesnevs HEROAS 1668 burhfiepprdvad dvialicgmoih jearisditionand ecihsaleid
architectures, as described belowin nore detail, include but are_ not

i mi t ed5t o onethe Igawing magdiae in, e gweneo Al & Gamwg Egylaiars Regardiess pfwhether

sof tware archi r nd.supposrting hardware peci ali zed co i i on
nter 1 aces TS EEREM SERBR iSRS Chat apBriTh S R B RO Ia Ty daklle o

wat chdog t infhineSmi dembhytrags adfitiend sifeuaatsithadrevGatn Ipahiopboplyéd &5B)
gam ng machines to provide a software failure detection nechanism In a
normal |y opemang mgchiye frem manipulsties hardwaresofl spivarepa e maineathay giyet bsmes

control registers in the watchd timer subsystemto "re-tri r,". the
vat chdog.  SROMTET (S SSPE S dtverhaptanyaed) TP ainiik maphige sHiyid ave a
regi st eps Whdalk Mo AeRABHLIf thd BIdeditByilltdr@cutd 3s Valld: hdoGetdodB s Wbl Valid, Ao ut

and generate a systemreset. Typical watchdog tiner circuits include a
| oadabl e t igaming meching mustheye stregans & prigseritdhe ¢asdedpnam heing gxewtadndhe code set

the ti t j.nt | within. tai.n r. fort i ff tiati
e oy B B b 00 ROl T Sph e AL
cannot CconpiegibRd ¥n Us@Alnachii@s.f unction of the watchdog timer. In other

wor ds, the watchdog tiner always functions
A third important difference between gaming machines and common PC based

25  computer systems is the number and kinds of peripheral devices used on a gaming
machine are not as great as on PC based computer systems. Traditionally, in the gaming
industry, gaming machines have been relatively simple in the sense that the number of
peripheral devices and the number of functions the gaming machine has been limited.
Further, in operation, the functionality of gaming machines were relatively constant

30  once the gaming machine was deployed, i.e., new peripherals devices and new gaming
software were infrequently added to the gaming machine. This differs from a PC where .

users will go out and buy different combinations of devices and software. from different



30fromthe tinme power is applied to the board. | GT gam ng conput er
platforns preferably use several power supply voltages to operate- portions
of the conputer circuitry. These can be generated in a central power

supply or locally on the conputer board. If any of these voltages falls out
of the tol fANERNIENTdhE Bhnddeh&h 6 Y PENol MRYIMBRWREds HEHRhERL AR desired
operation of the conputer may result. Though nbst nodern general - purpose
conput er s iapgplicaden.vBidrefgee, tiontypes bhHdevdcasaminheoted toha PE mypearyofreatiy fromt s
only report voltage, status. to the operating 5 software. Qut of taql erance
vol t ages caferdayse @BF@‘{NA% w ﬁ*ﬁrfl%fh&@P@ﬁ?qwf@mtwdamﬁbtf@b{tSi@mft“@ﬁgzs R¥fTol | ed
condi tion i the gam ng conputer. Gam ng nmachines of the present assignee
typi cally have power supplies with tighter voltage margins than that

requi refl by the Adfengh ithg variaty oif tdeyiced aveakdtiet foor, PC hray bé tgagpeerthai bora ng
circuitry inplenented in I GI gam ng conputers typically has two threshol ds
of control Samig machipe, gynpag ghachings @SHel?aé(Fé@“&les&Vﬂ%a’feéu’é%?ﬂts thattditfen be

detected b e i t . it dg. . This
Chr eshol d ot & SECHAY BUSRL! U8k S AU GE Bbr AR [WBR AR PLE For
t ol er ance @stgee Omohdterypdemiies, Saupp lay coludispenisat, bill vailidhtors arddetickee pahiersy

range of the circultrg.,The second threshold .is set when a power supply
vol t age f al3Pd compulire dqyices that ats yigd to eevean the inputiand optput of eash to p gampigs

The. ot Maasiifitieiiske SFABEENGR dnbiiE i PRCARCRRRARSOR 10, IBRIOEP) %L,

use a st at endiPT fechnifhidsfaad endthdddriet ¢iopeal offadiititediiiee(bfiectipltaiind d@sed t ,
points in the %ggfhical presentation, etc.) nay be defined as a state. Wen
a game novesmpaiEhiibiflo nat addressthe gephesis plagdiancsgrurityin theegggnying Wgusthe gane
software is stored j.n a _cust non-. 20 vol ati | e nenor system ~This is
orithoal to enouperddfis® sFiS of M iive Aohetifed bhar, TRIPLY SLERHTAE RIS

mini nze pebepbhdits dhd Atthasctifes tah@_uﬂum.imga@ingﬁhwﬂﬂési a e ddieygastiyng
machi ne. I'n general, the ganlng machi ne does not advance froma first
state 18 afewsbindeenerl @umese icompiiing a¢vicesi sidhatsi Bas-t AAescchaidwars/sofwarg r st
state to be recons s, t ane, to

tructed.is stored. 25 This f.eature enabl h
ecover opSPEPPBAT 814 peTEtwEhe s cfeardria N R o Rl s o 8N
mal f unct i ofmimiteds So OfvaRBUWES , tilkfs, t MeHage C AldNItOHNg USsteRlsi OdtattDabdie software
mal function. After the state of the gam ng machine is restored during the

pl ay of a g@aehiteghrec ithsuppotingehastlwgremapeciadizednsommhnidation dnterfaesy, preurity
conpleted in a manner th% is no different than if the malfunction had not
occurred. TYPHEEPEJIC BUHPCPYMOked RAM devi ces are 30 used to preserve

this cpptical datr @labipioh RhlRlog YRRS Rf nBRMINOLd lif MERitonte\GaeRs By
be enpl oyed. These nenory devices are not used i'n typical general-purpose
conput er s. Technology (IGT) gaming machines to provide a software failure detection mechanism.
In a normally operating system, the operating software periodically accesses control
registers in the watchdog timer subsystem to “re-trigger” the watchdog. Should the
operating software fail to access the control registers within a preset timeframe, the
25  watchdog timer will timeout and generate a Systgm reset. Typical watchdog timer
circuits include a loadable timeout counter register to enable the operating software to
set the timeout interval within a certain range of time. A differentiating feature of the
some preferred circuits is that the operating software cannot completely disable the
function of the watchdog timer. In other words, the watchdog timer always functions
30  from the time power is applied to the board.

IGT gaming computer platforms preferably use several power supply voltages to

operate portions of the computer circuitry. These can be generated in a central power
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As described in the precedi ng paragraph, when a mal function occurs during a
gane of chance, the gam ng nmachine nmay be restored to a state in the gane
of chance just prior to when the mal function occurred. The restored state
may include netering information and graphical information that was

di spl ayed Qﬁb%%rg%ﬂll@'gomb&ﬁpﬁt@r bb&d5S BlalyCoPite® vbRaded FallbiUSE tHeon.

For exanpl e, en the mal function occurs during the play of a card gane
after the tdemdscenhméts hfehe daahitry théye pgaed, mgpredshhbie opaytide of vt amathten t h

the cards that were %ev' ousl| di%i | ayed as part of the card, ganme., As

anot her exdHgl &55Ud- hoRE géﬁ%sxnﬁkp g‘él tgﬁpgggpglaoﬁquqoﬁg)um§ Bﬂch@eofm]éagj’arre of
h wh . . . _ d
chance e%n?toﬂ%%¥%u1{r§, ﬂl@&f%&dof 8 gg)n%lcgkggﬁg\fgltgéqt S8 G5 eg{h aVI €o

di spl ay screen. en“a na nction ha er the pla S
made ong okoftwire. Oal eftiblepdiee vbhezeg @i bapsaactiwvme nmdfunbiorn, esdatingd pbentalst at e
t hat shows the gra(ghi-caj, presentation at the just prior to ttfle mal f uncti on
i ncl udi ng AACANN@llediconditign Bethg cgamyAS CHIPUteay Famine HHGhIBEL 9T Y #THEM he

pl ayer. In . ] j . r . t N a

Dl al ity SPRRE e AR ol FRAHeR Sl {ABRERELLE (AR Bhredl P
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30  used to preserve this critical data although other types of non-volatile memory devices

may be employed. These memory devices are not used in typical general-purpose

computers.
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Anot her feature of gam ng machi nes, such as | GI gam ng conputers, is that

t hey often include unique interfaces, including serial interfaces, to
~connect to specific subsystens internal and external to the gam ng nmachi ne.
The serial devices may have electrical interface requirenents that differ
from the "standardiesEikdd434n ?Eéc@&in%%a}%ﬁ'ﬁﬂ{ Yher _a%?l‘fﬁ&ﬁgn B¥curs during a
gener al - pur pose conputers. These 1 nterfaces may include ETA 485, ETA 422,

Fi ber Opti garbemni @hancepthi @amling mackihe ehagdieiradtoted tte ufstete i the wamendf chaae styl e
serial interfaces, etc. In addition, to conserve serial interfaces .

i nt er nal | yJush PHRk iy ke hermalipriionQeepged. Jdgi regerefeate @3y JArlEds Bistsring

shar ed, .dak sy- i j %ﬁq& uld | Al re. nect ed
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i nformas i ostateSprigr WotheLMalGaiction Forcdxample videatthamealfunctipeotcard berigatheng

i ndustry. For exanple, IGI's Netplex is a proprietary comrunication

protocol udky ¢lop csrd igame cdiemihe cands dinve &gk clsalyathic ngpmyBag ieachine s@ay 6t her
exanpl e, SAS, i GO icakion l..u r Bty rmatiqn, such
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SAS i s usednoétierCéxajipie tal huwighie ang)l By Biggtied luring tise/plag Y a game oflckdng@am ng
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communi cat ST Rtayel Isdieqdrg oonaece aymber af slegtions gniasyidehdisplay s818FBn to a
single,serig interdace. .In both .cases, the peripheral device re
or over vy Yo GBI A5 168 graina SRR BB RE REEOR o B TPRE LR, e

circuitry pusing Mpdlenenhy de Metdted td 8 speNBatiRwaIthél gtaphicallftttueatior bt e
addresses. Ceneral - purpose conputer serial ports are not able to do this.
5Security HShPEOF ﬁoﬁge wiaHengtios indudiag an indieasion 9t selewsionn thatavgaalicady beeahi ne

by nonitorin ecuri sw_t ches tached to.access,doors in the gam ng

mchine caBiRery b eldranieergRtdbs i fofl FRL b R Gel l pieS & gare
pl ay and C@[hr&lit?f@@@trate@(ﬁiﬂtbb&ﬁ% tHegfadd JNCh@RRItRdticdEs thilp HRSEimeSofidhgndeur r ent
state of gane play. These circuits also function when power is off by use -

of a béﬁterisyplbmi@o states aneccusbetvse tha planof 4 gampelsehan¢a cuits continue to
noni tor the access ors of. the gam ng machi.ne. \When.power .is restored, the
Gan ng. machi ne. CHUURRRHATR ST REFT RS FERATH 3PS RURE FBR S EEAPPEY whi | o
power was Qfibered; fhe: outéne Of IMBELnd Bhd 56 S Eha§ laAdoUSe EBEHISIES Bon-THlafileCan

trigger event log entries and further data authentication operations by the

gam ng macmaeors slevisar dhelisfrmgtion siveadoinythd mph ciedatidn trearory magtheddataitedr y
SECREN TGN RNt LT B TN
Subsysb@s o SEGBd B tﬁ@ﬁaﬁni%%%&ﬁﬁle%ﬁitﬁ@ﬁate-'gfqﬁé 84nivg 'YPa[clﬁixQ%.igg QFed®B at
controlling circuitry are typically designed to not enable nodification of
t he code atht titat thesgamed ¢hanthwanplaped, The game historyanforreatienmeay be utilized
in the event of a dispute. For example, a player may decide that in a previous game of
chance that they did not receive credit for an awérd that they believed they won. The
game history information may be used to reconstruct the state of the gaming machine
25  prior, during and/or after the disputed game to demonstrate whether the player was
correct or not_in their assertion. Further details of a state based gaming system,
recovery from malfunctions and game history are described in U.S. patent no.
6,804,763, titled “High Performance Battery Backed RAM Interface”, U.S. patent no.
6,863, 608, titled “Frame Capture of Actual Game Play,” U.S. application no.
30 10/243,104, titled, “Dynamic NV-RAM,” and U.S. application no. 10/758,828, titled,

“Frame Capture of Actual Game Play,” each of which is incorporated by reference and

for all purposes.
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20 device is installed in the gam ng nachine. The code and data stored in
t hese devices may include authentication algorithns, random nunber
generators, authentication keys, operating systemkernels, etc. The purpose
of these trusted nenory devices is to provide gamng regulatory authorities
a root trusted %‘r”pgﬁfchfa)‘ eMboliredt & S@IPSE b NAMSKY HEARTRIY & rdcBRstAREINg
machi ne that can be tracked and verified as original. This 25 may be :
acconpl i shéwnvigameehistoay ioformhteort stos¢dedn mewbple bevtiges. flioonmsthwceg ami ang .
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be used in r ng 1l j d i ' : HoH85, 567
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“titled "Preowss lofatddf orc atremote” hoshitted previdasctbe rtlaF e etueapde, nthe memdte andt i rety.
and for all purposes. In one qr nore enbodi nents, ast .a portion
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renote devi ce may_exchange 1 nformation using public and private encryption

keys t &Sveregayding Erlvdinpiayed qnregaming device to hefstrissed-enbodi nent of t he

present inventi | t tr .nfo i : ce my
%motﬁe?efee{tsgocgfe%g%# ac%fh%s, %lfcg a}sulg”leg#neﬁlgl %Ogﬁ%ﬁ%elggﬁgt

engage in nethods using zero edge pro “to au _ of
their respegdy ¢feen @ehle ubRfie interfaces GiudehgdRyYibChiSerfdcdd, itdh Gotineds tshecific
information may utilize apparatus or nmethods to detect and prevent

t anperi ng. sFefystemstinigmal ang eeiermgl onthe gaminonadtie efihe serigl deviessanankansr y
devi ce may be.encr.ypted to prevent . ts..pdsuse. hn ditien he, 4 r ed
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exanpl e, t H85nEHoAY2,dBbérc@pti Beriahgonticaldyt eetiplads ssripbintastaces, ghtrent)leopigsliegned
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machine, serial devices may be connected in a shared, daisy-chain fashion where

multiple peripheral devices are connected to a single serial channel.

25 The serial interfaces may be used to transmit information using communication
protocols that are unique to the gaming industry. For example, IGT’s Netplex is a
proprietary communication protocol-used for serial communication between gaming
devices. As another example, SAS is a communication protocol used to transmit
information, such as metering information, from a gaming machine to a remote device.

30  Often SAS is used in conjunction with a player tracking system.

IGT gaming machines may alternatively be treated as peripheral devices to a

casino communication controller and connected in a shared daisy chain fashion to a
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Addi tional details relating to trusted nenory devi ces/sources are descri bed
in 25 US Patent Application Serial No. 11/078,966, entitled "Secured
Virtual Network in a Gam ng Environnment”, nam ng Nguyen et al. as
inventors, filed on March 10, 2005, herein incorporated inits entirety and

for all pur -mgﬁé or evi.ce | I : ut er
typically gﬁ%ﬁegmcao e Eif%écf dggg()tgo&g%’ ?}(laéz;g rHSFnL%l Zdﬁg{%\?\f iaitae!t %%ﬁrgﬁiﬁgﬁ%@s

st orage deudeciee adresseganifrsg, macdriak c3firdley icirotitininstninthlémentd aretlaid tohe
gam ng code stored on a nmass storage device is strictly controlled and
woul d”onl y gsBerats 5 dstectipigie dprdes addeesses N eneAHTRRGPH SOBPRIST serigl PRITS are

el ectronic ' enabl ers required. Though this level of security
coul d be 8?3%15%&%@?%0“er, | GT gami ng conputers that include nmass

st or agesdevi ces Sec&it®rmabhiyoringClitefts ldatediitsiogViglo ARIGT Sdabiifg tnadhinad by
protection circuitry that operates at the circuit |evel to monitor attenpts
to nodi fy de@itosAg iSRRIy syitches atgeheddiasecsadgorsiin|theygpaing: magvrhcabiatwar e
and har dwar, reor trigger houl .dat a ifigation he 5 . attenpted

ot nout tneeehll AELEDTETRRE R SRR PEANECPRS 1 SRR i 1 <

usi ng a nasgdsibnilageurii¢vbeatibhab pieyrieahd s@tentktate B RsRNThdsBCRBItlsON ar e
described, for exanple, I1n U S Patent 6,149,522, herein incorporated by

ref erence a0 fugcteat whe poverr isff by wsp o 8 dattaankackuny In preemeiiiopgrationt he

exanpl EfOOf tﬂ:eifsg%lrr i%Ls4 ont’%'rtl"ueentoamcl>J S or tﬁ’g ascgﬁsg dtﬁgfsrgf%nee%a?n%ng?n@cﬁ%e.%@ril ngwgr’ he
or she Inserts a tircket or cash tArough the pay OFf COi n accéptor 28 or

bi Il val i da§ fstodéll, thiehiniih®ARkhitte cih@etéinlihe WaAkihEARI seb® ity F6s18tidns dc@irtadt ed
ticket voucher, which may be accepted by the bill validator 30 as an
i ndi ci a of vdriledpawertas eff.caghVisssoftwark éer regding stasen fegistpsed Thist canhisiggerart  of

the gane, ter\]/gnt.pllogye%rtﬁergayndeﬁltr&l%r %lat%yailurglgengiz:z?t?o%i cr)llgerations by the gaming machine
software.

15 Trusted memory devices and/or trusted memory sources are preferably included
in an IGT gami.ng machine computer to ensure the authenticity of the software that may
be stored on less secure memc;ry subsystems, such as mass storage devices. Trusted
memory devices and controlling circuitry are typically designed to not enable
modification of the code and data stored in the memory device while the merﬁory

20  device is installed in the gaming machine. The code and data stored in these devices
may include authentication algorithms, random number generators, authentication keys,
operating system kernels, etc. The purpose of these truéted memory devices is to
provide gaming regulatory authorities a root trusted authority within the computing
envirdnment of the gaming machine that can be tracked and verified as original. This

25 may be accomplished via removal of the trusted memory device from the gﬁming
machine computer and verification of the secure memory device contents is a separate
third party verification device. Once the trusted memory device is verified as authentic,
and based on the approval of the verification algorithms included in the trusted device,
the gaming machine is enabled to verify the authenticity of additional code and data that

30  may be located in the gaming computer assembly, such as code and data stored on hard
disk drives. A few details related to trusted memory devices that may be used in the

present invention are described in U.S. patent no. 6,685,567 from U.S. patent
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15 information using the card reader 24, the keypad 22, and the fl orescent
display 16. Further, other gane preferences of the player playing the gane
may be read froma card inserted into the card reader. During the gane, the
pl ayer views gane information using the video display 34. O her game and
prize inf oagﬁﬁdaaan TRY 08/998.008, dilaPhayed § miocand HB& FPRREAY VELfi&AdINAS

| ocated in e top box. 20During the course of a gane, a player nay be
requi red t ovinetkis ircomporited herfeindiedissntresy andhioc hll afifpesds. t he out cone of t he

gane. For exanple, a player may vary his or her wager on a rticul ar gane,
sel'ect a prize for°% fhr ?TEUF‘Q%;O%H‘r%tSSé'IteIE?%dafH %r&fe“ﬁ%?‘ié?,em%y make
gane deci sijm: | C f par LheMl ale: i layer
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di spl ay5 25usateesbic Bémory isuchgpss forexahpler EBROMS BRONIS, BitabErtendeddBiay.er t o
input information into the gam ng machi ne. I n sonme enbodi nments,  the player
may be abl @N/6T Rhers 1Py chErcsanrhich 3¢ cdhle dache fon %@ﬂeﬁ@%ﬁ%r%d&%s and

ent ert ai e AO0) & ¢ S RRHIUE)NA DG bAP orloBBl Bonfit con 34 and one

nore i nput devi ces. certail ganme events, t gam ng machi ne 2 may
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pl ayer. These effects aqdd to the excitenent of gane, i ch makes a pl ayer
more | i kel FORGUERRHIPH Fatho? gmetg deyigaivio ye@f%ctﬁg TRIRRle AF¥ICH AP A0EFEPIOY Bnds

that ang pr.Qj e; S A2, : S cleRC]

f I ashi rllg I @hﬁ%ﬁﬁgt rp%ﬁg%%gtol ?S slﬁger Jr%%nﬁé% O;g;ttﬁ% et?{'hszéag}“‘sfgf’{é%g’%‘ ??dcggnél F(gﬁt S on
t he gam ng exmaplienah@ tustéd anfokmaidns sbele nand hke hetoye gleais @y chertget he

pl ayer has conpleted. a gane, the player may receive gane tokens fromthe

. . A y A € K
coin tray 3sfogpatigrensingiidiic apd pry#e ehaypHamkeys to gerifyspehnothetys Wentitigsglng or

further ga rj 5 r, ayer r I a
ticket 20 @?th?%ghﬁo?rler%ﬁa%rﬁf}%e?ég?ntglgrv}ée&stﬁﬁ r (%}rlé '? ﬁ%&!ﬁr ?ﬁ{l%ﬁﬁg.tﬁgﬁh}é?ﬁdn one
enmbodi ment infsmstemCiourrtn abagege inlitetiods usthgwed kineyiedge prooftp atithtsticatey

sui tabl e wagering primary or base gane. The gam ng nachi ne or device nmay

i ncl uddSsorfactoef their respeqtive ideatities- es of conventi onal gani ng machi nes or

devi . The 10 ' Nl | ' -
garte, oard game, SH g6 Rbe S5 HAE) R RRTR AR ARK Bl Fmk it o e

gane of chaeet %h'&?i‘@lehbkaﬂnﬁd?ingeﬂibﬁSMr@E,i fisted) iRforBhtest EORIdCInOk trusted
el ectromechani cal form which i n one, enbodi ment produces a random out cone
based on pmotedry|devige gy Pegncivhiedit¢ peevert itsrmighsce n pridifiendin trestedamogeer .

T 1 L Bl B S MR OB RS O3
pri mar poor Jdaasied eniie midoryRlel P ke aRBdt@4mpering with the memory device and provide
some record of the tampering. In yet another example, the memory device storing
trusted information might be designed to detect tampering attempts and clear or erase
itself when an attempt at tampering has been detected.
Additional details relating to trusted memory devices/sources are described in
25  US Patent Application Serial No. 11/078,966, entitled “Secured Virtual Network in a
Gaming Environment”, naming Nguyen et al. as inventors, filed on March 10, 2005,
herein incorporated in its entirety and for all purposes.
Mass storage devices used in a general purpose computer typically enable code
and data to be read from and written to the mass storage device. In a gaming machine
30 environment, modification of the gaming code stored on a mass storage device is

strictly controlled and would only be enabled under specific maintenance type events

with electronic and physical enablers required. Though this level of security could be
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I n one enbodi nent, a base or primary gane may be a slot gane with one or
nore paylines. The paylines may be horizontal, vertical, circular,

di agonal , angl ed or any conbination thereof. In this enbodi nent, the gam ng
machi ne includes at |east one 20 and preferably a plurality of reels, such
as three tgréuieyéa bgedotwdrdl RiT! iﬁ%e&ﬁr{ IRENRR SRludOmRWistRadieabaBical
rotating reels or video formwth sinulated reels and novenent thereof. In
one enbodi pesferablyrnindhéchardwercHavel aadss stoctge natproectioc ticohitsy thapoparates aty of
adj acent, rotatable reels, which may be. conbined and operably.coupled wth
an el ect r oMICOFRUEIPYE) 1QMOBHOr @tmpa%%én?@%edat? A o SN 1l (e

reels are i I pore - of; Lol ayy.devd :

descri bed & %%%t?e%tgéggw%n%pﬁfﬁﬁrt y of q%ig%r%gasﬁggﬁv? eaga \rﬂeoglﬁzc.atlggc% reel
di spl ays aaptmpeetiwighout thenpioperaclectrayerbnd physent lenaldesdielirg, plesantt Detditsui t s,
nunbers, letters, bars or other inmages, ich preferably correspond to a

t heme assodSBEAIMAiSOTpSRedyass thet MAY RS H%e\ﬁhwﬁh Hedrrzsnt H%W%ﬁtd,es‘ﬁﬁ’éa’or

nore of th r.e rk ad I r 1 hi

embod ment (P 8aEGE (S RERTE o S 2L kol skitIP by cBRthee Wik Oy o
one synbol fémall agp@eayer. | n one enbodi nent, the gani ng nmachi ne awar ds
prizes after the_ reels of the primary gane stop spinning if specified types
and/ or confi gur &34 Blayf i ndicia or synbols occur on an active payline or
ot her wi,ge occur 4 . WY ; r I I.S) .
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not on payltickesnghasenig ubéd. Qighe aat off tigddaaNs the/l By MighySnPdl llayirppadkadg ons) .
In this enbodinent, if a wnning synbol conbination is generated on the
reel s, 16he infamatipinaging tee pardvicadss 24 éhp keypad Bnand ghedlorescendrdismiax 16.
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conbi nation (i.e., not based:on paylines that would have passed through

t hat wi-nni e sidebdlisptaynist. therogame and phguinforymtiogpmascilse bd displayedén tisse a

gam ng machi.ne wi th wager, n, ways. to win 15 provides the player one
award for avugeior%%p_ ayo%f&%?’r“éqg%a%ﬁﬁjfl\ﬁgxwoﬁ%oﬁg synmbol combi nation and a ganing
machi ngowi t h payhRSthERYuRE Wfiddgarkdle PlafdtehayTBE fequiRh t61Bal@RhEmber of he
sane occurrence of a single w nning synbol conbination (i.e., if a
plurality alecisimp,iwidsh effedt tizamgcarhe ofithh gaine. Baresamplena plpysympy vary his or
conmbination), it is possible to proyide a.player at a ways to .w n gam ng
machi ne. moret WA P T TE B et S b aren{Or 2 A s e SHEE S BT | onal
sl ot gam ngeRRENMNRM fdin®@¥LiLIBES which affect ThBEtcOME QA ATBaHiculhh Barh &1 Plhe
nunber of ways to win I's determ ned by multiplying the nunber of synbols
gener at ed iphayac mayengkenthebe plosedsi uwsing the player-igtut seatchdsy3 2, Hbe nidebalispddy
synbol s _gener at in active synbol posi.tions, on second reel by.the nunber
of "oy Al s SRR BB A T SPHISE UL PR BV ( RiR THEERLRITD. on
for 25 eachn gahindmhdn 0 TRHRURRAN, the Blayb:eRa) bO Bl REdss ARRGHA! o
in an active yrrb | position. l%or exarrﬁll-é, a t%ree reel gam ng machine with
t hr ee synbglamegendcatsach bfn candiérye sayithohnd asettainmsntoconeme kervizes using ltheles 27
ways to V\,inﬁ%{?.e., 3 synbhaols on the first reel x 3 synbols on the second
reel x 3 sy dsridy $ReEnHiand ope81oFe INRYF ¢1iCSeel gami ng machine with. three

synbol s gener at §g\,i{)y 8GHdY Gad¥ " BRhtsP o Eéﬂﬁfﬁ% RAcHAED 18§ display visual and

30 -auditory effects that can be perceived by the player. These effects add to the excitement

of a game, which makes a player more likely to continue playing. Auditory effects

- include various sounds that are projected by the speakers 10, 12, 14. Visual effects
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30 includes 81 ways to win (i.e., 3 synbols on the first reel x 3 synbols
on the second reel x 3 synbols on the third reel x 3 synbols on the fourth
reel). A five reel gam ng nmachine with three synbols generated in active

synbol positions on each reel includes 243 ways to win (i.e., 3 synbols on
the first feeldexanmehes @bk elglﬁ%p@ﬁfee ttén3 dRpIHRH o 1ighe dhided 1 eel
X 3 synbol s onthefour%}lhree n!% os?ﬁtheflfthreel itgIt shoul d be

appr eci at egamimt maokiné A g ftdee lrglntsbbchlocﬂ tb@l’oeﬂatgcbss‘wwb@ﬁsr By: playé¢rehas
nodi fying the er of reels or nodif. er of synbol.s generated
bt iva SOpRBHY paune: BRIyt onE el Rdmgriokds TraniEs odre: 2 OF e
nunmber of way§ shGroth 'Ehe rmter 1|8ngﬁﬁ% 8 bR Bfther %aﬂﬁesgﬁlm RAedRGRE My

enabl e a player to mag on an us "activate synbol positions. In one such
enbodi ng&nt Futther, ﬂ;en}lﬂayerpnay tdceivs aatickep 0 tibrefoodeinsrchhmdisdyios gemipo diomefite, i f
based on the {)el ayer's wager, a reel is activated, then each of the synbol
posi tions ®NMMhat reel will be activated and each of the active 10 synbol
positions wll

r e I
enbodi nent, if aggg E)n#%%lﬁéh‘?,lé;s (eérgeé}‘;e\:ﬁ/(a;E;beotrvQ th\éﬁ%ﬁflﬁg Mﬁgrtnea%{l qug% 0 atet hen a

desi gnat edhﬂgmbeatblefwzcgeﬁﬁgllpﬁmsafyrhmlbqsesgameoﬁ&lp sutihg asachirsd ogldevisy mioyl
position of the mddle t wi |l be activated and the faul t

h
synbol pos ipqlygde somepn 4l Bgt}‘gafF?m%F rogr?énb‘?mlﬁﬂ? le2aging achings of geviFss:
type of . ghgﬁ%”&cﬁﬁsg %aﬁl@qgi}ﬁ?on?%rg %Xﬁ{suﬁé%lé"@eg?ﬁfgg %afﬁ@e ah d8hfie Uas&id of 15

t he ree e processor "o machi ses t nunber o

wager ed on of efallfgt @yxdmlegmaenﬁxhberacgamveoxsmmal gqnms iof i ﬂmscemdsdepeblautmer of
possi ble ways to win. In alternative enbodi nents, )h rrbol s

di spl ayed APreREAHAR dul agtelentipnis on ﬁéCtFWPméalsﬂ?ﬁBoW pﬁbsmt? me@t) any

synbol s ge%%(ﬁ’l{cg 2 ?atndﬁl% doéfé&%% B sﬁd M '}»’P@Jagﬁﬁf hlit]a%p %gFordéf&ﬁ) ‘f%gﬁileﬁto t he

pl ayer but erwse gnat e I nact 1

one enbodi raserathgber eTHat as, [l fyrefit mg&wsw@gbrm@ega@fesnmoh zfse«alisQ pakepl APRE, S
wager of one credit may activate each of the three synbol positions on a

first déel vmﬁéﬂeikmadsr@mef‘adm kenytyisleogurga plo#nyi %th@rc%qltahkeéalweaéﬂseof t he
remai ni ng fqur elm;l I ‘f ‘exanpl e, as descri bed above t he gam ng
machi ne pr§V| ge ﬁayer hree ways to 25 win (i.e., 3 synbols on the

first reel x 1 sﬂrdsbelen%didi@useﬁmdorrmha ganfey g beansibh garhbiwith sreedr X 1
synbol on the fourth reel x 1 synbol on the fifth reel). In another

exanpl e, ampirapeylineswalderpastingsi may be ddtizentanyersieal; viseware diagordl, anEed o ee
synbol positions,on.a firs h of the three 0 t on a
second reel® nyaﬁ%mgglgﬁorb;he{eﬁg {nhtgls ' enfio m?nt tth ing mack Hblpﬁluﬁgssét léa](gp(\?\%

ee sy p05| (e} I erein

one debgul tand yrdIGhbIRASiliraREy dfTed9aaEH ¥athRe tofive asd, m eitee eleeti®i Béhagicho
reels. In this exanple, as descri ‘bed above, the gam ng machi ne provides the

pl ayer tweroym gethenemy@a]t wotaing ré¢ls er vidgo 5f91'm)®41t§1 sonukatgd reels and movement

" thereof. In one embodiment, an electromechanical slot machine includes a plurality of
adjacent, rotatable reels, which may be combined and operably coupled with an
electronic.display of any suitable type. In another embodiment, if the réels are in video
25  form, one or more of the display devices, as described above, display the plurality of
simulated video reels. Each reel displays a plurality of indicia or symbols, such as
bells, hearts, fruits, numbers, letters, bars or other images, which preferably correspond
to a theme associated with the gaming machine. In another embodiment, one or more
of the reels are independent reels or unisymbol reels. In this embodiment, ‘each
30 independent or unisymbol reel generates and displays one symbol to the player. In one
embodiment, the gaming machine awards prizes after the reels of the primary game stop

spinning if specified types and/or configurations of indicia or symbols occur on an
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first reel x 3 synbols on the second reel x 3 synbols on the third reel x 1
synbol on the fourth reel x 1 synbol on the fifth reel). In one

enbodi ment, to determ ne any award(s) to provide to the player based on the
generated synbols, the gami ng machine individually determines if a synbol 5

(generated LikiarhBihd YYD oRASItd Ahalfs Pl Sbeul S8lind AIIRIPAKHO ofe

W nni ng synbo Inatton wwth or 1s ot sé sultably related to a

synbol genadjaten réets #id/@octutdn asedier pppairdngementy a second reel. In this
enbodi ment, the gam ng nmachine classifies each pair of synbols, which form
part of a w nni Hy2a’pHEBRt voembetiment ritherethan dgfepmining, anyr Oyteqms EYPLYifsol s)

t - t ) - - - - ’
Mctude a1 B DG 60 A8 e SRRLAEIRutied dn B WiEed 8) palffndidy 1) OOS
a seconsl cliescriped el thganaiiag edchife dBRrbkt ony owsomt t@psRtded theplayert he

gam ng machine classifies the two cherry synbols as a string of rel ated
synbol s bebaedeont e pibemer aysosigiadosantialy il areogengraipd Ap gt syyapol

petweon  nBos Sl AERERRIR At R b HBRT Crnd SR Sulhiy O T

reel, the gayiRplag@CRinAehedShdoNtaabinhtiordNynCthistdiebodifilin] i§ afwiaming Rgmbeixt
adj acent reel should be added to any of the fornmed strings of related
synbol s. | somhinstiemiyo gpnessied opghe ge¢ls,rthe ggming machingsprpyides dher Playy e
rel ated,synbol h amn hi ne deter.m.nes if .anv.of the nbol
ener at8a By REFpCRRR FF6P LaFerdEh SRS Sghbor iRty pRE Bpte

conbi nat i ORf e WinBing hesbingtisieisalefbrated dntie S BhS ghink Machinestilist r i ng
of related synbols. 1f the gam ng nachine determ nes that a symnbo

gener at ed orevidrea single awpuk ntherplayerifor that avisgingsymbel symbimaton(i.¢-heotf j r st

tri f related synb t hat, synbol ;i tly ad ta.t i rst
string of PEIREEPEYRRORE R npY HRsa FrotR TR BnE SPORE bbb °
symbol s i s [ MBuRltBd dppr&iatéEinat Bstaties %Mnﬁlgm&e&ﬂﬁh ap&iid &fwaietorwinsynbol

is generated in the mddle 25 row of the.third reel, the gam ng machine
adds t he r praidas thplaysr cagrabetd fpe aeimgd eeccorendeenftanvingdingegmbplbednihdnation

Phe. gam ny PRI GREENAF AL Trien By pHEAS M clvs e S s o

adj acent regl sah& ob&Irthed ot @ inﬁ%e svitRRleSsyafbol R8mbidagibn §1.6.1 MUa PlukBiyased
synbol s, the gam ng machi ne marks or flags such string of related Synbols

as conpl et @aylies 86k passpthequghfthe lsemt iwighingt symbgl ebmbilatiomd itsisrimskible ® t he
string of rel ated Fherry synbol s and.none af the ?ynbols.og t he thHrd reel
are rel at 874894 HBIRYFAANVIFHBITE BBMIRGBAHVBG YIS PYS 10 YESIOF PREIEVRIERY of

cherry>8y el & widef ol 8 WabBioARGNt MR Mactifie fAtBPaylides string of cherry
synbol s as conpl et e.

In one embodiment, the total number of ways to win is determined by
multiplying the nurﬁber of symbols generated in active symbol positions on a first reel
by the number of symbols generated in active symbol positions on a second reel by the
number of symbols generated in active symbol positions on a third reel and so on for

25  each reel of the gaming machine with at least one symbol generated in an active symbol
position. For example, a three reel gaming machine with three symbols generated in
active symbol positions on each reel includes 27 ways to win (i.e., 3 symbols on the
first reel x 3 symbols on the second reel x 3 symbols on the third reel). A four reel
gaming machine with three symbols generated in active symbol positions on each reel

30 includes 81 ways to win (i.e., 3 symbols on the first reel x 3 symbols on the second reel
x 3 symbols on the third reel x 3 symbols on the fourth reel). A five reel gaming

- machine with three symbols generated in active symbol positions on each reel includes
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After either adding a related synbol to the first string of related synbols
or marking the first string of related synbols as conplete, the gam ng
machi ne proceeds as 5descri bed above for each of the renaining classified
strings of related synbols which were previously classified or forned from

rel ated synhe |w%ly§"i‘o Wig (14! §tsyﬁﬁgls§ﬁctﬂ@%§t%élsx 3 s%mbol%f &Pfhe%@én)ﬂzﬂeelgx gach of

the remaining strings of related symbols, machi ne det erm nes,
for each reymabsls g the tididugelox 3|spmbntslcmtthe§<burt}ng:ebx 3r®’h1bbkscbrsljflaﬁiﬁlhsrpel)f any
of the syrrbol s fromthe next adjacent el, if a e added to 10

any of thelfp? §13pPEer Rk grogt “rgg e grum e%ﬂ’ngrﬁo OJIShP%e hScess
hepib e apprer e bty her Y eSOV
continues WYy déym?‘ th@ﬁﬁmﬁ 1?1-':15 P ehdAlfylng! il ﬁﬁ'mﬁé’xfﬁ’-f;%kﬁ:t hll% sg%g% gtu‘?a&{v el here

are no nore a ent ree ol s"td. ana i ment, where
there afe @gnbﬁirpbsﬂﬁbpabﬁﬁﬁe mexﬁbﬁ: CifﬁhfSi}éEhQﬂl‘lSdlIﬁ&S greatupber of Weysgaming nmachi ne
mar ks each of the remaining pending strings_of related synbols as conplete.
15When each of thénether aaRodimente (g gamiag Mrshinci may,arablcia LAY o wase 18

gam ng machj a, CONPALE Sy HHG o?f 1o§1§'e bid Q88 Mbolifha & e§ 'p%sft n&re
payt %bgﬁe an?g(;1 Hg %

appropriate ayer any awar SOCI ate W th each
of the conmphahededs.r imgss eﬁlbs&imat Sf bhsﬁede’iﬂthlerli}&r apwget;mateemst deavatede
pl ayer is pI’OVI ded one award, |f g for each string rel ated synbol s

gener at ed ithenageeh of tas pmehol pesitions Ak thet reel Wllé@‘?(?ﬁbﬁaé‘%‘ljaﬁ‘be%l Qfg}h%a%té"(f on 20
h f
ow rra Sy%%rhb&eﬁosﬁf&ﬁ “Y‘f?%g n%%}‘@n%@.slﬁngpe SAhouals t%‘%ﬁﬂ. g%gﬁé;ﬁ‘%%%ﬁ“&gﬁf }foa

rel ate Sin active's ons).

base or pr ibagdpngaeplayeys hage, p&iéers 1R e VAIRERY, €lieR at deeiggaed AgmbaC deaudtnabl es
the player to play a conventional game of video draw poker and initially

deal s fi veswab@ispoaluonﬁasé@heﬁoaﬁlnglmswnbplrmqmondééke widdie rowof (e rechrwillheck. 25

Cards may he.dea a,.tra s or in of t he
ooy AR dnd e B ARl bR S I I RRT B (| 0

a predet er WinedhiviyBebf @hmbRr ©achidd erdabies Rl @S twiwsigeSord One] ke of Bechpdfayer
selects the cards to hold via one or nore input device, such as_ pressing

r el at ed> holtie 1sakstapg éhq)prowsaort ofehe sypiggRIchEns. uswthélepﬂluagb@r of wagerest e E8 t he
deal button gnd the r,disgar e ards.are noved, fromt he
i opl 2y and® ARG A RBoL ARG8T, BEPURLRLA FosbRE O TiE
remai ni ng GREMEtIV ehllbﬁdﬂ%l% (Thing J?Jﬂﬁi&lsl Sre alsgla§¢d1a£ gehotBted adt Ganjasid theThe
gam ng machi ne conpares the final five-card hand to a payout table which

utilizes cowagtive isymdbl positiens, harn(ﬂ2)r anki sygbotso gereraiedri at eanyh gl ymisyigbélands .
The 0ari g iacl e DLOLIES! eapl tuer i L1ael) RO DRSO Beath U
20  1inactive.

In one embodiment wherein a player wagers on one or more reels, a player’s
wager of one credit may activate each of the three symbol positions on a first reel,
wherein one default symbol position is activated on each of the remaining four reels. In
this example, as described above, the gaming machine provides the player three ways to

25  win (i.e., 3 symbols on the first reel x 1 symbol on the second reel x 1 symbol on the
third reel x 1 symbol on the fourth reel x 1 symbol on the fifth reel). In another
example, a player’s wager of nine credits may activate each of the three symbol
positions on a first reel, each of the three symbol positions on a second reel and each of
the three symbol positions on a third reel wherein one default symbol position is

30 activated on each of the remaining two reels. In this example, as described above, the

gaming machine provides the player twenty-seven ways to win (i.e., 3 symbols on the
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I n anot her enbodi nent, the base or primary game may be a nmulti-hand version
of video poker. In this enbodi nent, the gam ng machi ne deal s the player at

| east two 5 hands of cards. In one such enbodinment, the cards are the sane
cards. In one enbodi nent each hand of cards is associated with its own deck
of cards. g BliRPLRIR0sE hel Bkt § Syriflidoh hAnfll (RN S ol I Nel d
cards in the primary hand are also held i'n the other hands o ards. The
remai ni ng feurthhekbldx d:ayrdbolanﬂheﬁﬂb\reﬁd)from each hand di spl ayed and for each
hand repl acenent cards, are rand dealt into that 10 hand. Sinpce the '
repl acenent car d&OR¢ @nb%@@m 90 g%taqntm? a@éﬁ@%{é@m proyie ta P! gasefir?@

repl acenen hand
r anki ngs atrt}éecghgératf ég[ﬁ Ea%a\gﬁ h% Iﬂgﬁl gimd/gélagﬂgt%fe}hglf %-\t}l?dagg%ﬁ%(ﬂt he
player.5 generhted @maneaahwls)ﬂﬁbﬁl ,positioASA eOﬁrs}Dﬁd:dIﬂdeMmsg@eﬁEoM)Mﬁﬁn@ skaba ganme

wherein the gam ng machi ne displays a plurality of selectable indicia or
nunmber s on cambjIaH_R ViHeohEs qt!aer\me shitaply: sﬁlaa%cw%wymbﬂl ggmested oy ﬁ%tﬁte t he

pl ayer sel %%ﬁol%oshfo% n 9o oBelPUHIRY dtboflmd Sn ghﬁ%@h&lhmaggl

nunbers vi a’an inpu evi ce such as t SCT ee am ng ITHC

t hen di spl aysh ﬁalﬁefslyﬁﬂaow “dlﬁ(ﬂl\l\f(brrﬂlﬁiﬁﬁifﬁl wlanmgtsgmrﬂsbh@nabinamqné ezfchrpatirc hes,
i f any, betvveen the player's selected nunbers and the gam ng machi ne' s
drawn” numb@f g¢ atﬂdesym rasi & sgingypleddated syRAels- b%%re%rwa}plwé gk sYmbel

mat Che%() 'tfpolglﬁor?snﬁ'lc %%Segrs?%hérﬁf gn 4l e%f: ?ate%e% tg'f? go EC hﬁxsst reel and a " ON€

enbodi nen |on O Wn S or er awards 1Tn a base or

prinary gamgsondScHéegCimited @dneneed ithehedBoitdH 1FBC DT ResdtBid atdp iy gampigayers
the opportunity to win credits in a bonus or secondary gane or bonus or
secondary rnwhule chassifiss s twe Ch@eomws G% e tEEm pf @éat@%éyrpb(dyéﬁcatuée 85tain a

prize of DARUCHIAIL PR 2R drG SR ABy hopeh: T any. obtal ned

fromthe baSe “of prinar onus or' secondary gane

produces a si gnlAﬂ&ad&érmhhgherany%ﬁﬂ{gsodf Rl ANE 6y1R¥6lb taedgsiinedNstwt die thease or
primary ganme because it provides a greater expectation of w nning than the

base od5pr issmabgls gamtheafirt ireel a@@éothpasmbalswn Hlmﬁcenétr@qla&m gaanipg mgrhéngal

features t t he b Se ( n ope enb onus r
secondary. JatEnEy ToRSTang SR SRR nih E0GRLRAPR R e dddEs RYMoL0)
conpl et el y ¢k fcfrﬁrs@@trnﬁgrs QMréled Q?ﬁﬁol@r IR i 8mbodiafBRt, for a first of Thed&lBssified
enbodi nent, the triggering event or qualifying condi ti on may be a sel ected

outcome in Strhesmf 9d gmmboler the pamingcwhehinadewngmeenf aDY cxfntéecﬂym’m se
indicia on a di sg y.. devi c in trgelaférl mar a such nmber seven

oear o glndta®B 63 S Hi4oRnd o R AR oS FFinind Wl PBBHER §l 8%y ane.

hi othep ergapshwitentiieditdahe s%rhb&g%&"'tlﬁkgﬁ%‘t’@f}fngocff Qlatdd b, CANEE Lh@mhgmy. be
by exceeding a certain anoun f ganme play (such as nunber of games, nunber

of credits mahientctaymindsithit,a symhodgeiratgd anshevéxtiadihcenimberis oflatpditothes

earned duri n bglam% tl?e ia }lst string of related symbols, that symbol is subsequently added to the

first string of related symbols. For example, if the first string of related symbols is the

string of related cherry symbols and a related cherry symbol is generated in the middle

25  row of the third reel, the gaming machine adds the related cherry symbol generated on
the third reel to the previously classified string of cherry symbols.

On the other hand, if the gaming machine determines that no symbols generated

on the next adjacent reel are related to the symbols of the first string of related symbols,

the gaming machine marks or flags such string of related symbols as complete. For

30  example, if the first string of related symbols is the string of related cherry symbols and
none of the symbols of the third reel are related to the cherry symbols of the previously
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I n anot her enbodi nent, the gam ng machi ne processor or renote host randomy
provi des the player one or nore plays of one or nore secondary ganes. In
one such 10 enbodi nent, the gam ng machi ne does not provide any apparent
reasons to the player for qualifying to play a secondary or bonus ganme. In
t hi s enbodi i £y f b : | S i ent
i or based e fitRly Ay mbBls B B iiChalls, GRS R T
t he gam ngchaehiymtbol@ys oinipdéty. qual i fy a player to play a secondary gane

w t hout any explanation or alternpatively with sinple exPI nations. In 15
anot her enbodi néter aither addingg tekeéad mankad o thenbirst Y5oRg P Eﬁ??}F YEE0ls % ayer
for a seco . . i ' i synbol’
triggered ﬁlﬁlﬁg@ﬁﬁ%hgﬁﬁegﬁ{%@f) ? |%ﬁ%§1%ge§§gla@%%ﬁl§géﬁ %Pglg%?) g&[)arsi mary
game. 5  deddfibed@bevifadicaEnbf thelremginingn@lassbfddi engsnef rettesl ynfodgwarshwhi ch
wi Il autonmatically begin a bonus round after the player. has achieved a

tri gger i ng wevepreviorslyGlageified pyfomged Han nelaged qymbplﬁélﬁggér%ﬁnfﬂ)pq%ql eefane. In
anot her enbodi aft er : | £ f e

pl ayer may subrstA%%natnflliyzgﬁﬁeggézyﬁlﬁes%%%aﬁﬁggr?ugsdgggﬁgg%‘gﬁt %ﬂ%}f ?%é;g?lﬂingugh
continued phR}Uin@Nd&tBEniBES efobreapli i reRbMiAFRndilE Us, idcomphae Rtrhends relasddi fyi ng
event, such as a bonus synbol, that the player obtains, a given nunber of
bonus gane syrbelsi Hgnpof thessygrbody Eamt the paxt asbacspicigab ifanye shqnld bo gddgshioys

nmeter" progra d to.acerue the bonus i N edits i rd
p§P¥P | 6 aﬂrewousﬁ: glas i‘k{'eds ngsof r eéls C(l:jélrrsi’ gflrl]lis eprgéesgng{)rgtlinp se E{SPt‘l{}?h

event Ué ron 1 a ponus ne.

bonus qual icftiér@ick ¥eitleSofirblated&yRbbIRES YorgpleR: dratlere @8dthé miofe adjacdnt tdelsesdfi C or

exponential increase in the nunber of bonus wagering credits awarded. In

one enbodi sEmbolstthenplyag.ern thiy emdwdinensxwherebergaroaganroispdigceni teslsdefr i ng

t he bonus gane taq extend play 30 of the bonus : ... ln qne _ .

enbodi ment RECL APV Sis B PRI IEIYAR Pt Ob b dRBan e lE s

enpl oyed. Thadlates sydbdll ay&mpre. not purchase an entry into a bonus gane,

rather they must win or earn entry through play of the pritira(rjﬁ/%garre t hus, -
cte,

encour 48i ng pl ayWhén tivh ofr thamtnjngganfeelated symbolrers madsod icomp ghmingat i on

of the bonus or secondar i S. acc li she hr ough a.sinple * in" b
t he player ,m?cgpeéi?_ﬁlr?ﬂeé ,eg?}gsﬂ_ﬁg_sﬂn%@fl%ﬁaé%dsmd%ﬁ% S ga@é’gomfg)%ﬁytaa%;%d:‘ Si ngy
through ot hesvidhRasé blage AGtawatd 488ciatbd withQhBEsS fhe @HRPRdMRRingstofeyibaly.er

must make a separate Side-wager on the bonus gane or wager a designated
armount i n tlhshopld baapprepaated that thegilayiey isf movided oseewardafypngdee cachrstung of

ol e wnger THOIRI GO CB R Tt g TmEC LB IOnS hiforf) PROEE P BOBEBRGH Bt aced
to triager ,0e R ansahe GaMvoukDHan RoksstY ShiSULICRIRP BEMRS strings Jf!feldiid 15

shows a bl ock diagramillustrating conponents of a gam ng system 1500 which
may be usedymbolsiimpttersymbnppasiteonsy. nore enbodi ments of the present

et on. 0 PGS ASshisy COREIeTS o 2 000 SYRLERISCO L
The descri %ﬁiﬁgﬁﬁ%ﬁiﬂ@%nables the player to play a conventional game of video draw poker
and initially deals five cards all face up from a virtual deck of fifty-two card deck.

25  Cards may be dealt as in a traditional game of cards or in the case of the gaming
machine, may also include that the c;a.rds are randomly selected from a predetermined
number of cards. If the player wishes to draw, the player selects the cards to hold via
one or more input device, such as pressing related hold buttons or via the touch screen.

The player then presses the deal button and the unwanted or discarded cards are

30 removed from the display and the gaming machine deals the replacement cards from the

remaining cards in the deck. This results in a final five-card hand. The gaming

machine compares the final five-card hand to a payout table which utilizes conventional
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- 15 may be instantiated in hardware, firmware and/ or software and executed
on a suitable device. In the system 1500, there may be many .instances of
the sane function, such as multiple ganme play interfaces 1511.

Neverthel ess, in Figure 15, only one instance of each function is shown.
The functi gBRerHankEniGRIPRNEM EnifiPheDRiInARIEDAPRE . THEzaf¥RITRIaBhing pPdidkse
device may conprise the gane play interface 1511 ancig i ncl ude 20 trusted
menory devitloeeslayar vathuancsard b@ed ofthevidemghiahd dnd thepomnlés the @akr wagened.
functions may be incorporated in_various enbodi ments of the cashl ess gam ng
systens, devi codn angihe tfél&bﬂ@?laﬂ&stha3)36?- PLRKI e &3t may b a Wﬁ%ﬁﬁﬁaivﬁr@“’?yst em
1500 may 1 @e&ide doRPL R this Uil St (hOPRaERhE HERS HRNaf bP Hhasti@lol OUS
servi ces aﬁ’gl od}ré idr?For'nat pgn to tr&es’e gr’ggugﬂgeﬁtapt%es. Fo?mz}s)%gnp e? ggma 25
pl ayer s5152angy bfreaidsy Innpnd secs bmbodinredt, ctha cafdscaredtht santeocdrlie dysirem
make gane sel ections that trjgger software downl oadaé and recejlyv

e
ent er t ai nmEAbofney epchnbands ofcardsds ssogkitrds Witediveo vab fecka®Tecatding i PRYEIVI der s

i d i i t hé
provi de- 9aifo 3L WIALRA! B il RYRLED 3L e TERELYE: FORRIRRALL A gfe L he

content the rovi de based on li'censing agreenents w am ng machi ne
oper at or s. afsarfiehdinnthe biliee hapBradicards. ddkeehaigayemnodthaddtirdane rkmoved from

distribution, distrihute the. ga sof twgre on the gam ng devices in_the
syst em 15002l B @aﬂa)éewﬂgef% gAch i relacsmenh eds des rélya4?aﬁdatﬁﬁéﬁsat e
t he ganjng hi ) W j rul es
and reggl athlg%?isg{?ﬁ%?% qﬁﬁ‘é?&%eé“g%gf ?%(r]p aﬁ‘g"‘?‘ﬁgﬁ%@%‘ﬂﬁge‘@?g@’é?ﬁfﬁg‘{ fr?réél;gd rﬁleecei ve
reports andeplhdeient odrdd fotehchnhandntillrusually b ditferent. eThapeked dumbrankizgedre

In the foll ow ng paragraphs, details of each conmponent and sone of the

i nt eract i ofle Wﬁd&i‘édébj Ak awardvarg pEeyidadda the RIAYSespect to Figure
15. The gane 5 softy ' se 201, 0 a
nunber of renot ?8&%@%"5@5@&%*’%&% p%lr oV g@éeﬁ%ﬁ?\ez?%&;s%%@?%geﬁgﬂ%he

renot e gamgagikiemacidte displayEX pliplity off Belodthitsle ilidio dr Mambers onhie ldascemsef host
1501 may 1) receive token requests for tokens used to activate software
execut 48 orthe displpp detieesg dnithiy cabodisment, thy plaperselesioa deastooners Ry ¢fani ng
devi ces, 3),track .token .usage and 4 r.ant L.Q € 1

[ censes 1o SRS SRIGEIRARARE (Bl A0 Mo B 0r IRL Ghnd s,

usage nay tg@nﬁks%edlahmn@ttméni di¥plBASE dert ds CHNEhWE nREIHERES, detdHilincAsn ampayr $er - use
schene. n anot her enbodi nent, a gane usage-tracki ng host 1515 may

track the uedghesoffl gandeswsennlieerlayera jslastedl nembess and\the exaniing exaehingiscat i on
with the host. The,ganme.usage-tracking haost 15 .may, be in c j catd on
Wih a i o PR i BEY A A A R T Aol AT AEH o

play thtsaﬁ?,%agmmglerﬁa@hhn@ﬁiet&mwamcmage tracking host 1515 may
recei ve updates of an anmount that each gane available for play on the

devi ces has beerinphaygmdodimEngrin addition t¢ Mannihgsredée nr whligereardpar a haseeor Thi s
i nformation my - be storteﬁcé in ag)atabt%se and used. f or biﬁ‘hligi% agcordi ng to
met hods dedEYTHBESM- 45 ffﬂ_bte? Q¥edF i LBHLE AFCRICeBAL AL ST RIS

sof tware hQephorwlE (BWinRE&Misds aBHMBs SPEdWRIRy a8 lopBERus SrkeBorBry round.

The bonus or secondary game enables the player to obtain a prize or payout in addition

25  to the prize or payout, if any, obtained from the base or primary game. In general, a
bonus or secondary game produces a significantly higher level of player excitement
than the base or primary game because it provides a greater expectation of winning than
the base or primary game and is accompanied with more attractive or unusual features
than the base or primary game. In one embodiment, the bonus or secondary game may

30 be any type of suitable game, either similar to or completely different from the base or

primary game.
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downl oads of gane software or gane firmnware, to various devious in the ganme
system 1500. For exanple, when the software to generate the gane is not
avai l abl e on the gane play interface 1511, the gane software host 1502 nmay
downl oad software to generate a sel ected gane of chance played on the gane
play interface. h{:l&hf} %quﬁﬁq&thth%eﬁﬂ t%@ob%ﬁ&li%ﬁ%cé@ti@%‘y@ annew
gane content to a plurality of gam g chi nes a equest from a gam ng
machi ne ope¢ladted outcome in the @irRargngmed be Mt partiidaigammgsmiehtvaf enbestmds02 may
al so be a gane software configuration-tracki ng hqost 1513. The function of
the gane s&idiciaes adsavglaviaeiip M RTHBKY #§mKodch 28 the VSR FPRRATgE on
software c i I . i aqurat.i : | yraal ity
o devi ces te: Afadht 8 R/ ShayIRf G Briptny GG 1R WRE SmbBlinfol et
payl i nes, pagpleaihg @Sent BRYHAT fRingebaditiobeiai Hesbyodx caedjign® caedit wabenthufgamand a
gane software configuration host that nmay be used with_ the present,

i nvention Ry @Gedras BEEbPH oF gapeh diumpPer) 05, crefitse AMOHRY, 0%?8‘&?&,@7’??‘9’5% Rowe,

entitled, Zfl% ,ukﬁqméﬁ35in&5%eg%gﬁﬁéé‘%ﬁ%gﬁgd I nformation System" filed

Decenber i'sTincorpora ininits entirety and for all

pur poses. A gamgn phdNerafdoddrstitCilie Ehddhemaychie probssdr creenote hostvasddely to a
plurality of 5 renote clients that generates ganmes of chance that are
di spl ayed ®Frvadesithe alayesors or e BlaynpboRs 85/ MOR scpadasy, 2ames  IFgRe 8GN e,

t he ga pl ay host vi ce. 15 ] b rvyer j
deter m'1 at ieg%oalc%en&qﬁ? %%%méargr%c}lﬁ?%?/oegln% gg‘)v\gﬁe %‘SQ%’%F%P?F? Q(§§ tg gﬁéné%% ed gane
play inter fiagcqmlifiddio fay aRedoniry ¥ doRhLganid) einghi¥eniYodim i squatiéung for k503

may generate games of chance, such as slot games or video card games, for
10 di spl ay bonusaganemistnet grigasrad, bysargeneat 1 erykased spesificale op afpOE the playi ofray be

bl e t | ect f : t hat rovi ded. .eot. b
he host _déur BEmEB0R SR dr s Ay TRt tins e ShE U5y Al AR >
sof tware m%‘ﬁﬁffﬁ@arrﬁ:e@ﬂ&ﬁ%ny SKFlBnaAfon! & Giteriatigelfl Wit Qe OfplaRvoganE

software, fromthe gane software host 1502 and may receive gane software
| i censilfg seethpr embodimeht, #be tgaming araching (or rempteviiast) @alifies avleeer 1BF idcenses

I parti cargrorBGmRnoe eBahs fEeRny saPested B bsiR R R ev ces
in the gamsfeh SVa%1Q8 Jer@fllyBr¥edn %rptla%tﬂf%géﬁl‘é{érﬁj‘gﬁmCSUCh as el ectronic

tokens, cell phones, snmart cards, tablet s and PDA's. The portable
devi ces may supporénenembbdisent ofiuginciagi mashingdnelhdes, anprpgtsen rvdfieh redl t o as

wirel ess nobjl e deyigces. The net ré‘ﬁ%\g har dware architecture. 1516 may be
enabl ed t o_agwglyycg?ﬁ% @i RORES 6‘?1‘\&%b }é%?’(ﬁy%aés%ﬁ%ﬁé Féfl%%e\ﬂngeesv e%tn(_c)l’yot her
gam ngogevifelfyidy SHMiE 7Y &cCPise!dt MBa§NRASH. MR tanothbe eMbbBInRAE dTRRId €
devi ces may be’used to play ganmes of chance. The gam ng system 1500
may use a rplayeehaofjudlifiedt fod ai brnos rpatico thesplaywasay Fahssqemtly renbanegt higher
sour ces 15%4 may be devj ces, such as servers, tﬁatb or ovi de
onus game participation through continued play 'on the base or primary game. Thus,
for each bonus qualifying event, such as a bonus symbol, that the player obtains, a
given number of bonus game wagering points or credits may be accumulated in a
25  "bonus meter" programmed to accrue the bonus wagering credits or entries toward
eventual participation in a bonus game. The occurrence of multiple such bonus
qualifying events in the primary game may result in an arithmetic or exponential
increase in the number of bonus wagering credits awarded. In one embodiment, the
player may redeem extra bonus wagering credits during the bonus game to extend play
30  of the bonus game. '

In one embodiment, no separate entry fee or buy in for a bonus game need be

employed. That is, a player may not purchase an entry into a bonus game, rather they
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25 information used to authenticate/activate other pieces of information.
CRC val ues used to authenticate software, |icense tokens used to enable the
use of software or product activation codes used to activate to software
are exanples of trusted information that m ght be provided froma trusted
informatio q L HFHrI :

devi ce, suc &ggb‘ilgﬁr %%QR%JEPEE%%%?ESES trrﬁés}?'zﬁhﬁ?g of %&ﬁug%1%8§59?gme3o

aut hent i capenmaihgimé. Ninainiotier embodiatent xaatplicationa of dreeboplhiayr secdvmdaagand 511 may
store a private encryption key in a trusted nenory device that is used in a
private keycwmhsbe%éyowc% SHRleNbEE Herky &5 Wehelfr crample; Hithe RHYFORAS r om
anot her gami i . rys i tion..squr js in
comuni cat :%%gvhgl? #Cg&rﬁélng{ equglel&qﬁg t\i}lr(glgg h@g Wo Eaﬁ%eéc(rﬁglr%? e glgv%@&e)[ﬂ?\; |
enpl oy & vembbdisdnt,ahe plah@miudt tmake aiskyarhte 8idedeader by tiafbdnhe ghrhel ot @dger a

i nformation source. For exanple, the trusted information source and the
renot e devidesgnaisd anenetnetheirapsritgags tosavalifpden the seendsry wame dhcthifpt i on

5keys to verhfy: r's i tit i V| or |
rusted i nPegrras e ahfhai S5 LigeEng cvony mEEBLAR HRHESRSHAL N6
prevent tadpsiphddel pridviary NGdnd Geaget ransdu@e) infifsorhamé i k¥en Splace to i thiggert fhest ed
menory device may be encrypted to prevent its msuse. In addition, the
trusted nefetopdygdge®s. may be secured behind a | ocked door. Further, one or
nor e SEQso_rs may, beinl% cpg{pged e Itlthe menory devi ce to detect tanpering
wWth t menory HEWESYSITE POV °dE€ Some record of the tanpering. In yet
anot her exanpl e FIGURBDRBRhyw<l@Wioek dfgfint Nfistritist @hpoatas 0Bk igaming ykembe
designed to detect tanpering attenpts and clear or erase itself when an
attenpt at 1680péri¢hmarids wseédorunplemertingTore gamiory cnhediments5gfothe fpresaat

present invent '*ion Egi,;. i neﬂéqu devi ces 1506 that %5 qrggi(ge authori zation
to downl oad™ 'S8 P%arb & i T FEPPYUEH L A FIAUNE VY 8 ifcr(-:p 3n8 & Ces
1507 that RoRvk@eiRasihy ahd ABWARAES afR ddstriidahtihallpalheaeliBed Aimptionded
software to be activated. The devices, 1506 and 1507, may be renote servers
and maySal smydke instastiated imhadwate, dnmwere awléor Ofievacx andbexecoted e stitsdleof

provi di ng product .actiyati des that may. be used wth the present
Pivent | on Revigean o asim | S SFEE By Boriiorsens da 1 e et Rogh as
6, 264, 561. multiple AnfdeMh§ EntdTHEs 11821, NBMrtheleSs, an Higira!1ist ¥nBf or@amkiagcdsi ces
to determ ne adherence of the devices to gaming jurisdictional rules 1508
may be i ncleadedunctionhe shpwnerhhe5W0ctidns ofhthee ndyopdnestst man hgapdmbined. For
jurisdictional rule.server.may scan software and the confjguration f the
Sof twar 6 of AMRSTBCTEF dAifFTgRHEOTRBS (B S8 QLT eSOl W PR tH i ng.
rul e sepverkRddednesridee cdhGidetcel 1506 aht WRESIHEA cofodal 41 (HEY if@onsS
valid for use in the gamng jurisdiction where the gam ng device is
| ocat ed. Faonayeheampdmporatdueingamiongembbddimsetswdtheraashtess) ganingasystienpist ddvices,
signature, such as s,, of particular software conponents and conpare
t hem wi th éﬂgéﬁfﬁwﬂygggd?’bl?eﬁahep%?'gnatur'e val ue stored on the ganing
jurisdictional ryl 39500 A recd EinaIREh kbifd-SHl bl nalinEdhf
server nmay scan T’tﬁhggaren%tg.!};es-tegamg% yhrec P et grodg /it

output various services and/or information to these groups/entities. For example, game

25 players 1525 primarily input cash or indicia of credit into the system, make game
selections that trigger software downloads, and receive entertainment in exchange for
their inputs. Game software content providers provide game software for the system
and may receive compensation for the content they provide based on licensing
agreements with the gaming machine operators. Gamihg machine operators select game

30 software for distribution, distribute the game software on the gaming devices in the
system 1500, receive revenue for the use of their software and compensate the gaming

machine operators. The gaming regulators 1530 may provide rules and regulations that
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device to determne whether the software is configured in a manner that is
acceptable to the gam ng jurisdiction where the gam ng device is | ocated.
For exanple, a maximum bet limt may vary fromjurisdiction to
jurisdiction and the rule enforcenent server nmay scan a gaming device to
determ ne it 64 pSitd HhE ‘é@ﬁu@hgc%@féng @]9 eddMeh fe?%ﬂé QRALHRP iRBEn RN
conpare the configuration on the ‘'gam ng device wth approved paraneters for
its | ocati oonfirming drmt ndeg are beidg obéyad. may i ncl ude rul es that descri be how
gane software may be down| oaded and | cepsed. The gam ng jurisdictiqna
rul e server nayh%égﬁ1%@&%F@h8”?@§ﬁ@%c@¥% Pgéﬁﬂﬂ§°§ﬁ8nggcéﬁg?W8er ds on
a gam ng deyi . 1 r}{‘gﬁe r [ S .gm@\?ﬁza rried
out in a na%r%%rgmérﬁg% R%%Bg}é%g%t ' gfasta(gt15 ?%é’gg%%ﬁggﬁ”@rgﬁsdéﬂ I ongli n F%ﬁ t he
gam ng fleviscfeware licensd leabt 1501 gagdread sertdrecopanded tr & adinbet oNadmald gaming
server may be utilized to_confirmconpliance to any gam ng rul es passed by
a gam ng | deYies 1bat RaVidee Hoensmg) ssrasstde ithmremode geming deuicss- ion £x3ppls, 1n
conpl i ance s, .t . a i bl rv.er e _
firmare or h%zr;l_re %\;\‘ggrhgle%teséﬁ%fiﬁgh% hg’é{r ﬁ()f:lﬂﬁ %??Bgré?né“r]l%to evice rra;f/&g%l%se\(f)@ggeduse

to check f o activan iseftwerewexiebuted @ml thgamog: parhingddatidesn?d) seénd ekend o dree 15

enbodi ment, when a ganing device is installed.in a particular ganing
jurisdicti 67MOt SIMINGANICESod) Hark fekednsige and; 4 gent GRAIONITENS YW SERIATS on

sdi ct & . _ _ _ °
o saldti GRORGF frl R SRR repff B R AT P b,

progr am on ubdEingAilityaseid tibéndthg sthen&pEdchak @ pay-@er-ase sthether | uri sdiction
rule information may used to check the gam ng device 20 software and

sof t war e confi guiaanoBIss epbpdisisb| 4 saveeusage frarigBg hogfalfl g raddihe tisessal
rules. In apother odi men he ftware . faor. i onpl i ance:
and juri sdiotrf:] }‘Irg%aspﬁ}vn of e ?ué#tﬁé)f/‘% Ve n@t%ﬂ@%h?{]ﬂotn hvélﬂgﬁ%uﬂr;égsgg%%hn e prior
to its shi pRagegdrackii@ihoss] sl hiebé aCémniunibaich Wik a@airaly ofeahieitay Bosts

manuf act ured. The gam ng devices in gane system 1500 may utilize trusted
sof twale amad gamig meghipss elfropy thengame plaprhestsead igpmingmariings; thgreamiedisegeust ed
in the sense {.hat i ed wth the,ass tion al it has ng e ered
wth For ThstRbe S Eag ety BRI AR 3t eish f28% PEIERE AR o
ot her gane oaahé WeviBesThasieof 5508 28X O6 UindiGit Gkt AaPBEAnNGagledd pér gahife. TThis
exanpl e, trusted encryption progranms and authentication prograns nmay be
stored on amfoEPRQEY may theestorgdiinge datebisaeandruseddodbdlingnecoadispdeimethedsd 30
encryption chip. .As anot her exanple, trusted gane software, i.e., gane

sof t war e aﬁlﬁ?c(g@ggilq %Ptqﬁtgé)a%%qbcggﬁg%a%fg?}?%%s by a local gaming jurisdiction
may bejppequired TR GAHE RGwWAHRY hERS 500 mdiepBdide HEMEBGRWAR downloads, such as

downloads of game software or game firmware, to various devious in the game system

1500. For example, when the software to generate the game is not available on the
game play interface 1511, the game software host 1502 rriay download software to
generate a selected game of chance played on the game play interface. Further, the game

25  software host 1502 may download new game content to a plurality of gaming machines
via a request from a gaming machine operator.

In one embodiment, the game software host 1502 may also be a game software
configuration-tracking host 1513. The functi(;n of the game software configuration-
tracking host is to keep records of software configurations and/or hardware

30  configurations for a plurality of devices in communication with the host (e.g.,
denominations, number of paylines, paytables, max/min bets). Details of a game

software host and a game software configuration host that may be used with the present
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In the present invention, the devices nmay be connected by a network 1516
with different types of hardware using different hardware architectures.
Ganme software can be quite |arge and frequent downl oads can place a
significant burden on a network, which may slow information transfer speeds
on the net\Wrdkiofqfe JARRAD i 86BBSkiIRe IBSY] N3 6ALOM b5 REGEUSHRIed

downl oads o egalt(r)re seogt ware in anetlvx%ﬁﬁ,' E?t??[clﬁént’ 6vml’o§d1|&ng 'i's essenti al
for the serGamgng Termimal Davd Repesitofuad InforinadoprBsent,” ifiivd Mdcember A&t wor k
efficient devices 1510 nay be used to actively nonitor and nai ntain network
ef fi ci ency 20foWhigktsdpeasporatsa hgrsibin ibentissty apdipr3d YRSt o | ocat e near by

| ocati ons of ga I . pe t.0- r . . In
10 anot her exanp %ﬁgékmh?’ﬁ{ @érvé fﬁ:03n1§§1)p§§E%Etf{%g{eg(gﬁ%rﬁef&teggaﬁl Igg%gl%fi be

activel y respoteetiefto tHibeicnitss gl odTich@ickitvdt@ancdisplayed on dFleralky ofremottevi ces
in the present invention mai: provi de gane software_and gane |icensing
rel at ed audPmRmiyay bitenfacsy 1ahlt Farcensainls, dhe @amedpay hestidevicer \A98 may de aror

gani ng. tev i ee e S RalLEE AR Bt AR LA B DA AT Bh R istlof o

t he gami ng ce@dctdsgadsldy itelfitRs QS ET.ahOknothér xARIPHE thekanPbry dssadviowar e
auditing server nmay provide reports on gane software downl oads to vari ous

gani ng devilé83 may generaia gamgs £ sthansel1 500 andlat gamentorc e gaidaganesss foF t he

gane software,on these m ng, devi ces. Al rticular.tine intervals, the
Tof tuadd adipirhy' LEHGur A R S Mg Ble B EGiehl i s G sfiset ons

from a nuntfeym afnueder B9 galawd B@sareHrbvided8Aitgcisans bethe Rbg deeicy @50EPhe hen
reconcile the software configuration on each gani ng device. In one
embodi ment gamkelaohashdedcalidi inay repsivieegamesspitwang menageaeat sasviges sugh as

ft fi ti h i.ng_devi { i cul i d
Fecord of SBFTVAF BOUARAI At AREaLE RS Aon ety Bhudr R b T e M ce.
By applyi nge®@afehsaaie M@vﬁélié&@mtrg%ﬁbig@mcﬁ%ttwg@nd@gw RAwIngUTSefvaRNS

since a selected tine to the software configuration recorded at the
sel ect é8l t ilivenseafaeditwarcexeoniéd guthgtdevive il §0hHram HedanEieensfloanl @laudi ti ng

server nay co re the sof re configuration derived from applying these
Cransact i ons. on I PEERIG SHROT BN The STt R POMCTHSET b PeC B PG S Y o iT
obt ai ned f rMohiehdaystddd 15001 m8y bAf peabldIAeFiRBR AL M. elbdionic tokens, cell

sof twar e-audi ting server nay 30 generate a reconciliation report that
-confirms tiphondshsmadwardsdablet RO's and iPOXA s eElor pistablesdeyings imsty snpponi wirelesse

current software.configuration on the device.. The r r{ m | so identify
oy | ncons CTgHEIE0n L MEARRY BrbUar oI S Bt Fr R On i Sav i ¢ ne
sof twabg aydidwhe 2&fiNefurdY161RLE 1 RIS 18 subPért dMth @deatiohd @G EdONS
t hat have occurred on the gam ng device and the software auditing server

may reconciwiecl¢sheswbilecdavikes Fkrathar gamengy devisss bhegamingr agténangdn beteneen

t he conponents descrjbed wth
P emtbodgnent, tLe w?rei’c\enss mobile devices may be used to play games of chance. .

| The gaming system 1500 may use a number of trusted information sources.
Trusted information sources 1504 may be devices, such as servers, that provide

25  information used to authenticate/activate other pieces of information. CRC values used
to authenticate software, license tokens used to enable the use of software or product
activation codes used to activate to software are examples of trusted information that
might be provided from a trusted information source 1504. Trusted information sources

may be a memory device, such as an EPROM, that includes trusted information used to

30 authenticate other information. For example, a game play interface 1511 may store a

private encryption key in a trusted memory device that is used in a private key-public

key encryption scheme to authenticate information from another gaming device.
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5 respect to Figure 15. Many of the interactions are coupled. For exanple,
net hods used for gane licensing may affect nethods used for gane

downl oadi ng and vice versa. For the purposes of explanation, details of a
few possi ble interactions between the conponents of the system 1500

relating to sof twgLe, thﬁﬁsﬁsﬂnﬁgnﬁﬂgn %91‘3&3"31@@4 dovn | -eagfinitaven REaNa des6ete bed.
The descriptions are selected to illustrate particular interactions in 10

t he gane systieenvibs0fktwitie tie dawor dpiceoms] anpopr oeriflediohachdmhetopuarifpdes of
explanation only and are no ntended to limt the sco he present

i nvent i on. 14S8HPh §E‘EWGB£?F@§W%§(?‘E?F For exal?fﬂe tﬁ‘@ t’é‘ﬁ%gd?{?ﬁﬂimona?urce
described ghoVigs rdlifte BEREE Ha Kh. nﬁﬂltg'e(?f?foﬁ?ngl ng nPMhté/ and r%n

configurations for gamng nma inc not ted 15 (D)
dedi cat #d gays togyerificdichethewlédeaitities. he conput eri zed [ nstructl ons for
controlling anyﬁgﬂarres (which are provided by the gaming machine) are
provided with t ngamdﬁwgw%%ﬂm%trmt%rnf9rarlaa@purv@h8utﬂlbzea?p@aliﬁ%g>r methods

est abl i shngny te@tnghd( QQI%B&% |8 QAT B OformMIRG &td: 08 iif QMRKLERY | zed
AR, e Je

i nstructions Tor con games are provi y the gam ng

machi ne) aﬁlﬁanﬁiﬁwdbﬂaéi&ﬁb%eteﬁc@b&dgamdvgntﬁm’ﬁlsﬁﬁz Ithadalitgdn, 26 teustkal rmemetywor k
when t he gam ng machine is in establi shnment. | n another
embodi ment deyise Wnbms%qur%heh% fr leelfqdoﬁ%orf EPTRG N ORG [OF IMHYC SAVSOFR LY Bt e

Comm”'lﬁat %9 n@etﬁfn Eh@%lén? l48viA0%d detga?gﬁﬁ%} W&%ﬂ?ﬁ{" cm&y d%@i%rﬁé Fq%ﬁ]r ol'l'er

to a gamn oca processor an ices.’In's

client” emaoﬂbrreéﬁrd dmelegtamplgngmmhymemiomlexamplbeslse)meﬁmpuletmetslftemg
comuni cat ed conputerized instructions 25to control any ganes (or other
sui tabl e i itusted defosmatipromiight betdssigned ayéetectltﬁmaﬁ@%me@?m%@m/éle@n%@ﬁ%m
t he conput erl e |nst uctl ns_for n any ganmes are executed by
a'renote ho l%Waecen tsagﬁ/m&mnlg%g%h 4eltecc%r(11trol ler. In such a "thin

client” enbodi rrmhte,gaﬁlheg Syereat e500astithé pﬂé@éxﬂhnfveﬁ@m mal snohitle d@aires 140w thed her
suitable interfaces) and the gam ng machine is utilized to display such

games (6r Poodds ewfhowzatian éo ﬂawelﬁ)ad éﬁﬁwmc@m@ fbfﬁbdwcmfﬁraesq%%@%vw and .
nggdzyfs[ gﬁc%saggﬁg%ﬁ%wog fl%?t?oql cOo es 0r01r1]1 ormatlon tﬁatg mbpegdowr(fl @e s in a

software to be activated. The devices, 1506 and 1507, may be remote servers and may

also be trusted information sources. One example of a method of providing product

activation codes that may be used with the present invention is describes in previously
20  incorporated U.S. Patent No. 6,264,561.

A device 1506 that monitors a plurality of gaming devices to determine
adherence of the devices to gaming jurisdictional rules 1508 may be included in the
system 1500. In one embodiment, a gaming jurisdictional rule server may scan software
and the configurations of the software on a number of gaming devices in

25  communication with the gaming rule server to determine whether the software on the
gaming devices is valid for use in the gaming jurisdiction where the gaming device is
located. For example, the gaming rule server. may request a digital signature, such as
CRC’s, of particular software components and compare them with an approved digital
signature value stored on the gaming jurisdictional rule server.

30 Further, the gaming jurisdictional rule server may scan the remote gaming

| device to determine whether the software is configured in a manner that is acceptable to

the gaming jurisdiction where the gaming device is located. For example, a maximum
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gam ng machi nes and one or nore gam ng machines in the gam ng system nmay be
thick client gam ng machi nes. |In another enbodi nent, certain functions of,
t he gam ng nachine are inplemented in a thin client environnent and certain
ot her functions of the gam ng machine are inplenented in a thick client

envi r onmentyet fifitQRE S RoRNMRARSIBESH to jERSTIGRN dndaRe hiS EAfBEdeRABseb R may -
controlling any pri'mary ganes are 5 communicated fromthe renote host to

t he gam ng soachigamingndevi¢ehiocdetatiinnits coméntgpoftataiocordipurationpntl 6tsi lpeation
instructions for controlling.any. secondary. gapes or. bonus functions .are
execut ed byind HRBAOMPaTEBe CPHEINtAPPICHE SHRNITEHTY 5 OVt FRBFO YA BSARAIFS (e
“appr eci at egthatioene, more or each of the functions of the rempte host as
di scl osed herein may be perforned by one or nore gam ng nachi ne processors.
It shoubd be 10 A gamherjusdphctem abe dndddet rubes ehat des@iberhosagdmosoftvere mayct i ons

of one or nore m.n chi ne_processors as. di scl osed herein may b

perforned B dpwgl?qaéﬁ%?gda Herpsed. "he gamipg wﬁégléﬁwiwlﬁﬁ?ryelt RaY §e; %@Vfﬁ%&m ne
doni . , : jJit

hata 1 n OSARERNER URnaNndhe PIORl: A Eulll SRURS (D BREMNAD welRERIe | LY

utilizati orloohladraddoensitgives ogetedr@attan a(rN@er thHbb is sakpableatottheligamargdom
nunber gener at or, pseudg random nunber gengrat or o ther suitable

randomi zat UWW@BSQS‘YM% thenganypg slgyise it locaty hInagﬁF‘iﬂ‘id ¢ gphe JUgirtiogtk cone
S 255961 A6l WD 1AaPbO ARfbed LoV odiftin Q&P@gﬂﬁ% RS AT ORNE! Blesy bPG anar

or other gane outco provi ased on the associ at ed
probabi | i tigafmind Huriddigiofnbhel MRNinfoshdloa hddedao dermmehivlie @aiptinadees

out cones 20 randomy or based upon one or nore probability cal cul ations,
there is nécBetehyacsessibiaierthe pavefani ng machine will ever provide the player
wi th any specifi - - t '

enbod; mont |t he CEe ik B Flre 3P RErLE RlRing o paviolls Ml EWABmAS
sets of pregetes dhdlledd gk forceaphacel with Mocal eang yeRdictibded rdles.r gneiee host
recei ves the gane outconme request and independently selects a predeterm ned
gane oufcorrmbodonend, when argapieg devicyjisnistalied Bne partihlar gambigeuRsdietion, £&gs or

mar ks the selected gane .outcone as,.used. .Once a ganme Quic i ed as
used, it i ssoh‘r’vél{feﬁ?%raa 8 rnéér#]u&ﬁgtjﬁlél?d@é el 1|e ouﬁ% r%%o ea}sEé? %g;g' n%)(%g%d g%gl

cannot be sghf6hRehdty 16dabof SR @inliAg inddhiad o el faekdivedtiule HiemptioMingked game
outconme can include a 30 prinary game outconme, a secondary ganme outcone,
primary andegooheided agdate andutbzaddy oprograseen ty gsmiggmecline.ddweseftygeh as
free ganes. he. remmt.e host. ¢o ni cat es. t.he generat r .ected
gare out coeFam M RIRhS 0% mGPIHIR FE el "G RRE Rehr i FEIET s

the gener atgfiware &Rl &ftvafle ¢aMBoRaicieNBr addpRdmeY ivilesldchieg GRE jotidiaivaal 0 t he
player. In an alternative enbodi nent, how the generated or sel ected gane

out come i s rulgshé pnetbenemyodiment, the software program for ensuring compliance and
jurisdictional informatidn may be installed in the gaming machine prior to its shipping,

such as at the factory where the gaming machine is manufactured.
The gaming devices in game system 1500 may utilize trusted software and/or
25  trusted firmware. Trusted firmware/software is trusted in the sense that is used with the
assumption that it has not been tampered with. For instance, trusted software/firmware
may be used to authenticate other game software or processes executing on a gaming
device. As an example, trusted encryption programs and authentication programs may
be stored on an EPROM on the gaming machine or encoded into a specialized
30 encryption chip. As another example, trusted game software, i.e., game software
approved for use on gaming devices by a local gaming jurisdiction may be required on

gaming devices on the gaming machine.
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5 displayed to the player, such as a reel synbol conbination of a slot
machi ne or a hand of cards dealt in a card gane, is also determ ned by the
renot e host and communi cated to the initiated gam ng nachine to be
presented or displayed to the player. Central production or control can

assi st a gam ng e lARkiahIRRAAS, IR f&fice8Mdyibe doind@ébih RefbrRABI ORAthat €
records, controlling gam ng, reducing and preventing cheating or electronic

10or ot her défferentsypesesfizirdwgare usiegidifferant regd wine-ardsiscuodsaGamictspftavact ¢ane
like. I n.anot her enbodi nent,. a, predet erm ned. ga utcome val ue is
det o m ned P GHIEBIES FRLTANGRLITVoHl SR RIEF BrSIERUISIOr REHCHAR HECMEtH nes
based on t &% ﬁgigt oW inforfiaAGP tral BL sPdeds Ynt FEYndRbE. Fob daffleSortiiRgiament ,

each i ndi vi m ng machine utilizes one or nore bingo, keno or lottery
ganes t§ detwiaes rkatt fequipe ertbguentndovadoghnef gaibe coftoane i al newprkowiffiedntt o t he
pl ayer for the interactive gane played at that gam chine. In one

enbodi nent ,dof"_ﬁlé’asmﬁg& efsEpiAl ofor| g‘?t é"{/‘cﬁéﬁerq“éa“gi‘%qugy ugolty (e Bressr . 1 n

th , bj L gt ' [ : to th
anot her gg?ﬁ%hg&ggé Iheltt\pgrk ‘fnﬂ%ﬁeélt kROReO15h0 Irngﬂlf Miegﬁéga to a@l‘?&tel}d'rﬁcmlﬁa}‘egld 0 e

pl ayer, sults o bi ngo, keno ottery ganme determ ne the
pr edet er m medntganretootic effiviangly UBoif distanbe goiftwaee Yocators ecaynika uyedy sombncat0l n

t he various bingo enbodi ments; as each gam ng machipe is enrolled in the
bi ngo game ne&l¥ Hogaiony A game SIEHE| é’%ﬁj’éﬁ’eeértraé‘ﬁ%ésgpaéa‘é‘ﬁ JORSNAES- dBvi ce,
the enrgl| ! chi i I OV| . i i i f

bi ngo égr d%ﬂgggxﬂk%@n go 12&5{3 §rﬂc§%@|cgl¥é}d§? Ig&nrlrg)? %?gﬁ(gtflgg?wggﬁg% yg(iee‘frircgﬁtg 5}
wher ei n eagéroeledn®niairtsin desvogk affeieneiyt h a separate indicia, such as a

nunber. It should be appreciated that each different 25 bingo card includes
a different confinsa?l BAreodeviges i thesprepssf IRKeaHHR &ayiﬁ‘ro‘fléﬁrgalﬁler‘faéwé@r%@ are
provided to f I ] . mehi - n esent
on all fourgag‘%qiﬁ%gé]%? rﬁ%;lgtg% %rﬁg?élﬂghgﬁgga%?tsﬁgé&gf%%gﬁr’? ﬁ%@;%s%%’?;ﬁ Slgg_ 1?)(?resent
on one of teRempliengGotanatiSlicdnbin@tlliagiservepindyhgneraenbdili f@ni gamingodevice
providing or associating a different 30 bingo card to each of a plurality
of enr P e @PEHRHAT gSIaNION fetsags plegamasver HEBY NeEAd 6R1tRe sumipgdsviges erss, one

at a tine, b% ntgil: §£%%ti(9t .ylf’xoa];mtthrellga %xealéﬁ)rfg, nat SSO'ftWASel gli%ﬁtri]%ge%egvr%\?rmnr}é%}jrép§@lﬁ ?%ogﬂbna

. . T
determ nati e 1Tor eac mng macni ne a e selected

el enent i s gprRSHtvaBNdéMEoRdNYOvERLS ghhiiy detees On A bartingGyktesh D500 4igl
machi ne. This determ nation can be nmade by the renote host, the gam ng
machi ne, a cvoawiceafipentiors afitee game sadiwargomHgsogaieing davieesmdl e manner. |1f the

sel ected el enent ti S rzse%nt on tge tﬁi n(glﬁwcaragld i oysi deplgﬁ phat, enral led
gani ng machi ne, ARSI RS H N ERAF ST TREUBMEESHRG Y d
20  software configurations from a number of gaming devices in the gaming system. The
server may then reconcile the software configuration on each gaming device. In one
embodiment, the software auditing server 1512 may store a record of software
configurations on each gaming device at particular times and a record of software
download transactions that have occurred on the device. By applying each of the
25  recorded game software download transactions since a selected time to the software '
configuration recorded at the selected time, a software configuration is obtained. The
softw.ﬁre auditing server may compare the software configuration derived from applying
these transactions on a gaming device with a current software configuration obtained
from the gaming device. After the comparison, the software-auditing server may
30  generate a reconciliation report that confirms that the download transaction records are
consistent with the current software configuration on the device. The report may also

| identify any inconsistencies. In another embodiment, both the gaming device and the
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5 bingo card is marked or flagged. This process of selecting elenments and
mar ki ng any sel ected el enents on the provided bingo cards continues until
one or nore predeterm ned patterns are marked on one or nore of the

provi ded bingo cards. It should be appreciated that in one enbodi nment, the
gam ng mac @bﬂ@aﬁe%ﬂit‘ir@?s&@@r RhRYRe OreBHASC R Moﬁlﬁhmctﬁ&ﬁtmﬁﬁﬁw to
initiate the process of the gam ng machi ne 10mar ki ng or flaggi ng any

sel ect ed eloecmarddson the gamiAg tdevicoraad dhe mﬁt‘eaiprzeldﬁhgrsrcrmdn@atdcemmb these

mar ked on one (? nore of the provided bingo cards, a gane outcone is

det er m ned '¥®f%each of the enrolled gam ng nmachi nes based, at |least in
part, on the sel £ bed
above, the gane Tg%ft C%ﬁe%ﬁgfgsﬁibgé;(i& ‘%}git%lg\(?ﬁgg%ﬁlqhgqrgm %IZS gﬁsﬁgﬁ?ﬁggﬁﬂ& in
t he bi n§o gespectits Riguré |15eMabyofhﬂtmtgmlags arachupled.tRor detrapie) methtoldeused
predeterm ned gane out cone provided to the player. For exanp a first
gani ng mac rf?rn&ar%hm@@gé@Y@éfeéHméih@%H%eé fﬁﬁgie%d?wnlaaﬁ!ipéaé@ ércmVﬁesa Bitern

I s provided, pfugd sf%lft aﬁ{m W ko %%f"‘é“i%{% gbés leein &Ylb{isedoewee% iﬂer st
pl ayer regardl s of how't I’rst pl ayer S 1h a rs gane and
second gamcompbhentd oftheGyitanel 506 relatingl toed;cﬁ‘tmé Scersirgedhdi stbfta/az?d)dmmbsdse nt

predet er m ned gattern IS ,EI;OW ded a second outcone of win $2 which will be
y

pr ovi ged t daxe Besagisac ¢ desguptins & lectshjor Restete e yrrapisracras/ @t o
f
secon otk né & .ES%H&H?J g)(ﬁ) FRRLEK sarloﬁfz)ng Qiaet n%r%%dgg %o JHE:Q ﬁ&ﬁ) OFf; g?'{)lﬁhﬂg)n

selecte L S>CoNt i nues untl erns are
mar ked, t hicalyesddoalé A&ihtehd&ib @snit thatsc@ie deHépre@&iIﬁnbleﬂ’@@i card will win the
bingo game and thus at |east one enrolled gan ng machine 25 will provide a

pr edet er m ned wiGHning System Gonfigweatiop o player. It shoul d be appr eci at ed
that other suitgplg e e%%ﬁﬁnén?r gghegs%%&ﬂ § _eid,e{h%r gie%rﬂg I}%gtl(?l{
imp! oy ed.

predet er m ned gane outcore n-one éxanple

above- descnmb%@téaqdnﬁﬁaﬁs cddirgumﬁedefcﬁrgnm@gingaiﬁmegummﬂﬁg BﬁNn(heinlnaéiied on
a supplenental award in addition to any award provided for 30 w nni ng t he

bi ngo dane teis (HedcApdieaiedgginng |machies whesea; H@mcompvteah@ G?StWﬁF‘énSel ‘éfrrent s

ol eront s, &eBtpRRAEnean ey H Birieridhy Py BT LR ER-DaE R R (e
marked suppé eaRigahadddid Rid? th YRV QY itél@ Gafnond mabnlsnﬁem ar$d pzqrat ch@ﬁgéab&:
predet erm ned gane outcone. For exanple, if the four corners of a bingo

card are mgakee macthing vihisee the pgmptlmemq/ms@ll@@néﬂ)r@p@mlhtlg aniagmp{hhélmbnt al
cvar O S10. RO 5 ok BBl BTl MBI RASHRL Dl

20 a data network when the gaming machine is in a gaming establishment. In another

embodiment, the computerized instructions for controlling any games are

communicated from the remote host, the central server or central controller to a gaming

machine local processor and memory devices. In such a “thick client” embodiment, the

gaming machine local processor executes the communicated computerlzed 1nstruct10ns

25  to control any games (or other suitable interfaces) provided to a player.

In one alternative embodiment, the computerized instructions for controlling

any games are executed by a remote host, a central server or central controller. In such

a “thin client” embodiment, the remote host remotely controls any games (or other

suitable interfaces) and the gaming machine is utilized to display such games (or

30  suitable interfaces) and receive one or more inputs or commands from a player. In one

embodiment, one or more gaming machines in a gaming system may be thin client

. gaming machines and one or more gaming machines in the gaming system may be thick
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5 the player of a gam ng machi ne may be provi ded a suppl enental or
intermttent award regardless of if the enrolled gam ng machi ne's provi ded
bi ngo card wins or does not win the bingo gane as descri bed above. In
anot her enbodi nent, the gane outcone provided to the player is determ ned

by a rent ¢;4asiandng ﬂé@Yﬂ;ﬁ?dlﬁ Indth& %ﬁ&ﬁﬁleﬁ{,ﬁeﬂ@ingﬂﬁi?cﬁ&ls”@ﬁ lﬁ'{eﬂgamin’g this

10 enbodi nent, each™ of urality of such gam ng machi nes are |

comuni cat incachink tate inipdermartted m dthit cliddpemvisonpleayard ¢entain @héemfgngmme optley at
one of theﬁ%gm ng npchines, the initjat eq_q.%(anhgl% nmachi ne comﬁni cates a
game out co#BMHgIASHINE paieh Enplemshied s £, thick SHETe ABYENMS, heMFeftffle host
receives t ; u . 0 ner.at.es.- N tcame for
e pr i ar SibaaiREy CERRREFEA) Aht@Rtnd, 40 OBt AP IR el MRt BOTP
renot e hostoman@ivated Generthé asmoate) hiost avltthenganiiap inlchise ciandathyckgaiientbased
on probability data. In another enbodi nent, the renote host randomy -
gener at es aorgfiwéatm ansheompytengadninsactions far GorERMENgG: ABY SEONEY oINS Tgame
based on p AN this i whi e .S abl e
of Stor 1 ng PG tapbiichs AR BrechBald SrERO Tl i Uheh CORBURAEA, Jiop6aR
processor &adaGppRtiated tHevinee mdle bheachastithg futiRtiomci the .remote hosl s diBelbsear

enbodi nent, one or nore_of the gam ng machines are in conmunication with a
renot e hosheredt maghe: Birforges By pfisedr MPFe SHBIng FRRERfEROCeSHE- g tPergd st wor k
i ncl ud a | - Lle: -| | ne C BN i i nf.0 I tem
oper ably cdumterbiaRe B ShE B S RS A A e Rk B o
25 syst em @fachite preEhoed amiiiclésed hedasmay pé patfirndd byhRseniote hast.or i ng pl ayer
profiles, a player tracking nodule for tracking players and a credit system
for providing aim onatarbodimemo ther gasiagt maghine randgmdy igencraigh guiardsnand/gf
plurality of, gamn chines .at o [ e ;ganm.ng,sites..may he networked
Po'the r ot BAEE SRR PG 2haf it BGE AR S RRuR, RS BSHAR 477
wherein a pefetmhated i€prhidddaBfoukR titizhticd 6f a rhadtn umpel Fadcyatga (RNGRY be

al l ocated to one or nore progressive awards. In one enbodi nent, a

progr ed8i veuduss mirusyandem hwsbersganeragasnp psaidoj rendasy phmber gengradrgragthery of

the remote sQi?zﬁ)tleS rg‘rgdo"ra‘ni\z/a {olne%)%c(e)sfs.

In one embodiment, each award or other game
outcome is associated with a pfobability and the gaming machine generates the award
or other game outcome to be provided to the player based on the associated
probabilities. In this embodiment, since the gaming machine generates outcomes

20  randomly or based upon one or more probability calculations, there is no certainty that
the gaming machine will ever provide the player with any specific award or other.game
outcome.

In an alternative embodiment, the remote host maintains one or more
predetermined pools or sets of predetermined game outcomes. In this embodiment, the

25 remote host receives the game outcome request and independently selects a
predetermined game outcome from a set or pool of game outcomes. The remote host
flags or marks the selected game outcome as used. Once a game outcome is flagged as
used, it is prevented from further selection from the set or pool and cannot be selected
by .the remote host upon another wager. The provided game outcome can include a

30 primary game outcome, a éecondary game outcome, primary and secondary game

outcomes, or a series of game outcomes such as free games.
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mutual ly renote gam ng sites for providing a nulti-site |inked progressive
automat ed gam ng system In one enbodi nent, a progressive gam ng system
host site conputer may serve gam ng machi nes distributed throughout a
nunber of properties at different geographical |ocations including, for
example, differ gt LAGRNANSotnlHcRe i doheRfodPll I &idNfanfd biiEmthd fan 2
state. I n one enbodi ment, the progressive gam ng System host site
conput er i $nitimtedtgaiming nfachineheThw gamlng maetiaé ireseivesdhe @eheraledadr dchezted
progressive gam ng system In this enbodi nent, a _progressive gam ng system
host site E3RBUIEFORE andcevidse theatgape prtsgpestsi the Blanstng I3y akisrasive s t he

tsit rorB i e fing 18, BHYTERE s
cites reportopahenfinds nl AHERRE UE sHBREPcte phfofesPa bt BBkl o N9

syst em hostdispidyed edthelplSler, suale Bs & @68 is¢mboiSdontiimgNEheIf d Sot'Bs¢hamsSortd Barddor al |
data communi cati on between the gam ng machi ne hardware and software and the
progr essi vef gads deplsins eard gawe, i§jatse detampinedrby the reseete bag sad pemmuniggted

i ndi vi dual m ng.. hi ne may .t.ri r .a progressiye r p N | o anot her
entiodi ment ‘O DBk SRtk W0RE b LSt Ga R e e, RoBPATC

conputer) geddRcAdbmOs coMifIN can RERY EEHiME estublishménnot Sthef Eg@¢ e thaidthingipot her
enbodi nent, an individual gam ng nmachine and a renote host (or progressive
gam ng syst@BpropBate reqords, sonipniling paminekredpciag apdi arey pesingubentingaerielentioaic t o

d ' wh ' i n i ' A I h h
v dal GaReR e R g B gt e oA Rt ap B Peben: 2005t ani i shed

by the renote hestnother embddiméniea prede@dimmed gae PuRGHRSSINEs AbRfHinel forl S
triggered based on one or nore gane play events, such as a synbol -driven

trigger. | sagh pled phrlisiordimked of networkagh gaseing anashines) basadgyethergsudisendita or

qual i fyi ng,condition be by exceedin certain.amount. of game pla
(such as nOMESr K5t G5 AaLery Siitber o pRdp Suret, gy dislszesp g Hadhiney
reachi ng ausiRg& dnees Mt BaigoPkerPdrberd dames teldktémind 89S rédcffmitdd %mgzt her
enbodi ment, a gam ng nmachine is randomy or apparently randomy selected to

provi déSa putepme uea pravidgdrtd rihe peobi fre theéntoractivg game plaved ot that gamings. | n
one such enbodi nent, the gamn chi.ne does nat  provide.an rent
reasons to "t3a"fi a_if'ePn? SP%ﬁﬁhm?gﬁgt 8%‘?%3@3@i(\fgloggﬁr%ﬁm%lfeaé?ﬁg%a%%g t he
progressi Ve Auargh dndHePtmB8dindnf9RE 8RB £y LAmBlis RASBHISRAG tical |y
on any of thé plays of any primary gane. That is,”  a player is provided a
progr essi velayaabut tiet desults efrthe bingbakerto emloteryadaresr dea¢rimied theviredeterimmde

expl anations. In anoth odi.nment, a El(fl er is provided a progressive

r y
award at I@é@?oﬂﬁﬁoﬂeaaﬁ’;?fg’é FrEHTR O &%t ed or synbol triggered

event, sguch as af gheaftouRdihdAbh¥odIRRRE - NeddhGalliRY nichReRE LARIIY] IR
I n one enbodi nent, one or nore of the progressive awards are each funded

via a sidebego gamesi siehwasgepan hm aphropriertbwdgarent engagpigage inpu stevleattee or
wager a side bet to.5 be eligible.tqQ win the progressive award sQqci at ed
with the siea@tflﬁétg?mmg wﬁ&hlaﬁgbmomg,or@ﬁwcmt%@ng m@fﬂeﬁpaggl@ fathak i bet
and the si .04 bl i ar. L g@%,rgﬁ I n
anot her en%gltgg %ﬁ% ?bnlggtsﬂfgq%?glgeotrrgg agfeés]&gfﬁ\g/\b‘g}g?ggteﬁg{ ?2‘3‘5@% S eedbet,
t he pl ayer witlya vegeate atdicmysuch eslatnuatvernit stoulidrig dpipeccptédrdiay eaghniffériente. |

the pl %ger b?neg%dca?&) tinc}flll e(s:ea 31?%&%&%%3&5 0 gl%mtelhlt%. Sf;cgeexgr%tplet, ?f ?o?ur bingo
cards are provided to four enrolied gaming machines, the same element may be present
on all four of the bingo cards while another element may solely be present on one of the

bingo cards.
In operation of these embodiments, upon providing or associating a different
30 bingo card to each of a plurality of enrolled gaming machines, the remote host
randomly selects or draws, one at a time, a plurality of the elements. As each element is

selected, a determination is made for each gaming machine as to whether the selected
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10 eligible to win one of the progressive awards). In one such enbodi nent,
the greater the player's wager (in addition to the placed side bet), the
greater the odds or probability that the player will win one of the
progressive awards. |t should be appreciated that one or nore of the
Pr ogr esS1 V| A #SpiBbht 3G BsbUARLProvRlcal 5364 chibIRA damiRARAELAE. R
wagers placed on the primary ganmes of the gam ng machi'nes Tn the gam ng
system vi detthaingtion nan bs e bghherdmae hustatherpansng trmbhiee,nmcomebination of | n
anot her enmbodi ment, one or npre of the progressive awards are rtially
funded vi a B WET BeAYAh syEa g@fm%ilgﬁleﬁﬁ@dﬁﬂ&fﬁ@}enwrﬁ%%MF it L
may be tra i hoe- 1 : LB, . f the
progr essi Vgg@\?\g}ég@eggik 33%@26%%%@%?%%%?@? g:@t)r slérﬁeeﬂ-?vq\)/gigtg%g%é{lgeggd. In
anot her 5 enbiriiorcand js Barked er draggmt. eTlak prdvespoDgleesiap whensones sl markidgimged
based on pl ayer's wagers as descriged above as wel |l as any side-bets or

§

si de- wager §elgftgd egiements - on) fheo pEovifiederhingq \aar Btimesst unbl Angi RLIRESger

evel 1S T QRUHelElidel pateHRM %0 RE bR %k QB ¥ l:CoBFiaBE koo Pt ai
one of the“progressive awards. Tn oné enbodi nment, 'S iR wager ‘1 evel
i S the maxishouhl Wageprebiawdl thitdh ohbembodifeshy, (RS ggraing machitteregaindsitiie phged ne.

I n anot her enbodi nent, no m ni num wager level is required for, a gam ng
machi ne t o t¢§BE3EEy2 dauhhuken fugtediow) dhinitiptedhe PeFcerhet Hreograiagitechintar ds.

I n another i . i m mai ntai ns at | east one progressive
10 Inf%glglg i"ggl‘]‘%g‘%%?@e% agégq%%}{é&?

award by a a player's wager into the player's own
progressive 30 Avardhesr RO predeterminéd pattaanate pakgd emsomeoawdid pf then t hi's
enbodi ment, upon the occurrence of an event (either associated wth_ gane

pl ay or i ndEpadriebingecagsn® eppaypicomsds gatermmed it eaphp{ghe qewlled gaping er
their pers . Ssi : i

ol ar a1 |ty SREChiS BB Iy BB on the sclectc ARl of TROAUE Blogo args
syst em par tACdgatied dbode,0the Ame it ddgh LAt ErhIRGE N cat i g gafiidihi@iblieda
plurality of players at a plurality of |inked gam ng machi nes work in

conj und$i onn dhe bingp gamads helizedshic thah garpingyinaghincolgeddirming the predateraringt oup,

to win one or 5 nore awards.. IL.n one sugch enbodi mept., any. awar.d n.by the
group is s P& ,utceol %B?Ov‘e‘fc%aatf’ﬁ@e Birgly%rasgo %xnamepngi asglﬁt% ie/ngtrrniafhel?%:Ngﬁ h%l&r%ongst

the differ eblecteld ajk@ichtsGharkB® i prédetetindd Phiteh i£pldHicHRTirst Guténkd 6f winy Of
pl ayers at a plurality of |linked gam ng nmachi nes conpete agai nst one

anot her forb18éidr W%g@pmmedsto alfistanieyes megarddess odihawrihe fizst playeaplays/ings

pl ayers at plurality of |inked gam chi nes rticipate in, a ganng 10
Pout nanent o 8HE B8 areond ertind Tadihd B B8 6Bl SrRELE sy A Of

pl ayer spat ggfabmt prbddistned paMeaslisrbviaed AREQNASutdInAY of ®In PNEhRh W&

awar ds wherein an outconme generated by one gam ng nachine affects the
out cones generded® byecond phyemsgardlashkEboydhd sepondiphiyeieplaysSo seconé igamek s

descri bed qte srh%luﬂi kpera%\f)iredc_leat&E tthgtO zgssthéfjl Br%cgses\gf (I:I?asrkifng rselrgggg glierr%l%nt%rg:%ntinues until

one or more predetermined patterns are marked, this embodiment insures that at least

one bingo card will win the bingo game and thus at least one enrolled gaming machine

25  will provide a predetermined winning game outcome to a player. It should be

appreciated that other suitable methods for selecting or determining one or more
predetermined game outcomes may be employed.

In one example of the above-described embodiment, the predetermined game

outcome may be based on a supplemental award in addition to any award provided for

30 winning the bingo game as described above. In this embodiment, if one or more

elements are marked in supplemental patterns within a designated number of drawn

elements, a supplemental or intermittent award or value associated with the marked

87



15 or nore networked gam ng establishnments. Such networks may sonetines be
referred to herein as server-based gam ng networks, sbTM networks, or the

| i ke. Some such gam ng networ ks described herein allow for the conveni ent
provi si oni ng of networked gam ng machi nes and ot her devices relevant to
casi no opekatdidfsntalHatRr NETRSVIlEY (HhE Fbiyed a8 PArCONYMRN pRAL Y AL SHnRS
changed, i%e%%sire%. Relategﬁséftmare, ?ngkugi g 20 butbnotelinitgg to

pl ayer tr aokicomes dorwatmplepithe fimradorsos dfabimgoatand arermayrkbd withintheddstd t o
net wor ked gam ng machi nhes, nobile gam ng devigces, thin clients and/ or other
devi ces, sH¥FASCIRFIBEREMORiE: 5 aaﬂiaﬁ@rf a%jfkﬂsl,s RsPige tosheplRarices nattc. _

|n some i mpkQERLALL A0S a&}é’&ﬁtéorﬂé.. tsQSﬁlﬁ%%Vd\Bgfe%ia?Jd tﬁa@i‘ﬁ%i@%&bﬁﬁﬁﬁ mowi
det er mi ne gane ‘out cones and/or provi de other wager gam ng functionality. In
sonme 255 sucle plajdrefandaating® Atichinagedyl bigproaides arsayplb@cetibotine@mittanirawaidy on
one or nore devices of a central system such as a server, a host conputer,
etc. For exegsplless ofdfdre eprailorycyming maching » REOVIded g card teins oF 4885 R9thal
game outco ARY, made by one or nore servers or other
net wor ked g@@?%@@ﬁgégaf%%$f§ég%?ﬁ89§%nctions, accounting functions and even
sone di spl ay- r ellabgsthéromtddifientaths eaindtatcond frowidge td thg pdayes indeserinyedoe
performed, at least in part, by one or nore devices of casino network

and/ or of &yceremgte dpsit apd provided tgj gy Blayg ah s gaméng weachings edn (BT

gam ng petwor k... whi ch jmay be used r.. 0 mplementid.n ne_ qr r pment s
ot no B e BpeiDr R R8s YRR FALAEE, S5 RomRRa BT RT L S
ar chi t ect utige ®idtd hest.r Bpat agldyenilitizting|gainye phayeat oRE OF Yheaptaiiig fackinet, theat t he
present invention enconpasses nmany other such enbodi nents and 5net hods.
Here, casi hiditigisdsamae medincl@ronaridataet gRng edtcame repsstde the igaeiaipst. In

establ i shnent 1605. are h&lustFahégdegg%%ggee%h%qgQagggg%gégggegﬁﬁﬁgggjgured

.0ne .cmbo 1m?nh, remofte
for communication w central system a gat eway

est abl i shnpeh&attd9Famebulddie R hab$@a/Ofin cbdsed oh @robabiiy dataatlh anothért h
central system 1663. 10 |In sone inplenentations, gam ng establishnents nmay
be conflf gureadoflimengothmieinetet hash raidomly gencisies hegame enteeme ferxthaseeondgani ng

establishments 1693 and .1 a confiqured for. co nication With casino
comput et GO 18I OBIRIPR ARy o Pher ey PAmERs abo roas 3e! tshOoBRr at or
in casino 1LeRAGafeda GRMEWRIGA S IbON ROV MR Md tHEYéoRSarl BaMt BBSedaSi NOS.
I n sone such inplenmentations, a server in'1l conputer room 1620 ma

control deprdwebilitydatasiimthisi@obodimgntc thei remote hosbisivepablmod sigrirsandoitilgingent s.
Conver sel vy, devicea andﬁpr qgera or,s . n_anot her gam n gstab“ﬂghnent may
comuni cat TR RAGPHPHEL ARt SIMikVP ¢ %pﬁoﬁeségrs'f“ﬁgmf’é‘ﬁg/. evice ol 186 gaidnl e,

a servep ofnfeBmeno 1605 or central system 1663 may be provisioned with
relatively nore advanced software (e.g., 3-D facial recognition software)
for 20 patron i denaidtheraeimbndinteaty ove ver sngt of hbe gamingr keghinet atre oms .

Such a server may process patron identification requests fromdevices in
casi o 1608oNGRORMTLE FOROP QR oF MRS FEHE AUERISEL ST St PREYTBEL:
gam ng est ablish Btk 1HRie@N rehf8me or on-line accounting and gaming information

system operably coupled to the remote host. The accounting and gaming information

25  system of this embodiment includes a player database for storing player profiles, a
player tracking module for tracking players and a credit system for providing automated
casino transactions.

In another embodiment, a plurality of gaming machines at one or more gaming
sites may be networked to the remote host in a progressive configuration, as known in

30 the art, wherein a portion of each wager to initiate a base or primary game may be
allocated to one or more progressive awards. In one embodiment, a progressive gaming

system host site computer is coupled to a i)lurality of the remote hosts at a variety of
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Here, gam ng establishnent 1697 is configured for comunication with
central system 1663, but is not configured for comunication with other
gam ng 25 establishnents. Sonme gam ng establishnents (not shown) nmay not be
in conmuni cation with other gam ng establishnents or with a central system
Gam ng est ahlth3RRRMotel é&éin?%@tby@ﬁsprmhmgoé BRI U nkRCHoBRSsiH ddtomA@h Of
which is part of a bank 16I0 of gam ng machines 1621. 1n this exanple,

gam ng est ghhimphsystrem. 1506natmbodimeht, dgsogreiravikganiing eystem Kedt gj@ntangputerbl es
1653. However, the present_ jnvention 30 be inp]enmented in m.n

est abl i shmEHYSeR&8aRY" & MAchinaD m&m@%@mvﬁ er gﬁ?ﬂ?&l%ﬁ%?‘&?g‘& c. It
will be appeochat DWudRB e eRARL! iR Sobdthy At NgRgSoror
even thousgﬁ‘%hﬁ@agalh?%gmgcﬁuﬁeg 1621 a %’or gaﬁlﬁns tg%%les 1653,c gotr al |

of whi ch adéfaranessmvwithyn aeataided in a bank and sonme of which nmay not be

connected to a network. At |east sone of gam ng machi nes 1621 and/or. nobile
devi ces 1670 nay® g@e" eRbodiments (g Progsssivy Gy SYUFBINASH SHEr JoGRHter is

client-side net) [ - rel j t war ks
ot ovi de- e SPATERc} o e 868aN Bt BRRGFI WL ProgSATE cBAMe o0R Y 13,
gam ng naclihinembodintdniich prpghestiva@hmlingrsyiseth hostlsite wsmpgyter plvengeds the entire

| oyal ty/ pl ayer tracking and the use of casg(lf ess instrynents. Rel eyant

mat erial i FIYFEHIVESHIIAS Sysem pRddn thonplIsicE 4 Mg 2l AroaTeRg B )1ackpRtSt | ed

" CASHLESS | J T ' 1 O .
VETHOD oo B PG A8 oty i KPP Ml R R e Hsarmisness)
U. S. Provi gheigd sySaie hbstApp | doaplutedn Hieh réfbtbamko cOfputeeist iesponsibleAldT GMATED

PLAYER DATA COLLECTI ON, SYSTEM FOR TABLE GANME ENVI RONVENTS" and filed on
Noverber 1@atape@Bmpaicaiitm &gtwsseiide si61ng aracbs 1 hasdyare any spfiy@geand the

Application el 1/ 0 ngjtl N G . 15 AND
CONTROL SY. Ssgndéz’r?“%i“éas-%%tﬁ%l\)éé’/}t 1%@ %"%‘2@ Pﬁé&@é’?@%‘}ﬂn%%%m ,
U.S. PatentgaApf nfaahing nMND tridgbt 42 broglekbive niward e@in!’ PROGRIIRS| MibdddBeft, GAVE

BONUSI NG SYSTEMS AND METHODS', filed June 22, 2006 (attorney docket no.
| GT1P2316/ Pemoigdoshied the mogmasisn@amplg Sysigm kest Ribe campytor detggmines tyhep &g

"UNI VERSAL CASI NO BONUSI NG SYST Al ! A il Q. nb
15 Jo0e (RN AR ol B okae o Molhir B dfitleld Mdndidil waRIGTOC"

herein by mefchiRNmE. a r%ﬁﬁ)wméﬂ%ﬂprog&géiwgaﬂnihgk%t@ﬁ Hodt Sxecdonfpaairwesk fimy be
provi ded and/or controlled, and related data may be obtai ned and/ or

provi ded, soniondiagwith ¢deh gherstondetemyiantwlom. 2 Soeaesdist Wiu isatriggarede dor

DY e e R Y P B S LSS e bR el
some fopm Qi BLdhea Bt i remdkd gdyt.may i ncl ude an automated roul ette wheel, an

el ectronic representation of a dealer, etc. In sone such inplenentations,
devi ces such as Inaneecmbodinmi.a froggsavcywarderiniis friggefedrbages/orcere orgmere, ay

be used to identify and/or .track playi cards., chips,, etc. me _.of .gam ng

Cabl es. 16887y Bs 3R qirbat & Ik aEn s on hi; SR HRer

termnal s (QresRRWMardWRigg BtV dr0faliBHAE dohditids GRB! bB&JySexdeE@AERL an
[

el ectronic representation of a dealer, indicate gane outcones, etc.
certain amount of game play (such as number of games, number of credits, or amount

25  of time), or reaching a specified number of points earned during game play. In another
embodiment, a gaming machine is randomly or apparently randomly selected to provide
a player of that gaming machine one or more pfogressive awards. In one such
embodiment, the gaming machine does not provide any apparent reasons to fhe player
for winning a progressive éward, wherein winning the progressive award is not
30 triggered by an event in or based specifically on any of the plays of any primary game.
That is, a player is provided a progressive award without any explanation or

alternatively with simple explanations. In another embodiment, a player is provided a
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Sonme gam ng networks include el ectronically configurable tables for playing
tabl e ganes. U. S. Patent Application No. 11/517,1661, entitled " CASI NO

DI SPLAY METHODS AND DEVI CES" and filed on Septenber 7, 2006 (attorney
docket no. |1 GT1P106X2), describes sone such tables and is hereby

i ncor por at f ) r : i uch as
L ookor | galBtsly® RLERSR 168 Pt GO oY gfift Mikpdtpd 6F 00D ifbered
conf i gur ed ewérit)sugk asret least phrtipAy based on theeplhy oA primamigagde. ar e appropriate for

the desired table gane, The desired type of table gane may be selected by a
control on the t&BhgempedinentongoFsioEe AhtheProgststiscysdsae sadh wded vigm

cetabl | shmdrieiEhaP e RaRt, THAEehnifuaATNRE fushsty Afuc BEAE R

i npl enent abeOeligikle Rk vid 6R¢ prByrebitve aRdrd QBsO¢RItddO W thp dieD 9@ Sbeti NGh Ustieng but
not limted to cashing out, prize redenption, redeem ng points froma :
pl ayer | oy&mbpdinegrthenplayegmast Mece tha saxeem behapd the sidechet 48 bpshedla focket s,

smart cards,. etc. S iapl at [ 77 e u for
bt ai i ng. PPt B BEE SN TR b Mamet kB FurthC ir TP B g
schedul ed exa@BisSthé Se@liredSside®BEtN ML plaFer BRY Halgadl MBI credit Gmount @RLtHEg a
patron's |ocation, etc. Software related to such features may be provided
and/ or con®FBIaNe game fige.r Bielagr aagdnotailagsethe maximen beh @nd thepyids betetg, be

accordipg to the present .i,nvention. For .ex le, in so i enent at.i ons of
the T nilie BB IR s YRR N gy ZE e S ek RN PR 1, om a
patron, e. @layePy wiigh @6 QBditibg t§tRPPlacel sids BEt), At @fdab@Be odds or probabilifyl S
exanpl e, each bank 1610 has a corresponding switch 1615, which nmay be a
convent i onahat teayaniviitl vin ene ohtheiprggressivetasiardsn dt shealshbesapipresintadsthat ons

fi df icati ith [ ' t 1620
i a mai n ndt R ShAUT BECHESRe SHAI oS BBl Ghig Aot St e

functi onal iagedsiplideti ondke prRAR $m£Io$WiMQMa@Mﬁe§fﬂmﬁy Bhififgl S95tem! Ofa0COl S
may be used, sone preferred inplenentations use the Gam ng Standards .
Associ abi on' smBRSesidishiyentRr gizanyisuitdilberannerpl enent ati ons may use I GI's
open, Ethernet-bhased Supei)SéSS r ot ocol Wn{,glg | GT _nmakes avai | abl e.flor
downl oadi ng wi t HBFPORRL FFROIEITE| Nt PlePoFt 8T FHPOETISHYY &af.aFé HaPARGHLY

limted torReRl @b aBgi@@Qet(ser%-%é?géfawmeﬁ tHS %ﬁy&romiamgdée(ﬁﬁd \afidPHBy 3R

enbodi nents of the invention. | has al so devel oped
gani ng- i ndumstked spexisfdedet metegporlh dnayembagahémd o@ASH mdratofrthd esogyessivep of

TCP/ 1P and of fers addj ti apnal .functionali. and security. Her e,
gar ng est BRI Ar 08 try SiE et s e R EP RetholRnores it
part byoRFloRe Wrofd165thd Blogr&Bie AwhidsRECARI Db ds6REE bRy dBelvagefladties &itat wor k

may be used, for exanple, to track objects (such as nobil e gam ng devi ces
1670, whi chbovdsuua] &RnD sidegetl@X1da-wagdns plasedanpl ), patrons, etc., in the
vicinity of gam_ng 5 establishnment 1605, Sone exanpl es of _hOV¥, an RF] D
network may be U8 e phteraaty g ARy duReniy MUY Wages gt 1sraayifed 1T UgPEg

S\t es, Pat gicniRDlol SAEO, N <cll%, Ay GRL oD G, GAS! N fRACKI NG
AND OPTI M ZATI ON' and fi1led on January 19, 2007 ttorney Docket No.

| GT1P0162CEMiboPuYehl tE{isNm@iApmawdgérrieldhiit @t Bhaitmmsn RapenievApfol itleaprimaryNo.
11/599, 241, entitled "DOANMLQOAD NG UPON ) .. X
25 'game in the gaming machine. In another embodiment, no minimum wager level is
required for a gaming machine to qualify to be selected to obtain one of the progressive
awards.
In another embodiment, the gaming system maintains at least one progreséive
award by allocating a percentage of a player’s wager into the player’s own progressive
30 award or pool (i.e., a personal progressive award). In this embodiment, upon the

occurrence of an event (either associated with game play or independent of game play),

the gaming system prbvides the player their personal progressive award.
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10 THE OCCURRENCE OF PREDETERM NED EVENTS" and filed on Novenber 13, 2006
(Attorney Docket No. |GT1P1116C1X1/P-303 CON CIP), all of which are hereby
i ncor porated by reference. As noted el sevvhere herei n, sone

I npl ement ati ons of the invention may involve "smart" player loyalty

I nstrunents, sugh ,asmel 8%B6dikfeAC '%' drdfi@y 48 a‘y@ﬂscd? d Bl%di‘i%‘? oflinkted Bhidgt a9-

Accordingly, the location of suéh [ Dena | éd player loyalty I nstrurrents
may be tr acketines antahgalﬁaﬁg[:sysenvmaﬂnmplate trhia sgrewagpinég atvitepasht. s dneonef

nobi | e devi c s 1670 may i.ncl ? an RFI D t%g)é ?i‘é‘k (gm ch incl udes encoded

i dent i fi catMORdmAnGr HRIFARY 06 PIRE FrobPlEaltie¢f Lk gmIngmasingsov ok inhe

| ocati ons t ‘ﬂ:ﬁm r | D
net wor k i n%glg?ﬁﬁﬁgme‘zi?ggﬁ S rreelrrn?s uglg%%ﬁﬁ% %Wg%tﬂgi %%ta f[lo(% g‘%’e\c{(’% ?ftl)&ng%ed\?::c es
and sysfensporsuehrdss Ihhacghdbahbedmicht, any agaslysoe by (HdERsup is stayed)eitheed t o
nonitor the | ocat ion of people and/or devices in_the vicini tﬁqe@%q gam ng

est abl i shméAalyadassd @ swfeable cugriaogmongst drertitipieat P.léy%Pfi Iogites can
be used t o} oRlLeoRnlqfl n%tf & S ahﬁ‘?ﬂt} aggg ag . Ealum?y oPY g%%%mﬁé%.

accommodat € varying nunmbérs o evi Ces. , gam ng
est abl i shnmeginpetel dgainsabge aﬂbﬂ’rbefcﬁ @fe gamoreg awardbj nBSO%%hnaybdcﬁmamc a

mul tiple |nstances of sone network devices .g.,,0f main network device
1625, whi chlusliyi Hadaxshi aichiphgalayPirigked rﬂgmfuaﬂqma%lﬁa% PRIicipAtet I & SEREEp| e)

and/ or 1b he t(!)d}%rhlé t(%?]h&{c 811{_]81]’6 RO rﬁlaqgt?fl £ glﬁbﬁ(ﬂhleﬁp%gﬁnurhlnty d)é%‘f'z{ %rslaq ‘a Some

i mpl enent ations 0 nvention ma Ware servers
30 di sposeghbelitpedinked ghainktdchirtds Ipﬂhﬁfm oaé es mbod Swardd mdferdimak oawotrehes

1615 and one or nore devices in conmputer room 1620 (e.g., a corresponding
server). S@eperated by one gaming machine affects the outcomes generated by one or more
linked gaming machines. -
Some networks described herein provide methods and devices for managing one
15  or more networked gaming establishments. Such networks may sometimes be referred
to herein as server-based gaming networks, sb™ networks, or the like. Some such
gaming networks described herein allow for the convenient provisioning of networked
gaming machines and other devices relevant to casino operations. Game themes may
be easily and conveniently added or changed, if desired. Related software, including
20 but not limited to player tracking software, peripheral software, etc., may be
downloaded to networked gaming machines, mobile gaming devices, thin clients and/or
other devices, such as kiosks, networked gaming tables, player stations, etc.
In some implementations, servers or other devices of a central system will
determine game outcomes and/or provide other wager gaming functionality. In some
25 such implementations, wagering games may be executed primarily on one or more
devices of a central system, such as a server, a host compu;[er, etc. For example, wager
gaming determinations (such as interim and final game outcomes, bonuses, etc.) may be
made by one or more servers or other networked devices. Player tracking functions,
accounting functions and even some display-related functions associated with wagering
30 games may be performed, at least in part, by one or more devices of casino network

and/or of a central system.
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m ddl eware servers can provide various useful functions, including but not
limted to the filtering and/or aggregation of data recelved from

swi tches, fromindividual gam ng machi nes and from ot her devices. Sone

i npl ementati ons of the invention include |oad-bal anci ng nethods and devi ces

L cense Menager TTEUE b &csBhRRE () Btk hvod AR FidRe K hhrs o
host devi céfplemkbabfg andtommbie ot kntd oY theeprd®Rbinaemtiohl. Sfinsedf siill bn the

conput er room 1620, of gam ng establlshnent 160 ractlce nDre r fewer
devi ces mayrtbilhEaEe @éb@marﬁ@twrﬁﬁ@ i gﬁﬁlw 1ty B ETG IR Ses  may

reside in 0 C in
central syg %GZ%’I %éseﬁtlh btel&goeﬁl &ngég%e Be (%?ﬁs]u OJH&E %Ilrgelgﬁs/t% %?1?11 part,
~tasks specuﬁmmxko the present i'nvention. For exanple, one or nore servers
1662, arbiter 1633, storage devices 1664 and/or host devices 1660 of
central system 1563 RS Sogpier giaoey 1080i Al arebrerkehedevinise t olods SaBYEr i bed
in detail i fu u

limted to, S%Elow tq%p gnag -(I)iﬁsgfa%d fornll gg\ﬁsg?é s}grgu‘gt gés%Swa erﬁaﬁgé‘r&iotfor

machi nes 1@3ﬁlmlﬁiﬁﬂhhbﬁl vl badsl iﬁs?@n 1668 tvGa gateway 16P® @Waniihg @st@blishhrnger vers
of conputer room 1620 may be conflgured with software for receiving a

player's wd§8? anthho%praalse eorfiaureshiop semmunicaton withcenfralisgemiend.a vvagerl ng

conditi,Qn corresponds Wt wager anln ification.para nd/or
oo ailfle SoToc IR RS bl PalRE Eafil Ao tRhi O bl bBSLAHE L

cor r espondsgorighusidafioh REtH\8&E inBeR nm tthst &lantad, lghﬂuﬂgl’eﬁﬁﬁ'ﬁm;lts'\/m%%r one
or nore of the servers may be configured to receive, process and/or provide

i mage dat a 11696mr@:&qreﬁmedlémgcommuwrc@mndwha@ﬂm@at¢q15¢pudqt1@0tno1@%& r Sish (e, g. |
to indicate tpln ocation d/o irections to.a gggg X tab 8 Lat@ Wigaer

ganmi ng macii’ié e maﬁgg% Ylgﬁs i ?1 (g’e\rﬁaorérm G hg ot rea rlugar%? etc.

25For ex amln@/or RaNtreladdvides dﬁito'ﬂ'le(r%blﬁbs at: Y sbﬁh@l sadﬁ: lﬂngtﬁon@a@bé}Oeﬂ myout
data, canera inmage data, etc.) may be provided by one or nore of the

server d50f comppler e¢om dém g Eongohddyides inl egdine $6056706! dSives in wfflce gemingt i ons

of the presen inve n _inc ra ity of .networked.ca s, 1609,
ohi ch oy BeRDERS ey Gy el oot i S B SRy

some such iRl QARMALLONSh a8H6P GRFT UBACERY cAHRE pyoFle, at least in part
real -ti me navigation features such as those described in U S.

For example, a server of casino 1605 or central system 1663 may be provisiohed

with relatively more advanced software (e.g., 3-D facial recognition software) for

20  patron identification than servers of other networked locations. Such a server may

process patron identification requests from devices in casino 1605 as well as patron
identification requests from devices in gaming establishments 1693 and 1695.

Here, gaming establishment 1697 is configured for communication with central

system 1663, but is not configured for communication with other gaming

25  establishments. -Some gaming establishments (not shown) may not be in

| communication with other gaming establishments or with a central system. Gaming

establishment 1605 includes multiple gaming machines 1621, each of which is part of a

bank 1610 of gaming machines 1621. In this example, gaming establishment 1605 also

includes a bank of networked gaming tables 1653. However, the present invention may

30  be implemented in gaming establishments having any number of gaming machines,

gaming tables, etc. It will be appreciated that many gaming establishments include

hundreds or even thousands of gaming machines 1621 and/or gaming tables 1653, not
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Pat ent Application No. 12/106,771 (attorney docket no. |GI1P410/P-1222),
entitled "Real-Tine Navigation Devices, Systens and Methods," which is

i ncor porat-ed herein by reference. QO her devices that may be depl oyed
in network 1605 do not appear in Figure 16. For exanple, some gam ng

net wor ks ”%M'éﬂ“Wh%ea&Ohe&EﬁaYilw R madi sank” SAVSHARY of whidgNinhy ifoRtdeon
("RFID'") readers 1617, but also RFID switches, m ddl eware servers, etc.,
sone of whicoimeated toamethapk c A deastsoliegpfrgamifg matleses f6@dtand/es mubile deavésde
various fun %'ons. For, exanpl ¢, .a server, (or. anot her device) may determ ne

a | ocati on 181V AKpBF| higet Al 16%02%c eQHUFRG (% PEHY™ SUSRI B¢ srethpdsres D

reader thatyol £33 ROWREL Rede 1627. 10The servers and ot her devices
i ndicated i relc%%gufe 16 rmafl E]g configured for comruni cation with other

devi ces5in or oBbsiedgantihg gatwaorls psivadd feahummenfor IB06ng sbids thst mesimdavioces
1660, kiosks 1677 and/or nobil e devices 1670, for inplenenting so met hods
descri bed &%@M@Yl@eﬂ pregamingemyeines dnclydipg buk apt Hﬁyteg 40 hqnuging, player

comuni cat i A ; i i . t fdat i d

carh $UERnHEMIAC R udELEP! %‘g %&&ﬁ a tateRAICY U€
appropriate ?P/)g!s ornses, 8 tc.d, as eggrc:‘!l e1 g‘lnse g}tg h%?lg‘l/n. ate §orre of
t hese serversvidmly ihe [EBNfRaentedpphicgemf d¥on t1dsldd, 1688 atdéntigied 0 “@ASBULKSSNg,

pl ayer | oyalt bonusi ng/ grogressi ves, configuration of gam ng nachines,

etc. One onNNHREMENH ERs haPLFe Qé@@Et GHQHENALL féé’s% memdgement
: . T . ! . . 1
SYsS emlosuﬁ\E]ggﬁ?m(g Y ABARLA T MnEos %g%ﬁ%@%ﬂgyb%ﬁt @b ?@?!)1?633%543 ns,

whi ch provi ntaneous 1 ntormati o e used
deci si on- makEn@Provisionsli RatenmraglicstiorA NRad60rs6 5,048, aitidledr «“ AUDESPATEDV er

may al so be caonfigured for communi cation wth the 8am' n%t'network. Sone

igpl errent a]EHLé*:%E% A G%@ETW&&&%W FéHe ToBLinb& ME ENRONMEN i6 0
ormo e ryer

e orm ofob 98P oK e OB ShAGTEE AERRCL I PR RS KO3

communi cat iApplivatidn) Nel ustieogd2 Ciigkled roMIDEAREAt DABUE daWIING MONITORI ng
backup stor age devices, switches, etc. Such storage devices nmay include a

"RAI D' 19 or iAfVRaCONTRALNGASTENFT apd ofilerines piayi 1o P&k datterpay dosketkidwn as
edundant geite ), nengA AR 86, sl B IO e
devi ces (i M{BIE NGAME BONUSING SYSTEMS AND METHODS”, filed June 22, 2006
(attorney docket no. IGT1P2316/P-1049) and U.S. Patent Application No. 11/225,299,
entitled “UNIVERSAL CASINO BONUSING SYSTEMS AND METHODS” and filed
20  on September 12, 2005 (attorney docket no. IGT1P243), all of which are incorporated
herein by reference. Accordingly, software related to such features may be provided
and/or controlled, énd related data may be obtained and/or provided, according to the
present invention. .
Some configurations can provide automated, multi-player roulette, blackjack,
25  baccarat, and other table games. The table games may be conducted by a dealer and/or
‘by using some form of automation, which may include an automated roulette wheel, an
electronic representation of a dealer, etc. In some such implementations, devices such
as cameras, radio frequency identification devices, etc., may be used to identify and/or
track playing cards, chips, etc. Some of gaming tables 1653 may be configured for
30 communication with individual player terﬁihals (not shown), which may be configured

to accept bets, present an electronic representation of a dealer, indicate game outcomes,

etc.
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not limted to License Manager 1631, servers 1632, 1634, 1636 and 16316,
and mai n network device 1625) are nounted in a single rack with sbTM server
1630. Accordingly, many or all such devices will sonetinmes be referenced
in the aggregate as an "sbTM server." However, in alternative

i mpl ement at i OnsSoﬁl@g%a%ingq{eﬁy&f(s iese g@(‘!ﬂ‘&l‘?@&llk'scd ?glﬁﬁﬁﬁuﬁbﬁﬁtﬂnoﬁla%ﬁgh sbT™M

server 1630 and/ or her “devi ces of the network bu ocat ed el sewhéré€. For
exanpl e, sabke giméheUde \Patsms ApplitationeNerolins gl 6on, sejibd£tCA SINGERSPAYHI n
conmputer room 1620 or | qcated el sewhere on the net Mor eov%;cgﬁit can be

rK,
advant ageof$ETBORSoANT R Gl "yands filsd ‘Hhtsﬁpté{"?%:?%o@/ (Hftozney e"%r ea
network (" 1 4 8 : | er at or
consol es o?é‘(ﬁ)‘r%%leopxhzg’sc%esc evi cg@gtsﬁg?&g]re%g%%ﬁ%% yggéﬁga%g%feg{cﬁoﬁaw th

ot her d&vi epésratir intiynsefeoria Aesiied gamef sukf a arppkteganicoaa BladfackSeiede, And the
devices may be provided with software, hardware and/or firmmvare for

i npl ement i RPI& Hill bgpugmasigathe serfigred withi geometticsh patteiie vxt, ey dthishhate
devi : i _ . _
Lo5o° oo caPePEaEdpl BE AL MARL B EC TR 0 s RS Bl o

uters W reless
devi ces 1659 a(ashirehomithe tlB)AsStséln of Bécdrding apingirudtivns berelved dtodd «d.sewvdreere i n
gam ng 1l5establishnent 1605 or at a renote | ocation. Al t hough the

f oregoi ng PF @ SEHLO MAYAGE ViGr# nehRotkdpisigescr i beq i n det .ai | by way of _
| Tustyation a”%agﬁﬁggétgtgis%egf‘ﬁ@658glg%l?Jcl&deérn'teworﬁ@cf’%&é@lgseiéfﬁ“ﬂ% gt W1

be recogni zed tha ove descri present 1 nvention nay be odied in

nunmer ous obheahe $Mpkhichtitivar kiaidsornsy 7anay betaeel foentasiows piposesd@piudingrutf r om
the spirit or essential 20 characteristics of the present invention.
Certai n chagglButgddo pasing ent ipsis redgmmienpradeemningdpoinisdrom 4 playgideyatood

but rat her P SASTRrE net By TR BBl b Pob R R e ke T R e
What is cl anhpRehehations, kiosks 1677 may be used for obtaining information about the gaming
15  establishment, e.g., regarding scheduled events (such as tournaments, entertainment,
etc.), regarding a patron’s location, etc. Software related to such features may be
provided and/or controlled, and related data may be obtained and/or provided,
according to the present invention. For example, in some implementations of the
invention, kiosks 1677 may be configured to receive information from a patron, e.g., by
20  presenting graphical user interfaces.

In this example, each bank 1610 has a corresponding switch 1615, which may
be a conventional bank switch in some implementations. Each switch 1615 is
configured for communication with one or more devices in computer room 1620 via
main network device 1625, which combines switching and routing functionality in this

25 example. Although various communication protocols may be used, some preferred
implementations use the Gaming Standards Association’s G2S Message Protocol.
Other implementations may use IGT’s open, Ethernet-based SuperSAS® protocoi,
which IGT makes available for downloading without charge. Still other protocols,
including but not limited to Best of Breed (“BOB”), may be used to implement various

30 embodiments of the invention. IGT has also developed a gaming-industry-specific
transport layer called CASH that rides on top of TCP/IP and offers additional

functionality and security.
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1. A wager-based gam ng machi ne conprising: 5a master gam ng controller
configured to control one or nore ganes of chance; a wager i nput
devi ce operable to receive an indication of a wager to play the one or

ganes of chance; a val ue output device configured to output an

i ndi cation of V@ieﬁ ga:%ﬁéégsit%sﬁlﬂeﬁmg ali’s%siﬁgug%eﬂogﬂlyflet%ﬁ(ﬁfﬁ ]étlentdd €

storing a first credit
bal ance r efix pailyi REIDAsWwitclss 1810wt mibltiplecRIFID asadedsaldl1@. fAn REdDekdtworkt o

pl ay the one qr nore ganes_of chance; a col

conf i gur ed My RegwpdiiPTataBRlf-th trackohipeih (wek PeEOPRERN g dcEoeh Al g

ganes of chance;

t nmenory i ce capa

mmuni catjon in erf%c

nore

08§ r st

processor i REROMLIIERY Yo RN Semdilje pRESRN LR URKIGEE BRARE. O

storing a second cre

nce representing a’ second anoun

avai | abbe emablivhniat 18b5.e SUnee ekafiples dEHoxe an aRBID networkd BHCbE aistd amzact i on
devi ce conprising a _second processor_and a third nenor

processor @pBigpistablighment are set forth in PpitedPtates &

devi ce,

second cre

i nf or mat i 00anuary 19, RECRI(XRofePMddRet PRI G BOBI2ENX1API7¢3 dBONCEIP)vard {nhe
communi cation interface, when it is determned that the securit

aut hor i zat itbitefl fitgesrBatcanAppligatipe Naai 1 (FI97¢ | oentitlsde RRWINL@4HDAY

al ance, 'rst req I'ncl adi ng securit

paat ea; n 31 SR RRRERCE OpifIEAnb LERRAKRRS RS o Sh AR TS,

15

20

25

30

2006 (Attorney Docket No. IGT1P1116C1X1/P-303 CON CIP), all of which are hereby
incorporated by reference.
As noted elsewhere herein, some implementations of the invention may involve

“smart” player loyalty instruments, such as player tracking cards, which include an

RFID tag. Accordingly, the location of such RFID-enabled player loyalty instruments

may be tracked via the RFID network. In this example, at least some of mobile devices
1670 may include an RFID tag 1627, which includes encoded identification information
for the mobile device 1670. Accordingly, the locations of such tagged mobile devices
1670 may be tracked via the RFID network in gaming establishment 1605. Other
location-detection devices and systems, such as the global positioning system (“GPS”),
may be used to monitor the location of people and/or devices in the vicinity of gaming
establishment 1605 or elsewhere.

Various alternative network topologies can be used to implement different
embodiments of the invention and/or to accommodate varying numbers of networked
devices. For examplé, gaming establishments with large numbers of gaming machines
1621 may require multiple instances of some network devices (e.g., of main network
device 1625, which combines switching and routing functionality in this example)

and/or the inclusion of other network devices not shown in Figure 16. Some

implementations of the invention may include one or more middleware servers

disposed between kiosks 1677, RFID switches 1619 and/or bank switches 1615 and one

or more devices in computer room 1620 (e.g., a corresponding server). Such

middleware servers can provide various useful functions, including but not limited to
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update the first credit balance stored in the first nmenory device in
accordance with the request. 2. The gam ng nachine of claim1l, wherein the
first request includes a 30request to transfer a designated credit anount
fromthe portable electronic device to the gam ng nachine. 3.The gam ng

machi ne of yel @ikdAng andif ragér?%étﬂﬁ 3t daff reL GOUERDmI svifch&N $¥hT i@l id s ?ﬁﬂﬁfgve to

a determnation that the st credit bal ance has reached a first credit

t hr eshol d. nb4Hines gahirong othece ldievieeso f Sonheaintpl@nemttdonsiof tHehavagioanoclpdedoassor  of
t he secure_ transaction device is further operable _to determne, using a

pr edet er mi Badneing Biethods apd deviers fat mamapingweety Prstatiitedi t threshol d, the

desi gnat ed CrediSItor?%%B%ces.lﬂl, shT™ s.erveﬁéﬁd‘%g&fgé% higag, Q@bifequ't's%?’

wherein the firs uest is transmtted 10 responsiveé to a’ reques

recei vefl fsawems 16321 1634,t ted6gadi hep 16phbstndevice(s) 1660 Gind Thaingeenvordy devadei ne of
claim1, wherein the first request includes a request to transfer the

desi gnat ed 1622dr¢ dispetedt Withignremeutgarqony 19d8 mfngamipe iasebhdhmeng| 1808 eldt r oni ¢

device. 15 practice, more or fJWermgiCQMaQ%e rﬁ@&h' B@pe?ltiin%l (ﬁ’ll ik @mplementation, some

such devices may reside in gaming establishment 1605 or elsewhere.
One or more dévices in central system 1663 may also be configured to perform,

10 at least in part, tasks specific to the present invention. For example, one or more
servers 1662, arbiter 1633, storage devices 1664 and/or host devices 1660 of central
system 1663 may be configured to implement the functions described in detail
elsewhere herein. These functions may include, but are not limited to, providing
functionality for devices such as wager gaming machines 1621, mobile devices 1670,

15  etc. |

One or more of the servers of computer room 1620 may be configured with
software for :receiving a player’s wager gaming notification parameters, determining
when a wagering condition corresponds with thé wager gaming notification parameters
and/or providing a notification to the player when the wagering condition corresponds

20  with the wager gaming notification parameters. Moreover, one or more of the servers
may be configured to receive, process and/or provide image data from cameras 1609, to
provide navigation data to patrons (e.g., to indicate the location of and/or directions to a
gaming table, a wager gaming machine, etc., associated with a wager gaming
notification), etc.

25 For example, navigation data (which may include map data, casino layout data,
camera image data, etc.) may be provided by one or more of the servers of computer
room 1620 to mobile devices 1670. Some implementations of the present invention
include a plurality of networked cameras 1609, which may be video cameras, smart
cameras, digital still cameras, etc. In some such implementations, such cameras may

30 provide, at least in part, real-time navigation features such as those described in U.S.

Patent Application No. 12/106,771 (attorney docket no. IGT1P410/P-1222), entitled
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wherein the master gam ng controller is operable to place the gam ng
machine in an out-of-service state in response to a request received from
t he secure transaction device; and 20wherein the second processor of the
secure transaction device is further operable to: ~ determine, in
response FOR@alfﬁﬂféﬁﬁﬁviéﬂioﬁ%&i%t sySast BRI Mdtods OTimiBh ¢inkoipotadhdraine | s
in communication with The portabl e el ectronic device; 25transfer, in
response t byacfdehes.m nati on that the communication interface is not in
conmruni cation with the portable el ectroni c devj he first .credit pal ance
fromthe first %ﬁﬁ Viges ihabmay be feplpyedy nﬁwﬁﬂ(f}g%é? Bet appear in FgUR Lo
request toghhe, IRSIeLogaT AL AAWoRL fihy ihllRdd ROUERY VaRBUS Mdio G t he
gam ng macll:;lbngxs ul gmger%l gnc,ggg&i r? tshea%l}t - ocfl- sgttjgl? eV st at e; lan(fhggéc ansm t
a request fdenfifiedtivnnrREIY?) GedddrsCHANT; buttal K& $vaitches, middlewarderveg egam ng
machi ne of claim 1, wherein the second processor of the secure_ transaction
device i s FomEdrwhighraappet depicted in Figye oy JBess fepiusss BRY PFOYAdSV A% f or

the POr ablcy BhAet FRPIRu B! 8 Sprvth ond bichlerlel ok hall AR oPISSREH LFY 2

time periodi t roni
mobile device 1670 according to the location of an RFID reader that reads an RFID tag

1627. !
10 The servers and other devices indicated in Figure 16 may be configured for

communication with other devices in or outside of gaming establishment 1605, such as

host devices 1660, kiosks 1677 and/or mobile devices 1670, for implemeénting some

methods described elsewhere herein. Servers (or the like) may facilitate

communications with such devices, receive and store patron data, provide appropriate
15  responses, etc., as described elsewhere herein.

Some of these servers may be configured to perform tasks relating to
accounting, player loyalty, bonusing/progressives, configuration of gaming machines,
etc. One or more such devices may be used to implement a casino management system,
such as the IGT Advantage™ Casino System suite of applications, which provides

20  instantaneous information that may be used for decision-making by casino managers.
A Radius server and/or a DHCP server may also be configured for communication with
the gaming network. Some implementations of the invention provide one or more of
these servers in the form of blade servers.

Some preferred embodiments of sb™ server 1630 and the other servers shown

25  in Figure 16 include (or are at least in communication with) clustered CPUs, redundant
storage devices, including backup storage devices, switches, etc. Such storage devices
may include a “RAID” (originally redundant array of inexpensive disks, now aléo

known as redundant array of independent disks) array, back-up hard drives and/or tape
drives, etc.

30 In some implementations of the invention, many of these devices (including but
not limited to License Manager 1631, servers 1632, 1634, 1636 and 16316, and main

network device 1625) are mounted in a single rack with sb™ server 1630.

97



5devi ce may be used for cashl ess ‘gam ng wi thout authenticating with one or
nore cashl ess gam ng servers; determne a first on-line use of the
portabl e electronic device, the first on-line use corresponding to a nost
recent time in which the portable el ectronic device was authenticated with

t he one or . ﬁﬁﬁn ) :
of fline w r‘fgeg\[;vﬁzla ’H‘]e flr%??uggg?@%éé%lzleso wﬂﬁlteﬁer t lg?h%)%%égn[eé%sse 'S
Wi t hi n t he ahi ‘tsbT™ gEifvier. e Huwedteny,in alternatipe rlmplqmamitmmnt hﬁ!nef br siiorefdfl thee use

is wwthin the first offline w ndow, use of the ort bIS&electronlc devi ce
wi t hout t h&episrs B EoBPBRIcRbAR Withed|'ceeryert e ap afp% VigES 1oy ed}?éw mor e

cashl ess ga ﬂ)%at%g re}/sg{;vﬁere]'%or e)]ganiqf_}e som-gbq’ tﬁ’?&é\n&s TBER Y Blneéd B

wherein the seco proces € Secure transactron device 1s

oper abl & t @acks within Fcﬁﬁa@htée rcﬁd’nﬁ) meeter fsvhted bl @whleRCoit thai rietwlenki CMprdblver ﬁthe
comruni cation interface, identification informati on associated with the
portabl e e|¢é@tbeoa¢\@ntféwéeto store dansmivelumes of dafansleydern ving depgearcay
first nessaggvtﬁg+ ﬂp the received identification informtion;

receive, q cashl ess gam ng server, a second nessage |ncluding an

i ndi cation that ddsigdi@robmel 620 Ihﬁyeinlamﬂé@bb or &loR€ bp&fioe cooled oo vdiser hoen at

| east partially blocked; and
devices that are configured for communication with other devices within and outside of
10  computer room 1620. Such host devices may be provided with software, hardware
and/or firmware for implementing various embodiments of the invention. However,
such host devices need not be located within computer room 1620. Wired host devices
1660 (which are desktop and laptop computers in this example) and wireless devices
1670 (which are PDAs in this example) may. be located elsewhere in gaming -
15  establishment 1605 or at a remote location.

Although the foregoing present invention has been described in detail by way of
illustration and example for purposes of clarity and understanding, it will be recognized
that the above described present invention may be embodied in numerous other specific
variations and embodiments without departing from the spirit or essential

20  characteristics of the present invention. Certain changes and modifications may be

practiced, and it is understood that the present invention is not to be limited by the

foregoing details, but rather is to be defined by the scope of the appended claims.
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25out put a notification that further use of the portable electronic device
has been bl ocked. 10. A nethod of operating a wager-based gam ng

machi ne,

t he net hod conprising: 30storing, in a first nenory device on the

gam ng machine, a first credit bal ance representing a first anmount of
credit available for wagering to playftfQne or nore games of chance
avai |l abl e on the gam ng machi ne; transmtting froma secure
transacti on deviWkatasclhineedgam ng rmachi ne, via a conmunication interface, a
first request to a portable electronic device in comunication wth the
gam ng machine, the first request representing a request to update a second

credit bal ance store
bal ance represeﬁtingq%QE%cong%%

&he %%ﬁﬁ%ggﬁﬁﬁggéﬁpﬁgngevice, t he second 5credit

cre avai |l abl e on the portable

el ectropi ¢ devi @énastdr@ainingSdontrelietadhfipied twledi@ros eaeion thyreaiatdes bt aadnicen

i nformation; receiving fromthe portable electronic device, via the
communi cat i on i BtE3ECRBPU ¢FYase Qperable t9aees YA Aaadicatian efiiewagss ie play the one

aut hori zation informatd onplies with one or nore security authorization
requirenenPEFKE% ?%Qﬁgg %5%’that the first amount of credit 10 has been
updat ed i n accomrdahecompilithddvive doafipesd ito aathut an indicHidatdfnghdehiaciudingtancr edi t
bal ance stored in the first nenory device in accordance with the request.

10

15

20

25

30

award based on play of the one or more games of chance;

a first memory device capable of storing a first credit balance representing a first
amount of credit available for wagering to play the one or more games of chance;

a communication interface configured to communicate with a portable
electronic device having a first processor and a second memory device, the second
memory device capable of storing a second credit balance representing a second amount
of credit available on the portable electronic device; and

a secure transaction device comprising a second processor and a third memory
device, the processor operable to:

transmit to the portable electronic device, via the communication
interface, a first request to update the second credit balance, the first request
including security authorization information;

receive from the portable electronic device, via the communication
intefface, when it is determined that thé security authorization information
complies with one or more security authorization requirements,' an indication
that the second amount of credit has been updated in accordance with the
request; and

update the first credit balance stored in the first memory device in

accordance with the request.
2. The gaming machine of claim 1, wherein the first request includes a

request to transfer a designated credit amount from the portable electronic device to the

gaming machine.
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11. The method of claim 10, wherein the first request includes a request to
15transfer adesignated credit amount fromthe portable electronic device to
t he gam ng machi ne. 12. The method of claim 11, wherein the first
request is transmtted responsive to a determnation that the first credit
bal ance has reaghed gpfi Bﬁﬁngcﬁlgghﬁe SPLBHE 3N @hbheinl BL st BE NRisQf ansinfitdd 12,
wherein the second procegssor of the secure transaction device is further
oper abl e t ocesfensvaricne, detssimmeptian phatdeeefingi neditshdact rhan gtashedmofirst ceaddt t he

first credit thr(ﬁshol d, the designated credit amount. 25 14. The
met hod of HM&I%2 wherein the first request is transmtted in response to
a request received froma user of the gam ng machi ne. 15. The

nmet hod of claim 11, wherein the first request includes a request to 30
transfef a desi gnat eGhergadiing armhint dfradaimt Bewhereinnthersecdridnprocessothef fher t abl e
el ectronic device. 16. The nethod of c¢laim 15, the nethod further

conpri si ngSecure transgeiQy devigerig fuitherapsisbleste detsrmines ying @ Aredetermiineg auto-
whet her the, ﬁ&ﬂ?ﬁfﬂé\ﬁﬁltah@ﬁae'H}Ete&&ﬁptﬁrésﬁolhnthg%@Wt&f“&le&)@aﬁﬂ’bﬁlﬂ the portable

el ectroni c devic

5. The gaming machine of claim 2, wherein the first request is transmitted

10  responsive to a request received from a user of the gaming machine. -

6. The gaming machine of claim 1, wherein the first request includes a
request to transfer the | designated credit amount from the gaming machine to the
portable electronic device.

15 '

7. The gaming machine of claim 6,

wherein the master gaming controller is operable to place the gaming machine
in an out-of-service state in response to a request received from the secure transaction
device; and

20 wherein the second processor of the secure transaction device is further operable

to:
determine, in response to a request to cash out, whether the
communication interface is in communication with the portable electronic
device;

25 transfer, in response to a determination that the communication interface
is not in communication with the portable electronic device, the first credit
balance from the first memoril device to the third memory device;

transmit a request to the master gaming controller, the request indicating
that the gaming machine should be placed in the out-of-service state; and

30 transmit a request to perform a no-card-cash-out operation.
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transferring, in response to a determnation that the conmmuni cation
interface is 5not in comrunication with the portable el ectronic device, the
first credit balance fromthe first nmenory device to the third nenory

devi ce; transmtting a request to the nmaster gam ng controller

i ndi cating that gthe gaglgdahifBeiichite JTQith PEwhERRBOMRI dcbdhd bReedor Bf afe
out-of -service state; and transmtti ng a request to perform a

no-car d- casécuwtrarrspercmtde@rc.e id furthér opelnablertet hod of cl ai m 11, t he net hod
further conprising: .determning a first fI|n ndow for.th
portable el ectronic detsrpine & Hist f’?ﬁ‘gg Wd?é rsﬁ%r \%lerPBBW’ Feeﬂ)‘?c §’Blr‘ft(? aﬁh me
period in which ftrﬂ%fﬂf%tv@iﬁh@w‘%%&%%hﬁﬁgﬁn b&GfodTRYyiReh HRGHriable JaHhRSS
gam ng w t hout authenticating one or re cashl ess gam ng l1l5servers;
determ fii ng a fidesite mmyl ber@seds éorofashless paningbiveh@it eathenticatingewith egnet dre
first on-line use correspondl ng to a nost recent tine in which the portable
el ectronic devi 6‘2—5”9\/8%3 hlgst BURNESSRVEH: wi th the one or nore cashl ess gami ng

servers,; hrgfn'g] {'ﬁ&g I YleNGe o? Qhé 534b10 fefelcfr&ﬂc VieDdewhantst he

first offllneuse whet irst of I|n use is within the first
of fl1i ne wi ndow; on-line uspesmespbndigg tovn erost teeerftitingt inokliich te posableselevitionion t he

first offline w ndow, use_ of thg qbéabl e electronic device wthout the
portabl e el ect r JRYIEC yay peibentisated i the ORE OWNORF GaRleRsRATURE MBYEScashl ess

e e ho gk ! 18he Ot Al Betihe LlifoWERfML Hh SO TRE! ST N0t

receiving fromthe por tronic eV| ce, Via e comuni cat1 on
i nterface, i dentwHetleatieditst sffiarermt isonitkiasbeiiat effling windohve port abl e
el ectroni c device; , . N : .
permit, when the first offline use is within the first offline window, use
of the portable electronic device without the portable electronic device
authenticating with the one or more cashless gaming servers.
15
9. The gaming machine of claim 6, wherein the second processor of the
secure transaction device is further operable to:
receiVé from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;
20 transmit, to a cashless gaming server, a first message including the received
identification information;
receive, from the cashless gaming server, a second message including an
indication that further use of the portable electronic device has been at least partially
blocked; and

25 output a notification that further use of the portable electronic device has been

blocked.

10. A method of operating a wager-based gaming machine, the method

comprising:
30 storing, in a first memory device on the gaming machine, a first credit balance
represehting a first amount of credit available for wagering to play the one or more

games of chance available on the gaming machine;
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transmtting, to a cashless~ganing server, a first nessage including the
.received identification information; 30receiving, fromthe cashl ess gam ng
server, a second nessage including an indication that the portable

el ectronic device has been bl ocked; and outputting a notification
that further ?ra%mﬁtt*ﬁ% ROH Q% r‘é"t%fs &%hcdé%?éé' &r?tl'f@ %nm%hlh@aﬁg a .
partially blocked. 19 systent cashl ess gam ng, st em conpri si ng:

5a gam ng wrewhiunecadomf imgerfaed, to ﬁrsesmquesnneo oh pmt&lgaatestrmﬁcchemce int he
gam ng nmachi ne conpri si ut devi ce operable to receive

an i ndi cat CBRTHRIE I%g@ﬁl ihs. Fmipe RN T TGRS BRI et e (ol e
out put devgﬁgart%l%écght; %ﬁqtt%ﬁmc@%or%@ oln”ﬁ'l WE@H 2Bl & cthﬂhé’%exthé nt?tte %@&d}ﬁt an

awar d base one or nore ance;
devi ce sapahddé bilaﬁdeorepﬂ@eﬁuﬁg raskeo@»h&ohmoml ahereditepvaiiablet b tha Ifdrt‘able

anount of credit available for wagering to play the one ar
electronic device, the first request including security authorization information;
receiving from the portable electronic device, via the communication interface,
when it is determined that the security authorization information complies with one or
more security authorization reqt1irements, an indication that the first amount of credit
10 has been updated in accordance with the request; and

updating the first credit balance stored in the first memory device in accordance

with the request.

11.  The method of claim 10, wherein the first request includes a request to
15  transfer a designated credit amount from the portable electronic device to the gaming

machine.

12, The method of claim 11, wherein the first request is transmitted

responsive to a determination that the first credit balance has reached a first credit

20  threshold.

13 The method of claim 12, wherein the second processor of the secute
transaction device is further operable to determine, using a predetemtined auto-transfer
amount and the first credit threshold, the designated credit amount.

25 .
14.  The method of claim 12, wherein the first request is transmitted in

response to a request received from a user of the gaming machine.
15. The method of claim 11, wherein the first request includes a request to

30 transfer a designated credit amount from the gaming machine to the portable electronic

device.
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nore ganes of chance controlled by the master gam ng controller; and one or
nore comruni cation interfaces; 15a portable electronic device in

comuni cation with the gam ng machine via the one or nore conmuni cation

i nterfaces, the portable el ectronic device conprising: a first processor;

a second nenory jgevi S‘?‘Sm & MimSt _,qﬁg}getﬁ?ggﬁg{%g%&? it ,-bal ance

representing a secon nount of credit aval e p%rtabl e electronic
20devi ce; datesaming it responset tocnrad@vstae cash ownaheihea theotomyh tilii cation

gam ng machi ne via the one or nore comuni cation interfaces, the secure
transact i oMEEIGEAR IR FHIP IV s Ttabls clesanic 48¥C% t hird nenory devi ce,

the processor C%Bétg% dirf Rs (}nrsé?osg]d%tehﬂin%ggn Bt BRPL b Geid AN ferAeY e,
via the one or nore oMU Cat i on I ner aces, a first request to update
t he sec®§nd not edédmrahiastim, witheéhd porgibla eegtamiic devite) dhenfirss exedit ibhlance from

aut hori zation_information,; . receive fromthe portable electronic

devi ce, vi dhe fitst Bgwopr devisedo dnthirdimemarydeyigter f aces, when the security

equi rement o, anerri | sAORRL ARl G Rl R PR O] BRSO
updat ed i nnabidedhnde batdnipdringly pbapeé it an Gutcbi-service stfietadnd the first credit
bal ance stored in the first nenory device in accordance with the request.
transmitting a request to pérform a no-card-cash—out operation.
10
17. The method of claim 11, the method further comprising:
determining a first offline window for the portable electronic device, the first
offline window representing a time period in which the portable electronic device may
be used for cashless gaming without authenticating with one or more cashless gaming
15  servers; ‘
| determining a first on-line use of the portable electronic device, the first on-line
use corresponding to a most recent time in which the portable electronic device was
authenticated with the one or more cashless gaming servers;
determining, using the first offline window and the first offline use, whether the
20 first offline use is within the first offline window;
permitting, when the first offline use is within the first offline window, use of

the portable electronic device without the portable electronic device authenticating with

the one or more cashless gaming servers.

25 18.  The method of claim 11, the method further comprising:
receiving from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;
transmitting, to a cashless gaming server, a first message including the received
identification information,;
30 receiving, from the cashless gaming server, a second message including an

indication that the portable electronic device has been blocked; and
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20. The gam ng machi ne of claim 19, wherein the first request includes a
request to transfer a designated credit anount fromthe portable electronic
device to the gam ng nachine. 5 21. The gam ng machine of claim 20,
wherein the first request is transnitted responsive to a determ nation that
the first credit o t r he
gam ng nachi ne o?gbﬁ}tgl%mgSgﬁﬁvaﬁlg?gpﬁdguﬂgys{é%o%%{hg 8}:13212 oeﬁéég%h%h%&g‘%gﬁ%e

t ransact i obedeatilest patidlly blbekedoper abl e to determ ne, using a predeterm ned
auto-transfer anmpunt and the first credit threshold, the designated credit
anount . 23. The gam ng machi ne of claim 20, wherein the first
request is tran tted ' aar t ed froma user of

t he gam ng machlﬁrg:e %sﬁém&%?%%l}ﬁésggaﬂn&é theesﬂéi%g 08@%%?&1 m 19, wherein the
first request iacgausieg rachaRuesifiguted foapeb@it duef orf Blore pafled ofldhaiet, theom t he
gam ng machine to the portable electronic device. 20 25. The
gam ng- naclgﬁfﬁ@gd?la‘&llﬂaq%%ﬁ%erel n the gam ng nachine in configured to
place itself in an oyt S 0 |ved
fromthe secure trangac g%e/é/&’gce 3p%£a§’1%/\§ I%gewe %ﬁﬁld cgtl&l é@é}l géerstéga of the
secure transact Itl(H‘brd;thln(i‘(ﬁelgSmEdeﬂd]ﬁﬂcd?peram e 25to.

a value output device configured to output an indication of value
10 including an award based on play of the one or more games of chance;

a first memory device capable of storing a first credit balance
representing a first amount of credit available for wagering to play the one or
more games of chance controlled by the master gaming controller; and

one or more communication inferfacc:s;

15 ' a portable electronic device in communication with the gaming machine via the
one or more communication interfaces, the portable electronic device comprising:
. a first processor;
a second memory device capable of storing a second credit balance
representing a second amount of credit available on the portable electronic
20 device; '
a secure transaction device in communication with the gaming machine via the
one or more communication interfaces, the secure transaction device comprising a
second processor and a third memory device, the processor configured to:

transmit to the portable electronic device, via the one or more

25 communication interfaces, a first request to update the second credit balance,
the first request including security authorization information;

receive from the portable electronic device, via the one or more
communication interfaces, when the security authorization information complies
with one or more security authorization requirements, an indication that the

30 second amount of credit has been updated in accordance with the request; and
update the first credit balance stored in the first memory device in

accordance with the request.
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determ ne, in response to a request to cash out, whether the one or nore
communi cation interfaces are in communication with the portable electronic
device; transfer, in response to a determ nation that the one or nore 30
conmuni cation interfaces are not in comunication with the portable

el ectronic device, the first credit balance fromthe first nenory device to
the third nenory device; transmt a request to the nmaster gam ng
controller, the20equadt gamihg atachige tdfalaiinhtd, geldreig thadinst reqieddpincthdee a
tenporarily placed in the out-of-service state; and transmt a request to
perform a FSUeHte @R ddesigptadgredhamaunt from thepgrialgelegippigglerige ko the of
claim 19, erein the second processor of the secure transaction device is
further cof Iflbn%rl{eq%?htnbef determne a first offline window for the
portable el ectronic device, the first offline wi ndow representing a tine
period in which the portable electronic 10devi ce may_be used for cashl ess
gani ng wit hout 2t hedibr gaminggnaghine ofrdaigy 2Qyyrherein thel festareguast isdrapapifieds

determne a_first on-line use of.the portabl.e e nLoni i.C first
on 11 ne s £eoRRiPts, B R Tef ol el BRaf 1B TP et ot b
el ectroni ctigesHot® was aut henticated with the one or nore cashl ess gam ng

Servers,;
10 22. The gaming machine of claim 21, wherein the second processor of the

secure transaction device is further operable to determine, using a predetermined auto-

transfer amount and the first credit threshold, the designated credit amount.

23.  The gaming machine of claim 20, wherein the first request is transmitted

15 responsive to a request received from a user of the gaming machine.

24.  The gaming machine of claim 19, wherein the first request includes a
request to transfer a first credit amount from the gaming machine to the portable
- electronic device.
20
25. The gaming machine of claim 23,
wherein the gaming machine in configured to place itself in an out-of-service
state in response to a request received from the secure transaction device; and
wherein the second processor of the secure transaction device is further operable
25  to: |
determine, in response to a request to cash out, whether the one or more
communication interfaces are in communication with the portable electronic
device;
transfer, in response to a determination that the one or more
30 communication interfaces are not in communication with the portable electronic
device, the first cfedit balance from the first memory device to the third memory

device;
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15determ ne, using the first offline window and the first offline use,

whet her the first offline use is within the first offline w ndow,

permt, when the first offline use is within the first offline w ndow, use
of the portable electronic device wi thout the portable el ectronic device

authenticating with the o enhSAShkessnday 1REIUEL 40 dicati 27.
The gam ng nachi ne o?.cTa?%f%%?gahere?hgiﬁ%-segggﬁgbrobe§§%weo?nfﬁ%ugecure
transaction devitiee the ghmighefackiaafshguldest temiporarily placed dhwhe foueof-st@ice
portabl e electronic device, via the one or nore comunication interfaces,

i dentification St#%RA%ti on associated with the portabl e el ectroni c device;

25transmt, to a cas@5§§ﬁﬁ?g%h§?fgﬁgﬁgﬁnagoikﬁﬁ&mﬂgﬁﬁﬁgﬁ?% I 'uding the

received identification In receive, e cashl ess
gam ng Server, a second nessage including an indication that the portable
el ectroni c device has been bl ocked; and, . output_a notification
that further us@%of tlhe g9Bring Blaghia of clagni 19, adraie theasecprb progessgope st

partially tgleé%l(r:g ggﬂsaction device is further configured to:

determine a first offline window for the portable electronic device, the
first offline window representing a time period in which the portable electronic
10 device may be used for cashless gaming without authenticating with one or
more cashless gaming servers;
determine a first on-line use of the portable electronic device, the first
on-line use corresponding to a most recent time in which the portable electronic
device was authenticated with the one or more cashless gaming servers;
15 determine, using the first offline window and the first offline use,
whether the first offline use is within the first offline window;
permit, when the first offline use is within the first offline window, use
of the portable electronic device without the portable electronic device

authenticating with the one or more cashless gaming servers.

20
27. The gaming machine of claim 23, wherein the second processor of the
secure transaction device is further configured to:
receive from the portable electronic device, via the one or more communication
interfaces, identification information associated with the portable electronic device;
25 transmit, to a cashless gaming server, a first message including the received

identification information;

receive, from the cashless gaming server, a second message including an
indication that the portable electronic device has been blocked; and

output a notification that further use of the portable electronic device has been at

30  least partially blocked.
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