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T/ EPO0/ 13122 Met hod of and Device for Verifying a File The invention
relates to a nethod for verifying the authenticity and irnemmmmmmﬁmmmmmMIle
whi ch *has been received or is to be transnmitted by a conpute S
provi.ded with a digital signature. The invention further relates.ioa
device for 5 carrying out the nethod. The transmtting and receiving of
data by el ectronic ways and neans has becone enornously inportant with the
pr ogr essi yerifiQVEhSRARARsIOfiod SEInteriRionslt Applidarion ool PG T/EPOG18122 i nt er change
of inportan ata (sensitive data), as occurs for instance with trading
via Internet (e-comrerce), there is the need of guaranteeing 10 a safe data
transm ssion. This results fromthe fact that information that is sent via
the Internet fromone conputer to a renote, ot her conputer, passes through

a nunber of interposed corMeuthedofand Device fyingadilenefore it arrives
at its destination. Thus, there is the danger that the transm ssion of

data by neans of __files.may. be disturb in.an u Lred . 9Lt s the
reception ther eo?hﬁ&vﬁnﬁﬂb%la?%s s T&éﬂ‘gﬁqrggflgﬁn%@ggﬁghegﬁ% gai sdgmﬁg 121 third
party. It is ipfiRakhickWafbednt@cditsd G i8é betradsrhittad dyiat doatpukdrland tieth iss
interested in that the authenticity and i ntegri ty of the receiived f.ile has

been veri fi ed. pravidednwitle iatdigitatesignatyrg. The énveatien farther 4elates 19 BeVIEh QT ¢ he
file actuglly comes fr t hat .person (or fromthat conpany etc.) who

pr et ends tago beCWén%%lﬁgg%mS&wfihe file. The integrity 20 of the file exists,
If its content has not been altered - deliberately or accidentally - during
transni ssion. W tihes@asifitiag amg! feceivingnsf, dathdrye electeortibevayd dindi means Hasmands

on the side of the recipient that the confidential nature of_.th
transmtted dabeFoms erORBORLY TRARMBY Wity CtRRRETEEIYA ‘?F@'etﬂpn}eﬂgog &Wé@ﬁ%ﬁt'
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taking into consideration the aspects as set _ )
instance with trading via Internet (e-commerce), there is the need of guaranteeing

10 a safe data transmission. This results from the fact that information that is sent via
the Internet from one computer to a remote, other computer, passes through a
number of interposed computers and separate networks before it arrives at its
destination. Thus, there is the danger that the transmission of data by means of
files may be disturbed in an undesired way prior to the reception thereof both due

15 to transmission errors and also by a third party.

It is in particular the recipient of a transmitted file that is interested in that the
authenticity and integrity of the received file has been verified. Authenticity
means in this context the guarantee that the file actually comes from that person
(or from that company etc.) who pretends to be the sender of the file. The integrity

20 of the file exists, if its content has not been altered - deliberately or accidentally -
during transmission. With specific applications, there are the additional demands
on the side of the recipient that the confidential nature of the transmitted data is

ensured and/or that the denying by the sender of having sent the data is ruled out.

Safeguarding the data transmission taking into consideration the aspects as set
25 out above is done in a known manner by using well-established technologies and

standards which find international acceptance and are termed public key
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25 out above is done in a known manner by using well-established

technol ogi es and standards which find international acceptance and are
termed public key * GOOO2* 2 cryptography. An essential aspect of this
method is to provide a file, which is to be transmtted, with a digital
signature which is verified after receptd-on of the "signed" file on the
conputer of the recipient. Thus, a signed file neans in this context a
file conplete with its associated digital signature. 5 During verifying

there is the dalyg@graphpmmgsennhadspe@emltfhs enethddis as pmwdaet héile, which (U
programs (e.g. eci al Java or ActiveX appljcations
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out put on the cf play screen nputer, 1s-not col nC|dent W th

t he data that ¢trasexdbadile senpleteGrith heaébﬁciatb&drgxﬁahmgnatuxte is al so possible that

the verifying of the received data is perforned in a correct manner and
but that man d .data is out put

correctly Jeads t osi.tive result, ul at.
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occurs, on signing a file that 'is to be transm a fault caused by a

virus or the 15f thiekrecipiedt detung tieo verifistalion @pkrations orhba\@embran inflaencgtaner
does not have to re def ect
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i's a defect inof hig/hdt @b theﬁh@ﬁh@t Uéﬁmdéntsﬂlthtth@ﬂaﬁaOthhth@seb@hodéhefUBn weul d be
possible with a conplete i ndependent S|%nature architecture, i.e. with a

speci al syt errptthﬁraltm@h itdp aléa PPF%W?@ttﬂPFeV‘@ yingf e feceived datg la@arformed
excl usively fof, § E&ré’c‘t‘ éﬁafnh&a& c dg'léa% 10 '@ vaé’reﬁ‘ﬁ bﬁt“ﬁﬂt gngﬁ EL%H woul d

requi re a processor perlp era vices of 1ts own, suc eyboard,
a display scr edmwimtputlm thsdisplay sa@séd without atmnlmgtfemiedeqmplemameurrﬁgom Us 5
406 624 there is known a safeguardi ng device for a conputer,

The inverse problem can occur on the side of the sender of the file. If there

occurs, on signing a file that is to be transmitted, a fault caused by a virus or the

15 like and being not noticeable to the sender, the latter does not have the possibility
to recognize the defect with the aid of the signed file displayed on the display

screen, in particular in case there is a defect in the digital signature.

A solution to these problems would be possible with a completely
independent signature architecture, i.e. with a special system that shielded from

20 the environment is provided exclusively for the verification of files. However, as
such a system would require a processor and peripheral devices of its own, such

as a keyboard, a display screen etc., it is too costly for the intended purpose.

From US 5 406 624 there is known a safeguarding device for a computer,

with which data relevant to safeguarding is kept away from the computer which

25 possibly is infected by a virus or the like. The device further serves the purpose to
carry out operations such as the generation of keys and writing the keys into smart

cards, in a manner independent from the computer. For this, the computer is
isolated from its peripheral devices, by these being not directly connected with the

computer, but via the interposed safeguarding device. For performing the



W th which data rel evant to safeguarding is kept away fromthe conputer
which 25 possibly is infected by a virus or the like. The device further
serves the purpose to carry out operations such as the generation of keys
and witing the keys into smart cards, in a manner independent fromthe
conputer. For this, the conputer is is@d-ated fromits peripheral devices,
by these being not directly connected with the conputer, but via the

i nt erposed saf eguardi ng device. For perform ng the 3 operations that are

rel evant to sajm@gatindithd.aré RfevdByioCsafdgakiriing, e dovide takesothe contivel oveetliepher al
devi ces and i ndependently perforns the required actions such. as urgﬁadi ng of
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such as the reading of and witing into a smart card. Mreover, a 10

conpl ete and sbpaianecdtidsioras saivetion.chnadditiohathet wfeguarsing dayice As (Ve

saf equarding device. Therefore it i.s the object of e.in | O

provide a poss FYPPHGpd AN VEWCPﬁxﬁﬁnSI‘ée’ bFﬁH%itfﬁ ‘ﬁeélgtnﬁé?or%eg%g@}en ér?’é&cpg?xved or
is ready to beo?fﬁ‘ﬁ‘t‘ionsV‘ﬁfcﬁrhsnﬁgﬁféacﬁﬂgﬁio!f it ewrififlg iimbod RibaitoardhMokedver,as saf e
as possible in terns of the authenticity and 15 integrity of the file

out put at1@he oemplete abdseparatsfdisplayorerreneentriias tobg prasentdn g sAEREUBIAInG
met hod of the t PE initially mentioned in which, for wverification, signals
are accessed \Aﬂ%’{clﬁe'are avai l abl e at an interface of the conputer with an
out put device for outputting the file provided with the digital signature.
This all ows a ver Theefdre @iris dfe abdéad ofithel ilvénsionud providet a possibility plitvedfumge of
20 the conputer and perceived by the user. The i ventiog. ihs ased . q)the
know edge a signed file that has been received or is ready to be sent, which makes available

an information which is as safe as possible in terms of the authenticity and

15 integrity of the file output at the output device of a computer.

This object is solved by a method of the type initially mentioned in which, for
verification, signals are accessed which are available at an interface of the
computer with an output device for outputting the file provided with the digital
signature. This allows a verification of data as it is output at the output device of

20 the computer and perceived by the user. The invention is based on the knowledge
that the signals which are delivered to an output device of the computer, can not
be attacked by viruses or the like, because the output device represents a passive
unit which does not further process the data. Thus, the observer of the signed file
can be informed of the fact whether the file output at the output device and the

25 digital signature match each other. In case of a positive result, it is ensured in this
way that the data (file and digital signature) brought in for verification has not

been manipulated later on the computer of the recipient or in the network.

Since it is provided to carry out the method according to the invention in a
device that is logically separate from the central calculating unit (CPU) of the

30 computer, the verification of the file can not be disturbed by viruses or the like,



that the signals which are delivered to an output device of the conputer,
can not be attacked by viruses or the like, because the output device
represents a passive wunit which does not further process the data. Thus,
t.he observer of the signed file can be infornmed of the fact whether the
file output at the output device and thd-25 digital signature match each
other. In case of a positive result, it is ensured in this way that the
data (file and digital signature) brought in for verification has not been
mani pul at ed | awkich grossibly haovepurt énfluednce foa thecdqia gmocessing nakihg phatewinr the Si nce
it is provided to carry out the nethod according to the invention in a
device that isCOYJ'Tally separate fromthe central calculating unit (CPU)

of the 30 conputer, the verification of the file can not be disturbed by
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met hod according to the invention preferably conprises the decryption of

the digital signahemgtdd dderdigconae invehtsh piegstsly coinprised the dedryptiogesht
nunber bei ng %gner,at ed by the decryption, This first digest nunber,K can
then be conpar®g digitah sigapiugs af (gyrecnsiueied sigapd) filg. gelitst AIRSHSHIMIFT OFINgs
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posi tive resul fupdnidcli§ 268 rmegﬂngcm B 81d Which8s blp8t, GRMGEENBE: the énpldyed
received file, the recipient can be sure that the file really has been sent

by the senderkeyCastsalyubeiongs, toftbe semiet. diewevenethiseasdigningabetween putlis kay of f er
meani ngl ess and sender usually is ensured by an independent certification authority. In
addition, with a positive result of the comparison and if the file concerned is a
15 received file, the recipient can be sure that the file really has been sent by the

sender. Consequently, for instance the sender can not make an offer meaningless

that is contained in the file by denying to have ever sent this file.

According to a further development of the method it is also provided for to

verify the point of time of generation of the file provided with the digital

20 signature. It is in this way that, e.g. with received files, there can be given at the
moment of receiving a safe information about the validity of an offer that is

limited in time and was contained in the signed file.

The method according to the invention is particularly suitable for files that
have been received online from a network or are transmitted online via a network,
25 because such files are subject to an increased risk of faulty transmission or

manipulation,

Finally it proves to be an advantage to carry out at least a part of the method
by means of a chip card. In case the computer is equipped, for instance, with a

smart card terminal, it is possible to support by an appropriate smart card both




that is contained in the file by denying to have ever sent this file.
According to a further devel opnent of the nethod it is also provided for to
verify the point of time of generation of the file provided with the
digital 20 signature. It is in this way that, e.g. with received files,
there can be given at the nonent of regeiving a safe information about the
validity of an offer that is limted in tinme and was contained in the
signed file. The nmethod according to the invention is particularly suitable

for files that decfﬁﬂﬁnh?emtibﬁ§ﬁéde€ﬁrﬁﬁﬂ cormebricrmvithnaé wisthodosiccarding tatdwni t t ed
online via a network, 25 because such files are subject to an increased
ri sk of faultyinveripgnprdyesiicationsafkerul ati on. Finally it proves to be an
advantage to carry out at least a part of the method by nmeans of a chip
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The device is coupled preferably to the interface of the computer with a

display screen. In this way for instance the recipient of a file receives the safe

15 information whether the received file in the form as is displayed on the display
screen actually comes from the indicated sender and has been transmitted in an
interference-free manner. The device, however, can also be coupled to the

interface of the computer with a printer.

For a cost-effective production of the device it is of advantage that the device
20 comprises an ASIC (application-specific integrated circuit), which houses the
circuitry necessary for verification. The ASIC can also include a microprocessor

which operates in a program-controlled manner.

Flexibility in terms of the selection of the computer on which the device is to

be employed is achieved in that the device is suitable for retrofitting of the

25 computer, i.e. is configured as a so-called add-on system. The device can be
installed on the desired computer in a simple manner and, if required, be

uninstalled again in order to equip another computer with the device.

The device can be arranged internally on the base board (motherboard) of the

computer or on a plug-in card of the computer. It can, however, also be realized in



display screen. In this way for instance the recipient of a file receives
the safe 15 informati on whether the received file in the formas is

di spl ayed on the display screen actually cones fromthe indicated sender
and has been transmitted in an interference-free manner. The devi ce,
however, can also be coupled to the interface of the conputer with a
printer. For a cost-effective production of the device it is of advantage
that the device 20 conprises an ASIC (application-specific integrated
circuit), whicih &oaseseduljmdeit whidh i Yomecasseitly te@ompater f Scats prssibihorAS| C
can al so include a m croprocessor, which operat eg in.a programco t%%)llhl ed
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data for a decryption process. Hence, there exists the possibilijt o0 have
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al so further functions that arée related to the nethod according to thhe
i nventi on whi clknegad) be perforned by the terminal. 10 In order to informthe

user in a sinple and unconplicated manner about the
A preferred embodiment of the device according to the invention comprises a
real-time clock by means of which the age of a signed file can be determined. This
15 may be required, for instance, to verify whether an offer contained in the file is

still valid.

In case the device is to be installed at changing places, the coupling of the
device to the interface of the computer can be effected in a wireless manner. With
this, the selection of the locations is not impaired by the length of a cable or its

20 undesired visibility.

Further features and advantages of the invention will be apparent from the

following exemplary description with reference to the drawings in which:

Fig. 1 shows a schematic flowchart for processing a file that is to be

transmitted; and

25 Fig. 2 shows a schematic flowchart for verifying a file which has been
received using the device according to the invention, which operates in

accordance with the method of the invention.



result of the file verification, the device conprises a TRUE/ FALSE di spl ay
means. A preferred embodi nent of the device according to the invention
comprises a real-tine clock by neans of which the age of a signed file can
be determ ned. This 15 may be required, for instance, to verify whether an
offer contained in the file is still wdl-id. In case the device is to be

I nstall ed at changi ng pl aces, the coupling of the device to the interface
of the conmputer can be effected in a wireless manner. Wth this, the

sel ection of theTheaatthodhsactardingt td migaimedtity andetheedgytite eécoadivghiether it s
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according to thgwofkavention as provided therefor will now be descri bed
below, with the aid of the exanple of verifying a file which has been
received. It is, however, just as possible to apply the nethod and. the
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recipient. A digest number has a given length and is specific to the particular file,
i.e. even the slightest change in the file would result in a different value. On the
other hand, however, it is impossible to ever obtain the original file from the
digest number. The digest number of the file is encrypted by means of a private
15 key of the sender, which is known only to the sender. The result of this encryption
is referred to as digital signature of the file. The digital signature is appended to
the file to be transmitted. The file provided with the digital signature (signed file)
may now be sent immediately to the recipient via a network 12 or, if the data is

confidential, may be encrypted beforehand.

20 The optional encryption of the signed file is usually performed by means of a
randomly generated one time key. The one time key itself is, in turn, encrypted by
a public key and subsequently appended to the signed, encrypted file. Finally,

they are both sent together to the recipient as "protected file".

Fig. 2 shows the operations carried out for verification of the received file on

25 the side of the recipient. The file received by a computer 14 is recognized as
protected file or merely as signed file. In the first case, the protected file is first
decrypted on the computer 14 by means of a private key of the recipient, whereby

a signed but still encrypted file and a one time key are obtained. Using the one

time key, the signed, encrypted file may now be decrypted. The signed file



10 digest nunber is calculated fromthe file prepared by the sender and to
be sent to a recipient. A digest nunber has a given length and is specific
to the particular file, 1i.e. even the slightest change in the file would
result' in a different value. On the other hand, however, it is inpossible
to ever obtain the original file fromtlge digest nunber. The di gest nunber
of the file is encrypted by neans of a private 15 key of the sender, which
is known only to the sender. The result of this encryption is referred to
as digital sigesiltng tirefedia if ishissequdnelyhrgedssdd Rir@eainite sameappendadfileo t he
file to be transnlkted The file provided with the dlgltal si gnature
(signed file) Whig) hapheepdecsiyrd nomraogrypted apdiwhiehy s nrevifled wih agignaliieiet wor k

12 or, if the data is confidential, nmay be encrypted beforehand. 20 The
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random y generated one tine e one tinme key itselt , I'n turh,
encrypted by devieebl6i whikkeys mde@emmquemnpu}texamoﬂadadnteﬂaadﬂes gisgurete, the
encrypted file. Finally, .th re both sent to r to the recipient as
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of the recei vegk piovRle@The2fighdlesiiptied 8% tﬁé“&)rﬂlﬁﬁéxplcﬁﬁime'w@uf déAce egEdrved by
a conputer 14 is recog&&zed as protected file or nerely as signed file. In

the first casedisplagng fas ségneddile meeloglgaliy soparatafisemylin e@tr@hcatlﬁéatmwumfr 14

by neans of a h

encrypt ed fil el%a Cél%gﬁtgggx’tle 9 eesglg@geg%b]?%tlbﬁvxgﬁ %@*ﬁﬁ'&)ig&g%@mﬁ%’é ox e ey,
the signed, enconypitedi4. iThersiey, theve Hignsleareyndtelbjeth®d st@Ray Virlses 8r the
resulting therefromis subsequently processed further in the sane way as a

file whih hakk®eibery ecei ved non-encrypted and which is provided with a
signature. In order to nake the signed file visible to the recipient, it is

output at an out pibagifley ié el Sl eick S CAHIRE LBEhecRAPCATBHAE 51 /T @ an

interface 18. As a ru ut put eV| ce I's a display screen
printer or thedéwdeeZﬁawhlrchrcaaxacqeke tied signalseinended ded . thd romitmit gdeadice d6ppl i ed

by the conput eI(I rmalfy? a}l r111(13'&3 acepll'ét tﬁ u 1seplei|'y6screcn is an analog interface. In modern
display screens, which themselves convert the data to be displayed to analog

15 signals, a digital interface is provided accordingly. For the sake of simplicity, the

data available at the interface in this case is likewise referred to as "signals". Both

the connection of the output device 16 and of the device 20 with the interface 18

of the computer 14 may be effected in a wireless manner, e.g. by means of

infrared interfaces, adapted to each other, provided at the equipment involved.

20 The device 20 includes an electronic circuit which may be accommodated in
an ASIC, and a suitable program for verifying the signed file. Since the device 20
is logically separate from the central calculating unit of the computer 14,
disturbance of the verification of the signed file by viruses or the like which are
located for example in the main memory of the computer 14 and affect the data

25 processing in an undesirable way is impossible.

The verification of the signed file in the device 20 will now be described for
the case in which the output device 16 is a display screen: The signals available at
the interface 18 are scanned and evaluated by the device 20. The image output on

the display screen may thereby be reconstructed and the file "displayed" therein



di splaying the signed file are logically separate fromthe centra
calculating unit of the conputer 14, i.e. these signals can not be
affected by progranms running on the conputer 14. Therefore, these signals
are not subject to attack by viruses or the 10 like, either. In addition
to the output device 16, further connectoed to the interface 18 is a device
20 which can access the signals intended for the output device 16.

Normal ly, an interface 18 with a display screen is an analog interface. In
nmodern  di spl ajlosg ednthe aROEIed BgRL | st@Bingory esdatddh eTtdadigitalosigratdiesisl ayed
to anal og 15 S|gnal a digital interface is provided accordingly. For the
sake of si npli%acrypted Wémea&%@f apabl l‘-‘alfﬂYeW]élPhthﬁfebPW wadgpeblichy E“Fﬁeg&l&lﬁé’é{ is

| i kewi se refer t

device 16 and ﬂ(i)lg q%de%r e(\il|IS(S:Aedgg%h%t eEit% % f«?ﬁ‘ 3&% dsg@ltd)&heﬂ@odr?r%g%r

may be effect eshmbergemeratet ésan tmrmgmal éﬂgby ithe sreadas Toé publid keay waertified

I nterfaces, apted to each ot VI de at t i nvol ved. 20
The devicé 20dli’3hE‘P Efdjtége%nte?eé@ ?a(Slﬁ’P(,a“ orityi thevss hoﬁaﬁlb‘g‘a CLYPEGRHAALE i n
an ASI G, and adlgéﬁt tnﬁFh'b@r X Q&Bﬁﬂndf%&t Mfhbdrié BEclBRd Ftn et fileliRelf FaCMist he

device 20 is logically separate Tromthe central calculating unit of the
conputer 14, testamebmathemeafical adgarihinf iscasedowhizh gemermdgdwdon‘l'gllnel Bigesti r uses

or the like which are located for elnthe mennr f th
conputer 14 an%”rglfelreé’fl thie CBHPBterZé p?ggthgs?el‘i‘&eﬁ n Bg?lpéb%é '{t}vagl % s

i mpossi bl e.  Th@ahemiafiéd atdopithi redu@d FotARADrbedsS hhve Eé&ﬁ se@ttbg&heOwith tle now
be described for the case in which the output device 16 is a displa
screen: THe sidighiplssignatmeahne tao digpe pusplers gececventuglly eqrapased wityeac
eval uated by t V4 e b@ﬂlg e

t her eby be rec%ﬁgl?%ﬁi @gé&%itdlgﬁ%)hw& ?g I'spla g’é"’“hé%‘ﬁﬁg gé'ofﬁ{e & h t he
associ at ed di g20.athese@iahay e dlsplhyrsdatbedxarﬁﬂﬂe bslla@rée'ml hm-gnﬁttmg dldds in the
decrypted by neans of a public been nmade ubllclyqa%fesm bl e
by the senderc3p®f |C§H%J§EE étgeﬁtotntmkerm%ﬁﬁé ap@ Py ihiednighiemikiag diefdeeticr ypt
t he di gest

case the digest numbers are not concurrent (FALSE).

15 If the two digest numbers concur, the file was not altered after the signing by
the sender. Moreover, the recipient can be certain as regards the identity of the
sender since the certification of the public key ensures the association thereof with
the sender. Since the sender has sole access to the private key which was used for
signing the file, the sender can also not deny having sent the file. When the two

20 digest numbers do not concur, it must be assumed that the file was either not
correctly transmitted or was tampered with, or that the signature was generated
using a private key that does not match the public key used for the decryption of

the digital signature.

A preferred embodiment of the device 20 additionally comprises a real-time

25 clock 24 for a reliable determination of the age of the file, e.g. the time difference
between the points of time of reception and generation of the file. For this
purpose, prior to sending, apart from the digital signature, the file is provided with

an indication of the point of time of generation or sending or the period of validity

which may be referred to as time stamp. It can now be determined in the device

30 20 by a comparison of this time indication with the current time whether, e.g., an



nunber generated fromthe original file by the sender. The public key is
certified 5 by an i ndependent certification authority. The result of such
decryption is a first digest nunber. A second digest nunber is calcul ated
fromthe file itself. For this the same mathematical algorithmis used

whi ch- generated the original digest nubfer on the conputer 10 of the
sender. The information about the nmathenmatical algorithmrequired for this
process have been sent together with the 10 digital signature. The two

di gest nunber soffér@ingiveinin Widhd Whichipesnesned inhhefitehis soll lvelid. Ahds vérficateuilst i s
out put via a TRUE/ FALSE qut put nmeans 22 of the deyice Hi50..The Beiglt may
be di spl ayed fenelsaighea inlp eongideration when thgyesylf Hgth&iv chtipn pfethe LIS of
concurrent dig@ﬁéhﬂgpbers (TRUE) and by a red light-emtting diode in case
t he di gest nunbée¥s’are not concurrent (FALSE). 15 If the two di gest nunbers
concur, the file was not altered after the signing by the sender.

Mor eover, the redhpidavicec2h ibelesien¢edainn ansaddegmaspisiemhaci deepmpuferomay Hhe
sender since the

ertificati t blic, key . . Lot
Chereof with |ty BeRRied eneliceb b ol RyRE HaER RO PiBORE AL, 2T
key which was ysadalfykyithdl @i Bempilier fill g tHelieass GoRRT of @n @lphp-inotardiehy

having sent the fil€. Wen the two 20 digest nunbers do not concur, it nust
be assumed t hatccohdanté withwefurtben drebodiment, therderice 120 is iggipted i g SgRrt

tanpered with, or.t Ihe si ture f i 00 iV akg teey
that does not Wmﬁ]%{g‘hglf’oﬁl?%a‘ ysmuag\(,a\%?q %?Igﬁﬁg ea(l:nrébg);ﬂ:;tglna%o?ﬁ tﬁéer di gi t al
signature. A peafiicaes ¢nbe pubBikepfequited Gavhe dectPptiatdof therdigita) sigoaturd ses a
real-tinme 25 clock 24 for a reliable determ natian gf t he agfe of .the file,

e.g. the t0me ayfls spsliedat e parme dingoi Firthegnore; fhe ecryRiamnft gie dreifal
generation of the file...For.this r | ' hdrpm t he
digital signat altgﬁ?tu{%oer, *fiaﬁéh%alsﬂ lep? {)@}%&’2@%%6? ﬁ{é rgl?]y ngfsgsgﬁ %a (S)lfﬁ&'?ﬁas poi nt of
time of generath@nTae saendidrd indluddse foresiaanhlgfa key nedessary ini thie nespechiee
referred to as ti rre,sta@. It can, now be de,hgerm' negﬁi n the device Br% go by
a conpari son ofiegrypton pRadon fdPeryPlihPIRSEam 1 he eRHTP SRETYPHOR fAdEhereg! g.,

an can be performed or controlled by a microprocessor of the smart card.



10 offer limted in time which is contained in the file is still valid.
This verification is then also taken into consideration when the result of
the verification of the file is displayed. The device 20 is designed as an
add-on system i.e. a conputer nay be 5 retrofitted with the device 20. In
so doing, the device 20 may be disposedileither internally within the
conputer 14 on the base board or on a plug-in card. In accordance with a
further enbodi ment, the device 20 is integrated in a smart card term nal
Wth the aid of the smart card term nal ﬁnd an appropriate smart card the
certification of the public key require93¥@§ t he decryption of the digital
signature 10 may be verified at the sane tinme. Furthernore, the decryption

of the digital $ignahsth&d &r verifyiapmhd sabémicit9fant Hateprint efca éite tvhioh lmy be
assisted by a suitable smart card. The smart card incla'gge ,  for ex(% le, a
key necessary Heon redeived o fretotbeansmisied oy ta compaid (HY: 14) nglﬁ%‘i‘%ﬁmﬁﬁ aIr) am
The entire decryption or.a r fy: ed by
a m croproces sO Std?%lf"?g 3t H%@Fe %%&rrgaég&fllnq@iafplen%é}g{cfa%&ggﬁng{js é‘}g?&c{/eg%e:df yi ng
t he aut henti ci fiicAnge hvdiablel dtyanGhtedfaté (¥8) wifiitedcdraputebEdn 14pwithveadousputi s t o
be transmtted by a conputer (10; 14) and 4\&1}4@ i rovided with a digital
si gnature, chadeyaeeddpylon onpuitingiths Ble nyayifed w ithﬁﬁ,lg USRS e accessed 5
whi ch are available at an interface (18) of the conputer (10; 14) with an

output devi ce_(36) Ot AP UEbIAe DI 7, BR@UbEIoRAN that it dicttiddels

signature. 2. The net ccor gto claim1l, characterized in that the
method is carcdrsed outiniandeviateDx bgically sepagate dtony theegsatral ealqulasing:yit efent r al
cal culating unit of the ¢ uter (10; 14). 10 3. The nethod according to
claim1 or 2, E‘ﬁ&PE’@P@Fﬁzoeg ‘'n that the method conprises the

reconstruction, fromthe signals available at the interface, of the file
10 3. The method according to claim 1 or 2, characterized in that the method

comprises the reconstruction, from the signals available at the interface, of the file

output at the output device (16) and provided with the digital signature.

4. The method according to claim 3, characterized in that the method
comprises the decryption of the digital signature of the reconstructed signed file, a

15 first digest number being generated by the decryption.

5. The method according to claim 4, characterized in that the method
comprises determining a second digest number from the reconstructed file and

comparing the first digest number with the second digest number.

6. The method according to any of the preceding claims, characterized in that
20 the method comprises verifying the point of time of generation of the file

provided with the digital signature.

7. The method according to any of the preceding claims, characterized in that
the file provided with the digital signature was received online from a network or

is transmitted online via a network.,

25 8. The method according to any of the preceding claims, characterized in that

at least a part of the method is carried out by means of a chip card.



out put at the output device (16) and provided with the digital signature.
4. The method according to claim 3, characterized in that the nethod
conprises the decryption of the digital signature of the reconstructed
signed file, a 15 first digest nunber being generated by the decryption.
5. The method according to claim4, chataeterized in that the method
conpri ses determ ning a second di gest nunber fromthe reconstructed file
and conparing the first digest nunber with the second di gest nunber. 6.
The met hod accor gj ng devicerfyr efryihg ont eremethgd Geedrding tohmyaaft the ipredding t hat
20 the nmethod conprises verifying the point of tine of . eneé@:ion of the
file provi decclgimsy charactenignd: i) thay Ggdeyics. (29) quﬁglﬁ?ét%ﬂgcuétc BiPRP® any

of the preced ag gl gl WEed ENAEATHPIA sl AT thd BiLd () R vhdethathirn ¢ he

digital signature was recel roma network or “is transmtted
onl'ine via a niegivallk se2at8 frofin therehtralocahadaingi ungt efothacpmpfiter KEO; pidgcandi ng

clains, characterized jn at at least. a part _ of e nethod, i s rr.hed out
by means of a G} hedsyvige (5(55215 §9u9{e‘g&/%8‘t?rgarceéé$)r?ﬁtﬂﬁ CS{?PuEeﬁgquElgﬂ(v)vdih
according to apy ofput RRvRE QF6 iMQuctt adWBP thftNRIRECR teeighdls Whed fohehedevi ce
(20) conprises a circuit and a program Wwhich are used to performthe

verification i verifiratideforoatpuRing thefild provided widrthe figijplagnairsepar at e from
the central calculating unit of the conmputer (10; 14), and 5 that the

device (20) is cqupled.ta an interface. ) ; W th
an out put devi ceq?féﬁe flﬁwgeu3ﬁcoéél%§gtcﬁaéé]]£t0h &f %@? %‘f?ﬂgﬁglﬂgn%%s eu%g%l % or
the verificattqplddro tesinpsace (18) toff ehef dongpupsr @10;dedl widhtadispiasy stirernt al
signature. 10. The device according to claim9, characterized in that the

device (20) is coupled to the interface (18) of the.c te 10;,,~,14) with
a di spl ayl&cr een.111@hq devigp acepading do & réji f%f!&?i%ﬁgg)ﬂ%@“r@iﬁ@#’% ed in

that the devi cg, (A toltRe itGFRE B8) P tld@niftt& (1 ®02) GiB)a Rinéhe conputer (10;
14) with a printer.

12. The device according to any of claims 9 to 11, characterized in that the

device (20) comprises an ASIC.

13. The device according to any of claims 9 to 12, characterized in that the

15 device (20) is suitable for retrofitting of the computer (10; 14).

14. The device according to any of claims 9 to 13, characterized in that the

device (20) is arranged on the base board of the computer (10; 14).

15. The device according to any of claims 9 to 13, characterized in that the

device (20) is arranged on a plug-in card of the computer (10; 14).

20 16. The device according to any of claims 9 to 13, characterized in that the

device (20) is integrated in a chip card terminal.

17. The device according to claim 16, characterized in that the device (20)
includes a chip card which is assigned to the chip card terminal and is linked to
the remaining device in such a way that it carries out a decryption process at least

25 in part or provides data for a decryption process.



12. The device according to any of clainms 9 to 11, characterized in that
the device (20) conprises an ASIC. 13. The device according to any of
clains 9 to 12, characterized in that the 15 device (20) is suitable for
retrofitting of the conputer (10; 14). 14. The device according to any of
claims 9 to 13, characterized in that th®- device (20) is arranged on the
base board of the conputer (10; 14). 15. The device according to any of
claims 9 to 13, characterized in that the device (20) is arranged on a
plug-in card of tBeThodpuitencdoiding 1d any 20 cldbms Phe Uk whamcedeat di thgt the any
of claims 9 to 13, characterized in thatdﬁh? device (20) is integrated in
a chip card tefHiesdi0) comprisgpa dRHE/EALSESHMIRGMEY S| ai m 16, characteri zed
in that the device (20) includes a chip card which is assigned to the chip

card term nal anqoi $nd i€ al@rdih {Qo lraﬁ%if RiAGs Doy P chiradléfileinVat leat it

carries out a decryption process east 25 in part or provides data for
a decryption pdevies@0) comPised 8 reaHtimeddodkc@2hccording to any of clains 9 to

17, characterized in that the device (20) conprises a TRUE/ FALSE di spl ay

means. 19._ The devi ccordi ng,.to.any of. cl.ai 9.10,1 h C iwzed in
Thali he. Stew: co 2Poofe BERET PdRain® 8 By B el Pio°1S, pdiipiefRal BF L Eed
according to agyuplihg GWfah8tdeQicea209 to ehaimeifaei @8y of nhé amputee (100W4) ing of

the device (20) to the interface (18) of the computer (10; 14) is effected
in a wirel ess ¢hgrtesin a wireless manner.



