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WD 2004/ 059588 PCT/ EP2003/ 015040 METHOD FOR ENSURI NG
PRI VACY | N ELECTRONI C TRANSACTI ONS W TH SESSI ON KEY
weLwds9sski el d of the Invention This inventi onPCEIERR@®I/015040
to conducting electronic 5 transactions with a
potentially untrusted server and nore specifically to
mai nt ai ni ng user anonymty and transaction privacy
while allowing the server to verify the user is a
valid subscriber entitled to participate in the
transaction. Cross-Reference to Related Applications
10 This invention is related to ni ne conmonl y- owned
pending U. S. patent applications, including: - US.
Ser. No. 09/770,877, filed January 26, 2001, entitled
"Met hod for Broadcast Encryption and Key Revocation of
Statel ess Receivers". 15 - U S Ser. No. 09/771, 239,
filed Januar MERHODR (KPR ENAURING PRIVAGROIEN or Traci ng
Trai e a t 2 mpkmnsﬁmeksm'
0 RO R DRt oy 5 5, "2601
entltled "Met hod for Assigning Encryption Keys". 20 -

Fielld 8f P8k HNRer@9/6i89, 451, filed February 20, 2001,
—entitled "Method f '

or ASSI ni ng Encryption_ Keys". - .
UTBisser Ingenti@42 BERLH | ed ?Janu%&i’lé‘é?t%%z electronic
tran%ﬁbkhb%@ wNEthQ fest&msising Gorntmrttd? otseatican and more
Suh scrl

et en, comlanell do Uiy Mg ucpncaceion

priveesr dwbysteraflwwiCapy tReotsetvan ob Re@oxﬁxabltéle user is a

e 4,850 82004 OSP POTERANLINN0 12 UrSeaiion.

"C0| nci dence- Free Medi a Key Bl ock for Content
Cross %% iond o, RacardableNRdidons U S Ser.

97,000, TiTed April 24, 1998, entitled .5 "%% % 4
f I En YRR OBy BOSESACF RO AN SHBNPR bEeAEiogs Pending

U.S. patent applications, including:

- U.S. Ser. No. 09/770,877, filed January 26, 2001, entitled
sMethod for Broadcast Encryption and KXey Revocation of
Stateless Receivers”.

- U.S. Ser. No. 09/771,239, filed January 26, 2001, entitled
wMethod for Tracing Traitor Recelvers' in a Broadcast
Encryption System”.

- U.S. Ser. No. 09/777,506, filed February 5, 2001, entitled
wWMethod for Assigning Encryption Keys”.

- U.S. Ser. No. 09/789,451, filed February 20, 2001, entitled
wMethod for Assigning Encryption Keys”.

- U.S. Ser. No. 10/042,652, filed January 8, 2002, entitled
wMethod for Ensuring Content Protection and Subscription
Compliance”. ,

- U.S. Ser. No. 09/358,162, filed July 20, 1999, entitled
vContent Guard System for Copy Protection of Recordable
Media”.
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Conprom sed Receiver Devices". - U S. Ser. No.

09/ 564,658, filed May 3, 2000, entitled "Forensic
woORdi4a5%88y Bl ocks for Identifying Conprom sed KeyaP2003/015040

Backcrround of the Inventionh 10 Privacy concerns are

gromng with the growth of the Internet.

%f%é exga AGSHANOELJ at Ben dahaftagnf 95 CemBIio | Sentitled

current e norm_ Service providers often provide
“Co:émﬁﬂ@@e%w ¥gfldandirs BEO@ef FRE tdrsTensbl PEatpeRson for
Recgﬁg@@t@@aq ient privacy. However, as a pr acti cal

RIS el IS, SISLoreLs T T SKEPL €l DEERUSE Oheicrca

“Syéﬁérfﬁl eott ERsrivibtdeld Mtdadiystpr Broggambi dm ides vPeesence of
rovi de eaked %Y]cl ient information. Conmerci al

Com Od%ﬁez %%%l‘f(%%w Val ue of customer information
- Larsd arSer engTa)gedOBn5|614365§rrpaﬁiledplbd;¢§fat3on.2000 entitled

VF ?q §.F<§c¥k “:fjck L Nt AR ed Keys” .
or it unwant e ﬁ‘ﬁ% g’? eting p one cal I's, and Y
a

e-mails (often ternmed "spant) that are often

Backphsegvenceid iRfonapbhon | eakage, but no effective
solution to such annoyances exi sts. ?ﬁ el ectronic

CRHAEFREY CARGHIRS & dIERWENEnt Bt the growth of the
Inté&i@é@eSSUﬁlﬁob’dﬁhQE§$y( " B@Bﬁ):aﬁEearranhert h@ains sme oafcement is

i vacy ecome even nore critical an ost |
Cur]ﬁ%’f"eﬁ{)aFw&ﬁOﬁn asp8Et VoF St K& WEAS Ay %-r%bl éﬁ?%&e Bomp1ex
1ega:bnczegn‘memdsrets1estm e a¢fohe entleito midveatieins to maintain

5 ' in a I t
LGP RR 1 2 S T PLALOG S0 00 many

cus edreers onercamt gkaptieas. bpraveet Pﬁgthel capensgentinplved in

1itd $a@N6h aSRECE Y DI ESIRIMI T 11y 88YFin PEOVETY | ﬁeovmg which
transacti on content 1s anot her l's t her e any

ser}fenPreyifekai iealRthywbat, cddpad a:'rngPlfI‘Fa‘H%'lger @mmerual

orgaﬁlzﬂ@i’@@éﬂ REoRAWRNt vADlci b SRIcHER? AlhBsrmdtiot hand are
ser% ﬁr has, 35 a | eqgiti nat.e .i.nterest tcbrrake sure t hat

SNIIFRY phyi NG SOBSEFTher P IU U 1s S ERE S | 8re ‘alreaay
loudher ecaphay nfi oy tdiieou’senmwantedknm/urﬂhamanhe gltxﬁdremarketlng

req is_froma vald grgd' 88 "
PSR 0SB L A Sepan) iy aro orven
a haugaguangei ded vrmrtﬂpmttqurul akeakage, ut no effective
solution to such annoyances exists. As electronic commerce

continues to advance into the business-to-business (“B2B”)
arena, the issue of privacy will become even more critical and
costly.

A more particular aspect of the ‘“privacy problem”
concerns the desire of clients to prove their memberships in a
group while maintaining some degree of anonymity to protect
their privacy during electronic interactions. Protecting
client identity is one aspect of preserving privacy;
protecting transaction content is another. Is there anyway
for a client to remain anonymous, especially if the server is
demanding payment for its service? After all, the server has
a legitimate interest to make sure that only paying
subscribers can use its services. Is there a way for the

sexrver to know that the given request 1s from a wvalid
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subscri ber is making the request? Standard

crypt ographi c techni ques such as SSL and HTTPS
wonrei4mseiss are effective in keepi ng eavesdr oppeCS/EP2@®EN15040

5 observing private infornadion as it flows between a

client and the server. But what if the client does not

subddiYert hewsehyeE 7po¥Bablif heRengeratf {d&gavhychr paetlcular
reports a client's rg{ﬁjests Or interests to a third
subseHIRer 146 M ITHArTREC SRIYEHTT i ndustry, for exanpl e,
t - patddc ubaypdbgeasksca teetpdryidss d@ch easarsdl ngnd HTTPS
can conprise its.npst._sensitive corporate
PrOYGY T PR, STRTTarTYs | 1 he PPRAREI ol BERSATEPErs  from

ic

obsdmdirss ryrivate kmbodreaigeon has atpétowsubatwekheat client and
the (SUSN.2AS a5 1R] \f%ag‘!“'{f'a‘!:hef Bﬂﬁﬁﬁenﬁégx) nbt Reayk! %Ee server?

researchi ng-a particul ar stock can be very valuable_

whatperi Se.then mmwesucH legsdsy t 19 clicdnt m@Pordsi ngi sclient’s
requgﬁ F LN nif?‘g?félé’f‘é’ NPYS; Wehi 8gbgEpgaut Rantiheated @S cdutical
_ val1d user of varlous services being provided. Secure \
indysiief nefOpr GPEEHILE s uERC a P ANFHTFPSCHPETi e ngPanyY 1S
rescH g tkenseryefptDs@uariaiy eembbe cléienditsva valorporate

.. Subscriber, ,unless the, requests, are .conbined.wth.
L0 E QA tbas st R, | 90 WeeH LR Ao Yo bt aRy industry,
the Gtn@nteddonyhat ya ghisitabanyabienautbenhi eat pomajor mutual
r obl em has. .]Lan ' . t
pun L STLPS DoRLHIOUN: ebeEcRihE"D LRRELcATELt BEbEK can Do
verwappadaeblis per use.publinc kayy cepshography, &h¢ client may
insi@'@vbﬂe.rt%%iﬁi rA A Sld eFhS1W 1R ITRNONYMUSE 2 ted as a
credentials”. These credentials then nust be presented
valig t His@achoBer VREEOREqUESFVIFRPs BBRBLI oRTRYS d§%maj or Secure

IntHAHENT babrowsaknessh tdoughr, kecauseras! pgonieri eid way for

ways for the custoner pay.for the credentials .
the | S§HVEE hFfh (B BT yttﬁerrs%]r},entf or° eRanft J,.gbfubscrlber,
unlggoVicthengrégaeets t agar deotloimedn wielt ruseér3@/passwohé data,

. server.is_not _associ ating nhi - | ed anonynous
whichy SRIET afQ th(% s (%irlu%mf dge%(?%g{%b be effective,

SUEti s s dlamdnymeususaubkentsostaoell windblgmehas Dbeen known
for '_gnqwué'rﬁ@ynﬁﬂhu tHARR nSPE a8 el Lald oé‘&t?cﬁ)ﬁ@@ to solve
. wever, el'ect ronrc cash sol utions have not been
it. pdpag apopylipdr FpPERChaiRett? adee WGt oleY s cryptography

and 9eNSF&{ de Wantnd 0 cadd Ao Usd NY CONMETY | OR@ltHTBaNSnonymous
e.g, credit cards) fo ajx_/nfnts :
credentials". These 'credentfals then must be presented with

each service request. This solution has a major potential
weakness, though, because all convenient ways for the customer
to pay for the credentials require him to identify himself,
for example, by providing a credit card. How can he trust
that the server is not associlating his so-called anonymous
credentials with his true identity? To be effective, such
solutions must be associated with some "anonymous payment’
idea, such as electronic cash. However, electronic cash
solutions have not been popular so far in the marketplace.
Customers generally want to continue using conventional means
(e.g. credit cards) for payments.

Another technique for anonymous authentication involves
"blinded signatures", which were originally invented by David
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Anot her techni que for anonynous authentication

i nvol ves "blinded signatures”, which were originally
wonvanseds by Davi d WO 2004/ 059588 PCT/ EP2003/ 0 2604102004/015040

Chaum for use in anonynous ¢l ectronic cash. In this

case the custonmer and the server engage in an

Cha Uhﬂﬁﬂﬂke tiﬂ”aﬁ&ﬂ&ﬂ@ﬁé eﬁ%c%%bﬁ@b'%ﬁshdenﬁhiythﬁgrbﬁge the

server digitally signs lind e i ece :
cus tiogfeat rRd o ANEhSCTIAT t FRFAFR aﬁmaéhd%at %l%eprotocol

to e%fc%r?ﬁ%dl llﬁ%&{ti@?rmﬁﬂmlm thé r@eméfl asgétaauy signs
| as Il S ran e erver lin
a bl indkdcesSCRoLH heiiatotar st "SEhLinded by

thetuﬁfﬂnhﬁmlg$@al1aserveb p&mﬁdumevenluﬂ|tMur@vpave$eam that
identity escr revel :

it QQ%uﬁﬁQQ gﬁﬁgg%ﬁegyst%%eﬁﬁ%%fﬁrwtiﬁéggggilﬂgéd item does

not snb&zeqiherﬂhejl $peneibst webn thiee esetr onveandtoheche original
serd% grver. This was originally proposed by Brickell et.
for a version of anonynous electrgnic cash that

wawat bt oV alebvier JnBPLVABNEY | ARty @TCHRWer to allow

revdilld e éfaﬂﬁécﬁf&@§ac@§n§|B@ét&meBQ@eﬁd@ﬂﬂlfyamh|the event
proposed an angnynous _ aut enthﬁatlon s§§ten1q§

e

of agpPhpesughht THEPUGS RRFEFRD st FHFEPEEaft SEfeRerver.
Thlé“ﬁ%?ﬁﬁfiéfhdiﬁyrp{?ﬁﬁ@é@hbﬁ Bﬁlahehlbetraay gooup okrsion

aut hori ze ers, but sti r
of ARGRYIPYSesTrTW: %l%hgaﬁhlev?%%sl )‘/'qorlrle i %%gé‘% c?%%%@ery ot
monedt |lhadﬂﬂiﬂ‘lfhl’£g'l quubjdummezyllegwlptm@raﬂtyclm require

eit.he ort i fi t

réioé% 11 lBg#gﬁ %} Pf%ﬁﬁflﬁac§§§§%%eﬁpa & anonymous
authegitriteaizirse @ar@ttemcoh@ae@t i@hal' orexB, ahdgnaFvreati ol which

Subgéyﬁﬁgrs'EHH'W@%dﬂ%ﬁﬂ§E§aﬁﬁéPﬁ RERBESSHAP. 14D AR arbitrary
I nproved net hod_for conductlngéelec ronlc transactlons

group tf 2 pereriFaf | ySoRe r uStEdSEitderWAMPekRYi REXPRATGOD and

idedtS8fy &h@w ty and transaction privacy, yet allow ng
h%}server to verlfg t he. use
t

¢ IREY PR i BED %neénm?ﬁgoé?aﬁggcgegﬁugsgrI thlic key
cryptesedsie, neadede @O Sumetitenf shverti+iviersd opertificates or

certificate revocation lists, which tend to increase the
maintenance cost, computational load, and irritation factor
involved in transaction processing.

An improved method for conducting electronic transactions
with a potentially untrusted server while maintaining user
anonymity and transaction privacy, yet allowing the server to
verify the user is a valid subscriber entitled to participate
in the transaction is therefore needed.

Summary of the Invention
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WD 2004/ 059588 PCT/ EP2003/ 015040 5 It is accordingly
an object of this invention to provide a system
worbhmdosskusi ness nmet hod, and conputer progr anPCPEBENGH15040

for conducting electronic tfansactions with a
potentially untrusted server while maintaining user
aﬁﬁﬁyf%tacéoﬁagnéignﬁﬁckkﬂ@cﬁrkMﬁCUhlyeinﬁéh@ﬂbﬂgtbhﬁrOV1de
server to verif user ah alld subscri ber

a %ﬁﬁﬁqm&ﬂim%ﬁ¥ﬁ@tlcb%%%%e$% tHBtRPHans gl o FOMRUGEE, Program

produtit | aEby re@bﬁcﬂ@wl@@ a Suhsaiordier t eranskeansasti omith a

erv a transacti d d
POt IR it hE S b P SoR CUF o TRee ol HRLR Y| HGe amonvnity
and nessagescidhepdOvaser vhenatbodsnanthaorgmves to verify the
transacti t Lk h -
use%nﬁsknomﬁgﬂ%(ﬁqg%%%ﬁggbgfvé% g%é&?q§§§§¥§ElEE£QEQ in the
trarsaryipired rasperse ind tilsd lve fipssits it amna oftpscpéber to a

traﬂkégﬁ%&ﬁd Q% vi€8i gt ened substdleich éér&éfaaﬁ§|ﬁbe§rov1ded

obj ect  of e invention to provide_ 15 conplete
with raaﬂélaveqm%rﬁ%oﬂ?nﬂ@ywﬁnkﬁma| iﬁ@rbé?ﬁrﬁfﬁ’élflgaﬁ@ééta%‘ﬁ The

user €GeSk apdnihe HESPRRhyrNY BtENSEEYiee reqyesss to a
are sent to the serve The .ser ver tran

Cran RO S EPERT h50EOHEBn P n Py o SURIt hatPgnfgrver then
trandhi th sahsenidigs edanragmnge tbenhe Bregadesdstthat can only

C sche ctive revocation 20
be ‘%? ﬂ?@%%‘%%ﬁfng %%%:rr e%?%ﬁﬁ%% of f requestors
thet tiwe asemedmetiesl t ppirgtt oof debinefyinvemeion to provide
compl &5 féﬁ@aﬁ@??ﬁogﬁ§ﬁ§? 99anEhEYu@@ﬂgb%o@ﬁmﬂﬂgwﬁiéﬂﬁ?ct1on

sage- ased I ng mai ntai ni ng anonymty. E
requesit ewtd| then HAFPBRSENI qABPYYMEHS $EEEE CFi Fﬁ%e@aﬁt éfe sent

to !Ifﬁ%ll %gggers t e eé@fxyéfiﬁ e@riﬂstrﬁl@@ §é§1§bﬁ§ege}théﬁdgave been
in encryp or a response r edu
encTYRE SOnSHER A Sork| Sau o RSO B oAEERPE " then.
BrOi&&i@WeénEQY?Clﬁﬂ“SﬁH?mégntHiF crabddi geits tdfret hevocation
rresent i.nventi,on_ a escri bel ow, Brlef
of %é§§’??’61vi1819 osful?%%r%%w nys 20 Pk OFF & SIuSRasS, fhat the
servért he mmyzngonoohddntmﬁ%mwh$mn oo aliigon oagd content
qua% g? ﬁoﬂ&%??@ﬁ '@%gnth%%gngggeVI'%fillng while

e inrtial registration an ey
mau@*@ammc_y s?-tl’ép’yr@ft}{he i Bgeht interleoddioly Mavanke uniquely

encrypted with a content key that is then encrypted by a

session key and included in encrypted form with a response, to
reduce the computational workload.

The foregoing objects are believed to be satisfied by the
embodiments of the present invention as described below.

Brief Description of the Drawings

FIG. 1 is a flowchart of the operation of the invention,
according to an embodiment of the present invention.

FIG. 2 is a diagram of the initial registration and device key
delivery steps of the invention, according to an
embodiment of the present invention.

FIG. 3 is a diagram of the request and response steps of the
invention, according to an embodiment of the present

invention.
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enbodi nent of the present invention. 35 FIG 3 is a
di agram of the request and response steps of the
wOonvansdss, according to an enbodi nent of the PCESELI03/015040

i nvention. WD 2004/ 059588 PCT/ EP2003/ 015040 6 FIG 4
is a diagram of the request and response steps of the

FIG. ' %’eﬂé' gn,dlt%%cahdlc{ag El@e}:.lbéqﬁégtie%ﬁl%g I%Hykﬂisf?rkﬁ@és of the

he present I nventjon is a diagram.o e

ré@y@}tm r 8SpORILNEt &9s e t Reet PeTE R AR AHRRT aR the
| Mredd@d ailkdrsciedtpl oyed, according to an enbodi ment

FIG {1 o 61 CRAEERS il noP boRRESC1 Ao FTOEG BIoRREOf che

geﬂﬁfeﬁtlcﬂpaﬁhémoanOﬁnttbe'meﬁ\lemM ars i emshowed, | acspeging to
100 egisters with a
di sﬁtrl% é{ﬁﬁ ]&f %‘{%ﬂﬁr/%g be an actual content

server, or may be an |nterrred| ary between the
[

DetdiEOBET 1 U e Slerweeﬂtlolypl cal content
~ Servers nc ude 1T nstituti ons at routlnely g tess
5

t eIt ishs Niver £0ei T Her tlhe Pdeht PYGhEELta © e general

opeﬂéﬂiéﬂEﬁﬁdtﬁ@qyﬁﬁéﬁﬁlém 18eskonRh ent snoktappanyi cel akequestor
action, or both, could pe,ve sen
0 i o

Yrat PEHS LOER nMidPal £ P BT LRBRBANI eif‘l}%aﬁ TREFHPRFRT mav
be ahs&éﬁmallbmﬁteﬂs seandr auocti mayhbeses, iaterhickiébyyt between

find t es V, 0 be of particul ar
the lﬁ?cﬁ'? ]Fc)oarl‘ﬁ*fg |é’§nt€éﬁ'{ u]f‘lyeg]%s may be 20 typi cal
r@tw;asdaols aonet. Feereraapl einphademcemdidiutions  that
roué%Hgéglﬁ ?%rsr%935§5c§§5ﬁbc%§éf§‘gﬂﬂﬂbﬂ(kﬂ§3§§éﬁ91@9 of a

di sease or %ene sequence. Marketi ng
reglg?r‘l'{ﬂwl ONEREESERY erff oy td&t a FRMFPRCE 000 t P exPRE&icular
t rartsfd i o Nf Yrmabben, fé&ﬂldi tat abase. MedEve information.

capj talists rmylnvestl a25 ticul ar conpany.i .
Flnaﬁ?%‘p%]r atfilgmst or CPHRREL ad”'r Qaﬁﬁ&@én SHFk dgj)ﬁblr%rles,

andnaucﬂhaﬁeh@dgeﬁt aﬂ@ellkel@uyooﬁrndItBéopkesthninvention

co GELLEL LA 15,1 66 AMOIRUS LEERT B jons may be

typieal rra:g/ecwrtdm&s reendateeld. by f dtaur e dxagicsleat i @harmaceutical
companies may request services relating to research on a

particular disease or gene sequence. Marketing professionals
may employ data mining tools to extract useful information
from a database. Venture capitalists may investigate a
particular company in preparation for investment, or a large
stockholder may place a limit order to buy or sell stocks when
certain conditions arise. Anonymous transaction processing is
not only desirable in these scenarios, but may even be
mandated by future legislation.

Content may take any form, including but not limited to
electronic computer files as well as conventional physical
data storage means such as floppy disks, CD-ROMs, and DVD-
ROMs. Content may be distributed by any means, including but
not limited to mailing physical media, and sending signals via
television, satellite, cable, and computer networks (including
via e-mail and various file tramsfer protocols) as known in
the art.
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30 Content may take any form including but not

limted to electronic conputer files as well as
woamudieisenal physi cal data storage nmeans sucRCE&EP2003/015040

fl oppy disks, CD-ROvVs, and DVD- ROVS. Content may be

di stributed by any neans, including but not limted

tqrdipi | i 119 physi eab, n&;@i@ qind- e isl Bhats Ni arﬁé_ue set

television, satel]ite, cable, d co ut er, net war
of @empad.ws Vi Ekﬁa.qewt\%.g &S r%ﬁyfmllyl to the
SH(Q_E'CQ Syeasikhnwn daviddie ar H‘heV\@é\ﬂMsé 05888 are used in

P2003/ 015040 7 t 0
var it PRAGT el VSO BE N G LRTReg CAeyPLEuLajE pooession
keythﬂcrcﬂqueaﬂso (calledr eat ymdia | iﬁeyt obithek requebﬂmuqh two
dev1 selx?{i deyice) - fg@edg9¥bgek5§ Sial eolRel, | Ro two devices

i oUs® br oadcast encryption techniques to calculate a
Wllee@sW@n sxpeylyl oelke Hame cBEfedh ARN LK efock. CGiven a

sesdid0oKel ¥R crkdevi cagvikghtudayei asf ewvdew Q&a}k&?Y’éol Bbrocess
comon, no two devices _w ] have exacii': )éEt same

the gpegg}PRe Keay sPlerkerd RESHA % e b1 :%I'evf:@i?ed the

sesélﬁcg@ lklteﬁj lde\t'h(?aQ kgﬁs h:ear ot@ffd%dﬂ‘@ﬁewmdeeyc bhedsages .
and cal cul ate an er e ed the 10 sessiap

Every 4t1¢% (il S o %%]Ocalg]t < e e sagég S = réé Pon  key,

altlh@g_i;ltl phte @AV C@B.]Z@lh.balﬂ:at és time @adeﬁéessnbnw(aay When an

una %hlgng 5t 8EY: ﬁ!el t%‘?L gul.at %eé]{fdlr}ﬂ ﬁéféglﬁlgmca%}(’llatlon, it

URaUT hor imZeddevi rles 0 pertormthe sane
is opaktedatdrgh, aILWayss emdﬁ edp and th idye eresgumEn@wer t Rer the

9ic B & PESEL PPk eyravent aat Beem 4 £
Sesse(fﬂgcu e%ﬁ prevented ?om ecry:\%t}}éﬁg the broaélmcasetCryp g

the nelsaageast THESaGR ol |'TELT cbbki il eher AeRFERY CHpedevice.
diphe&i k@iitsQ:rr:L@Ju?dbxhaﬁlgoS% o]} k@éﬁs@i@ﬁk ]téy Wollbckerie will
to anyone on demand Ee flrl cha lﬂ h
Ser¥esSPof &bl Tk i ca S pt ol cHange the
ses@i(@hrkeyorblo&: |;f>e:ti1@dﬂcesllybut oS t‘ﬁajsbmrﬂptm@nﬂs hakpare, or
R i si.er ed r st S
1t R ETTor (Tor Bt o diE D U qhvemye oggstered
reqlke:y’soro idi rmmim@s)hls hes@mpme:qnestbﬁw s example, by
eygked, i fthe RESULN Kiee% bltBthhfP&’evﬁéirtﬂ@§ﬁ 6\:he given

re stere requestor In goo stan Ing wants to mak
recmgst@auégt regekedn idaltdif 353 HP ey eRLogkssi &QWW/ when

a féc_!ylstered requestor in good standing wants to make a
request, he can calculate the current session key. All
broadcast encryption schemes and session key block
technologies are within the scope of this invention.

In step 104, the requestor sends an anonymous transaction
request to the distributor. Any protocol for sending the
request can be employed. As long as the distributor cannot
determine the requestor’s identity, the requestor mneed not
trust the distributor to maintain transaction anonymity.
Internet protocols always allow the distributor to know a
TCP/IP address for the requestor. This address sometimes
identifies the reguestor. However, sometimes all the
distributor knows, for example, is "this request came from
someone in XYZ" where XYZ is a particular ISP, or '"this
request came from someone behind the ZYX corporation’s
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broadcast encryption schenes and session key bl ock

technol ogies are within the scope of this invention.
wonoetosysss 04, t he requestor sends an anonynousPCT/EP2003/015040

transaction request to the8distributor. Any protoco

for sending the 30 request can be enpl oyed. As | ong

£irdmitihe di sbbi/But o FAMAGH ndetrRtiidied hecd El@SHUK' fietworks,
entity, the requestor need pot. trust the

are dW§H| bR o1 Rai TS AT Er ansBRER o ATRRARIEY. networks may
hand ¥ &t 108 060l on a_’ramtalﬂcovertmaia&tmmw to

YR e TR A SR P S T 2SR e
sco;fe)neﬁl nesi @l inveatidnst r| Botore:karm\be, f@heexmn@st¢1§, could
senq;%lﬁééﬁgggsi?sgﬁgo igg%[SQ”EO”En'ﬂnéﬁéépr%Eefé¥é | $nd the

reguest cane rom soneone
disthafiuibn heoBYR c@nmit. Ghes SePIeWE9TegPonse using the

currpe(fy éggﬂaﬂlﬁ&épwl Ve fl:' rl J)SSl E B anonwmpi BEe request

cal | . are well- kno

Wltl'ar‘the S‘é@ﬁsaﬁénWH ﬁ‘éldné‘ﬁﬁé% @WSW el?hWple 21688, ana
achiidans@esi gameeadesttl 0 ansure woEd Yeo I\/aﬁgzrppssbblth Tt

cryptographi ¢ protocols are vvlthnthe
S Bosktbis” Bor Behale, Beie PequeRth: Tt igke the
in-thé-eslest | petihescl eanthl & |me$m@g1erypuetiehmnﬁtand code

the, di | byt or. b
oo g THAC CHRPGHE RaP Rt 07 1UTR0UER) 1p2RR08 che
Sesmy]p@whe request with the session key, and keep

{esp ﬁ@ég 'f&eta?ﬁb%u%%r G aCE%@VeaEBﬁyﬁﬁiB? of the

ect. ossSl bl'e to éncrypt both. it is
reqtb%%@lbl e ifp ‘@lﬁ%‘ﬁyﬁheném%@st%t kHGWﬁerﬁhacfat kBepdlistributor

will ngb’i}%( %{kﬁ%lddt?éllﬁéhowlﬁiﬁaa vﬂﬁSSﬁg@eal&feelrhtde@@é$ ©n and need
code (called a in cry | iterature
not ha&ly ot h@or@es?PSHOEE?SlXS %qu g%@f?ec%ﬁ%%esa reement.
Teci Diness thhaanoﬁlymhrbﬂyeof ethypltéqneSBdIso i fiffeat tmotection
uestor _knows .t hat t ist t Y
aga:a%%qu GESS HEPEGES - vvho rra & t#‘e&ye%%gsl n%%dp e st this
1nvemtyanntsmn@rpmmmﬂwte@aynswﬁcﬂaxﬁﬂﬂnppnﬂyﬂ‘ @gre@ﬁ@pplng the
requ&s ni, He§%§§3h§é“%EEHiﬁ”§r%@éﬁ&&rél§9nﬁtf9%vel encryptlon

pro ec al nst eavesdropping. It 1s also withi
techhibage opechf as hS§L

The requested transaction may include, but is not limited

to:

- bidding on, buying, or selling items wvia auction

- buying or selling stocks, options, commodities, or other
securities or merchandise in a financial transaction

- researching a topic of interest, including investigating
literature on science, medicine, intellectual property,
and historical or legal records

- performing any kind of real estate transaction

- accessing a database.

In step 106, the distributor transmits an encrypted
response. Anonymizing networks may also handle transmission
of the response (or responses if each request triggers more
than one response). The distributor may broadcast the
response, using any Dbroadcast encryption scheme. The



10

15

20

25

30

35

invention to protect agai nst eavesdroppi ng by w appi ng

the request and response within a standard I|i nk-
woOevalosesssr ypti on  techni que such as SSL. The peguEests/d15040

transaction may include, bu? is not limted 25 to: -

bi ddi ng on, buying, or selling itens via auction -

dls&%tﬁg)rorerﬁ‘{?id}l@gtﬁéoéh&ryp@&bﬁns,ch@mmb témsurer that only
ot her securlt#es or .mer chandij se i anci

regi s T S-S Feearkihiong BT cPorht Bregy Lo @ sexvice)
canidé&tybmgthevee@myﬂsawwlﬂﬂ hlsesauonehaysmh@mCE$ computed

in i.nt el u r i.storicalg: .
usingbe Beuids. S ¢ BralnBgs hre it peLhr g igtriouted.
As Llomgsastithe resress ngehadanﬁbé;s?e the sremspogicmhecan be
dec dd béﬁ%\é bgt o é%&ﬁb@f‘céfpﬁ:ﬁg s Iesppased reglstered

onym Zi s may al so handl e transn1SS|o
é;arté’i is not

requestqespoRBe (s trddpritiesi® i 2858k SFedded

beid®Pl ©iddtadl one mesponsdsenthe givainilom Olth[my protects the

br oadcast _the . response, usin br oadcas
anOQMW%EMn|8ﬁ scHSe TRRESRE0 foo%ﬁﬁgé%ggguaran eeing to the

dismmoﬁlﬁ@ﬂﬁﬁﬁé r@oiiesttoirbutsoreierimwys phed subscriber or
..encrypti.an schenme to ensure that only registered
Wll%ﬁﬁ%éﬁ?ﬁ?% (§° 259 €h%gr%%R%%?$bers to a service) can
deciygitlst he iespsnse wlld8,a sEssi oneegsthut pgocesses the
res%orl;@é'te hé';%?gcdégg %g Fﬁ@lﬁﬁ&é HQ@EyBEYﬁgprt%\é' Hd3l¥bnses to

een dis ong as th response rel ating
access t beet pahgavplél carm®teage c?rqrﬁ%eéu‘—ro Yt byagomeso” include

a ;g?é'%%'us‘)f el sele OEeYéE't@nbegbéfﬁi@@lafeChb@é"é@ﬂiéSest herom a
istributor is assured é‘? ta.is not bein

potntiakl YREYpriés@if $% GHFI S0y oteTr et gions.  Note
tha@nNenY Bl Bhoefdite reskiest etremh Itlheugha rard eeenget okhbws which

tribut t h
subdiptist hetats ViR BEVARGOIETPG ull ERECT edgone toeful for
the Fbanaléys to Rhewp tbh8s tihéormquestorsppesdssds thedr policing
of Ipﬁé%%nsgf gﬁg Bé%}%éé' ngBh@C'&nﬂﬁgﬁsﬁ.‘%ec‘c@épts'e% €s trying to

access the originally encrypted content,
"trave" caniahshevacwede Deiagpueedois gt SRVeR FE®@Strg All of

the PAELLEMEAE 1 bRSRONSRS fIdPM&, block technologies are capable
of this so-called tracing. These techrniques operate by test
revoking whole classes of requestors, and seeing if a given

requestor has been revoked or not. Then, by
divide-and-conguer, the tracer can eventually find the
particular requestor. While this is happening, however, a

requestor will observe many instances when he has Dbeen
inexplicably revoked. In this invention, these revocations
serve as a red flag to the requestor that the distributor is
up to no good, and the requestor should discontinue his
operations with the distributor if he has any concerns about
privacy. The chance that the distributor can guess right all
the time, so the requestor mnever sees an inexplicable
revocation, is vanishingly small.

Referring now to FIG. 2, a diagram of the initial
registration and device key delivery steps of the invention is

shown. The requestor (designated as Ri) registers as a
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potentially very |l arge set of broadcast transm ssions.
Note that this anonymity works even though the server
wanomwsedss ch subscri bers have whi ch devi ce kepST/EP2003/015040
fact, it is useful for thdoservers to know this
information as part of their policing 20 of msuse of

subddI 8L VIkee. [Buba¥pilylly { NSSATOEr doS bEY I BBobPded by (or
race eys were being used in a given request
deliptdred vim) af thenedisontlbutessi éferéynpreék as D). The

dis G&[@&Og 8§19é§8 capabl %naapf 1t bLprsereakbed aI r@&t‘. NGf unique

ese tec ues operate by tesf revoking wh
deviggedeaigs o‘ior @S tnd seeing if a given 25

I QEIESEO a%to@eft'b reveked or an@iiaghen, oby the request and
di vi de- and- conq the tracer ca event find t 4
respRt® chir s r‘éﬁu ‘f'ojrnVWl 8™t I"t?s Wﬁ‘app é el b sends

an b@wmwabmsa tregeastabnw teéqobser v maing |ds$antbstmhen The

as be [ | icably_rev t.hi ven
dlsﬁﬁhﬁ&;?%y%@%?.g §P %;rvéﬁa§%§?§g§ a re%§é4%1 EbPBting to
the regaeséotiohat The diespdrsg oray sbe ubroadﬂasgotﬁér aegeption
ue, ti rroPerations with
by %#¥E%é§h %ﬁ% #u%%gﬁégqgniﬂﬁaﬁﬂﬁns ‘about privacy.
Tr&et@amegtn@w tte 8IStribut 8r Taoxpieselritdie BHpguest and
res%c%?sé'@@e SOk hfhéeﬂ’r'@?_ég:eaeé%o%?ﬁ%n%n oenexRl i1eRk®ion is

FVoCat] On, I8 Vanishingly smail. Referring.now to
shom G 2,18 dFBgPanFBPOfABENRit| & PP@&FSFPaPPéﬁtan&OnneCtlon

bettg_féﬁcethéy Qf%'q'u\é@ltbrSt%@ﬁ oftidie diweriberor s 1§h0W@ed for

e, request or nat ed as sters as a

COMBHRUF LR PCT/T%PZ%os‘F%’i%%%lO)io ?&ﬁ&rlrb%t? (agfeiey  che

reqtp@iﬁdmul ar, eServt cdoks heipr prodédebyir(frmadeldveredarding a
via) _the distrihu T

retfid) piBEERr dah st drbarnis £l 38 Aeed) the  requestor’s

anomymie. device keys to the requestor. 5 Referring now

tolflg‘ 31 %@rgﬁt?&g@r]gf%ctegge%eoéleﬂ)ta% EB88RONS8Es requests

psof thé I'nvention I's shown. The requestor sends
and ahraﬁdﬁ?ﬁﬁas & rlarisaefi GRCFERGESt NPNWSH AT | BewR. in FIGC.

3, &hen disifdbukahethen tlrsangathg b efst YRt exbt eéﬁor&a&ﬁ:rypted
relating to the transact ns
mes$Rgeficast SPor FecEPP |d%re ?aj qdﬁdﬁi zaCh requestor
enpl&gsiest assimt-tdw Opghan connection to the dlstrlbutor A
normal HTTP Web connection 1is an example of such an
implementation. The distributor probably cannot identify the
requestor by his TCP/IP return address in the point-to-point
connection. Most people get a certain amount of anonymity
based on how they connect: for example, when one connects to
the Internet it 1is typically either through a firewall at
work, or through an ISP connection at home. In both cases,
the return address that the outside server sees is a very
generic company or ISP address that does not identify the
requestor individually. MIX networks that guarantee complete
anonymity in the return address are known in the art. The
preferred embodiment of the invention wuses point-to-point
connections that provide anonymity in the return address by
any available means. With point-to-point comnections, a user

sees only his responses.
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Referring nowto FIG 4, a diagramof the request and

response steps of the preferred enbodi nent of the
wonvasdss is shown. In this enbodinent, a  PCT/EP2003/015040

poi nt -t o-poi nt connecti on 1etween the requestor and

the distributor is used for 15 comrunication. This

cqpnegid %‘rgﬁéfréﬁt 1hﬁ§@ﬁ1é£}éatﬂén,r%ql&ﬁl°rls pfovided to a

does not ‘provide information re

stangi@gcediel AT SHE ’RBdEED ﬁbglﬂléeF &Bgt or Tgis tool
encrIPY Mebht ehf aoﬂlsdéméhﬂiNUSﬁm@CGSﬁéS BES ot ( Hﬁta Encryption

anonynopus feque 20 and broadcasts | ot .of
Stan&%fi)/pt%ﬂp?%gpoﬁg& FLe Olﬁ a% 1@ GRHERR #ge within
the regqopest ot i ﬁhgel nghvemtgein.a | dheof teokr ypiredrun as a "CGI"

nessages. n_th rr di t, ch .
Progr&ftestor Ié?ﬁff%‘%/ %ﬂ%ﬂf t%(‘_ijn@%@tgt g%%ne%?ﬁonr%l% g the
backdirsturidusnd. emcmm'trraﬂst&nﬂ@ Vlént@@ﬁnect [Bn €ighgy case, the

cont@fﬁ;gpéfygﬁc% Regn 129 I#lm&‘i'eﬂl@h' @n.g é&a@l SM?[MEUE?%e, or

can Identity the_ requestor hi s
exampél{q” Wcﬁif%s@—”@?ﬁ@?@i boi nt - E&CHoi ﬁ?quééﬁﬁ&ﬁl oHebnpdrowser

empﬂgyﬁﬂéEﬁﬁﬂgihﬁefﬁétndéﬁPM@EsthﬂQOBMﬂtéMt Qﬂ&eﬁe@ﬁrhgwit to
t hey connect: for tjff | e, when _one connects
c

the | WPEPHRET 1t B4 VEPpi e Teeaa . i buab i ar Proper
(nom3G Vi e d Jorddvii @l gheyas ﬂcﬁP wormepdihwainceat home. | n both

case thereturna ess t hat e Y/

}b%&fgjéq%e ge%e?gé cgjrfpa%y drglr?’1 r%g% lagré:zlgtﬁé?u%t and
respihoese rmteps:lecmf i thet heven’eq@nesane Fhdivei dbenl pn NMokermediary
is %%#hr t hat %PaEﬁEEeee ﬁéﬁt a rntﬁ%éfhé&ﬁéry is a

address aré known in the art 5 preferred
trussrdsbditheimd ofpartiey | radmirHeT nades poﬁdﬁsnt%lap“{ﬁdnt as A) that

hanélgge%rgéls tpat tﬁéOVthnéaeeyahty kecbeglhgturtasks for a
I ess an avai | | e neans. pol nt-to- (0] nt

dlSté@rh‘rB%Qlfons hess 5%%%Sonm§7yh| S'Lr%‘?é'slﬁ%ﬁ“]segre ng and/or
subégﬁﬁgﬂﬁﬂﬁ8§ef£3éﬁfﬁgoaé915@4Qeyb1dd1iéﬁhéﬁﬁﬁﬁgreds well as

npl ementation, a topl is provi.ded to,a stan

Cra QiR TOSER LAY | HST B Ehhdre OFRATIPR s opericdically

prox&u[t@iry@t Stlﬁ,‘é)ntsmzﬁlfgdt&ﬁmndmm n@g t eeddBSr( Ddtey block that
ption t andar her hough al |

ref]cefcp S AFEE WY HFRC g% Lepe o(? f%@g@%tg?/e%tl og The

t o ocanyr unasssa 1ﬁma"payments the receiver makes to the

distributor to become (or remain) a registered subscriber are
not linked to the specific quantity of transactions processed,
or the amount of content provided. Quite often, a requestor
will pay a distributor for unlimited access to a resource for
a particular span of time, regardless of the use the requestor
makes of the resource. Note that with the present invention,
the requestor can pay by credit card for the service
subscription, and the distributor will have no way to identify
his individual content requests.

In other situations, though, the distributor may
establish Dbilling practices that charge the requestor
according to the quantity of transactions processed and/or the
amount of content in processed transactions. To handle this
scenario, the requestor can run tamper- resistant software

that tracks transaction usage information that determines



10

15

20

25

30

35

programto encrypt dynam c content, or can run in the
background and encrypt static content. In either case,
woheod4/0ser88ent so encrypted is marked with a spectaiP2003/015040
M NE—type, for exanple "x/13KB-protected”. Each
requestor's Wb browser 10 enpl oys a plug-in that

bllﬁfﬁéy%hﬂtéﬁ§a£98&§”%ﬁ%&% %?L”n$&'£e&9esE59 Q&ﬁMﬁﬁbt trust
given that the aﬁﬁuestor

t he og %mﬁn r vok i
Suclae@.oééw;es For TeRRt-ader ﬁ%%ﬂywe‘mr. RGUA Fée it
may apdi ﬂ@ééﬁb@fyt herr aq\;\mﬁihaang’ tmm@gsehi&ao@aﬁtﬁ he> certify
i nv |on en an | nternedl S
thaf K L B0 e R BEdRr Hhortly T B Ba R0 | @ glevel of
compIesiey t@ltUepba$ycadnvensioator (designated as A)

thf‘l%us,ha%d' %g%%%n‘&rhégfu{;iéﬁsac%' %Bepr&’&&&é' Bgséés“}illlng

di'stributor cl ude”creati
prObhamordesngquemﬂ)ﬁhﬂﬂ|Qﬁb¢d&ﬁ@ﬁﬁmtﬁ§ké9shﬁ@e the trusted

thit&AHESEY 2am@S i WRIda >y 3tfReKi HnL eBYUESEAlR related tasks,
registration informati Qn and periodically providi

ng
suckhas dFSeFkbIEoF TARPACH 1689 SPGR B Mhlge ICAAAACT L0 Guant ity

and}”@f' gﬁaﬁsace%he@tlz%et Oi‘hﬁ@,glﬁltl@r efvergueat ens. Hd extended
many cases,

he I i ver kes to the .
o FOERBREIP  BEEEBInERt or I T ey ope] (S€auive any
personbal:rlzhe‘iomaa:lcﬁs mrekyalriciked i‘ost@kmmﬂ:ﬁéxs geantaly, but

mer%r% Qﬁ%?e%o Ogukpsrﬁggantrgéuggegggt via the

te 0 ten a reques
admum5$trauonr for unI|n1ted access to a resource for a

paftigul af 3pap Of ; ﬂ'Eﬁe %%Qﬁgdhﬂ§stﬁﬁstEﬁv%ﬁngﬂeto reduce

request or makes o th resource. Not hat with
the pr @IV a3 bn, i tRad eq@&st opr@aﬁrbag byrfé%feﬁl%es by

encg Qlﬁ%rédﬂh é&éeofswﬁmﬂéﬂﬂlﬁﬂtha@jﬁﬁﬁﬁue content key.
I stri

ve no way ta identify his ,
The | iy Flalk b ent AFBdRSEYPCRR ofdt &) CHATRBs Session key
andthhéghlﬂdkﬂdh&ﬂrimuénCrpﬁyedeibahli@miﬁhéingsponse. This

ctlce ar ge equest 35 rdj 0
gre%ﬁe quaﬁ%i??g q%%ns%%?ﬁo%s é?ocgéggh é%?gr #%gdg to  be
re-anouypted @z@m:enthﬁensgs@a@@séwy rbhealkt iddwaigero hawdie does

per58&§c §§?par|o t he requestor can run tanper-
sistant software that tracks transaction usage

|n$‘b¢naffﬁéﬁntthaﬁlv(9@ttéﬂaﬁ Ay 8- 900k 0suBggyed as a business
met P63/ EB20@3L818BA9c tdmmerce, where requestors are charged a

fee to  have their transactions processed anonymously.
Alternately, transaction privacy may be offered at no charge
by the distributor, to provide a marketing advantage over
competitors who do not offer the unique features of the
present invention, and to ©provide requestors with an
additional incentive to subscribe. The invention may be
extended further to cover the case where there are multiple
classes of subscription service. For example, there might be
a "gold service" which could access an extended corpus. It is
a simple matter to have each class of service be associated
with a different session key block.

A general purpose computer is programmed according to the
inventive steps herein. The invention can also be embodied as
an article of manufacture - a machine component - that is used



10

15

billing and disall ows cheating. A requestor may not

trust such software to maintain anonymty, though.
woheraberse, it nmay be necessary for a nutual | pCTERSG0815040

third party to certify thatB the software behaves

properly, which adds a level of 5 conplexity to the

by RaShsghpygnt %S?Bcejs—gﬂﬁg aggbhterest 6! Wioidd tdie present
usage- based

probl em _described in this
Logighbodi RBAE, 18VEBLHAVe the TRPISFE L rdl firiy-cal machine
compﬁﬁ‘l’érﬂi stedor penfes msongibithiingprekatedntaskpparatus to

uc s tracki tran ctlo dat g3 such as ansa
er S5, 855" 189RATsh FRRAGH 2N B8 o0 H{ANTAGL%0n may
be icmedicin bgn he eoxt@uicked nmgifasrcermxajto mher@ceecti@ted by a
rlbut 0es ujreja r s@n f
e R R b
instsorakiowss 0 TheRer LRed TSGiessomaY i tegiée, for example, in
ray 3G B S @er Jo‘ir 'énlé ﬁla%@ WirtiRieN dhessenpel Ofiri BeSof the

inventionto re uce , tatlonal morkload of
commtteRfar i Af ﬁcg@pdﬁgggf n%‘( é%b f DASD array,
magreitent tVé];Ieh a icatte ot ente&ayonl'yl'he wendey] keyr i s other

t hen, encrg$ Wit h adgurrent session key and then
aPPL Ry i Haéﬁi?ﬁiﬁ% F6IAT in the response. This 20

gneally rheéuchasvémel anohat deatat deshaibadedsittn bespect to

encr.ypt key. b n ' h

122 O SHRATAIDS I ey LAk, Shengiactatolly
varrwm$ogbdnassambuskﬁe§§dﬂnﬂnmﬁh¢oapﬁaé@tu%na@d means herein
descglgve c?cxﬁltﬂ\gﬁf edéﬁ&}:'@?.ﬁgr§r6ﬁ19tﬁﬁa§,@%9eaana5 tReHi®g of the

hei r transactions™ processed anonynously.
inveytiemat el yACEPHASAELYon 1S VARFCHRNCBe SHPPEREGNE 1p to be

con&NE88s Berdde déﬁéﬁpb&iﬁf,aﬂd) @n@vudﬁremtrwrkeis Ngiot to be
advantqge over nrﬁ é gﬂ do nﬁIEL %fé S
Limypeduex %%Fu?%ssﬁ?c o p+%s FhERNEE %ﬁ% to

provi de requestors with an 30 additional incentive to
subscri be. The invention nmay be extended further to
cover the case where there are nultiple classes of
subscription service. For exanple, there mght be a
"gold service" which could access an extended cor pus.
It is a sinple matter to have each class of service
be associated 35 with a different session key bl ock.
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A general purpose conputer is programmed according to

the inventive steps herein. The invention can al so be
wentadsedsas an article of manufacture - a naebdTme2003/015040

conmponent - that is used W242004/ 059588

PCT/ EP2003/ 015040 13 by a digital processing

We ARPRA.atus to execute the present logic. This
invention is realized in a critical machine conponent

that causes a digital processing apparatus to perform
1. the maﬂﬁﬁaiWEnﬂEéthrShgijhﬁweémecﬁhenﬁnvemﬂamna¢u@oﬂﬁ are

enpodi ed conput er. ramthat is executed by
proqgs%#f %%éxﬁnqg % "as a series of
ini tdeiigt erecsbeatartialy e Hevgtesisid onsh Ehebies tmidautinsti ons
delﬁyé%féﬁ'dQI e AL, dﬁcé%ﬁgjg Ebcgﬁﬂﬁnfﬂngséﬁka

ive or opt|cal drlve of the conputer, or _the
sendingd r et PORSYMR)SheL BARIRGL T ar BRSLShr rigpm 192.1d Tequestor

to JBHHIG Li3RfoL) ectronic read-only menory, or other

appropriate data storage device._ VWile t ti.on
trangpl Hed F8s GHPaP W4 F $RRs] #%Pmuﬁadfg M jRibutor; and

procdadiqeiis thededise by Wdild heequrelerest ood t hat
vari ous changes may be nmade in the apparatus and neans
herein 15 described w thout departing fromthe scope

2. anﬂ:ihéeawti;m@d ofoft helaiimveht ivirereicrosdiidgl ¢isthebutor is a

cribed enbodiment is to be considered nerely
co'% %hﬁiéfyjind the invention is not to be linited
except as specified in the attached clainms. WO

OﬂﬁéO?r?e%dPCSTEpgfgﬁﬁO]ﬁO\ﬁl@eréﬂnV‘%é?ﬂ&' BistriPutor is an
or ensurlng

hat el ectronic transactlons are
mtqaxf USRS BRI S PR i ARG Server.
reglsterlng a requestor mnth a distributor; 5
dellverln e, se devi ce keys to
%das%ﬂdgﬁﬁl%’m&aW fols ¥a s%%%%%t r]éa:b%ts:?s to at
1ea§ﬂ£ Omléabﬂ I efpuetattion 0 saftnahsial buran$actlon, a research
transmttin an cr t
Erans e v ¥t or® dgfpr%%%33|ng salg response y saido> @
datalegsest or. 10 2. The nethod of claim 1 wherein said
distributor is a

5. The method of claim 1 wherein anonymizing networks perform
said sending.

6. The method of claim 1 wherein anonymizing networks perform
said transmitting.

7. The method of claim 1 wherein said request triggers a
plurality of said responses.

8. The method of claim 1 wherein said response is broadcast
and only registered requestors can decrypt said response with
a session key computed using said device keys.

9. The method of claim 1 wherein said processing includes
selecting particular responses from a plurality of

transmissions.
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content server. 3. The nethod of claim1 wherein said
distributor is an internediary between said requestor
wanw4psesat ent server. 4. The net hod of cl ai m PCWEE2@®BMN15040
said request relates to at 1515 | east one of: an
auction, a financial transaction, a research
transaction, a real estate transaction, and access to
a database. 5. The nethod of claim1 wherein . .
10. anBhamiBeHedePiiorkeifer t oMReredis 3 & HBPAGS S gRITHECLludes
decrpitiady ofa &l atdrgdond@s ei N anonyni zi ng networ ks per f orm
said transmtting. 7. The nethod of claim 1 wherein
said request triggers a plurality of said responses.

11. 2578e Terlrei hofl olathailmwhenreinei sasdi degespbnse defermines
br oadcast d I.stered regyest an cr :
thatgy; ?Oélsepsotnoglne V\A%éh%ﬁg&e"ési olﬁsdkey con&%{%éfusi% s.)g%:?(:tlng
revaimtbenkeyesudtimhe framhodratinpaiahtemiier epaidaidd stributor

makdl ocessing includes selecting particular responses
roma plurality of 30 transm ssions. WO 2004/ 059588
PCT/ EP2003/ 015040 15 10. The nmethod of claim1

12. Wher ehg salie@hgaog%szsi ruﬁla}jirm:cuﬂlesmgﬁ@ﬁypt ipagméﬁitg to said
. responses.. 11. T met ho claim1l erein.s
dls??iﬁkﬁﬂ%r B%te?ﬂ?ﬁesregﬂg?ngqugg?ornggon PEpIeLt  on the
trarducal @nedobycsleseiting 5 revocations resulting from
tracing attenpts said distributor nmakes. 12. The

met hod of claim 1l wherein paynents to said .
13. di st Theut oethpdsaiaf r egjursigt orl areheveidepeas@anten ttee said

dis%ﬁﬂ@&@&ﬁiOQ%épr%ﬁﬁ%ﬁedrgﬁgg%%orTheaggthq@eﬁén&éﬁ£n11on the

erern payrents to sal Istributor by said
transatiesee? R¥eceepRfdent on the transactions
processed. 14. The nmethod of claim 13 wherein

tanper-resi stant soffwa erti,fied by a nutual
14. tr d&Ce Y r?%ﬁ%maiﬁswﬁﬁﬁﬁ§ﬁc$?@ﬁer"reSlS%aﬁ% software

certified by a mutually trusted third party tracks transaction
data.

15. The method of claim 13 wherein a trusted third party
administrator performs at least one of: providing said device
keys to sald requestors, tracking requestor registration
information, and periodically providing a session key block to
said distributor reflecting a current set of registered
requestors.

16. The method of claim 1 wherein said requestor and said
distributor communicate via a point-to-point connection that
does not identify said requestor.

17. The method of claim 1 wherein said response includes
content protected with a unique content key that is encrypted
by a current session key and included in encrypted form in
gsaild response.
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15 data. 15. The nmethod of claim 13 wherein a trusted
third party admnistrator perforns at |east one of:
weonroiod9Isg sai d device keys to said requestor BCT/EP2003/015040

tracki ng requestor registra®ion informtion, and
periodically providing a session key block to 20 said

1g. di gt rdJsitan kel egtduiray CthaEnteleRicrehiregt sds@ctions are
requestors. 16. The nethod .of claim1 wherein said

pro PO LR HRTINRDGT conmuni cate via a

a pROddsdor paitkit cannedtdldly t hagistees nat rdemcisfprsamdth a
rgg%;st r.. 25 17. The nethod of claim1l wherein said
r Y5 iudes content protected with a uni que

a seomm@&nprhegstbat timtentelyiptexs dyualquer emt sebsfewice keys

\ ' ed in encrypted formin said response.
to %%%6&3%%¥%%%%§g PCT/ EP2003/ 015040 16 18. A system for
a remsestngeniar dileat r 8ANEst PN FRANGHY Sr BrapragksgRg request
ANYBHOUS Y r SQRS ¢ S N b QEiesSOTbdted; i nitially
regi sters a requestor th a distributor; 5 a se

ond
a TBPBRBSSorCTIMTHEFFY oFbl UTGIEEEl 67 (RTOPREy s t osponse
t Frs hdRYuUBss ribwcsequaest sender that sends an

ananyno transaction reques om sai
2 xSRI Shabirces Te L osniBR R (Y Hled Cor.
gransnits an encrypted response 10 fromsaid
i Strj ; ive at AGESS j :
19. res%poél}zgég%r %gidd&?gé%%é%o?}lggg.el% syst eenﬁsfg?élg%%ﬁtr:ilﬁgs are
proadeged|atnyndes iy anseRy ohst@r e  processed

mear@ONYTRUS| ¥y 1GAFAMKSI ngégﬂﬁ@@%iﬁ?r | Qi tigddYestor with a
regi stering a requéestor with a 5 distributor; means
f F T i1REFPHYy a uni que set of device keys to said

nead£0URS! OBl iPaRsnhora semdidig apeanony nolsyitdeankagti oro  said
request fromsaid requestor to said distributor;
reguestor;
means for sending an anonymous transaction request from said
requestor to said distributor;
means for said distributor to transmit an encrypted response;
and

means for said requestor to process said response.

20. A computer program product method comprising a

machine-readable medium having machine-executable instructions

thereon including code means for ensuring that electronic

transactions are processed anonymously, comprising:

a first code for initially registering a requestor with a
distributor;

a second code for delivering a unique set of device keys to

said requestor;

a third code for sending an anonymous transaction request from
said requestor to said distributor;

a fourth code for transmitting an encrypted response from said
distributor; and

a fifth code for processing said response for said requestor.



20 neans for said distributor to transmt an encrypted
response; and neans for said requestor to process
wealm/osesponse. 20. A conputer program product POEERSm3/015040
conprising a nmachine-readalll e medi um havi ng
machi ne- executabl e instructions 25 thereon including
21.codg nBaesnées enstHddg forat cehaattOAYC ele@nsaei ¢ Ofommerce
are processed anonynously, conprisug%i a first cod

. e
whiker SHFWTHHYy TRASF st T FiequdtbioGitis, are processed
anomymditis byt ocomprsetomd code for delivering a unique set
.. Oof vice keys t 30_sai ue r. a:thi e for
in1 QafifY FE e riRe T aneabET ot R o2 P L EREF
5 delieguisgor toigeddseisofi davbce keyour® hsabderédnestor;
soitt c 0 fd@m sai '
sen L B e e et gy pauestor
to gatPohbet¥bpukard requestor. WD 2004/ 059588
trafmésnd EP2093401804Pypddd 2tespoRsis| fesh SBLA0MiEOFibutor; and

conducting el ectronic co rce . ywhile ensuring that ., .
pr%@%%%%m%ﬂ%%ﬂé%%@?%% ﬁ ﬁ%%@é’e@oquea%%mdmﬁem said

10 req€O8P6T SHags eRtthafby smghghetyng a requestor with a

di stributor; 5 delivering a unique set of device keys

to said requestor; sending an anonynous transaction

request fromsaid requestor to said distributor;

transmtting an encrypted response fromsaid

di stributor; and processing said response by said

requestor, wherein said 10 requestor pays extra for

anonymty.



