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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by a directory server computer, an indication frem-a-userthat a
resource provider is trusted;-wherein by a user;

providing, by the directory server computer-isprogrammed-to-provide, a
first level of authentication to the user;

storing, by the directory server computer in a database, data representing

the indication frem-the-userthat the resource provider is trusted, the data comprising a

trusted marker, wherein the first level of authentication is provided prior to the storing of

the data;
receiving, by the directory server computer, an authentication request
message from the user conducting an interaction at a resource provider computer

operated by the resource provider;

determining, by the directory server computer, that the data

representingcomprising the indication-from-the-userthatthe resourceprovideris-trusted

marker is presentiand in the database;

in response to the determining that the data comprising the trusted marker

is present, providing, by the directory server computer, a second level of authentication
to the user before the user is allowed to complete the interaction, wherein the second
level of authentication is lower than the first level of authentication:;

sending, by the directory server computer to the resource provider,

information indicating that the user has been authenticated at the second level of

authentication and the trusted marker:

receiving, by a processing computer, an authorization request message

for the interaction from the resource provider, the authorization request message

comprising the trusted marker having been received by the resource provider from the

directory server computer:

validating, by the processing computer, the trusted marker; and

sending, by the processing computer, the authorization request message

comprising information related to the interaction and the validated trusted marker to an

authorizing entity computer.
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32.  The method of -claim 1, wherein the resource provider stores an

account identifier for an account of the user.

43.  The method of claim 32, wherein the interaction is a stored

credential transaction.

54.  The method of claim 1, wherein the second level of authentication
is no authentication.
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65.  The method of claim 1, wherein the providing the first level of
authentication includes initiating an authentication process, during which asks-the user

feris requested to input a password.

76.  The method of claim 1, wherein the authentication request

message includes a resource provider identifier of the resource provider and a

verification value- of the user.

97.  The method of claim 1, wherein the indication frem-the-user-that the

resource provider is trusted is received from athe resource provider computer.

108. The method of claim 1, wherein the indication frem-the-user-that the

resource provider is trusted is received from arthe authorizing entity computer.

+19. A directory server computer comprising:
a processor; and
a computer-readable medium, coupled to the processor, the computer-

readable medium comprising code;-executable which, when executed by the processor,
causes the processor to implementperform a method eemprising:including:

receiving an indication frem-a-userthat a resource provider is

providing a first level of authentication_to the user;
storing, in a database, data representing the indication frem-the

user-that the resource provider is trusted, the data comprising a trusted marker,

wherein the first level of authentication is provided prior to the storing of the data;
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receiving an authentication request message from the user

conducting an interaction at a resource provider computer operated by the

resource provider;
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determining that the data representingcomprising the indication
from-the-userthat the resourceprovideris-trusted marker is present;:-and.in the

database;
in response to the determining_that the data comprising the trusted

marker is present, providing a second level of authentication to the user before

the user is allowed to complete the interaction, wherein the second level of
authentication is lower than the first level of authentication-; and
sending, to the resource provider, information indicating that the

user has been authenticated at the second level of authentication and the trusted

marker,

wherein the resource provider sends, to a processing computer, an authorization

request message for the interaction, the authorization request message comprising the

trusted marker having been received by the resource provider from the directory server

computer, and

wherein the processing computer validates the trusted marker, and sends the

authorization request message comprising information related to the interaction and the

validated trusted marker to an authorizing entity computer.

4210. The directory server computer of -claim 419, wherein the resource

provider stores an account identifier for an account of the user.

4311. The directory server computer of claim 4210, wherein the

interaction is a stored credential transaction.

+412. The directory server computer of claim 419, wherein the second
level of authentication is no authentication.

4513. The directory server computer of claim 119, wherein the providing
the first level of authentication includes initiating an authentication process during which

asks-the user foris requested to input a password.
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1614. The directory server computer of claim +19, wherein the

authentication request message includes a resource provider identifier of the resource

provider and a verification value-_of the user.

1815. The directory server computer of claim 119, wherein the indication

from-the-user-that the resource provider is trusted is received from athe resource
provider computer.
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1916. The directory server computer of claim 419, wherein the indication
from-the-userthat the resource provider is trusted is received from anthe authorizing

entity computer.

2017. A system comprising:
a directory server computer comprising a first processor and a first

computer-readable medium;-the-first-computer-readable-medium comprising code

which, when executed by the first processor, causes the first processor to perform ;
operations

including:
receiving an indication that a resource provider is trusted by a user;

providing a first level of authentication o the user;

storing data representing the indication that the resource provider is

trusted in a database, the data comprising a trusted marker, wherein the first

level of authentication is provided prior to the storing of the data;

receiving an authentication request message from the user

conducting an interaction at a resource provider computer operated by the

resource provider:

determining that the data comprising the trusted marker is present

in the database:

in response to the determining that the data comprising the trusted

marker is present, providing a second level of authentication to the user before

the user is allowed to complete the interaction, wherein the second level of

authentication is lower than the first level of authentication; and

sending, to athe resource provider computer,a-trusted-marker

information indicating that the user has been authenticated at the second level of

authentication and the trusted marker; and

a processing computer comprising a second processor and a second

computer-readable medium;-the-second-computer-readable-medium comprising code

which, when executed by the second processor, causes the second processor o
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perform;-executable-by-the-secondprocessorto-implementa-method operations
includingeemprising:
receiving an authorization request message for anthe interaction

from the resource provider, the authorization request message comprising the

trusted marker having been received by the resource provider from the directory

server computer;

validating the trusted marker; and
sending the authorization request message comprising information

related to the interaction and the trusted marker to an authorizing entity

computer.
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