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a nethod of transferring an audsiseee applicatjion froma sender to a

reci pient. Many user tasks performed on a conputer span across nmultiple

| og-in sessions. However, the conputing process, that is to say the

combi nati on of MEMODIVBTRANSIIRENG ARIACUTVE PEXEATICN FRIGNE SERBSER

i npl enents a user task typically does not Iive beyond a login sesston. This
forces the user to save out the datalGAREGIIENTa new conputing process

w Il be constructed later to attenpt to resune the user task, possibly on
anot her machi ne, and possibly for another user. As a result, an application
program ei t hgtACRGROUND AWND FELD OFSEYEINVENaTONperti nent data, which is
non-trivial, or, nore often than .not, the user has to put up with | osing
certain sﬁat es of the original conputing process. An exanple is V\éb
surfing, i .t hough_J ndj

ages can be Wi Bt REHB b Bhod gt dsiaile B R Btk fpafB o
probl em SUMyéRietd- THE | NVENTI O\I According to the invention in a first
aspect, there is provided a nethod of transferring an active application
froma sender to a recipient, the nethod conprising the steps of: (a)
creating a hiNggfynaertddrs pérf@n@ﬂ@ﬁa&m@af&@pdﬂ DPosHtiBle 1Bklin 8éssione. HENEFeaM
nodul es, data and execution state of the active application, (b) sending
the hi berdAachtRYMBUENG BEAsEISothat éy 1Q &Yy ﬁhé\pgmbb@atmneofr@aia,ppr@gtam arfludely) and

U6, 001 36538 Foret et b P Beish Dbl Ebleafty et b e 185
mai | box of t heséseenpTRistiores thepeeroRate ounfuwamufmm nﬁﬁﬁg@mewfcohhﬁtmg@twegnt

and hi ber nacul um may be sent as an attachnent to an_e-mail sent to the

reci pi ent' s neflibsseenstodies lafes te piggmptdy resHmerpBsaidesk ppssHly oaeanptb&hmaélaméd
by the recipiy i n

and the. furt 100 PRiPR ok Ehde BT ALl A0 ARANGHoD PR il bt Heliftiere”

hi ber nacubumto saveantt alltpertineat (hatagdublomatonanvraerml mofe oftert than meditix esur hamb a

reference to the st e location may be sent to a.mail box or a persaqnal
i nformati on rPé.’Fn‘al@éYﬂbfl %f”rgecefté’é’i ﬁﬁ?téﬁf’y“’ﬂ?@%‘% CBRUIBE RIFSSHS: Bt ﬁ@fmﬂsﬂs Web
preferabl y on V6 HHREEE 194 (el ek iR AGR) W b
link. The re gﬁg%é&kﬁ%’/“tﬁ% tv?ggns erre by th eeerglg? elnt to ah? ?ﬁ%s ©
mai | box or pesswinal information manager and opened fromthere According to
the invention in a second aspect, there is provided a nmethod of

transferri ng ~ 5 an active application froma sender to a recipient, one

bei ng. an Jont 1} Alhih) A5t thedebntibe 04daRss bRt pdbfert.ar get, the method
conprising the steps of

SUMMARY OF THE INVENTION

According to the invention in a first aspect, there is provided a method of transferring an
25  active application from a sender to a recipient, the method comprising the steps of:
(a) creating a hibernaculum of a process containing some or all of the
program modules, data and execution state of the active application,
(b) sending the hibernaculum to a location for retrieval by the recipient; and
(c) reconstructing the active application from the retrieved hibernaculum.
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(a) specifying the address of the target that is to partici p?tPe w Zh&e
transfer with the initiating party; (b) creating a hibernacul mJ

grocess contQi'MP438 some or all of the program 20 nodul es, datBEHHG99/00077
execution state of the active application; 2(c) sending the hibernaculumto
the recipient; (d) reconstructing the active application fromthe

hi bernacul um Either the sender or the recipient may initiate the transfer.
25 "Sender" PBueftrititgcheloeatidn iarties mhaflbaedf the eedpignt drar pessomapinéorniation senegdr

and reci pi ent be different chines, different users or the sanme entity
spaced in ti%ggﬁfﬂa%%ﬁmﬂﬁfgﬁamy@ SABATAN FECBMER! 10198 Cribihse to the
described a i Nl Wk i i on.
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PCT/ S@9/ 000rgipiamt ¢oriy Guttlree icatibn ahd openedrftaro thesukthemlovativn aldsbe fivthdr by way
of exanpl e, 1with 5re erencedto t he Ecorrpanyi ng drawi ngs, in which: Fig.l

i s a gener al OSIPREY £ RSAlER %fforéﬂl%% Fating environnent of a conputing
system , Fig.2 schematically illustrates a process life-cycle arid
operations that may be perforned on a process, 1 o Fig.3 is a flowchart

i | 1 ustrat i ngPrefesatiy bidie hehemagniudo kstentitota sprmgaidcatipn Fingptd fiom thefrtapientvandta

i|lustrati h i | at .ation, and, Fig.S,i f | t
11 tst rat i ng e A Bisde JRRHAL MY pedent b Rl apCtaLGImatPEen
i 'l ustrati ngmhiiyet 85HeTBEIPRAL, tIRS s_tbﬂge esHaa6h BERE nst hmﬂhw%ﬂtd Worldogre her

with an active application. 15 Fig.7 shows use on the Send command of the
t ask mandyer Webisesier ithdhe refemence Beingp §JRL SinkviEhet ieéerensepuaydye tsanséasreddiy the

reci pi ent of i -makl_.a i.cation using,the d. gomand
of Fge 7, Cpiebipfert f SR plefoBR of pPRbI IR SR SRR} Pl bR HRf GO
recipient's machine. ' Fig. 10 is a viewsimlar to Fig. 8 showing the file
sent to a Cal endar application. 20 DETAI LED DESCRI PTI ON OF THE PREFFERRED
EMBODI MENTS The preferred enbodi ment of the invention uses process

ausperon SRl A IRASRS P BRSSO L0l PP

whi ch ar g5 i ngDidbioe abplicdiidhdiom b ¥enddr €5 & Aestpiehtione being an initiating party and the

other being a target, the method comprising the steps of:
(a) specifying the address of the target that is to participate in the transfer with the
initiating party;
(b) creating a hibernaculum of a process containing some or all of the program
20 modules, data and execution state of the active application;
(¢) sending the hibernaculum to the recipient;

(d) reconstructing the active application from the hibernaculum.

Either the sender or the recipient may initiate the transfer.
25
“Sender” and “Recipient” are defined broadly. For example, the sender and recipient

may be different machines, different users or the same entity spaced in time.

Apparatus for performing one or more of the methods described above is also envisaged

30  within the scope of the invention.



order, to provide background to the present invention, howevern,3 (\:jgﬁcmu on
of these tsﬁlan@géjes will first be given, after which the application of
these techn! GI¥20PH the enbodi ment of the present invention REF{SGI&00077
described. 30 In this specification the fadlowing ternms will be used with
the follow ng neaning: "First class entity": an object that can be

mani pul ated directly. WO 00/36538 4 1 3 J UN 2003 PCT/ S&9/ 00077
"Process": a conbination of data, program nodul es) and current execution
state.. "Execution X and contents of transient paraneters
such as the PTION OFTHE DRAMWINGS ount ers, | ook-up tabl es and the
i ke. "Hi bernaculunf: a data type used to store a suspended process. 5
Figure 1 shows the general nodel of a conputing system An application
program 30 cAnpmizebmeat of 1 mvdngerogridmaowdel dsscibed, The vope pAtaxampiy Swiin
60, al so knovvF as th?l virtual machi ne, executes the application 30 by
carryi ng Sout™{9eRgede (e ASEPBAUYING CRWIES BN D dul es 20, which mi ght cause
the data 10 to bepﬁhpﬁgqegene}fmc@mmm@awo?aia%;fefrétﬁgﬁmﬂannﬁﬁ%f9|cbhﬁsqtiﬁ£e
har dwar e of the uné-ferlyl ng machi ne 70. The status of the execution,
together with thesy$tea and results that the operating system 60 mai ntains
for the application 30, form,jts, execution state 40  Such a del, is
general to any com® Isqﬁn?@%‘il‘é’r’rﬁlulsﬁatg“f'lSﬁracﬁéqﬁg’tcé(ﬁreh@}‘goPﬂﬁggqshg‘abF‘éaé’eh‘?
15 invention st arlgérfgrﬁﬁﬂbhgq,ré&gg,i sation that all the information
pertaining to the application at any tinme is conpletely captured by the
data 10,10pr ogr am ﬂséﬁwcmlbitwmitbm@em@gﬁm Constvuct opératien,i vel y as

the process 50 of.the. application 30. ", The.process 50 can, have one or nore
t hreads of executFlﬁhflgtaqf%wé&éaé{n@uftf%@i’ tﬁ%gﬁs”?]ﬁlragea%?e o8&t es the code of
a single program Figtiise fRiw-aityt idusteningitheMwigsepératiesl Wth the thread is a

current context franme, which includes the follow ng_ conponents: A set of
registers A progfigh dbienVeEw, ofd CAMPBISE asoreent HisHadrg dhe dask managset of the

nstruction L0 be.grealath s ibanal KaihaRlfPaplotiapRdile | nPut and

out put paraneters o e lenporary resu € nodul e In any

modul e As the t hrRid douwsdsent hirSead cammand of ted taskmafaden Vidlseraraoh Fas. 6.
nodule B. 30 In response, the prog!ram counter in the current frame is

i ncrement ed, t henFig-helpwomeesamHentcread of aatestpiedroft he fler wad to amoFamail
switches to execuld i fRAlif e StRPommandof Mz, 1943

Fig. 9 shows the active application reconstructed on the recipient’s machine.

B A o i

Fig. 10 is a view similar to Fig. 8 showing the file sent to a Calendar application.
20
DETAILED DESCRIPTION OF THE PREFFERRED EMBODIMENTS

The preferred embodiment of the invention uses process suspension and migration
techniques discussed in the applicant’s copending PCT applications PCT/SG98/00102
25 and PCT/SG99/00018, the contents of which are incorporated herein by reference. In
order to provide background to the present invention, however, description of these
techniques will first be given, after which the application of these techniques in the

embodiment of the present invention will be described.

30 In this specification the following terms will be used with the following meaning:

“First class entity™: an object that can be manipulated directly.



WO 0Q1 36538 5 PCT/ SC99/ 00077 conpl eti ng nodul e B, the new cong ?Jﬁhﬁéﬂﬁfne IS
di scarded. Follow ng that, the thread reverts to the previous frang,” and
tesumes ex¥QARY¥¥8%f the original nodule A at the instructi oRCT/SGP¥BR0ET by
t he program counter, i.e., the instructionsi mediately after the nodul e

i nvocation. Since nodule B could invoke another nodule, which in turn could
5 invoke sone other nodule and so on, the nunber of frames belonging to a
thread may grow aPgodegsiVaeombiintizadfidatal progeat hvdalety)dné eiRéR ek &diSion state.
However, the current frame of a thread at any given tine is always the one
that was creat ed E&§eutiqioptatehi she ¥alyesmand ieententst efxiransicatpgrapretes shelead the e
typically stored | - M r j on..and popped from
the top. The contcgg%e%ﬁ%fﬁrgg‘ sfgkg,grapﬁ‘rgfe%&ﬂg%;%@oﬁ{@@teaﬁgggﬁ |8](t)hneq§ ate, and 1lo
the state of all “HiBerhBtitads: adlithitypeluzed ¥ Q6RISsUaPerdoapiddess € 11s execution
state 40 in Fig.l. The data 10 and program nodul es 20 are shared anong all
threads.>The data area is preferably inplenented as a heap, though this is

not essenti &l e |0 t.a :

surmar zed Tt dy AT e PhePiL iR KR Lecto AR BERRL Y TBAAR0 Rioth 20,

a datum or aompagesadataddangd programanhadilend0. Tieadpeoninigrsystem G0jdise kaowpas ¢he

its size, and possihly other descriptors. tead qf having .a single, synbol

t abl e, eachvﬂ?'ifgégl%‘aﬁé?» %?BWH&?‘F@P{ICW%%Q%’ FW‘E%rﬂ%ItE? dpitestiogha ¥Qﬁ

dat a al one i : [\, :
%%@ﬁut%ggﬁ% 200k HREP B gﬁt‘lctfﬁ'agél kRS a8 ! 1 tgotﬁ]gft%[gﬁgoglgf Exé‘cﬁg&? is

mai ntai n no e at all. 2 I's preferre a an
pr ogr amicodeffetted hyr oamsdling ¢hes herdedre of dhdengerbme araohingrZmTheestatus of the

respectively and are shared by all the threads within.the progess. In
a1 on ¢ hiexExdien fossuer S0 e date anf prsales T b peseding Siolak o spéiesatg for
t hread, eac*ﬁhéﬁﬁcﬁ'éa{?&ﬁ %,%n{l%Q@te%%utifoh%%éw.' n turn each frame containing

the registers, l'ocal variables and tenporary results of a program nodul e,
as well as addresses for further nodul e invocations and 25 returns. Before
descri bi ng nmbodi nent of .the invention in det.ai | wever. it is
frret necosshef Araoqdli uitcat 2 G CUER G ofat of et el PR AR thestessRs
that ar qs5us§flydnfioh tear&NBei tHE RéaliRfsbnMhaCAll Wel infdimhatish eftdinkQo fthe g;kwcation
below. In addition to conventional data types such as integers and pointer,
four new dath any isse Bocamaplatelysdniiesd 1t thokdn a0} pisarams suiduife Aocantes oneibras

i s data tJHEE ARG ufererdad Hatyetts AL BERBRRANEA DT Sacc To ana”

renoved fromthe set by neans of the follow ng functions; |Int AddDatun(Data
d, String datanane) inserts the data item datanane in the heap of the
process as alhemnibesss &P can Bve ane penoa thitadsod eyecusop ishledameridng \Eack Hyoak

he d [ : , I abl ks.d I
et of . P81 ey dRene T Ty Bh Sinel Py bkl A0fy Bhychitihe ARV IT T

the set wi t Rhicheif DbhoattREnfernfameonshich thdlwdes Ackofutiowirg( ddpghonents;, Stri ng
nodul enanme) inserts the program nodul e nodul enane in the program area of
the process as a nenber of d.

o A set of registers

e A program counter, which contains the address of the next instruction to be executed
25 e Local variables of the module

e Input and output parameters of the module

e Temporary results of the module

In any module A, the thread could encounter an instruction to invoke another module B.
30  Inresponse, the program counter in the current frame is incremented, then a new context

frame is created for the thread before it switches to executing module B. Upon



I nt Del Modul e( Modul e d, String nodul enane) renoves the progra«‘nsnmﬂmz@"‘
nodul enanme fromd. 15 Stack: A variable of this data type holds a |ist of
Panges of &XROUBE3B frames fromthe stack of the threads. Th@®OT/SGI9AeH]7
contain frame ranges fromnultiple threadss however no thread can have nore
than one range. Variables of this type are mani pulated by the ' foll ow ng
functions: 20 Int OpenFranme(Stack d, Thread threadnane) inserts into d a
new range f afonigletind) henatild B, @Rél RaREconX@ iffiiieid dikdanddd) Folllbwardinat, GHE fiehd
executiion frane. This function has no effect if the thread already has a
range in d. reEwveristo theoprerianselfanacnddaesumeseexecttion 8 ibmeyigiapdmogue A at the
open-ended r. ' a .St f i on
has no effeclfl Eilﬂfctf[o eﬂfl h::ﬂgetg dg{e%g&gﬁg{a%}:ggﬁeténlﬁg %é%gfsgﬁggbgugﬁqrg%ﬂéetgly r%fr%géhff n
d. I nt PopRangé&{lStiacdcaton.TRineathddateBdvaiknvokeranaied motuld, whizhriangs could
bel ongi n 30 to the thread threadnane. 1 3 JUN 2008 WO 00l 36538

PCT/ SG99/50001Y0ke $41Re ofhisE infHle and, 8¢ papihe rymbenp§ fiagies belpggingdto isbeeadgnawn| d

a suspended eﬁ-ég/gﬁgfﬁdﬁée W'iégl mE’&l@ErﬁJo%&t‘&ﬁﬂua;nH B ?etfé)%%.gf{%w%,ot e Quftbdt 1

may be susp stored In a ber nacul um pri or erng transfterre
from one opesfai thagpdeat\anyagiveantime ds alwelyh ére dnecthstrvads crgated Vdast. dlofreiis reaseld, alie
may be subject to _the faollqgw ng evol utjonary operation: Hi bernaculum
Const r uct ( Stk ,fFaIWdLHfJé‘ ﬁ\re%a%ra txamallwﬁtgreé;swém%nW'& BaY drames ey erushed s

with the ex ' t a g, k4 : |
par anetor o, Hha CPorel Fomthe RpATh: BRELAaTY LRAH PRESE haranstlbahd
hi bemaculoum thé 6tatthef 4l therthimadd withimethie pceisPilednititutelits execugionatatew) rkigdss
as indication of its authenticity. Fig.3 is a flowchart show ng the
hi ber nacul um construct operation. A hibernaculum my be sent between

operating enyjd @iaelt Snd¥profiam’ Aol B9 £8NHaRR hnidEehlY erksRCITHhO M a drea it
Send( Hi bernaculum h, Target t) transmts the process contained wwthin hto

t he specifi euefesabjptimplinbenterthaud heapRénwighdliiSosinoteessyntiab ddieviesations of theedata
speci fied SOf"H gl?d %rohgirg%rrggglﬂlesu N %IQC gu%‘r‘fxgljigeidrllg 2 Iﬁlg)oqeigbsl'e. Each entry in the table
15 gives the name of a datum or a program module, its starting location in the address space,

its size, and possibly other descriptors. Instead of having a single symbol table, each

process may alternatively maintain two symbol tables, one for data alone and the other

for program modules only, or the process could maintain no symbol table at all.

20 It is preferred that the data and program code of a process are stored in a heap and a
program area respectively and are shared by all the threads within the process. In addition
the execution state of the process comprises a stack for each thread, each stack holding
context frames, in turn each frame containing the registers, local variables and temporary
results of a program module, as well as addresses for further module invocations and

25  returns. Before describing an embodiment of the invention in more detail, however, it is
first necessary to introduce some definitions of data types and functions that are used in

the embodiment and which will be referred to further below.

In addition to conventional data types such as integers and pointer, four new data types

30  Data, Module, Stack and Hibermaculum are defined as follows:



A hi hernacul um may be subject to the foll ow ng evol utionary fzg’cthon: I nt
Assim | at e(H bemacul um h, OverrideFlags f) activates the thre sJeN 20
process 25 HBIBU5H thin h and runs them as threads within a RGI/EGEIRI00077
process's operating environnent. Wiere thege is a conflict between the data
and/ or program nodul es of the hi bernacul um and the operating environnent,
the override flags specify which to preserve. Fig.4 is a flowchart
illustratingDidte X epSallE of ks dasityid @ Op@oTidaivefedéhdelt M¥HbREELShas&S o
int sflag, Mbdule m |nt m‘Ia? Data d, int dflag) nodifies the execution
state, progr and remeeedafisemdhe s héa}famof{th@f@@wms]gmpnwéss. If a thread has

an 13JUN20 LOQO7Y . t i opnly the.range
of execution f ramggt )S&ggéb%nﬁxg@ﬁgayﬁ)ﬁfr@ggrﬁt rn?/i%lez ‘%Sregtge‘%é%{}‘ ﬁ?‘lnel oatt%rgpwf f%?ﬁseg
are discarded. Exéedp obtheHroeksademenpernfd o t hreads without an entry in s
are left untouched. In_additjon, .programnodules listed in mand data itens
listed inSd are kdptDeiDadatash Siingsiatanams) smavss the dige Bermdatanamedram ds a
flowchart illustrating the steps 5 of the nutate operation. Fig.2
illustrates very schematically, how these operations nay act on a process
230 (whi ch mdfode:| Aadatdhbie ofntlss dapptype dtoldsna 220 ob rreferdmcbe ta eodromm Ridd)les.

The process 0 be subject, to a nstyuct qperation 110 to create a

hi ber nacul unﬁ%{ng‘%%éFerﬁ@GEEﬁﬁW“ﬁ¥e&ﬂm tg‘?)seé“gﬁ’réélﬁ‘?lgv"&g adioBper at i on
120, or received froma streamby a Receive operation 130. The contents of
a hibernaculum may be assimlated in the process by an Assim | ate operation
140, andia pr ocesdniayddModide(ddiuteo dmbtrivige nigdudeneiitehtiasartsetiat ipoogramOmoting:
process 230 may of course also be subject_to traditional operations. 15 An
exanpl e will now BROYEEENGBANG Progat: S5 §f the PERSETRASE TPAEDOROT xecut i ng
process pl is required to mgrate froma first host machine tl to a second
host machine t2. To begin with the process p 1 calls the foll ow ng
function: 20 Hi bednadidiMoedhleMabhistd; BuiStraduleanid deimeves tidatpaoghimwineadeales
contains all the exes ti oneét afﬁiks in the process, mcontains all the

appl i cation speci f1¥ L t he process (ie mexcludes those nodul es
that arej;systemspecific to the first host machine), and d contains all the

application specific data (ie d excludes data 25 that are system specific
to the first Stakt Araerirble)of tifaidataf (ype hplda aclist axf eenges md\oxgewwsFapes figm the

t ai I t t d d ecut | t at f,th I gi I
orocase pi ¢ Hiaek BF B Bealt HAR FRLCCPRR s he Aot BhiGei® R Bl o
the first hoskrep®ehh Mve FhOCEHEN RAe irfndeMVREABIS|0f thIdSyBE deél nadiEpulfd e the

W thin a hibernaculumh, 30 The original process p 1 then calls the
functi on: following functions:

RO
-

20
Int OpenFrame(Stack d, Thread threadname) inserts into d a new range for the
thread threadname, beginning with the thread’s current execution frame. This
function has no effect if the thread already has a range in d.

25 Int CloseFrame(Stack d, Thread threadname) ends the open-ended range in d that

belongs to the thread threadname. This function has no effect if the thread does

not currently have an open-ended range in d.

Int PopRange(Stack d, Thread threadname) removes from d the range belonging

30 to the thread threadname.



1 3 JUN 2003 WO 00/ 36538 PCT/ S@9/00077 9 Int Send(hi berna¢@l yy I}DO Host
t2) which 1.kS the process p2 contained within hiberna rjl a
streamto ?@%ggv?/%host machine t2. 5 At the new host machi n?&g&a 603 v’
process p3 is created containing initial 8ystem specific data and program
code relating to the new host t2. This new process p3 then imedi ately
executes the function: 1o H bernaculumh = Receive(Host tl) which receives
from the fi Héhermassiumadvarieble pf thiredata type isawser torheld @omspanslied gradees. pr ocess p2
whi ch.i ncludes only the application specific data, program codes and
execution states. 15 Process p3 then calls the function: Int

Assi m | at e( Msbeittelss bxpitaidd in in@radéthil deldw Arddesends vefsuspendet agdstorBd in a
stored in h and to run them as new threads within zo the environnment of the
cal | i ng pr obdsmagalumypsiop ip dieitg trapsfersed ifipnp Pne reaeratdgnerdr@ument deyanathey i n
a process t : : i I P& Il |, but
i h the sy SraiiSefitork, AR AR SERLRAER) &b JoRRNibE 051, Bbr R REEREOR, g
second host nachine t2. 25 The original process pl termnates. In the

exanpl e descri bed above the process_pl discards first host specific
i nf or mat i onFipbsregcuiyn nepstius ?Cl‘i—lémé&éi“)e fheDats®ar thinh PosEtoBecgaife anewr

mgration t iof NdtStel rBed hi 4 | g\ :
enbodi nment . B%O%p%o%ﬁgg:eﬁe '?' Egéus(r)gzgetitg’ Ef&égirﬁ {sagt?ehgh(?oi %v&eﬁg %gﬁfloﬁs mp % 3
J U N 2003 parfetdé. SBEIFoRET isSGRAEINOIH 7sutperided and chanuetimed Goa hibenwic(binack
s, Modul e t.a d ere s contains, all the .execution stacks . in the_
process !9 mﬁg%ﬁsﬁaﬁ‘mWI & Signefnhy othp RaiBAInG REISSST g HWHeRtie) sohits
specific an i QA 0N sSPRRV-Ei hi 1 j ain the
process (i ngﬁltﬁgl?indéﬁﬁgt%?gyst em'izg]‘%’te‘f’:ﬂi?)fq‘%i }éfgj)r?c? ‘%?@éﬁ??%ﬁét’g%ég@%?%at a).
Thus the entire process p 1 is contained within the hibernaculumas a new

process p2 that is identical t | . Process p2.is imediate suspended ,and
et ur ned v PoHETRABURRERY 597t DEL/oPR@PORRGE AT GIRATENSY Bie txloH RATd e

function: | peeperghdtidgr nacul um h, Host t2) which transmts the process p2
contained within the hibernaculumh as a streamto the 15 new host nachi ne
t2 wheré& the process p2 is then re-activated. The process p2 then calls the

f i on: [ f d ' | ag, d, j
a1 ag) 20 wht SRCHRRAGE ThresT O St O taf abhest oleistd; wiBietnty, 1
contai ns alipdchfeddardet.cati on specific nmodules in the process, and d

contains all the application specific data in the process, and where the
flags are set to retain the contents of s, mand d. In this way all

. ain the cont ent m | |
etained i niohan Ul BT CEY PeRASTioh TP RE B BhRecym oy
n

of the t@rstomisﬁnéaﬁpmibg‘scarded. Process 25 p2 is then stored within a
hi ber nacul um 11 111 the second host using the construct

A hibernaculum may be subject to the following evolutionary function:

Int Assimilate(Hibernaculum h, OverrideFlags f) activates the threads of the process
25 stored within h and runs them as threads within a calling process’s operating
environment. Where there is a conflict between the data and/or program modules of the
hibernaculum and the operating environment, the override flags specify which to

preserve. Fig.4 is a flow-chart illustrating the steps of the assimilate operation.

30  Int Mutate(Stack s, int sflag, Module m, int mflag, Data d, int dflag) modifies the

execution state, program table and data heap of the calling process. If a thread has an



operation. At the new host machine t2 a new process p3 is created {3 jyn 2003
cont ai ni ngyon&P??'iﬁgzl system specific data and program code relating to the
new host t?2. 028r ocess p3 then calls the function: 30 Int PCT/SG99/00077
Assi m | at e( Hi ber nacul um h) WO 00/36538 €01 1 3 J U N 2003 PCT/ S(&9/ 00077
to activate the threads of the process p2 stored in h and to run them as
new t hreads within the environnent of the calling process p3. The original
thread in p3ntryém sf enly thatresge ofsxddutiog frames specified dyt thix elas isagrksdrivg], the
appl i cation sgeg%fic portions , of %I but 'gh the 5 s stgms ecific .
portions re@HiEdgmes asgidiscarded ExeRutighsHcks Fl°{‘5\‘é‘g§8ég’ﬁ’a hY oW hEHE 18

It w1 al sqrdenundsicab®ad abiffon! o%raYﬁFrLo@hie@rl‘isQE ug?ﬂ §%§8ﬁ9ﬂgm§m@ﬂiiﬁrﬁ'}k
I f may . That 1s to say,

the mutate and assimlate functionhs e reverse

f ol | owi ng t kepttarahsfaetedodeppndivgsn the flag dtatas. €ag.5 ia fow-ghattritinstnasi the steps
host t2, progcess p2 nay assimlate process p3 (containing to the t2 system
speci fi c5da9g“§ Et@@o‘g%ér%@ﬂore the nmutate operation is used to discard the
tl systemspecific data and code. Thus it will be seen that there is

provi ded a nmet hod by neans of which a process can migrate from one host
machi ne to &2 Hnsttedest vemycbihematinglly, hodothese spertiongcagyt a¢toon hee pisesy23tem

i t f i ' f the.. d host i Such t hod
L o pr oc buBit i) be RAIEH BT o aditarPLaTDar ARG RaZ 18 Fass 230
subst ant i al yayf BChilyjéattb ROCHRARNEE 8pEialBn Q11030 KRRd & HFHRAULGS, £RWHRRIBR -

‘ To inplenment the process nigration systemin a Java environnent, a
package 1eal nzay tecseshtops soram by iarfiend @peration TRO,.orpaeshvagelromrit sifean hyhaReceive

fol | owi | f which def.i d ' hat | d i
the i orat | REIER dddytut postehys be dibfBReutithdy B sEipBan TR phere et
public cl asysSindlate bpeatioy D40 Carel ApcbRAHAELE causedd BRAEDFH NMditate operation

150. The process 230 may of course also be subject to traditional operations.

15  An example will now be described in which it is assumed that an executing process pl is

required to migrate from a first host machine t1 to a second host machine t2.
To begin with the process p1 calls the following function:
20 Hibernaculum h = Construct(Stack s, Module m, Data d)

where s contains all the execution stacks in the process, m contains all the application
specific modules in the process (ie m excludes those modules that are system specific to
the first host machine), and d contains all the application specific data (ie d excludes data
25  that are system specific to the first host machine). This function creates a new process p2
that contains only the data, program code and execution states of the original process pl
that are specific to the application and not to the system of the first host machine. Process

p2 is immediately suspended and returned within a hibernaculum h.

30  The original process p1 then calls the function:



public class Data { 5"' ... } 1 3 J U N zoos PCT/ S&9/ 00077 public Cgaﬁﬁl 2003
Machi ne { t\90}00/|35‘s{3§ddi tion, the package contains a Snapshot ‘i:' ass_that
defines the mgration and adaptation operations: 15 public cl géscé)ﬁgﬂ‘yﬁot {
private static native void registerNatives{); static { registerNatives(); }
20 public static native H bernacul um Construct(State s, Mbdule m Data d);
public static native int Send(H bernacul umh, QutputStreamo); public

static native H bbrtibgodfhibermsslim/bHoesytdSt reami); public static native int
Assim t at e(Hi bemacul umh, int ~; 25 public static native int Muitate(State

s, int sflag, Module m int nflag, Data d, int dflag) 1/ This class is not

t o be i nst anyhthaehnRiité ahe pRaR Poddntaited>Within hiberdadullin™ 298 3tr¥ish A9 HIZERSB
PCT/ S&9/ 00077 13 The nethods in tile Snapshot class can be invoked from

appl i cati on kestimachine tdxanple: s try { ° if (snapshot. Snapshot. Construct (s,
m d) !:ﬂull) { /1 hibernacul um-has been created } else { // failed to
create hibernaculum 10 } catch(snapShot. Snapshot Exception e) { . // Failed

to create hihefiizamew hest makhinE e a fie@prbieas pAiwcrastasd tahtaiiin OetiAlh a8n spedfic
i npl emented as native codes that are added to the Java virtual machine
i tsel f, usingpte aed progyamqads (rdatinge theaneay hostit3. Thipneyy prosgss phthen immediately

Java-to- nati j i st defined: ' #define KSH "Lj
aval/ snapshot %ﬁcﬁfgrplrt}gecﬁlﬁat%r{ 20 #define KSS "Ljaval/ snapshot/ State;" #define

KSM "Lj aval/ snapshot/ Mdul e;" #define KSD "Ljaval/ snapshot/Data;" static
JNI Nat i veMet hod spnapshot Snapshot  native nethods[] _ { 2s { "Construct",
" (" KSSKSNKSD") KSH,‘b%“WﬁﬁpRe%Wﬁﬁé%fDCOnstruct Y, 30 { "Send", WO
00/36538 1 3 J U N 2003 ' PCT/ S@9I 00077 :

which receives from the first host machine t1 the hibernaculum h containing the process

p2 which includes only the application specific data, program codes and execution states.
15 Process p3 then calls the function:
Int Assimilate(Hibernaculum h)

to activate the threads of the process p2 stored in h and to run them as new threads within
20 the environment of the calling process p3. The original thread in p3 then terminates,
resulting in a process that has all the application specific portions of process pl, but with
the system specific portions replaced to suit the requirements of the second host machine

t2.
25  The original process pl terminates.

In the example described above the process pl discards first host specific information
prior to migration. However, the discarding may be done after migration to the second
host. This is described in the following embodiment.

30

To begin the process pl calls the following function:



14 "("KSH'Ljavalio/ QutputStream )I1", (void*)Ilnpl Snapshot Send )~ §3 jyn 2003
"Recei ve", "éL&ava/i o/ I nput Stream )"KSH, (void*)Inpl Snapshot Receive )~ {
1 0 "Assi mYQPW36538 (ks )", (void*)Inpl Snapshot Assi nil atRET)SG9980077
"Mutate" "("KSSKSM'I"KSD'I)I" (void*)Inmpl fsnapshot Mutate )~ )~ 20 After
that, the native inplenentations are registered via the follow ng function:
JNI EXPORT void JNI CALL Java snhapshot Snapshot registerNatives(JN Env *env,
jclass cls) { 25 (*env)->RegisterNatives( env, cls, snapshot Snapshot

nati ve net hods, sizeof (snapshot Snapshot native~net hods%

si zeof (JNI Nat i veNgibsseacujum B Constmicl(Stackisdogdulewd RB2IE538 PCT/ SGI9/ 00077
t5 Besides the above native codes, several functions are added to the Java
virtual machine inplenentation, each of which realizes one of the mgration
and adapt at iwheropecoaitainnall theoiedécution! stékans e ploees] ki Gérdtaind afl Bodulesfial thew
flowchart in Figure 3 void* |Inpl . Snapshot Send(..) { // send given _

hi ber nacdl urlreesss pideludingbeth syeemispecidic and ppplicatinn sperific R@é@pgeqr@d g cqntgins

receive a hi . ifl ce.20 voi d*. | npl Sn o]
hosim are( P Rt Brod ARG houP Sy p b akdich (T sp BLRR AR rnus
Mit ate(..){ théfeatiteoptocbsvehéy tontainkd githén the3kibdidaciaimosti Apew M@bcekdp2 PRASENt
invention is concerned with utili]si n(g; he techni ques descri bed above in a

manner t hat 1aMiogbtoskiRrgcessp? iy imsaedptebhwspended and yiused Bétbashibergacniyn hoo3
PCT/ S&9/ 00077 16 In this respect, an application terned a task nanager
providing a visual control panel on the user's desktop, is provided to

per f or m tohe Preomregisalqurepess pil dlrenacadls thegfuatii@n operati ons and functions. The
conputing processes are active Java applications running 5 on a M crosoft
W ndows nmachi ne. To suspend and resunme these processes, the 3ava virtual
machi ne is enhancgdsesd@fnehd-ifgh APQY&12)Thi s enhanced JVM installed on
every user machine, can start tip new Java applications and resune
suspended processes. \Wen starting or resumng a process, the JVM acti vates
the task managey .if it is not 1 o already rynning on the user machi ne. Once
started, thevHEhranaRiigdRe PrasesnR2 Zpninil svilup o ASBIREIIuELG S AP dBe
cont act s;st hevAfést TRARURS 12aWhdrB &e ?x%"c&ss P21 tHeiGrelAMAVAIBE TIRIr8&ss 9 iRkn calls
two-way socket connection between them 'Using the connection, the process
updat es t he thadinstisnhager on any changes in status, including process

term nation, w ndow creation and closure. The connection is al so used by
the task manager to send 15 commands to the process. The task nanager 110
shown on the conput 8futae(Seck deskdip, MY uRfimdnteElhg) Datkldl instflaged in Fig.

6. Every conputer process on the user's machine is registered with the
tall:

20 where s contains all the execution stacks in the process, m contains all the application
specific modules in the process, and d contains all the application specific data in the
process, and where the flags are set to retain the contents of s, m and d. In this way all
execution states, and all application specific modules and data are retained in the process
p2, but all data and modules specific to the system of the first host are discarded. Process

25 p2 is then stored within a hibernaculum h in the second host using the construct

operation.

At the new host machine t2 a new process p3 is created containing initial system specific
data and program code relating to the new host t2. This process p3 then calls the function:
30

Int Assimilate(Hibernaculum h)



manager and in selection box 115 the name of the w ndows) owned bysthe 2003
process and_20 other information such as status etc. are listed. In Iyig. 6,
a bar char tWBrOB/(cg'gsgﬁ owni ng the wi ndow 200 with the | abel " T&LT/SEY9/00473
shown open on the desktop. The task manageri has function buttons 120 - 127
as follows: 25 E-mail button 120: Cdicking on this button allows the user
to suspend a process and send it to a recipient as an attachnent to an
e-mai | message. Save button 121: dicking on this button allows the user to
suspend a process and deposit it in,a database. An e-mail containing

a
ref erence t otoraedivRigche thypadsrofithepiocess o3 stared Haly anghio A dhany aprevs Beads gvithie

i nt ended recjpi : t : n refr i . r [:cklng
on the ref or tecaaronifint BP g B9UBE IEFRSH FITTHE RHLTERAEHT wY sgflits
button 122: fesultingnip ®prddesstHathboall ahe applidatien spenifit pontivhs io€ype, Butsentficthe
process. A pop-up list of process that .the user is allowed tqQ retrieve is
Shown. O ‘s TG SReGRc por&iops EF(PZ@%‘,S tq sikthe gequiermsats,of thesgeasd hosemachape ©.
machi ne. 5 Push button 123: Cicking on this button allows the user to
suspend a process, then transfer (nove or copy) it directly to another
machi ne. Theltpridicalss beundetseodetatf inra taréatidn tof ehid est¢and edmbmdimed ks mutdtangét

machi ne nane and..logjn jnforngtion) i ntered to actjvate the transfer. 10
Ful | button aszumléﬁﬁj RGLIOGS Sk @V%’a?iéﬁlamﬂtew«fﬁ oving the Bansiepfmapceshb e

or copy) a pg r I . . :
(targer machy aaaal g Bt AR A oy e i pr o (Bifing
processen t hte t sgstamespecidic datazansifoade) sefefedhamuBat epdratoon isfusddte disard the t1
process causes. the %PCﬁss tg b(f transferred. 1~ New button 12~: C i cking
on this butt &SRR AR238EF°% sel ect an application and run it as a new
process on the machine. ' E~cit 126 and Info (help) 127 buttons have their
usual neani ngs. 20 The functions identified by function buttons 120-124 are
perf ormed asThed itowsl] ba sperFthahtiiereimprovisied ) methed wnmeanspifokisiclh aquessss tcan

send and clicks on.the e-majil button 1 (Fig. . A_hj bernacul um of e

rocess i cREgRBNTHS o7 Trabbs RLerientiastmerind L BraH 8 Aapt Biibg .
stream i 5 OPQREs treqairdAémStant eohfiguia@bm of tife bédoad avdt hiaehiRe.bSHdHAE UhbifbH S
transferred to the target file using the Int Send function; 30 d) An e-nmail

sendi ng pr ogeldewg @recessscicodofreadiln nsns§rred betavaeadhashmmachings this seastantially
destination gaddr f the. recipi , I text (Fig. 7); WO
00/ 36538 18 %"gltgﬁ;@ ﬂ?e 6%%“’38?@@3%&88’%"@?%‘1‘% | g is attached to the

e-mail and sent; (the e-mail fnction ends here, the next steps being

performed by the recipient) f) The recipient gn his, machi ne opens the

e-mai | 13~ rdedmplament thy Bropess MHEsALaBiSHYeAAN 83 NVHPINFRIa? PasKagecajled

M o OPOT R o biyPRifde is MFLAELE Tids pdiadd dofeaindtht RANTRRE &S e BpwhiRfie! Ve
defines a data structure that is used in the migration and adaptation operations:

public class Hibernaculum {

25}

public class State {

30
public class Module {



g) This causes the suspended process in the file attachment 140 t30 Lﬂ\?ZﬂUB
reconstructed. Since the task manager is not already running, | i ¥
activated. WQ®3663at , the reconstructed process registers itRBEI/SG93/4007% he
task manager (Fig. 9). | o h) The reconstrycted process opens an i nput
streamfromthe (source) file attachnment 140 and the hi bernaculumis read
fromthe input streamusing the H bernacul um Receive function i) The
reconstructed process absorbs the hi bernaculumusing the Int Assinmlate
functi.on (Fig. 9), thereby resum ng the suspended process 200. 15 The
screens presgnted to the user (sender or recipient, where appropriate) at
certain stages in the performance of steps (a)-(h) are illustrated in Figs.
6-9 as noted. Simlar screens (not shown) adapted to the tasks to be
performed ar @upiiovasiedataqr the other functions. 20 2) Save Function a) The
sender picks process to send and,clicks on the Save button 121; b) A
hi ber nacuf um of the process is created using the Hi bernacultun Construct
operation; )} An output streamis opened to a target in the formof a file
and the 25 hi’bernaculumis transferred to the target file using the Int
Send function; d) Afile-sending programis called for entry of the address
of the save location. The save location is on a web server running at a
pre-speci fi c prblihelaes Maghipedt; e) The file is sent to the location; 1 3 J
U N 2003 WD 001 36538 PCT/ S&9/ 00077 19 f) An e-mail sending programis
called for input of the destination address of the recipient and subject.
The body0f tthe e-mail contains any teat and a handle (a URL |ink)
specifying the location of the file; g) The e-mail is sent to the
recipient; (the Save function ends here, the next steps 5 being perforned
by the reci p'IEQ&élthﬁ,t}EQﬁﬂéﬁgé Bofifhs 813 ? niphol BEHs @d%hhé‘s“tﬁe?rﬂ fi6nAgRdl € 1 n
the received e-narl I's“causes the suspended process 4s8€8crafed with
t he handl e t adhsati@copeitiorst ed. |f the task manager is not already running.
it is activated. Following this, the reconstructed process registers itself
with the task 10 manager. j) The reconstructed process opens an input
stream f rom le specified by the handl e and the hibernacul um
|s r ead flg)omtp'tll lelé?%g{) Sfr’ééta L1S111~ the Hi bernacul um Recei ve function.

:) The reconst r ugrbdtepstatassive bsiriogisteidathies(@gr nacul um usi ng the Int
A55| mlate 15 funsﬁlon t hereby resum ng the suspended process. In order to
open the e-mil 3 h{}rent or server-based file, a new M Me-type is
registered on the reci plgRierRatfiRENi Ne so that, when the recipient clicks on
file attachment ' or URLTIink, the file is automatlcally opened with the
enhanced JVM On W ndows 20 9/ 98, this is done by double-clicking the "MW
Conmputer"” icon, picking the "Options" entry in the "View menu, clicking
the "Fil &° Types" tab, and finally adding a "New Type" for "application/x
Java-task"” w th thRiblic stabiinatiRtIRRE MU @énstiGcPSIERE, Bt Data®);
enhanced- JVM program 25 The user may transfer (nobve or cop ) the file
attachment or URL pubfik sfatiomativesint & (thenwalumblm Qupwidiream %box) t o anot her

| ocation or applica cuI r rr fer isto a
cal ender 300 or sﬂi’hﬁlswlclnﬁnvﬁq%ﬁqaﬁ% {}t{gccehv HP&S“E%I%@O is further
associ ated w th sglisidlstatia daﬁvt@inmtsslﬁma&(meﬂﬁaﬂhmng iRdp. The result of

this transfer is illustrated in FlN?
25 public static native int utate(States int sflag, Module m, int mflag, Data d, int
dflag)

// This class is not to be instantiated
private Snapshot() {
30 }



, 1 3 JUN 2003 WO 00/ 36538 20 PCT/ SC99/ 00077 3) Open Function a) E@fﬂj%ﬁs
enters his login information, after which he is showm a |ist of ?1 ndl es of
suspended pWQ%@’é‘g%’@ (created through steps a}-e) of the Save HQI¥G996A9770n
the web server; 5 b} Upon selecting a handbe. steps (i)-(k) of the Save
function are followed. 4} Push Function . a) The sender picks the process
to send fromthe |ist displayed in the task nanager and clicks on the Push
button 123; 1 o b) The task manag er notifies the recipient nmachine to
create a new process. The task manager is activated if it is not already
running. c) The séha&ethadsin the Snapshot elasssianhetineaked dram eppliratiaeapgs: Feess on
the recipi eng algi?Rq ine; d) The new process on the recipient machine calls
the Hi bernactiu ecei ve 15 function to operate on the (input) streamfrom
t he sender; e) The sender machi ne creates a hi bernacul um of the process

usi ng the Hi bernacul um Construct .operation; f) The sender nmachine wites

t he hi berhacul um ¥ {?he out put streamusing the Int Send operation; 20 Q)

The reci pient machi ne « lghl%g f Hom hi ber nacul um usi ng
the Int Assimlate funéﬂggﬂﬁﬁ% ﬁ]}%hgaﬁ%ﬁ?g%ﬁ)é)ﬁeﬁﬁgéi pi ent clicks on
the Pull button 124, speci f V/ddbdrheubantaybeeachsarel 25 and sel ects the
process to be transferrgﬁi; ) A new process is created on the recipient
machi ne. The task manaé S¢s activated if it is not already running; c) The
sender nmachi ne opens an out putii&ifh dBibkRgclifm Process on the recipient
machi ne; 30 d) The new process on the recipient nmachine calls the

Hi ber nact® um Recei ve fynction to operate on the (input) steamfromthe

sender; WO 001 36538 21 %@ﬁgﬁgyb%%ggh{ggééggﬁ/gf 077 e) The sender nachi ne

creates a hiber nacul um®8f i ber nacul um Const r uct

operation; f) The sender maghimed W éks hiddgndeiilkg{ nacul umto the out put
streamusing the Int Send operation; 5 g) The recipient reconstnicts the
process fromthe hiberdacul umusing the Int Assimilate function. This
enbodi nent is not to be construed as limtative. For exanple, the E-mail
function sends the hi bernaculumby e-mail to the nmail box of the recipient
whi ch mays be acceﬁe%i%&_tiby aRdYdapthtion Bh ErafiB e ithPlenforddiRdstafifle Sod®Bithat are
application or personal information nahager (PIM used in any operati ngt
at,

system The addedse ¢he Fayg vibstual macking itselnsing theviada MNefive dnteefpea@NG. ¥palo t
Internet, Intranet, | I 'k or other communications |ink. The
reci pi ent maéngﬁétﬁ'lh%t@%ﬁ%l?ﬁgﬁrs%ﬁh\ﬁg% same machi ne as the sender, so that
the transfer is within the machine. The Save function in a simlar way can
use any transfer

#define KSH “Ljava/snapshot/Hibernaculum;”
20  #define KSS “Ljava/snapshot/State;”
#define KSM “Ljava/snapshot/Module;”

#define KSD “Ljava/snapshot/Data;”

static ININativeMethod snapshot_Snapshot_native_methods[] = {

25 {
“Construct”,
“(“KSSKSMKSD”)”’KSH,
(void*)Impl_Snapshot_Construct
3
30 {

“Send”,



15 nmedi um and deposit the hibernaculumin any storage |ocation, for e%hgpl e
on a server, or_on the sane or a different machine to the sendet 3 SfMidla,
vari ati ons V&P 8036538 saged for the Qpen, Push and Pull functi orRCT/SGRI/08®Ader
and recipient may be identified as differem nmachines, different users;
accounts or logins on the same or different machines or can be effectively
the sane, spaced sinply in tine, with the sender effectively saving the 20
process for subsequent “(E8H'IYa¥d/rOWyputStrasl)”,on the same machine later.

1 3 (!"UNZ20D3 22 CLAIMs_ 1. A nethod of transferring an active application
froma sender to a rec(‘ﬁﬂlémmpu%alaféloh&fnéorrpri sing the steps of 5 (a)

sel ecting an actiye application froma list of active applications; (b)
creating a hiberndcul um of a process containi ng program nodul es, data and
execution state of the selected active application, (c) sending the

hi bernaculumto a locatjon.for retrieval by the recipient; and (d)
reconstructing the acti$8%¥pkication fromthe retrieved hibernacul um to
2. A nmethod as cl ai medej Al b e location is the mail box of
the recipient. 3. A net%Lg?iﬁé@/I(@FéES%gﬁﬁnﬁg di m 2 wherein the hibernacul um
is sent as an 15 att aclwmedt)lmpl SnapshotiRecsprt to the recipient's mail box.
4. A nmethod as clained in claim1, wherein the hibernaculumis sent to a
personal informat{on manager of the recipient. 20 5. A nmethod as clained in
claim1l1 wherein tbe hi bernaculumis sent to a storage |ocation renote from
the recipient. 6. A nethod as clained in claim5 wherein a reference to the
storage 10ocati on i s seHAsdimilatetpi | box of the recipient. 25 7. A method as
claimed in claim®6 V\he[‘gw,gei,,st orage location is on a Wrld-w de Wb
server and the reference™ NMORL 1ink. 8. A nmethod as claimed in claimil
wherei n the hi bernacul (‘\F’Bi@i’E’)Ixﬁ?r‘tSnEﬁsh%t ALAWRe 30 | ocation renmote fromthe
recipient and a reference to the stordage location is sent to a personal

i nformati on managbkr of the recipient. 1 3J UN 2003 23 9. A nethod as
clainmed in any onf of the preceding clains wherein, prior to step (d) the
hi bernaculumis tftansferred by the recipient to a further |ocation and
opened fysomthe furtherpMuegigtion. 5 10. A nethod as clainmed in claim9
wherein the further location is a cal endar or scheduler. 11. A nethod as
clainmed in any one of C(HIMKBMIBLKSIMEErein, prior to step (d) the 10
reference is transferred. theJsecipient, to a further mail box or personal

i nformati on manager an§V°d%§HBBE§P8Pﬁ*’t%F§\ﬁ%F*‘EC12. A net hod of transfernng an
active applicatiop froma sender to a recipient, one being an initiating
party and th}e ot her being a target, the nmethod conprising the 15 steps of

3

20
After that, the native implementations are registered via the following function:
INIEXPORT void JNICALL
Java_snapshot_Snapshot_registerNatives(JNIEnv *env, jclass cls) {

25 (*env)->RegisterNatives(  env,

cls,
snapshot_Snapshot_native_methods,
sizeof(snapshot_Snapshot_native_methods) /
sizeof(JNINativeMethod) );

30}



(a) specifying the address of the target that is to participate ingth 2003
transfer with the initiating party; (b) selecting an active application
froma |istWOf0046%38ve applications; (c) creating a hi ber nacul RGW/8E9H0077
process contai ning program nodul es, data a 20 execution state of the

sel ected active application; (d) sending the hibernaculumto the recipient;
(e) reconstructing the active application fromthe hi bernaculum 13. A

met hod as clained .in_claimJl2 erein e sender i.nitjates the transfer. 25
T A ot hodP e af B FRAYE SPRR S B oA e Addrfodhf Sovi el BBRR
transfer. 15mpefiehtation,anck bfivikmh refliR8¥n®BLthe mikhfioRk8E Qﬁiddiﬂzgio@x'o%bﬁﬁons:
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30 The embodiment of the present invention is concerned with utilising the techniques

described above in a manner that can be easily performed by the user.
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on a Microsoft Windows machine. To suspend and resume these processes, the Java
virtual machine is enhanced as described above. This enhanced JVM. installed on every

user machine, can start up new Java applications and resume suspended processes.

When starting or resuming a process, the JVM activates the task manager if it is not

10  already running on the user machine. Once started, the task manager listens at a pre-
defined port. Each new process contacts the task manager at that port. and the two then
establish a two-way socket connection between them. Using the connection, the process
updates the task manager on any changes in status, including process termination,
window creation and closure. The connection is also used by the task manager to send

15 commands to the process.

The task manager 110 shown on the computer screen desktop 100 of a user is illustrated

in Fig. 6. Every computer process on the user’s machine is registered with the task

manager and in selection box 115 the name of the window(s) owned by the process and
20  other information such as status etc. are listed. In Fig. 6, a bar chart process, owning the

window 200 with the label “Test 29”, is shown open on the desktop.
The task manager has function buttons 120 — 127 as follows:

25  E-mail button 120:  Clicking on this button allows the user to suspend a process and

send it to a recipient as an attachment to an e-mail message.

Save button 121: Clicking on this button allows the user to suspend a process and
deposit it in a database. An e-mail containing a reference to the location of the process
30  may optionally be sent to the intended recipient, so that the process can be retrieved later

by clicking on the reference.
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Push button 123: Clicking on this button allows the user to suspend a process, then
transfer (move or copy) it directly to another machine. The process is selected first and
the destination address (target machine name and login information) is entered to activate

the transfer.

Pull button 124: Clicking on this button allows the user to transfer (move or copy) a
process from another machine. Upon entry of the source address (target machine name
and login information). a pop-up list of active processes that the user can transfer is
shown. Selection of the desired process causes the process to be transferred.

15
New button 125: Clicking on this button allows the user to select an application and

run it as a new process on the machine.

Exit 126 and Info (help) 127 buttons have their usual meanings.
20

The functions identified by function buttons 120-124 are performed as follows:

1) E-mail Function
a) The sender picks process to send and clicks on the e-mail button 120 (Fig.
25 6);
b) A hibernaculum of the process is created using the Hibernaculum
Construct operation;
c) An output stream is opened to a target in the form of a file and the
hibernaculum is transferred to the target file using the Int Send function;
30 d) An e-mail sending program (e.g. Microsoft Outlook) is called for input of

the destination address of the recipient, subject and any text (Fig. 7);
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the next steps being performed by the recipient)

f) The recipient on his machine opens the e-mail 135 received in his mailbox

using an e-mail application (e.g. Microsoft Outlook). and selects the file
5 attachment 140'in the received e-mail (Fig. 8)

2) This causes the suspended process in the file attachment 140 to be
reconstructed. Since the task manager is not already running, it is
activated. After that, the reconstructed process registers itself with the
task manager (Fig. 9).

10 h) The reconstructed process opens an input stream from the (source) file
attachment 140 and the hibernaculum is read from the input stream using
the Hibernaculum Receive function

i) The reconstructed process absorbs the hibernaculum using the Int

Assimilate function (Fig. 9), thereby resuming the suspended process 200.

The screens presented to the user (sender or recipient, where appropriate) at certain stages
in the performance of steps (a)-(h) are illustrated in Figs. 6-9 as noted. Similar screens

(not shown) adapted to the tasks to be performed are provided for the other functions.

20 2) Save Function
a) The sender picks process to send and clicks on the Save button 121;
b) A hibernaculum of the process is created using the Hibernaculum Construct
operation;
¢) An output stream is opened to a target in the form of a file and the
25 hibernaculum is transferred to the target file using the Int Send function;
d) A file-sending program is called for entry of the address of the save location.
The save location is on a web server running at a pre-specific machine and
port;

e) The file is sent to the location;
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(a URL link) specifying the location of the file;
g) The e-mail is sent to the recipient; (the Save function ends here, the next steps
5 being performed b}; the recipient)

h) The recipient on his machine clicks on the handle in the received e-mail

i) This causes the suspended process associated with the handie to be
reconstructed. If the task manager is not already running. it is activated.
Following this, the reconstr.ucted process registers itself with the task

10 manager. _

1) The reconstructed process opens an input stream from the (source) file
specified by the handle and the hibernaculum is read from the input stream
using the Hibernaculum Receive function.

k) The reconstructed process absorbs the hibernaculum using the Int Assimilate

15 function, thereby resuming the suspended process.

In order to open the e-mail attachment or server-based file, a new MIME-type is
registered on the recipient’s machine so that, when the recipient clicks on file attachment
or URL link, the file is automatically opened with the enhanced JVM. On Windows

20  95/98, this is done by double-clicking the “My Computer” icon, picking the “Options”
entry in the “View” menu, clicking the “File Types” tab, and finally adding a “New
Tyée” for “application/x-java-task” with the “ jpm” extension that is associated with the

enhanced-JVM program.

25 The user may transfer (imove or copy) the file attachment or URL link from its receipt
location (e-mail In box) to another location or application. One particularly preferred
transfer is to a calender 300 or scheduler in which the attachment/link 310 is further
associated with scheduling information or a deadline 320. The result of this transfer is
illustrated in Fig. 10.

30
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10 b) The task manager notifies the recipient machine to create a new process. The task
manager is activated if it is not already running.
¢) The sender machine opens an output stream to the new process on the recipient
machine;
d) The new process on the recipient machine calls the Hibernaculum Receive
15 function to operate on the (input) stream from the sender;
e) The sender machine creates a hibernaculum of the process using the
Hibernaculum Construct operation;
f) The sender machine writes the hibernaculum to the output stream using the Int
Send operation;
20 g) The recipient machine reconstructs the process from the hibernaculum using the

Int Assimilate function.

5) Pull Function

a) The recipient clicks on the Pull button 124, specifies the sender machine
25 and selects the process to be transferred;
b) A new process is created on the recipient machine. The task manager is
activated if it is not already running;
c) The sender machine opens an output stream to the new process on the
recipient machine;
30 d) The new process on the recipient machine calls the Hibernaculum Receive

function to operate on the (input) steam from the sender;



3"10%4| & ()-yG' 10%4| & ()- #10%4| & ()- KKALYLL) M MIE~_@ 10 1310

| Lt $109%4| & 1(%)0- A0%8| & ()-yG'10%] & () - yy10%| & () - LMB10%}| & () -y Nodl
& () -} MINbN c‘i?l’ =~ @10 !l1L+4 PCT/SGI5/00077
10%4| 4] & ()--' 10%4| & ()- L& 10%}| & () - Ss$@&h0%| & () -

91 10%4| & ()-4"10%4| & () - ) OCAONDXOYOZd Ogg Or S4

101 109&' () - 109&' ()-3910%&' ()-M 10 10 10! pL+4 10%& ()--! X@ +4

10984 &' () - - j OO00O¢PFPy Whie Sénded nihelibé QeBtes hhite@Rb U0 ofdhe )procs SEiAdEhe() - | F
$910%& ()- 9F 109%& ()-3!9F 10% (& ()- 3FP} PPPQQQ~ =r S4 10
81 1' #109& () -# #10%& ( HikerpagdgmGangenayoperation;” S$10% )

& ()-! 10%' ()-Q R1 . . :
8l § ?I.O%ierz' 0 - p!( % ) §O(y&!:‘)?f;ﬁ_§Eﬁﬁmﬁg%&niﬁhiBlbfwa;&l.ilg%}o(t}ng output stream using

6@ #1098 () - RRSS@NSS} the'kat $ond o@tdcR: ?- & ()- ~ S109%
0&'()-)!SLlO‘V&'()-SLlO‘iﬁl&'().-,! >SL10% | & () - m 10%] & (): SKTTULUWZ[ 9°< 10
1 s410%1| 4 & () - f / 8Dy * &hEyedipignt reeensyrjiots Mieprosessd gmohg hibprnasshigvasing the-Ink10

% | & ()-UUUUUUU VXV Y7 A1Q:

| F#10% " & () - 11 +1 F#10% W a5 AR B 00m| 4] & () -1 @10% | & ()-s 104] 104]
104]y, 810%H & () - XYWWWKWAKxVA{ Y7 10! F#10%

RIE s EE T P ————
10! mLOYBB&sdnkis b HiB#hadu1 (-t ef)rljaQ(%(H'fgn@irbUQ\é?%%&b(e}lt which may be accessed
10 by any suitable means, for example an e-mail application or personal information
manager (PIM) used in any operating system. The transfer may be via any transfer
medium, for example via Internet, Intranet, local area network or other communications
link. The recipient may open his mailbox on the same machine as the sender, so that the
transfer is within the machine. The Save function in a similar way can use any transfer
15 medium and deposit the hibernaculum in any storage location, for example on a server, or
on the same or a different machine to the sender. Similar variations are envisaged for the
Open, Push and Pull functions. The sender and recipient may be identified as different
machines, different users, accounts or logins on the same or different machines or can be
effectively the same, spaced simply in time, with the sender effectively saving the

20  process for subsequent reactivation by himself on the same machine later.
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method comprising the steps of:
5 (a) selecting an active application from a list of active applications;
(b)  creating a hibernaculum of a process containing program modules, data
and execution state of the selected active application,
(c) sending the hibernaculum to a location for retrieval by the recipient; and

(i) reconstructing the active application from the retrieved hibernaculum.

10
2. A method as claimed in claim 1 wherein the location is the mailbox of the
recipient.
3. A method as claimed in claim 2 wherein the hibernaculum is sent as an
15 attachment to an e-mail sent to the recipient’s mailbox.
4, A method as claimed in claim 1, wherein the hibernaculum is sent to a personal
information manager of the recipient.
20 5. A method as claimed in claim 1 wherein the hibernaculum is sent to a storage
location remote from the recipient.
6. A method as claimed in claim S wherein a reference to the storage location is sent
to a mailbox of the recipient.
25
7. A method as claimed in claim 6 wherein the storage location is on a World-wide
Web server and the reference is a URL link.
8. A method as claimed in claim 1 wherein the hibernaculum is sent to a storage
30 location remote from the recipient and a reference to the storage location is sent to

a personal information manager of the recipient.
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. A method as claimed in any one of claims 6 to 8 wherein, prior to step (d) the
10 reference is transferred by the recipient to a further mailbox or personal

information manager and opened from there.

12. A method of transferring an active application from a sender to a recipient, one
being an initiating party and the other being a target, the method comprising the
15 steps of:
(a) specifying the address of the target that is to participate in the transfer with the
initiating party;
(b) selecting an active application from a list of active applications;
(c) creating a hibernaculum of a process containing program modules, data and
20 execution state of the selected active application;
(d) sending the hibernaculum to the recipient;

(e) reconstructing the active application from the hibernaculum.

13. A method as claimed in claim 12 wherein the sender initiates the transfer.
25

14. A method as claimed in claim 12 wherein the recipient initiates the transfer.

15. A method as claimed in any one of the preceding claims wherein the sender and
recipient are different machines.
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