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The- present invention relates to systens for protecting the legitinmcy of
cle and in particular to systens for-lverifying the authenticity of
E\wm\&“ ocurrent or article against forgery. BACKGROUND Verifying

i reas.yngryans:”ug%ﬁmms bR SR AR g om Tt 1

sophl stl"’é'a ed reproduction tepﬁgoﬂég@quh%&r@ys()p?ucﬁrﬁrrﬂﬁrI y the case in

relation to digital media. Sophisticated repro tiron Systens are readily
avai |l abl e. Even honme conputer systens are capabl e of perform ng
reproduction functions that until not very long ago were only capabl e of
being perfornmed by |arge institutions, such as governnent 15 agencies and
| ar ge cor poratjqr rces that were required. Thus,

t echnol ogy cap'él @ﬁ&ﬁﬂ&@ﬁﬁ?g&he counterfeiting or m suse of
docunents is w despread. Consequently, attenpts have been nmade to provide
met hods and sypj b fvel &b fotdBOiol fiRteatst e poteetiny R | RITHES

articles such as d%aer?tl V|ecat|on card ég@eagai ngt% folr%eryegr r %.ﬁn%gﬁnﬂded
St at es Pat ent iNgartiulat 90 S@®emsifss oerifidng sthesangheptician df areelecnlodio domadnt wi- ng

the legitimac roduct against. forger A pattern of overlyin
i ndi vi dgal b%a@c agalgstfgrgery J gery. Ap yi ng

. : BACKGROUND

Verifying the authenticity of a document or article is a well-known problem that is

10 made increasingly more difficult with the widespread use of sophisticated

- reproduction technologies. | This is particularly the case in relation to digital media.

Sophisticated reproduction systems are readily available. Even home computer
sys‘tcms are capable of performing reproduction functions that until not very long ago
were only capable of being pqrfofr_ncd by large institutions, such as government

15  agencies and large corporations, due to the reépurc_es that were required. Thus,
technology capable of facilitétil_)g the counterfeiting or misuse of documents is
widespread. Consequently, attempts have been made to provide methods and systems
for verifying the authenticity of documents and articles such as identification cards

against forgery or fraud.

20  United States Patent No. 5,719,939" describes a system and method for verifying the
legitimacy of a product against forgery. A pattern of overlying individual fibres is
embedded in a transparent base material, so that the fibres form differing geometrical
configurations. The fibres are capable of being optically scanned through a surface of
the transparent base material. Subsequently, an inspector may scan the product and

25  compare the obtained data with the stored data in an attempt to verify the authenticity

of the product.

However, the security of the rhethod disclosed in U.S. Patent No. 5,719.,”939 is heavily

dependent on the different geometrical configurations of the particular fibres. If the -
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enbedded in a transparent base material, so that the fi bres”chL)'P?nza??fe_ri ng
geonetrical waomfdsgpur ations. The fibres are capable of being Qptdcalhyss
scanned through a surface of the transparent base material. Subsequently,
an inspector may scan the product and 25 conpare the obtained data with the
stored data in an attenpt to verify the autflenticity of the product.
However, the security of the nmethod disclosed in U S. Patent No. 5,719, 939

is heavily depengent .on the different geonetrical configurations of the
particul ar fi biC@BIBYTRLIPREare g0 FiPie, $4CRATY anneY e suaranfaeds D the ppher pand, if

*000002* 11 Ju - / S -2 i atdons are
too sinple, se(r:fﬁei Igé[?@%gg%ﬁ?gxgagezt%gégﬁglg{xé%%%]p&fﬁgsb%%rgﬁr?ﬁfea%‘sgtﬁ%nﬁﬁcapﬂé_
configurations are too conplex, the costs of the systemincrease

signi ficantly. UlirdtSeste SPatcesNbai, 24,6 8odisdoséd 2 neBmddios eéilSas @ idedttashibar
verifying an identifjication card and reécordi ng a verification of the sane.
An i mage of a [FAIGHN ATHIMARVHIiAEAR PF ihe 88MonAL aags & 4 perpeevhemyhg s

scanned to pro ca dlgltal Sjs | At ' L ex age. . They
oo compr esaed amtRaREbid e B Ry S SARBLE ot a ok U IERR R R
The bar code i s attbamgsagd. €bheyrare hembpmsiedpdnctyipeed, dedithieh icoddd & twear d. To

verify the validity of the car he barcode is scanned, decoded,
decrypt ed, exﬁ’é‘ﬁﬁ’é&o%ﬁgaﬁp Bl ib"e arcqs 15 dien priptedan the bagk ofrihe ideatifieationt i ng
di spl ayed i mageaandrolQerdi§the BAIRiSAUTRAL E4a Whd Barb Qe i6 QLGSR IRILIMG S O IRL i on
printed on the card. vﬁ'ﬁ?f?e % he rzréﬁfgd %? US Patent Ro. ﬁé@%%é%&&%fﬁt?&;’es a
crypt ogr aphi ¢ eapargiet iand dispétyade i otpaefopn ivert féxtiomethereaniting kisspl 8t iRgd higd one
hand and t?ﬁ printed bar co(ge .ﬁn t he otrgﬁr , ,n}her e are sever ﬁl di sadvant ages
of this method CHEFSEmRRAeS Midhe FYEIsPRIMNg infQrmafgn printed on the card.

While the method of US Patent No. 5,742,685 utilises a cryptographic connection

between the printed image and the text on the one hand and the printed barcode on the

other, there are several disadvantages of this method, relating to the practicability and

complexity of the method. One such difficulty is how to compress an entire image to

15  asize that satisfies the requirements of encryption and barcode encoding, while
maintaining image quality. Significant compression can cause a significant

degradation in the capacity to the recovered image with the original image. A further

disadvantage is that a separate encryption/decryption key is required

There is therefore a need for an improved technique of verifying the authenticity of an

" 20  article, especially an electronic document.
SUMMARY

In accordance with a first aspect of the invention, a method of embedding linked
watermarks in an article requiring protection against forgery is disclosed. The method
includes the steps of: extracting information from a first portion of the article;

25  encrypting the extracted information from the first portion; generating a watermark
using the encrypted information; rendering the watermark to a second portion of the
article; and repeating the extracting, enc.rypting, generating and rcndeﬁng steps with
another portion of the article until all relevant information of the article has been

processed and a cryptographic link is formed thereby.
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conplexity of the nmethod. One such difficulty is howto conpress an entire

image to 15040/31%% that satisfies the requirenents of encryptdTesGaanolo0s
barcode encodi ng, while maintaining inmage quality. Significant conpression.
can cause a significant degradation in the_capacity to the recovered inmage
with the original inmage. A further di sadvant age is that a separate
encryption/decryption key is required There is therefore a need for an

i mproved techmn IRV L £] | cle,.
capect al 1y an o sed e MKt bR Lo £ sOcBl vl bilfipe,
aspect of the mephenisivodepeaderetupon thefene njpeettinfigmbdtioke dFurthed, esdmedfise i N an
article requirin rotectjon againpst forgery is disclosed. The nethod

i ncl udes t he s“(%%?%a s ca by é‘iﬂe?fﬁgéq Pated oretiifengnt vatsrmank; gegerapion micelangdm.t he
article; 25 e | ' ' the .fi.r ortion;
generating a m@ﬁ{l%@%@?‘%&%%l%&% efgg 8?{/}%{?@%@ wr? %Pfrgr@??ac?n%} Orgééllaéér Erﬁﬁl c{np'PéOhe
wat er mar k 6o gostegooftthpartidlonr sfvetahecleaed pottimins aficher #peat i ng t he
extracting, encrypting, generating and rendering steps with another
portion of th i(l:I e until all rel eva&}g,i nforfma\tion of the article has

t
been. process?&g{ﬁf‘f’tﬁ’%th? PPTRALORAP EXraaiid dizeqtly v texi@pdiey fromiongigsanare03 WO
00139953 PCT/ S0 AAfres 3t arPirflse! 3Bk YmakOBat L AL AENGLAEG, Dased

on a sel ected watermark generating nechahi sm dependent upon encrypt ed
i nformati on. MEesockated wigthdhe afticlehe  wat er mar ks can be generated based on
different watermark generation mechanism Still nore preferably, seeds for
generating a watermark can. be obtained fromon]y one 5 portion of the
article or several® elré%t'%’&‘epl(%raf’ie%ﬁg—owlc ‘{%E\mgp{'ilé%q algp B‘FéP&BieQ,dOP‘HBCm-
information is extracted directly fromtext and/or fromone or nore

10 In accordance with a second aspect of the inventiqn, there is disclosed an apparatus

for embedding linked watermarks in an article requiring protection against forgery.
The apparatus includes: a device for extraéting information from a first portion of the
article; a device for encrypting the extracted information from the first péxﬁon; a
device for generating a watermark using the encrypted information; a device for

15  rendering the watermark to a second portion of the article; and a device for controlling
repeated operaﬁon of the extracting, encrypting; ._ge_ﬁei‘_ating and renderin g'd_evices
with another portion of the article until all relevant information of the article has been

processed and a cryptographic link is formed thereby.

In accordance with a third aspect of the invention, there is disclosed a computer

20  program product having a computer readable medium .having a computer program
recorded therein for embedding linked watermarks in an article requiring protection
against forgery, the computer program product including: a module for extracting
information from a first po.rtion of the article; a module for encrypting the extracted
information from the first portion; a module for generating a watermark using the

25  encrypted information; a module for rendering the watermark to a second portion of
the article; and a module for controlling repeated operation of the extracting,
encrypting, generating and rendering modules with another portion of the article until
all relevant information of the article has been processed and a cryptographic link is

= formed thereby.



invariant features of an image. The inmage can depict bionetric data of a
person associated with the article. Preferably, the article is an

el ectroni c docunent. It can also be a printed docunent. 10 In accordance
Wi th a second aspect of the invention, there is disclosed an apparatus for
enbeddi ng |inked watermarks in an article, requiring protection i@?hﬁﬂb
forgery. The apparatus includes: a devié% for extracting infé} § from
a first portion of the article; a device for encrypting the extracted
information fromthe first portion;, a device for generating a waternark
usi ng the enBrigepwlancawish pagyrdnaspactd vheiavemion] herean diselosed amartialst er mark to
a second portjon. of .artiecle: i r.controllin r epeat ed
operation of Feﬁﬁ{e}lngﬁré%%%O?In%,aﬁlesﬁgorr g%? iongfasée?lger %Iftaflﬁdn(glﬁ i {e‘}ll%grrrinﬂ devi ces
wi th anot her pqeibhd fon coftainhey iafdriratien,thé idfordation edebikiing texf fbasm@tit @ata0ér t he
article has been processed and a cryptographic lLink 1s formed thereby. In
accor dance wPeth: Vo 9fi IpeFe yebEmarisy caqkevitayask popted iha Fespraiivgionslobthed a
conput er ¢ 20_nt: g i I dj ing a
comput or pr oByua A hAndvA LRth BrGialbih S o LARRAR oErIR WHREBRE 1D 2,
articl e requenyptographiatledkiis dormeddetwsin tho tweoymoiel@rii@sput er progr am product
i ncluding: a nodule for extracting information froma first portion of the
article; a npdule for encrypting the extracte information fromthe first
Dort1on o nDAHEYghe GRS BenateloTis R ds GO DB R f e
information; a nodule for rendering the watermark to a second portion of
the articl e; Incdedordandeaiitiea Fidth aaptt bOtHe iRetntiBRARER s FBEPRD Ahrlflet he
extracting, encrypting, generating and rendering nodul es with another
portion of tisauiangpeotectipntagninshforgersjoefrand. The atiohtis foamed by ke stepsiadfl e has
been pr SsS r raphi-c | ink i formed,thereby. .4 11 June 2003
n aceor ancatiRlife BemuRbR AP o spMom st g Bho® MEs avite ffa i oced an
article more portions for containing information, the information including text, biometric

i

data, or both; encrypting the extracted information from the first portion; generating a
watermark using the encrypted information; rendering the watermark to a second
portion of the-article; and repeating the extracting, encrypting, generating and

15  rendering steps with another portion of the article until all relevant information of the
article has been processed so that two or more watermarks are formed, each
watermark being rendered in a respective one of the portions and being dependent
upon information extracted from a different portion, whereby a cryptographic link is

formed between the two or more portions.



requiring protection against forgery or fraud. The article includes: two or
nore portions for containing information, the information including text,
bionetric data, or both; two or nore watermarks, each watermark printed in
a respective one of the 5 portions and bei ng dependent upon information in
a different portion, whereby a cryptographic link is forned i?tmgﬁﬂgﬁhe
two or nore portions. Preferably, the article is an el ectroni JB% t. It
can also be a printed docunent. |In accordance 'with a fifth aspect of the

invention, there is disclosed an article requiring protection agai nst
forgery or flaasgordgnge with psixéh pspegipfripeiinygntiore theresoligpiosed @ mesthadedt i ng

i nformation i . POrt | . i , | ¢l i wo or
more port | ontorropR b leBlRRY draR st G Forg: TR Tathod e fuapflhe Aeb o,
bi ometric daft dnp@tin@diehirticloas ywpé bh@otdgorauty; agtrfding At RastRhk Watdrimark t he
first portion; generating.a watermark using the.encrypted information;
rendering t hEOReagh Rartiont deternyprgRgvatgianark dronpmiemmatigh in e3c8: ORI r epeat i ng
t he extragcti r ' ' : rq | ot her
porti on o aneFREHEbBRATABRALL MnPhik dubE AR GeiEiniREs bl @R0) 1
been processfomaadiffhent pavdionto deteeninaifer coardsporaliey érgptogchphiedik is famindr mar k
being rendered in a respective one of the portiqns an ei ng dependent
upon i nf or medTAIRPEAINE it GRMPArBIH SR éﬂ@ﬁfﬂ% of ﬂﬁrﬁmaﬁg?@&gﬁeg processed,
crypt ogr aphi el being L8t fofefihid AficloIPa bryBRS ol fiblQNTe fRnd L June
2003 In acco?dance mf'h éﬁgyiﬁﬁ g@pect ofe%hg ir eﬁ?ﬂgﬁ, ?ﬁ%r%(ﬁg

di scl osed a batwhodthefiwo wenidry poionhie | egi ti macy of an article agai nst
lforgery. The nethod includes the steps of. inputting the article as two or
nore portions; extracting at | east one watermark from each portion;
determning a watermark frominformation in each portion; 5 conparing the
extracted watermark fromone portion with the determ ned watermark froma
different portion to determne if a corresponding cryptographic link is

f ound;



and repeating the conparing step until all portions of the article have
been processed, the article being verified as a legitinmate article if all
cryptographic links are found between the two or nore portions. 6 11 June
2003 Preferably, the nmethod includes the steps of. scanning the product;
and dividing the scanned product into tw@ or nore portions. IiJcan SO
include the step of scanning information froma portion of tH B?% ét to
reconstruct a seed to a generated watermark using a cryptographic
technique carried out in a process of enbedding a 5 watermark in the
portion. Nor 8rgferablyy %l@@thqﬁ@cwem@a stepe pigeannirgethe peqduet, and dividingtheng an
invariant fe t. ed | r i . ct -l he seed.
The extracte%%Mﬁﬁ%%%?gﬁfgﬁégﬁﬁgg“%%hgﬁﬁggﬁgégg?%ﬁécﬁﬁgq@%%g.5 r%?%wgbly,
the nethod alformaRnUdees apbRiodteEphoprodearty picongriche scedan ag@ndrafedr mati on to
reconstruct the seed. Optionally, a cryptographic_ link can be a_

sel f-circl e, Wakamarksusing 3 @yBlograngicHaeiiiqus Gaprics qut in  prosessraf sAbedding s a
sevent h pe i i 0 i i s for
verifyin3§thg%Fg%??$ﬁé%€M§ﬂggnﬂ%¥%P%#%agggﬁﬁéﬁk oﬁggg§?qaﬁg£g%garatus

i ncludes: a exteacting ah divariapufedturegréh ehasdannddanfismbtion tr recmiseu@ahé bepds; a
device for extracting at |east one wate rk fromeach portion; a device
for deterni niﬁi@e’étr%éecdef’nr‘r‘&?‘%ntff?%ef@ni"?’ﬁl‘bcieﬁf"instﬁlcidﬁtaeach portion; a device
for conparing the extracted watermark fromone portion with the determ ned .

watermerk 11 prggrafly! fekoPASd nMhdk QIR ITdREybiingine SOiRa RIBAAhN to

cryptographic link'is found; and a device for répeating the conparing step

until all poreconyigicbthetskesl. &ptiovally, haveptbgephip tiok easbaia sdlfieirelesthatie bei ng

verified,as a, |egitinmat. ticle if all cryptographic links are found
bet ween 1he W‘SEbﬁ‘f}? 1%ﬁfjﬁ)ortions. 7 11 June 2003

In accordance with a seventh aspect of the invention, there is disclosed an apparatus
for verifying the legitimacy of an article against forgery. The apparatus includes: a
device for inputting the article as two or more portions; a device for extracting at least
one watermark from each portion; a device for determining a watermark from

15  information in each portion; a device for comparing the extracted watermark from one
portion with the determined watermark from a different portion to determine if a
corresponding cryptographic link is found; and a device for repeating the comparing
step until all portions of the article have been processed, the article being verified as a
legitimate article if all cryptographic links are found between the two or more

( 20  portions.



I n accordance with an eighth aspect of the invention, there is disclosed a
conputer program product having a conputer readabl e nedi um having a
conput er program recorded therein for verifying the legitimcy of an
article against forgery. The conputer program product includes: a nodule
for inputting the article as two or nore portions; a nDduIelqgr 2003
extracting at |east one watermark from eath portion; a nodul e ''+8f¢
determining a watermark frominformation in each portion; a nodule for
conparing the extracted watermark from one portion with the determ ned

wat er mar k  f fromcarddnée witkean egghth hspactof thieineentiane thefe & disstased p somipnigr
cryptographic link is faqund; and modul.e for. repeating the conparing step
ant 11 al 1 poPiaEBHE PRupthavie 1 e e s e v BRALE o PHe BPRRR o bei ng
verified as gcbRRU B homvdrifGing thé 1e%ltim£cry>m1a9%edm indt ifgtksryarmef ound
between the two or nore portions. 8 I1 June 2003 BRI EF DESCRI PTI ON OF THE
DRAW NGS Enboethprtat grogant prodiehiaeluiles a apasiubiclon impptiingbe aitielf asdwowr pipre

reference.to _the drawin i i chiy Fi i k. di - an

11 st rat] ngPaoas ayaeRrse Bl B 1otk She ulb s e Eoc BPEAE ppogute

i nvention; Ffg.deferinkigy §Wak@hiatk Somdhforindedi B daol pbAnf @ mvAluleddr of a

crypt ographi c wat er nar link in accordance with the first enbodi nent; Fig.
3 is a flow avmpri®the pxisactest Valgraarkdram @ne portign witythe deteapived svatpgmark

wat er mar ks | : WM i i X | A f1 ow
diagran1iIIug??@f?ﬁ%ggpﬁéqﬁ%ggg%ggaﬁﬁéﬁ F@g?ﬁgﬁﬂﬁaEQ@%%?%%%%%éﬂkﬁﬂﬁphe
first enbodi amhi molilg.fodrepsating thevompadagstep whtilsllrpatriiog of theypticlalhamet hod of

extracting ipvariant biqnetric eat ur.es, i na ctised in the
‘met hods bqq FBegeél pracesseg, the agtigle befng ve%ﬁeg as a eg(ftpmate >allrtE)cEI\e Ptf a?l cryptograplplc

links are found between the two or more portions.



Fig. 6 is aflowdiagramillustrating a typical nmethod of generating a

wat ermark, 15 which nay be practised in the nethods of Figs. 3 and 4. 9 11
June 2003 DETAI LED DESCRI PTI ON A net hod, apparatus, and conputer program
product for verifying the authenticity of an electronic docunment or
article are disclosed. Further, an inproved el ectronic docunﬁgﬁ S
disclosed. In the fol | owing description, humerous specific detai’P3&h as
5 particular watermarki ng techniques are described in order to provide a
nore thorough description of the invention. It will be apparent, however,
to one skil | BRIEK PRSCRIPTION OF{IHEE DRAWKNGDHvent i on may be practi sed

w t hout those specific details. In other instances, well-known features
such as particul i b I descri bed
T detai | sor ot EhE biRad e dktuink BRI ge) M esBhe QB T he

enbodi nent s @favlifgs, imwRidhi on provide a systemfor verifying the Iegitinacy
of an el ectronic product against forgery or fraud. The enbodi nents of the

i nvention can, be used to verify the authenticity, of articles forned from

el ectronic 84 418 p Rlockdiagrm dBHpERER ?@ﬁleéﬁ?ﬁgl%ﬁa?}&%? C@B‘t‘ﬁ?‘ie{‘v’ rel at ed
items. Qder glyResgh: Products that can be protected include passports,
credit cards, personal identification 15 cards, banknotes, checks or
negotiabl e instruments, certificates, security forns, lottery tickets, and
the |ike. Geha ali$ ysymbdicadibgrdindepicting the foematmareofid amptographis watemhark any

el ectroni c of._physic doc nt elatjng to security. 1 10 11 June 2003
I n one enbodﬁﬂg acep a@ﬁaﬁﬁgﬁﬁ?%Fﬁﬂ?v5%mgw*portions of an electronic
roduct are linked to other respective portions of the docunent in a
crypt ogr aphi gignadys HasedigramiiNustaiking @ ngdthod of fohingaing lefibelding TWaddrmasks
information in a first portion of an electronic
in accordance with the first embodiment;
10  Fig. 4 is a flow diagram illustrating a method of authentication in accordance with the

first embodiment;

Fig. 5 is a flow diagram illustrating a typical method of extracting invariant biometric

features, which may be practised in the methods of Figs. 3 and 4; and

Fig. 6 is a flow diagram illustrating a typical method of generating a watermark,

15  which may be practised in the methods of Figs. 3 and 4.



docunent, for exanple, is enbedded as an invisible watermark in a second
portion of 5 the docunent. Information in the second portion is enbedded as
a watermark in a third portion. Likewise, information in the third portion
can be enbedded as a watermark in the first portion. Nunerous other

conmbi nati ons and arrangenents are possi b$e. Preferably, the Brgducﬁ gas a
uni que feature representation of a bionetfic 10 characteristi 1 3¢ng 24035 wner
(e.g. a facial inage) printed on a first portion of.the product. Using a
facial recognition nethod, invariant features can be extracted from the
first represBRRAIED DESOGRIBTH2Nsecond representati on of bionetric
characteristics of the owner. The second representation is coded and

encrypted as.,input for the first watermark ner.ator.. .The first..water mark
gener atod (t ASTERPS-EPPUARS M SR FFOR TP BT AR e S s e e

ri'sti’c of the

owner) is priftRer&it QoinsRE 8PErtRRY drk aitcREed. Murhe @HGinprovEeles@6Kad portion
of the product may have also a first unique feature representati on of

anot her bi omdesument ksedisndesedi & the fellowing dsagrintionsupsherags wpepifiedgtads stchiase
person's _fingerprint printe n.the second rtion. i 0 ' | nt
recogni tion H’%ﬁﬁ@@f Wa‘ieﬁf)g?(fn&;{f:gqné%?eﬁraées gPgSin or %ré%b%)glcgra%géeﬁgg%%}\h/e

first repres QéHcﬁFii&ﬂolfthe ehvehiiGgertprillie apParits howeer,tto ohoskilled i the anmnigat
representation of the bionmetric characteristic of the ower. The second

represent at i 81§ fresenhiarentivaaaaabrIPEatTedpYiEhpul hosepngeifigrdetpilse dbather wat er mar k -
generator. Th cond,\ _ . L L r ggig]% f a

bi onetric chglr%gaagl r ?vg%l;@hgﬁx'f?%]téreg\%qg{r %&%‘%&%ﬁ?éﬁﬁéﬁ% gﬁg’ ft%ﬁl r 6%?1'?Y§n of
the product. notHtes dpgopibed in ¢l bead mpeabbatuene mvehdon.of times in a simlar
fashion for other 25 portions of the product. This process continues until

2 coed 7S FRELURLed, LELasemLall on, (oM Lhe ) aok POk Lon rnfif o0
legitimacy of an electronic product against forgery or fraud. The embodiments of the
invention can be used to verify the authenticity of articles formed from electronic
data, including identification cards and other security related items. Other types of
products that can be protected include passports, credit cards, personal identification

15  cards, banknotes, checks or negotiable instruments, certificates, security forms, lottery
tickets, and the like. Generally, the embodiments of the invention can be used in any

electronic or physical documents relating to security.



-11- A cryptographic link is thereby fornmed. The security of the product's
authentication is increased not only by verifying it through traditional
aut henti cati on nmeans, but also by verifying the correctness of the forned
cryptographic link. Preferably, the cryptographic Iink can be inplenented
inaself-circle way. That is, unique 5 jpformation is extracteg,thena
portion, and a corresponding watermark is fornmed and enbedded Iinto the
same portion to protect the portion fromalteration. Again, the first
representation of bionmetric characterjstic can be an imge of, the persons’
face or findeopepmbodimeat.geler iMepgPELEARRPTIORS Bgﬁn Blgcﬁr?fg%\ﬂoéiﬂ'fft B&tracted
features of i Il ' ' h&d@dn

wat er mar k gé%n%?%ioe@ﬁérl%gﬁcg%gp %@nggfotggtl?%{)n?éelg g}é gﬂpgo}%ﬁclg% }Ngﬂg?sl%y, ot her

i nf or mat i on ingkidlesst isibleheatpmeake t Thawise mfermiationtin o firstipoctiandeirag eldséronic
person's I D nunber, birth date, birthplace,. and the |like, 1s appended.to
the source dfocumpy, foEsKxa¥R %ﬁtqn%h‘?dg?g]% acﬁ‘i‘fl?léﬁg%‘fvat?gﬁ?%é%ﬁtsg qngr‘j%ﬁ({}ldf.
Still furthef.| ti ' r B8 hbea] & DLREfeAhARIn aSUCh as
t he enbeédi ﬁée?éﬁgﬂuﬁ%égﬁdlntq e e%gggé%eh%g%gﬁrg%e, can be appended to the
source of t haird pprtesedfilatvwiss infordatidnendhg thirdmortinmscapfbetenebeddedbef et .
Optionally, the verification can he done at diff.erent | n

di fferent r‘éﬁﬁ?‘?aégrﬁmhg%?t ROSFRT COFRFO4DB eﬁﬁqmgﬂgtforﬁiapgﬁéﬁn%%@%g%? Fig. 1
is a block digpgm depicting an article 100 containing security information
in 20 accordance with a first enbodi nent of the invention. The depicted
exenplary article 100 is a passport. However, the article can be any of
numer ous” pr dfaferably,dliprodngt hap pamipeifeug gapRINIAtORGEAPIOMHEFUdi ng a credi t

CoL % BT KR b LG g B gt o || conoe
several por tjedgt0oUsinper fatial fcegiition peted, inkeriare fédturabtan Erutteateddiany of
the the first representation to form the second representation of biometric characteristics
of the owner. The second representation is coded and encrypted as input for the first
watermark generator. The first watermark generated (the third representation of a

15  biometric characteristic of the owner) is printed onto a second portion of the product.

The second portion of the product may have also a first unique feature representation
of another biometric characteristic of the owner, such as a picture of the person’s
fingerprint printed on the second portion. Using a fingerprint recognition method,
invariant features can be extracted from the above first representation (i.e. fingerprint
(' 20  picture) to form the second representation of the biometric characteristic of the owner.

The second representation is then coded and encrypted as input of a second
watermark generator. The second watermark generated (the third representation ofa
biometric characteristic of the owner) is printed onto a third portion of the product.
This process can be repeated any number of times in a similar fashion for other

25  portions of the product. This process continues until a coded and encrypted

representation from the last portion is printed on the first portion of the product.



25 article 100 requiring protection against forgery or any' bt 2003

unaut hor i sedo oorddss i cati on. The depi cted passport 100 of Fi gprcl/scogbudes
three regions, areas or portions 102, 120 and 140. For exanple, the
portion 102 of the passport 100 is the cover of a passport, which nornally
is a separate sheet. The other portions 126lland 140 of the article or 11
June 2003 WO 00/39953 PCT/ S&98/00108 -12- product 100 can be separate or
over | apping parts of the sanme sheet,. which LS di f.fer fromth

por t1 on’ 109, "rvingue BhRdrks BERT el " tht e Bbh b e A i Spien
readily appar el@tmdr@asEH"ﬁ%?oﬁlK"b'y'\%ﬂf)hﬁo Ethﬁr(ﬁlrfh tfabitoh VLB entiBR i oA BN SBiK Giso
provided herein. In Fig. 1, the portions 120 and 140 do not overlap. 5 The

first portion Wpgerdyingtbe paeecpmss ofide fosmndctwd)g\rapﬂtlrp lim¢: dimaterabdy tho4 t hat
can be used to watermark .one or re ot her and 140 of the-

article 100. THEPOERPEIHE ¢ bromRIHEFERY %Eeﬁ ?lécﬁe W&%m%f‘ﬁ NS portion

106 and t he najeoffaibigs e&%terdmo;ﬁra p%tr@&e ah88 cbaks {gvtdt@m%e S8frhed shd
i ssued. The second portion 120 of the passport 100 contains a person's

phot ogr aph or atbeided IilBodepsamd portiofn ta hesitect thekpmbesfro@ltesaionous pi eces of
data 124 about the passport and the person, and another identification
portion 126. The var

| cal I associ ated with
the person and PHE W&glrftﬁgt”ﬁf?%%t éo?ﬁécp%grsaﬁtg#[p% nm{algg ﬁglﬁe
the person, npbrhﬁtshfdceerhlng@lpnandm@teeoﬁt répeésdstadbn thebmsmextré&t&i t hl rd
portlon of the passport 100 contains bionetric data 142 such as the

person's 15 ffeagessmiithe fquﬁ@m@ﬁ@atat@ar flihe tiizd EcpIcsantatien i awatednark generated

identific o] ortion 1 rsonal particulars in this exanple
i ncl ude tﬁlte)| perrg tﬁesec&@ r?ﬁr Qgtaéltggup, and height. 1In the article 100, one

or nore nessages or pieces of information that are likely to be
Optionally, other information related to the product owner’s identity, including the

person’s ID number, birth date, birthplace, and the like, is appended to the source of
the representation at a different representation level. Still further information can be
used related to whole operation, such as the embedding time and the embedding

15 place can be appended to the source of the representatlon in different portions of the
product. Optlonally, the verification can be done at different levels based on different

requlrements of pamcular applications.
First Embodiment

Fig. 1 is a block diagram depicting an article 100 containing security information in
20  accordance with a first embodiment of the invention. The depicted exemplary article

100 is a passport. However, the article can be any of numerous products requiring

protection against forgery, including a credit card, a bank note, a lottery ticket, a legal

document, a driver’s license, a birth certificate, etc. Forming linked cryptographic

watermarks in several portions of the article increases the verifiable authenticity of the
25  article 100 requiring protection against forgery or any other unauthorised

modification.

The depicted passport 100 of Fig. 1 includes three regions, areas or portions 102, 120
and 140. For example, the portion 102 of the passport 100 is the cover of a passport,

which normally is a separate sheet. The other portions 120 and 140 of the article or



included in the article 100 (e.g. the passport) can be uti 1 JHee £9°3 generate
the |inked waéeyosss ks or cryptographic |ink. Watermarking |imkssdaiodps i n
this manner 20 significantly increase the security of the article or
product 100 against undetected forgery. At the sane time, the conventional
means enployed in the article 100 against -tdrgery can be retained. In the
first portion 102 of the passport 100, the nessage to be extracted can be
the "Nane of Countr 108, The extract.ed message Ls encr

ted. The,
encrypted 25 né%%%‘&é¥?(sct%%5%§‘é’&e ¥ GEARY A¢ B ¢li(hetamia : qucfbas%tfer@ﬁt
the first selegigf et ﬁé%ﬁlﬁOgemﬁbﬂ%t%ﬁﬁ@ﬁhﬁms dh BLEHVisabBgadd {vﬁt be

watermark is printed or otherwse reproduced in at |east the second
portion 120. Amecadiyoappdot exthesedikiipdfindm arhm \fwwsaf thepbsdlonme pfddided Hehwin.

second portions 120 of the ort O generally depicts this nethod in
accordance w tﬁ“tﬁ‘t% st Worléﬂg‘t?o]&%r?é‘ﬁtlj‘lg PP PURETHH03 WO 00/ 39953
PCT/ S8/ 00108 -13- In the second portion 120 of the passport 100, the

phot ogr aph er dmiﬁrtt@a} &?%OPBftth@%asd%ﬁ%@O1§§1@r]@§»\H§ﬁ‘ﬂﬂﬁﬁ1a&1%QDKﬁﬂ’iét9& bo

generate a watermark the th first portions 140
exanpl e, a bi onsed tocwauesnmgmntmmwmgthnep@annbb?(lm@oﬂm aftthe hericlepEI0s Gities

face contai ned, | the i 2 t one or ari ant features
of 5 the person! OG‘P@“HT ?@g@cl’lﬂ%\? aﬁtt‘éefnﬁﬁf"ﬁﬂ%’spoaﬁ‘%ngé(’eﬁ?y VeRgof ithg coungnyt
features conbifghte motawﬁa@ﬂhx@he@oﬁt@fss@aawpl e, by hashing). The
encrypted nessage Is used to generate the second watermark based on a

second sel ected watermark generating nechanism The second generated
watermark is rélFIWetmdqwrpmil m2@af @ntp@ssppﬁeoﬂlﬁplﬂtémé@rpter&@n slpgt®tegrapther other

passport 1 on' s er associ ate

nmessages a?@ (?Btc 8“ g H—% @i»e“%tsrsrl&%r %éjéR‘ él)f?\&ga'tjaf f%‘ﬁ?r‘t%i%% CRAspRprt and the
person, and another identification portlon 126 The various pieces of data 124 are
typically associated with the person and include in this example the passport number,

the name of the person, and both the place and date of issue of the passport.

- The third portion of the passport 100 contains biometric data 142 such as the person’s
15  fingerprint, personal particulars 144 and a third identification portion 146. The

personal particulars in this example include the person’s age, blood group, and height.

In the article 100, one or more messages or pieces of information that are likely to be
included in the article 100 (e.g. the passport) can be utilised to generate the linked
watermarks or cryptographic link. Watermarking links formed in this manner

20  significantly increase the security of the article or product 100 against undetected |
forgery. At the same time, the conventional means employed in the article 100

against forgery can be retained.

In the first portion 102 of the passport 100, the message to be extracied can be the
“Name of Country” 108. The extracted message is encrypted. The encrypted

25  message is then used to generate a first watermark based on the first selected
watermark generating mechanism. In turn, the first watermark is printed or otherwise
reproduced in at least the second portion 120. An arrow 160 extending from the first
portion 102 to the second portions 120 of the passport 100 generally depicts this

method in accordance with the first embodiment.



portion 120 to the third portion 140 of the passport 100 génef8f ) '%epicts
thi s processoool3gegaurn, yet another bionetric recognition engcRgcsanyig
used with the fingerprint 142 to extract its invariant features. Again,
one of these invariant features alone or several invariant features

conbi ned can be encrypted (for exanple, by-lAashing) with the 15 above
nmessages.. The encrypted nessage is used to generate a third watermark

oanerat 29 vat Bhagicinsvorion LB G T R aR T Ric R 250t o
100. In this r ' LK bk, i et ween

t he vari ous pgﬁ} P&(;{ncsaniooaz, e%%?}%‘?ﬁ%b@ftw@%‘g&ggé@w ag}b*&r tgco‘fhgdg? (ﬁé&pr ovi des
a synbol i c deppativanl4f, 10pe Forttumplt e Homerdarncegnitidhehgiee tarmist used with the

enbodi ment. Various portions of an article requiring protection against
forgery or unBRitPbf fase ¢OnBHICH| IR &G HHRSarl &2 HuGIRF RISy MRIE AR t{edtyies|of

200, 220, %OT@@%?@@: pngaoﬁgg@{?emggmat ek B8R 1of e AL A T vhriaff BRufes 2T €2 3,

..., area n. € ‘nunoe pendent on the particular application
of the method esmbiaad) dar bsehegped (Bt ek mapiesky hasBglEaThe encegptedhessag®is 240
Is depicted containing a circle 202, 222, 242 representing, extraction of a
feature for thesediegengigtedhesarpnd sricomarkhaseden asacand selagied watetRarkar ea

200, 220, 240 gtlfn%gat@g%@éh@ﬁiﬁﬂ? Ofﬂkegecgﬂq]%n@ra%vataﬁfark %‘%n%%gd 61 ﬂ)lji}gecp{)f.]t%t ing

or rendering t er mar rom anot her area. The area I's meant to be
a general depihethiodporftioaridOhud thapaaspantDQ, mdeeftbe persdrs s fiegaiplist gcarenaid
shown. The, dashed .arrows 30 extendi ng, between t area 28_0, 20, 240, 260
indicate the rasatipdammsirasselilonaed J0ABeLEERY Wy BHrdes otk S99 00108

-14- features gxtiraqbeth %Qhﬁﬂgﬁﬁﬂ)tneﬂozﬁghezéaﬁ?por@l@a chom g@%i@fs?ﬁslﬂ% B,

used to print or render a watermark 204, 244 0 ast one"ot her
di fferent area 200, 220, 240,
In turn, yet another biometric recognition engine can be used with the fingerprint 142

to extract its invariant features. Again, one of these invariant features alone or several
invariant features combined can be encrypted (for example, by hashing) with the

15 above messages.. The encrypted message is used to generate a third watermark based
on the third selected watermark generating mechanism, The third generated
watermark is printed onto the first portion 102 of the article 100. In this manner, a
cryptographic watermarking link is formed between the various portions 102, 120,

140 of the passport 100.

20  Fig. 2 provides a symbolic depiction of the method in accordance with the first
embodiment. Various portions of an article requiring protection against forgery or
unauthoﬁscd modification are depicted by dashed-line ovals 200, 220, 240 and 260,
each of which is labelled area 1, area 2, area 3, ..., area n. The number n may be
dependent on the particular application of the method and can be s'elected by the user.

25  Each area 200, 220, 240 is depicted containing a circle 202, 222, 242 representing
extraction of a feature for the area and encryption of the extracted feature. The area
200, 220, 240 also contains another circle 204, 224, 244 depicting printing or
rendering of a watermark from another area. The area 260 is meant to be a general
depiction of another area and therefore its details are not shown. The dashed arrows

30 extending between the areas 200, 220, 240, 260 indicate the relationship between



260. Wth reference to the specific exanple of Fig. | and tHeUABLE 3 bst r act
depi cti on ofwO%0Bbg3 2, a process of authenticating an article

with linked waternmarks according the first enbodinent is expﬁﬁ%%%ﬂ?i ng
the authentication process, portions of the article 100, for.-exanple, are ~
scanned and digitised. Firstly, each portigng. 102, 120, 140 is checked to
detect whether or not an enbedded watermark is . |located in the rel evant
portion. If an enbedded watermark is not detected in one or 10 nore of the
portions 102, 1feturassniracthd snd ewaynted AR, GALe342 framn arvearaz beiok @sédstogprint or
forgery. Furthernore, an ex d f the ternpark detected in a
portion under sﬁepg%i%@ate%mghé%%?g’%%Q&;%tﬁeaég o)s 3@&58 TEHY AR %%, 24Ghi ch
is derived on thgn fly using a conbined and encrypted nessage obtai ned from
anot her relevant portion of the article. If the watermark rendered in the
portion does not match the on-the-fly 15 watermark, this indicates that the
article is al soWithfrotegancy to thhepedifse expnpig of Hig. Hemditbatricon abstracedéfictomtdfon .

process is rried,out unti |1 portions .of the article.100 are checked.
T s et hod ot Bt Prokragis hbe o BRRE §F Srels flfecibt S UGumkie Rormarely or
fraud does not atbeig @BYirsembeRin R explaifd. SOl BRCAHhdnChEGH HoBsssOr
nmeans used in the article to protect against forgery. 20 Fig. Is a flow

di agram i | | ust rearfiers aftiee artickd@0ofor esamplegarasdanned @adidhgjtiked Kisidstl ywedoar mar ks

Procesei ng. comHagD A 180 e0abereered It Al TR0 BE B Fh g mireded Eemsik fon
of the articl dot@edl b€ edehahOporibRCBSHI digbedded waxeHikeis ddiefebfedlin BRE ¢ ON
102 of the passport 100 in F]:O%H%Q‘can be selected. In step 304, an

encrypt ed s s dgereef theapardenst d49pthisoiesplbindiantesdhal the etticls is a forgery.
Phi s nvol ves ety aars g SERE B Zof FEA e ReAcfodiia pedfimond s5tey
more extract ed i ehdcked sgaiist a setregloadingoratemsary pivhion iadek eedCary/ ik €5 usii}ea
skilled in the combined and encrypted message obtained from another relevant portion of the
article. If the watermark rendered in the portion does not match the on-the-fly
15 watermark, this indicates that the article is also a forgery. The foregoing
authentication or verification process is carried out until all portions of the article 100
are checked. This method of verifying the legitimacy of an article against forgery or
fraud does not affect any conventional or existing security features or means used in

the article to protect against forgery.

20  Fig. 3 is a flow diagram illustrating the method of forming and embedding linked
watermarks in an article in accordance with the first embodiment of the invention.
Processing commences in step 300. In step 302, a “working area” or portion of the
article is selected for processing. For example, the first portion 102 of the passport
100 in Fig. 1 can be selected. In step 304, an encrypted message extracted from the

25  portion is generated. In particular, sub-step 304A extracts a feature from the portion.
Preferably, this involves extracting a biometrics feature. In sub-step 304B, one ore
more extracted features are selected for encryption and encrypted. One skilled in the
art will appreciate that the sub-steps 304A and 304B can be implemented as separate
steps. In step 306, a watermark is formed or generated using the encrypted message.

30  While step 306 as depicted in Fig. 3 only indicates that a watermark is formed, it will



art will appreciate that the sub-steps 304A and 304B can bé! 'r"r‘&ﬂ eent ed as
separate shep®/99:3 step 306, a watermark is fornmed or gener gicgkdsshp@st he
encrypted nessage. 30 While step 306 as depicted in Fig. 3 only indicates
that a watermark is formed, it will 11 June 2003 WO 00/ 39953 PCT/ S@8/ 00108
-15- be appreciated fromthe disclosure heriin that one or nore watermark
generation techniques can be enployed. Preferably, different watermark

generation technl gues are utilised to generate each watermark in different
"wor ki ng ar easbe agpeciped hisdn 8e disciRsHenFran Wt OPFraF RIS W@@nﬁa@wf@éraaon

noi se-li ke ran r d4h c
ori gi nal cont e%’? i ﬁ%‘é t‘% ri)CL%IIQ(n 9)( gd%ﬁgqéiag)?}htdggeég?twﬂé%ﬁ%grqptr&?me Ty UCS
change in the priwgilisal tocgbfhldf%”léacﬁaﬁhté)ﬁqaﬂeacmffyrehﬁ\céﬂdﬁgjmbys"t [The rhMﬁodAﬂ
-exanpl e of such a technique is disclosed by Cox, If, Killan, J, Leighton, T

and Shanoon, Tiormaw ¢ wagsmagis &haadeeH? v&*ﬁ%ﬂ ke Faidag pasterviging hsdixiractéch.

Rep. 95 105 NEC e Rl Gl AUt 48 10nle S1ERe 305G ASASHALSM,

wat er mar k |s ren F&5s ing area"
For exanpl e, tbendi@drethaeid cliteice Vietheforiginal Hecupgent barnbé.&%dﬂﬁlpeﬂ&elvediﬁylﬁﬁi ed or
enbedded in the second portlon 120 of the article 10 | n_deci sion bl ock
310, a check i HVivachn exargples sigiea tephnippe ﬁﬂ%cmﬁ%bbeQXhH Killarns | LarglvenpEen
processed - fnd Sﬁan%o%gs%le e SBARH SbEA um W 8% Ol Rfiknett ’Tecﬁtgégg‘
false (NO, process he

article is sel Qﬁ:ueplNES: Rdvearchandtiturg. area" for proce55| ng. Oherw se, if
deci sion bl ock 310.-returns true (YES), proceSS| ng termnates in step 312.

a1 or ki nip ar BoERAE B epH e BEERE i R BB Da L EIEOTS R o

article that cagogndgtl erpcnfataﬁ@te%ea\gﬁemk Hegedeebadnd P6GBRY 08 caPbier
rendered or embedded in the second portion 120 of the article 100. In decision block
310, a check is made to determine if all portions of the article have been processed
(i.e. is processing complete?). If decision bloék 310, retum§ false (NO), processing

15  continues at step 302.and another porﬁon of the article is selected as the “working

area” for processmg Otherwxse if dec151on block 310 returns true (YES), processing
terminates in step 312. Thus, the embeddmg method of the first embodlment is
carried out until all workmg areas have been proccsscd. The method produces a more
secure article that can be Bétter proteéted against unde't.e'c‘t'ed forgery or other

20  unauthorised modification.

Fig. 4 is a flow diagram of authenticating or verifying an article embedded with
linked watermarks according the first embodiment. Processing commences in step
400. In step 402, a “working area” or portion of the article is selected for processing.
Preferably, steps 404 and 406 on the one hand and steps 410 and 412 on the other are
25 perfonﬁed substantially in paralle] as indicated graphically in Fig. 4 where the two
groups of steps form parallel branches of operations following step 402. However,
one skilled in the art will appreciate that this need not be the case, and the groups of

steps can be carriéd out sequentially instead.

In step 410, a watermark is extracted from the “working area” selected in step 402. In

30 decision block 412, a check is made to verify the watermark obtained in step 410. If



20 unaut horised nodification. Fig. 4 is a flow di agram of ébﬂﬁ@%??%%ling or
verifyi ng alWoa{3¢33e enbedded with |inked waternarks accor dirmg/ddyenbiogst
enbodi ment. Processing conmences in step 400. In step 402, a "working
area" of portion of the article is selected for processing. Preferably,
steps 404 and 406 on the one hand and stepsi®10 and 412 on the other are 25
performed substantially in parallel as indicated graphically in Fig. 4

ol | owi ng st op S0907 ik B Fe0ldsl, PREABles P RE PR Bloc B Pl PBE 420 i

this need not heidthewaatifg netdgt hesgleaURFoRf prosds SRS tiinRs iAalehised Quly
sequentially instead. In step 410, a watermark is extracted fromthe
"wor ki ng ar ea" 43@isdadsdtednvigt dashabbnes|tg show tes thesitemisippbenal 408 differatieck i s

made to verify termark obtaiped in .st 410. 1f .11 June. 2003 "' O

001 39983 peT) SEEBFIO LS B ArBRhRARa Sy kR s il R SuRtiy e
processi ng prefaspalahy st Medfvertion! €ERhdse, iffieciintilodk 4@ Riudgs MRS s
i ssued, before processing termnates in step 424. Step 420 is i1ndicate

with dashed | i RESSCISNSERIWNUPBAL stpetldt ep is optional and different
processing may be inplenmented or omtted altogether w thout departing from

the 5 scope an Luhk Of L AV, i on. | .S, ] eci.sion bl.ock 412

returns true (&E%?é%%’roglgeirgr?o r{%?ccagdr}%% %%eesxgg?gé 8?)1 wﬁerﬁ/ﬁr@pgﬁre&g}?@w‘g or

nore features fiom thxtonastieced irsepA0. Nehe Worlkhfarea f&esepidalie bRy Portidd &Mt he

one selected in 'Stq?\ﬁll)i 402. The worki-ng area for step 404 is the portion of
?

the article frEsIaHEPRIVRIRR theatatemeark cxtractad fram the slectebwerkiing ared inse ik # 1Y)
| A oo o ot . :
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‘extracted. In Step , one éktrac e or
extracted fronfdahee wonkbmbiratienobfeantrepextfibtedrfeom the working area of step 404 are

selected and encrypted. Processing then continues at step 414.

In step 414, a correlation is carried out between the verified watermark extracted from
the selected working area and the output of step 406. In decision block 416, a check

15  is made to deterrhine whether or_no:i the correlation resﬁlt exceeds a predefined
threshold. If decisibn bloék 416 returns false (NO), fhis i.ndi.cates that the article is a
forgery. Proceésing thén preferably continues at stép 420, and a waming message is
'given before proéessing terminates in step 424. Otherwise, if décision block 416

. returns true (YES), proceSsing continues at decisiori block 418. In decision block

20 418, a check is made to determine if all working areas of the article 100 have been
processed. If decision block 418 returns false (NO), processing continues at step 402
and another remaining working area is selected for processing. Otherwise, if the
decision block 418 returns true (YES), processing preferably continues at optional
step 422. In this manner, the authentication process is carried out until a selected

25  working area fails or all working areas are processed. In step 422, a message that the
article is authenticated or has “passed” is output. Step 422 is also indicated with
dashed lines to show that the step is optional, and different processing may be
implemented or omitted altogether without departing from the scope and spirit of the

invention. Processing then terminates in step 424.

ey
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the sel ected working area and the output of step 406. In decision block

416, a check

15 is nmade to determn ne wheth or not the correlation result

exceeds a predefined threshold. If decision Block 416 returns false (NO,

this indicates

that the article is a forgery. Processing then preferably
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15

20

25

30

'st%ﬁ 56§ttﬁe r(ﬁagﬁtal?%ata (i.e. image) is normalised in both space and intensity
based on predefined rules and landmarks. In step 510, one or more features are
extracted from the normalised data. In step 512, recognition processing of the
extracted features is carried out.to identify invariant features. Any of a number of
recognition methods can be practised. For some recognition methods, the recognition
base 514 may be required as input to the recognition chgine in stép 512. For example,
in a facial recognition system, an eigenface technique can be practised'.- The
eigenfaces (recognition base) are previously produced by traihing facial sarhples. The
invariant features can be determined by computing a projection of an input facial
image onto the eigenfaces. As this is optional dependent upon the recognition method
used, it is depicted using dashed lines. Finaily, in step 512, the invariant biometrics
features 516 are obtained using the recognition engine. The invariant features 516 can
be output to the watermark generator. Normally, these features 516 have a size of a

few hundred bytes.

Fig. 6 is a flow diagram illustrating a method of generating a watermark, which can
be practised with the embodiments of the invention. Biometrics data or information
600 and other appending information 602 alone or together can be provided as input
to the procedure. Such information is dg_rived from a portion or working area of an

article 100. In step 604, after the invariant biometric information and/or other

ncr%}g} ted. Processing then continues at step 414. In step 414,
ried out between the verified watermark BEVHeBOE1%r om

SN SOMT BE@S si ng

! enbodi ment s
of the inventi erventiPpocessi ng commences with the input of bionetrics data,



5 practised wth the enbodi nents of the invention w thout Jéﬁjgp?izgg?’from

the scope and?%pP¥¥Pt of the invention. In step 504, the bi oneichit®sAabha
(e.g. facial imge 500 or fingerprint 502) is electronically scanned and
digitised. Optionally, step 506 nay be carried out if necessary to
pre-process the digital data. This can invollge filtering, or enhancing the
data content, for exanple. O her conventional techniques of processing 10
digital data can be .ﬁra(%tised vvitht(é)‘u.t egartigg fromthe scope and spirit
of the inventi®BRGHS SFEEN#mg arG Aaiged;the infaapalionils nCiyrige Yanysofiorumtier sed
I n both space a&jfénktRiaHSI ; I I marks. I.n
step 510, one or m?g Przgcﬁrrugg%;%gbg )E%tggéggém?gto%%%ﬁ@gﬁ%&néﬁ?gsjcé’ge85& Fn
step 512, recogiith¢ mweptwc eBwipagiatarttherypGorxdchaigueds fopedsuiites al teGREdringe
out.to identify f'nvar%@é;t featur.ﬁs Any of a nunber of recognition nethods
can be practiség CEd} that P&Edy 5 asdRP WP FRL04 Héecaenpipn teshnigha eyt

b S i i ne, i 512, F
may be requisr edixad drRBMted On tihen n&é&;ﬂ&‘ént'oﬂrlhgaﬁh?c??é Qn&&@t(@;ﬂ.n%argpg@] be

exanple, in a facial recogniti stem an el genface
practi sed. The cargyphpasebnignecioginile sanetrasg)ing heshin g\andWwsypto Srapib Gedh b

trai ning facial_  sanples. , The O jnvariant features can be determ ned by
conputing a pr3}’(3&?%)[38560‘?159335'3#%%&%?%[8? Tuct, pHeR & BEphy g Brdtacnls . As
this is opti onasgagsémgaﬁdﬁﬁe zé{ﬁ@éll%g&@i;r@%ﬂﬂ'\i’ih%n&@n Offic., 49868 Thi

is .
depi cted using ¢ _ in step 512, the i'nvari ant SBFoReefi cs
features 516 adéfesputalgeithmsicagbe tmntrodled glaperidont wrogi paeticulleapiplivaiongd ahd

features 5}@ C§9cun‘?$ge%§tg3§1tpn§8i@%&%@%ﬁ{?ﬂ?}% enerator. Nornmally, these

features 5 have a Bytes. Fig. 6 is a flow
diagramillustrating a nethod of generating a watermark, which can be

practised wi thIi ftep 80®QOiafBOh Da¥érntiIBerlepdtEN bR onBl RIRLd GSedRlR 9{1 ratin
informati on 600 and ot her appending information 602 al one or toge A& & an
be provided as n}_eﬁbﬁﬁlsmtﬁdot Hée pelectisinae be Gooh s¢ Hiad theamndemipattetaris verdrdlleo oy a
portion or wor héﬁw\d@nt%oﬂfthea&tracted message. Different random number generators can be

chosen to increase overall security.

15 Instep 612, afinal watermérk is formed dependent upon perceptual analysis 614 on
the area to be embedded:based on the Human Vision System (HVS). The strength of
the watermark is also controlled by the requirements of the particular application or
system requirements 616. Thus, step 612 adjusts the watermark generated in step 608
dependent upon the area embedded analysis 614 and system requirements 616. For

20  example, by checking Discrete-Cosine Transform (DCT) or Fast Fourier Transform
(FFT) components within a preselected block size, the bontent of the affected area can
be roughly classified. A stronger or more noticeable watermark can be embedded in
an area of high texture, and a weaker or less noticeable watermark can be embedded

in a low texture or perhaps blank area.

25 Instep 618, the adjusted watermark is printed, output or otherwise embedded in the
assigned portion or working area. In this connection, Figs. 1 and 2 illustrate the
relationships between the generation of watermarks using data from one area and the
embedding of the watermark in another area. The encryption used in the first
embodiment is used not only for the purpose of concealment but also for the purpose

30 of verification of the article or product 100. As biometric features and
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30 article J“Q(g.&ml n_step 604, after the invariant bionetric information

and/ or ot her Fdrre 2003 WO 00/ 39953 PCT/ SC98/ 00108 - 18- aph@nsGysmo108
informati on are obtained, the information is encrypted. Any of a nunber of._
encryption techni ques can be practised wi thout departing fromthe scope and
spirit of the invention. The particul ar erré?ypt lon technique is
represented as the algorithm selection 606 that is provided as input to

t 604. Th ; | hni - [ t t he fl
SLep S0, The, RYpABEEMANRIRYES, R NSd S STLSRLR kR Ll

i ncl ude secret thappe sgectiasdidegerydnon of MRkR@iAahbiemERi RS mMIUEN6OF ahdiose
di scl osed by Schneier, Bruce, Applied Cryfpt ography: Protocols, Al gorithns,
and Sour ce CodePtNéi appendsidrimeispgsy 682 3emie!piithie. guakrgiss. therpreusity elcwitormark

di fferent al gorj roll ed,dependent upon. particul ar .
appl i cati ons ar%&’? erggﬁcrll %y\gl?%%]ﬁ Srteenrqr'\e]r\\)fjea %Qlﬁen@]reeaélgféeng\ga?%rf S QB UL yisingn

step 608, aSrantesnqapleaieletsd grR&aLAM RARRM Wilertn3R! TaIsSd IWBLEHRIKa
generating nechanism 610. The sel ection can be done so that the random
pattern is cont ‘&tf}lébgﬂél?ure-dependent upon the extracted nessage. Different
random nunber generators can be chosen to increase overall security. 15 In

t 612, fi | t ual | ysi
514 on the aroabpa Aee saer fAIE e SER AR WA BALESELIBL ARG “The
strength of t hecovdimy wahkfitss embsdineantf tht iredntioh daneber iagplémentedishalwhleor

particul ar application or _systemrequirenments 616. Thus, step 612 adjusts
t he wat er mark g“‘é’ﬁ(‘é’raéﬂc %@n'r T hetfapctinnality s serrrasrssas s be haplameentethasederstonic or

D1 oc ot o- Cogi e T ARG v RE b FRER DR SRt oot R o BB R e
wi t hi n a preselesemeld, Heomhbaiiment dahde dapkeerhtedfas b bemphifes pragamrmeadwan A
computer program for protecting the legitimacy of an article can be stored on a
computer readable medium. Likewise, the computer program can be one for verifying
the legitimacy of an article. In each case, the computer program can be read from the
15 medium by a computer, which in turn carries out the opefations of the computer
program. In yet another embodiment, the method dépicted in Fig. 3 can be
implemented as an Application Specific Integrated Circuit (ASIC), for example. The
methods are capable of being implemented in a number of other ways, which will be
apparent to those skilled in the art in view of this disclosure, without departing from

20  the scope and spirit of the invention.

Also, commercial printers and scanners can be used to practice the embodiments of
the invention and satisfy the requirements of the system. For example, an HP Laser
Jet 5 Printer offers true 600-dpi printing with resolution enhancement technology
(RET), MicroFine toner, and 120 levels of grey of the smooth. A report on image

25  quality tests of Primascan 5100 Greyscale Scanner, for example, points out that this
scanner can achieve a greyscale range about 200 levels and a resolution about 500
dpi. Equipment of this type is readily available to the public. The foregoing is merely-
exemplary of the range of products that can be used to practice the embodiments of

the invention.



be roughly classified. A stronger or nore noticeable watermark can be
enbedded in an area of high texture, and a weaker or |ess noticeable

wat ermark can be enbedded in a |low texture or perhaps blank area. 25 In

- step 618, the adjusted watermark is printed, output or otherw se enbedded
in the assigned portion or working area. In this connection, Figs. | and 2
illustrate the relationships between the-29eneration of water ndrikse B8Ny
data fromone area and the enbedding of the maternark in another area. The

encryption u gd in the f% $t eq%odlnent d nof onlg Egr t he urpose
of conceal mehpe PuEECIPEEMPRFImeRis L‘jlﬂep‘é‘g%m@@ HSP‘” g AR Flegtipnipacal pf 395ES B¥ ti cl e
o product 10fichi CAIRIdrr R delReANAnLE AHIRIAATHRICIN AR

PCT/ S8/ 00108 -19- recognition/extraction techniques are ahose
skilled in timticles pronidihg prxpe@mnaﬂgemsttﬂtmtd fbtgryseilrldcatmﬁhochrad apparatyphnda of
the extracted bignetrics information a ot her .a ssages 602
bre hel pful fOnGUEBIERR: PRESaRLp Rl T5s tirer Rk of SEROr ROV bt he
whol e sys§ emyesMggdhi | €, the authentication is carried out using 5 the
encrypted sel ected nessage and extracted watermark. This is |ike verifying
a digital signature. The watermarking process and the correspondi ng

wat ermark extraction process according to the first enbodi nent of the
invention can be inplenmented in hardware or software form The
functionality of the processes can be inplenented as electronic or 10
software nodul es, the latter capable of being carried out using a conputer.
For exanple, the enbodi nent can be inplenented as a conputer program
product. A conputer programfor protecting the legitimcy of an article

‘can be stored on a conputer readable nmedium- Li kewi se, the conputer
program can be one for verifying



the legitimacy of an article. In each case, the conputer program can be
read fromthe 15 nmedium by a conputer, which in turn carries out the
operations of the conmputer program In yet another enbodi nent, the nethod
depicted in Fig. 3 can be inplenented as an Application Specific
Integrated Grcuit (ASIC), for exanple. The nethods are capabl e of being
i npl enented in a nunber of other ways, wilch will be apparent]itluntRos®
skilled in the art in view of this disclosure, wthout departing from 20
the scope and spirit of the invention. Also, commercial, printers and
scanners canAperigsrRanding pethed.apparahis B iseMPHSHPLLEM Prylct havestsodweand
satisfy the L r..axagnle, : 5
Printer offe?l{s%'gl'ltd %%d:fggg%éfég{g t%‘??eﬁt% %/Iﬁn%&vraﬂ c%lrrt écgéél mllgnon%#ggrcaggn@%dlpég Yol ogy
(RET), M cr okaveebeknsarfortmridshihfel appadest ofthoreakillet] i ke stbhotiew oA theport on
imge 25 qualjty tests of Prinmascan 5100 eyscal e Scanner, for exanple,
points out t HAFIOPHF eregbébﬁﬁérlmewsabmg&%é%(%m@ dicationsican §s mags ot

| evel s ang ad&%?@l{pdﬁ%{nﬁqh@%gg PAR iHRintiokaui prent of this type is readily
avai l able to the ic. Th Poregm ng 1s merely exenplary of the range of
products that can be used to practice the enbodi nents of the invention.
-20- 11 June 2003 The foregoi ng enbodi nents of the invention provide an
el ectronic seal of sorts, by which an electronic or printed docunent can
be certified as authentic. In particular, articles providing protection
against fraud forgery, and a nethod, an apparatus and a conputer program
product for protecting the legitimacy of an article have been 5 descri bed.
(—21- 11 June 2003 A correspondi ng nmet hod, apparatus and conputer program
product have al so been disclosed for verifying the |legitinmacy of an
article. Wiile only several enbodi nents



have been set forth, it shall be apparent to those skilled in the art, in
view of the disclosure herein, that nunmerous changes and/or nodifications
can be nmade without 5 departing fromthe scope of the invention. 22 11 June
2003 CLAIMS 1. A nethod of enbedding |iRRed waternmarks in anladunc?2®@3
requiring protection against forgery, said nethod including the steps of:
extracting information froma first portion of said article; 5 encrypting
said extracted information fromsaid first portion; generating a waternark
using said encrypted information; renf®AINP said watermark to a second
portion of said article; and repeating the extracting, encrypting,

generating and renderjin teps, W th anot her rtion of said.article until
all rel evant 1i nf o?‘r@?t;hg% oif’mggqaénn%l]?lfe “e’aﬁ A hee it %le)rr%qél_lerénsgepc{o{a%ﬁt Y
crypt ogr aphi ggdihdtorgsryl idackiidieinedingdhe stbss ofet hod according to claim1,

wherein said watermark is generated based on a selected watermark

gener ati ng nechani sm dependent upon said encrypted information. 3. The
net hod accordi ng €¥rastiag mformatinay Epm adystposionsef @idwitieeharks is 15
generated based on different waternmark generation nechanism 4. The nethod

accor di ngsto cl ai g%“g%% esragd &tﬁ‘%&qqn%%m?%rﬁ&ﬁtsm% Jater mar k are from

only one portion article or seve sel ecte orti’ons of said
article. 5. The nethod according to claim1l, wherein said information is
20 extracted dir egédeyatinganwhterharkGisingsaidnactyptbdaofoomdiiony to cl aim 1,
wherein said information is

rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been

10  processed and a cryptographic link is formed thereby.

2. The method according to claim 1, wherein said watermark is generated
based on a selected watermark generating mechanism dependent upon said encrypted

information.

3. The method according to claim 2, wherein each of said watermarks is

15  generated based on different watermark generation mechanism.

4. The method according to claim 3, wherein seeds for generating a
watermark are from only one portion of said article or several selected portions of said

article.

5. The method according to claim 1, wherein said information is

20  extracted directly from text.

6. The method according to claim 1, wherein said information is

extracted from one or more invariant features of an image.

7. The method according to claim 6, wherein said image depicts

biometric data of a person associated with the article.



extracted fromone or nore invariant features of an inmage. 7. The nethod
according to claim®6, wherein said image depicts bionetric data of a
person associated with the article. 23 11 June 2003 8. The nethod
according to claim1, wherein said articl28 is an electronic ddduned603 9.
An apparatus for enbedding linked watermarks in an article requiring
protection against forgery, said apparatus including: 5 neans for
extracting information froma first portion of said article; means for
encrypting said eftractlad netlialavadidarg torabanmsBivehetdin stidpoidié sran elevtang f or
generating a, wat er mark using said encrypted information; neans for
renderi ng safFUWRAEr mark to a second portion of said article; and neans
for repeating the extracting, encrypting, generating and rendering steps 10

wi th another portpon ofsSajpdradlisttbéBbstiting hﬁieh Weﬁéﬂﬁi’zﬁlﬁgln‘a'ﬂfa?ﬂiél@}é Qi said
article has been processed and a cryptographic link is fornmed thereby 10.

The appar at uprosgstion dgaigsttiorgehiaisadappahmsenciudingd watermark is generated
based on a sel ected wat ermark generati ng mechani sm dependent upon said

encrypt edS i nfor mat 'egnﬁ(for t%%ctlngqgfopg% as e% aaf?r%p (gj{; o%?aic\?\)g?gp] 10, wherein

each of said waternar

generation nechanism 12. The appar at us accordl ng to claiml1l1, V\herei n
seeds for gener at hiegnafor eadreptity saidieardcteadinfomnytionfomosaid st pértisaj d article
or several selected portions of said article. 20 13. The apparat us

according to claim9, %M‘IEI’EI n.said information, extracted directly from
t ext . means for generating a watermark using sai encrypte information;

means for rendering said watermark to a second portion of said article; and

means for repeating the extracting, encrypting, generating and rendering steps
10 with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby.

10. The apparatus according to claim 9, wherein said watermark is
generated based on a selected watermark generating mechanism dependent upon said

encrypted information.

15 11. The apparatus according to claim 10, wherein each of said watermarks

is generated based on different watermark generation mechanism.

12. The apparatus according to claim 11, wherein seeds for generating a
watermark are from only one portion of said article or several selected portions of said

article.

20 13. The apparatus according to claim 9, wherein said information is

extracted directly from text.

14. The apparatus according to claim 9, wherein said information is

extracted from one or more invariant features of an image.

15.  The apparatus according to claim 14, wherein said image depicts

25  biometric data of a person associated with the article.



14. The apparatus according to claim9, wherein said information is
extracted fromone or nore invariant features of an imge. 15. The
apparatus according to claim 14, wherein said inage depicts 25 bionetric
data of a person associated with the artizde. 24 11 June 2003 |1line 7063
apparatus according to claim9, wherein said article is an electronic
docunent. 17. A conputer program product having a conputer readable nedium
havi ng a conputer program recorded therein for enbedding |inked watermnmarks
inan 5 article riéqui rThegippamtisactadinagaichdgh 9f ahgein/said adtidleGoapUL er
program product includi ng: means for extracting information froma first
portion of sﬁ?e&trﬁ?lf’id{??‘ér? NMyeans for encrypting said extracted information
fromsaid first portion; neans for generating a waternmark using said

encrypted infor matjiyon; A ERapstef Wogfa%‘ﬂﬂdh&%a%%ig% éﬁ%p{%ﬁ&‘?ééﬂaB@C@e‘cﬁ\gﬁond

portion of said article; and 10 neans for repeating e extra

encrypting, denagatcomputenprogsadeciardedsthersm fonemhedthog hislkedpoatt ineink o apai d
article uglti lartaclll rel evantt informati ﬁ)g of sajd article has geer_l pr ocessed
and a crypt o§F AphiAUTTIERTYIECY Y} FRLPSE HERYHy Sl PMPHIE RIGHAT: RIPdust ingluging:
product according to claim17, wherein said watermark is generated based

on a sel ected wat efdans for grfgétRy iRBriREGR AL 13t fA6ALeNMid HRRD,; Sai d ,
encrypted information. 19. The conputer program product according to claim

18, wherein each of said watermarks is generated based on different
wat er mar k gener at fRSANHOE KAGYBHIS said extmssedcigfsmeten foograihiipst pettion; accor di ng
to claim19, wherein seeds for generating a waternmark are fromonly one

portion of said apfdafl forEnSeNEE Avatlmif RHELi P ROPinSmBdbe article.

means for rendering said watermark to a second portion of said article; and

10 means for repeating the extracting, encrypting, generating and rendering steps
with another portion of said article until all relevant information of said article has

been processed and a cryptographic link is formed thereby.

18. The computer program product according to claim 17, wherein said
watermark is generated based on a selected watermark generating mechanism

15  dependent upon said encrypted information.

19.  The computer program product according to claim 18, wherein each of

said watermarks is generated based on different watermark generation mechanism.

20.  The computer program product according to claim 19, wherein seeds
. for generating a watermark are from only one portion of said article or several

20 selected portions of said article.

21. The computer program product according to claim 17, wherein said

information is extracted directly from text.

22.  The computer program product according to claim 17, wherein said

information is extracted from one or more invariant features of an image.



21. The conputer program product according to claim17, wherein said
information is extracted directly fromtext. 22. The conputer program
product according to claim17, wherein said information is extracted from
one or nore invariant features of an inma@&. 25 11 June 2003 2BJuneizd03
~conput er program product according to claim 22, wherein said i nage depicts
bi onmetric data of a person associated with the article. 24. The conputer
program product according to claim 17, wherein said article is an

el ectroni c docunglt. STRScomputarprogiam predudtracegdipgdd ekim @, wheaemsshaid or gery
or fraud, said article. including: two or nore portions for containing

i nf or mat i on, ""¥gf éeﬁ’lﬁtﬁgﬂ%‘?tﬁﬁﬁa@ﬁglaﬁf%ﬁ’ﬁ asgqgigted '%itéﬁ@tmlﬁledat a, or both; and

two or nore waternmarks, each waternmark printed in a respective one of said

10 portions and bej ng HKPERGSRL BN RbAnABEERBInkRo Blatth i ewR&kinRald | ON,
whereby a cryptographic link is fornmed between said two or nore portions.
26. The art ialide acaoelditrpic dowinzint 25, wherein said article is an

el ectronic docunent. 27. An article requiring protection against forgery
or fraud, said aridcle, 15.forned. by the.steps - extracting.dnf.armation
Froma iPret portion ohn el lRrmerbESiqr g e fl vt Ao S %ore
portions forin@]qafrngi ning information, said information including text,

bi onetric data, or both; encrypting said extracted information from said

first portion; 20 generating a watermark using, said encrypted informtion;
two or more portions for containing information, said information including

text, biometric data, or both; and

two or more watermarks, each watermark printed in a respective one of said
10 portions and being dependent upon information in a different portion, whereby a

cryptographic link is formed between said two or more portions.

26.  The article according to claim 25, wherein said article is an electronic
document. "
27.  Anarticle requiring protection against forgery or fraud, said article

15 formed by the steps of:

extracting information from a first portion of said article, said article having
two or more portions for containing information, said information including text,

 biometric data, or both;
encrypting said extracted information from said first portion;
20 generating a watermark using said encrypted information;
rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
another portion of said article until all relevant information of said article has been
processed so that two or more watermarks are formed, each watermark being rendered

25 inarespective one of said portions and being dependent upon information extracted



rendering said watermark to a second portion of said article; and

repeating the extracting, encrypting, generating and rendering steps with
anot her portion of said article until all relevant information of said
article has been processed so that two @6 nore watermarks arél1fjong®@)3 each
wat ermark being rendered 25 in a respective one of said portions and being
dependent upon information extracted 26 11 June 2003 froma different
portion, whereby a cryptographic link is fornmed between said two or nore
portions. 2&omb diffelrmdpationewhdrgbng ctyipeodradiid linkais foodeddbetwedn @lidtvagad nst
forgery, said 5 nethod including the steps of: inputting said article as
two or nore POFEPYHSES: extracting at | east one waternark from each portion;
determining a watermark frominformation in each portion; conparing said
extracted watermark fromone portion with said determ ned 10 watermark from
a different portion to determne if a corresponding cryptographic link is
found; and repeating said conparing step until all portions of said article
have been procesg&d, éanethed of e¢reyingithglogdimdcyed angrticld agpinst fergeryasaid cl e
if all crs}/pt%g{haghi ‘ri‘dél nh_ts taref_f ound between said two or nore portions. 15
29. The ret hod 8cddf |IH% ‘'@ m 28, further includi ng the steps of:
scanni ng sai d product; and dividing said scanned product into two or nore

portions. 30. Theinpattihgdaidcensidasngvd or br por2éhs; f urt her including the step
of . scanning information froma portion of said product to reconstruct a

seed to a 20 generated termark usi nq(fa cryptogr.aphi c techni que carried
out in a process gtracting at least one watermark from each portion;
i

determining a watermark from information in each portion;

comparing said extracted watermark from one portion with said determined
10 watermark from a different portion to determine if a corresponding cryptographic link

is found; and

repeating said comparing step until all portions of said article have been
processed, said article being verified as a legitimate article if all cryptographic links

are found between said two or more portions.
15 29. The method according to claim 28, further including the steps of:
scanning said product; and
dividing said scanned product into two or more portions.
30.  The method according to claim 29, further including the step of:

scanning information from a portion of said product to reconstruct a seed to a
20  generated watermark using a cryptographic technique carried out in a process of

embedding a watermark in said portion.
31.  The method according to claim 30, further including the step of:

extracting an invariant feature from said scanned information to reconstruct

said seed.



enbedding a watermark in said portion. 31. The nethod according to claim
30, further including the step of: extracting an invariant feature from
sai d scanned information to reconstruct said seed. 27 11 June 2003 32.
The nmet hod according to claim 31, whereid/ said extracted, i nvidriugp 003
feature includes bionetric data. 33. The nethod according to claim 30,
further including the step of: decrypting said scanned information to
reconstruct said seed. 5 34. The nethod according to plain1agh wherein a
cryptographi c |iAR. i s The methed a¢aoeding tagainpdl.apheaeinsaid KEACGEANYAFRAY t he
| egi ti macy gf an.aﬁt'chﬁ aggin E forgery, said apparatus including: nmeans
for inputti AP AITIBYEE P or nore portions: 10 nmeans for extracting
at | east one watermark fromeach portion; neans for determning a

wat er mar k from i nfjor metHeGAethbd eavhdipgtd ¢laim 30,Maaha ihdudingtizastemof: sai d
extracted watermark fromone portion with said determ ned watermark from a
different portion to determne if a correspondin ographic link is

] . . cr.ypt
found; and 15 ne&ﬁ@ypbngﬁ@ééﬁ?ﬁﬁ@1%@%%?”99&B§?PH8%§?éﬁgﬁﬁ?#I all portions of

said article have been processed, said article being verified as a

legi timake articlg if gldnGh¥RLad&RB S claih Bg,swlﬁ’é'r@infd_)d#Wogﬁg)M\f@QiﬂkSﬁﬁd t wo
or nore portions.” 36. e apparatus according to claim35, further

i ncl udi ng: seEanslef or scanning said product; and 20 neans for dividing said
scanned product into two or nore portions.

35. An apparatus for verifying the legitimacy of an article against forgery,

said apparatus including:
means for inputting said article as two or more portions;
10 means for extracting at least one watermark from each portion;
means for determining a watermark from information in each portion;

means for comparing said extracted watermark from one portion with said
determined watermark from a different portion to determine if a corresponding

cryptographic link is found; and

15 means for repeating said comparing step until all portions of said article have
been processed, said article being verified as a legitimate article if all cryptographic

links are found between said two or more portions.

36. The apparatus according to claim 35, further including:

means for scanning said product; and
20 means for dividing said scanned product into two or more portions.

37. The apparatus according to claim 36, further including:
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means for scanning information from a portion ‘'of'said product to reconstruct a
seed to a generated watermark using a cryptographic technique carried out in a

process of embedding a watermark in said portion.



37. The apparatus according to claim 36, further including: nmeans for
scanning information froma portion -of said product to reconstruct a seed
to a generated watermark using 'a cryptographic technique carried out in a
process of enbedding a watermark in said2portion. 28 11 June 2DDBe 2883 The
apparatus according to claim37, further including: nmeans for extracting an
invariant feature fromsaid scanned information to reconstruct said seed.
39. The apparatus according to claim38, wherein said extracted, invariant
5 feature include8.bi offied apparatest cordihg Bludaimdiyafiathes imbelongli ng to cl ai m 37,
further including: neans for decrypting said scanned information to

reconstruct said seed.. 41. The appar at ccaording,to claim35. . wherein a
crypt ogr aphi ¢ | i niRe3ns for extrackng.g &vgr_laxi{%ea}ér_e(ﬁg%a a?aélpeﬁpg]%%ﬂoéwr%duct
havi ng a corgag(grg?u&%‘ggp%g@. medi um havi ng a computer program recorded
therein for veritying the legitimacy of an article against forgery, said

conput er program product including: nmeans for inputting said article as two
or nore portions;39.neahke dpparaty acaerdingyopiaimats theredn soad extrasted, finghriach
portion; 515 ans. fPr d terﬁiniang a watermark frominformation in each
porti on; AYrg BeludesBRPCHY C4F d ext ract ed wat ermark from one porti on
wth said determned watermark froma different portion to determne if a
correspondi ng crypt ogTePHrardtigdccoRlidoiondaimad W furdensnchaling:epeat i ng sai d
conparing step until all portions of said article have 20 been processed,

said article being verified as a Jegitimate article if all cryptographic
I%eans for decrypting safd sgcanne 1n§)rmatt10n to reconstruct saldys%eg.g P

41.  The apparatus according to claim 35, wherein a cryptographic link is a

self-circle.

10 42. A computer program product having a computer readable medium
having a computer program recorded therein for verifying the legitimacy of an article

against forgery, said computer program product including:
means for inputting said article as two or more portions;
means for extracting at least one watermark from each portion;
15 means for determining a watermark from information in each portion;

means for comparing said extracted watermark from one portion with said
determined watermark from a different portion to determine if a corresponding

cryptographic link is found; and

means for repeating said comparing step until all portions of said article have
20  been processed, said article being verified as a legitimate article if all cryptographic

links are found between said two or more portions.

43.  The computer program product according to claim 42, further

including:

means for scanning said product; and



i nks are found between said two or nore portions. 43. The conputer program
product according to claim42, further including: nmeans for scanning said
product; and 29 11 June 2003 neans for dividing said scanned product into
two or nore portions. 44. The conputer ptbgram product accord“h@n?aogiaim
43, further including: neans for scanning information froma portion of
said product to reconstruct a 5 seed to a generated watermark using a
cryptographic technique carried out in a process of enbeddi ng a watermark
in said portion. ndGns Tirelividmgusait sconessh pradynt sdoEVo QEBGFUPHYO D cl ai m 44,
further including: nmeans for extracting an invariant feature fromsaid
scanned informatign t 10 reconst ruct [ : ter program
pr oduct accordinéato gﬁﬁfﬁ?ﬁ%&” r%?%%ﬁ”§%¥%a§§§ P%gfgégm?%eggygnt feature
includes bi gp@tdihg: data. 47. The conputer program product according to
claimd44, further  including: 15 neans for decrypting said scanned

information to reconstruct said seed, 48. The, cor}tpul er grg&ram ]EO uct
according to cl aimeans forgaapming inforeating fEgp 2 pRTtON QT i5RId RIodcE By fecquisprafta

5  seed to a generated watermark using a cryptographic technique carried out in a

process of embedding a watermark in said portion.

45.  The computer program product according to claim 44, further

including:

means for extracting an invariant feature from said scanned information to

10  reconstruct said see_d.

46.  The computer program product according to claim 45, wherein said

extracted, invariant feature includes biometric data.

47. The computer program product according to claim 44, further

including:
15 means for decrypting said scanned information to reconstruct said seed.
48.  The computer program product according to claim 42, wherein a

cryptographic link is a self-circle.



