METHODS AND APPARATUSES FOR INSTALLING DEVICE APPLICATION

TECHNICAL FIELD
[0001] The embodiments of the present disclosure relate to the field of computer
communication technology, and in particular, to a method and an apparatus for installing

device application.

BACKGROUND

[0002] The Internet of Things system is generally composed of a cloud and a group of
edge devices. The cloud is responsible for a variety of cloud services such as data storage,
device control, and business logic processing. The edge devices are responsible for
providing interactive operation services to end users. According to different demand
scenarios, different applications may run on an edge device. The applications collaboratively
work with corresponding cloud services to process different businesses, and each
application has an independent software version number.

[0003] Generally, the applications are installed on the edge device by installing each
application with a corresponding version. Before each application is installed and deployed,
it is required to manually check whether the application needs to be installed, and the

efficiency of deployment and installation is relatively low.

SUMMARY
[0004] In view of this, the embodiments of the present disclosure provide a method and
an apparatus for installing device application.
[0005] In a first aspect, a method of installing device application provided, the method is

applied to an edge device, and the method includes:



[0006] receiving an application package issued by a cloud, wherein the application
package comprises application resource files respectively corresponding to a plurality of
applications; in response to determining that a verification for the application package is
passed, installing at least one application on the edge device based on the application
resource files.

[0007] In some embodiments, the application package further comprises an application
list; the application list comprises: application identifiers of the plurality of applications and
respective software version numbers corresponding to the application identifiers; installing
the at least one application on the edge device based on the application resource files
comprises: traversing each of the application identifiers in the application list, and
comparing a first version number with a second version number which are correspond to
the application identifier, wherein the first version number is a software version number of
a local application corresponding to the application identifier, and the second version
number is a software version number corresponding to the application identifier in the
application list; in response to the first version number being different from the second
version number, obtaining and installing an application resource file corresponding to the
application identifier from the application package, so as to upgrade the local application to
an application corresponding to the second version number.

[0008] In some embodiments, the application package further comprises: an identification
code which is generated based on the application resource files, determining that the
verification for the application package is passed includes: obtaining a verification code
based on the application resource files of the application package; in response to the
verification code being consistent with the identification code, determining that the

verification for the application package is passed.



[0009] In some embodiments, the application package further includes a first application
package version number for identifying the application package; determining that the
verification for the application package is passed includes: in response to the first
application package version number being different from a local second application package
version number of the edge device, determining that the verification for the application
package is passed, and the second application package version number is an identifier of an
application package received the edge device last time by.

[0010] In some embodiments, the method further includes: updating the local second
application package version number of the edge device to the first application package
version number.

[0011] In a second aspect, another method of installing device application method is
provided. The method is applied in a cloud and includes: generating an application package
based on application resource files respectively corresponding to a plurality of applications;
issuing the application package to an edge device for the edge device to, in response to that
determining a verification for the application package is passed, install at least one
application on the edge device based on the application resource files.

[0012] In some embodiments, generating the application package based on the application
resource files respectively corresponding to the plurality of applications includes:
generating an application list based on respective application identifiers of the plurality of
applications and respective software version numbers corresponding to the application
identifiers; generating the application package based on the application list and the
application resources files.

[0013] In some embodiments, generating the application package based on the application
resource files respectively corresponding to the plurality of applications includes:

generating an identification code based on the application resource files respectively
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corresponding to the plurality of applications; generating the application package based on
the identification code and the application resource files respectively corresponding to the
plurality of applications.

[0014] In some embodiments, generating the application package based on the application
resource files respectively corresponding to the plurality of applications includes:
generating a first application package version number corresponding to the application
package, wherein the first application package version number identifies the application
version number; and generating the application package based on the first application
package version number and the application resource files respectively corresponding to the
plurality of applications.

[0015] In some embodiments, the plurality of applications include a first application and
a second application with a dependency relationship; generating the application package
based on the application resource files respectively corresponding to the plurality of
applications includes: generating the application package based on at least one application
resource file corresponding to the first application and at least one application resource file
corresponding to the second application.

[0016] In a third aspect, an apparatus for installing device application is provided, the
apparatus is applied to an edge device and includes: an application receiving module,
configured to receive an application package issued by a cloud, wherein the application
package includes application resource files respectively corresponding to a plurality of
applications; and an application installing module, configure to, in response to determining
that a verification for the application package is passed, install at least one application on
the edge device based on the application resource files.

[0017] In some embodiments, the application package further includes an application list;

the application list includes: application identifiers of the plurality of applications and
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respective software version numbers corresponding to the application identifiers; when the
application installing module is configured to install the at least one application on the edge
device based on the application resource files, including: traversing each of the application
identifiers in the application list, and comparing a first version number with a second version
number which are correspond to the application identifier, wherein the first version number
is a software version number of a local application corresponding to the application
identifier, and the second version number is a software version number corresponding to the
application identifier in the application list; in response to the first version number being
different from the second version number, obtaining and installing an application resource
file corresponding to the application identifier from the application package, so as to
upgrade the local application to an application corresponding to the second version number.
[0018] In some embodiments, the application package further includes: an identification
code which is generated based on the application resource files, when the application
installing module is configured to determine that the verification for the application package
is passed, including: obtaining a verification code based on the application resource files of
the application package; in response to the verification code being consistent with the
identification code, determining that the verification for the application package is passed.

[0019] In some embodiments, the application package further includes a first application
package version number for identifying the application package; when the application
installing module is configured to determine that the verification for the application package
is passed, including: in response to the first application package version number being
different from a local second application package version number of the edge device,
determining that the verification for the application package is passed, and the second
application package version number is an identifier of an application package received by

the edge device last time.



[0020] In some embodiments, the apparatus further includes: a version number updating
module, configured to update the local second application package version number of the
edge device to the first application package version number.

[0021] In a fourth aspect, another apparatus for installing device application is provided.
The apparatus is applied in a cloud and includes: an application package generating module,
configured to generate an application package based on application resource files
respectively corresponding to a plurality of applications; an application issuing module,
configured to issue the application package to an edge device for the edge device to, in
response to determining that a verification for the application package is passed, install at
least one application on the edge device based on the application resource files.

[0022] In some embodiments, the application package generating module is specifically
configured to: generate an application list based on respective application identifiers of the
plurality of applications and respective software version numbers corresponding to the
application identifiers; generate the application package based on the application list and
the application resources files.

[0023] In some embodiments, the application package generating module is specifically
configured to: generate an identification code based on the application resource files
respectively corresponding to the plurality of applications; and generate the application
package based on the identification code and the application resource files respectively
corresponding to the plurality of applications.

[0024] In some embodiments, the application package generating module is specifically
configured to: generate a first application package version number corresponding to the
application package, wherein the first application package version number identifies the

application version number; and generate the application package based on the first



application package version number and the application resource files respectively
corresponding to the plurality of applications.

[0025] In some embodiments, the plurality of applications include a first application and
a second application with a dependency relationship; the application package generating
module 101 is specifically configured to: generate the application package based on at least
one application resource file corresponding to the first application and at least one
application resource file corresponding to the second application.

[0026] In a fifth aspect, a computer program product is provided, including a computer
program/instruction, wherein when the computer program/instruction is executed by a
processor, the method of installing device application according to any of the embodiments
of the present disclosure is implemented.

[0027] In asixth aspect, an electronic device is provided, including a memory, a processor,
wherein the memory is configured to store computer instructions that can run on the
processor. When the computer instructions are executed by the processor, the method of
installing device application according to any of the embodiments of the present disclosure
is implemented.

[0028] In a seventh aspect, a computer readable storage medium is provided, having a
computer program stored thereon, wherein in a case that the computer program is executed
by a processor, the method of installing device application according to any of the
embodiments of the present disclosure is implemented.

[0029] According to the method and apparatus for installing device application provided
by the embodiments of the present disclosure, an application package is issued by a cloud
and verified by an edge device such that applications could be installed in batches. The edge
device may complete applications installation based on only one application package, which

can improve the efficiency of installing and deploying software on the device.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0030] To explain the technical solutions in one or more embodiments of the present
disclosure or in related art more clearly, the drawings used in the description of the
embodiments or related art will be briefly introduced below. Apparently, the drawings in the
following description are only one or more embodiments of the present disclosure. For those
of ordinary skill in the art, other embodiments can be obtained based on these drawings
without creative effort.
[0031] FIG. 1 is a flowchart illustrating a method of installing device application
according to some embodiments of the present disclosure.
[0032] FIG. 2 is a flowchart illustrating another method of installing device application
according to some embodiments of the present disclosure.
[0033] FIG. 3 is a flowchart illustrating still another method of installing device
application according to some embodiments of the present disclosure.
[0034] FIG. 4 is a flowchart illustrating yet another method of installing device application
according to some embodiments of the present disclosure.
[0035] FIG. 5 is a flowchart illustrating a method of installing device application
according to some embodiments of the present disclosure.
[0036] FIG. 6 is a flowchart illustrating a method of installing device application under a
scenario of a gaming place according to some embodiments of the present disclosure.
[0037] FIG. 7 is a schematic diagram of an application package generated by a cloud
according to some embodiments of the present disclosure.
[0038] FIG. 8 is a block diagram illustrating an apparatus for installing device application
according to some embodiments of the present disclosure.
[0039] FIG. 9 is a block diagram illustrating another apparatus for installing device

application according to some embodiments of the present disclosure.
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[0040] FIG. 10 is a block diagram illustrating still another apparatus for installing device
application according to some embodiments of the present disclosure.
[0041] FIG. 11 is a schematic hardware structural diagram of an electronic device

according to some embodiments of the present disclosure.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0042] Examples will be described in detail herein, with the illustrations thereof
represented in the drawings. When the following descriptions involve the drawings, like
numerals in different drawings refer to like or similar elements unless otherwise indicated.
The embodiments described in the following examples do not represent all embodiments
consistent with the present disclosure. Rather, they are merely examples of apparatuses and
methods consistent with some aspects of the present disclosure as detailed in the appended
claims.

[0043] The terms used in this disclosure are only for the purpose of describing specific
embodiments, and are not intended to limit the disclosure. The singular forms of "a", "said"
and "the" used in this specification and appended claims are also intended to include plural
forms, unless the context clearly indicates other meanings. It should also be understood that
the term "and/or" as used herein refers to and includes any or all possible combinations of
one or more associated listed items.

[0044] It should be understood that although the terms first, second, third, etc. may be used
in this disclosure to describe various information, the information should not be limited to
these terms. These terms are only used to distinguish the same type of information from
each other. For example, without departing from the scope of this specification, the first

information may also be referred to as second information, and similarly, the second



information may also be referred to as first information. Depending on the context, the word
"if"" as used herein can be interpreted as "when" or "while" or "in response to determining".
[0045] As shown in FIG. 1, which is a flowchart illustrating a method of installing device
application according to some embodiments of the present disclosure. The method may be
applied in an edge device and includes the following steps.

[0046] At step 100, an application package issued by a cloud is received, wherein the
application package includes application resource files respectively corresponding to a
plurality of applications.

[0047] According to different demand scenarios, different applications may run on the
edge device to provide services to an end user. These applications work with corresponding
cloud services to process different businesses in parallel. For long-term iterative edge
devices, demand scenarios may change constantly, and the applications on the edge device
also need to be constantly changed and upgraded. Each application has an independent
software version number, and the upgrade may change the software version number of the
corresponding application.

[0048] The edge device can receive an application package in various situations where
applications need to be installed. The edge device can request the application package from
the cloud and then the cloud can issue the application package, or the cloud can actively
issue the application package to the edge device.

[0049] Specifically, when the demand scenario of the edge device changes or the
application needs to be upgraded, for example, the edge device can request the
corresponding application package from the cloud for upgrade after receiving an upgrade
request from the user, or when the operation and maintenance personnel of the cloud want
to adjust the function of the edge device, the corresponding application package can be

issued by the cloud, or when a hardware on the edge device is replaced and the previous
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application does not match the new hardware, the corresponding application package can
be requested from the cloud, etc.

[0050] The application package may include application resource files respectively
corresponding to a plurality of applications. Under different application scenarios, different
applications need to be installed on the edge device, and the application resource file
required to install each application is also different, that is, application packages
corresponding to different demand scenarios are different. The operation and maintenance
personnel can construct different application packages in the cloud according to different
demand scenarios in advance. Or, when an application on the edge device needs to be
upgraded, the operation and maintenance personnel may construct the corresponding
application package in the cloud in advance based on the application resource files
respectively corresponding to a plurality of upgraded versions of the application.

[0051] The application resource file of each application is the resource required to install
the corresponding application, which may include but is not limited to: application
installation tools, configuration files, and image resources. The application resource files
respectively corresponding to different versions of an application are also different.

[0052] In addition, the applications in the application package may not only be the
applications that need to be installed on the edge device, but also other applications that
these applications depend on.

[0053] At step 102, in response to determining that a verification for the application
package is passed, at least one application is installed on the edge device based on the
application resource files.

[0054] After receiving the application package, the edge device can verify the application
package in various ways to achieve different effects. This embodiment does not limit the

specific verification method.
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[0055] For example, the application package can be a file encrypted by the cloud in a
specific way. The cloud pre-determines different decryption methods with different edge
devices. If an edge device can decrypt the application package in accordance with the agreed
decryption method, it means this application package is issued by a legal cloud to the edge
device, and the verification is passed. At the same time, it can also prevent installation errors
caused by the cloud sending the application package to the wrong edge device. Or, the
application package can carry a verification code. The cloud pre-determines different check
codes with different edge devices. If the check code in the application package is consistent
with the agreed verification code, the verification is passed, and the same effect can be
achieved. For another example, the installation is performed after verifying the integrity of
the application resource file in the application package to ensure that the application is
installed correctly.

[0056] In this step, after the verification is passed, the application package is parsed to
obtain the application resource file, and the corresponding application installation is
performed. After the installation is completed, the software version number of the
application on the edge device is changed accordingly. When installing an application,
according to the needs of the edge device, it may be one application among the plurality of
applications in the application package, or at least two applications of among the plurality
of applications in the application package.

[0057] In an example, in an application upgrade scenario on the edge device, the software
version numbers of the applications app1, app2, and app3 running on the edge device before
the upgrade are v0.0.1, v0.0.2, and v0.0.3, respectively. The application package including
the application resource files respectively corresponding to the upgraded appl, app2, and
app3 can be construct in the cloud and issued to the edge device, so that the edge device can

upgrade and install app1, app2 and app3 according to the corresponding application resource
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file after receiving the application package, the software version numbers of the upgraded
applications appl, app2, and app3 are v0.1.1, v0.1.2, and v0.1.3, respectively. It should be
noted that during the application upgrade installation process, the edge device can still use
the application package to start installing the previous application version, and start to use
the newly installed application version until the applications corresponding to the
application package are installed, which is a smooth way to upgrade.

[0058] According to the method of installing device application provided by the
embodiments of the present disclosure, an application package is issued through a cloud and
applications are installed in batches after verified by an edge device. The edge device only
needs to install based on one application package, which can improve the efficiency of
installing and deploying software on the device.

[0059] As shown in FIG. 2, which is a flowchart illustrating another method of installing
device application according to some embodiments of the present disclosure. The method
may be applied in an edge device and includes the following steps. The same steps as the
process in FIG. 1 will not repeat here.

[0060] At step 200, an application package issued by the cloud is received, where the
application package includes application resource files and application lists corresponding
to multiple applications, respectively.

[0061] The application list includes: application identifiers of the plurality of applications
and respective software version numbers corresponding to the application identifiers; The
application identifier is the name of the application, which can be any combination of
characters such as appl and app2. The software version number is used to indicate the
version of the application. Each application has an independent software version number.
The software version number will be changed every time the application is upgraded. For

example, a software version number of app3 is v1.3, after the upgrade, the software version
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number of app3 is v2.3, and this embodiment does not limit the specific form of the software
version number.

[0062] In this step, the application package received from the cloud includes application
resource files and application lists corresponding to multiple applications, respectively.
Application resource files respectively corresponding to different applications can also be
identified by the application identifiers. For example, the name of the installation tool in the
application resource file corresponding to appl can be appl-installer, the name of the
configuration file in the application resource file corresponding to app2 can be app2-config,
and the name of the image resource in the application resource file corresponding to app3
can be app3 -image.

[0063] The application list records the application identifier and software version number
of each application corresponding to the application resource file. Exemplarily, the
application list shown in Table 1 below:

Table 1 Example of application list

Application identifier Software version number
appl v0.2.1
app2 v0.2.2
app3 v0.1.3
app4 NT 5.0

[0064] At step 202, in response to determining that the verification for the application
package is passed, the application list is traversed, and a first version number is compared

with a second version number corresponding to the application identifier.
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[0065] The first version number is a software version number of a local application
corresponding to the application identifier, and the second version number is a software
version number corresponding to the application identifier in the application list;

[0066] After the verification of the application package is passed, the edge device parses
the application package to obtain the application resource files and application list in the
application package. The edge device can traverse each of the application identifiers in the
application list and compare with the local application to determine the application that
needs to be installed.

[0067] The application running locally on the edge device also has an application identifier
and a software version number. The application identifier of the local application can be first
compared with the application identifier in the application list. When there is an application
identifier that exists in the application list but does not exist in the local application, it is
determined that the application corresponding to the application identifier needs to be
installed, and the application resource file corresponding to the application identifier can be
obtained and installed.

[0068] In this step, while traversing each of the application identifiers in the application
list, when an application identifier that exists in the application list also exists in the local
application, compare the version number of the local application corresponding to the
application identifier with the version number in the application list, that is, compare the
first version number with the second version number.

[0069] At step 204, in response to the first version number being different from the second
version number, an application resource file corresponding to the application identifier is
obtained from the application package and installed, so as to upgrade the local application

to an application corresponding to the second version number.
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[0070] When the first version number is different from the second version number, it
means that the local version of the application is different from the version of the application
in the application package, and the local version of the application needs to be upgraded to
the version of the application in the application package, then the application resource file
corresponding to the application identifier is obtained from the application package and
installed The upgrade of the application version can be a version upgrade, a version rollback,
or a version series replacement.

[0071] For example, the application identifier of the local application and the
corresponding software version number may be as shown in Table 2 below:

Table 2 Examples of local applications

Application Identifier Software version number
appl v0.1.1
app2 v0.1.2
app3 v0.1.3

[0072] When the edge device traverses the application list as shown in Table 1, it is
determined that, after comparison, the application having the same application identifier in
the local application and the application list in Table 2 is app3. The first version number and
the second version number corresponding to appl and app2 are different. Then the
application resource files respectively corresponding to appl and app2 are obtained from
the application package and installed, so as to upgrade the local v0.1.1 version of appl to
v0.2.1, and upgrade the local v0.1.2 version of app2 to v0.2.2. The first version number and
the second version number corresponding to app3 are the same, so there is no need to

upgrade. Through comparison, it is determined that app4 existing in the application list does
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not exist in the local application, so the application resource file corresponding to app4 is
obtained from the application package and installed.

[0073] In the method of installing device application provided by the embodiments of the
present disclosure, when installing, deploying or upgrading an application version on an
edge device, only one application package needs to be issued through the cloud. After the
verification is passed, the edge device automatically traverses the application list to obtain
the applications need to be installed and install the locally required version of applications
in batches. Compared with other methods of manually checking whether an updated version
is needed when installing and deploying each application, the installation efficiency is
significantly improved.

[0074] As shown in FIG. 3, which is a flowchart illustrating another method of installing
device application according to some embodiments of the present disclosure. The method
may be applied in an edge device and includes the following steps. The same steps as the
process in FIG. 1 will not repeat here.

[0075] At step 300, an application package issued by a cloud is received, wherein the
application package includes application resource files respectively corresponding to a
plurality of applications and a first application package version number.

[0076] The first application package version number identifies the application package.
[0077] According to different demand scenarios, the application packages used are
different, and even the application packages used in different periods are also different.
Multiple application packages will be constructed in the cloud in advance, and each of the
application packages may set with a version number for management, that is the first
application package version number. The first application package version number of each

application package is different. The first application package version number may be

17



represented by various character combinations. In this example, the first application package
version number of the application package received by the edge device may be v0.0.0003.
[0078] At step 302, in response to the first application package version number being
different from the local second application package version number of the edge device,
determine that the verification of the application package is passed.

[0079] The second application package version number is the identifier of the application
package received by the edge device last time.

[0080] If the local application of the edge device is installed through the last received
application package, that is, the last application package issued to the edge device from the
cloud, then the local second application package version number of the edge device is the
identifier of the last received application package.

[0081] In the case that the first application package version number is different from the
second application package version number, or the edge device does not have the second
application package version number locally, that is, the application is installed for the first
time, the verification of the application package passes. In this way, repeated installation of
the same version of the application on the edge device can be prevented.

[0082] At step 304, at least one application is installed on the edge device based on the
application resource files.

[0083] In this step, after the verification is passed, the application package is parsed to
obtain the application resource files, and the corresponding application installation is
performed. After the installation is completed, the software version number of the
application on the edge device is changed accordingly.

[0084] In addition, in the case where the application package also includes an application

list, the method shown in FIG. 2 can be used for installation.
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[0085] At step 306, the local second application package version number of the edge
device is updated to the first application package version number.

[0086] After the application is installed, that is, after the software version number of the
local application of the edge device is updated to the software version number of the
application in the application package, the local second application package version number
of the edge device is updated to the first application package version number. For example,
before the installation, the local second application package version number of the edge
device is v0.0.0002 of the previous application package, which after the installation, is
updated to the first application package version number v0.0.0003.

[0087] In the method of installing device application provided by the embodiments of the
present disclosure, a first application package version number is used in the cloud to manage
multiple application versions installed on a certain edge device, thereby effectively isolating
the software version numbers of the applications used by the edge device under different
demand scenarios. Compared with other technologies, when dealing with different demand
scenarios, it is necessary to manage the software version numbers corresponding to all
applications in each demand scenario. Too many software version numbers can easily cause
confusion, and the error rate is relatively high. In this method, for an edge device, the cloud
only needs to maintain one first application package version number and does not need to
care about the separate software version number of each application version, which greatly
reduces confusion and errors and improves the accuracy of installation. After the edge
device verifies the application package, the applications are installed in batches. The edge
device only needs to install based on one application package, which can improve the
efficiency of installing and deploying software on the edge device.

[0088] As shown in FIG. 4, which is a flowchart illustrating another method of installing

device application according to some embodiments of the present disclosure. The method
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may be applied in an edge device and includes the following steps. The same steps as the
process in the above embodiments will not repeat here.

[0089] At step 400, an application package issued by the cloud is received, where the
application package includes application resource files respectively corresponding to a
plurality of applications, an application list, a first application package version number, and
an identification code.

[0090] The identification code is generated based on the application resource files in the
application package and used by the edge device to verify the application package. It can be
used to verify the integrity of the application resource files in the application package, or it
can be used to verify the legality of the application package. When the cloud generates the
application package, it can calculate the application resource files according to an algorithm
agreed with the edge device in advance to generate the identification code. For example, it
may be a hash algorithm, such as the sha256 algorithm, and the hash value calculated
through the sha256 algorithm with the application resource files as the input is used as the
identification code. Other encryption algorithms can also be used to obtain the identification
code, such as the MDS5 algorithm. This embodiment does not limit the specific algorithm
used.

[0091] At step 402, in response to the first application package version number being
different from the local second application package version number of the edge device, the
application package is parsed.

[0092] The second application package version number is the identifier of the application
package received by the edge device last time.

[0093] In this step, in the case where the first application package version number is
different from the second application package version number, or in the case that the edge

device does not have the second application package version number locally, the application
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package is parsed. Generally, the cloud will compress application resource files to reduce
the size of the application package. When parsing the application package, the compressed
application resource files can be decompressed. After the application package is parsed, the
application resource files respectively corresponding to the plurality of applications, the
application list, the first application package version number, and the identification code are
obtained.

[0094] If the first application package version number is the same as the second
application package version number, the process is ended and no more installation is
performed.

[0095] At step 404, a verification code is obtained based on the application resource files
in the application package, and in response to the verification code being consistent with the
identification code, it is verified whether the application resource files are complete.

[0096] In this step, the application resource files can be calculated by an algorithm agreed
with the cloud in advance to obtain the verification code. For example, following the above
example, when the algorithm agreed with the cloud is the sha256 algorithm, the edge device
also uses the sha256 algorithm to calculate the verification code and compare it with the
identification code to verify whether the application resource file is complete. When the
verification code is the same as the identification code, it means that the application resource
files are complete files sent by the cloud and is not damaged during the transmission process.
At the same time, it can prevent mistakenly installing the application package sent to other
edge devices.

[0097] If the verification code is inconsistent with the identification code, the process is
ended and no more installation is performed.

[0098] In addition, the application list can be compared with the application resource files

to further verify whether the application resource files are complete. For example, if the
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corresponding application resource files corresponding to the application identifiers in the
application list can all be found, it means that the application resource files are complete; if
there is an application identifier in the application list and the corresponding application
resource file cannot be found, it means the application resource files are incomplete.
[0099] At step 406, in response to determining that the verification for the application
package is passed, the application list is traversed, and the first version number is compared
with the second version number corresponding to the application identifier.

[0100] In the case that the application resource files are complete, the verification of the
application package is passed. The edge device can traverse the application list and compare
with the local application to determine the application that needs to be installed.

[0101] If the application resource files are incomplete, the verification fails, and the
process ends, the installation is no longer performed.

[0102] At step 408, in response to the first version number being different from the second
version number, the application resource file corresponding to the application identifier is
obtained from the application package and installed, so as to upgrade the local application
to the application corresponding to the second version number.

[0103] At step 410, the local second application package version number of the edge
device is updated to the first application package version number.

[0104] The steps that are the same as those in the foregoing embodiment will not be
repeated here.

[0105] In the method of installing device application provided by the embodiments of the
present disclosure, a first application package version number is used in the cloud to manage
multiple application versions installed on a certain edge device, thereby effectively isolating
the software version numbers of the applications used by the edge device under different

demand scenarios. The cloud sends an application package to the edge device. After the
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verification is passed, the edge device automatically traverses the application list to obtain
the applications that need to be installed, and installs the local default version of applications
in batches, which can improve the efficiency of installing and deploying software on an
edge device. In this method, for an edge device, the cloud only needs to maintain one first
application package version number and does not need to care about the separate software
version number of each application version, which greatly reduces confusion and errors and
improves the accuracy of installation.

[0106] As shown in FIG. 5, which is a flowchart illustrating a method of installing device
application according to some embodiments of the present disclosure. The method may be
applied in a cloud and includes the following steps.

[0107] Atstep 500, an application package is generated based on application resource files
respectively corresponding to a plurality of applications.

[0108] In the cloud, multiple edge devices can be managed, and when different edge
devices face different demand scenarios or in different periods, different applications need
to be deployed on the edge devices. The cloud can construct an application package based
on application resource files respectively corresponding to a plurality of applications which
that the edge device needs to install. When constructing the application package, the
operation and maintenance personnel can select the software version number of each
application in the application package. After the cloud receives the applications and the
corresponding software version numbers specified by the operation and maintenance
personnel, the cloud generates the application package based on the application resource
files respectively corresponding to the applications.

[0109] Specifically, in the cloud, the application package can be constructed based on the
application resource files respectively corresponding to higher-level version of the

applications on a certain edge device; or the application package can be construct in advance
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before the hardware of the edge device is replaced to include application resource files
respectively corresponding to the plurality of applications that match the new hardware.
[0110] In addition, the application package may also include at least one of the following:
an application list, a first application package version number, and an identification code.
[0111] Atstep 502, the application package is issued to an edge device for the edge device
to, in response to determining that a verification for the application package is passed, install
at least one application on the edge device based on the application resource files.

[0112] The cloud can issue the application package to the edge device when the time set
by the operation and maintenance personnel is reached. In actual implementation, according
to business demands, a same application package can be issued to a plurality of edge devices.
Also, the application package can also be issued to the edge device when receiving a request
sent by the edge device to the cloud.

[0113] When receiving the application package, the edge device verifies the application
package to determine the security and integrity of the application package. After the
verification is passed, one or more applications are installed on the edge device at a time
based on the application resource files, so as to realize the various functions of the edge
device.

[0114] According to the method for installing device application provided by the
embodiments of the present disclosure, an application package is issued through a cloud and
applications are installed in batches after verified by an edge device. The edge device only
needs to install based on one application package, which can improve the efficiency of
installing and deploying software on the device.

[0115] In this embodiment, the application package is generated based on the application
resource files respectively corresponding to the plurality of applications and includes at least

one of the following: an application list, a first application package version number and an
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identification code. The following examples are several examples of generating the
application package. The specific implementation is not limited to the following examples:
[0116] In an example, the cloud generates an application list based on respective
application identifiers of the plurality of applications and respective software version
numbers corresponding to the application identifiers, and generates the application package
based on the application list and the application resources files. After the cloud receives the
applications and the corresponding software version numbers specified by the operation and
maintenance personnel, the cloud can generate an application list. For example, the
application list as shown in Table 1.

[0117] In this example, the edge device can automatically traverse the application list to
obtain the applications that need to be installed, and install the local default application
versions in batches, which can improve the efficiency of installing and deploying software
on the edge device.

[0118] Inanexample, an identification code is generated based on the application resource
files respectively corresponding to the plurality of applications. When the cloud generates
the application package, it can calculate the application resource files according to a
algorithm agreed with the edge device in advance to generate an identification code, and
generate the application package based on the identification code and the application
resource files respectively corresponding to the plurality of applications.

[0119] In this example, the edge device can verify the identification code through the same
algorithm to ensure that the application resource files are complete files sent by the cloud
and are not damaged during the transmission process. At the same time, it can prevent
mistakenly installing the application package sent to other edge devices.

[0120] In an example, generating the application package based on the application

resource files respectively corresponding to the plurality of applications further includes:
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generating a first application package version number corresponding to the application
package, wherein the first application package version number identifies the application
version number and generating the application package based on the first application
package version number and the application resource files respectively corresponding to the
plurality of applications. For the cloud, it is necessary to record the corresponding software
version numbers of all applications on different edge devices in different demand scenarios
and different periods. When installing and deploying applications on edge devices, too many
software version numbers can easily cause confusion and the error rate is relatively high.
[0121] This example can improve the installation and deployment of a plurality of
applications in the cloud to edge devices. For a demand scenario, only one first application
package version number needs to be managed.

[0122] In an example, the plurality of applications include a first application and a second
application with a dependency relationship. The application package is generated based on
at least one application resource file corresponding to the first application and at least one
application resource file corresponding to the second application. The dependency
relationship means that the first application can only work normally when the second
application is running. For example, the plurality of applications in the application package
may be appl, app2, app3, app4, app5, app7, and app8, where appl, app2, and app5 are
applications that need to be installed to implement the corresponding functions of the edge
device. However, the appl can only work normally when app3, app4, app7 and app8 are
running, that is, the first application is appl, and the second applications are app3, app4,
app7, and app8. When generating the application package, not only the applications required
by the edge device but also the applications that these applications depend on are required

to ensure that the edge device can provide services normally.
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[0123] This example can solve the dependency problem of applications on the edge device
by setting dependent applications in the same application package to prevent some
applications on the edge device from failing to run normally due to lack of dependent
applications.

[0124] In a specific implementation manner, the method of installing device application
shown in the embodiments of the present disclosure may be applied to a centralized system
of a gaming place, and the centralized system of the gaming place may include a cloud and
a plurality of gaming devices.

[0125] Different gaming devices have different applications running thereon due to
different hardware models and different game rules. The operation and maintenance
personnel of the gaming place can construct and distribute corresponding application
packages in the cloud according to the requirements of different gaming devices in advance,
as shown in Figure 6, which can include the following steps:

[0126] At step 600, an application selection instruction is received from an operation and
maintenance personnel, where the application selection instruction specifies a plurality of
applications.

[0127] In this step, the operation and maintenance personnel can send a selection
instruction to the cloud through a human-computer interface to select the plurality of
applications used on a gaming device. The plurality of applications include a first
application and a second application that have a dependency relationship. In addition, after
receiving the application selection instruction, the cloud adds other applications that the
application depends on to the plurality of applications.

[0128] At step 602, an application list is generated based on respective application
identifiers of the plurality of applications and respective software version numbers

corresponding to the application identifiers.
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[0129] At step 604, application resource files respectively corresponding to the plurality
of applications are determined.

[0130] In this step, all application resource files can also be packaged to construct an
application resource directory.

[0131] At step 606, an identification code is generated based on the application resource
files respectively corresponding to the plurality of applications.

[0132] In this step, the application resource files can be calculated according to an
algorithm agreed with the edge device in advance to generate the identification code.
[0133] At step 608, the application package is generated based on the application resource
files respectively corresponding to the plurality of applications, the application list and the
identification code, and a first application package version number is generated.

[0134] The first application package version number identifies the application package,
and the last digit of the version number of the application package generated last time in the
cloud can be incremented by 1. For example, the version number of the application package
generated last time is v0.0005, and the version number of the application package generated
this time can be v0.0006.

[0135] The final application package can be shown in FIG. 7.

[0136] At step 610, the application package is issued to the gaming device for the gaming
device to, in response to that the gaming device passes a verification for the application
package, install at least one application on the gaming device based on the application
resource files.

[0137] According to the needs of the gaming device, the application package is issued to
the corresponding game device. After the game device receives the application package, it
first compares the first application package version number of the application package with

a local second application package version number. In a case that the first application
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package version number and the local second application package version number are
different, the application package is parsed to obtain the identification code, the application
list, and the application resource files. The application resource files are calculated by a
algorithm agreed with the cloud in advance, and the obtained verification code is compared
with the identification code. If the two are consistent, read the application list to learn the
applications and the corresponding version numbers that need to be installed or upgraded
this time. Compared with the local default, corresponding resource files are read and
installed. After the installation is complete, the first application package version number is
recorded as the identifier of the last application package used by the device that is, the local
second application package version number.

[0138] In the embodiments of the present disclosure, the cloud in the gaming place uses a
first application package version number to manage a plurality of application versions
installed on different gaming devices, thereby effectively isolating the software version
numbers of the applications used by the gaming devices under different demand scenarios.
The cloud issues an application package to the gaming device. After the verification is
passed, the gaming device automatically traverses an application list to obtain the
applications that needs to be installed, and installs the local default application version in
batches, which can improve the efficiency of installing and deploying software on the
gaming device. For a demand scenario of the gaming dive, the cloud only needs to maintain
one first application package version number and does not need to care about the separate
software version number of each application version, which greatly reduces confusion and
errors and improves the accuracy of installation.

[0139] The embodiments of the present disclosure provide an apparatus for installing

device application, which can be deployed on an edge device.
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[0140] As shown in FIG. 8, the apparatus may include: an application package receiving
module 81 and an application installing module 82.

[0141] The application receiving module 81 is configured to receive an application
package issued by a cloud, wherein the application package includes application resource
files respectively corresponding to a plurality of applications.

[0142] The application installing module 82 is configure to, in response to determining
that a verification for the application package is passed, install at least one application on
the edge device based on the application resource files.

[0143] According to the apparatus for installing device application provided by the
embodiments of the present disclosure, an application package is issued through a cloud and
applications are installed in batches after verified by an edge device. The edge device only
needs to install based on one application package, which can improve the efficiency of
installing and deploying software on the device.

[0144] In an example, the application package further includes an application list and the
application list includes: application identifiers of the plurality of applications and
respective software version numbers corresponding to the application identifiers; when the
application installing module 82 is configured to install the at least one application on the
edge device based on the application resource files, including: traversing each of the
application identifiers in the application list, and comparing a first version number with a
second version number which are correspond to the application identifier, wherein the first
version number is a software version number of a local application corresponding to the
application identifier, and the second version number is a software version number
corresponding to the application identifier in the application list; in response to the first
version number being different from the second version number, obtaining and installing an

application resource file corresponding to the application identifier from the application
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package, so as to upgrade the local application to an application corresponding to the second
version number.

[0145] In an example, the application package further includes: an identification code
which is generated based on the application resource files, when the application installing
module 82 is configured to determine that the verification for the application package is
passed, including: obtaining a verification code based on the application resource files of
the application package; in response to the verification code being consistent with the
identification code, determining that the verification for the application package is passed.
[0146] In an example, the application package further includes a first application package
version number for identifying the application package; when the application installing
module 82 is configured to determine that the verification for the application package is
passed, including: in response to the first application package version number being
different from a local second application package version number of the edge device,
determining that the verification for the application package is passed, and the second
application package version number is an identifier of an application package received by
the edge device last time.

[0147] In an example, as shown in FIG. 9, the apparatus further includes a version number
updating module 83, configured to update the local second application package version
number of the edge device to the first application package version number.

[0148] The embodiments of the present disclosure provide another apparatus for installing
device application, which can be deployed on a cloud. As shown in FIG. 10, the apparatus
may include: an application package generating module 101 and an application package

issuing module 102.
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[0149] The application package generating module 101 is configured to generate an
application package based on application resource files respectively corresponding to a
plurality of applications.

[0150] The application issuing module 102 is configured to issue the application package
to an edge device for the edge device to, in response to determining that a verification for
the application package is passed, install at least one application on the edge device based
on the application resource files.

[0151] According to the apparatus for installing device application provided by the
embodiments of the present disclosure, an application package is issued through a cloud and
applications are installed in batches after verified by an edge device. The edge device only
needs to install based on one application package, which can improve the efficiency of
installing and deploying software on the device.

[0152] In an example the application package generating module 101 is specifically
configured to: generate an application list based on respective application identifiers of the
plurality of applications and respective software version numbers corresponding to the
application identifiers; and generate the application package based on the application list
and the application resources files.

[0153] In an example, the application package generating module 101 is specifically
configured to: generate an identification code based on the application resource files
respectively corresponding to the plurality of applications; and generate the application
package based on the identification code and the application resource files respectively
corresponding to the plurality of applications.

[0154] In an example, the application package generating module 101 is specifically
configured to: generate a first application package version number corresponding to the

application package, wherein the first application package version number identifies the
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application version number and generate the application package based on the first
application package version number and the application resource files respectively
corresponding to the plurality of applications.

[0155] In an example, the plurality of applications include a first application and a second
application with a dependency relationship; the application package generating module 101
is specifically configured to: generate the application package based on at least one
application resource file corresponding to the first application and at least one application
resource file corresponding to the second application.

[0156] For the implementation process of the functions and roles of each module in the
above-mentioned apparatus, refer to the implementation process of the corresponding steps
in the above-mentioned method for details, which will not be repeated here.

[0157] The embodiments of the present disclosure also provide an electronic device. As
shown in FIG. 11, the electronic device includes a memory 1, a processor 2, wherein the
memory | is configured to store computer instructions that can run on the processor. When
the computer instructions are executed by the processor 2, the method of installing device
application according to any of the embodiments of the present disclosure is implemented.
[0158] The embodiments of the present disclosure also provide a computer program
product, including a computer program/instruction, wherein when the computer
program/instruction is executed by a processor, the method of installing device application
according to any of the embodiments of the present disclosure is implemented.

[0159] The embodiments of the present disclosure also provide a computer readable
storage medium, having a computer program stored thereon, wherein in a case that the
computer program is executed by a processor, the method of installing device application

according to any of the embodiments of the present disclosure is implemented.
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[0160] The description of various embodiments of the present disclosure focuses on
emphasizing differences between various embodiments, and the same or similar points may
be referred to each other. For simplicity, the same or similar parts will not be described
herein again.

[0161] Since the apparatus examples substantially correspond to the method examples, a
reference may be made to part of the descriptions of the method examples for the related
part. The apparatus examples described above are merely illustrative, where the modules
described as separate members may be or not be physically separated, and the members
displayed as modules may be or not be physical units, i.e., may be located in one place, or
may be distributed in a plurality of network modules. Part or all of the modules may be
selected according to actual requirements to implement the objectives of the solutions in the
disclosure. Those of ordinary skill in the art may understand and carry out them without
creative work.

[0162] The foregoing describes specific embodiments of this specification. Other
embodiments are within the scope of the appended claims. In some cases, the actions or
steps described in the claims may be performed in a different order than in the embodiments
and still achieve desired results. Moreover, the processes depicted in the figures are not
necessarily the particular order or order shown to achieve the desired results. In some
implementations, multitasking and parallel processing may be advantageous.

[0163] Other implementations of the present disclosure will be apparent to those skilled in
the art from consideration of the present disclosure and practice of the present disclosure
herein. The present disclosure is intended to cover any variations, uses, modification or
adaptations of the present disclosure that follow the general principles thereof and include
common knowledge or conventional technical means in the related art that flowchart not

herein are intended in the present disclosure. The present disclosure and embodiments are
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considered as exemplary only, with a true scope and spirit of the present herein are intended
being indicated by the following claims.

[0164] It is to be understood that the present disclosure is not limited to the precise
structure described above and shown in the accompanying drawings, and that various
modifications and changes can be made without departing from the scope thereof. The scope
of protection of the present disclosure limited only by the appended claims.

[0165] The above description is only preferred examples of the present disclosure, and is
not intended to limit the present disclosure, and any modifications, equivalents,
improvements, etc., which are made within the spirit and principles of the present disclosure,

should be included scope of the present disclosure.
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CLAIMS
1. A method of installing device application, being applicable in an edge device,
comprising:
receiving an application package issued by a cloud, wherein the application package
comprises application resource files respectively corresponding to a plurality of applications;
and
in response to determining that a verification for the application package is passed,

installing at least one application on the edge device based on the application resource files.

2. The method of claim 1, wherein the application package further comprises an
application list comprising application identifiers of the plurality of applications and
respective software version numbers corresponding to the application identifiers, installing
at least one application on the edge device based on the application resource files comprises:

traversing each of the application identifiers in the application list and further

comparing a first version number with a second version number which are
correspond to the application identifier, wherein the first version number is a software
version number of a local application corresponding to the application identifier, and the
second version number is a software version number corresponding to the application
identifier in the application list;

in response to the first version number being different from the second version
number, obtaining and installing an application resource file corresponding to the
application identifier from the application package, so as to upgrade the local application to

an application corresponding to the second version number.
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3. The method of any of claims 1-2, wherein the application package further comprises
an identification code which is generated based on the application resource files in the
application package, determining the verification for the application package is passed
comprises:

obtaining a verification code based on the application resource files of the application
package;

in response to the verification code being consistent with the identification code,

determining the verification for the application package is passed.

4. The method of any of claims 1-2, wherein the application package further comprises
a first application package version number for identifying the application package,
determining that the verification for the application package is passed comprises:

in response to the first application package version number being different from a local
second application package version number of the edge device, determining that the
verification for the application package is passed, wherein the second application package
version number is an identifier of an application package received by the edge device last

time.

5. The method of claim 4, determining that the verification for the application package
is passed further comprising:
updating the local second application package version number of the edge device to the

first application package version number.

6. A method of installing device application, being applicable in a cloud, comprising:
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generating an application package based on application resource files respectively
corresponding to a plurality of applications; and

issuing the application package to an edge device for the edge device to, in response to
determining that a verification for the application package is passed, install at least one

application on the edge device based on the application resource files.

7. The method of claim 6, wherein generating the application package based on the
application resource files respectively corresponding to the plurality of applications
comprises:

generating an application list based on respective application identifiers of the plurality
of applications and respective software version numbers corresponding to the application
identifiers; and

generating the application package based on the application list and the application

resources files.

8. The method of claim 6, wherein generating the application package based on the
application resource files respectively corresponding to the plurality of applications
comprises:

generating an identification code based on the application resource files respectively
corresponding to the plurality of applications; and

generating the application package based on the identification code and the application

resource files respectively corresponding to the plurality of applications.
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9. The method of claim 6, wherein generating the application package based on the
application resource files respectively corresponding to the plurality of applications
comprises:

generating a first application package version number corresponding to the application
package, wherein the first application package version number identifies the application
version number; and

generating the application package based on the first application package version
number and the application resource files respectively corresponding to the plurality of

applications.

10. The method of claim 6, wherein the plurality of applications comprise a first
application and a second application with a dependency relationship, generating the
application package based on the application resource files respectively corresponding to
the plurality of applications comprises:

generating the application package based on at least one application resource file
corresponding to the first application and at least one application resource file corresponding

to the second application.

11. An apparatus for installing device application, being applicable to an edge
application, comprising:

an application receiving module, configured to receive an application package issued
by a cloud, wherein the application package comprises application resource files

respectively corresponding to a plurality of applications; and
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an application installing module, configure to, in response to determining that a
verification for the application package is passed, install at least one application on the edge

device based on the application resource files.

12. The apparatus of claim 11, wherein the application package further comprises an
application list;
the application list comprises: application identifiers of the plurality of applications and
respective software version numbers corresponding to the application identifiers;
when the application installing module is configured to install the at least one
application on the edge device based on the application resource files, comprising:
traversing each of the application identifiers in the application list, and comparing
a first version number with a second version number which are correspond to the application
identifier, wherein the first version number is a software version number of a local
application corresponding to the application identifier, and the second version number is a
software version number corresponding to the application identifier in the application list;
in response to the first version number being different from the second version
number, obtaining and installing an application resource file corresponding to the
application identifier from the application package, so as to upgrade the local application to

an application corresponding to the second version number.

13. The apparatus of any of claims 11-12, wherein the application further comprises: an
identification code which is generated based on the application resource files,
when the application installing module is configured to determine that the verification

for the application package is passed, comprising:
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obtaining a verification code based on the application resource files of the
application package;
in response to the verification code being consistent with the identification code,

determining that the verification for the application package is passed.

14. The apparatus of any of claims 11-12, wherein the application package further
comprises a first application package version number for identifying the application package;
when the application installing module is configured to determine that the verification

for the application package is passed, comprising:
in response to the first application package version number being different from a
local second application package version number of the edge device, determining that the
verification for the application package is passed, and the second application package
version number is an identifier of an application package received by the edge device last

time.

15. The apparatus of claim 14, further comprising:
a version number updating module, configured to update the local second application

package version number of the edge device to the first application package version number.

16. An apparatus for installing device application, being applicable to a cloud,
comprising:

an application package generating module, configured to generate an application
package based on application resource files respectively corresponding to a plurality of

applications; and
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an application issuing module, configured to issue the application package to an edge
device for the edge device to, in response to that the edge device passes a verification for
the application package, install at least one application on the edge device based on the

application resource files.

17. The apparatus of claim 16, wherein the application package generating module is
specifically configured to:

generate an application list based on respective application identifiers of the plurality
of applications and respective software version numbers corresponding to the application
identifiers; and

generate the application package based on the application list and the application

resources files.

18. An electronic device, comprising a processor, and a memory storing computer
instructions executable on a processor, when the computer instructions are executed by the

processor, the method of any of claims 1-5 or 6-10 is implemented.

19. A computer program product, comprising a computer program/instruction, wherein
when the computer program/instruction is executed by a processor, the method of any of

claims 1-5 or 6-10 is implemented.

20. A computer readable storage medium, having a computer program stored thereon,
wherein in a case that the computer program is executed by a processor, the method of any

of claims 1-5 or 6-10 is implemented.
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