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call connected via the Node B—i.e., it may be cheaper to connect to a wireless communication
service provider’'s core network using an IP-based link provided by a local access point, than to
25  connect through a wide-coverage base station in the provider’s cellular network.
The HNB would, in most cases, use the end user’s already existing broadband
connection (e.g. xDSL, Cable) to achieve connectivity to the mobile operator's HNB Gateway
(HNB GW). Over the broadband connection and other possible intermediate IP networks (e.g.
the internet), a HNB communicates with the HNB GW in the operator’s network via an IPsec
30 tunnel (Internet Protocol security architecture according to RFC 4301). The IPsec tunnel, which
is established between the HNB and a Security Gateway (SEGW), protects the border of the
operator’s network and the communication between the HNB and the HNB GW.
Further, the E-UTRAN standards for 3GPP Release-8 introduce the concept of Closed
Subscriber Groups, referred to as CSGs. Later releases of the UTRAN standards also may
35 adopt the CSG concept. In any case, with CSG, particular HNBs can be associated with certain
mobile terminals, or other user equipment (UE), meaning that only the associated terminals are
allowed to access the HNB(s). The allowed CSGs are stored in a given terminal, in a so called
CSG Whitelist (that is also known as Allowed CSG List). Each HNB broadcasts a “CSG
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25 Among its several advantages, the teachings in this document provide an access control
that enables the co-existence of legacy UEs that do not support Closed Subscriber Groups
(CSGs), and non-legacy UEs that are CSG capable. According to one or more embodiments
disclosed herein, methods are provided to enable the simultaneous support for both legacy UEs
and non-legacy UEs. Example UEs include mobile terminals, also referred to as mobile stations,

30 such as cellular telephones.

In one or more embodiments, new behavior is defined for a femtocell base station that
supports CSGs, and for a network gateway providing Core Network (CN) access to such base
stations. For convenience, CSG-capable femtocell base stations are hereinafter referred to as
HNBs, and the associated base station gateways are referred to as HNB GWs, and this

35 terminology encompasses Home eNodeBs (HeNB) and HeNB GWs. According to the new
behavior, the HNB GW does not perform access control for a mobile terminal attempting to
connect through the HNB, if the mobile terminal is indicated as supporting CSGs. In such cases,
the HNB GW defers to the CN for access control, including CSG authorization of the mobile
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attenpting to connect through the HNB, if the nobile termnal is indicated
as supporwongiB@s1 I n such cases, the HNB GN defers toPCISEGNINSIBIRCCESS
control, including CSG authorization of the nobileterm nal., On_ the other

hand, iterntingl. G e &herdanpnihe; rgomlsttemml@@@dnca@at%%émowgc%%%s théENENB

Wperf@V%rf@ﬁﬁ@%e@QBéﬁtFﬂl o%etrﬁtﬂ)n@@é}hﬁr%lterm nal . At least one enbodi nent
of the above method uses UE capabilities and/or release indicators as a

basis for déiéeast ﬂn%@mbg@ﬂ@uwcm alpyie etEod Hege WhspRaTIties aAdOr F9as8uces

si gnal iifficdiérsAetassls fBP@'&érrﬁlhl% C%@Qu;ﬁ)%rﬁbﬁfhérlﬁﬂtthé\fb%i eﬁ%ﬂﬁﬂrédﬂﬂe@&gnalmg
term nal s based on he term nal port CSGs. Broadl GwW

doe8 nde ”9%‘6'?9?’%6%@5%‘3@'6%t‘jfff@re"ﬁ'éﬁedth@f‘ﬁ'ir}gaqféermﬁ'?ﬁ's Based; Q'i‘d‘i"@%/%rd hes

SUPPOT td i 558opoRUESEE Ero By, 198 PINBCG R 0 &t bé\*forfrﬂéccb@é éﬁrﬂ‘@l for Eehr%ﬁnaf’sr e not
I ndi cat ed as supporting CSGs. (Such access control be based on the HNB

| D and th#H&remdic an%‘Pp‘ér%HQrﬁl iS) bytrfloge Pedarst agiees éﬁ'ﬂ)tffﬂ ferderminals thaf aienal

att enptrﬂonmd@:aféa%téueaomhg @@m @sddhl%cbégc‘sldmgl ALY bSBERSorsthe MNEND ghemee”
i ndicator or a "U capal "“indicator inits initial connection

si gnal i4igM%ofor ex3BRI) ﬂﬁ;wea%twaeﬁm@oaww%ra efainphastemntiag sopasioy ireushta

reqegniHNG Picluabd 8h YAGRsS 8l &UM re%aéé qmléagﬂrbram um@Hn‘aan@r indRatdI & itd ial
term nal supports CSGs. The HNB GW does not E@r orm access control for

t er mi n&P8NEGHAN é@ﬂé'd“gagoérafﬁﬁ'ﬂﬂt”QWgtk@é@B apgyer iedINB W gravutiowsd teont rol for

term nﬁ*ééoghllétor@fr%r\ﬂ@é dé!é%ﬁaétﬂ%% ﬁﬁ:h%ﬁﬂﬁ@léétbﬂ@h&ﬁ@&he §$rh1||r{al é@rﬁ&ﬁt‘s'd@aé o the
above nentioned indicators, in one enbodi nent, i ncl udes the Access

st r at urih§HNIEGY4 dass notedier ApsasaCanirel forrigrgiagls HldFC@Fﬁdc%ﬁﬁV@l?P"“Bﬂ CSiGmANt ng

sent t QobHBelbii £206s¥Bbrftfd fo? &R DinEES e trdt %Icﬁfe@‘d%%ufobémh% b%Gs”d' cator
V\/net her the terminal attenpting connection does or does no ort CSGs.

| n18not her et ERferBALtO twommeé%m%ﬂ@gaﬁorﬁe in ong %a@qﬁ*mawdth%ﬂ% H1ciydep ent
regi st nad A@éysg QRARAT brAE éaﬁmlt.bmdmtdr herédwﬁaﬁalﬂxé&fne% SGRARY Sehiab enal s,

as conpared to non- CSG l e term nal s. | east one such enbodi nent,
t he HNBINB %Mh'@h‘ﬁé&”fﬂ%r%we&fm%fﬁ?'ﬁrﬁh%’é‘g@a@éﬁ’h?@ef e e BANRMP Rt

first sgRRkdlen beed §ﬂd®%'r@ﬂs&@%ﬂ®$6§rﬂ§§ﬁ&ﬂér érﬂbédTﬂeHNﬁecﬂf'MB boAIuARbIHE
termnals indicated as supporting CSGs. In turn, the B GWis configured

to recoiifaies %%Sﬁéﬂ'ffterﬁ@tm%waﬁam/cmt'% sigpligg r‘i%ihes"'dﬂ%ﬁw ferseCicar@de on

suep d'téﬁrﬁﬁé?@tds%foﬁ%aﬁéo%@iohft%(fjfc@ﬁéﬁlé‘férﬂﬁmﬁls For exanple, one enbodi ment of
the HNB GWrecogni zes recei of connection nessage for a nobile term nal

wit hout firdf atleagiopesyctye @‘F"ﬁ‘tef‘htth%HNBé%]G%lgufe@rtotsﬁ&q CorleRiioTaMeaz08H
i pl i Citd tHerHi\IB@WQ\ﬂtthﬁtrsttééﬂdthrré@@ﬁitloﬁ &t Pessdges td the HNB Gvetibemobile

enbodi nents, an explicit indicator or explicit nessages identifying CSG
supportter(TBfPa'$ a@watqqé}smyor@a%%@%gb@m WG('HN?@%@SS igeted 10 feGAgREe one

enbodi WRfhepiRsSRAhRE dHRE®r Bods @ws@s oracec@rsfuade@sn 6oL FereniMie@kigabling HNB GV
cougl ing a HNB to a core networ BQ}&? he net hod conprises receiving a

r egPst 2 B FYB-dioh ERTPISnOHEABAYEMS I Qfﬁ*ée FNB @X/reeranizesoefaid of @r mi nal
at t enplcbAgediion Mdsasde foP athitbilEheriNap Wathodthiest FRivii 4l redfduation RiqlgstagPhiei t1y

or | npltclar%lﬁalll asfag?mpllcrl]tei\ndqgastlsoﬁ%hat the terminal supports CSGs. In still other embodiments, an
explicit indicator or explicit messages identifying CSG support (or lack thereof) can be used.
With these aspects in mind, one embodiment presented herein provides a method of

30 access control at a HNB GW coupling a HNB to a core network (CN). The method comprises
receiving a registration or connection message at the HNB GW for a mobile terminal attempting
to attach to the CN through the HNB, and determining explicitly or implicitly from the message
whether the mobile terminal is CSG-capable. If the message indicates that the mobile terminal
is CSG-capable, the HNB GW relays the connection request on to the CN without performing

35 access control. The CN performs its ordinary access control procedures for the terminal,
including CSG authorization, as appropriate. On the other hand, if the message does not

indicate that the mobile terminal is CSG-capable, the HNB GW performs access control and
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subscri ber group (CSG access control at a HNB that is coupled to a core
net wor I%h? -t hrough a base station gateway. The nethod conprises receiving
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connectsigAling, a mobile terminal sends a UE capability indicator and/or release indicator to an HNB,
where the indicator indicates that the UE is CSG-capable, or at least can be recognized by the
HNB as indicating CSG support.
If the message indicates that the mobile terminal is CSG-capable, the HNB implicitly or
30 explicitly signals that capability to the base station gateway as part of initiating connection
signaling with the base station gateway. For example, the HNB includes the terminal’s capability
indicator or other such indicator in a registration message sent to the base station gateway. In
another example, the HNB alters, e.g. slightly, the registration/connection signaling sent to the
HNB GW in dependence on whether the terminal does or does not support CSGs. In such
35 embodiments, the HNB GW is configured to recognize whether the terminal does or does not
support CSGs based on the differentiated connection signaling from the HNB.
Further, in at least one such embodiment, the HNB is configured to obtain a (permanent)

mobile terminal identifier from the terminal, if the terminal’s initial connection messages did not
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nmet hods. O course, the present invention is not limted to the above

summari zation of selected features and advantages. |ndeed, those skilled in

the art will recognize agdigr 9ESERIFAON G TREDRAVANGS8JeS from the
follow ng detailed discussion and the included draw ngs, BRI EF DESCRI PTI ON

OF THE DRAWNGES iFRPlock diagramief ge RMprdigieahPt? HAR. éﬂ%aﬁﬁc’i‘f@ﬁﬁd RAse$1qQB, and

associ arvdyanBstrdiad inQon@Rt KRN Coré NHMJ@F@Q') aly éﬁuﬁb@é(tferﬁﬁfnbh a Core Network
( and a mbile termnpal. Fig. is a di agram of an enbodi nent of a

HNBSand assd:dﬁ Zied bd%éi'a@tr%m.%ﬁn Qﬁ”tbéﬁlﬁ]ﬁ”t Q%HN&ﬁ"@cﬁS&gc'ateﬁ&@F%é@W” access

node angt émeatywecsdﬁggahaeawaayfemédelu%&é&ts%db %n@ (h@fv@ﬂ'( gH\ﬂeTNBY alll)@tr”afé'd% Sontext with
conmmruni cati on systemthat includes a CN. _Fig. I's a logic flow diagram of

one enﬁdﬂ'fﬂ%‘ﬁtco@?m%‘P?é'ONéM@Bm(tPNB')‘C'W%@e%‘r ng as cont enpl at ed herein. Fig.
4 is a |logi Gid.I30wadbp@nMIaRGrMMer SHEOGHBSRNENIST HINR 1Gede N E)INEdSdhg as

processing as contenplated herein. Fig. 5 is a logic fI ow di agram
i |1 ust cabieAR!ates be&N- HNB GW processing details. Fig. 6 is a processing flow

di agram of e 408096HIEREW dRrdre 8 &rid Shb&imBRS ¢NE Gdtehly (BaNBEaiviat does not
support CSGs. Fig is a processing flow di agram of one enbodl ment of

regi st rpéqqeéﬁ”%@6@@%t§m9&‘t9%fﬂer8'”UE that does support CSGs. Fig. 8 is a
processi ng fHiw |§|'aa&g’|@fré\06|aggﬁhﬁ NG 5trARmE FGHHER MNEPEW BBL83iRf detaiisPr ocessi ng
for a UE t hat does support
Fig. 6 is a processing flow diagram of one embodiment of registration processing for a
UE that does not support CSGs.
25 Fig. 7 is a processing flow diagram of one embodiment of registration processing for a
UE that does support CSGs.
Fig. 8 is a processing flow diagram of another embodiment of registration processing for

a UE that does support CSGs.

30 DETAILED DESCRIPTION
According to this detailed discussion, a HNB supports CSGs, wherein UE access to the

HNB is restricted according to a CSG white list. The HNB is communicatively coupled to a CN
through a HNB GW and, according to the teachings herein, the HNB and/or HNB GW determine
whether a given mobile terminal attempting access through the HNB supports CSGs. In one

35 embodiment, the HNB makes the determination and explicitly or implicitly signals that
determination to the HNB GW. In another embodiment, the HNB provides information to the
HNB GW—e.g. a capability indicator for the terminal—that allows the HNB GW to make the

determination.



DETAI LED DESCRI PTI ON According to this detail ed discussion, a HNB supports
CSGs, wherein UE access to the HNB is restricted according to a CSG white
l'ist. ThewbNBi/ssesonmuni catively coupled to a CN througlrCa/SHENBIGHSaNd,

according to the teachi n%s herein, the HNB and/ or HNB GW det er mi ne whet her

a gi ven nobilh &ithescah ane BNBLA P ﬁ@”f&@f@s@ deffr daeRpStRBIreiNg tRAEN ofof eraibels. | n
one enmodientG ééb%bl@“%%%r%? ﬂ@tI-NBrGWbbt%Hwaﬂ%%\ly%Bébtéﬂ thy or

inplicitly signals that determ nation to the I n ‘anot her enbodi nent,
t he HNBe%ﬁt@iioﬁ@é’””qﬁ*'eF FRavests ferdetmigalpitit @ ingdicgtedassapaeiting LyGsnant@aye f or
the ter Qé’de’s tth& kb tié MR qtbE S?Nahﬁb %&K@C‘l\h%d&%@fn@‘dﬁ%é@'Ntbrbeﬂbﬁnh'er

e

case, the Is configured to fer access control
ter ﬁ1 naches(smptrglrf@r “@S@rﬁlﬂﬁéUF%‘Ud'FQlﬁ”ﬁéﬁ§%sewthW'H@'%I@”@ﬂﬁfﬂ]'ﬂé'ﬁat | caI |y

accept %dn@gﬂséfyr fhli HINE 91 BEFSRMMcCBSHIEHID| Ifopferr'hi?lralré1 tAaY &ve hBBhdidaiRaiaBdi cat ed
as supporting CSGs, and relays or passes along the connection re(r:}uest

si gnal iSHBPQrENY HEGENN URDISaFas) 9|9wgncswntlm%8@nem9t Peacreraiha SOk dEougbrpe BINE or

the terym B@Pejedtéa:ifm@tegn.aawalgséécegssaﬂmuﬁrbeéés@tbyome ®iNg Gev.termi nal .
Conversely, the HNB GWperforns access control for termnals that are not

i ndi cat ed asT he\A5RY? PPiRYISREOVIqePeE AP TRARICES DRCEiSFe AS AGCRPIRAPOROYH NP t o
acqess ddigchphdid rr@uwtefnhmaléwﬁu \g% éttTe%t EC AR b8Eksk finrbligh & §hveh MNB fidbdsthareess

control process above behavi ors provide certain

ef fici dhgbie B@tb&@(‘}g@ Thg @é@fb‘ieém'”ﬁlr%}%ﬂqt*ﬂg ANNEtieD Hupah 20iNeh HNS is

t er m nahdicard bs S@poftfigtTt:s, ttﬁ’ergﬁlsrbo%ﬁéﬁélénttiifdoé!ﬂ%ﬁlaw pfeidiNBtHetessy t here
is a white |list match. Thus i f given term nal attenpting connection

t hr oug PO Zicganoais! PLoCRFRING: S1veR HCN 5 BaM RHGSTICESGE WERE figt and SybsaIDer

ef fici %Ehoﬁﬂﬂloﬂﬂ%ﬂﬁéﬂoﬁt ﬂo@v@vé?efoﬁhobﬂ’e teheinaly thay ar@‘ﬁbﬂné@&t‘éé%s%gﬁédr%g
proces Cz%:gﬁ d)tgl ven the CN s ready access to CSGs white |ist and subscri ber

aut'Ror i S W%?W@?T‘Uﬁ PegiReaetess cantrargbinedINR AW RacgusmeringseayRids

i ndi catrRdq@ssiy HRBRR Me%s.gménngsv.tmm@cmffmféhﬁ.rr\mstt@atmmém&%ess
control at the because doi so avoi ds needl essly invoking

connecﬁ“&?”é?‘bﬁ’aﬂ@%@c‘?ﬁﬁ?Fhrﬁ’lﬂﬂi‘tCRI - termnals that may well not be

aut hori zed 1Qs@sHoMiRAE B0 BEEE3iHghtheiNER ahd tURRBIGW G ch RIRBNE or
processing, the HNB and the HNB each incl ude one or nore processing

ci r cui t'3OTE HAAGEERIPS BIGUYS CaRTHINrLI GaHY OHNBeANE AREBHEIR BY\oResHY;

respecté Wvely, it id SreBERE@RERMH. RRY. @lillistrited a nbnliin &dinfple 8f tAeRPbYET ti ng
exanpl er %f%bt\f]eeﬁ abO\I/e%reescrl bed HNB @r II\IéJsCrBW gnd nt h(z-,ltlmrigt respectively

associ &8RN iNG eV rane thelr repRECt|VEly RSEPARIEH PIIQBSIIN0 FiFMIBIdes suppor ting
processi ng cineGMistratedHNEAG ifcRies sLitsdriRf d@dcéﬂﬁﬁag@%% iNGhydesiisRiy ting
es

process”\gg circuits 16. The HNB 10 provi access for one or nore nobile
t er mi ndINS SV {16 inglueks soPRAting Q&OF%‘%SwsC'rEB'Fﬁﬂﬁ i108tHNF 18 PEvides appRasdoskig 9Ted

in the nagrk nvidilb t@RINBCL@ERa EREL2 dthAwitdiédssdonh @icAoAGHSIEMNTh&del Skillebitn thé and
16 each ma nprise one _or nore associated m croprocessor/conputer

ci Peui 3t W'%éppréﬁ'éﬁptf‘ét the Hiestes Braseetieg Siraws d? @89l19§a°h may comprise one or

more associated microprocessor/computer circuits. For example, the HNB’s processing circuits
12 may comprise one or more computer systems that are configured to execute stored program
instructions (in the form of one or more computer programs/computer functions). The HNB 10
also may include memory or other storage devices, for storing provisioning information that

30 supports HNB operations. Likewise, the HNB GW'’s processing circuits 16 may comprise one or
more microprocessor/computer systems, and the HNB GW 14 generally includes or is
associated with storage devices or circuits containing a variety of provisioning information, such
as information needed for access control processing.

Fig. 2 provides a more detailed example illustration for the HNB 10 and HNB GW 14

35 introduced in Fig. 1. The previously described processing circuits 12 of the HNB 10 are
generally referred to herein as an access controller 12, and the HNB 10 is shown as providing
radio coverage over a femtocell coverage area 24. It will be understood that the HNB 10 is

configured to interface a number of mobile terminals 20—only one is shown for convenience—

6



12 may conprise one or nore conputer systens that are configured to execute
stored programinstructions (in the formof one or nore conputer

progr ans/worgpimssisiuncti ons). The HNB 10 al so may i ncl u#eTisepwpps0su8 ot her
storage devices, for stori Eﬁg\ﬁw ovi sioning information that supports HNB

oper at Méiidhe HNBGINS B4 T Busn, G\W/@%T”o@@@%ﬁ@“iﬂ% dutheCN 82 nfagrechpsr 38 isone

or nor &ngivk rrPéUr@éé@%ﬁtﬁra/ WHRSIRHAL R nfid RiIOR sys’%@ﬂ Z@Snﬁmﬁlc@%é‘b@@r@%tﬁéﬂ tHings,
includes or is associated with stora evices or circuits containin

VAT ot i Gal T GG LS DD SRR LY 26 MATS ST o B e RSB RITS: 06 BA8ess

contr 0'seﬂfe99§g§#f6‘r%s d:'o%er@lslérs%ﬂ)&%%l@b@@é&ac%%@bbﬁ%l £3F RBYIIE térhlinkds s@ichon
for the HNB 10 and GW 14 introduced Fig The previously descri bed

pr oees$PHFecine & €3 mPZ influden vty qut%@reer@wﬁemcmgpgm@r@f t@rtP'éG"SPBSSrm 8VeP as an

access a%%ﬂul@'émﬁtﬁ:huﬁé’@e@qwﬂs ?I\WSC%dlé?erlnée @Wsaﬁp&f 1A B@ESFN%Q' 0 coverage
over a fentocell coverage area . understood that the HNB 10 is

configured tWith W?éJFFHE@ a‘i”ﬁ‘[]%B?”to@ QWSBW‘PQ@”? éﬂ*?ﬁ"}@é?% hag) MEhMEChANS M08 hown
f or CO%@éHs%Qﬁe ()8 iﬂz %cﬁéh%al dNaddebses th8 ENPBiHMNGH @r/éwmshea (RBEESS

to the CN Her e, is shown in context with a wirel ess

cormumt%rav%ﬁe'@iﬂé ts@ﬁ'ﬁ'w W'Hh%l anguo, ArErERINEIWORNSHN)otth 8P PEQYIdegLy thp wireless

Autpor 'céﬁimmaﬁgrﬁrbﬁérﬁ%Aﬂ§Q%J'éhéﬂégp&é&ﬁﬂorﬁ‘ﬁ{e/ﬁNBa% -will RaRNg cOMmiTRIction link
enbodi nents, the erforns or otherw se supports CN based

access RdtheoriNB&GWidhede qu%%ﬂé”tiﬁ‘ev@ CRBGFERR, apH EIUENNBYPIRYGE 9881 ude a

vari et )éx@éns‘ilﬁeh&!ce%‘io'thé@ﬂ F0las EMPBRA th @elllracBbsons lemAN SUCh as Mobi | e
Swi t chi ng Centers (MsCs nd Service GPRS Support Nodes (SGSNs Wth the

i |l ustrated %PPhWHN%@l whigh f?&&dﬁétrteeﬁ‘fﬁ'ieﬁﬁnt'%ﬁ%%eﬁwm@ #al? s f or

accessicggriduisd fe¥eddve B‘%Hﬁrﬁé&iloﬁ %ub@ﬂfFBnﬁ‘Q'gw’éﬁ rﬁ&&l@ﬁiéﬂﬁnél b8 dedlridg a&éHs@‘t'(Qh a
gi ven HNB 10, or throu | ul ar sig ma Radi o AccesS Network

(RAR) dte CEJ?%FB@F@@ECE% ﬁla@alwgrf@mwe t%r @PéeihedﬁNQQQtr@aﬁ ingudenan 3 gener al
pr 0p05'|r'ﬁd|&e[”@|onta9¢o wwmépth\éntér#mmz@ s@pﬁ&m@eegafdr@aam@ks&% élghaqlh?n'ldb"?’ GW 14,

e.g., a broadband Internet/IP connection, and provid ess

expensiRAdeRLAEsD SEAMERIease indicalas Ry 8E CFBaQi'g!eF Lﬂdéﬁat%[c@@@%SR?Pﬁ'”QWe RAN

30. 1N caRyr Gddeh the MNBINBaAS theNBIGWNAldad @ doRfg AE@ ELREBHYHI ANRRCtASICEL§iSen
controller 12, is conflaured to receive a connection request froma given

mobi | e 1@/8HHA! RAISUPRPTRSPHE RYSastRbibg valyerd uenapmaicaien @Hﬁﬁ@m'wﬂsﬁxgw i ng
ermtf@@@u;s]adaﬁhdla&oﬁmapbe&mea%mytérwamd@ an indication as to whether

the term nal 20 supports CS n@ such signaling may i nclude an
Access st rat'liA® 81 BesembrAlimgnisy the SiNE; 1 I§Q9@B%1LHP1J"[Q feéggf?'%ﬁﬂr%'atséﬁh an

Cor r es peiehitelH Mo vieteeh qﬂfentl@ltnﬂnél% JibBorddcend. it iR tEiNBn£PAbTbes aRe PAIB 10

configured to recogni ze Wwhether a given term nal 20 supports CSGs based on
t he valS§BdHf cennast ﬁ‘ﬁs$3r9§|t€§iq B t1érvwm0|uw§ysengwgékrﬁg|S&ra¥°re’§eeﬁwdh@

i ndi cati@imimdLohe tHer B @4 1Ry TihA8s, iftheHRE 1 detednfinéBaPihe 1 Eing PO QfsRAL S,
the HNB 10 is confi ured to recognl ze fromsuch an indicator as to whet her

2 GPvendiRaish ARPURR Rt firs} gendrragistratiomieapestdprssage HethpkidE o
sends aBWoRNEGRd thHeR WeRd6r rfegistrBfor ¥BefMhddtbatblc stnbingiths EorfRBEMBEsRe.
regi st rCae[rrgp?Qmerﬁ%léq[ﬁlg d]:ff%rrer;[tlgted signaling by the HNB 10, in a corresponding HNB GW
embodiment, the HNB GW 14 is configured to recognize the receipt of a connect message for a
mobile terminal 20 from the HNB 10, without first receiving a registration request from the HNB
30 10 for that mobile terminal 20, as an implicit indication that the terminal 20 supports CSGs.
In such embodiments, the HNB GW 14 defers access control to the CN 22 for terminals
20 (implicitly) indicated by the HNB 10 as supporting CSGs. On the other hand, the HNB GW 14
performs access control for mobile terminals 20 not indicated as supporting CSGs. Note, too,
that in at least one such embodiment, the HNB 10 is configured to request a (permanent) mobile
35 terminal identifier from a given mobile terminal 20 attempting connection through the HNB 10, if
the terminal 20 is not indicated as supporting CSGs and if the terminal 20 did not provide such
an identifier in its initial connection signaling toward the HNB 10. The HNB 10 provides the
terminal identifier to the HNB GW 14, e.g., in a registration request message, so that the HNB
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termnal 20 to the HNB GW14. That is, if the HNB 10 determ ned that the
termnal 20 was not indicated as supporting CSGs, it would first send a
regi stratwonorigesst message to the HNB GN 14, and t hen PaaisE2§00/050848

regi stration acceptance before sending the connect nessage. Conplenenting
this diGWeraaniidandity t@?é‘h’ﬁ]”i%éjow anfé'”BilQBt 3¢5 esy ﬁorﬁrod:B%%’s‘iﬁf)‘ﬁa‘FtW@ HNB GW
enbodi MBHorizhthm. HNB GW 14 is configured to recogni ze the receipt of a
connect nessage for a nobile termnal 20 fromthe HNB 10, w thout first

receiving a'f em 9 Marg Qhet pRreiTents dhe HNB FNBTA B relad yrestto feasionize Metienal
20, as a%]vérﬂ@%uﬁhltzd étf@nﬁﬁihg @Bnﬁé?:ﬁbn tsudreh8THNE 1@ SusIePB UIGs. FoflBxanhgle, such

enbodl nment s fers access control to the CN 22 for term nal s

0 bi mihe ENBY @W LR éanftqudnte mplgs thal dedergunAiion PRI eBEsooTRINg HbeHeher

hand tanenddbis Sadtdd ré’l@éé&uh&u’éa@? Cae@E cPaBilitRek ifdiatdrodi dtﬁf‘erts%m%%a%ﬂ@as”@t
I ndi cated as supporting CSGs te, too, that in at |east one such

enbodi Y8l CorRePqadinoite altgr”(HB?iftYRﬁ}PéEFl{pﬁo"rt%§§@§t a (pernmanent) nobile

term nal idepbhé bl%ofer%%ngjo\dﬁﬁbdwbﬂ the HNS W@k, 1RO HNE! ﬁﬁﬁfcbﬂgsﬁb‘ham@ryt I on
through the HNB 10, if the terminal 20 is not indicated as sucﬁoortln

and i f SPRELES i TREEIVEBUGH 3D 3 IRGFAtFF BOMPeCasneringrmeRiieneiming 20; ang PRl | aI

conpectiidmg ts *tKH‘IarNB'IQNHQV@&ri &Qhé‘\[‘é%lsl@tloﬁ%&n'ébﬁ)n]&grﬁh% sESrdn et 1B Oa|
identifier to the HNB in a registration request nessage,

Lhat 1 HeVRRERS TR CWi4: B Eeh%amp'@ ¢ Hae HBYE igteips b ACRRSSISIRI (ARASE RO

cont r olgr Base daGediNes indRAtoR trohod EdrHebiy tebin@IN®, Ahd BBés%sQﬁii@rﬁduc%i&% Bt S,
the HNB GW 14 is relied upon to recogni ze whet her given termn

at t enpineHNEGAWC: BB RALOF B TRSIEANEN FAReSOMesRAgE SEa! teﬁ@HNB&Wewa%qhe ANBhe

HNB GW1b4omnpg té}ﬁurﬁ?épﬂf)'m!fse@vv‘ilpoer@mréﬁ&i thd€resme &arhbr‘érbn%‘éjﬁﬁer%‘ 4 @e\iENi zi ng
whet her an Access stratumrel ease indicator, a UE c pabilities indicator,

or 18t hderminR! ROjaHaMPHAD 0, 9aimeoeghan ie t%PNe%%mgh@ qwﬂ@ﬂﬁf% GWdé t hat
suppor tisclfdRSEan ihdcAia nWts Wr%cﬁdhcsh m@%ms%d% th& BINENBD 53/ drdhe H HNB 10

i's correspondi ngly configured to recel ve such an’indicator froma
connect@WNd 4iBISe eémt”@r"}‘ﬁerﬁ%ﬂr thotermingl 2syPReEs GSGf ong to the HNB GW 14 as

part of the ﬁg%éﬁea@vitﬁ’%ﬁt%ﬂ@%fe?ého%'t@mﬁ QnﬁeEHNE cw q’ﬂTﬁst&ﬁlflthBdl@ t owar d
t he HNB GW 14. B 10 recei ves an Access stratum rel ease

i ndi cat'yerigne aanw%%fgﬁmﬂﬁ 10 tedhe Rl 22 dre Wi eIRFSCUBRHBERINGYE M ANU20, and
pagges gré\ading Bélead tdhe@N R fdr@nddne té’l‘mﬁ/\édéonrﬁb%tlrﬁgaﬁo@h ahylof BHeSiNBs Hon

request nmessage sent to the HNB for the term nal 20.

Thus, iThe(@fore. BdheAREPE66t9- EHAE HNEhGM\hi”' é'ﬂo%P%UB%éf@Pﬁ@ﬁtpéoV'%”gmbl | e

term n%bnr?&tlaiw t@rﬂi’é R oy Q@} GvEPANABE AMNES 1d)@n§VNad?HNB @HduRl K ven HNB
10/ HNB GW 14 includes an indication in its connection signaling that is

used byNAREIIGRES RICUMNBY SYPROFOHEN EXQMAUNPRET P& MOPHE IREMRE 4er t he t er ni nal

20 supports rtind Thif B abABE thebroBeMatdiretitd s bahE HNBEEGW M Epdtateas 4 he HNB
GW14 is corﬁa?gﬁreg to ?(pnterfacééba nuqrr@er of HNBs 10 to the 22 in the

wi Pl edeIistRIRD ﬁpeté?'ﬁebﬂqeé%%féerhr%ferre@ HU3S 10T RIRHePHets'd) that {Sfonigyre tq or
nobi | e defibith BedeSs 20ntEd foraRdHiR Je i 2486 1 ¥redhot intfedd¥Bss dbporting CSGs, and

to defer access control to the CN 22, for mobile terminals 20 that are indicated as supporting
CSGs. In at least one embodiment, the registration controller 16 is configured to receive
registration requests from given ones of the HNBs 10, for mobile terminals 20 attempting to gain
30 access through those HNBs 10, and is configured to determine whether a given mobile terminal
20 supports CSGs.
In another embodiment, the HNB 10 includes a CSG identifier (ID) in
registration/connection signaling to the HNB GW 14, for a CSG-capable terminal, and the HNB
GW 14 is configured to recognize the terminal 20 as being CSG capable, based on that
35 inclusion. In another embodiment, the HNB 10 receives a UE capabilities indicator or an Access
stratum release indicator from a terminal 20 attempting connection through the HNB 10, and the
HNB 10 passes that indication along the connection signaling towards the HNB GW 14.
Correspondingly, the HNB GW 14 is determined to recognize from the indicator(s) whether the
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Therefore, in the context of Fig. 2, the HNB GW 14 shoul d be understood as
providing connectivity to the CN 22 for any given nunber of HNBs 10, and
each HNB WO 28tvasbd1be under st ood as provi di ng support f®@CT®E00giossms nunmber

of nobile termnals 20. Supporting this capabi Ilt%/1 t he Proc_essi ng circuits
16 of ttW@'WI?:O@WEQﬁ%%@&t'BSH'EOtBerr%’BPQQ'WQE“iSOW%ﬁ ebindisptof ipdP@uenst i de

referr %@nﬁ&:tlaﬁ sk ﬂgl'ir@ttﬁ drBd r6Rthé PlNE?fO t:bwardsh[ﬁé HNB GO 4 ByrLAobie BRRHAr M
access control for nobile termnals hat are not indicated as supporting

CSGs, &AAtieariag ko coweeide t%ﬁWﬂ@PUQ%tWHﬂ“@WZZ for nobile terminals 20

that are indhga 8skeafh SRRk Rentedientd 8 tAE I-‘N#@W o0 en & FlRta B EonticNEr
registration controller 16 is conflgured to receive registratjon requests

f r ofh gi\PdhCOHIYreskio PRECTIANERCESD Conten! Tararnhile tergttalhal ﬂ“atérediqté'rﬂﬁai #¥P% 0 gain

access stﬂS&H CS@@%%dWBéfechce@Q‘éohtﬁol@&m@m&@%rtnﬁbbﬂ@tt@rhm&é?szt her a
given nobile term nal 20 supports CSGs. |n another embodinment, the HNB 10

i ncl uddddicatessas suRpRtting; &3 G3- IPB)”qt?P‘ defprang aaceshreBiohiodhe 6N 33 BhESGEPRaE'a he
HNB GWidithindi®bo @or%%ééaﬂQMe%rWr%ﬁ%dm%@s meH NHB;\W%téraatrdan; h&tébasy t o

recogni ze the termnal 20 as being based on that inclusion. In
anot her' e@ﬁtﬁ%@f‘ﬁéﬂ"ﬂed'?ﬂéeqqﬂﬁsf@”?fm1%'5”\‘5 1@E°'t‘§§§'tﬁapﬁ'9'?é%ml”ﬂﬂ$ éatdSor an

Acggss o%?érﬁ‘i%ﬁ@c@@é E&RAI tdHE ON 95 tdr hybile tdriEId 2D thdParlih@EREN BY sGEIYARTL | ON
through the HNB 10, and the HNB 10 passes that indication along the

connectG%is @pmrndesstoemas e VR GUNB4 @uiomaticall 3R EHg Srﬁ’@h;“/em‘ﬂﬂ?és HNB GW 14

i s det ergmverdyt Qerfcﬂﬁlﬂ@rh\cé@sé cEdTH%F étQhé PINBC@\T/\PT 4 &} terheiateso thbedremat oalg 20
supports CSGs. In still one ot her indicator is included

"'t he CBBARIB 68N BA UBFRIRIRPR ﬁ‘@ tfﬂerHb}&é?r\éloﬂ%%ﬁ"vﬁ@tm@'r@dowﬁlamsﬁm@ HNB GW

14 by asigRhté ﬁoﬁann@dPNor@@th%?bﬁt“ﬁé%)d@ﬁhbb@eﬁ@x%ﬁfetr atdérﬂcb%r%‘iﬁ&'i 9@'933”‘9 HNB
I n anéé)case in one or nore enbodi ments of

regﬁst (&Pl AubsHization teponnsct reushithgyaiver HNG wersvefﬂ ; AvReE 694 SHb a8 bassp

nobi | e gharduEahs aﬁd teraHNarng At fot fb@is@rﬁﬁ&dpr@ée&ﬂ@@@rﬁd é%cﬁﬁ@s@ﬁﬂné o defer
access control to the 2 for nobile termnals hat are indicated as

suppor t¥AFPESAEe MY R é‘dthe(%iPéDr T?‘Pﬂj‘ Cé’b%@%%fcéttﬂﬁ‘t-l?%% 1467¢ HéREN grohitegure

CSG capatd HorleMdtR! 5 (HIVB ) &Yel Be8nd the 30 PS5 25168, ‘TIRAM MANhtefadd1gohbB GW
14 automati call accept [ gtgam@?g\'l stration/connection requests sent fromthe

HNB 10 Nose Bosdii)fnpledion BAR)sionehings, ThHE (1B PPE AMREL #EROUHARMoINCt 0 t he
CN2g2 fUNB @W’Hhﬂnél@h@ht@@i r%et%@dmeiee.@rtm? RS eégb.sa@nwmwé&tb Ran{gHan can be

under st ood as the HNB GV 14 aut omati cal aut hori zi ng such term nal s.
Conver 8188 1 q)éwfrmwieﬁ@ma%@g@ aemeting toa&a'rt FECPAB tt‘BV\P?\h 23 fyouabranyipRr St e
t hat ar ReAHNBSD; QQP@%@ cﬁﬁ’ﬂech@n F@Eﬂ@ét?stt&% @N 2pb hﬁltHﬂNBpé?l’Ur%g?éch% ohtrol

determ m@gﬁ (on its own or with assjstance fromone or nore
entiti &$IMEATABARES Y (ARBENHAE 1 rpQipifation requests TREeiked fopmekde te@@)als 20 that are

aut hor ijza¢diedad %@ﬂﬁg@s@br&uqb ) ddhBs gbvRittibNRgLEsts B @16 eessubfenty ol may

be based on the d the HNB ID, and for regtl stration procedures and
asSaci HPHAMINGAGFASA GORNR Fhined IR SWH . Te8PIISMeO ¢ pRISIRLOP requ RIS feggived for

Speci f gaddileRerminadd20 that ardlHdriiclicdhdd &hobFtiRg CSGs.
Correspondingly, in one or more embodiments, the HNB GW 14 is configured to indicate
to the CN 22 whether access control has or has not been performed at the HNB GW 14 for a
given mobile terminal 20 that is attempting to gain access to the CN 22 through the HNB GW
30 14. Doing so ensures that the CN 22 is aware that access control should be performed for the
given mobile terminal 20.
The above configurations, and variations of them, should be understood as broadly
providing for a method of interfacing femtocells through a network gateway to a core network of
a wireless communication system, to provide access to the core network for mobile terminals
35 connecting through the femtocells. Such a method includes performing access control in the
network gateway, for mobile terminals that are not indicated as supporting CSGs, and deferring
access control to the core network, for mobile terminals that are indicated as supporting CSGs.
For example, the registration controller 16 in the HNB GW 14 is configured to perform access
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for 3G Honme Node B (HNB); Stage 2", and the 3GPP TS 25.469, "UTRAN | uh

I nterface Hone Node B (HNB) Application Part (HNBAP) signaling"”. Thus, in
one or nowe 2emusaisrents, the HNB GW 14 inplenments a net irow/Seb@ppososss t: (1
) receives registration requests fromgiven HNBs 10, for nobile term nals

20 at t ERPIPIAY Mo9-GRPMeRie daginals Ehatiemping o IkPBRRFH t°a‘i"i9 @h&2.andiinee§i ven HNBs

10; (2)a0§(9é%%n99|rﬁ?§<9ésbmg 16 BRUSG LS, foP moBfe fehnidls 2 thBCAH sRRbA@IBdIg access
control at the responsi ve to registration requests received for

nobi | e t er nifeA- § 290 %'H@tra@r%xam%ﬁ E@P@%F'%foéaﬁw ¢ ﬁ@d 3 G¥hd%(3) sends
connectrg cfn%}u‘%&@co?&hnb@ Qithhe2dooveUBa@fiigst R sREUId BE ThaEsRSE &Fat tlilldttedt
t he HNB responsive to registration requests received for nobile

t er R neﬂr%cez@ng ARy b&r'@pwmem%'n@af%rgssoétwarﬁapf pofge camBinakgy thegeb i@ ngl y, in
one or e'mmgleemé%bé@émmné}a ohiNB @m 16 may &mﬁnegur Qﬂeéé? ind\@ecat € to the CN

22 whet her access control has or has not "been perforned at the HNB GV 14
for a (NOERIIGEHIAT DY AIGYE thabnglHages pregmem BRAIONNY AbergaMpPulideadable t he CON
22t hr ohgdiurh her d%@%%pu@pp@g@@c&ﬂﬁw RPprobadm rne@uc%naandt %@P@éx@c&t@ét

access control sho erformed for the given nobile term nal :
above AR BTGRPSO B@ﬁfd\%PP'hﬂmB'ﬁg‘eBY the ligiraied SIrGeseiad ahider %tLth?d‘”% the

br qadl Veg?ét@éﬂoﬂ'c@gtr(ﬁl@? 18iMEBEHNBIGAT 14 plag cbRphistdor £MB42¢ Rklude bhhierplocasst wor k
gateway to a core network of a wireless comuni cation c3/stem to provide

access PP8eq FEEUE AR "K%W'ﬁ%frl@“ﬁdéﬁ OhiSIASPRCiRted Mith & COMYRTEeRdaR MRFIYTGHONA

fent oceb uteﬁ\ék‘d’@ré’m Rt ok SEcU@aDyRRE i broge BB LB ACRBLIE 61 thé Fedidiitipgt wor K
gat eway nobi le term nals that are not indi cated as supporting CSGs,

and deﬁ@PV‘P'W@1@66’@&%“%?‘%"“3?6’[99%0%?89 REE@ofk, for nobile termnals that

ar e i ndi cat aglittpthe s PRAEHEMEL SASmITe i %ﬁ&ﬁh@Hl\Iﬁﬁ@r EQQIRtdi&id. BMpE@Rd viinl er
16 in the HNBI G\/\?14p@§ conf |IgurecglnldiF ISer form accesgcontrr@ol dor nggrq\-CS

noBP| e "EEIiIhACeNIEStieN feonBsli g & eivesmde teraninghgl (Rloglo30Qinfhe GNEeler access

contr oldewrﬁnmwégnetr%et rh@b.meaﬁmalfzvsumbﬂté estRr( Blo@@b§2 28nd hedo, AQesdtppor t
CSGs. Fig 3 and 4 illustrate exa r ocessi n&%or a HNB 10 and a HNB GW

14, reéﬁ@%tfat\?@|r9qUQShm§§%%9ﬁdaH@é4NPt Wﬂﬁ&%@b@@ﬂ R Alsr hard, dHBurepetyed
under stcgaedibateduast ddelsuﬁ)t nalcaté tﬁéﬂﬁéﬁﬁibﬂg téfﬁlynalPQO ’s%ﬁo@t@@ﬁ@éﬂ théHRBr @var e,

software, or sonme conbi nation thereof. For exa access controller
12 in eh(B'”f@WW%W@B@EYaUﬁ” r&ﬂuq%%muqeﬁ@ira%'ea{erm'e@'d%r(%@%%@ bhaged

Ci pgui tmodilB@érmimts Ivdas réHeQEina!ﬁ'erFﬁ{‘I@WréHuegistQﬁd RRBRNES RS mosRdRRhAanedi um
for storing a conputer program conprising program i nstruct i ons t hat

execut 8198 30He R 1 5PORE SHSIFHRR EPOLPPITIPESa0F Ipineriie QU4 Botiedvdy o

processiHage fHat febsagd: cahiif@eSiBle nidbie ki B oABedYthe AINBEGWLEL.I N a HNB GV
14 may conprise or at |east include a m croprocessor based circuit that

li kew se i nceiIEag 8PVl Figs § 1588 AR AMRISCONPIRRAT PraaRRsiAt P lVs'tor i ng

a cormumrre.mmnmmc;wem rew\%s &x.ﬂa.@am &XDSG@u;fBo@terlpé gEs FRbiI®BSRthabbd CUI t
regl stration controlle | ements the illustrated processing of

F| 65 (Blgrk A0Q) hé'%‘ép"oﬁﬁ?%ﬁ"éfﬁfeé‘t“?@ﬁ h@ﬂﬁ'fﬂgl f@%mplﬂ"%ﬁﬂﬂ'”a‘ﬂ?@ halpre eeesiany of

Fig. 3supsatiigCsstdrsus those that are not. For example, in one or more embodiments, the

HNB GW 14 receives such an indication as part of the registration request message sent to the
HNB GW 14 from the HNB 10, for a given mobile terminal 20 attempting to connect through the
HNB 10. The HNB GW 14 uses the indication to recognize whether the mobile terminal 20

30 supports CSGs (Block 402). If so, the HNB GW 14 defers access control for the mobile terminal
20 to the associated CN (Block 404). On the other hand, if the HNB GW 14 does not recognize
the mobile terminal 20 as supporting CSGs, the HNB GW 14 performs access control for the
mobile terminal 20 at the HNB GW (Block 406).

Fig. 5 illustrates further HNB GW processing details, for at least one embodiment of the

35 processing depicted in Fig. 4. In more detail, the HNB GW 14 receives registration requests
from femtocells 24 for mobile terminals 20 (Block 500). For mobile terminals 20 indicated as
supporting CSGs, connection requests are sent to the CN 22, without performing access control
at the HNB GW 14 (Block 502). For example, the HNB GW 14 automatically sends a
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receiving a connection request froma given nobile termnal 20 (Bl ock 300).
The HNB 10 determ nes whether the nobile term nal 20 supports CSGs (Bl ock
302), andwoizh1e3618it sends a registration request nmessageTise2dobesddNE GN 14
(Block 304). On the other hand, if the received connection request does not
i ndi catredistaiion@aseerianse @eﬁ%em'm@ﬁp%e%ﬁfﬂvm Tregistrajion raquestisgnHeL oM Res

whet herg |\Iem-|N§@b$6rraag?ﬂ/é}ﬂm6§’%ﬁﬁmhlw é{%ﬁ)tlﬂg‘rﬂ@éélh%céc%rs%ﬁaﬂbh tHa diklragie 306) .
If no nobile term na D was received requests (and receives) a

mobi | e 10ei HETAPISIBqEraLsst Stessadenaludtran BeitatioritnALBE MqbIE IsRmNatdBest
messag %ub@orﬁsf@s@yan %ﬁéage@ l‘% N ALy 1 08 8rdshadonRBSRAG B G dr 'T'&J MGSiIet he

nobi |l e term nal use by the HNB GW 14. Referring nowto Fig. 4, one

see8 afe@iapPdo H@&N@?p‘dﬁmo%ﬁ@éé‘g’sdeé?r”’%@g WNBth@V‘V‘fé[nOQAlﬁé?@'rﬂﬁ' @ﬁé‘aﬂNB GW 14

recei V%ﬁt@ﬂzatwtg%h@@t fPfro@ﬁ%é@%ﬁﬁ—FNEf 9. %cﬁIa\a%nwmnldétérﬁmaneahs 49 (Bl ock
400), and provides differentiated handling for nobile termnals 20 that are

i ndi catetecearian gt idelpriedde thesrN 22, 2hBa Ot thaCNL$ BCGRSE COMtER PESEERYMN®, i n one

or more enboRBE Sor rhdtsiie Hb¥BhisAY iénbﬂﬁ@ibé(t@éa&éﬁ%xﬁfhd ogegathwm@@v@w of
the regi stration request nessa 3 sent to fromthe HNB 10, for

a gi veﬁeﬂ%?qr@eﬁt&’}ﬁeﬁﬁq’s'@@ tae iSHEIeF'Jo PEHABR Y ?Pﬁe@ﬁ@ﬁ”t{%@t iReNB GWhe

HNBOGNﬂ‘kBlb‘éﬁ%Oﬁgh%ét%“|ﬁ?és'p6ﬁséfé ré@&@ﬁ%ﬁ%@gg/vm&)ﬁ@é UeREfrém I digent 19KB1103br 20
supports CSGs I so, the ers access control for

the moli9en '@P*PHentﬁTm'Q@ tierpting i eonesidhiangp BreidNB4@4she HNB GW 16t her hand,

if the déN&n@Mc%sQ@&ﬂrdﬂQi adc@%%t%ﬁp%ﬁ@ss"ﬂbbéﬂtﬁe HRIBGWA 4 dde@SinSdRROIET NG
CSGs, the HNB GW fornms access control for the nobile term nal 20 at

the HNENQBIPE (Bt 2@afs§uthwzgd heiHNR GV Af 68nds. ENRECHIECAYESS tR HeLaN RY for

det ai | gne ﬁfébn@iermﬁéﬁio %e@éﬁbﬂ@uﬂ%ﬂtzat@n fhile tHY IIGB TW Y d%%@'n@i%d'tﬁ'e Fig. 4.
In nore detail, the B GWV 14 receives reglstratlon requests from

fer’r?océpf‘%eoi'ﬂnf%“eﬁﬁﬁltm%cf“e?r%fph@ﬁéﬂ%e(t%@& 2800). For nobile terminals 20

i ndi cated asn ahRRGEJ iuﬂﬁemhmlﬁ@q‘@@cﬁﬁblé @mb@g.wfemss ngr 8 iR fhtet Actdra htrdi2,
wi t hout perform ng access contro

exanpl @pefaiensABCERVEled Ry HBi 10andya 'é‘@ﬁﬁwdr“eﬁjﬁcg"td#é&tpéfﬂﬁ @@@@%@%mrsmn@ssage

in reSFb%ﬂﬁ:@lan:@ @&byéd’!ga%aﬂ/@u?héltﬂ'b@«tfbpéher Sfb&Hhefted thd ANBL1of driRiB @iwen HNB
10 for gi ven nobile term na attenpting to gain accessthro@(?hthe

gi ven HidM1ibe Case where campliterarmingl 20dHES Stemeingalg danfanisaisndnnptiaiieaed on
thap t he suppdrify EeGE Malim2Pigs HRRRrARs @@baéé@j 068 EEBPopdr A nENBef/Yhe4

forwards a connection request for the nobile termnal 20 to the CN 22,
Wi t houtteraﬁ'ﬂ%gpI'?'”Q@?@Fjrﬁsrﬁuﬁﬁor\ttw&afﬁ@s the nmobile terninal 20 has

aut hori zati gn FIgOGCQHﬂb@ﬂé te?ﬂﬂfn@“ﬂi‘unttlféﬁasgﬂzétﬁcﬂRb%ré@CoMf('RﬁQ B&riegdd on
determ nation is, lier herein, deferred to the CN 22, as part

of the p@@%“@éd’@@sth%'ﬁ{mﬁ Sﬁ%&)e&? iRMinah @R Justher M3y iniiAle PR UPBTIAYRLl s 20 not
i ndi catpsbedres dRP Mitltdd L6§é$§>n UpatdNBefoMhd nise fﬂd§e@ﬂﬁ@§9ﬁ'%'eﬂl(§/g £guggdiont 0

the CN 22, subject to performng access control at the 14 (Bl ock
5045, Hosats BedyeRtrEssaHedne INBSLHYIH RS FEPaTeavBRTEdS R lnra@ahcaS@. ven
HNB 10 th@mitrl @bn\héatldm’ﬁéés%gtn@rd‘iéﬂﬂblua@tr@ttb@rﬂﬁéllsﬂg b1e., aRNGehth dnrpwedie t he HNB
10, t hef\ndlﬂcl\'ill?orgévs to UE capabilities. In particular, the presence or absence (or value) of one or more
indicators provide the HNB 10 and/or HNB GW 14 with an indication as to whether the terminal
20 supports CSGs.
30 In the illustrated call flow, the HNB 10 recognizes that the terminal 20 does not support
CSGs. Given that lack of CSG capability, the HNB 10 requests the terminal’s ID (Step 3), or at
least does so if no such ID was included in the initial RRC messaging. Then, the HNB 10 sends
a registration request message to the HNB GW 14 (Step 4). That message includes UE ID, and
one or more capability indicators that allow the HNB GW 14 to recognize that the terminal 20
35 does not support CSGs.
Based on that recognition, the HNB GW 14 performs access control for the terminal 20
(Step 5), rather than deferring CSG authorization to the CN 22. For example, the HNB GW 14

may use the terminal’s IMSI, HNB IDs, and/or other information to verify that the terminal 20 is
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perforns access control. If access control processing at the HNB GV 14
determ nes that the nobile termnal 20 is authorized, the HNB GWV 14 sends a
connect i omonregusstsito the CN 22 for the nobile term nal PRO/SERDESBHS | f
authorization fails, the HNB GV 14 does not send the connection request to
the ONapHhoriged.imeo Apipg, te HNBEMAT4 Dy aceeSS AURBGtPet datpbageBiorAainn avdlakieg
exanpl g, g dbiesitdsewiete. 6 11l ustrates access control operations as
conducted by a HNB 10 and a HNB GWVW 14 according to the teachings herein. In
particul ar, ASSyning tb@t@é‘ré?ﬁssc%treb‘PVPSz%SS@ﬁaﬁt thq 'ngfQW I¢riedieap® HAHBERESSf t he

HNB 10 sﬁBQd B 4 b thk Rerkdieal QQS&Owsern@ c@nmt@slvﬁthttﬁé PINERGW2 P4 (dlfthing a

attenpting to gain connection is not indicated as supporting CSGs. I1n turn,

Fi g5 7 "e9ifl{aliop Aceeptanss Pessage R hediBN dA(PlsP GogRiyni BASINGE? Eespﬁ@dsc\gl,thﬁl nal
20 is 'cBﬂhé@h%s?eSt%WBRﬁrthé P@B@@k&ﬁeﬁ?&haﬁng@erm HRBtAWMNBlserd a

initiates Radio ource Control connection Brocedures with the HNB

10 ( St &gnnsction yguiespassage farghe tﬁrmm@# War% the &N 22 Qi Sp@mPieaiigrHNB GW
proceduyiyesengs § s.grm.ﬁg 8l Qe iws sgehamﬁgi@wecwcenmeamst deaﬁeénoa

message- e. g{ Locati on dat e uest-is sent to the HNB 10 using
pr ot océﬁeq#e HQﬁﬁ) §1P§Sa%: @;seng ); Of wharntyp%agc«,onn?ﬂ@n. 'RAYGSAMESSRTife 85 eewomigag. ng

may gl nq&,Mg@n{elggaé,,eg"molf@dsan LEs. etc., along with one or nore indicators as
to UE capabl lities. parti cul ar, t he presence or absence (or val ue)

one or norem Fﬁfpt‘?&%%ﬁosr CERIVING Becht EOIRBIIONy eqHeRt eseRgs R tae ANBHE W 4, the

i ndi catgnpp2 astuthe a%h@&fontcbﬁflﬁrﬁartlﬁh '&ﬁihe@ﬂx@ B oL ks tﬁ@@ssudn&elak&i tb'téMﬁrﬁeﬂ at ed
call flow_ the HNB recogni zes that the term nal does not suppo

CSGs. @OvES ¥RawlS. é!@«CNfZZCES@Q%?ﬁQpIP EQnneciien @Nﬁ'@d%éﬁu@@t@\@ GV Brthe nal

| D (St &N Bhlen RFfofths ARRSS cHRIRE—8Y. | JubB&ibeHEUHIAZ AR -L1BE tHédBnihA Johhdl Ni ti al
RRC_nessagi ng. Then the HNB 10 sends a registration request nessage to the

HNB5GV\/af%U'("SQéHC'21§iUt Wﬁtloﬂ@s%&@%’saf%w%mleonwueamtw tBe Chbeardifgbi ity
i ndi catighdindiPatsebliey the HNB GN 14 to recognize that the term nal 20 does
not support CS Based on that recognition, the HNB GWV 14 perforns access
control for Rihe i &mtanta Figes. (gt Hystees IMEFASIPIE e i easenyharethe mobile

aut hor iglind12olddes B%);QN @2Gs. Fanphiantla8 to EH@Gpd‘iNgo%t%nHﬁWltW&pbBﬁo the

termnal's | VS| and/or other information to verify that the
term n&ro%s'f‘gﬁﬁ‘ﬁ’%ﬁgzéoonel %?e§(§heﬂ(§h€h@ BtWé’QﬂﬁIIOGRﬂH!QSH%'Da@@é%%O%G%scr| ber

da@@basr@cdg'ﬂft@h ARt *thflﬁteﬁﬁ Akl ﬁbé@pbﬂs b@%sCNs A3urtir oRlePENMRES L sRSIHAN b b hat
access control WproceSS| ng at the HNB GV 14 i ndi cates t hat access shoul d be

gr ant ednq BNBHaW L diifers) Inmgriicyasdbe SINRGYbIpisHatkan wnwﬁtm@smereewﬂ by the

returniyNB &w ¢4 *f&rttlﬁ@felnﬂmaﬁ@@ ﬂBk@fé%QhéfQﬁé%ﬂlnbpsdd%rté'@NG%OAé StE 1k HNBN
turn, the HNB 10 rest)on s with a connect ness %g towards the HNB GW 14

(Step BWiHAeere pglyar SSErRaspliaceans £anid) 1o Hied-M 2 o Hse Bt e@r? h¥giR3t nessage
f or thegjiematicralccedd doawer, dhelermtbid 20 thllar& xR Bhieed &@&JdﬁUﬁmg‘&’Sﬂs gends a

naling System 7 (SS7) Signaling Connection Control Part CCP)

%ﬁectqug}matlcally accepted by the HNB GW™14. That is, while the messaging of Steps 6-9 are the
same or similar to those steps as shown in Fig. 6, one sees that, here, the CN 22 is relied upon
to perform access control processing for the terminal 20 (Step 11). Connection between the CN
and the terminal 20 follows CN-based access control, assuming that such control determines
that the UE belongs to a CSG of the HNB 10 (and assuming that any top-level subscriber

30 authorization of the UE by the CN 22 is successful).

As part of the above processing flows, the HNB GW 14 is, in one or more embodiments,
configured to inform the CN 22 about the need to perform CSG-based access control or not, for
given terminals 20. Otherwise, there is the risk that neither the HNB GW 14 nor the CN 22
performs access control for a given terminal 20, or that both nodes perform access control,

35 resulting in unnecessarily high resource utilization. There are different ways for the HNB GW 14
to indicate to the CN 22 as to whether it needs to perform access control for a given terminal 20.
Non-limiting examples include adding a new information element (IE) to the Radio Access
Network Application Part (RANAP) signaling in the lu interface. The new IE indicates to the CN
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Request (CR) nessage (Step 8), or other type of connection request nessage,
as appropriate for the nessaging protocols in use. In response to receiving
such a cowmpeotwm3nisi equest nmessage fromthe HNB GW 14, t ReTCGR2@2/0588%1r NS a
connection confirmation to the HNB GW 14 for the session related to

t er m na2 Wpthargecessaepirel hasipireasly beenrrariermed ar ety tee RNEE Vot (i 9iven ( CO)
to the i kivgPA61he |h8@a@N éﬁb@ﬂwﬁ@t‘h&@éd& a%@é%nﬁ@lﬂké@berfo@m@d at R Gher)

aut hori zation- for th e term nal 20 assum ng such authorization is

successfhAan s HEERE hgr exaRIfUES Cl% We@r?”%fé eptodhe (hhe2 trep i ENBLBW

(Step YQ)in ched: wﬁenI tﬁeﬁe'@hé@d fok fheFGIQ 22% pOMdrm Adcdsd E@Htt%$ iaN ieHREPLEsdsl ow for
the case where t bile term nal does supBort Junpi ng ahead to

t hedpoivitese ke W%ﬁvﬁdf‘ld&w”%pﬁﬁo'i”&%b@cc?% SHEOhy OCGSSI ng flow of Fig. 6,

one sees th@iurth&eahw%lc]a@orfm&%aﬁ% Js@él*tt?@co&ﬁzé Whethéﬁ&@uv@ﬁ‘nidbﬁe fRep@nd i on
that the term nal 20 supports As further difference, one sees that

Step 5 SHPPYHCHRB—©F-130 dﬁ%m%ratqrﬂ r%a%el ingirater” o F4E Rkl eigRtor ragquish
I equesthelfBSS R0 HREENVRd 2O Yafk bﬁthblmﬁ.rﬁéwaleé sf%?'éllmﬁ’hb@m?@%ulagsé Q&Hho(a{ es

that the term nal supports CSGs. such def ers act ual
CSG badrdlicaiercasshe basie fasidetesminng WiN?tQQr it Wéd pasfosrp ascersreonirel, gaseddnitdmat i ¢

acaegss khewliebge tha\f\/fh%rfSrv&a%hﬂ?; 'P«FNBSGQ\QM BéfersfdiRh ra‘é%ﬁﬁét?oﬁdo A SNPRAb feABin&ISCS
are automatlcalr@y accepted by the HNB GW 14. That is, while the nmessagi ng

of St epd tBalgrameliqaire mpeﬁtmg GRGsain sushiqssee(@adepracticalls ip dhcaseskilds a60 one

sees t RaluapRebiethe HMB EW 221d \%rﬁﬁih'a?ﬂe%aﬁfé GE’CWHIW iMiRESSESor &Y K8lues are
processing for the term nal nnection between the CN a

nd
the teMSPhiawasds WSIHW@W@B@W%@%Q&@%&HP’F YerIicaHAO A RPSURILK ”&%nt r ol
det er mdiRserit h/aFueE e %d%\h%@%é ANB @540%(; & obNG a%oatt@ tcﬁtgﬁilégé BécdsBat

any top-level subscriber authorization of the UE by the

sudees$POIrgl mechapigmg abthe B &H¥VE 398 E3i ng flows, the HNB GW 14 is, in

one or nore GERaMke®Aiice m?étwmat the HNH exm 4 Be cme%éla@mwre.h%orh%%et 0
perform CSG based access control or not, for given termnals 20. O herw se,

there icentigysed jogRoyifafediialing And AeCesRIBOTY prcﬁéﬁ“”g e HENgsot0 tﬁé?q'(b'ﬂ%s access

cont r olsybdrt 8SBisYSUthiRHYi rBédgndthg Pkt éaﬁ@tanB%bhyuﬂ@@ﬁﬁth@%ﬁc%ﬁh@@ﬁﬁg56 control,
resulting in unnecessarily high resource utilization here are different

ways f dFEIPRENVaNES WORIES at%”?%‘ﬁ@é‘ﬂ@"? &gl 2ndoss arsdaes nphepert GRCGhddrddlyt o

pephor AhAGIERR SO PtAlis él@é bascd d/rﬁt'ﬂetagélﬁﬁw@ﬁin R th&PINE G 14 pértma i €8G-
I ncl ude adding a new information elenent (IE) to the Radi o Access Network

Appl i c&aPethagsRss COMIQUAY AqsgHRad RIECIPIESIIRE AIP BYSSOHERUSH appRSSTORrelEs

i ndi catRfofnfed iRenNRB et her access control has already been performed or
not by the HNB. GV 14, for a given term nal 20. The indication about whether
such access IBMTEGT. was ﬁé?eﬂ(ﬂaﬁ’(%hﬁrte'rttl‘?ét {iNEsenigted sigagingdeiv e the FNB 1Gor

exanpl gngtiheHNB@&GWO 4 é:ancm;l u/sea% vrﬁfsuéﬂlg .ﬁcﬁcatt@&) 1B HANB G tvRetheNB gfdéh 14 I n

cases when there is need f perform access control N\é? N
p era

t h6Se dBRAYE ISR 2P FEPRANIS %W‘%A” QN8I SHSt e’B@?‘f”@PW\ HeNB d0&8%03RERE

mobile terminal 20 attempting connection supports CSGs and the registration/connection
signaling triggered by the HNB 10 towards the HNB GW 14 is differentiated in a manner that
indicates such support (or lack thereof) to the HNB GW 14.
For example, a given mobile terminal 20 initiates connection with a HNB 10 and the HNB
30 10 recognizes whether the given mobile terminal 20 supports CSGs, from an indication included
in the initial connection signaling from the mobile terminal 20 towards the HNB 10. If HNB 10
recognizes the terminal 20 as supporting CSGs, it sends a connect message to the HNB GW
14, without first sending a registration request message for the terminal 20. On the other hand, if
the HNB 10 does not recognize the terminal 20 as supporting CSGs, the HNB 10 first sends a
35 registration request message to the HNB GW 14, and does not send the connect message to
the HNB GW 14 for the terminal unless the HNB GW 14 returns a registration accept message.
The HNB GW 14 thus can be configured to recognize the receipt of a connection
message without first receiving a registration request as an implicit indication that the given
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Further, an indicator that can be used to recogni ze whether a given nobile
term nal 20 supports CSGs-e.g., an "Access stratumrel ease indicator" or

" UE capabwbizvy/asediicat or”- coul d be reported to the CN P2T/sasoopasds4of the
lu interface signaling. The CN 22 could use such an indicator as the basis

for det@ieerAYIARBIMArestion SURRACPEP fenyeEele 18 MR G114 woakdigcognize e
know edgeijthb ré@&réti@h‘ﬁ@cﬁd@sf‘&e%e%é&vé’@fe@hﬁwa&'@Bs Qh“irﬁ fc!tlri%ilda%nir%tmbe CN
22 for termnals hat are indicated as supporting In such cases
(and, 6?@&'1‘#'@&@093 ”PWFU&PP”%), it is also valuable for the HNB GW 14 to

verify that gide ihamidda &ARRBRI tbt §ueni IhHRISEdiRES:. FPIHh@iIIU@tPat&@be%@sﬁrﬁg? tised
towards the B GW 14 and towards CN 22. Such verification avoids the

pos8i bifINE JO chegks @ine 06 Mo IngieRiAss togetermiriwheiial S 1oPHterRIBaZh aleBRittldoN 22,

in an %bhﬁéﬁﬁbn%@pﬁ&f@%%e@%%ﬁarﬁﬂ@tlfQﬂle Gﬁﬁb@ﬂh&%or%tmmﬁnﬁhl@l@%ﬂgﬁaw CN
course, it under st ood that the HNB GW 14 as contenpl at ed

22.
her ei n fiRMsHedeming 296?|fhed"d?*|§d Ot"Ef’"iﬁ*%maéH‘ertéﬁ?@@'@é)tsiuﬁﬁo%gsg'éc@% theoNBol

pr ocessigngnéok ddNBécthQestsa , iStudMY the UBINeAR I{RIFBIE mbsdagaStolie HRBASW 74 NY
t hat case and_carrying t he processing of Fig. 6, irrespective of

whet herS Tﬁpcf‘ér@%%ﬁ‘?%gthﬁﬁlaisl%eﬁ éIdmefﬁaﬂrorz@%@@@travoru@sgeﬂme%a%mt iInSiep 4
Fi nal | wf Fighe. above description is also based on the assunption that the HNB

GW 14 perfornms the CSCGbhased access control, The described principles can
al so be used" Pf‘rt'%é'htr&’c'ﬁ'@@@‘ﬁ’dﬁtf%qh'sl@O‘ﬁﬁméﬁmdlnﬁ\eﬁtl‘?ecqqﬂ@rfé to igrpret

furt herrecéuét o‘f‘@%o’ﬁhé&t&ﬁ’e%/\gé FrBn tH@HNBH ¢ fb?lta gWert@rrnﬁﬁ'éI'Z@t Rhout ﬂ&@?éc@@ud@% ween
the HNB 10 and t he can be used indicate to the HNB

GW 14 WIS Reistiadan ﬁ*ﬁgP‘F% MESERF O™ e @Néﬁﬁrrthét t@@;@@al 4052 AB BRI
enbodi iRidatioh Afat Weﬁﬁlnéﬁgﬁgfbpéﬁ§ CBRt Be8SedPoriRbd BzihG fHl |ﬂﬁ5|l0l?9d@:§ﬁ&ﬁ§’ft I ng

connectl on supports CSGs he regi stration/connection si g:ta i ng

t r i'§ger R BYPRIe hangNE W deeletrys ﬁF@SﬂNB”@N%ih‘? terminet €0 BnPeANeE-i n a manner
that indi catigg preudnt FYERRINtMAYR rof &@m&e tb@ftramfd)o& th dther AR tRN thbse For

exanple, a _given nobile termnal initiates connection with a H\B 10 and
t he HNEp?;@f'(‘ra@&éQHPE@EeW{bWW&Ut E’?@@‘Q/fé?f“r?ﬁﬁrlt@' ¢harsaterticoof 18e PSP G36s,

from anyrédedt Abb@MehRErd ek tdhsideped |'ﬂ|'élI'réépe%%@@%ét@ﬂvéérwﬁﬁdt'ré‘élrlétfv@n&ﬁd"e
nobile termnal 20 towards the HNB 1 HNB 10 recogni zes the term nal 20

as suppdrhangEseaming withig é”r%e%”'%ﬁ%@ﬂ“'h%%%cé(g”éng%Oftth%aPlP@d@V\F'Bﬂ“S A< hout
fipgt SRBRUdH0D RratdPhb@ih. r equest nessage for the termnal 20. On the
other hand, if the HNB 10 does not recogni ze the term nal 20 as supporting
CSGs, the HNB 10 first sends a registration request nessage to the HNB GW
14, and does not send the connect nessage to the HNB GW 14 for the term nal
unl ess the H\B GW 14 returns a regi stration accept nessage. The HNB GW 14
thus can be configured to recogni ze the recei pt of a connection nessage

wi thout first receiving a registration request as an inplicit indication
that the givennobile termnal 20 in question support CSGs. Conversely, the
HNB GW 14 woul d recogni ze the recei pt of a registration request nessage for
a given termnal 20 as an inplicit indication that the
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term nal 20 does not support CSGs. Fig. 8 illustrates a call flow for such
an enbodinent. In the illustrated processing, the HNB 10 checks one or nore
i ndi cat orwotolodstmim ne whet her a nobile term nal 20 at PemSERMVG/OSBHNECt | ON
supports CSGs. For exanple, if one or nore indicators in the initial RRC

signaling fromthe termnal 20 to theLAS 10 indicate that the terminal 20
suppor Wen£9Siaintdygs: the HNB 10 sends a Connect nessage, including the RANAP
Initial UE nessage, to the HNB GN 14 (Step 4). One sees that this Step 4

differs fromthe registration request nessage sent in Step 4 of Fig. 7. In

particular, A HQWBNE@% aég(m))éorﬁ@hﬁed% PSR NEMRIEBRALARRLa dote REMONBILGE! t O

|nterpret recel nnect nessage fromthe HNB 10 for a given term nal
20, Swi HYIER esfslqoéfimlﬂré%aé'iovlsﬁﬁe@ 5@@&@@\4'@9 Ré@ﬁ%tt? Hi6 e RRMQES22hios §100He f r om

the HNBoffhalé céw‘ﬁ’fé&uﬂ?‘lhr&%h tAS fedotdTR| 246' bail 'ﬂ@i\/\fb@ﬂi haBwhpeia) hh@ra&@hﬁéd‘m
20 supports . Based on_recaogni zi ng t i's inplicit |nd|cat|on of

suppor oy %W@'SFNB’WYQ”QM?@rtﬁata%€%§u@@ﬁ9 PEIToRTH ACGERE CORFAH ANoLsle t‘%rﬁ‘”iaﬂﬁa CN

22. Thexpripsené nbﬂM@iBétb@'&s @wpormig Q@égosﬁ,bs@r%e@@lfd P@Cbrﬁfﬁeférrhc@éi?ﬁcfon%b’t% t han
t hose specific

forth herein wthout rom essenti al
char actlq F@?l”@’é"’%% %a%efof meBilR legRinalpHeo) ﬁP@ﬁﬂ!”%@ﬁﬁﬂﬁWgrt'ﬁg &loggd pe
congi deyBstriber glolips.espects as illustrative and not restrictive, and all
changes conming within the meaning and equival ency range of the appended
clains are intended to be enbraced therein. CLAIMS What is clained is: 1. A
net wor K- gat dR&yefWOr datsiay gl cladn il niugherarharacisrizee & hst theasgisiationcor e

net wor kgohigadler @1f6 & d&!n"fu@ur@é $o Fé&@WH megza&atraﬁ réq{&%%mcﬁﬁéﬁ/en bﬁe@éﬂﬁé @@nt@éél%ss to
t he core network bile term nals (20) connecti ng}g hr ough t he

f ent océP4)sof mppile mwaife@ﬁbatker@%msﬁaga'oﬁ@yeaﬁamehéhqssé%m elif (PARAGE it i on

consr olcbRfigured @) ddiétdind whé&Rel 4 QMé#ﬁhobﬂ’e Remirar (?0?§@®%$ts ¢RREA QlibdcAberRBipe
term naI s (20) that are not indicated as sup i ng closed subscri ber

groups, bageoyapepr @ef?e'ﬁg'cétBFﬁ'F‘@JPdQ%'”tﬂﬁ%re@bﬁ”é‘ IPreERAYER regyed ippineghtsnl e

t er m nahsbile Ehmiddratoyar e i ndicated as supporting closed subscriber groups.

2. The network gateway ( 14) of claim1, further characterized in that the
registration controller (16) is confi gured to receive registration requests

from gigven omasedlork Batehal PH& cirk a%rthépéham@érlz@dwhm fhalotie (02ore
tterrptl ng to gain access through those femtocells (24 and is configured

t 02Bet éﬁ‘qﬁ"?aﬁ%rswq?@ﬁ” Hhegrgishatpsieaeest éﬁqﬂVﬁaﬁor(%y'vgﬁ B’ﬁ’gﬂ? erpngsed)

subscr icefiprigs QHﬂécé?s%%‘ﬂﬁtlﬁrﬁ‘r%e%dué@é@r'aﬂg‘é&@q@rﬁﬁnén‘ﬂéérs%ﬂiﬂeé lhd'[cﬁfbr and
regi stratlon request received for the given nobile term nal The

20) .
net wor RVgERI8 R egistaiongoniiplardd &, is £efioHqd te ﬁ%ﬁ%@tzsrf"OEbwthant'ﬂ%wat%wh%h%r or
mor e i nRe @%@ﬁﬁ)bllé‘fé'rr%%ﬂ 2ot e@sed EdidcABeraiRst recei ved for the given

nobi | e term nal

25 4. The network gateway (14) of claim 1, further characterized in that the registration
controller (16) is configured to interpret the receipt of a connect message from a given femtocell
(24) for a given mobile terminal (20) without first receiving a registration request from the given
femtocell (24) for the given mobile terminal (20) as an indication that the given mobile terminal
(20) supports closed subscriber groups.

30
5. The network gateway (14) of claim 1 or 2, further characterized in that the registration
controller (16) is configured to perform access control for mobile terminals (20) that are not
indicated as supporting closed subscriber groups and defer access control for mobile terminals
(20) that are indicated as supporting closed subscriber groups, based on, for a given mobile

35 terminal (20) the registration controller (16) being configured to:

receive a registration request from a given femtocell (24) for the given mobile terminal
(20);
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conpri se an Access stratumrel ease indicator or a User Equi pnent
capabilities indicator, and wherein the registration controller (16) is
conf i gur estot201wvesesgni ze from such an i ndi cat or whet her wPrhe/sgeaensosabi | e
termnal (20) supports closed subscriber groups. 4. The network gateway (
14) of cl ai feemMmerffaeiherRaichaicsegerst Wﬁeg‘ﬁéihet%‘ée”r'@@?'@t?ﬁ@'i‘@r‘2Q9d$1troI | er

(16) is configureshiddied B @tﬁﬂﬁoﬁtngtc}'t%eﬂ%GSéo(beePéro@p&OnneCt nmessage from a
given fentocell (24) for a given nobile termnal (20) wthout first

Jecei vi ng a By oYER MR SEIRLE0) 15 BHERIAR a5SURRPT e 0%ed UDBGTOEr AU he
gi ven nobil e ter mpia a kefdiradidn accdphiice 3 t%%&e‘hﬁbm&d@%ll@#%tﬁ@@hb@ﬁo@ﬂéﬂ nal

(20) supports closed subscri ber groups. he networ k gatewa 4)
claPm 1l or 2, furt@rﬁérﬂa%%@ﬁ’ﬂ@%trﬁei@ﬂninﬁ ACHRAS QOREOls @&P%rad?cq”@ﬁpmﬂgr%”r‘éﬁ;t

(16) is conf i gur %%Qg@ﬁé%QH%@ﬁﬁmo%ﬂ@ﬁpﬂor fk@rglmbrhblﬁlettélrrﬁm%’llbé) 6R9) that
are not indicated as supporting closed subscrib 2grou s and defer access

control for nobi I8N @cANmRAtien feavest tadhe ot PehATk R dordae gw%moﬂoﬂ%err@fr@éed

subscri ber groupgzo bﬁ%‘%‘éoﬁéb tof tRE c@nrga'ci/ﬁ@sé'ﬂglé'frlo@n trRIgienabmtce@h (d4)eand
registration controller ei ng configured t recelveareglstratlon

request frofithe glveamqbéﬂi%@m' (30> %) B1ciqHRg 45 SHPROHDB clased sHpacHBs! qrouns,

deygrm ne from t R bRYLREEREILREIIESR YERS ah&izBfén bftRe @Iv\éﬁ%dﬂ?@térﬁﬂﬁa@(m nal
(20) is indicated as supporting closed subscri ber rou s; if the given

nobi | e terninal EHE wWek@GRENRYd 1 Asand 519569 RYPSETBR 0%%69"'2@@?” §rivlips,

return a registr %bbc%%sﬁyq?Q@E&t%ﬁﬁeéti@nto'f‘ﬁ\egjn)é@ﬂnI)@FéTt@ﬁﬁhél (¢@4and orcidded given
nobi l e term nal (20) w thout perforning access control, receive a

cor respondi ng coﬁHE%Qr'b%g@B%{ézaF'?'ﬂ)fﬁStuﬁ%eséMéﬁthréﬁf%%fqt'oﬂ aggentgicetipdegi ven

mobi l e termnal (RRhfemitdel & Gt tl‘i@?lﬂ@r??ﬂo@fb fePeM@asLol, Qeéeh@ & B6rResPBhAIRG K
(22) for the given nobile term nal in resggnse to the connect rressage

frdf the given f&ERPRRGEMesEaas rora e givert feanteralided)ipine givearmetigiterymg 39, not

indicated as SUp%H%bH@la‘ébﬁﬁ&fﬁ'oﬁk@ﬁ@éltb%e g&r@tﬁ@ﬁuorpgzzf ) G8rthé b Qéﬁ‘ﬂwo%H@SC“ ber
group aut horization of the given | e term nal t he network

gat eway (14) andteW'”%l@%r§QB%@B@ C%GH“SWSWO%WP@W@@’HE’L%” (24).
successful, reject connection of the given nobile term nal (20), and, if
cl osed subscriber authorization is successful, return regi stration

accept &nce tlGeteBVYK gaewRR At DERNY (’fz‘Zl?'”‘der5’tfH"e§thlcvér@°F%'E?<|’ B thakthe Agvorke o) |

reegi Veatewdy' (i £SPebstigheeConMicdte FEHS RBR: AdtRBNKI(DL) Whatest dceB3<slrbl Haddor for
t he given m)bl l'e termnal (20 and send a connectl on request to the core

net wor K138 294 begsyparieemed deihe R ’qr'égﬁtévvﬁv ) fQreogivemmpRits sHaiBak 80} at igonnect
”Essag%ttfeﬁ?fﬁ? ey M&desé &the&std ndikdk ( 2@>th‘r61u@hmeémwbrw{4t@w1@ ).14) of any

of cl ains further characterized in that the network gateway (14) is
configured to indicate to the core network (22) whether access control has

?r has 7|not Zg%{hﬁmrkgém;@u )idrany et eIt WG tieMRt charkbiehifgd M tHAMRE nERRIK €
erzgn nagate(way)(14) is con|1f|gured to provide a closed subscriber group ID to the core network (22), a

an indication that access control was not performed at the network gateway (14).

8. The network gateway (14) of any of claims 1-7, further characterized in that the network
gateway (14) comprises a Home NodeB Gateway, for interfacing Home NodeBs, providing said
30 femtocells (24), to the core network (22).

9. A method of interfacing femtocells (24) through a network gateway (14) to a core
network (22) of a wireless communication system (26), to provide access to the core network
(22) for mobile terminals (20) connecting through the femtocells (24), said method characterized
35 Dby:
performing closed subscriber group authorization in the network gateway (14), for mobile
terminals (20) that are not indicated as supporting closed subscriber groups; and
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attenpting to gain access to the core network (22) through the network
gateway (14). 7. The network gateway ( 14) of any of clainms 1-6, further
char act erwpedioaietshat t he network gateway (14) is confi garsd2dae/omses/i de a
cl osed subscri ber g]rou IDto the core network (22), as an indication that
access cont rA§ferjRgsC PeseeRaEp uRavinsizalianie e @H?@W”ﬁ ey, fogmolyijge
network gateway (erkfllal®{20fMat Qfe iRbidhIEE aé'sZR%JrH@ 88SediidsaMRGiciRd. | n that
the network gateway (14) conprises a deB Gateway, for interfacing
Hone NodeBs, providing said fentocells (24), to the core network (22). 9. A
net hod qpf | ﬁfh@rnﬁétﬁbdlgf Jl&ﬁ?@@ﬁie‘rén trefetivbrk Jaed s ﬁ‘@}r‘é@éukeé)u%b%%ﬁor{r%ﬂheété’ a

core network (22) of a SS conmuni catl on r{rﬁstem provi de
access Mog giMen ersseoiieq (;gmtgcedlg@4 f I9F Mebist feeminals Q)aqttgen(pjlgg t%@@iﬂé‘é‘ﬁqsﬁg

t hr oughnropign fh%gé bt 8Is(24) an&ﬁjrlﬂeﬂ@{ah&ﬂe%aﬁ@ﬁfa?mezr%&)( gaféWa%ZH‘j‘ ng

cl osed subscri ber group authorization in the network gatewa
nobi | e deERiNeadetiEs p divearmeRile teimingl nel) c’%?@%ft%@“ﬁﬁb%@ﬁﬁ%@g&u@% @ased 0”

subscr idagror eopd! mca&iﬂglﬁefueéa iM@e %g{?&%ﬂloﬁ ‘#&ﬁfé‘st REEIVEH R FhelidHPhbBift teRinkI0
the core network (22), for nobil ermnals (20) that are indicated as

support?‘??g cl osed subscriber groups. 10. The met hod of claim9, wherein the
netyyor k gat evvay (14) receives registration requests from gi ven ones of the
fentocells gr@ for nobile termnals (20) attenpting to gain access

ef

t hr ougH Tt hos&efmesthe ef q'@m(tﬂzdurthghahara?t?%@ﬂ I8 {iAt i 19 YRR diepigrsitriuded
net vor kn gtrey@ratlohdbqstat eerc@lvee%r%@g.b@ﬁ mdbfié YPRInEP R0} @orh@ﬂ’d@ dihcdeds)

supports closed subscri ber L?I’OU based on_one or nore indicators included
in t he Siralimsielease Aiicatey s & Uses ESHpatent erpabiiiiesindisatoRaiiol viharaip fiehagtwpr) .

11. Theyafidy Qﬁi4)0rtec<?rﬁée@frje% sddwr diRbic&BAWASTHES ihé @l ehduiatierhiieal P28 sBppdrRY e

i ndi cators i nclud in the registration request received for the given
moBP| e ARSPAISHRICPUYOeRfpr i se an Access stratumrel ease indicator or a User
Equi pment capabilities indicator, and wherein the network gateway (14)
recogni zes from such an indicator whether the %i ven mobil e terrri nal (20)

suppor t'8- c| dS&dN&iled el Gl Y, drrligp shareoterizaqein ARt RNV OR Gateway, (TAuinfaRRiets

char actyesd jeegft bl Edtdlect HBsd2@E WohKka QﬁbﬁY@rYtoééll‘l()M) fEbe Qbﬂfeﬂtnffokin@@erhﬁ?@'(ﬁ of a
connect nessage froma given fentocell (24) f given nobile term naI

(20) Wit G T} rP%Q'V'P@éé?QHSthﬁ'Oa "PUFSLPraL h%@fvw&fﬁé@@e"f PONPE 1Re ayfepapobile
f epboCatimifd 420) fRrantif@icalion eRatTRdbiven FRbII feAhinaPBb) S5ppdRs uwé@g@bs@ﬂbérhat the

gi ven nobil e term nal (20) supports closed SUbSCI’I ber groups. 13.

met hod 99URSt ai m 9 or 10, further characterized in that the netvvork gat eway
(14) perforns closed subscriber group authorization for nobile termnals
(20) that are not indicated as squortl ng cl osed subscri ber groups and

def er s 18t osddedupiaed PhddimMgt oUlP, &tithes FR3ractedseckiB thahdis 'I‘QJWP@‘rQﬁ?%ys (1¢20) t hat
ar e i nghefaingslclasedSHBBOT e BEb LD RERNiz8HISEF MBBile BFAWAS. (203RRtreRot ihditatdd

25  as supporting closed subscriber groups and defers closed subscriber group authorization for
mobile terminals (20) that are indicated as supporting closed subscriber groups, based on, for a
given mobile terminal (20):
receiving a registration request from a given femtocell (24) for the given mobile terminal
(20);
30 determining from the registration request whether the given mobile terminal (20) is
indicated as supporting closed subscriber groups;
if the given mobile terminal (20) is indicated as supporting closed subscriber groups,
returning a registration acceptance to the given femtocell (24) for the given
mobile terminal (20) without performing closed subscriber group authorization,
35 and correspondingly receiving a corresponding connect message from the given
femtocell (24) for the given mobile terminal (20) and sending a connection
request to the core network (22) for the given mobile terminal (20) in response to
the connect message from the given femtocell (24); and
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given nmobile termnal (20): receiving a registration request froma given
fentocell (24) for the given nobile termnal (20); determning fromthe
regi stratwonorragemsst whet her the given nobile term nal @EROSE2®0ASUEat ed as
supporting closed subscri ber roups if the given nobile termnal (20) is

i ndi cat ed ad' (8% G}YBR MRS irauali(OMSSIot inskaaieg UBPPOHIEE GlaSeA SURSCHE AIPYRR: i on
acceptance to theegbiaRAg El%%d)%shnI&e?f‘b)'oJﬁ)éutM'lﬁa%rV@ﬂh@EQbh@n&bﬁé driial ( 20)

wi t hout perform Rg@cl osed subscrib grou aut hori zati on,

cor r espondi ngl y e’ﬂlt\W%'@et‘é{O'&‘cﬁatt%’&%Ydﬁ ) HW@@@UM'QQ@EOW BWP'P'\@“@F \Een

fentocel | (24) foptshlResdiliorR éBHPg l:@nﬁe%ﬁéﬂ Hathe GREN nithile ERRHANP R LNAECT i on
request to the core network for the given nobile term nal

response to the @&sﬁ@évbsﬁé@@@é arizatien Iﬁéugmﬁéwl frRlyineR regigiigyion é@ﬁﬁmamﬁe

gi ven nobile ter%n@g.&é’rﬂbm&:ewu i16}thé ivBH nisbild WRRTA (09, retépRgasubscri ber
groups, performng closed subscri ber group authorization of the given

nobi | e termi nal (COUFSRANIINGLORBRGIHIGESRER BNAYN] Au§N ianocelli(24) fastBg BYHscr i ber

group aut hori zat iqdbilk Serffiial $245 CARSIMbingLdPREETE reeurﬁs@féﬂhe@oﬁéfnét\h@rquy)en
nmobil e term nal if closed subscriber authorization is

successful, retu&?f“t}\%%(eﬁgmbﬂ??eém'% (2890 HESERONSE 10 Hra ¢pangelveesseeadremdie (24)
forgthe given nobjien iéMioEenals) (20), receiving a correspondi ng connect
nmessage fromthe given ferrtocell (24) for the given nobile term nal (20),
and sending a connection request to the core network (22) for the given
nobile termnal (20) in response to the connect nessage fromthe given

femtocalyl (Zhb. mé'tﬂod g%yfﬂ?‘bf&ﬂﬁs 9f1 3afyth&f cHaktézed inl that fh@rﬁehﬁdrk@aféﬂz\%?t(ﬂl i zed
in that the network gateway (14) indicates to the core network (22) vvhet her

cl osed RAiEHRS fosBe C‘@ﬁedl?ﬁ"’%fbt(%ﬁ’fhfmqrGwsﬁ%@k?ﬁcnh%{é?rﬂ'dﬂ aLHB%W-aﬁ%'F hay Afepsatott he
netyor hegabeMerdold knd @étw@rkgjd{éﬂﬁ'aygb) fo?atgﬂ)’emnﬁt%lle(taﬂ)mél Y@ tht |s'i£tie‘?ﬁfﬁﬁwbng to

gain access to the core network 3 t hr oug he network gateway (14).
The methEANGECRTHO Y1 Qranaiwosk ©2) throvgae ”éwiél@@t@\"’?!élfi n that the netvvork
gateway (14) conprises a Hone NodeB Gat evvay (14) for interfacing Hone

NodeBs (10),_ provi di nfg said fentocells to the core network (22) 16.
A fent deel | ThHEdeetBedof FW of eME Brirt @lﬂh%ch%aqt?{tzéfiﬁ'h@@t ihssiefeork grienay(&4) (20)

Wi th a8afYesKa H@%We@déteﬂéﬂéﬂg'fBQmﬁ#Fé@ﬁé HoPeaN6@SBs (164, de.r(@@a.d of a
Wi rel ess comuni cati on system f sal fentocel | base station 10)

chaPact@piosals B¢), é‘hthﬁé‘é’&getﬁ’eﬂ‘t @8l1er ( 12) that is configured to receive
a connection request froma given nobi I e termnal (20) desiring access to

the core network (22), said connection request including an indication of
whet her!6t he %mt‘l’c@”tbéﬁ?rﬁ'i%?” (120 porfigyrst o dnigrfasanokiigys eningla (2Q) matissnetwork

gateway (14) providing access to a core network (22) of a wireless communication system (26),
said femtocell base station (10) characterized by an access controller (12) that is configured to:
25 receive a connection request from a given mobile terminal (20) desiring access to the
core network (22), said connection request including an indication of whether the
mobile terminal (20) supports closed subscriber groups;
request a mobile terminal (20) identifier if the given mobile terminal (20) does not
support closed subscriber groups and if one was not received as part of the
30 connection request; and
send a registration request for the given mobile terminal (20) to the network gateway
(14) responsive to receiving the connection request, and include in the
registration request an indication of whether the given mobile terminal (20)
supports closed subscriber groups.
35
17. The femtocell base station (10) of claim 16, wherein the femtocell base station (10)
comprises a Home NodeB configured to communicate with a Home NodeB Gateway as said
network gateway (14).
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request a nobile termnal (20) identifier if the given nobile term nal (20)
does not support closed subscriber groups and if one was not received as
part of tweemwmsemsti on request; and send a regi strati onPCegEe®d/o5m38 t he
given nobile termnal (20) to the network gateway (14) responsive to
receiving the connection request, and include in the registration request

an indiqgat | Qﬂfeﬁftod@]%@@éta’h@@ \é@rﬁhgﬁpéa to8ntb @448 rﬂét')ne(t@%m@g@mrv&n% ePﬁé%ﬁ/Sﬁ(
subscri ber groups : ntocell base station ( 10) 'aim 1

wher ei 19ateyEYF(&ht Rfe\éﬂlng @a@@%@ atqomnnthm 28)091&?{%%@8889%%%@@ @y@tem BYdr ed

to compfidea Basd dthhich H@%a‘?&ﬁ@rﬁe%&%‘ﬁ%o@s% %trGII&QiZ)Qﬁéﬁ ig8smigaedid4) - 18. A
fentocel |l base statlon (10) configured to interface bile termnals (20

with a net wipseifa eqwcqur)eqw%\ﬁrom agivae swbde t%mwaé@pédﬁ%ﬂ%mseemthsf a

Wi rel ess communi ggfd ﬁ%ﬂw@hks(b%al@%bﬂné(ﬁaﬁ ekt |H@§&né¥aﬁ‘id%m6499 whether the
characterized by an access controller ( 12) that is conf igured to: receive
a connection requeileferanral () PERPTisHIosedisebsaRar 9109BY; desiring access to

the core netiwRE kobdelermfral fio %Wfb@ﬁdﬁ&[bd %@%&rtuh&‘élo‘é@dﬁ QQos%ﬂbérQﬂb&&t k&Y of
whet her the nobile term na upports cl osed subscriber groups; if the

mobi | e term nal @Z@Q'Strét'(’rﬁ‘dﬁqh‘%f%é@%@'v%”@Qﬂﬁ)@fminﬁb 28) e ”§U‘{9§‘&9@t8\é‘?‘y

grqgps, send a req, Srbéﬁbtn'sﬂe t6 RIEURRG thO@EohitRtich MRlesMd € termnal (20) to
t he network gateway resgon3|ve to rece|V|nq the connection request;

and if the ridh¢ F‘E’bﬂ% H@i (20215)indicatpd @ SWRRAINGCIRRRASIFHIPEEIRGT B1oyRBFENd a

subscri ber groupgons&Een @ecﬁ!é@ﬂ%ﬁih'efd\/ernﬂﬁétﬁl%ttelfnﬂﬁalt( tQ'tHéQﬁbt\W’é‘ﬁR'daﬁav&a%/r m nal
(20) to the network gateway (14 W thout first sen Qq%ustratlon

request to the néi%WRh%Péﬁhﬁ?ﬂ N3 regigiatipm eeqyiestdn ”ﬂﬁ)'[’ﬁ’ W@”‘t A FA(14]: 59) .

the given mobile terminal (20).
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