-1- Title: SYSTEM AND METHOD FOR ASSCOCI ATI NG MESSAGE ADDRESSES W TH
CERTI FI CATES Cross-Reference to Rel ated Applications [0001] This
application clains the benefit of U S. Provisional Application No.
60/ 693, 413, filed June 24, 2005, the contents of which are herein

*incorporated by reference. 5 Field of the Invention [0002] Enbodi nents- of

i

the invention relate generally to the processing of mnessages, such as
e-mai | messages, and nore specifically to systens and nethods for
associ ati ng nessage addresses with certificates that may be used in 10 the
processi ng of encoded messages. Backgroudd of the Invention [0003]" ,

El ectroni.c mail ("e-nmail") nmessages may be encoded using one of a nunber
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i ndi vidual. That certificate will typically conprise, the public key of the
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_[0002] Embodiments of the invention relate generally to the processing of

messages, such as e-mail messages, and more specifically fo systems and

methods for associating message addresses with certificates that may be used in
10 the processing of encoded messages.

Backaround of the Invention
[0003] Electronic mail (“e-mail”) messages may be encoded'using one of a
number of known protocols. . Some of these protocols, such as ‘Secure Muttiple
15 " Internet Mail Extensions (“S/MIME") for example, rely on public and private
encryption keys to providé confidentiality and integrity, and on a Public Key
Infrastructiure (PKE)A to communicate information that provides authentication and
authorization. Data encoded using a private key of a privéte key/public key pair
can only be decoded using the corresponding public key of the pair, and data
20 encoded using a public key of a private key/public key pair can only be decoded
using the corresponding private key of the pair. The authenticity of public keys
used in the encoding of messages may be validated using’ certificates. In
particular, if a user of a computing device wishes to encrypt a message before
the message is sent to a particular individual, theuSer will require a-certificate for
25 that individual. That certificate will typically comprise the public key of the
indi_vidual, as well as other identification-related information. Similarly, if a User of



a conputing device receives a nessage that has been digitally signed by a
particul ar individual, the user will require the proper certificate
(conprising a public key) for that individual if the user wishes to verify
the digital signature in the nmessage. 5 [00041 Typically, in known e-nai
~applications, if an attenpt is made to enploy a particular certificate to,
for exanple, encrypt a nessage that the user intends to send to an

i ndi vidual, and that certificate contains an e-nmail address, but the

. _6-mmi | address contained in that certificate does not match the e-mail

address t-0 which the nessage is to be seny, an error message indicating an
10 address m smatch woul.d normally be returned to the user. As a result of
the address m smatch, the nmessage woul d be neither encrypted nor sent.
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' - address to which the message is to be sent, an error message indicating an
10 address mismatch would normally be returned to the user. As a result of the

" address mismatch, the message would be neither encrypted nor sent.

Brief Description of the Drawinas

[0005] For a better understanding of embodiments of the systems and
16 . methods described herein, and to show more VGIEar!y how they may be carried

into effect, reference will now be made, by way of ekample. to the accompanying
drawings in which: :

F IG. 1 is a block diagram of a mobile device in one example implementation;'

FIG. 2 is a block diagram of a communication subsystem component of the
20 mobile device of FIG, 1;

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a block diagram iildstrating components of a host system in oﬁe
example configuration; '

FIG. § is a block diagram showing an example of a certificate chain;

26 FIG. 6 is a block diagram illustrating components of an example of an ehcoded
message; ‘ '



associated with a certificate; and 5 FIG 9 is a flowhart illustrating

steps in a nethod of associating nessage addresses with certificates in

accordance with at |east one other enbodiment. Detailed Description [0006]
Wth reference to the foregoing exanple, in the case where a 10 nessage is
“to be encrypted and sent to an individual, in certain situations, it my .
be desirable to permt the nessage to be encrypted'usi ng a cértificate-that
does not contain an e-mail address that matches the e-mail address of the

"~ _individual to which the nmessage is to be sent. [0007] Enbodi nents of

systens and net hods are described herein_where 15 nmessage addresses (e.g.
e-mai | addresses) are associated with certificates. Mre specifically,
t hese enbodi nents may be enployed to facilitate the. association of one or
mor e secondaFiG ngskagefielehias Ssstiithg SRl Al aORBitRId oFDars%oEi%hh%fﬂn%%&%e
sel ected by the user of a conputing device (e.qg. devi
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certificates identified by a user of a conputing device, wherein the
met hod conprising the steps of: receiving first input data identifying a

user - sel ect eB gaﬁ{etd bbgggﬁ' Eromthe user of the conputing device, wherein
the 5 user-s ate contains zero or nore primary nessage
addresses  [0006] With reference to the foregoing example, in the case where a

10 message is to be encrypted and sent to an individual, in certain S|tuat|ons it may
be desirable to permlt the message to be encrypted using a certificate that does

not contain an e-mail address that matches the e-man address of the individual to
which the message is to be sent.

[0007] Embodiments of systems and methods are deécribed herein where

15 message addresses (e.g. e-mail addresses) are associated wifh certificates.
More specifically, these embodiments may be employed to facilitate the

“ association of one or more secondary message addresses with each of one or

more certificates selected by the user of a computing device (e.g. a mobile
device). '

.20 [0008] Accordingly, in the example where a message is to be encrypted
using a particular_ certificate and se’nt to an individual, an address mismatch.
would not be detected so long as the message address to which the meééagé is
to be sent matches any of the ‘message addresses associated with the _ce_rﬁﬁcate.
The message addresses that are considered to be associated with the certiﬁcaté

25 include ény- message addresses contained within the cerlificate itself as well as

any secondary message addresses that have been associated -with the
certificate.



associated therewith; receiving second input data identifying one or nore
secondary nessage addresses to be associated with the user-sel ected
certificate; and associating the one or nore secondary nessage addresses
with the user-selected certificate, by saving the one or nore seconddry
-nmessage 10 addresses in a data structure such that the user-sel ected
certificate with which the one or nore secondary nessage addresses are
associated is identifiable; wherein the data structure resides in a secure

* .data store on the conputing device. [.0010) In another broad aspect, the

secondary nessage. addresses are 15 storeg.with the user-selected
certificate in the same data structure, in the secure data store on the
conmputing device. [0011] In another broad aspect, the secure data store on
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di agram £ gﬁ%s %9| a;strugtige such that the user-selected certificate with which
the one or more secondary message addresses are associated is identifiable;

wherein the data structure resides in a secure data store on the computing
device.

[0010] In another broad aspect, the secondary messager addressés are
15 stored with the user-selected certificate in the same data structure in the secure
data store on the computing device.

[0011]  In another broad aspect, the secure data store on.the computing
device is password-protected.

[0012]) In another broad aspect, the computiné device is 2 mobile device.

20 [0013] Some embodiments of the systems and methods described herein
make reference to a mobile device. A mo_biie device is a two-way commu_nibation :
device with advanced data communication capabilities having the capability-to
communicate with other computer systems. A mobile device may also include
the capability for voice communications. Depending on the functionality provided

~ 25 by a mobile device, it may be _ref'erred' to as a data messaging device, a fwo-way
pager, a cellular telephone with data messaging .capabilities, a wireless Internet
appliance, or a data communication device (with or without telephony



exanpl e inmpl enentation is shown generally as 100. Mbbile device 100

conpri ses a nunber of conponents, the controlling conponent being

m croprocessor 102. M croprocessor 102 controls the overall operation of
mobi |l e. 10 device 100. Communi cation functions, including data and voice
~comruni cations, are performed through conmunicati on subsystem 104.

Commruni cation subsystem 104 receives nessages from and sends nessages to a
wireless network 200. In this exanple inplenentation of nobile device 100,
-.communi cation subsystem 104 is configured in accordance with the d obal 15
System for Mbile Communication (GSM andsGeneral Packet Radio Services-
(GPRS) standards. The GSM GPRS wi rel ess network is used worldwde and it is
expected that these standards, will be superseded eventually by Enhanced

Data GSM Encapabilities). ( BDigbilendelibé vesrmmlunidded avitteloBisermaEdiceat th h a
Servi ce (UMI'SR. II(\Ieg/ standards are still being defined, but it is believed
that they wi N¢WSHKRLIBNIGEErStatiaNSs t o t he network behavi our descri bed
*herein, and it will also be understood by persons skilled in the art that
t he i nvent i ck®014]i nt enfie @id theureadgnin uoderstarnding tig strectaredal alsnatilet devies
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specified for GSM GPRS conmuni.cati ons. Wth newer network protocols, these
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A - subsystem 104 receives messages from and sends messages io a wireless
network 200. In this example implementation of mobile device 100,
communication subsystem 104 is configured in accordance with the Global
15 . System for Mobile Communication (GSM) and General Packet Radio Services
- (GPRS) standards. The GSM/GPRS wireless network is used worldwide and it is
expected that these standards wilt be superseded eventually by Enhanced Data
GSM Environment (EDGE) and Universal Mobile Telecommunications Service
(UMTS). New standards are still being defined, but it is believed that they will
20 have similarities to the network behaviour described herein, and it will also be
understood by peréons skilled in the art that the invention is intended to use any
other suitable standards that are developed in the future. The wireless link
connecting communication subsystem 104 with network 200 represents one or
more different Radio Frequency (RF) channels, operating according to defined
25 protocols specified for GSM/GPRS communications. With newer network
protocols, these channels are capable of supporting both circuit switched voice
communications and packet switched data commdnications. '

[0016] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device



networ ks include, but are not limted to, Code Division Miltiple Access
(CDMA) or CDMA2000 networ ks, GSM GPRS networks (as nentioned above), and
future third-generation (3G networks |ike EDGE and UMIS. Sone ol der
exanpl es of data-centric networks include the MbiteXTm Radi o Network and
the DataTACTm 10 Radi o Network. Exanples of ol der voi-ce-centric data
networ ks i nclude Personal Communication Systens (PCS) networks |i ke GSM
and Time Division Miultiple Access (TDMA) systens. [0017) M croprocessor
102 also interacts with additional subsystens such as a Random Access
Menory (RAM 106, .flash nmenory 108, displgy 110, 15 auxili-ary input/out put
(1/0) subsystem 112, serial port 114, keyboard 116, speaker 118, nicrophone
120, short-range communications 122 and other devices 124. [0018] Sone of
t he subsyst etB0,0bthaphirclkesdenetoerkdhayesléo ba assotiated edthi moblleldaiizd 100 in -
functions, whereas, other subsystelr ma)( grovi de .20 "resident" or on-device
jﬁ%ﬁgﬁnl t
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Subscri b |Exagpples qiioldelr piaegentyc siata pebyverks nelude Sevponal
interface Communication Systems (PCS) networks like GSM and Time Division Multiple

‘ Access (TDMA) systems. .
[0017] | Microprocessor 102 also interacts with additional subsystems such

as a Random Access Memory (RAM) 108, flash memory 108, display 110,
156 auxiliary input/output (I/O) subsystem 112, serial port 114, keyboard 1186,

speaker 118, microphone 120, short-range communications 122 and other
devices 124.

| [0018] Some of the subsystems of mobile device 100 perform

~ communication-related fuhctions,_ whereas other subsystems may provide

20 ‘“resident” or on-device functions: By way of example, display 110 and keyboard

| 116 may be used for both communication-related functions, such as entering a
fext message for transmission over network 200, and device-resident functions

such as a calculator or task list. Operating system software used by

microprocessor 102 is typically stored in a persistent store such as flash memdry

25 108, which rhay alternatively be a read-only memory (ROM) or sim’il'ar storagé'

element (not shown). Those-skilled in the art will appreciate that the operating

system, specific device applications, or parts thereof, may be temporarily loaded

into a volatile store such as RAM 106.



128 in order to comuni cate with a network. SIM 126 is one type of a
conventional "smart card" used to identify a subscriber of nobile device
100 and to personalize the nobile device 100, anong other things. Wthout
'SIM 126, nobile device 100 is not fully operational for commurication with .
“network 200. 10 By ‘inserting SIM 126 into SIMinterface 128, a subscriber
can access all subscribed services. Services could include: web browsing
and nmessagi ng such as e-nail, voice mail, Short Message Service (SMs), and
.Multinmedia Messaging Services (MV5). Nbre advanced services may i ncl.ude:
point of .sale, field service and.sales jp[ce automation. SIM 126 incl udes
a processor and nenory 15 for storing information. Once SIM 126 is inserted
in SiIMinterface 128, it is 'coupled to microprocessor 102. In order to

i dentify thgogidiscri banebifd Nbvidé wmmav @éndi%rr‘iﬁ (é2BlvePEsAMintiatiol Wighals an
Internatlonal Mobil e Subscriber Identity (IMSI). An advantage of using SIM
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-of i nterest dsce-mail)votod weil, ShokMessage Service (SMS), and Multimedia Messagmg
' ‘ Services (MMS). More advanced services may include: point of sale, field
service and sales force automation. SIM 126 includes a processor and memory
16 for storing informat_ion._ Once SIM 126 is inserted in SIM interface 128, it is
coupled to microprocessor 102. In order to identify the subscriber; SIM 126
contains some user parameters such as an International Mobile Subscriber
ldentity (IMSI). An advantagé of using SIM 126 is that a subscriber is not
necessarily bound by any single physical mobile device. SIM 126 may store
20 additional subscriber information for a mobile device as well, including datebook

(or calendar) information and recent call information.

[0020] = Mobile device 100 is a battery-powered device and includes a
battery interface 132 for receiving one or more rechargeable bafteries 130.
‘Battery interface 132 is coupled to a regulator (not shown), which assists battery

25 130 in providing power V+ to mobile device 100. Although current technology
makes use of a battery, future technologies such as micro fuel ce!ls may prov:de
the power to mobile device 100. ‘

[0021] Microprocéssor 102, in addition to its operating system functions,
enables execution of sofiware applications on mobile device 100. A set of



as, but not limted to, e-mail, calendar events, voice nmails, appointnents,

and task itens. A PIMapplication has the ability to send and receive data

itenms via wreless network 200. PIMdata itens may be seanl essly

‘integrated synchronized, and updated via wireless network 200 with the

-nobi | e device 10 subscriber's corresponding data itens stored and/ or

associated with a host conputer system This functionality creates a

mrrored host conputer on nobile device 100 with respect to such itens.

~ This can be particularly advantageous where the host conputer systemis
the nobile. device subscriber's office .ggnputer system 15 [0022] -~

Addi tional applications may al so be | oaded onto nobile device 100 through

network 200, auxiliary 1/0 subsystem 112, serial port 114, short-range
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dewce 100 with respect to such |tems This can be particularly advantageous

where the host computer system is the mobile device subscriber's office
computer system.

15 [0022] Additional applications may also be loaded onto mobile device 100
through network 200, auxiliary /O subsystem 112, serial port 114, short-range
communications subsystem 122, or any other suitable subsystem 124. This
flexibility in application instaliation increases the functionality of mobile device
100 and may provide enhanced on-device functions, communication-related

20 functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be

| performeq using mobi!e device 100, |

[0023] Serial port 114 enables a subscriber to set preferences thréUgh an
external device or software application and extends the capabilitiesAof mobile
25 device 100 by providing for info;mation or software downloads to mobile device
100 other than through a wireless communication network. The alternate
download path may, for example, be used to load an encryption key onto mobile
device 100 through a direct and thus reliable and trusted connection to provide
secure device communication, . |



standards devel oped by the Infrared Data Association (lIrDA),, Bluetooth,
and the 802.11 famly of standards devel oped by I EEE. [0026] In use, a
recei ved signal such as a text nessage, an e-mail nessage, or web page
downl oad wi Il be processed by communication 10 subsystem 104 and input to
-m croprocessor 102." M croprocessor 102 wll then process the received
signal for output to display | 10 or alternatively to auxiliary 1/0
subsystem 112: A subscriber may al so conpose data itens, such as e-nail
~nmessages, for exanple, using keyboard 116 in conjunction with display 110
and possibly auxiliary 1/0 subsystem 112g _Auxiliary subsystem 112 may

I ncl ude 15 devices such -as: a touch screen, nouse, track ball, infrared
fingerprint detector, or a roller wheel with dynani c buttonpressing

capability. pgegipard lsmnrt-sa@ga FoptranniaBlicrs KeuboptemandLor peviddzongort ype
keypad. A conposed item na e transmtted over network 200 through
.conmuni cat i o¥PBAMESIEatiem Q@Weeﬂd@gblle rtsviceo @@ anshreifierent: syyiemst ele devisesy |
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audi o 1/0_subsysteps,. such-as a voi ce rressa recordi ng subsystem ma

al so be i¥pl RuBiEatian b EXeMples & shert gf‘%uﬁﬂmm}m' 108 f o inGledeal
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-al so be used t ona ormati on suc i dentity o
~calling part§Q2. dﬂlrf@zmﬂymfe!fandarﬁtﬁ developad bylEREher voice call.rel ated
information. [0027] Referring nowto FIG 2, a block diagram of the
conmuni cat i 0[002§ﬂlbsystIarmserrrmmemwé:ﬂ)élslglhalFb@h lad & ddadwmes€agaumnc atmaih

subsystem 104 -10 co r ses a rec 50,..,a, transmtt 152, one or.nore
onbedded or TEEEoS Ot it nands chawRbadoil Sbe Plarasean d | CronanCRLgy

. 158, andtg péws%ﬁérﬁmomaﬁallu@ptﬂ%hnmmaegédraioz& qmaﬂopPéc%%ésqoz(mRheAGO
.[0028] The particul ar design comuni cati on subsystem 1

process the received S|gnal for output to display 110 or alternattveiy to auxiliary
/O subsystem 112. A subscriber may also compose data items, such as e-mail
messages, for example, using keyboard 116 in conjunction with display 110 and
possibly auxiliary /O subsystem 112. Auxiliary subsystem- 112 may include

15 devices such as: a touch screen, mouse, track ball, infrared fingerprint detector,
or a roller wheel with dynamic button .préssing capability. Keyboard 116 is an
alphanumeric keyboard and/or telephone-type keypad. A composed item may

be transmitted over network 200 through communication subsystem 104.

[0026] For voice communications, the overall operation of mobile device
20 100 is substantially similar, except that the received signals would be output to
speaker 118, and signals for transmission would be generated by microphone
_120. Alternative voice or audio /O subsystems, such as a voice message
recording subsystem, may also be impiemented on mobile device 100. Although
-voice or audio signal output is accomplished primarily through speaker 118,
25 display 110 may also be used to provide additional information such as the

identity of a calling party, duration of a voicelcall, or other voice céll_related
information. ' ' |

[0027] Referring now to FIG. 2, a block diagram of the communication
subsystem component 104 of FIG. 1 is shown. Communication subsystem 104 -



5 dependent upon the network 200 in which nobile device 100 is intended to

operate, thus it should be understood that the design illustrated in FIG 2
serves only as one exanple. Signals received by antenna 154 through

" network 200 are input to receiver 150, which may perform such common

~receiver. functions as signal anplification, frequency down conversion,

filtering, channel selection, and 10 anal og-to-digital (A/ D) conversion

Al D conversion of a received signal allows nore conplex comrunication

~._functions such as denodul ati on and decoding to be perforned in DSP 160. In

a simlar manner, signals to be transni ttgo are - processed, including
nmodul ation and encodl ng, by DSP 160. These DSP- processed signals are input
to transmtter 152 for digital-to-analog (D/A) 15 conversion, frequency up

conversi on, ¢amhpaséde. reasivki ﬂssaé it@msaiter 150 IHeSSI fibre @hﬂieda@t:lwsmhte%ﬂai via
antenna 156. DS.P 166 not only processes communi cation signals, but also

provi des f or2hiepBAvelemands t1%nsHht. t kocal oRseibatore-dk-Osk s1G8, eand e ProReEssing

lied I dt tt 152
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nobi | e device 100 and network 200. A RF channel is a limted resource that

nust be consep&idte, thypiilehawd badinderstped thatithe design Husirategdn dilSdersanves
0
sty opZhl U oRomiRE SBrdR eEs Al by, SH8A% AR TRR I B 206 51

only when i tinpst $endceiget d5ﬁewmmknﬁ9’0pendrm sucht denmlonerdcalvee dunétforisoas
conserve resources ' receiver 150 is periodically turned off to

conserve pomﬁ'gnﬁh?mlpﬁ(ggt{% elHeRcY dowacanyersien filesing, chamsl selactan(and at
B Lo 190, S guaiagd B0P e Sorl B3 coFEL A 8 ¥ L s o
network 200 mrqomem@mumaMmﬁu@bons sgoh. as\,ﬁb:mlodumnmdldecodmg to
communi cat esbé‘” [}é}foqn{é%dﬁl 6%% %éh' A ¥\48"%h§|5 ﬁ'na'?\%te\{\%lgnais to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to fransmitter 152 for digital-to-analog (D/A)

16 conversion, frequency up conversian, filtering, amplification and transmission
over network 200 via antenna 156. DSP 160 not only processes communication
signals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in receiver 150 and transmitter 152 may

be adaptively controlleq through automatic gain control algorithms implemented
20 in DSP 160.

[0029] The wireless link between mobile device 100 and a network 200
r_nay contain one or more different channels, typically different RF channels, and
associated protocols used between mobile device 100 and network 200, A RF
channel is a limited resource that must be conserved, typically due fo limits in
25 overall bandwidth and {imited battery power of mobile device 100. |

[0030] When mobile device 100 is fully. operational, transmitter 152 is
typically keyed or turned on only when it is sending to network 200 and is
otherwise turned off to conserve resources. Similarly, receiver 150 is periodically



200. In the exanple inplenentation. of FIG 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and d obal Systens for
Mobile (GSM technol ogi es. Node 202 includes a base station controller
(BSC) 204 with an associ'ated tower station 206, a Packet Control Unit
+(PCU) 208 10 added for GPRS support in GSM a Mobile Switching Center (MSC)
210, a Honme Location Register (HLR) 212, a Visitor Location Registry
(VLR). 214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support
~ .Node (GGSN) 218, and a Dynami c Host Configuration Protocol (DHCP) 220.

This list of conponents is not mneant tosge an exhaustive l.ist of the
components of every 15 node 202 within a GSM GPRS network, but rather a
list of components that are corrm)nly used in com‘rum cations through

net work 200 ﬁ@’é i&ﬁ% AiLoMrfartht@adit 0 a
| andl i ne nettl\J/\r/([')\%Bs&}sBdc 8@[9 tc eegije%et % @ wor k ( PSTN) Ot22 to
satisfy cirapiall) duﬁmg:kiesignatqadltrrmatlsds.The connectlon t hrough PCU 208, SGSN
20 216 and GGSN 218 to the public or private network (Internet) 224 (al so

referred tqobs1ein geeeaingynew o BIGI Hda kdokodikgrant rofist node wied wireless
represents the data path for GPRS capabl e nobi I& devices. In a GSMn (fztwork
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transcei ver equi prent. fixed transceiver equi pment. provides wirele
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, Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
'GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN)
218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant fo he an exhaustive list of the components of every
16 node 202 within a GSM/GPRS network, but rather a list of components that are
commonly used in communications through network 200.

[0032] In a GSM network, MSC 210 is coupled to BSC 204 and to a
tandline network, such as a Public Switched Telephone Network (PSTN) 222 to

~ satisfy circuit switched reqﬁirements. The connection through PCU 208, SGSN

" 20 216 and GGSN 218 to the public or private hetwork (Internet) 224 (also referred

to herein generally as a shared network infrastructure) represents the data path
for GPRS capable mobile devices. In a GSM network extended with GPRS
capabilities, BSC 204 also contains a Packet Control Unit (PCU) 208 that
connects to SGSN 216 to control segmentation, radio channel aflocation and to

25 satisfy packet switched requirements. To track moblle device location and
availability for both circuit switched and packet sw[tched management, HLR 212
is shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210.



via station 206. The fixed transceiver equi pnent normally perfornms such
functions as nodul ati on and possi bly encodi ng and/ or encryption of signals
to be transmtted to the nobile device in accordance with particul ar,
~usual ly predeternined, conmunication protocols and paraneters, under
-control of its 10 controller. The fixed transceiver equipnent sinmlarly
denodul at'es and possi bly decodes and decrypts, if necessary, any

comuni cation signals received from nobile device 100 within its cell

. Comuni cation protocols and paraneters may vary between different nodes.

For exanple, one node may enploy a differgnt nodulation scheme and operate
at different frequencies than other nodes. 16 [0034] For all npbile devices
100 registered with a specific network, pernmanent configuration data such

as a user pr ;mfoeta]a i's sgfaKied 208 xkﬂaFf)&haradﬂeBive%%nahS@tﬁﬁwﬁ QOG%nHCB@G'Z@Q

I nformati on tTor each registered bile device and can be queried t
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- servi ces canfunetiops ammtm:ﬂ.alaﬁiamaihdtqabesibtyesrpmdm amdr‘es epqyphon ol eighalsetot here

‘requiring less us c utin our ces. 0 SGSN, 216 and GGSN 2
are el enent st rg@g@ﬁt G%% 8rt SViGRanBl PR esWithe hRRrtigwen éﬁHE@Yt

W thin GSM ﬁ@@t@rﬂrﬁné’d‘dc&ﬁﬁl@ﬂ@aﬁ&%rd@%&s Selrﬁi‘ bﬁfarﬁ@b@?@”ﬁh%ﬂ béht?& 8?‘ i n

wirel ess network 200 by keeping trac | ocati on of each
devi ce 100. gorsmrzl'ﬂweaﬁw jransoeiner sqaipmeang simiaity damodalalea@@ésisoasahivr ol

| 'I:g:mceigt ?otn;aéméﬁﬁd H&tc\/%%hﬁ:t% @tneg%@%ﬁe%nﬁ i @&E@lcghﬁﬁ%ﬁ&ﬁé!%@gélogd from

mobile dewce 100 within its cell. Communication protocols and parameters may
vary between different nodes. For example, one node may employ a different
modulation scheme and operate at different frequencies than other nodes.

16  [0034] For all mobile devices 100 registered with a specific network,
pérmanent configuration data such as a user profile is stored in HLR 212. HLR
1212 also contains location information for each registered mobile device and can
be queried fo determine the current location of a mobile device. MSC 210 is
responsible for a group of jocation areas and stores the data of the mobile
20 -devices currently in its area of responsibility in VLR 214. Further VLR 214 al’éo
contains information on mobile devices that are visiting other networks. - The
information in VLR 214 includes part of the permanent mobile device data
transmitted from HLR 212 to VLR 214 for faster access. By moving additional
information from a remote HLR 212 node to VLR 214, the amount of traffic
25 between these nodes can be reduced so that voice and data services can be

prbvided with faster response times and at the same time requiring less use of
computing resources. '

- [0035]  SGSN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM.. SGSN 216 and MSC 210



5 connects to one or nore SGSN s 216 via an Internet Protocol (1P) backbone
networ k operated within the network 200. During nornal operations, a given
mobi | e device 100 nust performa "GPRS Attach" to acquire an | P address and
"to access data services. This requirenent is not present in circuit '
~Sswi tched voice channels as Integrated Services Digital Network (ISDN)

addresses are used for 10 routing incom ng and outgoing calls. Currently,
all GPRS capabl e networks use private, dynam cally assigned | P addresses,

- thus requiring a DHCP server 220 connected to the GGSN 218. There are many

nmechani sms for dynamic IP assignnent, i uding using a conbination of a
Renote Authentication Dial-In User Service (RADI US) server and DHCP
server. Once the GPRS Attach is 15 conplete, a logi-cal connection is

establ i shed fﬁé%hlﬁ?%éﬁbr@whﬁ& M%ﬂm J.n’fﬂéleggfhetv?&lé 2By kad ﬁgﬁ%&léf fh(é an
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must be aSSIm’@ﬁeberﬁm QonfBEForNaitR N ex{gpRall fa@%’t‘ CRFitcHYY GRMBiks and
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been aut dor et tg e %@Qﬁpl\sﬁﬁN @@1@01«1@. aerlaternet Beotereti (1B} bagkbene
| nt t d h
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unnel” 1's"crea IC'is
exchanged wi triobile sieama‘f@i) hitisp pekfets alSERESAagh™ abaamjuirehan [l aiddbess and

supported in |.P pa Thi s,_.includes tunneling nmethods such as | P over
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Packet Data Protocol Contexts a here are a'limte nber of
t hese aviPl atﬂtémcnnccpmlngeand)putgoiﬂg calim). Cmamﬂx,u all &P RS eaphblehretRDiks use

Sontext = e, Apalely BiohRe, . BodieBEhe Pl RS oEE SubPazn
using its PDEokiuviextio theeGHEN @18 exTh@enahe nidl hesoha@ibms for dynamic IP
assignment, including using a combination of a Remote Authentication Dial-In
User Service (RADIUS) server and DHCP server. Once the GPRS Attach is
156 complete, a logical connection is established from a mobile device '100, through
PCU 208, and SGSN 216 to an Access Point Node (APN) within GGSN 218.
The APN represents a logical end of an IP tunnel that can either access direct
Internet compatible services or private network connections. The APN also
represenis a security n_'lechanism for network 200, insofar as each mobile device
20 100 must be assigned to one or more APNs and mobile devices 100 cannot
exchange data without first p'erfofming a GPRS Attach to an APN that it has heen
authorized to use. The APN may be considered to be simiiar to an Internet -
domain name such as “myconnectioh..wiréless.com".

[0036] - Once the GPRS Aftach is complete, a tunnel is created and all
25 ftraffic is exchanged within standard IP packets using any protocol that can be
supported in IP packets This includes tunneling methods such as P over IP as
in the case W|th some [PSecurity (IPsec) connections used with Virtual Pr:vate
Networks (VPN). These tunnels are also referred to as Packet Data Protocol
(PDP) Contexts and there are a limited number of these available in the nétwork



and the IP address returned to the | P address pool managed by DHCP server

5 220. [0037] Referring nowto FIG 4, a block diagramillustrating
conponents of a host systemin one exanple configuration is showm. Host
system 250 will typically be a corporate office or other |ocal area
-network (LAN), but may instead be a hone office conputer or some other
private system for exanple, in variant 10 inplenentations. In this exanple
shown in FIG 4, host system 250 is depicted as a LAN of an organi zation

~..to which a user of nobile device 100 bel ongs. [0038] LAN 250 conprises a

nunber of network conponents connected toyg each other by LAN connections
260. For instance, auser's desktop conputing device ("desktop conmputer")
262a with an acconpanying cradle 264 for the 15 user's nobile device 100 'is

situated on 200N 20Gnafinigl ese6ftheaPDPIbHtextdenéinRdrk 200 Wil S idietipleddoit 0
conmputer 262a by a serial or a Universal Serial Bus (USB) connection, for

exanpl e. Ot herclu &P deppiaielosdotepming & thees st sk af aivity.AVMD, 2 anebilsach
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bet ween bi éﬁ devi ce 100 and LAN 250) from user conputer 262a to nobile
devi ce 109, %) may be particularly useful for bulk information updates
.often perfornmed. .in initializing nobile device 100 for use, The information
downl oaded tQ03fdbi | e Relgreeg et 9e1G.ifo1a.bleck diagramciliusiatingespriponends of

exchange of EPRAUSHeRoRTHR RAERERS oA ! Gy SIOBLLAR 7950 iy

t
user's desktop co e € user s nobrle device 100 nmay also
referred to ppiciiyde arcormiratenoffit® @8 9thedrtlovall dred eetwodte(LaN) pbuinap enstend

skilled in the t th user conputers 262a,.262b will typically, be also
connect ed 't og‘at%aﬁ?mse?afﬁﬁ%spanpugﬁ)fé&ﬂe Rﬁlerée(wﬁtecﬁyst% foReXamPIe| B vapiant
- Further mge, irfpileihehtatittRet Intthid kAPl SRPRISRIS. &f hééi'\é,ﬁﬁﬁnam i8 tel
FIG 4 for ease of exposition, and it wll be understood by person

skill ed in 't B8 ad-ANtai 4N arpanizgtionia whishnpuserofzddbile devite 100rhstongs. s. not
explicitly shown in FIG 4, for this exanple configuration. Mre

: [0038] LAN 250 comprises a number of network components connecied to

each other by LAN connections 260. For instance, a user's deskiop computing
device (“deskiop computer”) 262a with an accompanying cradle 264 for the

16 user's mobile device 100 is situated on LAN 250. Cradie 264 for mobile device
100 may be coupled to computer 262a by a serial or a Universal Serial Bus
(USB) connection, for example. Other user computers 262b are also situated on
LAN 250, and each may or may not be equipped with an accompanying cradie
264 for a mobile device. Cradle 264 facilitates the loading of information (e.g.

20 PIM data, private symmetric encryption keys to facilitate secure communications
between mobile device 100 and LAN 250) from user computer 262a to mobile
device 100, and may be particularly useful for bulk information updates often
performed in initializing mobile de_vice 100 for use. The information downloaded
to mobile device 100 may include certificates used in the exchange of messages.

25 The process of dowhloading information from a user's desktop computer 262a to
the user's maobile device 100 may also be referre_d_ to as synchronization.

[0039] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be aiso connected to other peripheral devices
not explicitly shown in FIG. 4. Furthermore, only a subset of network



generally, LAN 250 may represent a smaller part of a |larger network [not
shown] 5 of the organization, and nmay conprise different conponents and/or
be arranged in different topologies than that shown in the exanple of FIG
4. [0040] In this exanple, nobile device 100 conmuni cates with LAN 250
“through a node 202 of wireless network 200 -and a shared network’

I nfrastructure 224 such as a service provider network or the public
Internet. Access to LAN 10 250 nmay be provided through one or nore routers.

~ .[not.shown], and conputing devices of LAN 250 nay- operate from behind a

firewal | or proxy. server 266. .[0041] In 8. variant inplenmentation, LAN 250
conprises a wreless VPN r out er [not shown] to facilitate data exchange
bet ween the LAN 250 and nobile device 100. The concept of a w reless VPN

router is newOmbdneﬁts%frm@%o'é‘réW tﬁlwdfbﬁeéé@afékﬁésu%% dGORAIeEd | on

can be established directly through a specific wreless network to nobile
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I ntended for _a user of nobile device 100 are initial recei ved by a
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network, or froma different conputing device or other device capabl e of

sendi ng [0041] In a variant implementation, LAN 250 comprises a wireless VPN
router [not shown] to facilitate data exchange betwéen the LAN 250 and mobile
device 100. The concept of a wireless VPN router is new in the wireless industry

15 and implies that a VPN connection can be established directly through a specific
wireless network to mobile device 100.. The possibility of using a wireless VPN
router has only recently been available and could be used when the new Internet
Protocol (IP} Version 6 (IPV8) arrives into IP-based wireless networks. This new

~ protocol will provide enough IP addresses to dedicate an IP address to every
20 mobile device, making it possible to bush information to a mobile device at any
| time. An advantage of using a wireless VPN router is that it could be an off-the-
shelf VPN component, not requiring a separate wireless gateway and separate‘
wireless infrastructure to be used. A VPN connection would preferably be a
Transmission Control Protocol (TCP)YIP or User Datagram Protocol (UDP)IIP

25 connection to deliver the messages directly to mobile device 100 in this variant
implementation.

[0'042] Messages infended for a user of mobile device 106 are initially
received by a message server 268 of LAN 250. Such messages may originate

from any of a number of sources. For instance, a message may have been sent



messages, via the shared network infrastructure 224, and possibly through
an 5 application service provider (ASP) or Internet service provider (ISP)
for exanple. [0043] Message server 268 typically acts as the prinmary
interface for the exchange of nessages, particularly e-mail messages,

“wi thin the organization and over the shared network infrastructure 224.
Each user in the organi zation that -‘has been set up to send and receive
nmessages is typically associated with a user 10 account managed by nessage
~server 268. One exanple of a nessage server 268 is a Mcrosoft Exchange TM
Server, In sone inplenmentations, LAN 2591gay conprise multiple nmessage
servers 268. Message server 268 may al so adapted to provide additional
functions, beyond nessage nmnanagenent, including t he managenent of data
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‘ ompnse nd ple ‘message serve . Message server 268 may also be
adapted to provide additional functions beyond message management, including

the management of data associated with calendars and task lists, for example.

15 . [0044] When messages are received by message server 268, they are
typically stored in a message store tnot explicitly shown], from which messages
can be subsequently retrieved and delivered to users. For instance, an e-mail
client application operating on a uséer's computer 262a may request the e-mail
messages associated with that user's account stored on message server 268.

20 These messages w_ouid then typically be retrieved from message server 268 and
stored locally on cbmputer 262a.

[0045] A When operating mobile device 100, the user may wish to have e-
mail messages retrieved for delivery to the handheld. An e-mai client application
operating on mobile device 100 may also request messages éssociated with the
25 user's account from message server 268. The e-mail client may be configured
(either by the user or by an administrator, possibly in accordance with an
organization's information technology (IT) policy} to make this request at the
direction of the user, at some pre-deﬂned time interval, or upon the occurrence of



recei ved by nessage server 268. 5 [0046] To facilitate the wireless

comuni cati on of nessages and nessage-rel ated data between nobil e device
100 and conponents of LAN 250, a nunber of wireless conmunications support
conponents 270 may be provided. |In this exanple inplenmentation, wireless

- communi cati ons support conponents 270 conprise a nmessage mehagement server
272, for exanple. Message 10 managenent server 272 is used to specifically
provi de support for the nmanagenment of nessages, such as e-mmil nessages,

" that are to be handled by nobile devices. Cenerally, while nessages are

still stored on nessage server 268, nessage nmnagenment server 272 can be
used to control when, if, and how nessages should be sent to nobile device
100. Message nmnagenent server 15 272 also facilitates the handling of

nessages congesrd pre-denhéd cevigiti Canl88ne mlbleh\e%wno?@.ntmbeué@w R N§T
268 for subsequent delivery. [0047] For exanple, nessage nmanagenent server
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i ncl ude whet eanagsment afanessages) strely as e-mail messages, that are to be handied by
mobile devices. Generally, while messages are still stored on message server

268, message management server 272 can be used to control when, if, and how

messages should be sent to mobile device 100. Message management server

16 _ 272 also facilitates the handiing of messages composed on mobile device 100,

which are sent to message server 268 for subisequent delivery.

[0047] _ For example, message management server 272 may: monitor the
user's “mailbox” (e.g. the message store associated with the user's account on
message server 268) for new e-mail messages; apply user-definable filters to

20 new messages to determine if and how the messages will be relayed to the
user's mobile device 100; compress and encrypt new messages (e.g. using an
encryption technique such as Data Encryption Standard (DES) or Triple DES)
and push them to mobile device 100 via the shared network infrastructure 224
and wireless network 200; and receive messages composed on mobile device

25 '100 (e.g. 'encrypted using Triple DES), decrypt and deécompress the composed
messages, re-format the composed messages If desired so that they will appear
to have originated from the user's computer 262a and re-route the composed
messages to message server 268 for delivery.



5 receive encrypted and/or signed nessages, mninmum encryption key sizes,
whet her out goi ng nessages mnmust be encrypted and/ or signed, and whet her
copies of all secure nessages sent from nobile device 100 are to be sent to
‘a pre-defined copy address, for exanple. [0049] Message nmnagenent serveér
»272 may al so be adapted to provide 10 other control functions, such as
only pushing certain nmessage information or pre- defined portions (e.g.

"bl ocks") of a.nmessage stored on nessage server 268 to nobile device. 100.

- For exanple, when a nessage is initially retrieved by nobile device 100

from message server 268, nessage managemejy _server- 272 is .adapted to push
only the first part of a nessage to nobile device 100, with the 15 part
being of a pre-defined size (e.g. 2 KB). The user can then request nore of

t he nmessage,[o0dgpe del CagsiAProfesiblior estHitAGs BEhdted WithEseaesydRMagsreNt
server 272 to nobile device 100, possi blé‘up to a maxi mum pre-defined
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Ext ensi ons defined portions (e.g. “blocks") of a message stored on message server 268 to

mobile device 100. For example, when a message is initially retrieved by mobile
device 100 from message server 268, message management server 272 is
adapted to push only the first part of a message to mobile device 100, with the
15 part being of a pre-defined size (e.g. 2 KB). The user can then request more of
the message, to be delivered in similar-sized blocks by message management

server 272 to mobile device 100, possib'ly up to a maximum pre-defined message
size.

[0050] Accordingly, message management server 272 facilitates better.
20 control over the type of data and the amount of data that is communicated to

mobile device 100, and can help to minimize potential waste of bandwidth or
other resources. ' '

[0051] it will be understood by persons skilled in the art that message
management server 272 need not be implemented on a separate physical server
25 in LAN 250 or other network. For example, some or ail of the functions
associated ' with message management server 272 may be integrated with
message server 268, or some other server in LAN 250. Funhermbre, LAN 250
may comprise multipie message management servers 272, particularly in variant
implementations where a large number of mobile devices need to be supported.



5 (M ME) body parts may be used to define the format of a typical e-nail
message not requiring encoding, Secure/MME (S/M ME), a version of the
M ME protocol, may be used in the communication of encoded messages (i.e
in secure messaging applications). S/MME enables end-to-end
-authentication and- confidentiality, and provides data integrity and
privacy fromthe tine an originator 10 of a nmessage sends a message unti |
it is decoded and read by the nessage recipient. OGther known standards and
. _protocols may be enployed to facilitate secure nmessage conmunication, such
as Pretty Good Privacy'" (PGP), and varignts of PGP such as OpenPGP for
exanpl e, and others known in the art. [0063] Secure nessaging proto cols
such as SSMME rely on public and 15 private encryption keys to provide

confi denti afdgsejand i i €gs iekemplig embaditents of tkeysystémesdaseribed ene(@if,) to
comuni cate information that provides authentication and authorization.
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key. The decrypted session key can then be used to decrypt the nmessage
. body.. TH&® mefshiessagdsendsya vaessage unt-it is depeded )arxdheeapbbvﬂbmraessage

~.encryption e h I
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variant inplsecard ahészage tomewvarication, eauch e PiettyeGoasePrivacy™ 1aP), and
' variants of PGP such as OpenPGP for ex'ample, and others known in the art.

{0053] Secure messaging protocols such as S/MIME rely on public and
15  private encryption keys to provide confidentiality and integrity, and on a Public
Key Infrastructure (PKI) to communicate information that provides authentication
and authorization. Data encrypted usAing a private key of a private key/public key
pair can only be decrypted using the corresponding public key of the pair, and
vice-veréa. It is intended that private key information never be made public,
20 -whereas public key inférmatio_n is to be shared. '

[0054] For éxample. if a sender wishes to send a message to a recipient in
enérypted form, the recipient's public key is used to encrypt a message, which
can then be decrypted only uéing_thé recipient's private key. Aiternatively, in
some encoding techniques, a one-time session key is.gen'erated and used to
25 encrypt the body of a message, typically with a symmeétric encryption technique
(e.g. Triple DES). The session key is then encrypted using the recipient's public
key (e.g. with a public key encryption algorithm étjch as RSA), which can then be
decrypted only using the recipient’s private key. The decrypted session key can
‘then be used to decrypt the message body. The message header may be used



recipient's private key nmay be used to facilitate successful decryption of
the 5 nessage, and in this way, the confidentiality of messages can be

mai ntai ned. [0055] As a further exanple, a sender may sign a nmessage using
‘a digital signature.” A digital signature is a digest of the nessage (e.g.
-a hash of the nessage) encoded using the sender's private key, which can
then be appended to the outgoing nessage. To verify the digital signature
of the nessage. when 10 received, the recipient uses the sanme technique as
“the sender (e.g. using the sanme standard hash algorithm to obtain a

di gest of the received. message. The regppient al'so uses the sender's
public key to decode the digital signature, in order to obtain what shoul d
be a matching digest for the received nessage. If -the digests of the .
recei ved megsagechy thetndmdutay eh&»yﬁnéhlm&h% kﬂatmasﬁ Béruééﬂietol@eﬁﬁﬁﬁﬁﬁé
content was changed durlng transport and/or the nmessage did not originate
fromthe senmsa@ﬁos@ﬂpﬂmﬂafymw! tegbnigsied Basedven |prh‘aﬁ<Bbr¢fyFﬂpgfﬂmy may
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authority. recipient also uses the sender's public key to decode the digital signature, in
“order to obtain what should be a matching digest for the received message. f
the digests of the received message do not match, this _suggesté that either the
15 message content was changed during transport and/or the message did not
originate from the sender whose public key was used for verification. Digital
sighature algorithms are desighed in. such a way that only someone with
" knowledge of the sender’s private key should be abie to encode a signature that
the recipient will decode correctly using the sender's public key. Therefore, by
.20 verifying a digital signature in this way, authentication of the sender and message
integrity can be maintained. ‘

[0056] . An encoded message may be encrypted, signed, or both encrypted |
and signed. With respect to cerfain secure messaging protocols such as
S/MIME, the authenticity of public keys used in these operations is validated
25 using certificates. A certificate is a digital document issued by a certificate
-authority (CA). Certificates are used to authenticate the association between
users and their public keys, and essentially, provides a level of trust in the
authenticity of the users’ public keys. Certificates contain information about the
certificate holder, with certificate contents typically formatted-‘in accordance with



[ 0057] In PGP-based systens, a PGP key. is used, which is like an S/ MM
certificate in that it contains public information including a public key
and 5 information on the key hol der or owner. Unlike S/MME certificates,
however, PGP keys are not generally issued By a certificate authorlty, and
“the Ievel of trust -in the authenticity of a PGP key typically requires
verifying that a trusted individual has vouched for the authenticity of a
gi ven PGP key. [0058] For the purposes of the specification and in the
. claims, the term 10 "certificate" is used generally to describe a

construct. used to provide public keys f ey encoding and decodi ng nessages
and i nformati on on the key hol der, and nmay be deened to include what is
generally known as a "PGP key" and other similar constructs. [0059]
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between a trusted CA and a user's public key can be represented by a

series of ‘retcmts'@?l cert Fot ¢ @RrpesOof flectpasiidaionsand 48 the fdlgiaise th&€derm
chain. The certificate chain can be followed to deternine the val i d|ty of a

certificaPe. “qentifipEte’Herusedsgenarally tndesmsibexa ppnelred used; toareviderublig eys

shown in FI'Gg5 encoding and decoding messages and information on the key holder, and

may be deemed to include what is generally known as a “PGP key"” and other
similar constructs.

[0059]' Consider FIG. 5, in which an exarhple certificate chain 300 is

15 shown. Certificate 310 issued to “John Smith” is an example of a certificate
issued to an individual, which may be referred to as an end entity certificate. End
entity certificate 3;10 typically identifies the certificate holder 312 (i.e. John Smith
in thls example) and the issuer of the certifi cate 314, and includes a digital
signature of the issuer 316 and the cettificate holder's public key 318. Certificate

20 310 will also typically include other information and atiributes that identify the
certificate holder (e.g. e-mail address, organization name, organizational unit
name, Idcation, etc.). When the individual composes a message to be sent to -a
recipient, it is customary to include that individual's certificate 310 with the
message.

25 [0060] For a public key to be trusted, its issuing. organization must be
trusted. The relationship between a trusted CA and a user's public key can be

represented by a series of related cerfificates, also referred to as a certificate



the recipient of a nessage purported to be sent by John Smith may wish to
verify 5 the trust status of certificate 310 attached to the received
nessage. To verify the trust status of certificate 310 on a recipient's
conputing device (e.g. conput er '262a of FIG 4) for exanple, the
~certificate 320 of issuer ABC is obtained, -and used to verify that
certificate 310 was i ndeed signed by issuer ABC. Certificate 320 may

al ready be stored in a certificate store on the conputing device, or it 10:
may need to be retrieved froma certificate store or source (e.qg. LDAP
server 284 of FIG 4 or sone.other publim or prlvate LDAP server).
certificate 320 is already stored in the recipient's conputing deV|ce and
the certificate has been designated as trusted by the recipient, then
certificate @idini s Theneerificatd tlaibecart rhes fellbweidnée determine nibiet galidityt of ed,
trusted certlflgate 15 [0062] However, in the exanple. shown in FIG 5,
“certificate @HIERey 50 required to verify the trust status of certificate
310. Certificate 330 is self-signed, and is referred to as "r oot
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revocati on stat or example rectory AccessS Protoco
(LDAP) ser vedesngnated as frusted by the recipient, then certifi cate 310 is considered to be

trusted since it chains to a stored, trusted certificate.

15 [0062] However, in the example. shown in FIG. 5, certificate 330 is also
required to verify the trust status of certificate 310. Certificate 330 is self-signed,
and is referred to as a “root certificate”. Accordingly, certiﬁdafe 320 may be

referred to as an “intermediate certificate” in certificate chain 300; any given
~ certificate chain to a root certificate, assuming a chain to the root certificate can.
© 20 be determined for a particular end ehtity certificate, may contain zero, one, or
multiple intermediate certificates. If certificate 330 is a root certificate issued by a
trusted source (from a large certificate authority such as Verisign or Entrust, for |
example), then certificate 310 may be considered to be trusted since it chains to
a trusted certificate. The implication is that both the sender and the recipient of

25 the message trust the source of the root certificate 330. If a certificate cannot be
chained to .a trusted certiﬁc'ate,' the certificate may be considered to be “not
trusted”. ' '

[0063] Certificate servers store information aboﬁt'certiﬁcates and lists
identifying certificates that have been revoked. These certificate servers can be



may be used to obtain certificates, and an Online Certificate Status

Prot ocol (OCSP) server nmay be used to verify certificate revocation
status. 5 [0064] Standard e-mmil security protocols typically facilitate
secure nessage transnission between non-nobile conputing devices (e.g.
~conputers 262a, 262b of FIG 4; renote desktop devices). Referring again
to FIG 4, in order that signed nessages received from senders nmay be read
fromnobile ‘device 100 and that encrypted nessages be sent (e,g. to those

- senders), nobile 10 device 100 is adapted to store certificates and

associ ated public keys of other individgals. Certificates stored on a

user's conputer 262a wll typically be downl oaded from conputer 262a to

nobi | e devi ce 100 through cradle 264, for exanple. [0065] Certificates
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device 100 fyt.Qn ey r262a through cradlge 264, for, ex | e.
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_ obile deyi aevi@O 180 it hatapiée to SerenEaHiidies anaN@sdodaited tpubat ke eoEthBpd
.for accessi ng messages -%4- [00671 User conputers 262a, 262b: can obtain
certificated gwgﬁ.‘aisqnqug icates stored on a users computer 262a will typically be
: downioaded from computer 262a to mobile device 100 through cradie 264, for
example. ;

[0065] Certificates stored on computer 262a and downloaded to mobile
16  device 100 are not limited to certificates associated with individuals but may also

include certificates issued to CAs, for example. Certain certificates stored in

computer 262a and/or mobile device 100 can also be explicitly designated as

“trusted” by the user. Accordingly, when a certificate is received by a user on

mobile device 100, it can be verified on mobile device 100 by matching the
20 ceriificate with one stored on mobile device 100 and designated as trusted, or
- otherwise determined to be chained to a trusted certificate.

[oo66] Mobilé device 100 may also be adapted to store the private key of
the public key/private key pair associated with the user, so that the user of mobile
device 100 can sign outgoing messages composed on-mobiié device 100, and

25 decrypi-messages sent to the user encrypted with the user's public key. The
private key may be downloaded to mobile device 100 from the user's computer
262a through cradle 264, for example. The private key is preferably exchanged
between the computer 262a and mobile device 100 so that the user may share
one identity and one method for accessing messages.



of sources, for storage on conputers 262a, 262b and/or nobile devices (e.g.
nobi | e device 100). These certificate sources may be private (e.g.
~dedicated for wuse within an organi zation) or public, may reside locally or
renmotely, and may be 5 accessible fromwithin an organization's private
network or through-the Internet, for exanple. In the exanple shown In FIG
4, multiple PKI servers 280 associated with the organization reside on LAN
250. PKI servers 280 include a CA server 282 for issuing certificates, an
_LDAP server 284 used to search for and downl-oad certificates (e.g. for
individuals within the organization), andgan 10 OCSP server 286 used to
verify the revocation status of certificates. [00681 Certificates may be
retrieved fromLDAP server 284 by a, usér conputer 262a, for exanple, to

be downl oade¢ggdg nobi 'L%efi%bhgﬁ.lté@%%@ B80tEh oB&dh chitifiextes, from & numbeant
[ rrpl enent ation, LDAP server may be accessed  direct over
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certificates [not shown) may include a Wndows certificate store, another

secure ctitiOCSR eeryen286 ysedito yatikyithe revesatiopn stahg of saHificatesy ds, for

" ‘exanple. -25- [00721 Referring nowto FIG 6, a block diagrami/l I ustrating
conponent s di0068] Certificates may be retneved from LDAP server 284 by a user

computer 262a, for example, to be downloaded to mobile device 100 via cradle
264. However, in a variant implementation, LDAP sérver 284 may be accessed
directly (i.e. “over the air” in this context} by mobile device 100, and mobile

15 device 100 may search for and retrieve individual certificates through a mobiie
data server 288. Similarly, mobile data server 288 may be adapted to allow
mobile device 100 to directly query QCSP server 286 to verify the revocation
status of certificates. '

[0069] in variant implementations, only selected PKI servers 280 may be

20 made accessible to mobile devices {e.g. allowing certificates to be downloaded
only from a user’s'computer 262a, 262b, while allowing the revocation status of
certificates to be checked from mobtle de\nce 100).

[0070] In variant lmplementahons certain PKI servers 280 may be made
“accessible only to mobile devices registered to particular users, as specified by
25 an IT administrator, possibly in accordance with an IT policy, for example.

[0071] Other sources of certificates [not shown] may include a- Windows
certificate store, another secure certificate store on or outside LAN 250, and
smart cards, for example.



an exanpl e of an encoded nessage, as may be received by a nessage server
(e.g. nmessage server 268 of FIG 4), is shown generally as 350. Encoded
nmessage 350 typically includes one or nore of the follow ng: a header
portion 5 352, an encoded body portion 354, optionally one or nore encoded
~attachnents 356, one or nore encrypted session keys 358, and signature and
. signature- related information 360. For exanple, header portion 352
typically includes addressing information such as "To", "Froni, and "CC
_nmessage addresses, and may al so include nessage tength indicators, and

- sender encryption and 10 signature schempgidentifiers, for exanple. Actual
nmessage content normally includes a nessage body or data portion 354 and
possi bly one or nore attachnments 356, which nmay be encrypted by the sender

using a sespiarFeijkey. Referfing ®ooi ©FK3)6, wablodk ethgram illsttatipgatniporrsnts wht ed
for each intended recipient using the respective public key for each
reci pi ent, 8REXAHEREAN encxiednBessage, AS rsy . bey recefvednly A B8 RRRE/NAGIVET

nolnded. THEE SRR sONEl Rt B KIG7 U5 RrAMbaRitalip STt CERRated

The format fressageedtiotipicalipdacgdeaonghommdre dflthe f6lidwingr aviebdbr foyrtivay of

exanpl e qgnl and person killed in , the art will understand that encoded
nessage35m§58xﬁg enended Rery porian §.54-D&$wﬁmgn6 (PrimerespRrqdedatRemRYS gi ng

scheme usedgsgOBRRNGNi5ore! ety SBACHEL IR 1398 BITYaRPRRMGIE and didrianRnt

- order than shown in Fi G 6, anhd an encodg(%?rressage (na@(ﬁl ncl ude g_ewer,
addi ti onal , relatedi frifermaatiorc 368ondor sexanpleh headed oetinh '362 typéinalyrinchides

encoded nessage is encr ed, siqgnegd aqr.both. For.gxanple the encrypted
cesei on Keyeadtesshe MR BR R ! Bty a0 a0 Botebs B 268 an
25 nessage aidyacdls® Ningluded méskagel iGniRdinmodiors0f any SéedEr andryptioho@adar e
descri bed herein where nessage addresses (e.g. e-mail addresses) are

associ afl@d #ignatwer seherearidentiiavs, borspramplec aiAojual messagaisoniat Ramaly be
ggg'r ggggst \?Mir{cﬁﬁdéééécL@gﬁe%ér?geo?ﬁ_ﬁgc{)@tdéw BbrtRRC 384 HRA epésf‘s“ftﬂi?déﬁé’ FETRGEC
attachments 356, which may be encrypted by the sender using a session key. If
a session key was used, it is typically encrypted for each intended recipient using
the respective public key for each recipient, and included in the message at 358.
15 If the message was signed, a signature and signature-related information 360 are

also included. This may include the sender’s certificate, for example.

[0073] The format for an encoded. message as shown in FIG. 6 is provided
by way of example only, and persons skilled in the art will understand that
encoded messages may exist in other formats. Depending on the specific

20 messaging scheme used, components of an encoded message may appear in a

" different order than shown in FIG. 6, and an encoded message may include
fewer, additional, or different compenents, which may depend on whether the
encoded ‘mes_sage is encrypted, signed or both. For example, the encrypted
session keys 358 may appear before the message body or data portion 354 and

25 message attachments 356. '

[0074] . Embodiments of systems and methods are described herein where
message addresses (e.g. e-mail addresses) ar’e. associated with certificates.
More specifically, these embodiments may be employed to facilitate the
association of one or more secondary message addresses with each of one or



nore certificates selected by the user of a conputing device (e.g. a nobile
device). [0075] Wien a user wi shes to send an encrypted nessage (e.g. an
~e-mail nessage) to an individual, the certificate of that individual to
whomthe nmessage 5 is to be sent is generally required. An ‘e-nai
~application or other messaging application nmust determne, in so nme nmanner,
whet her the requisite certificate is available (e.g. in a |ocal
certificate store). [0076] In the event that there are multiple .
- certificates stored locally, the application nust determ ne which of- - those
certificates is to be enployed to 10 encig/pt the nmessage. Since nost
certificates will typically contain the e-mail address of the owner of the
certificate, known e-nail applications will typically determne the

requi site cembré icesificaiys selecheddyt e asemol addnrsgtingatevion (ERe a mobile
certificate iitself with the e-mail address to which the nessage is to be
sent. An e-$&%€)address to which the message is to be sent is typically
identified in the 15 header portion of the e-mail nessage (e.g.. header
portion 352 BO7Bl G 6) Whenoy wper wisherdo isppd amcencrypieddnassagea(ens.i ameinoail nay

. not be able t .certificate f L.ndi vidual .t o whom th sage
is to be sen'ﬁq,%_ségg%i tt%eaﬁ%@@dééﬂ ﬁ% ?ed‘h@{aéé g’ﬁ'ﬁe%l%%b%g@bq ﬁgpnl:g?ﬁt '&%ﬁggj eg
e-mai | adflr eisstoobe tdentiindieneraly rdquied, apai é-akdie apglidationCét ether rm@s@gh-

~If a search is perfornmed and no certificates with 20 a matching e-nmmil .
address are ?ERJE@QB',‘ PHY SRIBIMIES: 11 ROMEyMBPRAR Whatketer reusisitepertiticateris
. The user naya%]%w(é_g. P Bch W@&&,r thout encryption, to cancel the

sendi ng of the nmessag or to I. a particular certificate that
'shoul d be us r theye Lo .| 8 s M- e 0
known e-mai | @Egﬁ)i cati wngfé fg?égt ﬂ% tfﬁ)%rét %‘rgu \Q@Ypiér%eﬁlfﬁ@%seifoigﬁéﬁﬁg@d r{E%r
the encrypti awlh?ﬁobemmstrnmerimad \(vbicb.ofollhcise ueﬁiﬂcfarest e e iepsployey tend
an atte is nma to e oy that particu certificate to encrypt a |,
.n'essag_enﬁﬁate?%pﬁé@ mgr%@ﬁ\é_s %('f'%egﬁwsf‘ SegiceiRg Wilhdypicalypontappthe e-mail
certificate 5QdeasNst MR SwABH bf Ml CBARICAIER kridNGS oAkl HphiBatidit &ilMBpicalg’-
: ' determine the reqL_tisite certificate by matching the e-mail address data on the
certificate itself with the e-mail address to which the message is to be sent. An
e-mail address to which the message is to be sent is typically identified in the
15 . header portion of the e-mail message (e.g. he_ader portion 352 of FIG. 6).

[0077] in some instances, an e-mail application may not be able to locate
a certificate for the individual to whom the message is to be sent, despite effbrts
to locate a certificate that contains the e-mail address of the individual from
avaitable certificates in a search. if a search is'performed and no certiﬁcatés with
20 a matching e-mail address are located, the application may prompt the user for
direction. The user may choose to send the message without encryption, to

cancel the sending of the message, or to identify a particular certificate that
should be used for the encryption.

[0078] However, with respect to some known e-mail applications; ifa
25 particular certificate to be used for the encrybtion has been specified (e.g. by a
user or the application) and an attémpt is made to employ that-pérticular
certificate to encrypt a message that the user intends to send to an individual, but
that certificate contains an e-mail address that does not match the e-mail



address to which the nessage is to be sent, an error nessage, indicating an
address m smatch would nornmally be returned to the user. Depending on the
configuration settings of the application, the nessage m ght be neither
encrypted nor sent.if an address mismatch is detected. 5 [00791 Also, in
-sone instances, an attenpt may be nmade to enploy a certificate that may
not contain any e-nail addresses at all within the certificate. 1In those
situations, the known e-mail applications would normally also return an
.error nmessage to the user .indicating an address m smatch, and woul d neither
encrypt nor send the nmessage. 10 [0080] _Homever, in certain-situations, it
may be desirable to permt a nessage to be encrypted using a certificate
t hat does not contain an e-mail address that matches the e-mail address of

the i ndi vi duaddriees biwhich lthe aesease i %o he b@wtsanterrcﬁ@ﬁﬁebbaﬁérlnmanm &n
sone certlflcat es may not contain any e-mail 15 addresses within the

" certificate 2ddiges MisTEIFR oM ORN3LY be fesrnad dpdhe ajsen cDependies iy theed
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associ at ed vmmthsem«fareadairbssahisnia@dtdlerdewae@row ded, or where such data was
not required in order that the certificate be issued by the issuer, for

exanpl e. &f RY79UbSequarb| ¥h sohes Gestbhéesadp alft@h@qerma\%sﬁhemdb w¢mﬂ\w a
e-mai| address data to the «certificate, this cannot roperly done b

y .
'si nply nodi f $¢MECatgdhabimayinptiaeatain anm ¢-malhaddresses ﬂbaw“gﬁmrath%pgﬁlﬁ@@ﬁﬁe of
the certific E Wk C ul Ly
when the cer Itz'.hlt ?1 gt%éll% ?g&r\?sdﬁpﬁjél‘?gm Fsréé%langé“égfnbhs new d X‘S’E'JP.E‘?{Y %%1(:6 eleesiﬁ'fntélk
woul d cont ai errbhmasmge -tm theamseralddroaﬂagcam address sagmatoh dan@ Swvowyidi sdiney be

required. [008 r& ‘As thher exa If an, e-mail address of a
certificate RGFR ‘?rsserl‘,jo Fzﬂ'ﬂ%%? th|n his or her certificate, but that

e- mai | gg f rbis cha ed since the certificate was issued, the e~mil
addr ess Q08U he ¢ WP"E%\t@ CeHA SE'H*?HH’SF Ibgnay be desirable to” permit a

message to be encrypted qsmg a cerificate that does not contain an e-mail

address that matches the e-mail address of the individual to which the message
is to be sent.

[0081] For example, some certificates may not -contain any e-mail

15 addresses within the certificate at éll, but may otherwise be valid and capable of
being used to encrypt messages. This situation might arise where the

_ certificates were originally issued at a time when no e-mail address data to be
associated with the certificate holder was provided, or where such data was not

_ required in order that the certificate be issued by'the issuer, for example. f
20 subsequently, the certificate holder wishes to add new e-mail address data to the
certificate, this cannot be properly done by simply modifying the data in the
certificate, as the digital signature of the certificate issuer (e.g. 316 of FIG. 5) wiil

nof verify successfully when the cettificate is validated. 1ssuance of é new

certificate that would contain the new e-mail address or addresses would
25  typically be required.

[0082]  As a further example, if an e-mail address of a certificate holder is
contained within his or her certificate, but that e-mail addlfess has changed since
the certificate was issued, the email address data in the certificate cannct simply



be nodified to reflect the change. Simlarly, if the individual w shes to
use the sane certificate for nessages received at nmultiple e-mai
addresses, additional e-mail addresses cannot sinply be appended to the
e-mai| address data in the original certificate for the reasons expl ai ned
~above. |ssuance of "a new certificate 5 to incorporate the changed or added
e-mai | address data would typically be required. [0083] Accordingly,
enbodi mrents of the systens and met hods descri bed herein allow additional

- . message addresses to be associated with an existing certificate, so that

the certificate can be used by a nessagipg-:application to 10 encrypt
messages even if a nmessage address to which the nessage is to be sent does
not match a nessage address contained within the certificate. A new

certificate bierumdifmdetbi nefletthiheackdingeon 8imiterkys dgtheaiddivich i svistessdtonoge lise
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.enbodi nent, fhe secure data store is a key store or L certificate store on

the conputi 9egelPtcatahg massage raddrape C@aﬁlaeﬁ.w@mztbe certificate. A new
“certificate mcorporatmg the additional message addresses need not be iSSLIed

[0084] In one broad aspect, the additional message addresses are saved
in a data structure that resides in a secure data store on the computing device.

15 When a message is to be encrypied and sent to an individual using a particular
certificate, the certificate can be préperiy located by the messaging application
based on the address to which the message is to be sent and an address
mismatch woutd not be detected by the messaging application so long as the
address to which the message is to be sent matches any of the message

20 addresses associated with the certificate. The message addresses considared
by the messaging' application to be associated with the certificate include any
massage' addresses contained within the certificate as issued (also referred to
herein in the specification and 'claims as “primary message addresses"), as well
as any additional message addresses subsequently saved in the data structure

25 and associated with the certificate (also referred to herein in the specification and
claims as “secondary message addresses”). |

[0085] In one embodiment, the secure data store is a key store or
certificate store on the computing device. The data structure containing



secondary nessage addresses associated with a certificate is stored in the
key store along with the certificate. [0086] The data structure is |inked
Wth or can otherwi se contain a reference to the certificate, so that the
certificate wi.th which the secondary 5 nessage addresses are associ ated
-can be identified. Alternatively, in another enbodi ment, the secondary
nessage addresses and the associated certificate can be saved together in
the data structure, which resides in the secure data store. [0087] In the
_above cases, once the.secondary nmessage addresses and 10 the associ ated,
certificate are stored in the secure data2gtore on the conputing device,

t he secondary nessage addresses associated Wth a certificate nay be
considered to be an integral part.of the certificate itself. [0088] The
secure data SEERRIZY Meshageirddienses assboiatedswtit o deniificdts & stored aftidregi n,

. by malicious &)oéta\[@{ Qﬁé 8%{[5%&% for exanple. In one 15 enbodiment, the

secure data store | for which authorization of the user is
required to rm pr erations on_the data stored therein.

For exanpl e, E)ﬁg‘ﬁsecuri’h Sa g’ruép yiSp &Nk Wi dorpcan eetheawiseuchntdirata t he
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operations such as (i~ saving new secondary nessage add
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structure, secondar sage addresses saved in the
‘data struct urég{yogﬁméhﬂo tt)te §f’%‘§ Bﬁﬁiq?diaﬁﬁre@ﬁe? r?é‘dsgecﬁwwated certificate

i npl enent at i can beeswem togmﬁeratrt ¢S dattl Shudtbre/ | IMCAGebide |ﬁcﬂﬁd§ééi{rgedsaigge
addr esses cur{ently saved in a data structure for exanp Is require

the user to P¥¥%t input the correct 25 password(s) in order to be
perfornmed. [0089 Sorre knovvn systens allow users to bind certificates with
a specific bothe abevricases) wczehtlmsemmmmssa@bemdremaﬂe i's

to be_ engr }’g‘?oe_egs%téﬁrﬁerfrﬁcétgaatre's?&]e\é' 4Rl sHRE SR MoreY 5§ computing

device, the secondary message addresses associated with a certificate may be
considered to be an integral part of the certificate itself.

[0088] The secure data store prevents unauthorized access to the data
sfored therein, by malioious software applications, for example. In one

15 embodiment, the secure data store is a data store for which authorization of the
| user is required to perform pre-specified operations on the data stored therein.

- For example, the secure data store may be password-protected, such that the
user of the computing device must input the correct password(s) before
operations such as (i) saving new secondary meseage addresses in the data

20 structure, (ii) modify‘ing'the secondary message addresses in the data structure,
and/or (jii} deleting secondary message addresses saved in the data structure,
may be  performed. Depending on ‘the specific implementation, certain
operations, such as viewing the secondary message addresses currently saved

in a data structure for example, may not require the user to first input the correct
25 password(s) in order to be performed.

[0089] Some known systems allow users to bind certificates with a specific
contact record associated with an individual When a message is to be

encrypted and sent to that individual, such known systems however, ‘will still



typically require that the bound certificate contain an e-nmail address that
mat ches the e-nmail address to which the nessage is to be sent.

Furthernmore, in contrast to the enbodiments described herein where nmessage
addresses are associated wth certificates and not vice-versa, the known
“systems may be relatively |less 5 secure since contact records are not
typically protected agai nst unauthorized nodification to the sane extent
that certificate data is protected. [0090] The protection provided by the
_.enbodi nents of the systens and nethods described herein ensures that a
mal i cirous application cannot nmake changagio the |ist of secondary nessage
addresses associated with a certificate 10 wthout the consent of the user
of .the computing device. [0091] Enbodi nents of the systens and net hods
descri bed hdypicalhalesuiregbanthe hmedscerfificate contaprusin egndib wddeessahaeinatdhes
specific certificates, and as [ user-specified addresses with them
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associ at edn\?éﬂ%%[%% tﬁ@% ?ﬁf s(eg Eda'&nmggs%ﬁfd?@‘g@sﬁ?%ﬁﬁ?%at\?ﬂd’l’ BES {@{ﬁ’ed
Sone knotth syith@uttheepnentasd e aget 6f thercmuthB&iedi®y, to nmanual |y search
through a list of certificates in a certificate store for a different

certificate H] M ght Es@BHRENtE NG IReVE\RstaMs | ardtd B &ds ﬁ\é@ééﬂ:ed ih&Peih so
address to ich a nessage is to be sent does not match an address

cont ai ned i P&t Begrsiqf |t'é%1f3@mp13ﬁﬂ§ devisedessalrs) specifie gedificateri and associate
time-consum gy specified addresses with them. This may make the process of sending

messages more efficient from the user's perspective, which can be particularly

156 advantageous when the user is operating a computing device such as a mobile

device. For example, once the user becomes aware that the e-mail address of a

particular certificate’s holder has changed, he can simply add the new e-mail

" address to the list of secondary message addresses associated with the

certificate holder's original certificate. An e-mail or other messaging application.

"~ 20 on the computing device can then employ the original certificate for encrypting
| messages that are fo be sent to the certificate holder at the new e-mail address.

[0092] - If an attempi is made to use a particular certificate to encrypt a
message to be sent to the certificate holder at the new e-mail address, but the
new e-mail address is not contained in or associated with that certificate, an
25 address mismatch would be detected. ‘Some known systems may be adapted fo
prompt the user to manually search through a list of certificates in a certificate
store for a different certificate that mighf contain the new e-mail address, every
time the address to which a message is to be sent does not match an address
contained in the certificate. This process may be tedious and time-consuming,



-31 particularly on a conputing device such as a nobil e device. By
allowing a secondary nessage address to be associated with a certificate,
an address msmatch woul d not be detected where it is acceptable to use
that certificate to encrypt a nessage, even if that secondary nessage
~address is not actually 5 contained within the certificate. Accordingly,
the need to performa manual search for a different certificate, which
woul d ot herwi se be performed in response to the detection of an address

- _msmatch, can be avoided in those cases. [0093] These and ot her features of

various enbodiments will now be describ@d-in greater detail with reference
to FIG 7. 10 [00941 Referring to FIG 7, a flowhart illustrating steps in
a method of . associating nmessage addresses with certificates in one '
embodi ment partishiéatly opeaarcatputings dedice Fusht laera deobild deviceh Byspbowingoa
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or certifdc o) e : I ng devj.ce. wever,,. i n variant
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~on the corrpf@ﬁﬂ?ﬁg glegtier of pp@adaressaisErRislt Faybaaypided ipdrosmheagesan
application performng the steps of an enbodi nent of a nethod descri bed
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‘ . key stores

associating message addresses with certificates in one embodiment is shown

generally as 400. Further details with respect to various steps of method 400
have been discussed above, in this specification.

[0085] = In method 400, by way of example, the steps described may be

15 performed by a key store browser application that executes and resides on a
computing device. The key store browser application is an application
programmed to display all certificates stored in a key store or certificate store on
the computing device. However, in variant embodiments, a PIM, messaging
ap;ﬁlication, or other application may be programmed to perform the steps‘of the

20 method. - The method may also be implemented in multiple co-operating
applications executing and residing on the computing device.

[0096] The computing device upon which an application performing the
steps of an embodiment of a method described herein executes and resides may
be, for example, a mobile device.

25 [0b97] At step 410, a list of certificates currently in a key store on the
computing device (e.g. mobile device 100 of FIG. 1) is displayed to the user. The
key store may be a central key store, or may be one of muttiple key stores on the



conputing device as selected by the user, or as identified. as a default
key store based on the configuration of the key store browser application.
[0098] At step 420, input data is received fromthe user that identifies a
specific certificate, as selected by the user fromthe list displayed at
“step 410, 5 with which at | east one or nore secondary nessage addresses
(e.g. e-mail addresses) is to be associated. An "associ ate addresses" nenu
option may be -‘selectable by the user to facilitate the performance of this
_step. [0099] A certificate typically contains one e-mail address within the
certificate itself, and in some cases nuw®¥than one e-mail -address. These
e-mail 10 addresses contained within the certificate are referred to
herein as primary nessage addresses. Some certificates may not contain any
e-mai | addr ee¥BpuUtinghdevice asterlectaddy theaiseer oi 43 wandified lds adefhivieyastsre
primary mnmess esses. associated therewith. [00100], A secondary
message addr@%%eq?rgeﬂbeeé%@@irmg%ﬁq‘ﬁa W&%r@ysgégg@gg '98dress that is to
be associateﬁwgi ih ac {t{'fime_ after the certificate is issued. In this
enbodi ment , Bkey st Stepr 43R einPup pRta it reseives iemgthenttesr that idrntifies =
message addrm‘ ; 0Gy. Ht i, | £ ry.. npessage
address only if Iﬁcﬁggﬁgégggsadﬁggﬁgg llwsﬂ]neccjtﬁ E%'i frgg‘g@h%aﬁ%r@ﬁé@ygﬁégs %%6 '
address, $n \itdewhich atr ieashtonenoecessa sycongdry oatssaye Holdeysyes (d)gVarmhant

20 systens, e.address may he permtted to be associated wth a .

certificate g%@?%igéﬁdfﬁa%f‘yaﬁ%%%%ﬁ&a- raR0ce Rddresses” maydhgatienmayskei s

al ready, cosélattagié byt @seran Fadiiad the ﬂ&%ﬁ%cﬁ*tofiibiﬁggﬁﬁoa optionally, a
Wi €

list of the primary nessage addresses assocl ate certificate

sel ected at 1420 (. %ertiﬁg 1 el AUTRSRE S oné et AhAgsk Wi the

selected certificCate) is dis ed to the user.
t hese pri margentifeaiadisckidane iseemgarusealrgyrecthan anets naidaddreds. Mhesae-way

wi t hout khvall | the .sjgnature of t i ssuer on the certificate (e.qg.
316 of Fllld& aév;l&%tsé%%g copl?atﬁé&’ within "the cenfﬁcaise are referred to Flerein as pri arg
: message addresses. Some certificates may not contain any e-mail addresses,

and in that case, the certificate will not have any primary message addresses
associated therewith.. '

[00100] A secondary message address may be considered to be any
16 message address that is to be associated with a certificate after the cerlificate is
issued. In this embodiment, the key store browser application is programmed to
permit a message address to be associated with a certificate as a secondary
message address only if the message address is not already a primary message
address, in order to ‘prevent unnecessary duplicétion. However, in variant
20 systems, a message address may be permittéd to be associated with a certificate

as a secondary message address even if the message address is already
contained in the certificate. o

[00101] ~ At step 430, optionally, a list of the primary message addresses
associated with the certificate selected at step 420 (e.g. the e-mail addresses-
- 25 contained in the selected ceriificate) is displayed to the user. It will be
understood that these primary message addresses generally cannot be modified

in any way without invalidating tHe signature of the issuer on the certificate (e.q.
316 of FIG. 5).



 primary nmessage ad

[ 00102] At step 440, optionally, a list of the secondary nessage addresses
currently associated with the certificate selected at step 420 is displayed
to the wuser. The list of secondary nmessage addresses will initially be
enpty when the certificate is first inported onto the handhel d. Thé user
-can add. message 5 addresses to this list, as described bel ow. The user can
al so subsequently edit and/or delete nmessage addresses fromthe |ist [not
explicitly shown]. [00103] At step 450; -input data is received fromthe
“user that identifies one or nore new secondary nessage addresses to be
associated with the certificate selecteg at step 420. For exanple, an

i nput wi ndow having one or nore fields in“10 which the user can manually
enter additional nessage addresses to be associated with the certificate

can be provig®erbd]o reggisyp 4be, é[ﬂﬁiﬁallﬁaé ‘Bst oﬂhteeéél‘%htiﬁ 'Mes?%dé a8df¥sses
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t he er, r e t h t he
user u:el ect e cert | %I ca?e °s é]ﬁtl%% skforéggg?@t @%%%i@%%o&%ﬁéraz s\(,evl

~step 470, ondar e S. | ed e |n ut data
recei ved at 450 | s@%%?g@',lpﬁggd%é %?UE&S%“ lFCHseryWQ{] es one
user - sel ect ed nmetméw satenddry madyagl ddiresesrrios wssBGaRE R 6@ Rated
are to be assom c{ed can be Ldentified. [00106] For exanple, the

~user - sel ect 8816589 Af pleR 42 tanfion aranapigonR ARUL Wagewdmvigiers e Qi digidsined
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assocnated with the certificate can be provided to receive the input data.
Alternatively, a list of selectable message addresses can be displayed, from
which the user may select message addresses to be associated with the
certificate. The list may be composed from message addresses contained in
15 contact records, or derived from messages in the user's “inbox" or other

message folder, for example.

[00104] At step 460, the application prompts for a password from the user,
required to associate new message addresses with the user-selected certificate.
If the correct password is not received from the user, the request to assoctate the

20 new message address(es) with the user-selected certificate is denied at step
462.

[00105] | Otherwise, at step 470, the secondary message address(es)

identified by the input data received at step 450 is stored in a data structure such

that the user-selected certificate with which the secondary méssage addresses
25 are to be associated can be identified. ' |

[00108] For example, the user-selected certificate and the secondary
message addresses associated therewith may be saved together in a data

quect. A separate list of prinﬁary message addresses associated with a



certificate, conposed of nessage address data extracted fromthe
certificate, may also be created and stored [steps not shown] wth
user-selected certificate in the data object, if desired. As a further
exanpl e, the secondary nessage addresses may be saved as a list or in a
-table or array, which can include a 5 pointer or reference to the e
‘associ ated user-selected certificate. In sone cases, the secondary nessage
addresses for one associated certificate can be saved together with the
_secondary nessage addresses for other associated certificates in a common
- data structure, provided that an applicatgfpn is able to determ ne which
speci fi c secondary nessage addresses have been. associated with which 10
specific certificates. It will be. understood by persons skilled in the art
t hat ot her cextificate, confpogedatfi oessage guikesddata pRBACZH fromothe eerfificktepnt

bot h t he secondar ssa ddr esses d the, associ.ated user-sel ected
cor ti 11 cat o, MY Sa PES P Rch N SX CRe3 SRS 41 SRS s ool Saecifd cogtizate
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nodi fication. The key store is typically reserved for storing
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secondary nessage addresses can 20 be added (at e.g. step 460), and/or

bef ore ot hertogetheievith the sprandans megsagg. addigssesfphgthen @isspciatgcdesntificates
secondary ness re S.pr 8vi - SAV; ' . .St.Qk

er formed. AL BarrirnrpaaseRitite roligld 6t o dpticalft 18 Bicko [tiine
appl i cati on whivhospeuvifiesetaizeg nesddye sddressky ave bsagassadidtad aith which
associ at with. lven certificate w thout ,the user's, cqnsent. 2 001081
T B8 bl BedEat! il BeSimiersione dyon et sEuSddN i art et other
associ at ed. Ys@intx@nAgurAiohs Hhé bosagbhfe. My be stored in separate physical
conponents that collectively conprise a secure data store. [00109] At step

oo onar OO S SheRhEBAITEBEAP R e aiah, ek e Bk ach
the associated user-selected cettificate are saved in the same key store, which is

a secure data store. Data in the key store is protected from unauthorized

15 modification. The key store is typically reserved for storing only certificates, but
in accordance with this embodiment, now also stores the secondary message

" addresses. For example, the key siore data may be protected by a user

- password, such that authorization of the user must be received (through the user
providing the correct password) hefore new secondary message addresses can

20 be added (at e.g. step 460), andfor before other pre-defined ‘operations (e.g.
modifying and/or déleting sebondaw message addresses previously saved in the

key store) can be performed. As noted earlier, this protection ensures that a-
malicioué application cannot make changes to the secondary message

addresses associated with a given certificate without the user's consent.

25 - [00108] It will be understood that the secondary message addresses and
the associated user-selected certificate may be stored in separate physical
components that collectively comprise a secure data store.

[00109] At step 480, optionally, a list of primary message addresses and an
updated list of secondary message addresses associated with the certificate



-35- selected at step 420 is displayed to the user. By way of illustration
only, a dialog box illustrating a |ist of primary and secondary nmessage
addresses associated with a certificate is shown in FIG 8, in one

exenpl ary. i npl enmentation. [00110] In the exanple dial og box of FIG 8,

~} ohndoe@onpanyabc.comis 5 the primary nessage address associated with a
particul ar certificate. Messages sent to or fromthe nessage address

j ohndoe@onpanyabc. net may al so be respectively redirected to or originate
- fromthe sane user. However, the nessage address johndoe@onpanyabc. net
may not be identified in the particulacagertificate. In this enbodi nent,
this address is accordingly associated 10 with the certificate as a
secondary nessage address, so that nessages being sent to the secondary’

message addrmmduat b@pettﬁfbiﬂe:ﬂsplaye\@ td tree ssere Bycway iof illcatratiomodlyrasdialegs

received fr e secondq ge e address can be. deco d using the tane
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messagi ng mtraarebhﬁ@bté)@ IhoWHTRIFEES, Wore BR&Rplfy %ﬁ@e Stg{ ypt ed
message to an individual. This applic¢ation can search the secu re data

store for a ng 1 r [ SsS
or a seconda[pm?r@'ssaggna dar éé@%lfaﬁl%ﬁﬁx g)zyr?ag @ d{;@@%’}ﬁg@%&%‘gﬂ; I
certificdl e.thefprimargtméssayef addvdss talsseouaml Wwitial gartic@lar theificates eMebgages

| ocated certifi ate 0 _encr t the o nessage. 001121 Optionally,
as shown at %%30452 ron 51538? %ﬂﬁg &@ mﬁﬁ’ﬂﬂl’%‘l"a’ﬂﬁo‘ﬁ'aws%%
attenpt to vgspétivielie rééii%étéél & Hab tﬁafén fROMERE2E5me" %%@fveﬂifoWe@E} Athe

i ndi vidual . This application can sear the secure data store

mat chi ng e- mapssagedrasksesasjobhdde@canpuanyaby. n&ésmagenatidmeas@enhf ied suacdmdary

dd t.ed h tif t
et ound. 1 i teyaf baiifitats R, B Rk e, i AuBBlrs b ARprainbl fsookied |
t he si gntd urwith die icbaificate by el s@eéﬁ@é}? mESYRIEE hddfdssOsBethal YsdRFes being
different criteria would be used t ocate the correct certificate to

verify the digfitt'q the GReopanoMessageerddipssnean e, engrdedasisinge the rsamme
nunber a‘nd | SETHat8) ald'retisgb 8 deSiidd FbAiHR sedofiBhfPhiedsage address can be

decoded using the same certificate.

[00111] Subsequently, at step 490, an e-mail or other messaging

15 application is employed by a user to send an encrypted message to an-individual.
This application can search the secure data étore for a matching e-mail address,
as either a primary message address or a secondary message address that has
been associated with a certificate. If a match is found, this application can then
use the located certificate to encrypt the outgoing message.

'20 [00112] Optionally, as shown at step 482, an é—mail or other messaging
application may also attempt to verify the digital signature on a message
received from an individual. This application can search the secure data store for
a matching e-mail address, as either a primary message address or a secondary
message address that has been associated with a certificate. If a match is

25 found, this application can then use the located certiﬁpéte to verify the signature
on the received message. However, in other systems, different cri‘teriavweuld be
used to locate the correct certificate to verify the digital signature on a received
message, such as the serial number and issuer of the signing certificate, typically -
provided with the signature information in the received message. A check for an



provided with the signature information in the received nessage. A check
for an -36- address m smatch nay be perfornmed after the signature is
verified as an additional safety nmeasure, in order to indicate to the user
whet her the nmessage appears to have been signed with a certificate
“belonging to the sender of the received nessage based on the sender's
address provided with the received 5 nmessage. [00113] In the enbodi nents
descri bed above, steps of nethod 400 are perfornmed at the conputing
_device. However, in a variant enbodi nent, steps of nethod 400 are
performed at a nobile device, and in anogder variant enbodi nent, at | east
some of the steps may be perfornmed at a desktop 10 conputer, The desktop
conput er can then be synchronized with the conputing device or nobile
devi ce, suchddiess nmignashomiy benpedagreddaliters fies sigrebtule is assifiedansdan
certificate_are ulfi ely saved in,the secure data store. An exanple of
this vari an?géﬁeaa\t SRRl Taaae i Béféﬁf&notlnghca{eetoe uses whethep the mepsage
Referring t I h habi r et t L

Rssoct at | ng PEsa & S LOLR Shheq WP by cRriione endifi o TRE AR ofthe

. shown gener ddajvers r@GBge[ BasEts pn MbeheehdedBbaddress rprbuidetiowitie tthe deddived

except that ste;r;s 410 to 480 are perfornmed at a desktop conputing device,
with the exgﬁﬁs 8h- of step 470. The desktop conputing device nmay be a

| apt devi t her ¢f t] devi 2Q with which th bil e devi
e synchr onfSRE3depelitie SRR iestnapt ahpiiee mishsics TERSG: 850 56
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associ ated certificate in a secUre data store (e.g. a key store .
deskt op conpigthag 480i eee pedomrakt atp & anpbilé ndedes andcan anbther variant

subsequent | e roni with t nobi | e device (e.g vig cyadl 4 of
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~ certifiaa@t ecoftgiuler, NThe @lesRp cordplter ShAtRel bel Yhchesiizon mﬁmh@tm%mﬂmg ce
;are copied or —noved tQ a secure data store on_the nobile device. Steps 490
and 492 nmy 9gvige or mobile device, such that the secondary message addresses and the

' associated certificate are ultimately saved in the secure data store. An example

of this variant embodimenit is described with reference to FIG. 9.

[00114] Referring fo FIG. 9, a flowchart illustrating steps in a method of
15 associating message addresses with certificates in another embodiment is
shown generally as 400b. '

[00115] Method ‘400b is similar to method 400, except that steps 410 to 480
are performed at a desktop computing device, with the exception of step 470.
The desktop computing device may be a laptop device or other computing device

20  with which the mobile device can be synchronized, dépending on the particular
system implementation. As shown as step 470b, the secondary message
addresses are stored with the associated certificate in a secure data store (e.g. a
key store) on the desktop combuﬁng device. The deskiop computing device can
then subsequently be synchronized with the mobile device (e.tj. via cradle 264 of

25 FIG. 4) at step 482, such that the secondary message addresses and certificate
data in the secure data store on the desktop computing device are copied or
moved to a secure data store on the mobile device. Steps 490 and 492 may also
be performed in method 400b.



be performed in nethod 400b. -37- [00116] In a variant enbodi nent, an
application on the nobile device or on a desktop conputing device nay be
adapted to automatically associate a secondary nessage address with a
certificate, when a new certificate is° downl oaded from an LI DAP server
“(e.g. LIDAP server 284 of FIG 4), 'and in the 5 event that the e-mail
address attribute of the LIDAP entry returned by the LIDAP server differs
fromthe e-mail- address(es) contained in the downl oaded certificate. In
_this case, the e-mail address of the LIDAP entry, which differs from the
e-mai | address(es) contained in the certidfi-cate, is extracted fromthe
entry and associated with the certificate as a secondary nessage address.
10 [00117] In_the above descripti.on and in the clainms, it is intended that

5 he _tgr(rjn " 1P 1A6he | Aa @r\pﬁ@é@@m@??pm.'mpwﬁgﬁm en thﬁ@?@oiiaﬁe)ﬁmpr on i'z |
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alternati velh( be represented i n_other displ a%ef ormats. 15 [00118] The st eps

of the net héyviieacsed Bem ABADAP sevasdem GPAR deaker 2BdeeliFiBI 4), stivk Rathe -
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regard to a semvdrerdifférs i dthee rd-snailHaoevess(es)t cointdinéd inndhes doadidaded
persons skille intﬂg art th 20 ot her varj ant nd nodificatjons_may be
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addresses with certificatesidentified by a user of - a conputing device,

t he met hod @sspeiatechyithiike sedifisaisf as asecendaryimessagesaddregsit dat a
identifying a user-selected certificate, from 5 the. user of the conputing
devi ce, Yherd@Ph1The udartheaAhmveedescription and in the claims, it is intended that the

term “list” be interpreted broadly. For example, where information is described
as being displayed in a “list”, the “list” shall not be limited to a particular format of
data representation. In particular, the information need not be displayed as a
column of entries, but may aiternatively be represented in other display formats.

15 [00118] = The steps of the methods described herein may be provided as
executable software instructions stored on computer-readable media, which may
include transmission-type media.

{00119] The invention has been described with regard to a number of
embodiments. However, it will be understood by pérsons skilled in the art that

20 other variants and modifications may be made without departing from the scdpe
of the invention as defined in the claims appended hereto.



certificate contains zero or nore primry nmessage addresses associ ated
therewith; b) receiving second i nput data identifying one or nore secondary
nessage addresses to be associated with the user-selected 10 certificate;
and c) associating the one or nore secondary nessage addresses with the
~user-selected certificate, by saving the one or nore secondary nessage
addresses in a data structure such that the user-selected certificate with
whi ch. t he one or nore secondary nmessage 15 addresses are associated is

. identifiable; wherein the data structure resides in a secure data store on

the conputing device. 2. The nethod of -8Bai m 1, wherein both the data
structure in which the one or nore secondary nessage addresses are saved
and the user-selected certificate 20 are stored in the secure data store
on the conpé&l@igsSdevi ce. 3. The method of claim 2, wherein the
user-selected certificate is stored in the data structure. 4. The nethod

of claim1, Jfupt L Sing:.th LV Dl AMAt he
user - sel ect e1d %\e'lﬁt% ﬁol(agg?éeé;%v(\:hﬁmélrngi ﬁ'e'?’ %@%@ég%&éi%ﬂ!‘ ggeérﬁ?éﬁaﬁi CE tﬂ?g.tmztg :
messages i s userloé avenputngcdeviceatlye oethad cormnpriging tee gteps afecondary nmessage
addresses associ ated with fhe us.er-ggl ected.certificat he, met hod

., 39-
of claimil, furtfdr cIREFVEEFYStimBUtdata gen ﬁgf@/Pﬁﬁrfﬁgcﬁdg‘?‘?rgﬁCJ i G ur e
on a masts?ge recei ved gé.omsé\' %ﬁnﬁ;@ d@nﬁcfg.;tﬁ'lpedé%%é: SPheehe dheC tisbl-Ebrated)

Wherein e nmessage address of t sen romwhi ch the nessage is

recei ved matches any aegtififate heordainsazgraorors sue dariyame svggsagel dadd/seses
~associated with the user-sele fed certificate. 6. The nmethod of claiml,
wherein the secure dat%SQF@Fe‘e{F I‘genawg ta store for which authorization of

the user is requigjed tecéRingeeetyRd iRpliouatAliddrRifihg ofite ir hitte secondary
' ' ' message 'addresses to be associated with the user-selecied
10 certificate; and :

' c) associating the one or more secondary message addresses with
the user-selected certificate, by saving the one or more secondary
message addresses in a data structure such that the user-?;-,elected
certificate  with which the one or more secondary messége

15 addresses are associated is ident'iﬁable;
wherein the data structure resides in a secure data store on the computing
device.

2. The method of claim 1, wherein both the data structure in which the one or
more secondary message addresses are saved and the user-selected certificate
20 are stored in the secure data store on the computing device.

3. rThe method of claim 2, wherein the user-selected certificate is stored in the
data structure. '

4. The method of claim 1, further comprising the step of encrypting a message
with the user-selected certificate, wherein the message address to which the

25 messages is to be sent matches any one of thé primary or secondary niessage
addresses associated with the user-selected certificate.



operations selected fromthe followi ng group is perforned: i) saving one or

nore new secondary nessage addresses in 10 the data structure; i1i)
nodi fyi ng one or nore secondary nessage addresses saved in the data
structure; and iii) deleting one or nore secondary nmessage addresses saved

“in the data structure. 15 7. The nethod of claim#6, wherein-the secure data
store is protected by at | east one user password, such that authorization
of the user is received when the user correctly inputs the at |east one
.user password. 8. The nethod of claim6, further conprising the step of
displaying a list of secondary nessage-88dresses saved in the data
structure.. 20 9. The nethod of claim1, further. conprising the step of
displaying a list of <certificates fromwhich the user identifies the -
user - sel ect &d Thetmethegt ef glaimr 1.t irthiee comprisinmthe stap ef verifing the rdigital

data. 10 The.nethod of claiml. further conprisjng,.the.st of displaying a
st of - moslARURI L L Befbdon EENEH, E8TEC “haa Frid W clel S8 AT S
secondary  ZoriifR3%60fh & BRSPRsPAdOEddRsS I tisd eBn@ér fre@malNich Shs efetzdgenput
data; -40- 11. The nethod of claim1, wherein all of the steps of the

net hod are pereesined maichesanyoeisuiof the gearg or 1Secondannmessage radgdresses
wher ei n the L hg,; | I'S_.i i vice. 13. The nethod of claim
12, Whereélqnaaggpfég%Q&‘stgﬁrPéég'se'{tuﬁ%lg%tgggcghﬁwpg e nethod 5 are perforned at a
desktop conputer, and wherein the nethod further conprises the step of
“synchroni zi g The ndethibtay ctompl) tveheraintthe tskeurothatbestolevis @edata stdratfor wihéchone
or nore secondar SS addresses i.s ,saved in the data styucture

st i g+ n Ao oot e USe1o o EMITEH o onlgt P Eeed iedore 3t IohEk Che sfotheor

claim 1, m%ﬁr&iéﬁ?sé@é&ﬂ@rdrﬁ% foelvthd §roupns pePorihbg; user. 10 15. The
met hod of claiml1, wherein the second i"mput data is extracted from an

i) saving one or more new secondary message addresses in
10 _ the data structure:
i) modifying one or more secondary message addresses

saved in the data structure; and '
iif) deleting one or more secondary message addresses saved
in the data structure.

156 7. The method of claim 6, wherein the secure data store is protected by at least
one user password, such that authorization of the user is received when the user
- correctly inputs the at least one user password.

8. The method of claim 6, further comprising the step of displaying a list of
secondary message addresses saved in the data structure,

20 9. The method of claim 1, further comprising the step of displaying a list of
certificates from which the user identifies the user-selected certificate prior to the
step of receiving first input data.

10.The method of claim 1, further comprising the step of displaying a list of
message addresses from which the user identifies the one or more secondary
25 message addresses -prior o the step of réceiving second input data:



LDAP record. 16. A conputer-read able nedi um upon which a plurality of
instructions are stored, the instructions for performng a nethod of
associ ati ng nessage addresses with certificates identified by a user of a
conputing device as clained 15 in claiml. 17. A conputing device adapted
‘to performa nethod of associating nmessage addresses with certificates
identified by a user of the conputing device, the nethod conprising the
steps of: a)- receiving first input data identifying a user-selected
..certificate from 20 the user of the conputing device, wherein the
user-selected certificate contains zero4Dr nore primry nmessage addresses
associ ated therewith; b) receiving second input data identifying one or
nore secondary nessage addresses to be associated with the user-sel ected
25 certifi cadtle; Thadetddd oftylaims douviteréingliofdhe stepsrof tbe eneibed saappriaragdge

addresses with the usg{g-ael.ect ed certificate, by saving the one or nore
‘secondary EdRGGEMRHINQYEWES b 4 data structure such that the
user-selected certificate with which the one or nore secondary nessage 5

addr esses are asReehath&d of BlairdaneréibltBe compuahg dblice dabanshiteudevice
.resides in a secure data store on the conputing device. 18. A systemfor

associ ati ng nessage addresses with certificates i deng fied by use f a
mobi | e devi d&8- &hd rogiepdial dam d9sWaRIRIB A Isad SOy e h%ﬁte@érﬁﬂhgrme@‘ﬁg t he
nmobi | e devi : ' i ' $s 10
port or med by B RLCRE ot 2 ARuRis Bomiter, Y Bl Siiing PGt R S icos

‘i denti fyi ng theustep -of elyachmnizirg thé ideakopf camputehevithsthe oYobilaedeving Be that

devi ce, wherein the user-sel ected certificate contains, ze
primary nes stBSeo'b%I&F ég%r@ss%g)gg@[yap&?sage afatresses is saved in {h% 8t "Brcture

residing in the secure data store on the mobile device.
14. The method of claim 1, wherein -the second input data is input by the user.

10 15. The method of claim 1, whereih the second input data is extracted from an
LDAP record.

16. A computer-readable medium upon which a plurality of instructions are

"stored, the instrudtions for performing a method of associating' message

addresses with certificates identified by a user of a computing device as claimed
15 in claim 1. . |

17." A computing device adapted to perform a method of associating message
‘addresses with certificates identified by a user of the computing device, the
method comprising the steps of:
a) | receiving first input data identifying a user-selected certificate from
20 " the user of the computing device, wherein the user-selected
certificate contains zero or more primary message addresses
associated therewith;
b) receiving second input data identifying one or more secondary
| message addresses to be associated with the .user-selected
25 certificate; and



therewith; 15 b) receiving second input data identifying one or nore
secondary nessage addresses to be associated with the user-sel ected
certificate; c) associating the one or nore secondary nmessage addresses
with the user-selected certificate, by saving the one or nore secondary
20 nessage addresses in a first *data structure such 'that the user selected
certificate with which the one or nore secondary nessage addresses are
associated is identifiable; and d) synchronizing with the nobile device so
-that the one or nore secondary ness age addresses identified by the second
input data 25 is-copied fromthe first-ddt-a structure and ‘Saved in a
second data structure residing in a secure data store on the nobile device.
-42- 19. The systemof claim 18, wherein both the second data.structure in
whi ch the one of)nor &#S§REEHBEYE RN 8 dNAIGaseAPNEaN: Message AddigsTaR with
user-selected certifi I h ,

mobi | o device. 20, TheCyReLsEIoHd Ectiital By SEOiuInE Ak B Ridte RecbBary
certificate is storedmessdge addressenih dalata stroctataisach Hat tRidaseyséientaf
claim 18, wherein the usefr- el eched certjficate is copi ed from the deskto
conputing device to t T eWiiBt AR heo PenPToBPIee SREPNERMY; negsrge

synchroniging step.  addresses are associated is identifiable, wherein the data structure

resides in a secure data store on the computing device.

- 18. A system for associating message addresses with certificates identified by a
user of a mobile device, and wherein the system comprises a desktop computer
and the mobile device connectable thereto, and wherein the following steps are

10 performed by the desktop computer:
a) receiving first input data identifying a user-selected certificate from
the user of the mobile device, wherein the user-selected certificate

contains zero or more primary message addresses associated

therewith;

15 b) receiving second input data identifying one or more secondary
message addresses to be associated with the user-selected
cettificate;

c) associating the one or more secondary message addresses with
. the user-selected certificate, by saving the one or more secondary.
20 ' message addresses in a first 'data.structur_e such that the user-
selected certificate with which the one or more secondary message
addresses are associated is identifiable; and ‘
d) synchronizing with the mobile device so that the one or more
secondary message addresses identified by the second input data
25 is copied from the first data structure and saved in a second data
' . structure residing in a secure data store on the mobile device.
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19. The system of claim 18, wherein both the second data structure in which the
one or more secondary message addresses are saved and the user-sefected
certificate are stored in the secure data store on the mobile device.

20. The system of claim 19, wherein the user-selected certificate is stored in the
second data structure.

21. The system of claim 18, wherein the user-selected certificate is copied from
the deskfop computing device to the secure data store on the mobile device in
the synchronizing step.



