METHCOD AND SYSTEM FOR PROCESSI NG FRAUD NOTI FI CATI ONS
BACKGROUND [01] Wth the gromh of online
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services must protect their customers from an
increasing threat of fraud and identity theft. A
gromﬁng concern for such organizations is the practice

OMEP m entF(S‘N‘iJR’GéESElN&' F‘l@AﬂJﬂJﬁﬁTl‘ggégTIONs

V|S|t|ng a website that appears to
te meb3|te, and then soliciting personal
]&AC#ﬁg%} ion fromthe user. Thus, the user may be
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nw(tgqgl SYHL8 u({or processing fraud alerts and identifying
Y ulen Sites allows an organization to classify,
nmoni tor, and shut down fraudulent site such as
websites in an efficient manner. A systemfor
SUMMgHbat i ng online fraud may include conmputer servers
that receive reports of suspicious sites via
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receive reports of suspicious sites via electronic mail, and parse such reports in order to obtain
addresses corresponding to such sites. In addition, information related to these suspicious sites
may be stored in a database, and algorithms may be used to classify, monitor, and respond to a
particular suspicious phishing site. These algorithms may include statistical analysis, regular
expressions, and/or other rule-based analysis. Before responding to a suspicious site, such a
site may first be classified as legitimate or fraudulent. If the suspicious site is classified as

legitimate, it might not be necessary to take further action. On the other hand, if the suspicious

site is classified as fraudulent, the fraudulent site may then be monitored and further action,



site is classified as fraudul ent, the fraudulent site
may then be nonitored and further action, such as
waediomg3ts cease and desist letter to the ownePCDUS1008086783
| P address corresponding to the fraudulent site or an
owner of the domain, may be 2aken. [04] According to
one aspect, an electronic nessage that indicates an
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providsad/ or extract information that results fromthe
execution of such processes. In addition, the user
interface may allow the anal yst to interact wi.th one
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with regard to the claimed subject matter.

[07] FIG. 1 illustrates a computing environment in which one or more aspects described

herein may be implemented.

[08] FIG. 2 illustrates a system environment in which one or more aspects described herein

may be implemented.



sites. [10] FIG 4 illustrates a user interface
di splaying a listing of fraudul ent websites and
WO eveniess according to one or nore aspects deBCT/URAS/086783
herein. [11]] FIG 5 illustrates a user interface
di spl aying an export listinggthat allows a user to
export a listing of suspicious websites to a data file
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defined template according to one or more aspects described herein.

[18] FIG. 12 illustrates a user interface displaying a form that allows a user to log ISP

information according to one or more aspects described herein.

[19] FIG. 13 illustrates a user interface displaying a form that allows a user to search a

database containing records relating to one or more suspicious websites.

DETAILED DESCRIPTION

[20] In the following description of various illustrative embodiments, reference is made to

the accompanying drawings, which form a part hereof, and in which is shown, by way of



[21] FIG 1 illustrates a conputing environment in
whi ch one or nore aspects descri bed herein may be
WO pbenEss ed. A conputing device such as conmpurE&r/USD08/086783
may house a variety of conponents for inputting,
out putting, storing and proce£ssing data. For exanple,
processor 105 may performa variety of tasks including
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rnattetnstructlons may be tenporarlly stored. RAM nodul e 110
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ual accessibility to the storage Iocatlons in RAM
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assocj ated wi.th an ut adapter such as displ ) )
115 %alﬁfléa ¢ §9p Oéﬁova&am %&%&M e%%?ﬂe mﬁfileﬂlst%ualhéﬁ gtS@sdrweS optical
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Vi deo signa to output systens ut er
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execuflld put deV|ces 120 and 125, each of the input devices
130 and 135 may be associated with an adapter 140 for

convertin&@the i nput into conputer
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nverted
1nclude an audio output device such as speaker 125. Each output device 120 and 125 may be

associated with an output adapter such as display adapter 122 and audio adapter 127, which
translates processor instructions into corresponding audio and video signals. In addition to
output systems, computer 100 may receive and/or accept input from a variety of input devices
such as keyboard 130, storage media drive 135 and/or microphone (not shown). As with output
devices 120 and 125, each of the input devices 130 and 135 may be associated with an adapter

140 for converting the input into computer readable/recognizable data. In one example, voice



stored in a data file. In another exanple, credit card
i nput nmay be received through a card reader (not
wW@abeway4ahd converted into a digital fornmat. |PCDOE2008/086783
nore instances, a device such as nedia drive 135 may
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packed;eshf obedr hexre Iaﬂaimyndnt’s inoy cekendbietedr 1 JMenayymbeinte wireless network
eﬁ%ironneni may conprise various servers, including
accesy g iopPmBREY E00-200, appl i cation server 205, database
server 210, corporate server 220, proxy server 215,
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1ncludgtah\e1rlegeqﬁp@hfg coimponents angsis ngplawited tovthe delviegsdind systems described in
FIG rﬁreless net wor ks, such as Local Area Networking
"(LAN), Wde Area Networking (WAN), |EEE 802.1
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[25] | WpGerenisaotcas sybteialirs@hyaris wistichnd siatot Sba@s escribed herein

may b%hi%/ni)lle%?ented. The system environment may comprise various servers, including email
server 200, application server 205, database server 210, corporate server 220, proxy server 215,
and gateway server 225. These servers 200, 205, 210, 220 and 215 may be connected to each
other and to other servers via various types of wired and/or wireless networks, such as Local
Area Networking (LAN), Wide Area Networking (WAN), IEEE 802.11b/g/a/n, etc. In
addition, these servers may be implemented as virtual servers, such that a single physical

computer server may be configured to perform the tasks of the multiple virtual servers. Email

server 200 may be configured to process and exchange email messages between one or more



conmput er server may be configured to performthe tasks
of the multiple virtual servers. Email server 200 may
whe00goTHBgyured to process and exchange enmail nNRCHH§88/086783

bet ween one or norerecipients and senders. In one or
nore arrangenents, email serger 200 may be further
configured to receive emai| nessages that report
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a_cor te intranet which stores d provides.
other {Rte 8ot P abir E el nliThatd PReT G REE IR RO aPaR PR, and othr
inforngdtioR. &r thEne) @ seheELIMMaG hoBR SSRPRSTate @ReIN¢EHhich stores and
the el apsed time between receipt of a particular

provigsls ag¢asd il EPais ayactisg bised upen ptgfgrg@my@pﬁgch as the volume of electronic
messa%gftse%&@&? aﬁlé gﬁpgeladtlr% b%t(%gfcf tr%og&tt ? ahﬁ%la?le?e%&gglctrhéﬁ%?e and its
oni Cc nNessa an
correstphﬁdlﬁgmiassgio@ﬁora améﬁbpomStSl@amsﬁeaﬂdpSééStlﬁlb batvbﬁr receipt of a
t he
particular electronic message and the sending of a responsive cease and desist letter, the
clapsed time between receipt of a particular electronic message and the shutdown of a
corresponding suspicious website, the elapsed time between sending a cease and desist letter
and the shutdown of a corresponding suspicious website, time to ISP response and other

information. Other examples of metrics or reports that may be generated include speed metrics,

capacity metrics, quality metrics, risk metrics and cost metrics. Speed metrics may include the



el apsed tine between receipt of a particular
el ectroni c nessage and the shutdown of a correspondi ng
WG eEplozi4eRis website, the el apsed tinme bet ween BERTR2008/686783
cease and desist letter and the shutdown of a
correspondi ng suspi ci ous webgite, tinme to | SP response
and other information. Other exanples of netrics or
speed FFRAL LButhb@h, JFRYd Qﬁsegﬁ grc‘éﬁﬁdaﬂdrﬁ\elsféfj%tt&p%% wééncﬁansrmssmn of
capacity netrics, quality netrics, risk netrics and
cease caoé tdesntett bttcls andSpgeshutdstwii. c €onameirive ugeinthids plee choothly cost of an

abuse g R e R Db Rl R s OF o SE P e 08w & ot e griod. count

of phisﬁtsﬁtsz uﬁ"h@ thd ER1 ShUAdOMMe foRISd aRBIOF ithsS niiber! MCHMSEE skdiCidentified
nmont hly cost of an abuse team Risk netrics may

versug plishddted shuinbdewnof Qpality hmefirice sngyd arelydei thg panbari efesites that are
ount of phish sites up at the end of each
mcmggtgﬁcaqeé&lzad]and/or t he nunber of phish sites
identified versus phish sites shut down. Quality
[28] mPigxycsrvam)2 16 nahyde coh@guredrioe providesadees tohat exaemal network for its
incorrectly cat egori ze 8] Proxy server 215 may be
1

client comuiiy &d osla?f‘oa lééafg%é’ié‘ D 3o NG{H OB CRYIFPIMSHE (st |generally pass
7 t f

o e e L P Rt et Rar O o et S MCactelsl to clien

compyeoXl/. slaradéitiod lroxpsaxsr Bermegyr futhbr beagondignteddb opbrate as a firewall.

i Sy SRR P oS SOTRML 2, Ry e 225

on thé ch@pﬁa&fat ﬁla?%e%oﬁﬁglﬁ’é@% act Rat loh@ recﬁEQ@W sy3RnY Bfat BdiBs to parse out
permit certarn requests an ot’hers. Gateway

spam Qe pt)r@r upwsnted datetvereptch éo Ch@m@onm’aws)éyﬁ: oﬁfaieg@yédrm&% may also

be conﬁg%egrt%r %1%11{ %S)ﬁair%lag Oar1¥is oF; & éilgr%%te 8@ ef‘mgé lont I %) ah3 do%lflatm names.

Furth&0hifp bhe s ﬁ&ﬁ: a@ig%ﬂ@ﬁtss ehtéRhy 22HvefBPS ahsP bBeconfigured to perform
configured for domain forwar d| and for_ adding

lookup egivigeashghay Fl’éefﬁlﬁé Rfaierriagesoireplle@ing Sita sgniesede (e.g., for

use 1nr5105r1 sga{‘ﬁl?sa(g%?o per or mtnﬁw u%ﬁl;e ecr%\[/lle%égl O'Si‘q&%:{%lp(?ata Anons}//mlzatlon may

be ac&l‘ﬂ&allsqelda ibyi placindor q)psmohllng(gatdv@ysset"&rmr@ﬂmd@dé an organization’s

e.g., for use in a si S operatjon) and
netwoglﬁ SHEMitBAL e e Ve ¥eé}§f{r|502£§flgsadj@lf?5%l a&ugﬁt ARG mssestdtesh with the

organ[F¥oPe Fﬁﬁﬁ&”@% S;ﬁde OEX teRhAGEREr 955 BARIde! KNinBBr ﬁa‘f‘f@ﬂ s network

server 225 ou an organi zation's network such
enviraningnt,tdites gat ewglyt Eaesteicted l@aﬁokjpsadch 2idsmay dhtacemssiblpeto gateway
ociated with the organi zation. Further, by placing
serve gz}ts’eway server 225 outside of the organization's
networ k environnment, sites that mght be restricted by

[29] PT@XY ﬁﬁﬁ%ﬁﬁr&ﬁrﬁbnﬂﬁi&yb‘@tﬂ@&%@ﬁ@h@é £nétvodlal B\aYraE 0 MBI website 235,
225. [29] The system environnent may further conpri se

and a PoneaimdiericBotena(PNaLwayERH0 wé’b&w@lez@ svebgitR2 ¥ mayrhe any website
that sl\lﬁg?sb§ysattt%%esl)ms)sol§cqtr Yrﬁgrrgaf]f%n ﬁofnr gu%lélr %11 11\{%%%1&% &ﬁ'goses.
may be any bsite

fraudulent website 235 may also be referred to as a phish or phishing site. In one example, a
fraudulent website 235 may impersonate a legitimate website in order to solicit or attempt to
solicit personal information, such as a user’s name, address, social security number, account
number, password, and/or Personal Identification Number (PIN). DNS server 240 may be
configured to provide various services, including DNS lookup services and WHOIS querying

services. These DNS lookup services may allow a user to determine an IP address



that solicits or attenpts to solicit information from
a user for illegitinmate purposes. A fraudul ent website
WQ2Bes3l so be referred to as a phish or phiBEI/0§2008/086783
site. In one exanple, a fraudul ent website 235 nay
I npersonate a legitimte webgite in order to solicit
or attenpt to solicit personal information, such as a
corres’#%ﬁc[ihg &8 MrticABH I8 RRin SREd ahd IRGH rWHY)IS‘_lJ]f B&ing &EG0UNhay allow a
unber, password, and/or Personal |dentific¢ation
user toNdeteming PleNywneDNSa pantivelar IA@ldmesy. be configured to
provide various services, including DNS | ookup
[30] 2 :c%rggnzg tﬁggne\é\?%lsreggsﬁé%t?,n es%;%é?eﬁ%gggsﬁgeg% ll"I%o léué%.g. email
serverddd ESHRMiGESRPRRP0DIddtsbase RAVdri2a0] Goxd rRédR 13a8&podttkerver 220,
these WHO S querying services may allow a user to o
and/o) REPYAYN ECTY ¢ 26 éRaYoimBlepsnt iac micalod poraddpntifang.[ glpysifying, and
- Accor . Qr e aspec e e
termi 050 RUhE R THO° PR o AR RSpfie shilf rothod for
identifetiyy &id A0Gifythatsabsisious siteg€e.g2 Wkbsipisnxin sep 9@5, ad sctronic message
corparate _server 220, and/or_gateway server, 225) may . . .
may Berspelrisht TS mastea i incldat i gane Ccinas8aflyhgby aueer indicating
an adiRETOPAL LA icldu@Udts! epfic w&b%éfﬁaveﬂe@eivég Iife 3 -hdiPWRR&IE from an
I'lTustrating one such nethod for identifying and
operal @ si fugpiepus vEpiand duse subseguantly forwamddxs ktteepytent]atly shdpious and

05, an.electronic nessage may be received. Thi :
fraudﬁ%@sea_a@ﬂ_rmﬁﬁwc Y SEFIGReX %agzonatﬂ_ rgmﬁ?ﬁw _ﬁaﬁuliﬂt sge. In one
configd®flon AR iILRILAY Iﬁéblséﬁdfnﬁ%%oﬁtfai@lo%«@ph{ék@%iféhhq{esgﬁ%e Identifiers

user may have received the e-mail nmessage from an .
(URIsppad/ar Bt adstressesstihsipire iagrgsiatidi wittapnk eramercsubsieiquesitdsy Additionally,
e N T O T s
site, 4 Bohd alldtbeidt mdsh@s il FepdNenagOhy k@i rtatth®RenddR of the first electronic

el ectroni c nmessage may contain one or nore Uniform .
messaRa.s GigF Csamplentj FFRANSC (URICSIVINgn¥Y eJectiqmic Hgpuse Eepoftiig a suspicious

. a ci .t | Cl It
site. 8 £ PSRRI Sl Bl u S RIE PHTRLCLRROR} ifisage to the user
acknosll@pfingomret cipneShagecrishadctishic madagatlia oan oadshre asamfengnts, a user’s
suspi ci ous si. a second el ectronic nmessage in.repl

te, ply
PasSWiHY, MK %’é‘?ﬁmﬂ%ﬁYH?é @é(ﬁq\@ Clhf USHeIIPPE 2 \“é’lsl PPéﬁitE or when a user
reporty R A#mg fRlr & bhal ifloBRRBANS & s(lﬁ)iéisﬁseéﬁé!. ng s?@h configurations,
el ectroni c nmessage reporting a suspicious site froma
the clesgronic iméssagytbttasmumaticalyneni lgathk pygendnarprevide tircansecwith a new
passwgg(ggma Oere{ngtg{l(‘?]gﬂéj g%?]r%igc ! OY\\)AV Fondglgag agggvﬁbg%@w%frd tarl?(F/or reset his or her
previcdts RAGSRITENAStermitiVEI9 lor 2.dieid SNB/, dn ABY nkik Q%bhé‘eathé\% b®@enerated for
reset when a user reports a suspicious site or en a
emailg spprtmgpmssibleshigh siteh.raglvising e reportipepsomat to follow any links in the
ernaili Q;a()lg{lrsa éthornr g n ssnl{e%P i 1§0i ?eu Sensélra}tee anldnselsltUCh :
cont gur At SR Pe et gLty BHITE ssage'that is
automatically sent by the system may provi de the user
[31] wilit tep Be0y frsslsctichiandéwigd medyr betpapsed ®Xpki@addi igiohowpicces of
t 0. obt ai new password and/or reset hjis or her

information 1ncluge(fl therein.” For example, a regular expression or other algorithm may be
applied to the electronic message in order to determine what, if any, URIs and/or IP addresses
are contained in the electronic message. Additionally, other message-related information may
be extracted through application of a regular expression or other algorithm, such as the sender’s

email address, the date the message was sent, the date the message was received, the server

from which the message originated, and the like. In one or more configurations, a regular



previ ous password. Alternatively or additionally, an
automati c response nay be generated for emails
WO 290/019488) possi bl e phish sites, advising the PEPUR100$IOB6783
user not to follow any links in the email. Various
ot her responses may al so be generated and sent. [31]
In step 310, the electronic nessage may be parsed to
expreﬁﬁt{ R bY alsh SR e8I t%flo&ﬁé RIRE beRE: dfRdUdRA exarnple the regular
erein. For exanple, a regul ar expression or othe
eXpl‘eﬁlngD ihttpihomayhttye "appy bedpploed toethelsewtce snde Ofrﬁsgagssagenm order to

t det what f RI | P )
locateGgff AR’ 1 dh Bhvsbn Qe o AEGT HRt AT Eiokdsgh (HTTP) URI s

mentiGEt, WLeRA k¥, orot helariRSSAGE répRéRhe R 11O Hed bQiRcH B 6p 315, an
extracted t hrough application of a regular expression

addreggrofct fyepiciglig sit mapbe mtetmealsfrqrh éh%leam@g agd exfgdction performed in step
310. ﬁgrd 5}(%%12)’16 aEShc%%BE g?egtr{rxg r%\s/éé@? f%or %Nﬁ{rglﬁlc %%s?agte I'111‘§ay return the
result mfs pagreuar URINaidadis parnitutan EJRIIIK@. cdrﬂ:spcﬁﬁl tOra siE}fi€ious site.
configurations, a regularexpression may be a string
that is _used tg | ocate te in other. strings.
&

[32] ei%ﬁﬁp é20,t1‘h1é1ay gp‘rglsmgﬁg“w Qe&he Q@ﬁl@e&/ex&actefd ﬁfigrﬁss iis already in a

databéfﬁ@y OQE%QQ{P ki &hrd Q?(}r@fsesc‘gﬁﬁ Gfhef %ﬁtmﬁ%laf%%ﬁ%glbﬁus sites. For
ocate I nstances in the nessage

examlt-]lsi,pe sedfex bpdFatans ey bermptboobd ERTIE)ataRisci 81 thentdaciheaheration, the

wherein '*' or 'L' character resent | dcar ds :
addres gy b poumpateeh g et sadiressiy. i ot RS iy b previously
insert&d fnfo MRMaRBa RO A} REGEmamRd Mg RRLSArBE idBRe RN iR Akt da®lbase, a count
performed in step 310. For exanple, applicafion of a
valuc rtbgjutcarcsexpribs siiner of ttimecset qutticolr caddesss dge heay reported may be

1ncrenrleentt%'l({ anljilt t% Hﬁﬁ ciTrtélay &n (? Pgar £ @ﬁ%gr IgLong%sgmggr{ql Ll{; Iiloitil:%e er.equired. If, on

the oth&ﬂianﬂ Nit &t @Iﬁerﬁﬁ&d thit tH@yddiESsCi@h@tr dlicagg 11V\ifh€tdhﬁtba§ehﬂlen in step 325,
obt ai ned/ extract ed address is al ready in a database
the addnss mgtidednseed inge Begytbasses and ot her i nformati on
related to suspicious sites. For exanple, a search
0 [ p . d n
31 R T e A B he SRS it i ondine 1o the
addressd dresges, Vildimsoeeh saddpes sed nivthodnlpgizs emyplveeuseduﬁctlydmg string

.nserted into the datab term ned t
matching, Tgagg %‘?éysﬂssa‘%ﬁi?‘?r \aﬁnglﬁ’@e (‘]‘Bi‘]ﬁﬁﬁsg c QOE‘B%W“\)&AE% suspicious
site tot 1Hﬁ)trm5ﬁ<5l{ ﬁ&%ﬁhﬁy%ﬁ%d‘ﬂl@&ﬁa&ge Ea B8 uedPd ratsée@éu)vﬁéther the suspicious
dress has been reported may be’ increnented and the
site is rsebsﬁfmﬂlaﬂuylrmm t@e@mpmouswt@ h@whpqhdb@s@amgatmrg\ms proviobsly alerted.
on det
tn adiFg 6 e 4t Mool g oy B SEBT AR B8 Suspicious

site isSh@PaliRdfy it e aslab86 StheBMs Odiaoumleerﬁ Qbldrcty Mal/ h,au originate from the
dat abase. [33] In step 33 it may be determ ned

same gpaenaramen df és griersinsd shat dhe suspicioss el iseptupiquethen in step 335,
Iy i

the GIQQFCL ﬁ}eséa%eglqa{r}gyee %ses}{glg{e g%?lrt]% Fiﬁ é&ﬁtlﬁé tu%qﬁlg 18@1%‘[911%9 and the method

may dnﬂ&Qﬁo@maf oIS aﬂﬂcg’eﬁfenfsathﬂ ahsﬂmgwgmqge mnaﬁgtsImSy céﬁhespond to the

npari.son Qf the suspicious
1dent1ﬁer associated w1th tLe Enown gr previously investigated site. If, on the other hand, it is

determined that the suspicious site is unique, then in step 340, the electronic message or site

address may be associated with a new identifier.

[34] If the site is determined to be unique, then in step 345, the system may determine

whether one or more characteristics of the suspicious site matches one or more classification



site to information previously stored in a database
may be used to assess whether the suspicious site is
weawsnzmss al |y simlar to a suspicious site toP@iU81908/086783

the organi zati on was previously alerted. In addition,
even though it may have beenopdeterm ned that the exact
address of the suspicious site is not already in the

criterid 2(ARIFR atid N EriteHS RlaG iRUSdSkidviS rAHANER SoBs Shdthvbrk 1Ds, host IDs,
originate fromthe Same domain name. If it 1Is

knowulétandnicne drganematiotveaslighyi dkousinsone ckanplot clastifjestion criteria may

. hen.in step 335 he el.ectrgni. sage  may be

inchudge §ioh 3, A0S, A AhRT EETRG Ut Gy BT oR (1 Eermamy!linge). In one

examplBL NQMtMBdha§RPaludtl sBRiGarRics BBfwR A b ANGMHIBIHIP adiREScorresponding to
exi sting unique identifier may correspond to the

the parigeari suppigions sibcdnst B IsmndrortiReaddressas corresnoadingiie lkpown fraudulent

. investi ite, on_the ot her ha AL .

Sies. 4é Searnme%ag%pq?’h%le Styﬁteeh{c, 0¥ i%ﬂpﬁlué‘ %ﬁ%‘lé‘r !gé&%%sll%nu é‘J? e, gpicious URL

“http: St PriddRrt. ftdeet/Bvee bitkdif sy e patior Dinfin @ BUTAS Baiilyg/Updating
be associated with a new identifier. %34] If the site

Screep. doH@e st fiupdatingecihwagsiicqie botasem Banke faptigafsreepylestate=CA/securi
- — 1 = ] . Vi )O . . .

o oo RS gL R RRRHORH e 008 SR pis (e gpsifstion

criteriapthet ak &kaswh it appeanarddderssa.cotegmal igtakhown rnddentaites, such as

may i nclude kn fraudul ent domai ns, network .| Ds, .
commygLpISTBLITER SR QATIOBRE. ohii: Crand Biren s atians  Begesian filer
or othbPtcRNEa SXRABLE alg%hﬁ% hfa'y%tds&[‘ tCAdte Blih@thB¥cliRsd dUfSte or message

various portions and characteristics of site addresses
is phigking-relateds s Pladtoriqadysjassifinatomeo £ xtesphe] nzssagss emayregrve to create a

. ...evaluate, sim.larities between URI .and/ or, | P address
dictiogdsy op QHGRAE 16 PESh ECUBAR 110G 0 OIS 4 RO g

URI s and/or | P addresses correspondi ng to known

[35] f1Rwdel @nimost t @arachsistes @Xahpl Quspichris syet ey @BPpdne or more

a reqgul ar expression to the suspicious URL | o o
classifieqtiopgritqrige Eigriyptony way thepsstermmaifvthschasorisntion e itetwpiegndicative

it Al i f i na/ i NG .. L .
or e IGHRER Y50, APE2AL Socti PR s i e g fom

previduliyr proaSsedeanpitanik aitess CAlnse ¢ug idetermination was made that the previously
t y- banki_.ng=onl i ne/ updat e-i nf or mat i.on=bof aconi’ to .
Procossed SEIPIFINS PR dcgimare, _ﬂl?Patég?iFlil‘é%@t slantiiapoe CPiggyia may also be
considdi@ toPbLiniRANRs LPIBRRBRY. IThu@ARHRS 8L oFOLEAIRANELNYf & ?uspicious
nown fraudul ent srtes, such as conmon m sspellings o
site ma@herkorgforAne ickasificdtioneniéerorindioateveodiégiguaey, ithomste being processed

and e%ﬁ%a?%t%gg %Lf,lo :bg rc(llag%i&%{ingg @egﬁtﬁﬁgtpf :@gﬁgr:qf I a,f,ﬁ &gtsgle g{,)éeltérrr]nrﬂled to be

legitiriRe YRGR dSthRNaBLN Btk BH critdrdt el GRIm&y) B8 Slakik&iddsl Wlid in step
of sites and nmessages may serve to create a dictionary

347 ant tharradrss magfeng lab shifwghar actierethayude dscdeddon isgitppite bitgsg Other or

..related-words..[35] |t on r re.ch teristicscof. ..
addltl?%ael céalﬁ%lg:é\%}ogucsrltéril Jéla%t%ccthcgsc%flﬁg eglﬁtécsoof i1k errgnt BtthS 3f f))hlshlng such

as spéaktist, fwiedih OMagr int t@e iNiddth@VIBpdg), eBrowRyr tlhehe Meddds (BIEM), Rock
~if the classification criteria are indicative of a
Phish og gither figivdy deyedoned riidpteghrgquaso ringpg | naoresyspggements, a user may

manu&llméaité:ﬁtthg Ehsﬁ{ciic}ues‘ Istt@ t Bber?fin 9&idue@HlafabRRtics of the site.

[36] If, however, the characteristics of the suspicious site do not match the one or more
classification criteria or if the matched criteria are not indicative of legitimacy, external data
may be collected by performing a DNS lookup operation and/or a WHOIS query in step 350.

The lack of a match may be indicative of a fraudulent site, or of worth for further investigation.



previ ously processed suspicious sites. Thus, if a
determ nati on was nmade that the previously processed
WGEoEploTi4eRIs sites are legitimte, then the derP@BUS2008/086783
classification criteria may al so be considered to be
indicators of legitinmacy. Thus, if one or nore
characteristics of a suspicious site natches one or
Exterﬁm rd@ta%QyS B¢ b gRtddosy ﬁfb‘rﬂlﬁfngaa ﬂeﬂﬁ’és@?& DS @rvér%btdlﬁg&kfway server
he site being processed d eval uated may al so
225ncbabskfMBﬁmade@gwﬁﬁnabéﬂmﬁm&mp@umgﬁw h1ﬁwkmgsaﬂ1erw3wﬁ a URI

determ ned to on .t he variou .
corre g BT 1 Pote; BHTCHRE GRS eRUOE, QB Ry HAr aY s submitted, for
examM@' ol DNS sk€Rr 347, apd a&d’iﬁo@r@tﬁ@t‘ﬁéxt@ﬁﬁél QA A%yso be collected by
further action may be needed for legitimate S|tes
performipng e WHOIE djueiye fen ingthages iMhichampy allew jatsyptica erayser to determine the
stics of different forms of phishing
ownel %&%Ecui%éfg;‘éﬁﬁ 41 whaling, Man in the Mddle (MTM,
Browser in the N1dd|e (BITM, Rock Phish or other
[37] ném/stysp dé&v.eho pepigidissiite neg s moisored.n AasugpioiusBiteemay be monitored

a user may nmanual ly navigate to the

ngenen
manué g}’ Alo& 3éSF9t ROW Y ChsHePRG P NPAF AFRL RS & é‘l‘ﬁp&l‘?l@sme may be
rnonltefedt Qﬁto?ﬂah@al%}[ E@J Anf ’aléb‘i’ﬁ‘ﬁﬁ{er F%Ih eexgllﬂ feac§t§c§s't1§£1' %ﬁal%ls regular
he suspi Cl O ite do not natc ne or nore
expresslmssatfd/mamhmuter hased !aaglpms nfaytﬂeeaplpht:ct hethecoiiteerdode and/or linked

ot. jndicative.of |egitinmac) xt er nal ta
conteddiich RSB Sif R hls HORS o SRGE o 1B Athsh gt in one or
more éoﬁﬁ'ggra%o%' Ris¥r 1hﬁut3fhi%ﬁt stde ra—cﬁﬁreh%‘PKrd@f toamﬁﬁﬁﬁcﬁrré SUBYiciBEs site.
indicative of a fraudulent site, or of worth for
further investigation, External data may be coll ected

[38] byn stapADR.tit Mgy &¢ detguabied parcthiusthsestatay oth S%pallw sdigehps changed.
For et \{§ rba%&i'soﬂ D tgge%?ﬁt th&ni o(%ﬁllé% tﬁ@ Sls})féloqu%rtgsﬁ n%éé h(?eterrmned that
su§) °clOuUS  Sit % t |

the stat0s$ béﬂﬁcmgbmgust ot s qhaﬁgddC&drﬁrﬁaaddléﬂﬁﬁ lag’ldﬁﬂfe ot kike-versa; or, it
informati on may be submtted, for exanp
may bgedofaminedghat the siatnstatdhe suspiriqussite dan alllanaaci ﬁfomznlaxeste offline, or

vice- \}%?sac OA&&)%@E t936n99a ﬁ&'ﬁ r%e?ﬁlnaru\‘fg:s'qn q)EqISXd té eretermme if a site is no

i nst ance ich may al’l ow a syste user
longedklt ey mplhﬁshtshe Ememnqﬂe af paitd hecsuioaﬁorth saﬂptn@ald/c[rﬁé’ﬂresh tags, the

ICIO S Si noni t or.ed.
hkehlgoaéﬁﬁ t%% §1tes}staep emf% ?15161(;1@%( {E#}é%ﬁ?rrﬁwegﬁhm the status of the
suspic@A\R! ¥8 thas tﬂ@‘é"@dﬁﬁged 'tl‘ibnolﬂesté%r 300 L&Al AARIBNfefter & other notice may

suspi cious site be monitored autonmatically b
be semlog@vealhmthef:@wnmrtbd: partisulat IR addreds cansbposidng tod Bl&plmous site.
[ or, ot.her based, ana

subsei Bl B P01 10E M BB R ST BB u Ry wteeed or
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[39] If, on the other hand, it is determined that the status of the suspicious site has changed,

then in step 375, it may be determined whether the suspicious site is offline, legitimate, and/or
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one or more hyperlinks which may effect the execution of a particular function or module upon



responsi bl e for the suspicious site would be the
reci pient of a cease-and-desist letter, the internal
W@rwhoT948Kt er nal i nvestigators may be better aRCEUS2908/086783
i nvestigate the suspicious site and the person(s)
and/ or organi zation(s) respansible for it, if such
i nvestigation went undetected by the person(s) and/or
actwa%ﬂ %2 lhZRL (P‘Hr%);aﬁlﬁl%sp@l@%s&l rﬁa)a QJtlvta{éea %@Hhﬁé 1434 %6 HSAVASCRIPT
ese circunstances or others,
functlantvﬁnte&vge@u&ng oexemttonscb%ﬂlesﬁmctupm1]Thenus@n entorfagrpp@y also include

soverd| e 8O, oRTSTHE GBS i 4o TR T o dfarSof ESRtBe oo 405,

Repor®d taB 110 d®eRip @b 40N Pet&ambReNelAIRLE tabatoohayodllothEuser to view
partlcul ar site may expire and t he particul ar site may

a diffeyentovebpags e dé@gﬁnﬁ scqtign oéravqbipege hasinge celtaingi listied obuspicious
a r t
e 2TH ok TR PRSI A g £, B andr
classd’l&tﬁ Sdair¢h E)Slst&t@,aﬂah 405 agsi fdr%ﬂarﬁple] £livi h IEdreo Qfew a different webpage
fraudul ent or jgnore. Thus, attaching an expiration
that maxtcentai ¢ peare) %alkqveag RARCIP Saarslaﬁltq daabape Basehpa jpaiagncters such
I r t r [ i
o5 URE, B KB BIOAS ol MG LhORE R B Inbbe oL ofgfP1ab 410 may
allow [a42¢r tBIvigw 4 wdbpa@tcrra;bﬁmnm fugee itht erafyaoetath &pbmyd)mgleaics These
I|st| f suspi cipus websites and fun tionﬁ ford ?
a Srye clectronic

met“"csom&ﬁe P3G B pRE t1BStRCS e A IBERGY SYGR. 23 A

messagB{ Fec&Q@cfl AU ERD{RANSme bBG S %ceiﬁﬂto?ﬁflﬁﬁﬁuf@ﬁ&?romc message and its
mpl ement’ed in the formof a dynam c webpage,

corrembndllngl crigssxfaatlmusanmoa)gmammgn@oﬂ athguelgesd atvaie clovtpaen mgeeipt of a

partlc%)g lo%ﬁ;igulg{]sﬁ%?m rt %)gtmg%\]/a R{f/%%ﬁ}%an ua%&w@mt letter, the
elapsddl GRSV A trbdedptSef \éeparﬁé\ﬂﬁrs ele@fi@ﬁ@rmgﬁsﬁfﬁcﬁﬁﬁ'-ﬁhe Nlitdown of a

In addition, the user I nterface may include one or
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etup tab exanpl e, New URLs tab 400
may all ow a user to vi ew a different webpage or a
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descepingrep it c@lueTpeespding count Va ue, alphabetlcal reverse-alphabetical, descending
first-seen date, or descending last-seen date. Depending on the sort method, as selected by a
user through the Sort-By control 420, the user interface may include a status message 421. For
example, as seen in FIG. 4, if a user selects a descending count value option, the status message
421 may contain relevant text indicating the number of URLs with a high count value. The

user interface may also include export link 425 and refresh link 430. Export link 425 may, for



nmetrics may be based upon, for instance, information
such as the volune of electronic nessages received,
W b@erepsed time between recei pt of a parti cuP@r/US2008/086783

el ectroni c nessage and its correspondi ng

classification and/or investiggation, the el apsed tine

between receipt of a particular electronic message and
examﬁl@ edn%%n@hgég tPEx rtrc%aol%%h %o ﬁr%qrcsﬁngaﬁs@ﬁ&io%fs WeBbit&r431, as further

he el apsed ti bet ween Trecel a particular

dlscuﬁbcébﬂowrwmh rspea e FEnd. t]msldslhmndameahf link 430 mes gonekangple, allow

s.Wwebsi.te, .the el apsed tinme between sending a

a userdg 2SS ER B S RpicilR HRRRTE shut down of

correspondi ng suspi ci ous website, and other
[44] 1 md@[tmtanp nhe ligtirgdst subfiousSetbtct ab1 4k coBiprisé @header bar 435 and

exanple, allow a user to view a different webpa t hat
one ofragrelist pameab 40g ikhst heéd\erdq% ﬁ@é‘s}n‘tl%d@o@leéoﬁe(‘iog%T headings, and

r t , ,

A R L DS
headiﬁg:madFmg Seon bevelingy 435l EmSpach@dlﬂghQSus@wunt hteliigtddd, and URL

al so i ncl ude Sor.t - coptrol 420. In the
headig 43¢ r1Redltians afhiyatiRht ¥lym¥ nisgerespyndinhia prolup igaging may, for

examﬁl@ ?eléw |ahd/gp\eﬁarﬁ@ MHe H%%ge%ywﬁicléq}% ﬁstll’ncgeﬁf gﬁgr%gdfﬁ%ebsnes 431 is

/or change t manner whi M stin
dmpbsu$pﬁcmw@bnwebéﬂ®emy4@dud$vdunpmaye&nmﬁmrmakﬁwwtsﬂ»dmnmnsnmy

user. may inter t he Y trol 0.a :
be hyBgfiaky ™ Kb it [NoHem R ol mes i ¢ Setmnk Tl APNS link
4400, Af firSuSRh ‘Elht‘éuﬁlOE\B(pﬁbtts%%n 4$@d aRoUREYValiBY40cf Bd & URIAME, The select
‘'sel ect to sort the listing of suspi ci ous websites 431
link 4dPaoimdyt dllaveva usewte cacotsd, maess defndnaiepnc ebent thel swspicious website
corresl?)élcl: nrl]g Iéon a ecount laral r%Ie sce%g ?Iﬁ%rcs%!am tle > SIS 8151%’ actlvate select link

440a, @8 caed iviegy hai:‘ster &ﬂ@ifaodadl@la%@%nﬂ)mgth@mamm ﬁ@rlﬁser to classify the
met hod, as sel ected by a user through the Sort-

suspicarity Bt 2 furhs dsrsed Relepraisieraage il PN isk 440b may
allow g%? ?gaeﬁg\é'xé 2 E%&Sd Iﬁﬁ)ﬁﬁﬁ Bﬁerta Pl?‘n%? o1 %u?rﬁr on t < @Jlﬁso? P address

corrcypesdiag e th2 partizylac dll;tt ddrnert @,|49V &nond eeoatnplle’,l di doatanm‘go‘ticlm .uk” may be
er of URLs with hi gh. count val ue, e user

extraqt?sfg?w@eU Rhspch) aééltﬁp%e g@bs‘sﬁ% k ﬁ?%\%"@g HEY Pay sy in one or

more boiHufRons BPRntor thB Iaofh%ﬁl Mo fif P @éﬁadﬂ% @4ocaﬂnh§>%cecate the date at

user to export data relating to the listing o
whichsths pispicous webbi¢ tasespdiding® the paitienladiis clssed 46@ wawfirst reported,

classiff ing G BERASHe, o151l B SGIecD SR HDRLRS; Repfogf Fgo ot which
the sBbicRHSPIEbsREScoMRBSIHdRSE 13 tHe phrfitllalddi bicaat 4o Wakelast reported,
| isting of suspicious Wwebsites 431 may conprise a

ClaSSlﬁ@thélﬂ omamomtsﬂsedan d’hereeunt valoe ¢40¢ gpayeIndiai thequonbeTd times the
susplclou&; V{/%bgl & c%r(rﬁs n(ﬂﬁ%yo t%ﬁ 8S§1rcrgfar 15 re](meent lli%]ll(l dl ngpdrted and/or the

yperli

numb&XE g cBronicheaiheaskagehiaccivay anmAf:map mdﬁ@@@ia QDRI or IP address
435a, First Seen_headi ng 435b, Last Seen headln%44350

relate%trlil@ Sﬁ“é’éf‘d‘i’lf‘?gwqi@g@i COTAGHRONNE to the particular list element

[45] FIG. 5 illustrates a user interface displaying an export listing that allows a user to export
a listing of suspicious websites to a data file according to one or more aspects described herein.
A user may access the user interface illustrated in FIG. 5 via activating export link 425 of FIG.
4, for example. The user interface of FIG. 5 may include a listing of suspicious websites 500,

as well as a header bar 505 and one or more list elements 510. The header bar 505 may include
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[47] FIG. 6 illustrates a user interface displaying a download window according to one or
more aspects described herein. A user may access the user interface illustrated in FIG. 6 via
activating count link 635, for example. The user interface may include a download window
600, a file name indicator 605, a file type indicator 610, and a mailbox indicator 615. In

addition, the user interface may include an open button 620, a save button 625, and a cancel
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[49] aF?(‘F-l gq l@éﬁtatte%n §1§eq 1nélrf§18 Hﬂﬁaﬁrﬂl%eg f&ﬁ;ﬁ %ﬂaftaa(flg\ﬁgaﬁy lser to classify a

e one or as cou
suspicious website accordmg to one or more aspects described herein. Similar to the other user

interfaces described herein, the user interface may, in one or more configurations, be
implemented in the form of a dynamic webpage, and may include one or more hyperlinks. The
user interface may include a form 800 that allows a user to view data in, enter data into, and/or
modify data in various fields. Form 800 may include an incident number field 810. In one or
more configurations, a user might not be able to enter data into and/or modify data in incident

number field 810. For example, incident numbers may be generated automatically and/or



635. Downl oad wi ndow 600 may allow a user to open or
save an el ectronic nessage that reports a suspicious
wWowRwsire3s For exanpl e, a user may activate couPE€T/UBI0k8/086783

635 in order to open or save one or nore electronic

nmessages associated with thg7suspicious website to

whi ch count |ink 635 corresponds. According to one or
sequeﬂ@dflﬁl A8 ARGIES incRHEC hreTRYcal@N lsul D tﬁﬁefheo beRAHEd SHGRe®Mnumber is

el eCtroni ¢ message because the el ectroni’c nessage may
automanicdllyd@putated exacrpte nuabko fivkdrfd€d Hmms@@sm}h@ltso include a type field

s15. GFRekrE s ot Brgae e i pobirdo et shOUEHE R lpsgification of the

selectb®SishiciBs SvdbRRd hd 1kitité Br Rh@RNer Corl I & alitlS “Ignore,” or “Phish.” In
reC|p|ent(s) to a traudul ent meb3|te) For instance, a

addltlglg,efprrnﬁi)ﬂ paay grcfusie aagqtgqr]gj f@ﬂ(hgg(P f\yhlgh gmag/pa,llgmg giser to edit and/or
I r e e ro
view & Qa% o‘iJY c)orIIeEpotnﬁﬁl to. FIK d?{l%g&i S4 Iu%:l:g%su gve%élgy trﬁocr: TX&g}ple a user

evalu&in@ thé dltdtresid ﬁie@ﬁtgél dispayet rth‘lFIf(BC’E nebyS§peaify nhatathe corresponding
el ectroni c nessagg that indicates the address of a )
suspl%%pW@bws fallspigi the aBobr Bhish” 1estegrry: drecase ethals pakticylar clectronic

messa%gﬁg%&ggc% 't§]to sDEit YSBFmb e b ACSarBYe &ﬁﬁ@ﬁ@a{ §i@oratlon (BAC)

contains an el ectronic nessag
customrisC mthﬂdymtoésaﬁegamddx}eaiso bé defireds poan @08 nmmlsd wclude a status

one or confl urations, electronic ssa 71 ..
field %&r o gy fb‘ v, a,58F 1 AdbARTPT v %o%t?tu%nzdéﬁag@%ﬁg suspicious
WGbSlFéh' H RBmplet e BRA nTBYJibHSY WaSthaPtRIEREREu@RAO & website is online

forwarded nessage whi'ch the user m ght have recei ved
(“up”¥ oroofflane (OgevEd.or of the suspici ous phishing site. The
mﬁndom1700 may al so contain a mai | box indicator 705, a
|nd|cator 710 rnatl
[50] a dI(lj f(fltl%n ¥R Qy %18{ercgri%lﬁgurat1g ?og%%P udg anﬁnmijﬁntéJRL field

830. lndident BRL £XAr8R0 enaye @ CIxaMPics al®s sager to1&litnamyd/os afdvam IP address
one or nore | ogos and paragraphs (e.g. |logo 720,

and/of) BiRd (frozsspopd g tarfdic saleeigd apwicias) websgte. n%ymsgj%g@y also include a
comm;egﬁ;ﬁﬂ@%ﬁl %LJ%E? X \?/Se?g&r?tg) dltsaﬂa%}] {71% dlﬂ%ﬂm?ﬁ \{‘@Mmg to the

erl to a frau
selecw‘déb@sipicm)usBas‘tﬂde orInexldémbhpﬁer 805 sageancldde andtel werked field 840, an

) t li 7 nd it
explraglgrq rdggepfé% %aa %drfkw § fﬁ%t@qke g%%aﬂiﬁﬁ‘él? dﬁ‘reoﬁd@%m fgr example,
allow g%sﬁbtb &dft %n&/b?%é{)vf tHe Hhe aF%fcﬁ[ﬁl?@ﬁb@éFcF%i‘ \!vés‘t%lﬁﬁ %a‘é\%ﬁ%lﬁ@d the date at

timate or fraudul ent [ustrates a
whichuthe rclaIS$1ﬁeertfoacm° thie specgd n@bsatef\mﬂlmmha,t argll thowstcaat vdech the status of
rdi to one or

| i f b
the s H AR RN BuiriiRal Fe FeP o ket iy Al Qi@ &ve buton

805, Wit a9 aBSwdamer t'obsﬁije Hﬁhgésﬁnadenﬁ thbS@JrloluQ fierdk /€ & rAP800.
|n one or nore configurations, be inplenented in the

formof a dynam c webpage, and may incl ude one or nore
[51] hy\@é@ndmgl@ OTPHe mesrasperteripEe S0faley meludgscascranddeggomenu 855.

Cease eﬂgi/ A& slt W3S il tb% é’o'n"?ﬁ%sg&l o3 HyBerh%EtE%rSa qaﬂhasta{tﬂg &essage 855b.

Cease and desmt menu 855 may allow a user to create and/or send a cease and desist letter with
respect to the selected suspicious website, and also may allow a user to determine whether a
cease and desist letter has already been sent with respect to the selected suspicious website.
For example, a user may activate hyperlink 855a and then view a user interface displaying a
form that allows the user to determine parties responsible for the suspicious website, as well as
create and/or send a cease and desist letter, as further discussed below with respect to FIG. 9-

11. In addition, a user may view status message 855b, and accordingly determine, for example,



nodi fy data in various fields. Form 800 may include an
i ncident nunber field 810. In one or nore
wa@obiogdsdat i ons, a user m ght not be able to eP@BDS2088/686783

into and/or nodify data in incident nunber field 810.

For exanpl e, incident nunberi§ may be generated

automatically and/ orsequentially as nore incidents are
whethef §%E§sg'anal{féglstt EﬁEr tdiea1Iene Bé’éneQn{ Rt n%ﬂectnﬂé'mg rselh@ted suspicious

automatically populated in incident nunber field 810
websifornr80t00nmyy alss rmthdtl mm bistoypmefia 86@] vBi1idh m‘Eyplélow aeﬂlsdr to view

15 may, for, exanp aw a us d/or
starus o ilaulo oot P OB egredr e s SRBGS 0 SFt BEE st &Y may be

compAsed! EOérid HRRBrefist! SI@HEML, e\K}InchQﬁ (f‘éach%ﬁl:lhﬂe for leQAYAPIB; status 860a,
or "Phish." In addition, form38 may i nclude a

usernasag 6. yan idetea8 @20, Inydd tiennfoyma$Q0omaz ingede ftl‘@ ssan menu 865. Site

scan AL 865 YOV 20 B8 LAUN B ESROPANG L0 nkDELSESE! S scan menu
SUSpi ¢l 0us exa user eva ua

865 n&aly@ﬂloﬁoﬁl uScrrve spawealld Itﬁg@eﬁ&i%dan Bf HecGelcétodyisHipieas f)\)}ébsne this scan
that the caorrespondj ng suspi ci gus website faIIs in the

may pregade pipsinin Ceodyer i, paﬁeéwé@&tfﬁatﬂonp%ﬁtbﬁ &gbife. For example, a user

C
may o FAL R i RERT s B A R E TR 1fe Stpogiegte andlor linked
conteitUstt tiresetectedt duspicioyp escbeite omt\xétj;@f stesstivaly amdl g, egular expressions,
defi ned.  Form 800 may al so incl us field 825,
and/owhewﬂwasgmaawyawg S IS0 LU, R i may view
status%es%erg% SiS%Ibeﬁ:ﬁcﬁgcﬁHﬁ%l% ldKPmMRD R eRambRl wh%BEPA Site §d3 has already
formmay display whether the selected suspicious
been wefosineé i s online ("up") or offline ("down"). [50] In
addition, in one or nore configurations form 800 may
[52] 8%@' %_gmgatp onre]gglgdnﬁ?r;rlte aLsJII):zeLcltﬁf % ??vlng 8@0;' rnay 1nc %ﬁe?}ng}lj?/f%a&éh\}lll%menu 870.
CrlterﬁiﬂmhtBhfmg dh@fiSs ANGAP be dRnpEiSsd @5@@&1 Iﬁ@ret 16t tetememl @Gichdmay each
suspi ci ous website. Form 800 may al so incl ude

includge fRreptesnps, eindedB§nk {Hdehamdly Immbsw%obs@ﬁn%t@llwme 870c, and a
Cl‘ltel‘lg{l] %795 Véﬁt\élrlg ‘?@Qﬂﬁg lrﬁe%'u?(?Ongla% %ll#)@/e %g%etgt aesgomate ong or more 1P

pi Ci ous web t1ro orm I ncl
addreﬁesi at PRI whthdhE sdbadeddipicirusexghsitat iIFoncxtatde, f1t edag* W4he case that
and a SI e S atﬁg g te f|,| 850. These ﬂgte fields
two oggores i et oy gagh gigy.oforiEsRRRd: i9ethe same

susplaials%@asltaﬂhtlp chréesltﬁ%cﬁﬁ:ﬁ%rl‘ﬁ@ﬁébﬁlﬁ% Wasu %‘79%%! dng@b a b to apply,

date at whic he classification of the sele

for examipk, eraohi Wild, xpegdsr expekssibes tathe vatiowshVB s dridéordPaiddsesses, so as
f th I b | ast t

to assposspRlTva g0 SetorRaoner iy taranow R Duddio B afiptsshcomrespond o

the saBféRuspiib&whBitteal | oW a user to save changes made to
the various fields of form800. [51] According to one

nore aspects, form 800 may i nclude cease and desi st
[53] rTéIhLSPHSBE Qs aena lignatiges | (gt usaesilicrss Bafahingh mcpp iyIPi §euser may, for

exam@g, ?@(}?f& e%dﬂhgﬁé@ﬁ)a%ﬂ ﬁttﬁéff’esﬁﬁ‘? i edlﬁ)%%tp &: %ﬁ c?ov@ﬂgat gllows the
€SI S ow-a user cre

user ta chems e andhelgsisd (el @tekagt, Wiltl,hor regular expression) and allows the user to
edit the criterion (i.e. it allows the user to edit the IP address and/or URI). In addition, form
800 may include abuse message URLs menu 875. Abuse message URLs menu 875 may be
comprised of one or more list elements, which may each include, for example, an ID number
875a, a message count 875b, a first-seen date 875c, a message link 875d, and a URL 875e.

Abuse message URLs menu 875 may allow a user to access and/or view one or more electronic

mail messages which reported the selected suspicious website. For example, as seen in FIG. §,



respect to the sel ected suspicious website, and al so
may allow a user to determ ne whether a cease and
wale®oor4Bet t er has al ready been sent w th respRCI/US2908/086783

t he sel ected suspicious website. For exanple, a user

may activate hyperlink 855ai1and then view a user

interface displaying a formthat allows the user to
the usglefn?é'rfyc@ %a@ad' Weﬂlz?ysa URIPOTRI Rhtehak Bberd his QUSRI HeAHS frorn a particular

websi t e, as create and/or send a cease and
electrdtasusttssalgt mera peas dbter §Her dfpenmalsgdhlb@lxamplm the nespetrface may

dlspla%élggggném%gg %'}5 aaclﬁ)greg}g%}éiltuiﬁoﬁ éb@Uﬁf@é&a IF %ﬁ,t%te %gessage count 875b,

whiche%alERlcs MO BEMBEr 6F GRES thedHIsHIQS Lié cbﬁ’&gp%ﬁdlhgﬁo alk©e&d¥e has been
been sent with respect to the sel ected suspicious

receivigé iy areclegsyme 8ussagay haﬁ@bt@rn ¢hayest snaat g chipmpler getivetpulink 875d

i

i 01rd§16 {2) -3¢t ng%Fd/rO? %leewsté Wle trgf? < EI%GSI a&g gﬁé\/oaéﬁltsﬁ?% li]ulr ¢ 2 Ym 800 may also

mcludalx&wrytemwt&ﬁmmdh&wcmé in®echgoTURINButEdn 83, @led:hSihay allow a
el enents, which may each include, for exanple, sta

user tg@dd 2 Ng¥efrHaRN %@B@W aRuscoaesaGoURL. 1ePeriari o, adfits}oi‘h form 800

S 5

ey ORI REL 5L SN B S S AEEY 8012
865b. Site scan nenu 865 may allow a user to manually

[54] t Fi@gé rillestsitana ofertihersed dtspbldingu& ;ﬁd)lmil d1w$ a\hletwsiat Bser to determine

S SC rovi de basi s, art )
particy FisPRRR P K aLTHOBY "R cnnllds FaS afl el bsg and desis
letter H&Hrdf 'td/ @ﬁeeom%rdsjr)]&lﬁs 8868bed KSint Al GG ak 'ﬂtgth'érbther user interfaces

automati ¢ scan of e source code and/or |inked
describethhermin, dfc usheinsesfage ey, LSS @i BUrs opahigiredonsp bevthplhmented in the
anal re u ar expres%lon

form oé aé}';nsatnlnic:: gvleB% 4eCy Ig(ihmfl¥/3| 4 oronglor Thate P{%@I‘ﬁfﬂ?anﬂle user interface may

includ@PPFiredood maadddwd @MserBtoser daBYiny efier Fhtide, AREEAGRIfy data in
865h, and accordingly determ ne, for exanple, whether

varioys lglde Semn MNAsmay mehuly Bewridsat m@ﬁh@dmd{cstz]f 9Be ey WRhgs an add
t r r 0 ri

query B 18" TR FSRRAEb o] DIThED. (TRahBl, MG APl Bad another

DNS quirphicaedr SWHOIR quory mene, dimfir teltkose rfmher\aﬂmmisedhhgflo@ac h
i ncl ude, for exanple an edit link 870a, an ID nunber

870b, a natchln e 870 a criteri
1551 oAceisting TRioRe AT gt R et a0 gty Shnb 4 BRI menu 915, DNS

query3HRSRCH Bt faPREnt@in d‘ﬁﬁ&yjsaeé’t‘ij(q{ Iﬁ— RESwWR rrnéflﬁl o SWi § R h[@xtbox 915b, a
sel ect ed suspicious website. For exanple, it may be

cancel higtomaléct han tupion O Sdyoand aldRlete buttwmﬁPlSIePhad@khE@Is d3NS query menu
ond 0

f
915 nfby s F SRR £ Pl A s R 2R, NS EBBrsutts fitd 920,

DNS f&dr¢ resutts FIRUOAY tha rtﬁ’érhﬁ&l’u@e Uﬁ@br erarRhlYing fiPfaddresses, such as,
exanpl e, exact, W gular expressions to the

for expgpicuesulimiesIPapdiireys SiZlﬁaadalN sBesy, mspu Q45 teryaslies ¢ user to execute
and/o® ng t%%' uﬁ? gq)lqgtqglgrs} nlgorv@(gﬁl{ﬂ%r atlﬂgr S&g& lﬂ:ﬂ@’ from query-
orrespon

resses o’ the sa SuUsSplI Cl ous
selectmk}ﬁllllt-c&)wn menu 915a, enter the URI corresponding to the selected suspicious website

in URI textbox 915b, activate run button 915d, and view results of the DNS query in DNS
query results field 920. In one or more configurations, the DNS query may be executed
automatically by the system, such that “DNS” is already selected from query-selection pull-
down menu 915a, the URI corresponding to the selected suspicious website is already entered

into URI textbox 915b, and the user may merely view the results of the query in DNS query



[53] In one or nore configurations, to use criteria
mat chi ng nmenu 870, a user may, for exanple, activate
wW@ehov/or94e& 870a, which may result in the di splBgT/u$2088/086783
wi ndow that allows the user to choose a matchi ng type
(e.g. exact, wld, or regul ap expr essi on) and all ows
the user to edit the criterion (i.e. it allows the
msultéJ field 92@ eﬁh&dtMGrEﬁlﬁqg RS ®r AR QBn@thwnk Nit %qghtt R tequire input
form 800 may i nclude abuse nessage Ls nenu :
from Abses & oElssmpactRt 8 DNhquady5 nmay be conprised of one or
nore |i st eI ements whi ch may each include, for

50 3PPk B WL 0 g RAE 5 24RO e o

925. &Wﬁ@ls&pﬁgem& sagemiResntiRN 8 r? sORYtied b@M\tdawusIﬁénd 925a, an IP
access and/or view one or nore electronic mail

addremwngm wrancelpbtoadiNer sel BetaoBik péaclpiste bution 925¢. Tn

b e I h e
ool e YRR 2 AR Ao Sonfgk BT, gy o o
exampil AWl I8 ety fasolm ficlp260i WHONIS ghagtresuits dichedXagey Girtter include
pa t date 875c. Conti nuing t(ﬂ%s exanpl e, the user
an 1P jaqliepy oge fale. gi agvask smg B3 thussder enss BEr Ie?p%wafrcﬁ gnformation

930d, taﬁ ISP &I-R308 /e an"JI%PV&ﬂa!ﬂ ARir fsg 936@%8%@1@% rln ?25 may allow a

I ndicates the number of fimes the phi ure
user to cmmasp @mHDn gichvotheResudE 56 shad1OEe quen'g C diov @damph aruser may select

WISt 8 RIS neeB7mn? Rsh gl I6° W aken dagpegponding t

the se}é'c%‘d’ shfificiBlEREBRRIIE URRISABEK d8Y, QEtiRR ®RIEoh 9P8, aR@K 1w results
800 may al so include new criterion button 871 and new

of theaWJrgéI fagte WIROILH queryrreadts, fishh O30 riayonaldrcmra cggBgurations, the
W cr| e n_or ew,abuse MBS S:
WHOE% gBeéréztrln% ¢ GX?Cﬁl € %Hq rlr%tl,l]ca?l%l%ywthgééfstﬁay Such ha dt{%g:lOI[S is already
selectédl d¥ces Sluﬁﬁﬂﬁl&&@n Asl-dodit hemmuddzshedp b@id@é@/s VUoi’ﬂéspondmg to the
respect to FIG 12. [54] FIG 9 illustrates a_use
selectphpuspicaus Webspe &yalrrgda cptsred intmlP addresdexbexs 8251, @nd the user may
r S
merelggr%e% %nenr%sﬁﬁ c}q tF@ gé&??lg g)tﬁél@lg &5.\9& Igseu;i ngél% gg(g'e Sgl}]edi differently, in
one odmsresdonlﬁgtﬁaammmnigﬁt mg requienepwriromaasaspeedes to execute a WHOIS

descrj bed h rein. r to. the other yser
query; @5 L Sppail rq%%r épﬁmavﬁféME thenyeating @f ayggpse and desist
letter, a@ BP%xQﬁplEf%@h G Q8 dr G ﬁe‘ s%ﬁtstz tﬁ@lS["%%‘Fﬁ@&r‘é& 930 i Gtified by the
a dynam c webp i nclude one or nore
WHOhS' pm‘fb’l Alk®, thErsystasemay dlspllay ag emmiynamc%ﬁ ddjagciitdo hSP®OMail address
t hat [ a user. to vi.ew.d enter data into,
9301, i tortaciBiRe SriRRLcA R BEISE, bl Far m 000y
i ncl ude an incident nunber indicator 905, as well as
[57] aFI@AMD) AlStiMedLLER IR bce difa@as aCueh Yhad utl@\o@a%& tBRYsate and/or
for exanple, allow a user to add anot her DNS query
send syeqqee and Yoot Stignaespréing (0 0Bg e Mare aspeathdeseribed havgin. As similar to
(o e Al e} 0
the HSHRE AR AL SEREE I LR Dfteicd ARG oip one or more
confidoNBionsebey imEinmeEd imalye Gont aff o dgnmlerwe@ag@canumay include one or

ul | -down_nmenu 915a, a URl textbox 915D,
more hyperlinks. The user ?nter ace rnayRmclude a form 1000 that allows a user to view data

in, enter data into, and/or modify data in various fields. Form 1000 may include a list of
recipients 1005. List of recipients 1005 may be comprised of one or more list elements, which

may ecach include, for example, a type element 1005a and an email address 1005b.



cancel button 915c, a run button 915d, and a delete
button 915e. In addition, DNS query nenu 915 nay have
w@2eonrespondi ng results field, such as, for eREHPEWO8/086783
DNS query results field 920. DNS query results field
920 may further include one20or nore resulting IP
addresses, such as, for exanple, resulting |IP address
(58] 9AQ80rdbhFo GHE LY mBRIMpOLS, IR 1800 AWy ISR a feth RACERER menu 1001,
/or view the results of DNS query. For exanple, a
TempL%@nmaﬂyn@eﬂ il m@p\@iclﬁdeom @emys@lr gudicgor ;1)010 _adtwwplate-selection

pull—dgwggpgjiﬁﬁ%l 5\?\21};) H)f(f dl ; extt ﬂ@gts gls?g%%teure textbox
1030, Rtré R0 nklade baﬁa&n Y(T)J%Waﬁ&ﬁ 'dbﬁéSb&tfont hﬂo DN%H@%% ¥mhi kNS 1001 may

query results field 920. In one or nore
allow @awéii tglprqalt@ gnldor sepda gp@e goé d?Slfﬁ'éﬁ;tteﬂj based @m it prg-defined template. For
exarn]g‘%l - eg%% hl% sélgftb%p 1%urln§ciry[§e t se r%q%élgl%{e sePNﬁ dél\?l\llll]-d%ﬁ lHnenu 1015,

enter thtIaR1 &di&splﬁidmgowtﬁs @aéuiecn glspmchﬁ &)ve&)sit@ﬁi BHLSUspOL 'ﬂ@;ws enter the
website is already entered into URI textbox 915b, and

IP addrﬁ%% QEEPPAREIPLR rﬂ@ﬁ selegted puspigiops sighsite lafIPtaHéreq&J@ﬁg}wMO% enter a
closmguﬁdﬁw QlShh éJ [k sichglft t%%t%ox Sfbﬁ@,eaglggicfltfﬁé SRty meésggéjﬂﬁton 1035

nore Ccon |gura§|ons require 1 np
so as for @mata anxﬂer sdnd ao;reai@rantiaieemeleuere la oDdST e yonf{gﬁ@tlons a cease and

desmt@%?ﬁ?rgga:ﬁl &ﬁgr$%$ gl ly\hpq&; L r?@%‘gr(}) y “% als it might not
requn’@"?ﬁ(pu@ ARRAL e itPIMRIEY oSELRE IS R h cERWANABAt %%@"f‘ an

I P address textbox 925b, a cancel button 925c, a run
button 925d, and a delete button 925e. In aqldltl on,
[591 WaE Sl hdbxsvatn@nwsmtmiﬁye dapkymecoeeass poh deng 1¢'féf§lhat3@1 on a pre-

acindd BB lE0y T8 of P G UR urel ST e b Bldce my
includ@na hRRsaadel Rnﬁﬁ@ow amg@ WBOR itsélf Metywatkidoanind Hkon amOfi.Sﬁ’n addition,
name 930c, | SP contact information 93Cd, an | SP URI

messagg Eandosnd | qhMpBPOBIRERT @ Sef P sEcOBIHO, tthlsd?fJé? ynogeagq content of
the 063365 gt!fleg&lv\%‘&y %}?ijlg ot ‘ﬁytrﬂ%a q‘“ﬁ’(f 1215y YlcRKe ar@Rl correspondmg to

Fesults or exa a user
the susgicwat webkid 5'10f aodP qdﬁeys— eﬁfeepdmdmg foutht sdsqmnomubsne 1115, and

enter the | P address corresponding to the
an Hﬁ\éﬁé&@l@w derapiptei 9@l Bmwar s mere GRFP %“gﬁtﬂ%x 1tg9®bbe advantageous to

1nclu(f3q-‘iTMit1%dfréb@ t&ﬁﬂl&t@q 196 7 28 ale[ GWisk B3t &8 aQfo 408t an organization
S query in WHO S query results field 930. I'n one

in aleﬁmgntsrte;ersmbbugtlne astwpocneus WwhissitWH@ Ssayuneryysemdlthdoecase and desist letter,

exe ed au al | the system such that
for exa %’a‘fté"a Pgé u§t8¥£%{%d from query- sel ection
pul | -down nmenu 925a, the I P address corresponding to

[60] tIFEGSed anletcsUs pbdi mte‘sfawia&spta@l §Sa ghirgaryt LRSI £dser to log ISP
into | P address textbox 925b, the user may nerely

infornj4tiow acperdingstgl Qns @f mpreeasyees yie$0ﬁ1bv¢-|®lﬂsmquénswmé§uﬂ0t téle other user
1nterfa{ce§ l &sgﬁ) d. %I%ﬁledtthg 1§sfeﬁ rlﬁ{éhtaé{e Ih{}' OfE oL &%re conﬁ%uratlons be
uratlons m ght requrre 1 npu roma
1mplehﬁnt(edd1ethet forof audydamidNEdfage, and may include one or more hyperlinks. TP
Address menu 880 may include an incident ID textbox 1205, an IP address textbox 1210, an
ISP country textbox 1215, an ISP name textbox 1220, and an ISP ticket number textbox 1225.
In addition, the user interface may include save hyperlink 1230 and close hyperlink 1235. IP
Address menu 880 may allow a user to log information about an ISP that hosts and/or hosted

the selected suspicious website. For example, after a DNS query and/or WHOIS query has

been performed, a user may wish to log information that has been obtained about the ISP.



query. In addition, ISP email address 93OF may
facilitate the sending of a cease and desist letter,
w@g0oha3exanpl e, such a letter may be sent t oPCTES108%2086783
emai | address 93OF identified by the WHO S query.
Al so, the system may displ ay2an email nmenu 935
adjacent to ISP emai| address 930, so as to
Thus, ftl?@iﬁek hily et QUL Catdran Y8 ﬁcﬁir&@%f It@)self{c%sea] sugﬂlgioug-gfebsne into IP
| ustrates a user interface displ aying a formt
addreﬁl tiewthex d 20 eanterahe cewntey andhwh the hSP beasé i dSBe@usm'y textbox

1215,|he etérletirJ? at}cf}%?r dj{:nnl?eaﬁ& grli}ehlg o{{fﬁ%?? t%@lgecltl% eétger a ticket number

assigrid8 BSTthOBIP RanekdlecttdusPiffus WHbEHd REEISBYcket RuBb&: t0ktbox 1225. In
nmore configurations, be inplemented in the formof a

one oﬁmqp@nﬁ]@@@jg@@ thgrmstﬁ@ympy] ehltgtutiply log infermation about an ISP that
hosts %8}30” ke%l T FrctTs sus orufsaC beidY IStaﬁ%dquféé} Iflt? n 18196 or more
USer 't d ewdaaln f3 7 ntlo

configungtions, 1mﬁdgfﬁtynod aduire rinpmrﬂc@ma lfstlelhdﬁderﬁo Neg ﬂ;ﬂ&@naﬁan about an ISP
include a list of recipients 1005. List of recipients
that hagipsndierhosied agitiquiss qugncioevelsithor e | st el ementss,

whi ch may each include, for exanple, a type elenent
[61] 1 @9@ a1 ang,Rat8 r@h#er qgt%ff@@cs dfkgﬁ?fﬁ [P U nCRPRALRY o BsePRE search a
nore aspects, forml KT ude a tenpl ate
databzsﬁ&DhtaHH[gIeQ@@& relatengsb ame oemrd suspicipul OCbsitray Assohiaeo the other

a D nunber jndicator 1010 | at e-sel ecti on
user firfceofiotsd Aisie 1R vk nteeBen, B0 Boon i s figuitions, be
impleh@fcB X thtG8am ofla %lgﬁkﬁﬁ&l%e%pﬁ@(taﬂ@ﬁla ORQudPor’ RS e h erhnks. The
nmessage button 10 and done button 1040. Tenpl a

user l@tmsfacte maninchdo 2 sp@tyh é)rm)w()@ (serchtferng | 234 @am@mpmses@m@us fields,

such %s %eassm% egglg %T;’c)l( l et %lr tﬁ %?)? ﬂggy S:Ttgré t%atgetﬁxtﬁ A0 end date

textbdxeMAsah &t dtiOpull- amoh aheﬁmsrajl@g:taltsapb ptﬂlll-ldod'ﬁWﬁeﬂﬁEIBQOlaldétegory pull-
enter the URI corresponding to the sel ected suspicious

downpagsgi 1330} A WKL texdhaxp bid 51 e xicar dnperiink HE3p.rndapesgreated checkbox
|

1340. C§ dafrgggﬁ’ ext@g e, %ggersc% {58‘1 s%@»gg;r%hﬁyﬁal)ﬁg@%g §ﬁ%‘?1& 'rré;’sults field

1351 may mcfhil@lmﬁewlfs Headdribax 13ﬂB®vhu&nﬂhaﬁthiludat\er10ﬂ£aﬂﬁnn headings, such

as, foge Ssa g,nlgglét@gtngqa%ngt 1533[)3 Sqt%g% Lo e}%ﬁ%g/ type nc(iimg 1350c, category

A r 0 S I
headugér)ég%(gfd cg%%:/ !g[rﬁi ggsrﬁfel%at&g%aﬁ%g Rhte @Jt%%%a 1§§Ofr: gount heading

1350g=;>aadmd)te], lettersrsegthlicadolg ¥38qhi ﬁeanchpfutmﬂﬁﬁ@rmyuébw amer to search a

datab der, to crea (f a]g{j/o send a cease. and d SItSt ette I

ata TS%Q"PmﬁF@g OIS T8 PR IR NGOLERES TP SIS CE O S aPﬁueﬁ&mBe a uset

may PR2%8dRNAdHe8Ius inl B beFioRASag SNscardArBridaBomasd then execute a key
tenpl ate according to one or nore aspects descri bed

comnigad @nd/or ?htevaws erhyperliak foad:@lttﬁayo mt:fptmi@ wargbgddfe database. In this

mann%%ﬁ?cwc %Odgs PaJ‘C%mgr?ecs?ggm iy ﬁig’éatné_\? ”Soﬁ{iﬁ? ce a
content area 1106 t hat |ncI udes the nessage content of

[62] t Reld@asky,athd Glehosd ah@tfeRtres E@&lteﬁxmfainemayoﬂnt‘tﬁm barie@lemented

106 may_ i nclude a URI corres ing t

through any nuinber of computer readab{e me 1a t at are able to store computer readable
instructions. Examples of computer readable media that may be used include RAM, ROM,
EEPROM, flash memory or other memory technology, CD-ROM, DVD, or other optical disk

storage, magnetic cassettes, magnetic tape, magnetic storage and the like.



t he suspicious website 1110, an | P address
corresponding to the suspicious website 1115, and an
wOoaMR/0TE rect tenplate 1120. In one or nore PCT/US2008/086783

configurations, it my be advantageous to include HTM
redirect tenplate 1120 in a2gease and desist letter,
SO as to assist an organization in alerting its users

[63] 2RPMlc 110§ rRHeRIGEAYSnIRBGLEE des’%rly&leﬁer&ﬁ%n%ﬁgjl ghfparlous aspects are
cease and desist letter, for exanple, by activatin

shows efetilblgt wterstd@bby {he@q slﬁllezd iniRe pit thes thamesntmnus eot hrnlted to these

emboglg%g% nfalglsﬂjg'lltcs (lﬂlaszitlgno g rgé/ tE sg('ﬂ q%nlgletﬁggﬁgé% cullaﬁg in light of

the fOR§&IEPRACKIBELT NFoAexBld adachOof hBe OSIBRENYSE the aforementioned
i nferfaces descri bed hereln the user interface may

cmbodimegtremnay berptilézed ghefricqu e Epohinatioyeol subkeomhinasionivith 11111@ clements of
of n
the othgrr éﬁﬁl) Idll] g ¥ % gld;ﬁgé) @Q% %%8%& unﬁ&lsfé)g)g e‘cﬁ%n il Rloks may be
made Mﬁt@bdﬁdﬁpaﬂiﬁgtfﬁxﬁ B9t aad sb@e&ﬁfdh@ﬁﬁsd@ Xivlearonl 2T, description
) an | SP country textbox 1215, an | SP name textbox 1220,
is thuscbeaRgardsl #5 ke Fativg e d ObiasHEskive 9D &he Drgseat HIVERtE,
the user interface may include save hyperlink 1230 and
cl ose hyperlink 1235. I P Address nmenu 880 may all ow a
user to log informati on about an | SP that hosts and/or
hosted the sel ected suspi ci ous website. For exanple,
after a DNS query and/or WHO S query has been
performed, a user may wsh to log information that has
been obt ai ned about the I|ISP. Thus, the user may, for
i nstance, enter the |IP address of the sel ected
suspi cious website into | P address textbox 1210, enter
the country in which the ISP is located into | SP
country textbox 1215, enter the nane of the ISP into
| SP name textbox 1220, and enter a ticket nunber
assigned by the ISP to the sel ected suspicious website
into | SP ticket nunber textbox 1225. In one or nore
configurations, the systemmy automatically | og
i nformati on about an | SP that hosts and/or hosted a
particul ar suspicious website. Stated differently, in
one or nore configurations, it mght not require input
froma user in order to log information about an | SP
that hosts and/or hosted a particul ar suspicious
website. [61] FIG 13 illustrates a user interface
di splaying a formthat allows a user to search a
dat abase containing records relating to one or nore
suspi ci ous websites. As simlar to the other user
i nterfaces described herein, the user interface may,
in one or nore configurations, be inplenented in the
formof a dynam c webpage, and may include one or nore
hyperlinks. The user interface nmay include a search
form 1300. Search form 1300 nay conpri se various
fields, such as, for exanple, an incident nunber
textbox 1305, a start date textbox 1315, an end date



textbox 1325, a status pull-down nenu 1310, a type
pul | -down nenu 1320, a category pu ||l down nenu 1330,
W@200R0 748Kt box 1345, a clear hyperlink 1335, aPdI/ES2008/086783
user-created checkbox 1340. Search form 1300 may
further conprise a search regults field 1351. Search
results field 1351 may include a results header bar
We cld320, which may include various colum headi ngs, such
as, for exanple, incident heading 1350a, status
headi ng 1350b, type headi ng 1350c, category headi ng
135d ase and desi st heading 1350e, create date
L ndoarhgd 5t Sodaaftud hud RGO RS s e 1 oral | ot ters
S ehtbivingadi &lectbaRRessea ke 1E@Fomicld@BadBMcREINGW fBrsthififess of a
‘to search a database containing records relating to
suspicaris NSFWerISEC;suspi ci ous websites. For exanple, a user
N [Or it . i n e vari ous fi. -
BBl A0 00 oL S Bc ol bSO RA BTy B Hlctronic
messagBd/ or activate a hyperlink or button to performa
search, of the database. In this manner, specjfic
r delsragingataihas dhafisk addipss neatehes png opprcyigegy si@red addresses
hladﬁggkeAdditionally, the nethods and features recited
erel’n may further be inplenented through any nunber
ofn eepput &r dateadainp ehartldi f@rst ddkiresadecsatvlt endtch the on€or more

.cogputer readabl e igst u%gions“.Ex | es of conputer
previqlalyrpird i i RaYSETR BiniR Biha 6T R A of the
suspideERREMN ork!sRS thalBEDEYe S mOhelssifRiRIYcrk&ghnol ogy,
CD-ROM DVD, or other optical disk storage, magnetic
casisspdnss fo dagmening thed e, onseoy mestr ettigbuwessefeha mebpichmeis network site

like. [63] Wiile illustrati. t t hod
matehg 88 g gy efsn aselBR Rl v UG R BeleE e A B
classififatidhlctitddR HOBRIELOOST Dicliitasesitki |l ed in the art that

the invention is not limted to these enbodi nents.
Modi fications may be nmade by those skilled in the art,

2. g%é%?eg%oﬁgaféé#ir%f ll, it\x%lg}eg? éﬁ%ﬁg{nggvﬁ%ﬂtﬁ gl}et oen%coqi W8 'clags?ﬁcation

or enent | one
criterie Aoid i ivrtiN o frmlggibignavd dilci faeberabaipeises: | N combi nati on or
sub-conbination with the elenents of the other
e RDBBIHREDS Suspicigysnetupr sitp & Bfmatipa skt gpgor more known
R L I SR U oS S
present invention. The description is thus to be
regarded as. il.lustrative instead of restrictive on the .
R g}?fehqd_rﬂfé ol gt S5t HmIEne AR HF 65107 YE € éﬁlﬁ@aﬂon
criterih hAUAdRAGV b AL BRRte GRMFthG Bfipris&cei ving an _
el ectroni c nessage, the electronic nessage including a
f comparagthe $isst efldrasssafghd srispuyunatingrk ské toggn address corresponding

determ ning the first address of the suspicious
toakﬁ%?%h?%ﬂgﬂgén%y parsing the el ectroni c nmessage;

4. The method of claim 1, further comprising:
in response to determining that the first address matches the one or more previously
stored addresses in the database, associating the electronic message with one or more unique

identifiers corresponding to the one or more previously stored addresses.

5. The method of claim 1, further comprising:



determ ning whether the first address natches one or
nore previously stored addresses in a database; in
WO e®pomEes to determning that the first addr esRCHUS2908/086783
not match the one or nore previously stored addresses
in the database, determ nin@sif one or nore attributes
of the suspicious network site nmatches one or nore
c ‘ﬁu%é#cfﬂs& & élé?&rrﬁﬁi'n? @t Fe it RFAINSE R nHRHEMELRE B¥more
that the one or nore attributes of the suspicious
previqustyvoerkd sidressemindthe datebrse caseo cartingohecledteynd ficssagé orth a new

. crjteria, determni ther the one or r . .
uniqu dgbfipoateFsmoerto & HOGHERTosE Pt D T g boingigrerent
from S - mete uhl@e TRNNABrsRbrredRIndIng to VR8N nfeé refodlHGtored

whet her the one or nore classification criteria are
addregspsli cative of a legitimate site further conprises:

conparing the suspicious network site to information

about one or nore known fraudulent sites to assess a
6. pmabatkihddiof cldiuatl, fili€hes usfpEdings network site is

fraudulent. 3. The method of claim 1, wherein

d Bo8HATIRg Hig supeiney natwarkote: ¥ nore cl assification

ClbRhinhoAlfh B U AL HaNOTuBid I LR SitShiConbHgddner

conprises: conparing the first address of the

suspi cious network site to an address corresponding to

a_known fraudul e ite. 4. The nethod of claiml,

T JJ}("”E’ et 0@&%&?@%‘@3’.“ hPBEPYASe to deternining that
t lﬁ?regf)cfn% t@@éﬂ&%ﬁﬁngﬁﬁa@ Rgsstitheo One sEpidiRsEheRl &% sRY ﬁ!lé’changed,
stored addresses in the database, associating the

deternpingrgt if theicnc v s®ag ettliutés ajitee p1spme netwogk eitd whetehés the pse or
orr. ondi to the one or nore previously stored

C s Nng. |
more {aifGRER CHETiaTig rot pod of ol aim 1. further

CRREHSHsO B ddlernBRiRG MR thcCorder @fid¥t BitfiButt @ thé Beplcidusthetwork site
address does not match the one or nore previously

matchss Hieade atdoss slessifiqation erigip adrieranining sdethar thegne i more
classifita Bh A aﬁ]@ﬁltﬁ%%ﬁ %# 2{1162"[1‘}[%. L W que i dentifier
corresponding to the first

espon address, the new unique
identifier being different fromone or nore unique

identifiers correspaonding tq the one or nore
8. pragmsthadofslamdy fyther 6Q@pEdsng. The net hod of claim 1,

ORI BI040 5, BSOS
over sedybincd emsumetfworek astotnatitrdly sehdingedleast one additional cease and desist

letter.

9. A computer-readable medium having computer-executable instructions stored therecon
for performing a method comprising:

receiving an electronic message, the electronic message including a first address of a
suspicious network site;

determining the first address of the suspicious network site by parsing the electronic
message;

determining whether the first address matches one or more previously stored addresses

in a database;



7. The method of claim®6, further conprising: in
response to determning that the status of the
WG eEplozi4eRis network site has changed, determ nPELyUSF008/086783
the one or nore attributes of the suspicious network
site matches the one or noreecl assification criteria;
and in response to determning that the one or nore
aid Fel s o @Jtettaﬂﬁmg YRR tifd RYBadURMRbEs Rt Rt dTRthE BRS of MBre
one or nore classification criteria, determ ning
previomsbyt shaned admessnemcthe datnbasc, dessinfiioificn og nioreattbugseof the
.l.ndi cative. itimate The. et hod of
suspiQi RSB B G B T ey B sSREET o
det 1%%%611% ROddtEatininp €had Rt oz RimdrbattShae &f tRéISuspRIMMKtwork site
site has not changed over predefined amount of tine,
matchgg thgreae iog mOIrG;/ clg apign ariteriaadateroveing sidicthico thalone eagere
casi OGS LRl Pt QG APRL B oot e meciom
for perforn1ng a nethod conprising: receiving an
el ectroni c nessage, the el ectroni c nessage |nclud|ng a
10. ¢ iThe pog@&p@g&@d@}qle gl@g,lgppgq B9 rrehskeip i ctsrmiging whether the one or

more glggs%&]&lgh @tﬁ%e}%?réc fnﬁ&ﬁtléed&;ael%g tlﬁ{até Q{% fﬁﬂﬁé}l c% Pl%es

arsin I'ectroni ¢ nessa
debdmpaniny thg suﬂpdmdmrnetmkfslte &1 infitdraees abmtt ohe er mnfe latown
re previ.ous stored addresses in a dat abase;in
fraudyl g SRS eS8 OBASY & RSRSrIPTD PRLITY et £ SePIidy B o ts i
fraud1@tt Mt ch the one or nore previously stored addresses
In the database, determining if one or nore attributes
of the suspicious network S|te mat ches one or nore

(o ssificatio riteria; nr onse to deter n

¢ 18 2omuSEHIR RSt el ordl P88 R Bu a8 %he one or
more BIR§sMakio lch@namecﬁaﬁaﬁr&eomegﬁmaf@m: faHB&dohdpeigés: on

criteria, determ ning whether the one or nore

c bemparingcthe ifist addrcsserfithe suspiciovdinetrdr sitofo an dddtsiss persesponding

toak@%%?ﬁm%ﬁ%aI@%b&9HDUter readabl e nedi um of claim?9,
erern determning whether the one or nore

classification criteria are indicative of a legitimte

site further caonprises: caonparing the suspicious
12, ndbgasrrperEEcadebls prdimet dHmpuringiddiionpogmutsywecutable

thu&%ﬁHQHL&Pﬁmﬁﬁﬁﬁéﬁes in order to assess a probability
t hat

€ suspl cl ous networ k site is
in response to determining that the first address matches the one or more previously

stored addresses in the database, associating the electronic message with one or more unique

identifiers corresponding to the one or more previously stored addresses.

13. The computer-readable medium of claim 9, having additional computer-executable
instructions stored thereon for:

in response to determining that the first address does not match the one or more
previously stored addresses in the database, associating the electronic message with a new
unique identifier corresponding to the first address, the new unique identifier being different
from one or more unique identifiers corresponding to the one or more previously stored

addresses.



fraudul ent. 11. The conputer-readabl e medi um of claim
9, wherein determ ning whether the one or nore
w@k@esTHBEati on criteria are indicative of a |RgI/UBI088/@86783
site further conprises: conparing the first address of
t he suspicious network site2o an address
corresponding to a known fraudul ent website. 12. The
14. CORPYLBputteAdane MBANYST Qhinfd aHamn%'adtiﬁﬁbhglg:o%%%érl&gﬁttable
conput ef - execut abl e i nstructions stored there for:
hmnumMnmssp@m@@Kmof@eterntn|ng that the first address
%ﬁ ) ] usI%7ftored addresses in
t ﬁ%ceésé’t%t s“&spl%tggso%ﬁi H?ﬁ‘r@ et‘%‘?&“é? #h3fc message with
OQBtefRhinfY, BadédodUg al%@@ﬂﬂ{ﬂtf\bﬁétﬁer%%a[tﬁssmﬁéi btikglcli&stnléﬁwork site has
one or nore previously stored addresses. 13. The
changedrput er - r eadabl e medi um of claim9, having additional
comput er - execut abl e i nstructions stored thereon for:
in response to determning that the first address does
15. n@he odinpict-hadavle nediufs £clpheVd, ddsing adliBioes cadgpursseSutable
in the database, associating the electronic nessage
HEUU%WHESH“ﬁEWFﬁﬁpéﬁé i dentifier corresponding to the

di 11; 1?5 e}gcﬁfs{g ch&&errﬁlﬁﬁg R HHEof §IE Qﬁslgﬁdlcﬁfs IE%[J&Q site has changed, re-

ent fromone~or nore unique identifl
determainirga$ fherudic og niode dtvébudesenfohe sBpRioDns @vtivauk Istye smmhmithe one or
ddr esses. The comput er - r eadabl e nedi um of claim?9,
more ﬁéﬁ%ﬂ&?F?@nﬁt conput er - execut abl e i nstructions

STPFe§fbrsb &S Feoc[btérﬁﬁnmé‘ BEL AR MY of RRrs HeRh QS hO RIS network
site on an interval; and determ ning, based on an

site matchen tht long ommetchaasseicstiar critcod, refdetesmemawheiberrtbe ooy ¢ more
.site changed. ,.15. . The. co readabl e nedi um of
Clas“ﬁ?aétoﬁwcil rlar?é%?‘ﬁb“%t&%?ﬁ E} E’Imagg?tteut er - execut abl e

instructions stored thereon for: in response to
determ ning that the status of the suspicious network
16.  siThe computehenagede media ef ¢him Hy having hddipeal gpmpyice-cxecutable

nmﬂu@&%ﬁ%&%&?&m@m g@e suspi ci ous network site matches the
la%sification criteria; and in response

t tn fe@pdiﬁé ecr diﬂtﬁtrrﬁgmg it thdhgatoner e sﬁﬁptaﬁo@tﬂefw&tﬂs&s h@s‘ not changed
the suspicious network site nmatches the one or
over gprgdafined agopghpdime apfomaticglysepdingizhlca ang éti‘iitléletl ﬁéase and desist

letter one or nore

17.  An apparatus for processing fraud notifications, comprising:
a processor; and
memory storing computer readable instructions that, when executed by the processor,
cause the apparatus to perform a method comprising:
receiving an electronic message, the electronic message including a first address
of a suspicious network site;
determining the first address of the suspicious network site by parsing the
electronic message;
determining whether the first address matches one or more previously stored

addresses in a database;



classification criteria are indicative of a legitimte
site. 16. The conputer-readabl e nedi um of claim 14,
whampmage4akidi ti onal conput er - execut abl e i nst r ucRCES2008/086783

stored thereon for: in response to determ ning that

the status of the suspiciouggnetwork site has not

changed over a predefined anount of tine,

aut omagy Gahde &?Méﬂgniﬁ%ﬁllla@ A FirRN&1 iR idb R ImE&AHE one or more

and desist letter. 17. apparatus for processing
previdusutomdtidriessas inghs datelasprdesérmgning ifpme oe s®we attrandes of the

. menor s%o&iggb onﬁuter reagab%etlnstguctio s that,
SuspiGI PR AR B ARETT RIS B BB CLBP e e B par at us to
per for i s Hefd QAR ng it thd Q&I ihdre aRARELShO Nispicious
nmessage, the electronic nessage including a first
netwogly sifematches the guespi mpsLHaspiéiceiinkergpia deenaying whetherttheone or
i Yo[ols . uspd cious network site by
more H o0l R s b B i g it ner
the first address matches one or nore previously
stored addresses in a database;in response to ) )
18, qdhepprantayof Ham thevherqia detgrpmagsvirsed thoengritraereickesification
T . e i resses in the
Cnmn%%?% gggE&Hg?£§%$%#%%M$§£§%%QE?Q%%%g attri butes of the
s uempaimphe sedpwaidls eiwaksat chmaforandonabamioeac or more known
| assification criteria; and.in response.to ..
fraudlg PR T OFdRaf0 hevsaio b i S erciouS neipogte is
fraud @&gpPI ci ous network site matches the one or nore
classification criteria, determ ning whether the one
or nore classification criteria are indicative of a
legiti mate Sjte. . .The aratus of. claim17, ) )
19. vﬁgF APDATAS gt (H.?l}fﬂ g vw{%eilp] ggt%{rﬂlénn&n\gﬁ)%perﬁq Qne or n.nor.e classification
criterié lhAsnbfchGat o fNlegikinda@d diR fafRerl BRpERes: ve of a legitimate
site further conprises: conparing the suspicious '
neempngsthe éirst @ddnessorfriag susniciye wetvanlk siee torasraddiase ogrresponding
| en jtes in order to assess a probability
toak%%g#ﬁ?ﬁgﬂ%ﬁgﬁgé#ﬁus network site is fraudulent. 19.
The apparatus of claim 17, wherein determ ni ng whet her

the one or nore classification criteria are indicative
20. offhg apregtys pglains | 1.dhe WemRBY fUBRpranguising instructions for:

in response to determining that the first address matches the one or more previously
stored addresses in the database, associating the electronic message with one or more unique

identifiers corresponding to the one or more previously stored addresses.

21. The apparatus of claim 17, the memory further comprising instructions for:

in response to determining that the first address does not match the one or more
previously stored addresses in the database, associating the electronic message with a new
unique identifier corresponding to the first address, the new unique identifier being different
from one or more unique identifiers corresponding to the one or more previously stored

addresses.

22. The apparatus of claim 17, the memory further comprising instructions for:

accessing the suspicious network site on an interval; and



conparing the first address of the suspicious network
site to an address corresponding to a known fraudul ent
woeweires3s 20. The apparatus of claim 17, the nREDD§2008/086783
further conprising instructions for: in response to
determining that the first address matches the one or
nore previously stored addresses in the database,
235QFhA N Gadeld 8n Gh Gk Ath, Cwﬁ@l%e?aa%atﬁ\é $ﬂh9§‘@s Rliou¥®eBvork site has
unique 1 dentifiers corresponding to the one or nor e
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