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Parse a window or page having one or more fields displayed on a
screen of the mobile device, and use at least labels of the fields to
classify the window or page as having one or more fields that display
sensitive information
200

'

Access data from the gyroscope to detect roll and pitch viewing
angles of the screen of the mobile phone
202

!

Access data from the proximity sensor to detect a distance between
the mobile device and the user
204

l

Activate the camera to take an image of the user and detect a
number of faces visible in the image
206

'

Obscure at least a portion of the sensitive information displayed in the
one or more fields when any predefined conditions are not met,
including: determining that the roll and pitch viewing angles are not
within threshold viewing angles, or that the detected distance
between the mobile device and the user is not within distance
threshold values, or that multiple faces are detected in the image
208

l

Once all the predefined conditions are met, enable the window or
page to display the sensitive information in the one or more fields to
the user
210
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Enroll new user and take one or more images of the user’s face
300

'

Convert the one or more images into face templates and store in a
face template database
302
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Responsive to a window or page being displayed on the screen, read

and parse data from the window or page, including any of field or text

box data, field or text box labels, keywords, Ul controls and metadata
304
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Use the parsed data to determine if the window or page displays
sensitive information in at least one field or text box, and if so classify
the page as sensitive, else classify as insensitive
306
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Copy the parsed the data generated by the metadata module and
save to memory
500

Override form controls in the window/page and display blanks or
random characters in the fields or box data to mask display of original
data values
502

Output =
Viewing environment
Classified as safe?
504

Retrieve original data values stored to memory and restores display
of the original data values in corresponding fields or box data of the
window/page
506
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