
DESCRIPTION 

RE-ENCRYPTION SYSTEM, RE-ENCRYPTION APPARATUS, AND PROGRAM 

Technical Field 

Embodiments described herein relate generally to a re-

encryption system, a re-encryption apparatus, and a 

program. 

Background Art 

In recent years, cloud computing (to be referred to as 

a cloud hereinafter) has rapidly become widespread since it 

can reduce the cost for information technology 

infrastructure (IT infrastructure) and operation management 

while ensuring the flexibility and extensibility of a 

service and improving the convenience. On the other hand, 

the security of the existing cloud is insufficient. Many 

companies cannot decide to introduce a public cloud due to 

concerns over security. 

On the other hand, there is a growing need for groups 

comprising several members to be able to share data via 

cloud storage. This need is one of the major uses of the 

existing cloud. If, however, data is shared using an 

existing cloud, the following problems arise. 

In an existing cloud service, to share data within a 

single group, one user uploads data to a cloud storage, and 

the members of the group download the data and use it. 

However, in uploading, as shown in FIG. 12, data D on 
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a communication path is protected by SSL/TLS but the data D 

in a cloud storage 1 is not encrypted. Therefore, the 

security of the data D in the cloud storage 1 depends on 

the trustworthiness of the cloud service. Since, for 

5 example, many companies and users use the cloud storage 1, 

there are concerns that other tenants may see data due to 

setting mistakes and that inappropriate authentication 

processing may be executed. In addition, data in the cloud 

storage 1 may be leaked by an insider, i.e., a server 

10 administrator. 

To the contrary, in the existing cloud service, as 

shown in FIG. 13, a server may encrypt the data D based on 

a symmetric key k according to a symmetric key cryptosystem 

scheme, and save encrypted data E(k, D) in the cloud 

15 storage 1. In this case, the encrypted data E(k, D) in the 

cloud storage 1 is protected. However, a security problem 

still remains because the data D before encryption is not 

encrypted upon receiving (uploading) it, the decrypted data 

D is not encrypted upon distributing (downloading) it, and 

2 0 the server administrator can decrypt the encrypted data 

E(k, D) . 

Because of the above problems, many companies cannot 

decide to utilize the existing cloud. 

As a method of solving these problems, data is 

2 5 encrypted before uploading it. This, however, degrades the 

convenience. For example, when data is encrypted using a 

conventional encryption technique and shared by a group, 
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two methods can be used, (i) and (ii). Note that both the 

methods (i) and (ii) have merits and demerits, and there is 

a trade-off between the convenience and security. These 

methods (i) and (ii) will be described below. 

5 (i) Method of Sharing Key of Group 

As the merits of the method (i), data is always saved 

on the cloud while it is encrypted, and management of an 

encryption key is easy. As shown in FIG. 14, for example, 

when a group shares an encryption key ekGri/decrypt ion key 

10 dkGri, and encrypts data based on public key cryptosystem, 

the encryption key ekGri and decryption key dkGri are paired. 

Both a member who uploads data and a member who downloads 

the data can readily manage the keys. Furthermore, since 

data can always be saved on the cloud while it is 

15 encrypted, concerns over security can be overcome. 

As the demerits of the method (i), it is necessary to 

share the decryption key dkGri between the members, and a 

method of securely distributing/sharing the decryption key 

dkGri is required. Since, for example, the members share 

2 0 the decryption key dkGri, the risk of leakage of the 

decryption key dkGri increases as the number of members 

increases. If the decryption key dkGri is leaked, it 

becomes necessary to update the decryption key dkGri shared 

by the group in order to prevent the leaked decryption key 

2 5 dkGri from being used, thereby degrading the convenience. 

In addition, if a member leaves the group, it becomes 

necessary to update the decryption key dkGri of other 
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members in order to prevent the member that has left from 

decrypting data. A procedure performed when 

adding/deleting a member degrades the convenience. 

As described above, the method (i) facilitates key 

5 management while imposing a problem about a key sharing 

method. 

(ii) Encryption Method Using Keys of Members 

As the merits of the method (ii), encrypted data is 

always saved on the cloud, and no key is shared between the 

10 members. For example, as shown in FIG. 15, when public key 

pkA/private key skA, . . . are created for members A, ..., the 

data D is encrypted based on public key cryptosystem, and 

encrypted data E(pkA, D) , . . . is saved in the cloud storage 

1, it is not necessary to distribute/share keys since the 

15 private keys skA, . . . are not shared with other members. 

Therefore, even if a given member I leaks a private key 

ski, other members need not update the private key s^. 

As the demerits of the method (ii), a member who 

performs encryption needs to manage the public keys pkA, . . . 

2 0 of the respective members, and adding a given member H to 

the group makes it necessary to re-encrypt the data D using 

a public key pkH of the added member H. For example, for a 

member who performs encryption, key management for the 

respective members becomes complicated, thereby degrading 

25 the convenience. If a member H is added, it is necessary 

for a member who performs encryption to encrypt the data D 

using the public key pkH of the added member H, and save 



the encrypted data in the cloud storage 1, thereby 

degrading the convenience. 

As described above, in the conventional encryption 

techniques, there is a trade-off between the convenience 

and security. 

Note that literatures related to the embodiments will 

be listed below. With respect to non-patent literatures 1 

and 2 related to a hybrid encryption scheme and Java® among 

others, it is estimated that there are other literatures 

describing similar techniques. 

Citation List 

Patent Literature 

Patent Literature 1: Japanese Patent No. 4061288 

Non-Patent Literatures 

Non-Patent Literature 

Non-Patent Literature 1: Hybrid Cryptosystem Scheme -

Combination of Symmetric Key Cryptosystem and Public Key 

Cryptosystem - Information Security Introduction: ITpro, 

http://itpro.nikkeibp.co.jp/article/COLUMN/2 006062 0/2 413 03 

Non-Patent Literature 2: Road of Java: Servlet 

(10.filter), 

http://www.javaroad.jp/servletjsp/sj_servletl0.htm 

Non-Patent Literature 3: B. Libert and D. Vergnaud, 

"Unidirectional Chosen-Ciphertext Secure Proxy Re-

encryption, " Proc. PKC 2008, LNCS 4939, pp. 360—379, 

Springer, 2 008. 

As described above, when encrypted data is saved using 
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the conventional encryption technique, there is a trade-off 

between the convenience and security. 

A problem to be solved by the present invention is to 

provide a re-encryption system, re-encryption apparatus, 

5 and program, which allow the convenience and security to be 

compatible. 

Summary of Invention 

A re-encryption system according to an embodiment 

comprises a file sharing apparatus and a re-encryption 

10 apparatus which are communicable with a client apparatus 

operated by a member belonging to a group. 

The file sharing apparatus comprises a file storage 

means. 

The file storage means stores a first encrypted file 

15 obtained by encrypting a file based on a public key of the 

group. 

Upon receiving a file request including a member ID 

for identifying the member and a file name of the first 

encrypted file from the client apparatus, the file sharing 

2 0 apparatus acquires the first encrypted file from the file 

storage means based on the file name included in the file 

request. 

The file sharing apparatus transmits a re-encryption 

request including the acquired first encrypted file and the 

2 5 member ID included in the file request to the re-encryption 

apparatus. 

Upon receiving a second encrypted file obtained by 



encrypting the file based on the public key of the member 

ID from the re-encryption apparatus, the file sharing 

apparatus transmits the second encrypted file to the client 

apparatus. 

The re-encryption apparatus comprises a re-encryption 

key storage means. 

The re-encryption key storage means stores the member 

ID for identifying the member and a re-encryption key for 

re-encrypting, without decrypting, the first encrypted file 

to the second encrypted file in association with each 

other. 

Upon receiving the re-encryption request from the file 

sharing apparatus, the re-encryption apparatus acquires the 

re-encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request. 

The re-encryption apparatus re-encrypts the first 

encrypted file included in the re-encryption request to the 

second encrypted file based on the acquired re-encryption 

key. 

The re-encryption apparatus transmits the second 

encrypted file obtained by the re-encryption to the file 

sharing apparatus. 

The client apparatus obtains the file by decrypting 

the second encrypted file from the file sharing apparatus 

based on a private key corresponding to the public key of 

the member. 
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Brief Description of Drawings 

FIG. 1 is a schematic block diagram showing the 

arrangement of a re-encryption system according to the 

first embodiment; 

5 FIG. 2 is a schematic view for explaining a group 

information storage unit according to the first embodiment; 

FIG. 3 is a schematic view for explaining a re-

encryption key storage unit according to the first 

embodiment; 

10 FIG. 4 is a flowchart for explaining file upload 

processing according to the first embodiment; 

FIG. 5 is a sequence chart for explaining the file 

upload processing according to the first embodiment; 

FIG. 6 is a flowchart for explaining file download 

15 processing according to the first embodiment; 

FIG. 7 is a sequence chart for explaining the file 

download processing according to the first embodiment; 

FIG. 8 is a flowchart for explaining member addition 

processing according to the first embodiment; 

2 0 FIG. 9 is a sequence chart for explaining the member 

addition processing according to the first embodiment; 

FIG. 10 is a flowchart for explaining member deletion 

processing according to the first embodiment; 

FIG. 11 is a sequence chart for explaining the member 

25 deletion processing according to the first embodiment; 

FIG. 12 is a schematic view for explaining the 

problems of the conventional cloud storage; 
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FIG. 13 is a schematic view for explaining the 

problems when encryption is conventionally performed using 

a symmetric key; 

FIG. 14 is a schematic view for explaining the 

5 problems when encryption is conventionally performed using 

the public key of a group; 

FIG. 15 is a schematic view for explaining the 

problems when encryption is conventionally performed using 

the public key of each member; 

10 FIG. 16A is a schematic view showing a conventional 

encryption technique; 

FIG. 16B is a schematic view showing a general re-

encryption technique; 

FIG. 17 is a schematic view for explaining a general 

15 process of creating a re-encryption key; 

FIG. 18 is a schematic view for explaining a re-

encryption system according to an overview of each 

embodiment; 

FIG. 19 is a schematic view for explaining member 

2 0 addition processing by the re-encryption system according 

to the overview of each embodiment; 

FIG. 2 0 is a schematic view for explaining a general 

hybrid scheme; 

FIG. 21 is a schematic view for explaining advantages 

2 5 when a filter function is applied to the re-encryption 

system according to the overview of each embodiment; 

FIG. 22 is a schematic view showing the format of a 
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file in the hybrid scheme; 

FIG. 23 is a schematic view for explaining the re-

encryption system applied with the hybrid scheme; and 

FIG. 24 is a schematic view for explaining the 

5 processing time of the re-encryption system applied with 

the hybrid scheme. 

Description of Embodiments 

Embodiments will be described below with reference to 

the accompanying drawings. Before that, a re-encryption 

10 technique, a hybrid scheme, and an overview of each 

embodiment, which are preconditions to each embodiment, 

will be explained. 

As a method which allows the convenience and security 

to be compatible, a re-encryption technique (see non-patent 

15 literature 3) is well known. 

FIG. 16A shows the conventional encryption technique 

and FIG. 16B shows the re-encryption technique. In the re-

encryption technique, as shown in FIG. 16B, it is possible 

to convert, without decrypting, data E(pkGri/ D) encrypted 

2 0 using a public key pkGri of a given member into data E(pkA, 

D) encrypted using a public key pkA of another member A. 

That is, re-encryption is a technique capable of replacing 

a key without decrypting encrypted data. 

To perform such re-encryption processing, a re-

25 encryption key rkGri->A is necessary. The re-encryption key 

rkGri_>A is created from a private key skGri before 

replacement and the public key pkA after replacement, as 
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shown in FIG. 17. There is no problem even if the re-

encryption key rkGri_>.A is published. 

If the re-encryption technique is used, a file as data 

D is uploaded/downloaded to/from a cloud storage 1 while it 

is encrypted, as shown in FIG. 18. 

At this time, a member who uploads the data encrypts 

the data D using the public key pkGri of the group, and 

saves the encrypted data E(pkGri, D) in the cloud storage 1. 

This eliminates the need for management of the keys of the 

respective members of the group. 

When the member A of the group downloads the data D, 

he/she re-encrypts the encrypted data E(pkGri, D) using the 

re-encryption key rkGri_>A for the member A on the server, 

and downloads the thus obtained re-encrypted data E(pkA, 

D) . 

As the merits of such re-encryption system, data can 

always be saved on the cloud while it is encrypted, 

encryption key management is easy, and no key is shared 

between members. For example, since re-encryption 

processing can be executed while the data D is encrypted, 

the data D is not decrypted on the cloud storage 1. 

Furthermore, each member need not share the private key 

skA, ... with other members. 

Note that in management of the members of the group 

using the re-encryption technique, as shown in FIG. 19, re-

encryption keys rkGri_+A, . . . are added/deleted on the cloud 

storage 1. To add a member, a group administrator acquires 
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a public key pkc of a member C to be added. The group 

administrator creates a re-encryption key rkGri->c from the 

private key skGri of the group and the acquired public key 

pkc, and stores the created re-encryption key rkori^c in the 

5 cloud storage 1. Unlike the conventional technique, even 

if such member change is made, it is not necessary to re-

encrypt the encrypted data E(pkGri, D) on the cloud storage 

1, thereby preventing the convenience from decreasing. 

On the other hand, there is no demerit of the re-

10 encryption system, especially. 

Note that when encrypting data based on public key 

cryptosystem, an attempt to increase the speed is generally 

made using a scheme (to be referred to as a hybrid scheme 

hereinafter) called hybrid encryption combined with the 

15 symmetric key cryptosystem technique in which the speed of 

encryption/decryption processing is high (see non-patent 

literature 1). In the hybrid scheme, as shown in FIG. 20, 

encrypted data E(k, D) is created by encrypting the data D 

to be protected using a symmetric key k according to the 

2 0 symmetric key cryptosystem scheme at high speed, and an 

encrypted key E(pk, k) is created by encrypting the 

symmetric key k based on a public key pk according to the 

public key cryptosystem scheme. 

Using the hybrid scheme can make the best use of the 

25 merit of the public key cryptosystem scheme in which key 

distribution/management is easy and that of the symmetric 

key cryptosystem scheme in which the speed of processing is 
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high. 

Note that it is possible to securely share data 

between the members on the cloud storage as long as an 

arrangement using the re-encryption technique is adopted, 

5 regardless of whether to use the hybrid scheme. 

Examples of a case in which a re-encryption system 

using the re-encryption technique is constructed include a 

case in which a new system is constructed, and a case in 

which a system is constructed by adding a re-encryption 

10 function to an existing file sharing system. 

In the latter case, that is, when a system is 

constructed by incorporating a re-encryption function in an 

existing file sharing system, much labor is required and 

the cost is high. 

15 As a method of newly cooperating with another function 

without modifying the processing of the existing file 

sharing system so much, a Java filter (see non-patent 

literature 2) may be used. Using a filter function makes 

it possible to add processing to request/response 

20 processing between a file sharing apparatus (an apparatus 

corresponding to the cloud storage 1} and its client. By 

performing re-encryption processing in the filter 

processing, it is possible to add the re-encryption 

function with a small modification without modifying the 

25 existing file sharing system so much or incorporating the 

re-encryption function. 

That is, as shown in FIG. 21, only processing (for 
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example, a filter 4) cooperating with a re-encryption 

apparatus 3 is added to a file sharing apparatus 2 as a 

component. 

Note that the above-described re-encryption system may 

5 be implemented intact. From the study of the present 

inventor, however, a mode in which data distribution 

processing is improved is more preferable. In the first 

embodiment, a mode in which data distribution processing is 

improved will be described. 

10 In addition, in the re-encryption system, when simply 

cooperating with the re-encryption apparatus 3, it is 

necessary to re-encrypt the encrypted data E(pkGri, D) saved 

in the file sharing apparatus 2 and, therefore, it is 

necessary to always wait for re-encryption processing for 

15 distribution to the members. The re-encryption processing 

is more complicated than the existing public key 

cryptosystem scheme, thereby requiring a longer processing 

time. 

As shown in FIG. 22, attention is paid to the file 

2 0 format of the hybrid scheme. In this format, a portion of 

an encrypted file in the file sharing apparatus 2, which is 

to undergo the re-encryption processing, is a symmetric key 

portion (encrypted using the public key). Instead of the 

encrypted data E(pkGri, D) shown in FIG. 21, an encrypted 

2 5 file formed from a portion of an encrypted symmetric key 

E(pkGri, k) including the symmetric key k (encrypted by the 

public key pkGri) , and a portion of the encrypted data E(k, 
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D) including the data D encrypted by the symmetric key k is 

saved in the file sharing apparatus 2, and only the portion 

of the encrypted symmetric key E(pkGri, k) is sent to the 

re-encryption apparatus 3, as shown in FIG. 23. The 

5 portion of the encrypted data E(k, D) depends on the size 

of the data. Considering that the size is significantly 

larger than that of the portion of the encrypted symmetric 

key E(pkGri/ k) , however, it is possible to reduce 

communication processing between the file sharing apparatus 

10 2 and the re-encryption apparatus 3. 

As shown in FIG. 24, simultaneously with processing of 

transmitting the portion of the encrypted symmetric key 

E(pkGri, k) to the re-encryption apparatus 3, the portion of 

the encrypted data E(k, D) is transmitted to a member 

15 (client). Although the processing time depends on the size 

of the portion of the encrypted data E(k, D) and the speed 

of a network, the processing time of download processing is 

generally longer than that of the re-encryption processing. 

Therefore, while the download processing is executed, the 

20 re-encryption processing ends. Consequently, it can be 

expected that the server processing time of the re-

encryption processing ends while the portion of the 

encrypted data E(k, D) is transmitted to the client 

apparatus. 

25 As described above, as shown in FIGS. 22, 23, and 24, 

the mode in which the data distribution processing is 

improved is preferable since attention is paid to the data 
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format of the hybrid scheme to parallelly perform the re-

encryption processing for the portion of the encrypted 

symmetric key E(pkGri, k) and processing of transmitting the 

portion of the encrypted data E(k, D), and thus the time of 

5 the whole download processing can be shortened, as compared 

with the mode shown in FIG. 21. 

The mode in which the data distribution processing is 

improved has been supplementarily explained. Each 

embodiment will be described in detail. Note that the 

10 first embodiment shows an application mode in which data 

distribution processing is improved, and the second 

embodiment shows a basic mode in which data distribution 

processing is not improved. 

<First Embodiment> 

15 FIG. 1 is a schematic view showing the arrangement of 

a re-encryption system according to the first embodiment. 

The re-encryption system has a client/server arrangement, 

and includes a file sharing apparatus 10 and a re-

encryption apparatus 30, which are communicable with a 

2 0 client apparatus 2 0 operated by a member belonging to a 

group. Note that the file sharing apparatus 10 and re-

encryption apparatus 3 0 are server apparatuses, and the 

apparatuses 10, 20, and 3 0 are communicable with each other 

via an Internet 5. Each of the apparatuses 10, 20, and 3 0 

2 5 can be implemented by a hardware arrangement or a combined 

arrangement of hardware resources and software. As the 

software of the combined arrangement, as shown in FIG. 1, a 
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program is used for causing each computer to implement the 

function of each apparatus when it is installed, in 

advance, on each computer from a network or non-transitory 

computer-readable storage media Ml to M3, and executed by 

5 the processor of each computer. These points also apply to 

modifications to be described later. 

In this embodiment, the file sharing apparatus 10 

includes a control unit 11, a communication unit 12, an 

insertion processing unit 13, a file sharing unit 14, a 

10 file storage unit 15, a group information storage unit 16, 

a public key acquisition unit 17, a re-encryption key 

registration unit 18, and a group management unit 19. 

The control unit 11, communication unit 12, insertion 

processing unit 13, file sharing unit 14, public key 

15 acquisition unit 17, re-encryption key registration unit 

18, and group management unit 19 are functional blocks 

which are implemented when, for example, a CPU (not shown) 

executes a program including steps within the file sharing 

apparatus 10 (to be described later). The communication 

20 unit 12 serves as a communication interface with other 

apparatuses 20 and 30. In the following description, an 

explanation that data is transmitted/received to/from other 

apparatuses 2 0 and 3 0 via the communication unit 12 will be 

omitted for the sake of descriptive convenience. 

25 The insertion processing unit 13, public key 

acquisition unit 17, and re-encryption key registration 

unit 18, which cooperate with the re-encryption apparatus 
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30, may be implemented using the Java filter function, in 

terms of constructing a re-encryption system without 

modifying the existing file sharing system so much. 

The file storage unit 15 can be implemented as a 

5 storage device readable/writable from the CPU (not shown), 

and stores an encrypted file including a first encrypted 

symmetric key portion obtained by encrypting a symmetric 

key based on the public key of the group and an encrypted 

data portion obtained by encrypting data based on the 

10 symmetric key. Note that the "first encrypted symmetric 

key portion" may be interpreted as a "first encrypted 

symmetric key" or "encrypted symmetric key". Furthermore, 

the "encrypted data portion" may be interpreted as 

"encrypted data". 

15 The group information storage unit 16 can be 

implemented as a storage device readable/writable from the 

CPU (not shown), and stores a group ID for identifying a 

group and a member ID for identifying a member belonging to 

the group in association with each other, as shown in 

20 FIG. 2. 

On the other hand, the client apparatus 2 0 includes a 

control unit 21, a communication unit 22, a file storage 

unit 23, a private key storage unit 24, an encryption 

processing unit 25, a symmetric key generation unit 26, and 

25 a re-encryption key creation unit 27. 

The control unit 21, communication unit 22, encryption 

processing unit 25, symmetric key generation unit 26, and 
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re-encryption key creation unit 27 are functional blocks 

which are implemented when, for example, a CPU (not shown) 

executes a program including steps within the client 

apparatus 2 0 (to be described later). The communication 

5 unit 22 serves as a communication interface with other 

apparatuses 10 and 30. In the following description, an 

explanation that data is transmitted/received to/from other 

apparatuses 10 and 3 0 via the communication unit 22 will be 

omitted for the sake of descriptive convenience. 

10 The file storage unit 2 3 can be implemented as a 

storage device readable/writable from the CPU (not shown), 

and stores, for example, a file to be uploaded. 

The private key storage unit 24 can be implemented as 

a storage device readable/writable from the CPU (not 

15 shown), and stores, for example, a private key 

corresponding to the public key of each member. If a 

member is a group administrator, the private key storage 

unit 24 also stores a private key corresponding to the 

public key of the group. 

2 0 On the other hand, the re-encryption apparatus 3 0 

includes a control unit 31, a communication unit 32, a re-

encryption processing unit 33, a public key storage unit 

34, and a re-encryption key storage unit 35. 

The control unit 31, communication unit 32, and re-

25 encryption processing unit 33 are functional blocks which 

are implemented when, for example, a CPU (not shown) 

executes a program including steps within the re-encryption 
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apparatus 3 0 (to be described later). The communication 

unit 3 2 serves as a communication interface with other 

apparatuses 10 and 20. In the following description, an 

explanation that data are transmitted/received to/from 

5 other apparatuses 10 and 20 via the communication unit 32 

will be been omitted for the sake of descriptive 

convenience. 

The public key storage unit 3 4 can be implemented as a 

storage device readable/writable from the CPU (not shown), 

10 and stores a group ID for identifying a group, the public 

key of the group, a member ID for identifying a member, and 

the public key of the member in association with each 

other. 

The re-encryption key storage unit 35 can be 

15 implemented as a storage device readable/writable from the 

CPU (not shown), and stores a member ID for identifying a 

member and a re-encryption key for re-encrypting, without 

decrypting, the first encrypted symmetric key portion to a 

second encrypted symmetric key portion in association with 

2 0 each other, as shown in FIG. 3. Note that the "second 

encrypted symmetric key portion" may be interpreted as a 

"second encrypted symmetric key" or "re-encrypted symmetric 

key" . 

The operation of the re-encryption system having the 

2 5 above-described arrangement will be described with 

reference to FIGS. 4, 5, 6, 7, 8, 9, 10, and 11. Note that 

file upload processing (FIGS. 4 and 5), file download 
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processing (FIGS. 6 and 7), member addition processing 

(FIGS. 8 and 9), and member deletion processing (FIGS. 10 

and 11) are sequentially explained below in the order 

named. 

5 FIGS. 4 and 5 show the procedure of the file upload 

processing. 

In the client apparatus 20, the control unit 21 loads, 

from the file storage unit 23, a file to be uploaded (step 

STl) . 

10 In the client apparatus 20, the control unit 21 causes 

the symmetric key generation unit 26 to generate a 

symmetric key k. The control unit 21 transfers the 

symmetric key k and the file loaded in step STl to the 

encryption processing unit 25 (step ST2). 

15 In the client apparatus 20, the encryption processing 

unit 2 5 encrypts the data D of the file using the symmetric 

key k, and transfers the thus obtained encrypted data 

portion (E(k, D)) to the control unit 21 (step ST3). 

In step ST4, steps ST4-1 to ST4-7 to be described 

2 0 below are executed. 

In the client apparatus 20, the control unit 21 

requests, of the file sharing apparatus 10, the public key 

pkGri of the group to which the file to be uploaded will be 

published (step ST4-1). More specifically, the control 

25 unit 21 transmits a public key request including a group ID 

for identifying the group to the file sharing apparatus 10. 

In the file sharing apparatus 10, the control unit 11 



sends the public key request to the public key acquisition 

unit 17 (step ST4-2). 

In the file sharing apparatus 10, the public key 

acquisition unit 17 transmits the public key request to the 

re-encryption apparatus 3 0 (step ST4-3). 

In the re-encryption apparatus 30, the control unit 31 

extracts the public key pkGri of the group from the public 

key storage unit 34 based on the group ID included in the 

public key request (step ST4-4). 

In the re-encryption apparatus 30, the control unit 31 

transmits the public key pkGri of the group to the file 

sharing apparatus 10 (step ST4-5). 

In the file sharing apparatus 10, the public key 

acquisition unit 17 transfers the public key pkGri of the 

group to the control unit 11 (step ST4-6). 

In the file sharing apparatus 10, the control unit 11 

transmits the public key pkGri of the group to the client 

apparatus 2 0 (step ST4-7) . 

In the client apparatus 20, the control unit 21 

transfers the received public key pkGri of the group and the 

symmetric key k generated in step ST2 to the encryption 

processing unit 25. The encryption processing unit 25 

encrypts the symmetric key k using the public key pkGri of 

the group, and transfers the thus obtained first encrypted 

symmetric key portion (E(pkGri, k) ) to the control unit 21 

(step ST5). 

In step ST6, steps ST6-1 to ST6-3 to be described 



23 

below are executed. 

In the client apparatus 20, the control unit 21 

integrates the encrypted data portion (E(k, D)) transferred 

in step ST2 and the first encrypted symmetric key portion 

5 (E(pkGri/ k) ) obtained in step ST5 into one file (encrypted 

file), and transmits the integrated encrypted file to the 

file sharing apparatus 10 (step ST6-1). 

In the file sharing apparatus 10, the control unit 11 

transfers the encrypted file to the file sharing unit 14. 

10 The file sharing unit 14 writes the encrypted file in the 

file storage unit 15 (step ST6-2). 

In the file sharing apparatus 10, the control unit 11 

notifies the client apparatus 20 that the file upload 

processing has been completed (step ST6-3). 

15 In the client apparatus 20, the control unit 21 

displays the notification on a display unit (not shown). 

The file upload processing then ends. 

FIGS. 6 and 7 show the procedure of the file download 

processing. 

2 0 In the client apparatus 20, the control unit 21 

transmits, to the file sharing apparatus 10, a file request 

including a member ID for identifying a member, a group ID 

for identifying a group (when files within a folder are 

shared by a group, a folder name may be used as a group 

25 ID), and the file name of the encrypted file (step STll). 

Note that with respect to the member ID, if the client 

apparatus 20 sends a session ID instead of the member ID, 
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the control unit 11 of the file sharing apparatus 10 may 

manage session IDs and member IDs in association with each 

other, and derive the member ID by performing an inverse 

operation based on the session ID using the managed member 

5 IDs. 

In step ST12, steps ST12-1 and ST12-2 to be described 

below are executed. 

In the file sharing apparatus 10, upon receiving the 

file request including the member ID for identifying the 

10 member and the file name of the encrypted file from the 

client apparatus 20, the control unit 11 acquires the 

encrypted file from the file storage unit 15 via the file 

sharing unit 14 based on the file name included in the file 

request. More specifically, the control unit 11 sends the 

15 file request received from the client apparatus 20 to the 

file sharing unit 14. The file sharing unit 14 acquires 

the encrypted file from the file storage unit 15, and 

transfers it to the control unit 11 (step ST12-1). 

In the file sharing apparatus 10, the control unit 11 

20 transfers the acquired encrypted file to the insertion 

processing unit 13 [insertion of processing] (step ST12-2). 

In the file sharing apparatus 10, the insertion 

processing unit 13 separates the transferred encrypted file 

into the first encrypted symmetric key portion (E(pkGri, k) ) 

25 and the encrypted data portion (E(k, D)) (step ST13). 

Steps ST14' and ST14 are parallelly executed. In step 

ST14', steps ST14'-1 and ST14'-2 to be described below are 
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executed. 

In the file sharing apparatus 10, the insertion 

processing unit 13 transfers the encrypted data portion 

(E(k, D)) to the control unit 11 simultaneously with the 

5 processing in step ST14 (step ST14'-1). 

In the file sharing apparatus 10, the control unit 11 

transmits the encrypted data portion (E(k, D)) to the 

client apparatus 20 (step STl4'-2). 

In step ST14, steps 14-1 to ST14-5 to be described 

10 below are executed. 

In the file sharing apparatus 10, simultaneously with 

the processing of transmitting the separated encrypted data 

portion (E(k, D)) to the client apparatus 20, the insertion 

processing unit 13 transmits a re-encryption request 

15 including the first encrypted symmetric key portion 

(E(pkGri/ k) ) , and the member ID and group ID included in 

the file request to the re-encryption apparatus 3 0 (step 

ST14-1). 

Upon receiving the re-encryption request from the file 

2 0 sharing apparatus 10, the re-encryption apparatus 3 0 

acquires the re-encryption key rkori-^ from the re-

encryption key storage unit 3 5 based on the member ID (for 

example, A) and the group ID (for example, Grl) which are 

included in the re-encryption request, and re-encrypts the 

25 first encrypted symmetric key portion (E(pkGri/ k) ) included 

in the re-encryption request to a second encrypted 

symmetric key portion (E(pkA, k) ) based on the acquired re-
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encryption key rkGri^A. 

More specifically, the control unit 31 transfers, to 

the re-encryption processing unit 33, the first encrypted 

symmetric key portion (E(pkGri, k) ) , the member ID (for 

5 example, A), and the group ID (for example, Grl) which are 

included in the re-encryption request. The re-encryption 

processing unit 33 acquires the re-encryption key rkeri-wv 

from the re-encryption key storage unit 3 5 based on the 

member ID and the group ID, re-encrypts the first encrypted 

10 symmetric key portion (E(pkGri, k) ) to the second encrypted 

symmetric key portion (E(pkA, k) ) , and transfers the 

obtained second encrypted symmetric key portion (E(pkA, k) ) 

to the control unit 31 (step ST14-2). 

In the re-encryption apparatus 30, the control unit 31 

15 transmits the second encrypted symmetric key portion 

(E(pkA, k) ) obtained by the re-encryption processing to the 

file sharing apparatus 10 (step ST14-3). 

In the file sharing apparatus 10, if the transmission 

processing in step S14'-2 is not complete, the insertion 

20 processing unit 13 waits for completion of the transmission 

processing, and then transfers the second encrypted 

symmetric key portion (E(pkA, k) ) to the control unit 11. 

If the transmission processing in step ST141-2 is complete, 

the insertion processing unit 13 directly transfers the 

25 second encrypted symmetric key portion (step ST14-4). 

In the file sharing apparatus 10, the control unit 11 

transmits the second encrypted symmetric key portion 
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(E(pkA, k)) to the client apparatus 20 [end of insertion 

processing] (step ST14-5). 

Although a response from the file sharing apparatus 10 

to client apparatus 2 0 is transmitted twice in steps ST14-5 

5 and STl4'-2, the data are sent in two steps as one 

communication operation response. 

The client apparatus 2 0 obtains the data D of the file 

by obtaining the symmetric key k by decrypting the second 

encrypted symmetric key portion (E(pkA, k)) from the file 

10 sharing apparatus 10 based on the private key skA 

corresponding to the public key pkA of the member, and 

decrypting the encrypted data portion (E(k, D)) from the 

file sharing apparatus 10 based on the obtained symmetric 

key k. 

15 More specifically, in the client apparatus 20, the 

control unit 21 acquires the private key skA from the 

private key storage unit 24, and transfers the private key 

skA and the second encrypted symmetric key portion (E(pkA, 

k)) to the encryption processing unit 25. The encryption 

2 0 processing unit 2 5 decrypts the second encrypted symmetric 

key portion (E(pkA, k) ) using the private key skA, and 

transfers the obtained symmetric key k to the control unit 

21 (step ST15). 

In the client apparatus 20, the control unit 21 

25 transfers the second encrypted data portion (E(k, D)) 

received in step ST14' and the symmetric key k obtained in 

step ST15 to the encryption processing unit 25. The 
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encryption processing unit 25 decrypts the second encrypted 

data portion using the symmetric key k, thereby obtaining 

the plaintext data D of the file. The file of the data D 

is transferred to the control unit 21 (step ST16). 

5 The file download processing then ends. 

FIGS. 8 and 9 show the procedure of the processing of 

adding a member to the group. Assume that the client 

apparatus 2 0 is used by the group administrator. 

In the client apparatus 20, the control unit 21 

10 transmits, to the file sharing apparatus 10, a member 

addition request including a member ID (for example, C) for 

identifying a member to be added (step ST21). 

In the file sharing apparatus 10, upon receiving the 

member addition request, the control unit 11 calls the 

15 insertion processing unit 13 [insertion of processing] 

(step ST22). 

In the file sharing apparatus 10, the insertion 

processing unit 13 requests, of the re-encryption apparatus 

30, the public key pkc of the member based on the member ID 

20 (C) included in the member addition request (step ST23). 

In the re-encryption apparatus 30, the control unit 31 

loads the public key pkc associated with the requested 

member ID (C) from the public key storage unit 34 (step 

ST24). 

25 In the re-encryption apparatus 30, the control unit 31 

returns the public pkc of the member and the member ID (C) 

to the insertion processing unit 13 of the file sharing 
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apparatus 10 (step ST2 5). 

In the file sharing apparatus 10, the insertion 

processing unit 13 returns the process to the control unit 

11 (also transfers the acquired public key pkc of the 

5 member and the member ID (C)) [end of insertion processing] 

(step ST26) . 

In the file sharing apparatus 10, the control unit 11 

transmits the public key pkc of the member and the member 

ID (C) to the client apparatus 2 0 (step ST27). 

10 The existing function unit is originally configured to 

perform the member addition processing in step ST3 6 upon 

receiving a member addition request, but is configured not 

to perform the member addition processing by providing the 

function of the insertion processing unit 13. 

15 In the client apparatus 20, the control unit 21 loads 

the private key skGri of the group from the private key 

storage unit 24 (step ST28). 

In the client apparatus 20, the control unit 21 

transfers the public key pkc of the member and the private 

2 0 key skGri of the group to the re-encryption key creation 

unit 27. The re-encryption key creation unit 27 creates a 

re-encryption key rkGri„>.c of the member from the public key 

pkc of the member and the private key skGri of the group, 

and transfers the re-encryption key rkGri^c of the member 

2 5 and the member ID (C) to the control unit 21 (step ST2 9). 

In the client apparatus 20, the control unit 21 

transmits the re-encryption key rkGri-*c of the member, the 
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member ID (C), and the group ID (Grl) to the file sharing 

apparatus 10 (step ST3 0). 

In the file sharing apparatus 10, the control unit 11 

transfers the re-encryption key rkGri^c of the member, the 

5 member ID (C), and the group ID (Grl) to the re-encryption 

key registration unit 18 (step ST31). 

In the file sharing apparatus 10, the insertion 

processing unit 13 transfers the re-encryption key rkcri^c 

and the member ID (C) to the re-encryption apparatus 3 0 

10 (step ST32). 

In the re-encryption apparatus 30, the control unit 31 

writes the re-encryption key rkGri->c and the member ID (C) 

in the re-encryption key storage unit 35 in association 

with each other (step ST33). 

15 In the re-encryption apparatus 30, the control unit 31 

notifies the file sharing apparatus 10 that the re-

encryption key rkGri^c has been registered in association 

with the member ID (C) and the group ID (Grl) (step ST34). 

In the file sharing apparatus 10, upon receiving the 

20 notification, the re-encryption key registration unit 18 

sends a member addition request including the member ID (C) 

and the group ID (Grl) to the group management unit 19 

(step ST35). 

In the file sharing apparatus 10, upon receiving the 

2 5 member addition request, the group management unit 19 adds 

the member ID (C) and the group ID (Grl) to the group 

information in the group information storage unit 16 (step 
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ST36). 

Note that the member addition processing is performed 

using the re-encryption key registration request so as not 

to cause inconsistency to occur between the group 

5 information storage unit 16 of the file sharing apparatus 

10 and the re-encryption key storage unit 35 of the re-

encryption apparatus 30. 

In the file sharing apparatus 10, the file sharing 

unit 14 notifies the re-encryption key registration unit 18 

10 that the member addition processing has been completed 

(step ST37). 

In the file sharing apparatus 10, the re-encryption 

key registration unit 18 notifies the control unit 11 that 

the re-encryption key rkGri_>c corresponding to the member ID 

15 (C) and group ID (Grl) has been registered (step ST38). 

In the file sharing apparatus 10, the control unit 11 

notifies the client apparatus 20 that the re-encryption key 

rkGri-»c corresponding to the member ID (C) and group ID 

(Grl) has been registered (step ST39). 

20 In the client apparatus 20, the control unit 21 

displays the notification on the display unit (not shown). 

The member addition processing then ends. 

FIGS. 10 and 11 show the procedure of the processing 

of deleting a member from the group. Assume that the 

25 client apparatus 20 is used by the group administrator. 

In the client apparatus 20, the control unit 21 

transmits, to the file sharing apparatus 10, a member 
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deletion request including a member ID (for example, C) for 

identifying a member to be deleted and a group ID (for 

example, Grl) for identifying a group from which the member 

is deleted (step ST41). 

5 In the file sharing apparatus 10, upon receiving the 

member deletion request, the control unit 11 calls the 

insertion processing unit 13 [insertion of processing] 

(step ST42). 

In the file sharing apparatus 10, the insertion 

10 processing unit 13 transmits a re-encryption key deletion 

request including the member ID (C) and group ID (Grl) of 

the member deletion request to the re-encryption apparatus 

30 (step ST43) . 

In the re-encryption apparatus 30, the control unit 31 

15 deletes the re-encryption key rkGri->-c associated with the 

member ID (C) and group ID (Grl) from the re-encryption key 

storage unit 3 5 based on the .member ID (C) included in the 

re-encryption key deletion request (step ST44). 

In the re-encryption apparatus 30, the control unit 31 

20 notifies the file sharing apparatus 10 that the re-

encryption key rkGri^c associated with the member ID (C) and 

group ID (Grl) has been deleted (step ST45). 

In the file sharing apparatus 10, upon receiving the 

notification, the insertion processing unit 13 returns the 

25 process to the control unit 11 [end of insertion of 

processing] (step ST46). 

In the file sharing apparatus 10, the control unit 11 
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sends a member deletion request including the member ID (C) 

and group ID (Grl) to the group management unit 19 based on 

the notification. Upon receiving the member deletion 

request, the group management unit 19 deletes a row 

5 associated with the member ID (C) and group ID (Grl) from 

the group information in the group information storage unit 

16 (step ST47). 

In the file sharing apparatus 10, the control unit 11 

notifies the client apparatus 20 that the member deletion 

10 processing has been completed (step ST48). 

In the client apparatus 20, the control unit 21 

displays the notification on the display unit (not shown). 

The member deletion processing then ends. 

As described above, according to this embodiment, the 

15 file sharing apparatus 10 acquires an encrypted file from 

the file storage unit 15 based on a file request received 

from the client apparatus 20, and separates the encrypted 

file into a first encrypted symmetric key portion and an 

encrypted data portion. Simultaneously with processing of 

20 transmitting the encrypted data portion to the client 

apparatus 20, the file sharing apparatus 10 transmits a re-

encryption request including the first encrypted symmetric 

key portion and a member ID to the re-encryption apparatus 

30. The re-encryption apparatus 3 0 acquires a re-

2 5 encryption key from the re-encryption key storage unit 35 

based on the re-encryption request, re-encrypts the first 

encrypted symmetric key portion of the re-encryption 
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request to a second encrypted symmetric key portion based 

on the re-encryption key, and transmits the second 

encrypted symmetric key portion to the client apparatus 2 0 

via the file sharing apparatus 10. With this arrangement, 

5 the client apparatus 2 0 obtains data by obtaining a 

symmetric key by decrypting the second encrypted symmetric 

key portion based on a private key corresponding to the 

public key of a member, and decrypting the encrypted data 

portion based on the obtained symmetric key, thereby 

10 allowing the convenience and security to be compatible. 

Furthermore, according to this embodiment, the file 

sharing apparatus 10 can cooperate with the re-encryption 

apparatus 3 0 by using the filter function without modifying 

a portion which provides the function of the existing file 

15 sharing system, thereby reducing the modification cost. 

In addition, it is possible to shorten the 

communication time when the file sharing apparatus 10 

separates hybrid encrypted data since only a key portion is 

sent to the re-encryption apparatus. By performing re-

20 encryption processing simultaneously with transmission of a 

data portion, it is possible to reduce an increase in 

processing time by the re-encryption processing. Since the 

re-encryption apparatus 3 0 is additionally prepared, the 

re-encryption processing can be added without imposing a 

25 CPU load on the existing file sharing apparatus. 

The difference between this embodiment and patent 

literature 1 will be supplementarily explained. 
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In this embodiment, by separating a symmetric key 

portion from a data portion in the hybrid scheme, and 

performing re-encryption processing for the symmetric key 

portion while sending the data portion to the client 

5 apparatus, as shown in FIG. 23, an attempt to reduce a 

decrease in service level caused by the time required for 

the re-encryption processing is made. 

To the contrary, in a technique described in patent 

literature 1, when a client terminal performs encryption 

10 processing for a SOAP message, data is divided into a body 

portion and header portion, the encryption processing is 

performed for the body portion while transmitting the body 

portion to a gateway, and the header portion is created. 

In the technique described in patent literature 1, the 

15 header portion is transmitted to the gateway after 

transmission of the body portion, and the gateway creates 

the original SOAP message. Note that in the technique 

described in patent literature 1, transmission of data and 

encryption processing are parallelly performed in terms of 

20 only the processing of the client terminal. Therefore, the 

contents of the technique look similar to those of this 

embodiment, but the arrangement and function of the 

technique are different from those of this embodiment in 

the following points. 

25 (1) In the technique described in patent literature 

1, since the gateway cannot transmit data to the target 

server unless the body portion and header portion are 



prepared, the overall processing of the client terminal is 

reduced by parallelly performing encryption processing and 

data transmission in the client terminal. However, the 

technique described in patent literature 1 is different 

from this embodiment in that the data transmission time 

required to send data from the gateway to the server cannot 

be shortened, the time required to form a SOAP message 

cannot be shortened, and the gateway apparatus needs to be 

constructed according to the contents of another invention. 

Furthermore, whether the technique described in patent 

literature 1 can reduce the load on the whole system 

depends on the performance of the client terminal for 

executing encryption processing. 

(2) In the technique described in patent literature 

1, the encryption processing can be executed by only the 

client terminal and it is impossible to delegate the 

encryption processing to the gateway. The technique 

described in patent literature 1, therefore, cannot reduce 

the load of the encryption processing on the client 

terminal. 

With respect to the above points (1) and (2), in this 

embodiment, since there is no processing corresponding to 

message forming processing, processing corresponding to the 

function of the gateway is not necessary and it is possible 

to delegate the encryption processing to an external 

device, thereby reducing the load on the whole system. 

Furthermore, since it is not necessary to form a message 
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and it is possible to delegate the encryption processing in 

this embodiment, the arrangement and function of this 

embodiment are different from those of the technique 

described in patent literature 1. 

5 <Second Embodiment> 

A re-encryption system according to the second 

embodiment will be described with reference to FIG. 1. 

As shown in FIG. 18, the second embodiment is a basic 

mode in which no hybrid scheme is used, and shows an 

10 arrangement of encrypting and re-encrypting a file as a 

whole. 

As described above with reference to FIG. 1, the re-

encryption system has a client/server arrangement, and 

includes a file sharing apparatus 10 and a re-encryption 

15 apparatus 30, which are communicable with a client 

apparatus 2 0 operated by a member belonging to a group. 

Note that since no symmetric key k is used, the symmetric 

key generation unit 2 6 of the client apparatus 2 0 is 

omitted. Other components of the client apparatus 20 are 

2 0 as explained in the following description of their 

operations. 

A file storage unit 15 of the file sharing apparatus 

10 stores a first encrypted file E(pkGri, D) obtained by 

encrypting a file (D) based on a public key pkGri of the 

25 group. The file sharing apparatus 10 has, for example, 

functions (fl0-l) to (flO-3) below which are associated 

with file download processing. 
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(flO-1) When a control unit 11 and a communication 

unit 12 are caused to receive a file request including a 

member ID (for example, A) for identifying a member, a 

group ID (for example, Grl), and the file name of the first 

5 encrypted file E(pkGri, D) from the client apparatus 20, the 

control unit 11 and a file sharing unit 14 are caused to 

acquire the first encrypted file E(pkGri, D) from the file 

storage unit 15 based on the file name included in the file 

request. 

10 (flO-2) The control unit 11, the communication unit 

12, and an insertion processing unit 13 are caused to 

transmit a re-encryption request including the acquired 

first encrypted file E(pkGri, D) and the member ID (A) and 

group ID (Grl) of the file request to the re-encryption 

15 apparatus 30. 

(flO-3) When the control unit 11, the communication 

unit 12, and the insertion processing unit 13 are caused to 

receive, from the re-encryption apparatus 30, a second 

encrypted file E(pkA, D) obtained by encrypting a file 

2 0 based on a public key PkA of the group ID (Grl) and the 

member ID (A), the control unit 11 and the communication 

unit 12 are caused to transmit the second encrypted file 

E(pkA, D) to the client apparatus. 

Other components of the file sharing apparatus 10 

25 (components associated with file upload, member addition 

processing, and member deletion processing) are as 

explained in the following description of their operations. 



39 

A re-encryption key storage unit 35 of the re-

encryption apparatus 3 0 stores, in association with each 

other, member IDs (A, B,...) for identifying members and 

group IDs (Grl, Gr2,. . .) for identifying groups, and re-

encryption keys (rkGri->A, rkGrn.B, . . . ) for encrypting, 

without decrypting, the first encrypted file to the second 

encrypted file. The re-encryption apparatus 3 0 has, for 

example, functions (f30-l) to (f30-3) below which are 

associated with, for example, file download processing. 

(f30-l) When a control unit 31 and a communication 

unit 32 are caused to receive a re-encryption request from 

the file sharing apparatus 10, the control unit 31 and a 

re-encryption processing unit 33 are caused to acquire the 

re-encryption key rkGri->A from the re-encryption key storage 

unit 3 5 based on the member ID (for example, A) and group 

ID (for example, Grl) included in the re-encryption 

request. 

(f30-2) The re-encryption processing unit 33 is 

caused to re-encrypt the first encrypted file E(pkGri, D) 

included in the re-encryption request to the second 

encrypted file E (pkA, D) based on the acquired re-

encryption key rkGri->A-

(f30-3) The control unit 31 and the communication 

unit 32 are caused to transmit the second encrypted file 

E(pkA, D) obtained by the re-encryption processing to the 

file sharing apparatus 10. 

Other components of the re-encryption apparatus 3 0 
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(components associated with the file upload, member 

addition processing, and member deletion processing) are as 

explained in the following description of their operations. 

The operation of the re-encryption system having the 

5 above-described arrangement will be described next. 

The procedure of the file upload processing will be 

explained first. 

In the client apparatus 20, a control unit 21 loads, 

from a file storage unit 23, a file (D) to be uploaded. 

10 In the client apparatus 20, the control unit 21 

requests, of the file sharing apparatus 10, the public key 

pkGri of the group to which the file to be uploaded will be 

published. More specifically, the control unit 21 

transmits a public key request including the group ID (for 

15 example, Grl) for identifying the group to the file sharing 

apparatus 10. 

In the file sharing apparatus 10, the control unit 11 

sends the public key request to a public key acquisition 

unit 17. 

20 In the file sharing apparatus 10, the public key 

acquisition unit 17 transmits the public key request to the 

re-encryption apparatus 30. 

In the re-encryption apparatus 30, the control unit 31 

extracts the public key pkGri of the group from a public key 

25 storage unit 34 based on the group ID (for example, Grl) 

included in the public key request. 

In the re-encryption apparatus 30, the control unit 31 
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transmits the public key pkGri of the group to the file 

sharing apparatus 10. 

In the file sharing apparatus 10, the public key 

acquisition unit 17 transfers the public key pkGri of the 

5 group to the control unit 11. 

In the file sharing apparatus 10, the control unit 11 

transmits the public key pkGri of the group to the client 

apparatus 20. 

In the client apparatus 20, the control unit 21 

10 transfers, to an encryption processing unit 25, the 

received public key pkGri of the group and the file to be 

uploaded. The encryption processing unit 25 encrypts the 

file (D) using the public key pkGri of the group, and 

transfers a thus obtained first encrypted file E(pkGri, D) 

15 to the control unit 21. 

In the client apparatus 20, the control unit 21 

transmits the first encrypted file E(pkGri, D) to the file 

sharing apparatus 10. 

In the file sharing apparatus 10, the control unit 11 

2 0 transfers the first encrypted file E(pkGri, D) to the file 

sharing unit 14. The file sharing unit 14 writes the first 

encrypted file E(pkGri, D) in the file storage unit 15. 

In the file sharing apparatus 10, the control unit 11 

notifies the client apparatus 20 that the file upload 

25 processing has been completed. 

In the client apparatus 20, the control unit 21 

displays the notification on a display unit (not shown). 
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The file upload processing then ends. 

The procedure of the file download processing will be 

described next. 

In the client apparatus 20, the control unit 21 

5 transmits, to the file sharing apparatus 10, a file request 

including a member ID (for example, A) for identifying a 

member, a group ID (for example, Grl) for identifying a 

group, and the file name of the first encrypted file 

E (pkGri, D) . 

10 In the file sharing apparatus 10, upon receiving the 

file request from the client apparatus 20, the control unit 

11 acquires the first encrypted file E(pkGri/ D) from the 

file storage unit 15 via the file sharing unit 14 based on 

the file name included in the file request. More 

15 specifically, the control unit 11 sends the file request 

received from the client apparatus 2 0 to the file sharing 

unit 14. The file sharing unit 14 acquires the first 

encrypted file E(pkGri, D) from the file storage unit 15, 

and transfers it to the control unit 11. 

2 0 In the file sharing apparatus 10, the control unit 11 

transfers the acquired first encrypted file E(pkGri, D) to 

the insertion processing unit 13 [start of insertion 

processing]. 

In the file sharing apparatus 10, the insertion 

25 processing unit 13 transmits a re-encryption request 

including the transferred first encrypted file E(pkGri, D) 

and the member ID included in the file request to the re-
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Upon receiving the re-encryption request from the file 

sharing apparatus 10, the re-encryption apparatus 3 0 

acquires a re-encryption key rkGri->A from the re-encryption 

key storage unit 3 5 based on the member ID (for example, A) 

and the group ID (for example, Grl) which are included in 

the re-encryption request, and re-encrypts the first 

encrypted file (E(pkGri/ D) included in the re-encryption 

request to a second encrypted file (E(pkA, D) based on the 

acquired re-encryption key rkGri_>A. 

More specifically, the control unit 31 transfers the 

first encrypted file E(pkGri, D) , the member ID (for 

example, A), and the group ID (for example, Grl) which are 

included in the re-encryption request to the re-encryption 

processing unit 33. The re-encryption processing unit 33 

acquires the re-encryption key rkGri^.A from the re-

encryption key storage unit 3 4 based on the member ID, re-

encrypts the first encrypted file E(pkGri, D) to the second 

encrypted file E(pkA, D) , and transfers the obtained second 

encrypted file E (pkA, D) to the control unit 31. 

In the re-encryption apparatus 30, the control unit 31 

transmits the second encrypted file E(pkA, D) obtained by 

the re-encryption processing to the file sharing apparatus 

10 . 

In the file sharing apparatus 10, the insertion 

processing unit 13 transfers the second encrypted file 

E(pkA, D) to the control unit 11. 
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In the file sharing apparatus 10, the control unit 11 

transmits the second encrypted file E (pkA, D) to the client 

apparatus 2 0 [end of insertion processing]. 

The client apparatus 20 obtains the file (D) by 

5 decrypting the second encrypted file E(pkA, D) from the 

file sharing apparatus 10 based on a private key skA 

corresponding to the public key pkA of the member. 

More specifically, in the client apparatus 20, the 

control unit 21 acquires the private key skA from the 

10 private key storage unit 24, and transfers the private key 

skA and the second encrypted file E(pkA, D) to the 

encryption processing unit 25. The encryption processing 

unit 25 decrypts the second encrypted file E(pkA, D) using 

the private key skA, and transfers the thus obtained file 

15 (D) to the control unit 21. 

The file download processing then ends. 

Note that the member addition processing and the 

member deletion processing are the same as those in the 

first embodiment. 

2 0 According to the above-described embodiment, the file 

sharing apparatus 10 acquires the first encrypted file from 

the file storage unit 15 based on a file request received 

from the client apparatus 20, and transmits a re-encryption 

request including the first encrypted file to the re-

25 encryption apparatus 30. The re-encryption apparatus 30 

acquires a re-encryption key from the re-encryption key 

storage unit 3 5 based on the re-encryption key, re-encrypts 
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the first encrypted file included in the re-encryption 

request to the second encrypted file based on the re-

encryption key, and transmits the second encrypted file to 

the client apparatus 20 via the file sharing apparatus 10. 

5 The client apparatus 2 0 obtains the file by decrypting the 

second encrypted file based on a private key corresponding 

to the public key of the member. With this arrangement, 

the whole first encrypted file is re-encrypted. It is, 

therefore, possible to obtain the same effects as those in 

10 the first embodiment except that the processing time is 

longer than in the first embodiment. 

The method described in each embodiment can also be 

stored in a storage medium such as a magnetic disk 

(floppy™ disk, hard disk, or the like), an optical disk 

15 (CD-ROM, DVD, or the like), a magneto-optical disk (MO), or 

a semiconductor memory as a program which can be executed 

by a computer and distributed. 

As the storage medium, any configuration which is a 

computer-readable storage medium in which a program can be 

2 0 stored may be used regardless of a storage format. 

An OS (operating system) which operates on a computer 

on the basis of an instruction of a program installed from 

the storage medium in the computer, database management 

software, and MW (middleware) such as network software may 

2 5 execute a part of the processes to realize the embodiment. 

Furthermore, the storage medium according to each 

embodiment includes not only a medium independent of a 
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computer but also a storage medium in which a program 

transmitted through a LAN, the Internet, or the like is 

downloaded and stored or temporarily stored. 

The number of storage media is not limited to one. A 

5 case in which the process in each embodiment is executed 

from a plurality of media is included in the storage medium 

according to the present invention. Any medium 

configuration may be used. 

A computer according to each embodiment is to execute 

10 the processes in each embodiment on the basis of the 

program stored in a storage medium. The computer may have 

any configuration such as one apparatus constituted by a 

personal computer or a system in which a plurality of 

apparatuses are connected by a network. 

15 A computer in each embodiment includes not only a 

personal computer but also an arithmetic processing 

apparatus, a microcomputer, or the like included in an 

information processing apparatus. The computer is a 

generic name of an apparatus and a device which can realize 

2 0 the functions of the present invention by a program. 

While certain embodiments have been described, these 

embodiments have been presented by way of example only, and 

are not intended to limit the scope of the inventions. 

Indeed, the novel embodiments described herein may be 

2 5 embodied in a variety of other forms; furthermore, various 

omissions, substitutions and changes in the form of the 

embodiments described herein may be made without departing 
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from the spirit of the inventions. The accompanying claims 

and their equivalents are intended to cover such forms or 

modifications as would fall within the scope and spirit of 

the inventions. 
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CLAIMS 

1. A re-encryption system comprising a file sharing 

apparatus (10) and a re-encryption apparatus (30) which are 

communicable with a client apparatus (2 0) operated by a 

member belonging to a group, 

the file sharing apparatus comprising 

file storage means (15) for storing a first encrypted 

file obtained by encrypting a file based on a public key of 

the group, 

means (11) for acquiring, upon receiving a file 

request including a member ID for identifying the member 

and a file name of the first encrypted file from the client 

apparatus, the first encrypted file from the file storage 

means based on the file name included in the file request, 

means (13) for transmitting a re-encryption request 

including the acquired first encrypted file and the member 

ID included in the file request to the re-encryption 

apparatus, and 

means (11) for transmitting, upon receiving a second 

encrypted file obtained by encrypting the file based on the 

public key of the member ID from the re-encryption 

apparatus, the 'second encrypted file to the client 

apparatus, and 

the re-encryption apparatus comprising 

re-encryption key storage means (35) for storing the 

member ID for identifying the member and a re-encryption 

key for re-encrypting, without decrypting, the first 
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encrypted, file to the second encrypted file in association 

with each other, 

means (33) for acquiring, upon receiving the re-

encryption request from the file sharing apparatus, the re-

5 encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request, 

means (33) for re-encrypting the first encrypted file 

included in the re-encryption request to the second 

10 encrypted file based on the acquired re-encryption key, and 

means (31) for transmitting the second encrypted file 

obtained by the re-encryption to the file sharing 

apparatus, 

wherein the client apparatus obtains the file by 

15 decrypting the second encrypted file from the file sharing 

apparatus based on a private key corresponding to the 

public key of the member. 

2. A re-encryption system comprising a file sharing 

apparatus (10) and a re-encryption apparatus (3 0) which are 

2 0 communicable with a client apparatus (20) operated by a 

member belonging to a group, 

the file sharing apparatus comprising 

file storage means (15) for storing an encrypted file 

including a first encrypted symmetric key portion obtained 

25 by encrypting a symmetric key based on a public key of the 

group and an encrypted data portion obtained by encrypting 

data based on the symmetric key, 
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means (11) for acquiring, upon receiving a file 

request including a member ID for identifying the member 

and a file name of the encrypted file from the client 

apparatus, the encrypted file from the file storage means 

5 based on the file name included in the file request, 

means (13) for separating the acquired encrypted file 

into the first encrypted symmetric key portion and the 

encrypted.data portion, 

means (13) for transmitting a re-encryption request 

10 including the first encrypted symmetric key portion and the 

member ID included in the file request to the re-encryption 

apparatus simultaneously with processing of transmitting 

the separated encrypted data portion to the client 

apparatus, and 

15 means (11) for transmitting, upon receiving a second 

encrypted symmetric key portion obtained by encrypting the 

symmetric key based on the public key of the member ID from 

the re-encryption apparatus, the second encrypted symmetric 

key portion to the client apparatus, and 

2 0 the re-encryption apparatus comprising 

re-encryption key storage means (35) for storing the 

member ID for identifying the member and a re-encryption 

key for re-encrypting, without decrypting, the first 

encrypted symmetric key portion to the second encrypted 

25 symmetric key portion in association with each other, 

means (33) for acquiring, upon receiving the re-

encryption request from the file sharing apparatus, the re-
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encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request, 

means (33) for re-encrypting the first encrypted 

5 symmetric key portion included in the re-encryption request 

to the second encrypted symmetric key portion based on the 

acquired re-encryption key, and 

means (31) for transmitting the second encrypted 

symmetric key portion obtained by the re-encryption to the 

10 file sharing apparatus, 

wherein the client apparatus obtains the data by 

obtaining the symmetric key by decrypting the second 

encrypted symmetric key portion from the file sharing 

apparatus based on a private key corresponding to the 

15 public key of the member, and decrypting the encrypted data 

portion from the file sharing apparatus based on the 

obtained symmetric key. 

3. A re-encryption apparatus (30) communicable with a 

file sharing apparatus (10) which is communicable with a 

2 0 client apparatus (2 0) operated by a member belonging to a 

group, stores, in a memory, a first encrypted file obtained 

by encrypting a file based on a public key of the group, 

acquires, upon receiving a file request including a member 

ID for identifying the member and a file name of the first 

25 encrypted file from the client apparatus, the first 

encrypted file from the memory based on the file name 

included in the file request, transmits a re-encryption 
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request including the acquired first encrypted file and the 

member ID included in the file request to the re-encryption 

apparatus, and transmits, upon receiving a second encrypted 

file obtained by encrypting the file based on the public 

5 key of the member ID from the re-encryption apparatus, the 

second encrypted file to the client apparatus, the re-

encryption apparatus comprising: 

re-encryption key storage means (35) for storing the 

member ID for identifying the member and a re-encryption 

10 key for re-encrypting, without decrypting, the first 

encrypted file to the second encrypted file in association 

with each other, 

means (33) for acquiring, upon receiving the re-

encryption request from the file sharing apparatus, the re-

15 encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request, 

means (33) for re-encrypting the first encrypted file 

included in the re-encryption request to the second 

2 0 encrypted file based on the acquired re-encryption key, and 

means (31) for transmitting the second encrypted file 

obtained by the re-encryption to the file sharing 

apparatus, 

wherein the client apparatus obtains the file by 

25 decrypting the second encrypted file from the file sharing 

apparatus based on a private key corresponding to the 

public key of the member. 
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4. A re-encryption apparatus (30) communicable with a 

file sharing apparatus (10) which is communicable with a 

client apparatus (20) operated by a member belonging to a 

group, stores, in a memory, an encrypted file including a 

5 first encrypted symmetric key portion obtained by 

encrypting a symmetric key based on a public key of the 

group and an encrypted data portion obtained by encrypting 

data based on the symmetric key, acquires, upon receiving a 

file request including a member ID for identifying the 

10 member and a file name of the encrypted file from the 

client apparatus, the encrypted file from the memory based 

on the file name included in the file request, separates 

the acquired encrypted file into the first encrypted 

symmetric key portion and the encrypted data portion, 

15 transmits a re-encryption request including the first 

encrypted symmetric key portion and the member ID included 

in the file request to the re-encryption apparatus 

simultaneously with processing of transmitting the 

separated encrypted data portion to the client apparatus, 

2 0 and transmits, upon receiving a second encrypted symmetric 

key portion obtained by encrypting the symmetric key based 

on the public key of the member ID from the re-encryption 

apparatus, the second encrypted symmetric key portion to 

the client apparatus, the re-encryption apparatus 

2 5 comprising: 

re-encryption key storage means (35) for storing the 

member ID for identifying the member and a re-encryption 
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key for re-encrypting, without decrypting, the first 

encrypted symmetric key portion to the second encrypted 

symmetric key portion in association with each other, 

means (33) for acquiring, upon receiving the re-

5 encryption request from the file sharing apparatus, the re-

encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request, 

means (33) for re-encrypting the first encrypted 

10 symmetric key portion included in the re-encryption request 

to the second encrypted symmetric key portion based on the 

acquired re-encryption key, and 

means (31) for transmitting the second encrypted 

symmetric key portion obtained by the re-encryption to the 

15 file sharing apparatus, 

wherein the client apparatus obtains the data by 

obtaining the symmetric key by decrypting the second 

encrypted symmetric key portion from the file sharing 

apparatus based on a private key corresponding to the 

2 0 public key of the member, and decrypting the encrypted data 

portion from the file sharing apparatus based on the 

obtained symmetric key. 

5. A program stored in a non-transitory computer-

readable storage medium (M3) and executed by a processor of 

25 a re-encryption apparatus (3 0) including re-encryption key 

storage means and communicable with a file sharing 

apparatus (10) which is communicable with the client 
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apparatus (20) operated by a member belonging to a group, 

stores, in a memory, a first encrypted file obtained by 

encrypting a file based on a public key of the group, 

acquires, upon receiving a file request including a member 

5 ID for identifying the member and a file name of the first 

encrypted file from the client apparatus, the first 

encrypted file from the memory based on the file name 

included in the file request, transmits a re-encryption 

request including the acquired first encrypted file and the 

10 member ID included in the file request to the re-encryption 

apparatus, and transmits, upon receiving a second encrypted 

file obtained by encrypting the file based on the public 

key of the member ID from the re-encryption apparatus, the 

second encrypted file to the client apparatus, the program 

15 comprising: 

a first program code for causing the processor to 

execute processing of writing the member ID for identifying 

the member and a re-encryption key for re-encrypting, 

without decrypting, the first encrypted file to the second 

20 encrypted file in the re-encryption key storage means (35) 

in association with each other; 

a second program code (33) for causing the processor 

to execute processing of acquiring, upon receiving the re-

encryption request from the file sharing apparatus, the re-

2 5 encryption key from the re-encryption key storage means 

based on the member ID included in the re-encryption 

request; 
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a third program code (33) for causing the processor to 

execute processing of re-encrypting the first encrypted 

file included in the re-encryption request to the second 

encrypted file based on the acquired re-encryption key; and 

5 a fourth program code (31) for causing the processor 

to execute processing of transmitting the second encrypted 

file obtained by the re-encryption to the file sharing 

apparatus, 

wherein the client apparatus obtains the file by 

10 decrypting the second encrypted file from the file sharing 

apparatus based on a private key corresponding to the 

public key of the member. 


