METHOD AND SYSTEM FOR POINT OF SALE PAYMENTS

Background of the Invention

[0001] The present invention relates to electronic paymdigtween a consumer and a
merchant and in particular to a method and systnpérforming a point of sale (POS)

payment transaction at a merchant location.

Description of the Prior Art

[0002] The reference in this specification to any prioblptation (or information derived
from it), or to any matter which is known, is nand should not be taken as an
acknowledgment or admission or any form of suggaesthat the prior publication (or
information derived from it) or known matter forrpart of the common general knowledge

in the field of endeavour to which this specificatirelates.

[0003] Payment transactions that occur at a POS locagmoally require a consumer to pay
for goods and/or services using cash or by a palyosd such as a credit, debit or gift card.
In the case of payment by card, a physical carddgsired to be presented to a merchant POS
machine which is capable of receiving electronitadessociated with the financial account

linked to the card in order to effect payment fog goods or services.

[0004] POS machines may acquire the card information muraber of different ways. In
one example, the card information is stored in gme#ic stripe which is transferred to the
POS machine by swiping the card past a magnetiingahead. Other types of payment
cards contain an electronic chip (known as EMV sdtdropay, Mastercard, Visa) which are
dipped into a chip reader of the POS machine irerotd effect payment. EMV cards are
considered more secure than magnetic stripe cagdaube every time they are used for
payment, the card chip creates a unique transactide that cannot be used again unlike
magnetic stripes that contain unchanging data. llgin@ome payment cards permit
contactless payment with a POS machine by usinig-feequency identification (RFID) or
near field communication (NFC) technologies. Cotiégs payment may enable transactions

to be processed faster as the consumer is usud#yt@ pay for goods or services under a



certain value without traditional methods of autieation such as providing a PIN number

or signature.

[0005] The problem with the above methods of payment hewmsvthat a physical card must
always be presented at the location of the POS imacihis often leads to inefficient
processing of transactions as consumers may b&&ddo join a queue and wait to be able
to pay for their goods or services. This can beuatfating experience for the consumer
particularly if the merchant is busy and there ibrg queue at the payment counter for
example in a retail, supermarket or grocery stamegirenment. In a café or restaurant
environment, to complete a payment transactionadewwill often provide the bill to the
consumer at their table. The consumer may thengedteir payment card to the waiter who
then goes to a POS machine and processes thectiansbefore returning the card and a
receipt to the customer. This is an inefficientqass and often takes a long time particularly
when multiple waiters are trying to settle differ@acounts at the same time. Such delays are
typically undesirable for the customer and may imetconsuming and costly for the

merchant due to the potential inability to proceassactions quickly and turnover tables.

[0006] In other environments, such as a train or busatatonsumers often have to queue
for ticket machines which accept payment by casbaod. This is also inefficient and time
consuming when a station is busy or the consumainsing short of time and wanting to

catch the next bus or train.

[0007] Furthermore, in the above examples, the actual gyoodervices being purchased are
typically remote from the centralized POS locati®he consumer is therefore required to
obtain their goods for example in a retail storsw@permarket and then navigate their way to
the nearest POS location in order to execute palioenthe goods. In a large retail or
department store, sometimes having multiple flotrsan be inconvenient to have to firstly
find the nearest POS location and then to waitifeerver or in a queue to make payment.

[0008] In the example of a carpark, a ticket is usualltaoted on entry to the car park and
must be validated at a ticket machine before eaxitime car park. Typically, the ticket

machine is not located in close proximity to the parking space. Again, queuing up is a



common problem that consumers face as well as ¢ked to present at the ticket machine

before returning to their car.

[0009] It is generally desirable to improve consumer elgmeres with making payments for
goods and services. It is also generally desirablémprove merchant experiences with

making payments.

[0010Q] It is against this background, and the problems diffatulties associated therewith,

that the present invention has been developed.

Summary

[0011] There is provided a method of performing a poinsae (POS) payment transaction
at a merchant location, the method including, ie on more electronic processing devices:
receiving a transaction request including an intbcaof a transaction identifier from a user
device; retrieving an indication of payment infotroa from a merchant system using the
transaction identifier; requesting user accourdgrimation from the user device; receiving the
user account information in response to user ingnud, initiating payment authorization with

a payment processing system using the paymeniation and user account information to
enable the payment transaction to be performed.

[0012] Preferably, the one or more electronic processengces communicate with the user
device via a wireless communication protocol, aochimunication between the one or more

electronic processing devices and the user desieadrypted.

[0013] The method can further include, in the one or meeetronic processing devices:
causing a user interface to be displayed on tlatctievice; and, receiving the indication of
the transaction identifier via the user interfadée user interface can preferably be a
webpage or an application executing on the useicdevhe transaction identifier can
include at least one of: information indicative ggods or services being purchased by the
user; a product or service purchase code; a pramsdrvice reference number; and; a travel
location.The user account information can be received frioenuser via input into the user

interface displayed on the user device.



[0014] In the method, in response to receiving the inthcabf the transaction identifier, the
method can further include, in the one or moretedaic processing devices: providing the
transaction identifier to the merchant system, niezchant system being responsive to the
transaction identifier to: determine payment infation including at least one of: a payment
amount; an indication of at least one of goods semvices being purchased; a bill; and, a
ticket; and, provide the payment information to theee or more electronic processing

devices; and, receiving an indication of the paynmgiormation from the merchant system.

[0015] The method can further include providing the intlara of the payment information
to the user device, the user device being respensithe payment information to: display a
representation of the payment information to therusnd, determine acceptance of the

payment information in accordance with user inmuhmands.

[0016] The method can also include, in the one or moretreleic processing devices:
determining whether a digital wallet application iistalled on the user device; and, in
accordance with the determination either: requgsittess to the digital wallet application in
order to retrieve user account information; or,uesjing that the user input account

information via the user interface.

[0017] In addition, the method can further include, in dme or more electronic processing
devices: sending a request to the user devicecesaa@ digital wallet application installed on
the user device in order to retrieve user accafotmation, the user device being responsive
to the request to selectively provide user accinfiormation to the one or more electronic
processing devices; and, receiving user accouotrnrdtion from the user device. Preferably,
the digital wallet application is configured to henmticate the user to selectively provide the

user account information.

[0018] It is preferable that the digital wallet applicatioprompts the user to provide
authentication information; selectively authen@satthe user using the authentication
information; and, provides access to the user adciofiormation in response to successful
authentication. The authentication information saitude a PIN number associated with the

digital wallet application.



[0019] Preferably, in response to successful payment d@m#tmn, the method further
includes, in the one or more electronic procesdmgces, providing an indication to the user
device that the payment transaction is completeusier device being responsive to display a

representation of transaction completion.

[0020] Furthermore, the method can also include, in the @nmore electronic processing
devices: generating a digital payment record irtdieaof the completed transaction; and,
providing the digital payment record to the usevide The digital payment record can
include at least one of: a digital receipt; andigtal ticket.

[0021] There is also provided a system for performingomtpof sale (POS) payment
transaction at a merchant location, the systenudiaty one or more electronic processing
devices that: receive a transaction request inatudin indication of a transaction identifier
from the user device; retrieve an indication ofrpapt information from a merchant system
using the transaction identifier; request user awntanformation from the user device;
receive the user account information in responseuder input; and, initiate payment
authorization with a payment processing systemgu#ire payment information and user

account information to enable the payment transadb be performed.

[0022] In another aspect, there is provided a system éofopming a point of sale (POS)
payment transaction at a merchant location, théesys$ncluding a POS device capable of
establishing a wireless connection with a useiradgethe POS device configured to: receive
a transaction request including an indication tfasaction identifier from a connected user
device, the transaction identifier indicative ofogs or services being purchased by the user
from a merchant; retrieve an indication of paymeribrmation from a merchant system
using the transaction identifier; provide the pagimeaformation to the user device; request
user account information from the user device;ikecthe user account information from one
of: a digital wallet application installed on thigeat device; and, a web page displayed on the
client device; in response to user input; andjatatpayment authorization with a payment
processing system using the payment informationuesed account information to enable the

payment transaction to be performed.



[0023] Preferably, the POS device is capable of establislai wireless connection with
multiple user devices in order to simultaneouslgaete multiple payment transactions with
the merchant. The POS device can include a wiretag®er and the wireless connection is
established using Wi-Fi or Bluetooth communicatoatocols.

[0024] The user input can include one of: authenticatioformation which selectively
provides access to the digital wallet applicatiangl, account information submitted via the

web page.

[0025] It will be appreciated that the broad forms of thgention and their respective
features can be used in conjunction, interchangeatu/or independently, and reference to

separate broad forms is not intended to be limiting

Brief Description of the Drawings

[0026] A non-limiting example of the present inventionlwibw be described with reference
to the accompanying drawings, in which: -

[0027] Figure 1 is a flow chart of an example of a metldgerforming a point of sale

(POS) payment transaction at a merchant location;

[0028] Figure 2 is a schematic diagram of an example syfséeem for performing a point of

sale (POS) payment transaction at a merchant togati

[0029] Figure 3 is a schematic diagram showing componehtn example point of sale
(POS) device of the system shown in Figure 2;

[0030] Figure 4 is a schematic diagram showing componei#s example user device of
the system shown in Figure 2;

[0031] Figure 5 is a schematic diagram showing componefntan example merchant
processing device of the system shown in Figure 2;

[0032] Figures 6A to 6C is a flowchart of a specific exdenpf a method of performing a
point of sale (POS) payment transaction at a metdbaation; and,

[0033] Figure 7 is a flowchart illustrating a specific exale of a method of performing a

POS transaction between a user and merchant.



Detailed Description

[0034] An example of a method of performing a point oe§®OS) payment transaction at a

merchant location will now be described with refex@to Figure 1.

[0035] For the purpose of illustration, it is assumed that method is performed at least in

part using one or more electronic processing devioaming part of a point of sale (POS)

device in communication with one or more user devicsuch as mobile phones, portable
computers, tablet computers, or the like, at a hwertlocation. The POS device is typically

also in communication with a merchant processirggesy, which may comprise any suitable
computer system such as a server, and a paymerggsing system which may include a
number of processing devices associated with ehelm eéssuer, acquirer, card network and
payment gateway, or alternatively, the payment ggsinng system may be any one or more
of these entities and this will be discussed furtiedow.

[0036] In this example, at step 100 the one or more @eitirprocessing devices receive a

transaction request including an indication ofams$action identifier from a user device.

[0037] In this example, the transaction request representser requesting the purchase of
goods or services provided by a merchant. The adim identifier is indicative of the
goods or services being purchased and will typicla#i specific to the merchant supplying
the goods or services as will be discussed in rdetail below. The transaction identifier is
used to identify the current transaction and cdaddunique to the transaction, or could be
associated with the transaction on a temporaryshbémi example based on a table number in
a restaurant or similar. Typically, the user witbvide the transaction identifier via a user
interface (Ul) displayed on the user device, whiohy be customised for a particular
merchant or be a standard Ul provided by a thimtlygauch as a card network operator (such
as Visd", MasterCard", or the like).

[0038] Typically, the user device communicates with the on more electronic processing

devices to provide the transaction request via r@l@gss communications protocol such as
Wi-Fi, Bluetooth and the like. In one example, glectronic processing device is configured
to provide a wireless hotspot to which the useiaemay be connected or paired. When the



user enters the merchant location and comes witlige of the wireless network they will
be able to connect or pair with the POS device. IS¥hnitially the user may request to
connect/pair with the POS device, in subsequeriisvis the merchant, the connection may
be automatically established if the user deviceWasi or Bluetooth enabled that searches

for available networks or devices to connect or path.

[0039] At step 110, the one or more electronic procesdegces retrieve an indication of

payment information, such as a payment amount, feormerchant system using the
transaction identifier. The merchant system typycahcludes a computer system, POS
terminal or the like, and which calculates the pagtmnformation and associates this with
the transaction identifier during a transactioncgess, as will be described in more detail
below. The payment information can then be retiein any suitable manner, such as by
having the processing device generate a requesthuwsh supplied to the merchant system,
allowing the merchant system to respond with then@nt information.

[0040] At step 120, the one or more electronic procesdewces then requests user account
information from the user device. As part of threqess, the payment information can be
provided to the user device and displayed to tles, @dlowing the user to confirm that they
wish to proceed with the transaction. This carubed to ensure the user has entered the

correct transaction identifier and hence is payirggcorrect amount.

[0041] The request for account information can be provigedny suitable manner. For
example, if the user has a digital wallet applmatinstalled on their user device, the POS
device may send a pull message to the user deggqesting access to the digital wallet
application which stores user account details [agltredit card information and the like.
Whilst any type of wallet application may be ussdch as MasterPass, AppfePay,
Googlé™ Wallet, or the like, in some instances the apfilicais provided by a user's
banking institution.

[0042] If the user does not have a digital wallet appitainstalled on their user device, the

POS device may cause a payment page to be proyideda browser application, for



example) to the user device, prompting the us@raeide their account information in order

to execute payment of the goods or services bainghpsed.

[0043] At step 130, the one or more electronic procesdagces receive the user account
information in response to user input. In one exaemime user may allow the POS device
access to the account information stored in thigitad wallet application by authenticating

the request with appropriate authentication infdromsuch as a PIN number or biometric
information (e.g. fingerprint or voice print da&gsociated with the digital wallet application.
If instead the user has been prompted to supplyustdnformation via a payment page or
the like displayed on their device, then the POSioge may receive the user account
information as a result of the user manually entgtheir bank account or card details in the

payment Ul.

[0044] After receiving the user account information, a&psfi40 the one or more electronic
processing devices initiate payment authorizatidth & payment processing system, using
the payment information and user account infornmatm enable the payment transaction to
be performed. As previously mentioned, the paynm@oicessing system may include a
number of processing systems associated with elaah ssuer, acquirer, card network and
payment gateway, or alternatively, the payment ggsinng system may be any one or more

of these entities.

[0045] In one example as will be well understood in thie tie POS device sends the user
account information and payment information to therchant's acquirer. The acquirer then
requests that the card network get an authorizdtimm the user's issuing bank. The card
network submits the transaction to the issuer fgharization and the issuing bank then
authorizes the transaction if the account has @afft funds to cover the amount payable.
The issuer then routes payment to the acquirer thiea deposits the payment into the

merchant's account.

[0046] The abovementioned example therefore provides dadebf performing a POS
transaction between a customer and a merchant wtitlequiring the customer to present a

physical card at a POS terminal. Instead, thesaetion is facilitated by one or more
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processing devices, which optionally form part gbteysically distinct POS device, which
may be separate to a POS terminal, but which cawige the necessary connectivity to allow
interaction with a user device and other systemsegsired, allowing users to perform

transactions directly using their own user device.
[0047] Accordingly, the above described method providearaber of advantages.

[0048] As the customer is not required to present a physiard at a POS terminal, a
payment transaction may be executed from anywheaengerchant location (i.e. "pay from
where you are"). This provides a more convenieny whpaying for goods or services
avoiding the need for consumers to go to a payroeahter or checkout to make payment
where a traditional POS system is located. The taken to execute payment may therefore
be reduced as queuing is eliminated and the mer@maployee is taken out of the payment
process. Unlike traditional POS systems where @nbingle customer transaction can be
performed at any time, the above described metHogimultiple customer transactions to
be handled simultaneously which provides a moréciefft and streamlined shopping
experience. From the merchant's perspective, tliws more transactions to be processed

which may lead to increased turnover and profit.

[0049] Additionally, removing the need to use a physicahlb card at a POS terminal
enables a more secure payment transaction to bmmped as the customer is not required to
share a physical card or other payment deviceeaPtBS terminal (as is traditionally done
using swipe, dip or contactless technologies) ameschot need to enter a PIN on the POS
terminal. Furthermore, user account informationn required to be shared with the
merchant as the POS device handles the entireattois with the payment processing

system.

[0050] In some examples, the method may further enharsteroer experience by providing
a customized user interface (e.g. payment pagetht®omerchant that the user can interact
with in order to submit transaction requests angforvide payment information. As will be

described in further detail below, the method mdglitoonally provide digital receipts or
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tickets to the user device which is more convenikah receiving paper receipts or tickets

which may get lost or misplaced.
[0051] A number of further features will now be described.

[0052] In one example, the one or more electronic prongs$evices communicate with the

user device via a wireless communication protosgbr@viously mentioned. Whilst typically

Wi-Fi and Bluetooth protocols will be used, anyetlsuitable wireless protocol may be used
at a given merchant location to facilitate commahan and transfer of data between the
POS device and the one or more user devices. Irexample, the merchant may have their
own public wireless communications network that B@S device is connected to and to
which the user device may also be connected inrdcdeommunicate with the POS device.
Alternatively, the POS device itself may have aefinal wireless router which generates the
wireless network thereby forming a wireless hotsabtthe merchant location. The user
device may then be connected or paired directtheowireless network provided by the POS

device.

[0053] In order to further enhance security, communicatimtween the one or more
electronic processing devices and the user deviag lbe encrypted. In one example, the
digital wallet application installed on the usewide may have embedded encryption that can
only be decrypted by the POS device. In this wagraccount information received by the
POS device may be routed securely over the netevadkinterpreted only by the POS device

for use in initiating payment authorisation witle thayment processing system.

[0054] As previously mentioned, the one or more electrgmocessing devices may be
configured to cause a user interface (Ul) to bpldigd on the user device and to receive the
indication of the transaction identifier via theeuterface. In one example the user interface
is a webpage displayed on the user device whilsihimther example the user interface may
be provided by an application executing on the us®mrice. The application may be a
merchant application, digital wallet application ibrmay be provided by a card network
operator. Typically, the POS device will cause tHeto be displayed on the user device in

response to the user device connecting or pairiiig the POS device. For example, when
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the user connects their device with the POS degiceistomized webpage may open on their
device (such as a SecureCode or ecommerce siteynalively, the POS device may invoke
an application on the client device causing a Ubeéadisplayed to the user which allows the
user to make a transaction request with the metdharsubmitting a transaction identifier
into the UI.

[0055] The transaction identifier typically includes aas$é one of information indicative of

goods or services being purchased by the user,odugt or service purchase code or
reference number or a travel location. The typdrafsaction identifier used will depend

upon the merchant and nature of the goods or s=nhbeing purchased. For example, in a
restaurant, the user may provide their table nunmrbevhich case the transaction identifier
would be associated with the transaction on a teampobasis. In some examples, the
merchant system will store transaction identifi@nsd associated payment information) in a
data store for later retrieval by the POS devicenvh user requests payment information

using a particular transaction identifier.

[0056] In an example of a ticket transaction at a traibug station, the transaction identifier

may be indicative of a desired travel destinatiostop number that is provided by the user.
The merchant system may have a stored list of tidesinations with associated fares based
on the starting location for example which may letednined from location information

determined from the POS device requesting the paymirmation.

[0057] In other examples, each item of goods or servioppleed by a merchant may have
an associated purchase code that the user enterthéUl in order to provide a transaction
request to the POS device.

[0058] Typically, in response to receiving the indicatiohthe transaction identifier, the
method further includes, in the one or more elettrgrocessing devices, providing the
transaction identifier to the merchant system asckiving an indication of the payment
information from the merchant system. The merclsgatem may be in communication with
the POS device via a wired or wireless connecildve merchant system is responsive to the

transaction identifier to determine payment infotiora including at least one of a payment
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amount, an indication of at least one of goods sewices being purchased, a bill and a
ticket. For example, the merchant system may irecllata storage of information pertaining
to supplied goods and services (or transactiontifitens) and associated price/cost which is
retrieved and used to calculate a payment amournh#&transaction. Having determined the
payment information, the merchant system then pes/the payment information to the one
or more electronic processing devices. Alternayivdhe merchant system may only
determine the cost of each individual item of goodservices being purchased and leave the
actual calculation of payment information to theSP@evice.

[0059] In one example, after receiving the payment infairomafrom the merchant system,
the one or more electronic processing devices geothe indication of the payment
information to the user device. The user devicesponsive to the payment information to
display a representation of the payment informatmthe user and determine acceptance of
the payment information in accordance with useruingpommands. For example, a
representation of the bill total or payment amaoaloing with an indication of the goods or
services purchased may be provided in the userfacte displayed on the user device.
Typically, the user then reviews the bill and cam8 acceptance of the bill by pressing or
otherwise interacting with a button or the like ahiwill initiate the checkout or payment
process. The response could also be combined amtlauthentication step, so that for
example, provision of a PIN or other authenticatioformation, could be taken as

confirmation the transaction is to proceed.

[0060] In one example, the one or more electronic prongsdevices determine whether a
digital wallet application is installed on the useéevice. In accordance with the
determination, the POS device then either requasisss to the digital wallet application in
order to retrieve user account information or retgi¢hat the user input account information
via the user interface (webpage or merchant agmicdor example). It will be appreciated
that this step may be performed at any time podhée user initiating payment for the goods

or services.

[0061] In one example, the one or more electronic prongssevices may send a request to
the user device to access a digital wallet apptinainstalled on the user device in order to
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retrieve user account information, the user dewegng responsive to the request to
selectively provide user account information to thee or more electronic processing
devices. The electronic processing devices may teeeive user account information from
the user device. Typically, the digital wallet apation is configured to authenticate the user

to selectively provide the user account information

[0062] In this regard, the digital wallet application mayompt the user to provide
authentication information, selectively authentcathe user using the authentication
information and provide access to the user accmfotmation in response to successful
authentication. Typically, the authentication imf@tion includes a PIN number associated
with the digital wallet application, however anyrfo of authentication information may be
used including biometric information such as fingents, a voice print, or an image of the
user captured by the user device (e.qg. triggered tagial gesture of the user, such as by the
user blinking). The user provides their PIN numtzethe digital wallet application which
verifies the PIN typically at a remote server whtre user security details are stored. If the
PIN is verified as correct, the user is authengéidads being the owner of the digital wallet
application and in response the digital wallet aggpion provides the user account details to
the POS device so that the payment authorizatioogss can be initiated.

[0063] In one example, in response to successful paymeghb@azation, the method further
includes, in the one or more electronic procesdmgces, providing an indication to the user
device that the payment transaction is completeusier device being responsive to display a
representation of transaction completion. A natificn may be provided in the user interface
on the user device confirming that the transacts@s successfully completed using the

provided user account information.

[0064] Finally, after the POS transaction is completedig#tal payment record indicative of

the completed transaction may be generated by @® &evice and provided to the user
device as record of the transaction. Alternativalye digital payment record may be
generated by the merchant system and providedet® @S device which in turn transfers the

digital payment record to the user device. In orangle, the digital payment record is
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stored by the digital wallet application, howevkistneed not be the case and the digital

payment record may be stored in any suitable wahemser device.

[0065] Whilst typically the digital payment record is aidal receipt, in other examples such
as when a ticket for a bus or train is being puseldathe digital payment record may be a
digital ticket which the user can produce if neeegdo prove that they have paid for their
journey. In some examples, the digital ticket magorporate a barcode or matrix code such

as a QR code, which is readable by a suitable readerify the authenticity of the ticket.

[0066] An example of a system for performing a point d&¢$&0S) payment transaction at a
merchant location will now be described with refex@to Figure 2.

[0067] In this example, the system 200 includes a POSrel@c processing device 210, one
or more user devices 220 running a payment apicauch as a digital wallet application
and optionally a merchant application, a commurooat network 250, a merchant
processing device 230, and a payment processinged@40 in communication with a
database 241.

[0068] The communications network 250 can be of any ap@tepform, such as the Internet
and/or a number of local area networks (LANS) I e appreciated that the configuration
shown in Figure 2 is for the purpose of exampleyoahd in practice the user devices 220,
POS device 210, merchant processing device 23Qpayphent processing device 240 can
communicate via any appropriate mechanism, suchiaasvired or wireless connections,
including, but not limited to mobile networks, paite networks, such as an 802.11 network,
the Internet, LANs, WANS, or the like, as well aga direct or point-to-point connections,
such as Bluetooth, or the like. Typically, the @menore user devices 220 communicate with
the POS device 210 via a wireless communicatiotopad such as Wi-Fi or Bluetooth but
not limited to such. In one example, the POS devt@ includes a wireless router and
provides a wireless network (e.g. Wi-Fi) to whitte tone or more user devices 220 are able
to connect. Alternatively, the POS device 210 maydonnected to a wireless network
provided by a merchant to which the one or more dsegices 220 may connect in order to

communicate with the POS device 210.
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POS device 210

[0069] A suitable POS device for use in the system forfopering a POS payment
transaction described in anyone of the above exasngplshown in Figure 3.

[0070] In this example, the POS device 210 includes atleae microprocessor 300, a
memory 301, an optional input/output device 30Zhsas a display, keyboard, touchscreen
and the like, and an external interface 303, im@enected via a bus 304 as shown. In this
example the external interface 303 can be utilifsd the POS device 210 when
communicating with peripheral devices, such as uker device 220, communications
networks, payment processing device 230, merchaaepsing device 240, databases, other
storage devices, or the like. Although only a Engterface 303 is shown, this is for the
purpose of example only, and in practice multipieeifaces using various methods (e.g.
Ethernet, serial, USB, wireless, Bluetobth.ow Energy (BLE), Near Field Communication
(NFC), or the like) may be provided.

[0071] In use, the microprocessor 300 executes instructianthe form of applications
software stored in the memory 301 to allow commation with the user device 220, for
example to receive a transaction request, the raatgrocessing device 240, for example to
receive payment information, and the payment pingdevice 230, for example to initiate
payment authorization. The applications softwarey nmaclude one or more software
modules, and may be executed in a suitable execetyironment, such as an operating

system environment, or the like.

[0072] Accordingly, it will be appreciated that the POSide 210 may be formed from any
suitable processing system, such as any electrpnicessing device, including a
microprocessor, microchip processor, logic gate figamtion, firmware optionally
associated with implementing logic such as an FRBAId Programmable Gate Array), or
any other electronic device, system or arrangemeliotwever, the POS device 210 may also
be formed from a suitably programmed PC, Intereeninal, lap-top, or hand-held PC, a
tablet, or smart phone, or the like. Thus, in example, the processing system 210 is a

standard processing system such as an Intel Acthite based processing system, which



217 -

executes software applications stored on non-Vel@dig., hard disk) storage, although this is

not essential.
User Device 220

[0073] The user device 220 of any of the examples heraag be a handheld computer
device such as a smart phone or a PDA such as amefactured by Appfé', LG™,
HTC™, Research In Motioff', or Motorold". The user device 220 may include a mobile
computer such as a tablet computer. An exemplargodiment of a user device 400 is
shown in Figure 4. As shown, the device 400 incuithe following components in electronic
communication via a bus 406:

1. a display 402;
non-volatile memory 403;
random access memory ("RAM") 404;
N processing components 401;

a transceiver component 405 that includes Nstrimers; and

S

user controls 407.

[0074] Although the components depicted in Figure 4 reprephysical components, Figure
4 is not intended to be a hardware diagram; thusymé&the components depicted in Figure
4 may be realized by common constructs or distedbuamong additional physical
components. Moreover, it is certainly contemplatbdt other existing and yet-to-be
developed physical components and architectures bmyutilized to implement the

functional components described with referenceigoreé 4.

[0075] The display 402 generally operates to provide agmation of content to a user, and
may be realized by any of a variety of displayg.(eCRT, LCD, HDMI, micro-projector and

OLED displays). And in general, the non-volatile moy 403 functions to store (e.g.,
persistently store) data and executable code imgudode that is associated with the
functional components of a browser component argiGgtions, and in one example, the
payment application (digital wallet application)8@nd optionally a merchant application

409. In some embodiments, for example, the nontl@lememory 403 includes bootloader



-18 -

code, modem software, operating system code, y#¢em code, and code to facilitate the
implementation of one or more portions of the paymapplication 408 as well as other
components well known to those of ordinary skill tihe art that are not depicted for
simplicity.

[0076] In many implementations, the non-volatile memorg 4 realized by flash memory
(e.g., NAND or ONENAND memory), but it is certainbontemplated that other memory
types may be utilized as well. Although it may leesgible to execute the code from the non-
volatile memory 403, the executable code in the-vatile memory 603 is typically loaded
into RAM 404 and executed by one or more of thedtessing components 401.

[0077] The N processing components 401 in connection RAM 404 generally operate to
execute the instructions stored in non-volatile memM403 to effectuate the functional
components. As one of ordinarily skill in the artllwappreciate, the N processing
components 401 may include a video processor, mgaenessor, DSP, graphics processing

unit (GPU), and other processing components.

[0078] The transceiver component 405 includes N transceivains, which may be used for
communicating with external devices via wirelessvoeks. Each of the N transceiver chains
may represent a transceiver associated with acpkti communication scheme. For
example, each transceiver may correspond to pristoit@mt are specific to local area
networks, cellular networks (e.g., a CDMA netwoakGPRS network, a UMTS networks),

and other types of communication networks.
Merchant Processing Device 230 and Payment Processing Device 240

[0079] The merchant processing device 230 and the paymecgssing device 240 of any of
the examples herein may be formed of any suitatdegssing device, and one such suitable

device is shown in Figure 5.

[0080] In this example, a processing device is providedalserver 500 in communication
with a database 501, as shown in Figure 5. Thepaten system 500 is able to communicate
with the POS device 210, client device 220, thenpayt processing device 240 and/or
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merchant processing device 230, and/or other psotgsdevices, as required, over a

communications network 550 using standard commtinit@rotocols.

[0081] The components of the processing system 500 capridfggured in a variety of ways.
The components can be implemented entirely by soéwo be executed on standard
computer server hardware, which may comprise omdweae unit or different computer
hardware units distributed over various locatioseme of which may require the
communications network 550 for communication. Amfer of the components or parts
thereof may also be implemented by application iipeategrated circuits (ASICs) or field

programmable gate arrays.

[0082] In the example shown in Figure 5, the processirgjesy 500 is a commercially
available server computer system based on a 3@rhkat 54 bit Intel architecture, and the
processes and/or methods executed or performedhbycomputer system 500 are
implemented in the form of programming instructiaisone or more software components
or modules 502 stored on non-volatileg(, hard disk) computer-readable storage 503
associated with the computer system 500. At leads pf the software modules 502 could
alternatively be implemented as one or more deelicdtardware components, such as
application-specific integrated circuits (ASICs)dé&nr field programmable gate arrays
(FPGAS).

[0083] The computer system 500 includes at least one ae mbthe following standard,

commercially available, computer components, aélritconnected by a bus 505:

1. random access memory (RAM) 506;
2. at least one computer processor 507, and
3. external computer interfaces 508:
a. universal serial bus (USB) interfaces 508.1ldast one of which is

connected to one or more user-interface devicesh @ a keyboard, a
pointing device €.9., a mouse 509 or touchpad),

b. a network interface connector (NIC) 808.2 whichnnects the
computer system 500 to a data communications nkfvgorch as the Internet
550; and
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C. a display adapter 508.3, which is connected thsplay device 510

such as a liquid-crystal display (LCD) panel device

[0084] The computer system 500 includes a plurality ofndéad software modules,
including:
1. an operating system (OS) 5Elg(, Linux or Microsoft Windows);
2. web server software 512 ed., Apache, available at
http://www.apache.org);
3. scripting language modules 51&g(, personal home page or PHP,
available at http://www.php.net, or Microsoft ASBjid
4. structured query language (SQL) modules 5&4.,( MySQL,
available from http://www.mysgl.com), which allovata to be stored in and

retrieved/accessed from an SQL databaseb.

[0085] Together, the web server 512, scripting languadge &id SQL modules 514 provide
the computer system 500 with the general abilityalow users of the Internet 550 with
standard computing devices equipped with standagd farowser software to access the
computer system 500 and in particular to provid& da and receive data from the database
501. It will be understood by those skilled in @ that the specific functionality provided
by the system 500 to such users is provided bytscaccessible by the web server 512,
including the one or more software modules 502 @m@nting the processes performed by
the computer system 500, and also any other scaipts supporting data 515, including
markup languages(@., HTML, XML) scripts, PHP (or ASP), and/or CGI suts, image files,

style sheets, and the like.

[0086] The boundaries between the modules and componenke isoftware modules 502
are exemplary, and alternative embodiments may energdules or impose an alternative
decomposition of functionality of modules. For exde) the modules discussed herein may
be decomposed into submodules to be executed aspleutomputer processes, and,
optionally, on multiple computers. Moreover, altime embodiments may combine
multiple instances of a particular module or subuiedFurthermore, the operations may be
combined or the functionality of the operations rbaydistributed in additional operations in
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accordance with the invention. Alternatively, sahions may be embodied in the structure
of circuitry that implements such functionality, ckuas the micro-code of a complex
instruction set computer (CISC), firmware programdmento programmable or
erasable/programmable devices, the configurationa dield- programmable gate array
(FPGA), the design of a gate array or full-custoppl@ation-specific integrated circuit
(ASIC), or the like.

[0087] Each of the steps of the processes performed bygdh®guter system 500 may be
executed by a module (of software modules 502) porédion of a module. The processes
may be embodied in a non-transient machine-reagaigéor computer-readable medium for
configuring a computer system to execute the metfibd software modules may be stored
within and/or transmitted to a computer system nrgnhm configure the computer system to

perform the functions of the module.

[0088] The computer system 500 normally processes infeomaiccording to a program (a
list of internally stored instructions such as atipalar application program and/or an
operating system) and produces resultant outpotrrdtion via input/output (1/0O) devices
508. A computer process typically includes an ekegu(running) program or portion of a
program, current program values and state infoonatand the resources used by the
operating system to manage the execution of theegso A parent process may spawn other,
child processes to help perform the overall funwliy of the parent process. Because the
parent process specifically spawns the child pseedo perform a portion of the overall
functionality of the parent process, the functiopsrformed by child processes (and
grandchild processes, etc.) may sometimes be 8esdcas being performed by the parent

process.

[0089] In other examples, such as described above, thagrgyprocessing system is formed
of multiple computer systems interacting, for ex&mpvia a distributed network
arrangement. As distributed networking is knowthi@ art, it will not be described further in

more detail.
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[0090] To illustrate further features of preferred praaitionplementations of the method, a
further detailed example of a method of performiagpoint of sale (POS) payment

transaction at a merchant location will now be dbsd with reference to Figures 6A-6C.

[0091] At step 600, a user visits a merchant location rideo to perform a transaction
involving the purchase of goods and/or servicesigem by the merchant. The merchant
location may take any suitable form and may inclimleexample a store or retail outlet,
restaurant, bar or café or a train or bus stafld/e merchant location may be any location

where a POS transaction is performed between aiomersand a merchant.

[0092] At step 605, the merchant processing system 23Q0séd in creating payment
information and associating this with a transactidentifier. This process is typically
performed as part of the transaction process, amddcinclude for example having the
merchant calculate an amount payable either manumilscanning items for purchase or the
like. The transaction identifier could then be g@@ted and/or retrieved, before being
associated with the respective transaction infaonat For example, the transaction
identifier could be based on an identifier of memhprocessing system, such as a POS
terminal number, or could be indicative of an idkgt such as a table number, and then re-
used each time a transaction is performed. Altarelg, the transaction identifier is unique

for each transaction.

[0093] At step 610, the transaction identifier is providedthe user. This can be achieved
manually, by having the merchant tell the uselhydisplaying the transaction identifier, for
example by providing the user a receipt with tlesgaction identifier provided thereon, by

presenting this on a display of the merchant prsingdevice, or the like.

[0094] At step 615, the user device is connected or pdweal POS electronic processing
device provided at the merchant location. As prestip described, the POS device typically
creates a wireless hotspot enabling one or more desgces to connect or pair to it via a
suitable communications protocol such as Wi-Fi @ueBooth, although any other suitable
wireless protocol may be used which allows commatioo between the devices. Typically,

the user will be able to connect or pair their devisuch as a mobile phone, laptop, tablet
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etc.) to the POS device from anywhere within thenpses at the merchant location. If the
user has been to the merchant previously, then&ltBpmay occur automatically when the
user enters the merchant location as the userisedem| automatically pick up the wireless
network provided by the POS device and connectetbeHowever, if the user has not
previously been to the merchant location, then tiey need to initially request to join the
network or pair with the POS device and input aagassary credentials such as a username
and password if required. In any event, it wibalbe appreciated from this that this step
could occur before the transaction is performed, r@fierence to the particular order of steps
is not intended to be limiting.

[0095] In response to the user device connecting or gawwith the POS device, the POS
device causes a user interface (Ul) to be displayedhe user device at step 620. In one
example, the POS device causes a webpage (suatuatanized merchant shopping page or
website operated by a card network) to be displayedhe user device. Alternatively, the
POS device may invoke an application executinghenuser device causing the application
to display a Ul to the user that may for instankbenathe user to enter a transaction request

with the merchant.

[0096] At step 625, the user enters a transaction identifirough the Ul displayed on their
device. As previously mentioned, the transactioaenidier may include for instance a
reference number (such as a table number in aurasty, a purchase code for the particular
goods or services or a travel destination in thigaion where a bus or train ticket is being
purchased for instance.

[0097] Whilst in this example the merchant processingesys230 associates a transaction
identifier with payment information (for exampl@, & restaurant scenario, it may be Table 4
is associated with a bill of $90) prior to the usgeracting with the POS device, in other
examples this may not be the case. For exampleusbe may be connect with the POS
device, and then be presented with a user intelddewailable goods/services to purchase.
The user may then select particular goods/senandssubmit the selection to the POS device

before a merchant system is even involved in testction.
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[0098] At step 630, the POS device then provides the adms identifier to a merchant
system for use in determining an amount payalde &i.bill) for the transaction between the
user and merchant. The merchant system may in@udigta store containing cost data for
goods and services provided by the merchant. THe &&ice may query the merchant data
store to obtain the relevant cost data for usealoutating the total bill. Alternatively, the
POS device may simply retrieve the payment infoiomatrom the merchant system that has

already been associated with a specific transademtifier.

[0099] At step 635, the POS device receives payment irdoam from the merchant system
which may include the total bill or payment amowntalternatively be indicative of the

individual item costs with the amount payable cltian then performed by the POS device.
The POS device then sends a payment request tasdredevice at step 640, allowing the

user to authorise the transaction and provide axtaatormation.

[00100] In this regard, the payment information may be ldiggd on the user device,

for example through the webpage or application eteg on the user device.

[00101] Typically, the user then accepts the bill and iatBs that they wish to proceed
with the payment transaction. At step 640, the Ri@8ice determines whether a digital
wallet application (such as MasterPass by Mastéraar a digital wallet application of a

bank or other issuer) is installed on the useraevi

[00102] If it is determined that the user is registeredtdigital wallet application at

step 645, then at step 650, the user device dsjplayment information and the digital wallet
application provides the account information to B@S device. In order for this to occur,
the user is typically required to authenticate thégjuest by providing authentication
information at step 655, with this being used by dgital wallet application to authenticate

the user.

[00103] Thus, in one example, the user receives a messagjeew device notifying
them that the POS device has requested accessitditital wallet application and asking
them to provide a PIN number to allow the POS ckeyiermission to access their personal

account information. However, it will be apprecthtdat other authentication information,
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such as biometric information or the like may bedis The account information may be
stored locally on the user device or stored remgotel a wallet server (not shown) in
communication with the digital wallet applicatioim. this latter case, the PIN number will
also typically be stored on the remote server shiahwhen the user enters their PIN number,
the POS device determines whether authenticatisndsessful via communication with the
digital wallet server. If the correct PIN is proew the digital wallet server will provide an
indication to the POS device that the user autbattin was successful and in response, the
POS device will obtain the user account informafrem the digital wallet application.

[00104] Alternatively, if the user is not registered toigit@dl wallet application, at step
665, the user device displays a Ul including thgnpent information, which is used to
prompt the user to provide account information Ksas credit or bank card details) through
the user interface (such as a merchant shoppingagel). At step 670 the user provides the
account information through the user interface irsimilar manner to how a standard

ecommerce transaction is performed with a merchant.

[00105] Irrespective of the technique used, after havingeiked the user account
information, the POS device then initiates payneaarnhorisation at step 675 in the standard
manner that normal POS devices do as is well kniomthe art. In one example, the POS
device sends the user account information and palynméormation to the merchant's
acquirer. The acquirer then requests that the wandork obtain an authorization from the
user's issuing bank. The card network submits rdmesaction to the issuer for authorization
and the issuing bank then authorizes the transadtithe account has sufficient funds to
cover the amount payable. The issuer then routgsngat to the acquirer who then deposits

the payment into the merchant's account.

[00106] At step 680, the POS device determines whether pal@uthorisation was
successful, and if not the process ends at step 68%rwise, an indication that the
transaction was successful will be provided to R@S device from the issuer or acquirer,
and possibly via a payment gateway. The POS ddhiee causes a transaction complete
notification to be displayed on the user devicetlgh the user interface (merchant webpage
or application) at step 690. A digital payment melcs then generated (e.g. receipt, ticket
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etc.) at step 695 and provided to the user detistéep 700. The digital payment record may
be displayed via the user interface and storechbyrerchant system or alternatively it may
be stored by the digital wallet application forelatetrieval or access. Whilst the POS device
may generate the digital payment record, this migrreatively be performed by the

merchant system which then provides the paymentdego the POS device.

[00107] A specific example of payment flow of a POS tratisacbetween a consumer

and a merchant is shown in Figure 7.

[00108] In this example, a consumer installs a digital etatpplication (such as
Masterpass) onto their mobile device (phone, tadtief). This step may occur at any time
before a transaction with a merchant is condudibd.consumer then visits a merchant (such
as a restaurant, grocery store, train or bus sfatmd connects their device with the
merchant hotspot/Wi-Fi device (POS device) fromvamgre in or near (provided they are in
range) the merchant premises. The consumer ispgtended with a user interface on their
device (e.g. a merchant application may provideitkerface or alternative a shopping web
page may be served to the consumer's mobile dewitieh is used to enter reference details
indicative of the goods or services being purchdsed the merchant. For example, the user
may enter a restaurant table number, grocery psectade or travel location.

[00109] The reference details for the transaction are stibdhito the POS device
which provides the transaction information to a chant system to calculate the payment
information (i.e. bill). A message (for exampledlpnessage) is then sent to the consumer's
device providing the payment information and retjngsaccess to the digital wallet
application installed on the consumer device ineorth extract payment card details. This
request is authenticated by the consumer for exaimyplproviding a PIN number associated

with the digital wallet application.

[00110] After having received the payment card details frtme digital wallet
application, the POS device initiates payment aughtion via a merchant acquirer in
accordance with standard authorization processesviknin the art of POS payment

processing. If sufficient funds are available i ttonsumer's bank account to cover the
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transaction, the transaction is approved by aninigsbank and funds are routed from the
issuer to the acquirer. The POS device then previgification to the consumer that the
transaction has been approved/completed and caligisl receipts and/or tickets to be

provided to the consumer's mobile device.

[00111] Accordingly, it will be appreciated that in at leame example the above
described system provides a more convenient andes@oint of sale transaction between a
consumer and a merchant at a merchant locationafiliey to "pay from where you are" at a
merchant location removes the need to conductrémsaction at a centralized POS location
and thereby eliminates the need to ever queue agchéckout counter or ticket machine for
example. Transactions can thereby be conductedrfasid without requiring a merchant
employee to facilitate the POS transaction. Thétgld pay for goods and services without
needing to present a physical payment card arfebatitation information at a POS terminal

provides a simpler and more secure means of comduetPOS transaction.

[00112] Throughout this specification and claims which dall unless the context
requires otherwise, the word “comprise”, and v@is such as “comprises” or
“comprising”, will be understood to imply the inslion of a stated integer or group of

integers or steps but not the exclusion of anyratiteger or group of integers.

[0113] Persons skilled in the art will appreciate that pupns variations and modifications
will become apparent. All such variations and migdiions which become apparent to
persons skilled in the art, should be considerethlfowithin the spirit and scope that the

invention broadly appearing before described.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:
1) A method of performing a point of sale (POS) paymensaction at a merchant location,
the method including, in one or more electroniccpssing devices:

a) receiving a transaction request including an inthceof a transaction identifier from
a user device;

b) retrieving an indication of payment information rftoa merchant system using the
transaction identifier;

C) requesting user account information from the userag;

d) receiving the user account information in respdnsgser input; and,

e) initiating payment authorization with a paymentqassing system using the payment
information and user account information to enablke payment transaction to be
performed.

2) A method as claimed in claim 1, wherein the onenore electronic processing devices
communicate with the user device via a wirelessmamication protocol.

3) A method as claimed in claim 2, wherein communaatbetween the one or more
electronic processing devices and the user desieadrypted.

4) A method as claimed in any one of the precedingndawherein the method further
includes, in the one or more electronic procesdmgces:

a) causing a user interface to be displayed on tleatctievice; and,

b) receiving the indication of the transaction ideatifvzia the user interface.

5) A method as claimed in claim 4, wherein the ustarface is a webpage or an application
executing on the user device.

6) A method as claimed in claim 4 or claim 5, wher#ie transaction identifier includes at
least one of:

a) information indicative of goods or services beingghased by the user;

b) a product or service purchase code;

c) a product or service reference number; and;

d) atravel location.

7) A method as claimed in any one of the precedingndawherein in response to receiving
the indication of the transaction identifier, thetivod further includes, in the one or more

electronic processing devices:



-29 -

a) providing the transaction identifier to the merchagstem, the merchant system
being responsive to the transaction identifier to:
i) determine payment information including at least ofi
(1) a payment amount;
(2) an indication of at least one of goods and servie#sg purchased;
(3) a bill; and,
(4) aticket; and,
i) provide the payment information to the one or neeetronic processing devices;
and,

b) receiving an indication of the payment informatfoom the merchant system.

8) A method as claimed in claim 7, wherein the metidher includes providing the
indication of the payment information to the usevide, the user device being responsive
to the payment information to:

a) display a representation of the payment informatootine user; and,

b) determine acceptance of the payment informatioradoordance with user input
commands.

9) A method as claimed in claim 8, wherein the methadudes, in the one or more
electronic processing devices:

a) determining whether a digital wallet applicationristalled on the user device; and,

b) in accordance with the determination either:

i) requesting access to the digital wallet applicatioarder to retrieve user account
information; or,
i) requesting that the user input account informatiarthe user interface.

10)A method as claimed in claim 8, wherein the methwther includes, in the one or more
electronic processing devices:

a) sending a request to the user device to acceggtal dvallet application installed on
the user device in order to retrieve user accowfotrination, the user device being
responsive to the request to selectively provida ascount information to the one or
more electronic processing devices; and,

b) receiving user account information from the useficke
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11)A method as claimed in claim 10, wherein the digiallet application is configured to
authenticate the user to selectively provide tlex ascount information.
12)A method as claimed in claim 11, wherein the dlgitallet application:
a) prompts the user to provide authentication inforamt
b) selectively authenticates the user using the atit@ion information; and,
c) provides access to the user account informationrasponse to successful
authentication.
13)A method as claimed in claim 12, wherein the auibation information includes a PIN
number associated with the digital wallet applizati
14)A method as claimed in any one of the precedingmda wherein in response to
successful payment authorization, the method furiheludes, in the one or more
electronic processing devices, providing an indocato the user device that the payment
transaction is complete, the user device beingorespe to display a representation of
transaction completion.
15)A method as claimed in claim 14, wherein the metluther includes, in the one or more
electronic processing devices:
a) generating a digital payment record indicativehaf tompleted transaction; and,
b) providing the digital payment record to the usericke
16)A method as claimed in claim 15, wherein the digiyment record includes at least one
of:
a) adigital receipt; and,
b) a digital ticket.
17)A method according to any one of claims 1 to 9, eimethe user account information is
received from the user via input into the userrfiatee displayed on the user device.
18) A system for performing a point of sale (POS) pagitransaction at a merchant
location, the system including one or more elecétrpnocessing devices that:
a) receive a transaction request including an indicatf a transaction identifier from
the user device;
b) retrieve an indication of payment information frammerchant system using the
transaction identifier;

C) request user account information from the useragdevi
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receive the user account information in responseséo input; and,
initiate payment authorization with a payment pesieg system using the payment
information and user account information to enable payment transaction to be

performed.

19) A system for performing a point of sale (POS) pagintransaction at a merchant

location, the system including a POS device capaifleestablishing a wireless

connection with a user device, the POS device gargd to:

a)

b)

receive a transaction request including an indcatif a transaction identifier from a
connected user device, the transaction identifidicative of goods or services being
purchased by the user from a merchant;

retrieve an indication of payment information franmerchant system using the
transaction identifier;

provide the payment information to the user device;

request user account information from the useragevi

receive the user account information from one of:

i) a digital wallet application installed on the clielevice; and,

i) a web page displayed on the client device;

in response to user input; and,

initiate payment authorization with a payment pesieg system using the payment
information and user account information to enable payment transaction to be

performed.

20) A system according to claim 19, wherein the PO%cgeis capable of establishing a

wireless connection with multiple user devices irdes to simultaneously execute

multiple payment transactions with the merchant.

21)A system according to claims 19 or claim 20, whetbe user input includes one of:

a) authentication information which selectively prosédaccess to the digital wallet

application; and,

b) account information submitted via the web page.

22) A system according to any one of claims 19 towlierein the POS device includes a

wireless router.
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23)A system according to any one of claims 19 to 2Bemnin the wireless connection is

established using Wi-Fi or Bluetooth communicatoatocols.



