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FIELD OF THE INVENTION




[003] Embodiments of the invention generally relate to co-location
facility. More particularly, an aspect of an embodiment of the invention

relates to managing permissions relating to accessing assets.




BACKGROUND OF THE INVENTION

[004] Global companies that support customers in many different
regions generally have multiple agreements with the same customer. The
agreements may be established at the regional level. Each agreement
may be treated as a unique agreement with the customer with its own set
of requirements, resources, etc., even if other agreements may have
already been established with the same customer. This approach may be
used either because it is a traditional business practice, or because it is
the only way the underlying information system can support, or both. As
the number of customer increases and/or the number of agreements per
customer increases, the same approach can cause unnecessary
overheads and costs for the global companies as well as for their

customers.



SUMMARY OF THE INVENTION

[005] A ceniral relational database containing a permissions model for
permissions management for the logical and physical assets associated
with one or more geographically distinct co-location facilities, where the
permissions model is configured so that a designated user on the
customer side can be assigned to grant/revoke permissions to the
individual users of their organization accordingly, and a separate user
groups model to allow the organization to manage user groups and asset
groups separately, a set of links to map the many to many relationship
between the users in the created user groups and the permissions to use
assets contained in the formed one or more asset groups, where a user
interface is configured to allow the designated user to be designated as an
administrator at the asset level, and that designated user is authorized to
administer over one of a single asset group, all of the asset groups, and

some subset of all of the asset groups.



BRIEF DESCRIPTION OF THE DRAWINGS

[006]  The drawings refer to embodiments of the invention in which:

Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements; and

Figure 1C is a block diagram that illustrates an example
embodiment of using different login IDs to access different assets; and

Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets; and

Figure 2 is a block diagram that illusirates an example
embodiment of groups of agreements; and

Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators; and

Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree; and

Figure 4B is a block diagram that iflustrates an example
embodiment of user groups; and

Figure 4C is a block diagram that illustrates an example
embodiment of asset groups; and

Figure 5 is a block diagram that illustrates an example
embodiment of the database tables; and

Figure BA is a block diagram that illustrates an example

embodiment of an architecture that may be used; and



Figure 6B is a block diagram that illustrates an example
embodiment of an architecture for user management that may be used;
and

Figure 8C is a Dblock diagram that illustrates an example embodiment of
association between users and agreements,

Figure 7A is a block diagram that illustrates an examble
embodiment of information processed by the permission data store (PDS);
and

Figure 7B is a block diagrams that illustrates an example
embodiment of relationships among different information entities; and

Figure 8A is a network diagram illustrating an example
embadiment of a netwark environment that may be used; and

Figure 8B is a computing environment example embodiment
that may be used; and

Figure 9 is an example flow diagram that illustrates a process
enabling permissions and restrictions management, in accordance with

some embodiments,

[007]  While the invention is subject to various modifications and
alternative forms, specific embodiments thereof have been shown by way
of example in the drawings and will herein be described in detail. The
invention should be understood to not be limited to the particular forms
disclosed, but on the contrary, the intention is {0 cover all modifications,
equivalents, and alternatives falling within the spirit and scope of the

invention.



DETAILED DESCRIPTION

[008] For some embodiments, methods and systems are described to
enable a service provider to more efficiently offer its services to customers
that have global presence. The methods and systems extend user
management capabilities {o include asset based permission management.
User groups, asset groups, asset trees and asset permissions may be
defined. A central relational database containing a set of tables and
schema may be used to store information relating to the user groups,
asset groups, asset trees and asset permissions. The methods and
systems enable a set of users (or employees) of the customers to be
designated to manage assets including delegations, restrictions,
permissions applied based on business rules and based on a hierarchical
model. The hierarchical model enables a well-defined logical flow of
delegations and restrictions with pruning capability. This is advantageous
over the traditional approach where there is a lack of delegation and

restriction based on the assets.

[009] For some embodiments, the methods and systems implement
Oracle E-Business Suite (EBS) from Oracle Corporation of Redwood
Shores, California and leveraging the Trading Community Architecture
(TCA) from the Oracle EBS. Other applications from Oracle that may also

be used by the methods and systems include Data Collection Advantage



(DCA), Oracle Identity Manager (OIM), Oracle Internet Directory (OID),

among others.

[0010] In the following description, numerous specific details are set
forth, such as examples of specific data signals, components, connections,
etc. in order to provide a thorough understanding of the present invention.
It will be apparent, however, to one skilled in the art that the present
invention may be practiced without these specific details. In other
instances, well known components or methods have not been described in
detail but rather in a block diagram in order to avoid unnecessarily
obscuring the present invention. Thus, the specific details set forth are
merely exemplary. The specific details may be varied from and still be

contemplated to be within the spirit and scope of the present invention.

[0011] Some portions of the detailed descriptions which follow are
presented in terms of algorithms and symbolic representations of
operations on data bits within a computer memory. These algorithmic
descriptions and representations are the means used by those skilled in
the data processing arts to most effectively convey the substance of their
work to others skilled in the art. An algorithm is here, apd generally,
conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical

quantities. Usually, though not necessarily, these quantities take the form



of electrical or magnetic signals capable of being stored, transferred,
combined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, symbols, characters, terms,

numbers, or the like.

[0012] it should be borne in mind, however, that all of these and similar
terms are to be associated with the appropriate physical quantities and are
merely convenient labels applied to these quantities. Unless specifically
stated otherwise as apparent from the following discussion, it is
appreciated that throughout the description, discussions utilizing terms
such as "processing” or "computing" or "calculating” or "determining" or
"displaying" or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the
computer system's registers and memories into other data similarly
represented as physical quantities within the computer system memories
or registers, or other such information storage, transmission or display

devices.

[0013]  The present invention also relates to apparatus for performing
the operations herein. This apparatus may be specially constructed for the

required purposes, or it may comprise a general purpose computer



selectively activated or reconfigured by a computer program stored in the
computer. Such a computer program may be stored in a computer
readable storage medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, and magnetic-optical
disks, read-only memories (ROMs), random access memories (RAMs),
EPROMs, EEPROMSs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions, and each coupled to a computer

system bus.

[0014]  The algorithms and displays presented herein are not inherently
related to any particular computer or other apparatus. Various general
purpose systerhs may be used with programs in accordance with the
teachings herein, or it may prove convenient to construct more specialized
apparatus to perform the required method blocks. The required structure

for a variety of these systems will appear from the description below.

Multiple Logins .

[0015] Figures 1A and 1B are block diagrams that illustrate example
embodiments of a global customer having multiple agreements. A service
provider may have multiple agreements with a customer, and each of the
agreements may be associated with an asset (or resource) offered by the
service provider. The asset may be geographically specific. Customer

104 may have many locations globally. For example, the customer 104
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may have locations in London 101, Shanghai 102, and Munich 103, as
shown in Figure 1A. The customer 104 may be a customer of a service
provider that also offers services in many geographical areas. For
example, the service provider may be Equinix, Inc. of Redwood City,
California. Since Equinix connects businesses with partners and
customers around the world through a global platform of high performance
data centers, Equinix can provide its data center services to customers at
many different geographical areas. For example, Equinix may have a
master service agreement (MSA) with the customer 104 to use the data
center located in Munich, and Equinix may have another MSA with the
customer 104 to use the data center located in London, etc. The term
“service provider” is used to refer to a company such as Equity that
provides services to customers. The term “customer” may be used to refer
to a company that subscribes to the services offered by the service
provider. The term “user(s)” refer to the employees of the customer who
act as representatives of the customers and who are authorized to access

the services offered by the service provider.

[0016] Referring to Figure 1A, agreement A 105 may be associated
with a data center in London 101, agreement B 110 may be associated
with a data center in Shanghai 102, and agreement C 115 may be

assoclated with a data center in Munich 103. In many environments, it

may be necessary to have different groups from the same customer to

1



have different agreements with the service provider, as compared to
having one master agreement. This is because each agreement may be
different in terms, services, etc. As shown in Figure 1B, all three

agreements 105, 110, 115 are with the same customer 104.

[0017]  Typically, when a user needs to access the asset located in
London 101, that user is assigned a user login by the service provider.
When this same user wants to access an asset located in Shanghai 102, a
different user login is assigned to the user by the service provider, and so
on. This is illustrated in Figure 1C where user 180 needs to use user login
ID1 to access the asset located in London 101, user login ID2 to access
the asset located in Shahghai 102, and user login 1D3 {0 access the asset
located in Munich 103. [t may be noted that since the agreements 105,
110, and 115 are different, the user 180 may have different access
permissions to the assets located in London 101, Shanghai 102 and
Munich 103. When the number of agreements and the number of users
increase, managing the user logins and their access to the assets can be

very complex.

Unified Login

[0018] Figure 1D is a block diagram that illustrates an example
embodiment of using a unified login ID to access different assets. In this

diagram, the user 180 is able to the same login ID1 to access the asset
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located in London 101, Shanghai 102, and Munich 103. To implement the
unified login 1D as illustrated in Figure 1D, assets, asset groups, users,
user groups, logical customer organization, permissions, etc. may be

defi-ned as follows.

Assets

[0019]  An asset can be a physical asset or a logical asset. For
example, a physical asset may be the data center, a particular rack in the
data center, a conference room in the data center, a cabinet, cages,
networks, etc. A logical asset may be user account information,
permission information, or any other features and functionality that the
user is allowed to be exposed to, as configured by the service provider
under the terms of the agreement. For example, when the user 180 logs
in to the data center in London using the login ID1, the user 180 will get
visibility into the logical assets located in London 101. Similarly, when
using the login 1D2, the user 180 will get visibility into the logical assets
located in Shanghai 102. A user may need to be able to access a physical
asset such as a rack or cabinet to perform onsite operations. Although the
examples above associate an agreement with a data center (at data
center level), the agreement may also be associated with a region (region
tevel). For example, a service provider such as Equinix may have two
data centers in London 101, and an agreement with the customer 104 in

London 101 may be applicable to both data centers.
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Portal

[0020]  The users may login and access the assets using a portal
provided by the service provider. The users may use client computer
systems and browser software to connect to a network such as the
Internet in a client-server environment. The portal may provide options for
the user to select the logical asset(s) that the user needs to access. For
example, the portal may include a user interface that displays a list of

logical assets offered by Equinix globally.

[0021] Depending on the asset, a user may need to use the right login
ID to log into the portal and access the asset. The portal may be
associated with a relational database where user account information may
be stored. The relational database may also be configured to store other
information associated with the users, agreements, assets, permissions,
etc. The relational database may be associated with one or more
database servers connected with the network. The relational database
may be centralized and may be used to store information about all of the

global assets associated with a service provider.

Logical Customer Organization Model

[0022] Figure 2 is a block diagram that illustrates an example

embodiment of groups of agreements. For some embodiments, muliiple
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agreements associated with the same customer may be grouped together
to form groups of agreements. Each of the groups of agreements may be
referred to as a logical customer organization. Thus, there may be many
logical customer organizations for each actual customer organization. For
example, the customer 104 may be associated with [ogical customer
organizations 205 and 206. The logical customer organization 205 may be
associated with agreements 210, 211, and 212, while the logical customer
organization 206 may be associated with agreements 213 and 214.
Further, since the agreements 211-213 are associated with assets AS1-
AS5, the logical customer organization 205 is alsc associated with the
assets AS1-AS5. Similarly, the logical customer organization 206 is
associated with the assets AS6-AS10. For some embodiments, the
grouping of the agreements into logical customer organizations is

established based on input provided by the customers.

[0023] For some embodiments, the users assigned to a logical
customer organization are the users who may have visibility to the assets
associated with that logical customer organization. Each of these users
may be kept track of based on their user profiles as established with the
portal. The profile may include, for example, first name, last name, email
address, etc. An organization profile may also be maintained for each
logical customer organization. For example, the organization profile may

include the user profiles mentioned above as well as their asset
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permissions. The groupings may be region-based, organization-based,
departmental-based, or in any ways that the customers wish to group

them.

[0024] The agreements assigned to a logical customer organization
may be changed over time. For example, an expired agreement may be
removed, and a new agreement may be added. For some embodiments,
when a new agreement is added to the logical customer organization, new
user profiles may be added to the organization profile. The portal may be
used to add new user profiles to the organization profile. New login IDs
may be created. Some existing login 1Ds may be updated. Similarly,
when an expired agreement is removed,'the organization profile may be

updated using the portal, and some existing login IDs may be removed.

Local Administrators

[0025] Figure 3 is a block diagram that illustrates an example
embodiment of local and global administrators. For some embodiments, a
group of users can be assigned to a logical customer organization.
Management responsibilities of the local and global administrators are
applied based on business rules and based on a hierarchical model, and

are determined by the customers.
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[0026] All the users in a logical customer organization may have
visibility to all the assets associated with that logical customer
organization. For example, all the users assigned to the logical customer
organization 205 may have visibility to the assets AS1-AS5. Similarly, all
the users assigned to the logical customer organization 206 may have

visibility to the assets AS6-AS10.

[0027] A user associated with one logical customer organization is not
allowed to access or have visibility to assets associated with another
logical customer organization. For example, when the user 180 logs in to
the portal, the user 180 is not able to access the assets AS6-AS10
because these assets are associated with the logical customer
organization 206 and not the logical customer organization 205. However,
if it is necessary for the user 180 to access the assets in the logical
customer organization 206, a different login ID may be assigned to the
user 180. This allows access security to be managed within each logical

customer organization.

[0028] One or more of the users assigned to a logical customer
organization is designated as an administrator. For some embodiments,
the administrator is a user who has at least the ability to manage user
permission on asset for any asset within a user group. The concept of

user group is described below. The administrator is capable of assigning
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permissions, approving, searching and modifying users within the user
group. For some embodiments, an administrator may be a local
administrator, a global administrator or a super administrator (as described
below). A local administrator is able to manage one or more assets
associated with the logical customer organization. For example, the local
administrator 305 manages one or more assets within the logical customer
organization 205, and the local administrator 310 manages one or more

assets within the logical customer organization 206.

[0029] A local administrator has the ability to grant asset permissions
to one or more users associated with the same logical customer
organization. The local administrator may add a new user, delete a user,
or modify their permissions to an asset. For example, a user with the login
ID10 may send a request to the local administrator 305 to be added to a
list of user who has access to the asset AS1. At a subsequent time, the
same user may be removed by the local administrator 305 from having
access to the asset AS1. This granting and removing permission to the
asset AS1 does not affect the user profile of the user with the login 1D10.
For some embodiments, the local administrator is not allowed to modify
the profiles of the users. There may be one or more local administrators,
each responsible for managing one or more assets. There may be a
“group administrator” who is able to manage all of the assets assigned to

two or more other local administrators. This provides some levels of
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flexibility as the group administrator may fill in for the local administrator
whenever necessary. The local administrators are determined by the

customer.

[0030]  Asillustrated by the dotted line in Figure 3, the local
administrator 305 may be responsible for managing only the asset AS1. A
different local administrator may be responsible for managing assets other
than the AS1. The dotted line from the user 180 to the asset AS1 is used
to represent that the user 180 is given access to the asset AS1 by the
local administrator 305. Note that the local administrator 305 can give
users permission only to the asset AS1. The local administrator 305

cannot administer or give permissions to the other assets AS2-AS5.

Global Administrators

[0031] For some embodiments, there may be one or more global
administrators. A global administrator may have visibility to all of the
assets associated with one logical customer organizations. For example,
global administrator 315 has visibility to the assets AS1-AS5 in the logical
customer organization 205 or the assets AS6-AS10 in the local customer
organization 206. However, the global administrator 315 may use one
user ID to manage the assets A1-A5 in the logical customer organization
205 and a different user ID to manage the assets A6-A10 in the logical

customer organization 206. For some embodiments, a global
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administrator cannot use the same user ID to manage assets in different
logical customer organizations. The global administrators are determined

by the customer.

Super Administrator

[0032] In addition to the local administrators and global administrators,
there may be a super administrator. A super administrator may have all
the authority that the local and global administrators have. That means
the super administrator may grant permissions to any asset to any users.
The super administrator may also have the authority to manage users,
user groups, etc. The roles of the super administrator, the global
administrators and the local administrators may be performed by different
people. Alternatively, some roles may be performed by the same person,
depending on the configuration. The super administrator is determined by
the customer. The super administrator may have the authority to make a
user a global administrator or a local administrator. Thus, a user who
wants to have access to an asset may make a request to a local

administrator, a global administrator or a super administrator.

Asset Tree and Asset-Based Permission Models
[0033] Figure 4A is a block diagram that illustrates an example
embodiment of an asset tree. Asset tree 400 illustrates physical assets

and logical assets. In this example, the assets are arranged in a
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hierarchical model or tree structure. At the top or root of the asset tree
400 is all assets block 405. At the next lower level are the asset types,
and they include portal block 410, all data centers block 415, and all
accounts block 420. The all accounts block 420 may be used to access
user account information. The all accounts block 420 may be accessed by
a super administrator to manage the users and their profiles. For some
embodiments, the accounts block 420 may not be accessed by the users,
the local administrators and the global administrators. As mentioned
above, the super administrator may have all the authorities and

capabilities of the local administrators and global administrators.

[0034]  The portal block 410 may be used to access logical assets. The
all data centers block 415 may be used to access physical assets. This
includes assets associated with first data center block 416 and second
data center block 417. For example, accessing a physical asset may
include physically being at a data center. An employee or someone acts
on the behalf of the service provider may need to verify to determine if a
user has the permission to access the physical asset. This verification
may include using a secured portal to determine the permission granted to

that user and whether to allow entry into the data center.

[0035] When a new data center block 418 is added (illustrated with

dotted lines 436), the new data center block 418 is placed at the same
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level as the first data center block 416 and the second data center block
417. At a next lower level from the all accounts block 420 are a first
account block 421 and a second account block 422. At a next lower level
from the second data center block 417 are the cages block 430 and the all
conference room block 435. Below the cages block 430 are the first cage

block 431 and the second cage block 432.

[0036] When a new asset is added to the asset tree 400, it is added
based on whether it is a physical asset, or a logical asset. The new asset
is also added in the appropriate branch of the asset tree 400 depending on
the relationship of the new asset to the existing assets. An existing asset
may also be removed from the asset tree 400. For some embodiments,
when an existing asset is rémoved, all of the assets linked to and
positioned at lower levels than the asset to be removed will also be
removed. For example, removal of the cages block 430 will also remove
the first cage block 431 and the second cage block 432 from the asset tree

400,

[0037]  As described above, an asset may be managed by a local
administrator. Generally, when the local administrator is assigned an
asset at a parent level, the local administrator may also be responsible for
managing all of the assets at the corresponding children levels directly

linked to and positioned at lower levels from the parent level. In some
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situations, a local administrator may be assigned an asset at a child level

such as, for example, the data center 1 illustrated in block 416.

[0038] For some embodiments, when a user is given access to an
asset positioned at a particular level of the asset tree, the user may also

be given access to all of the assets at the associated children levels.

[0039] For some embodiments, the permissions given to a user may
be limited instead of being extended to all the assets at the children levels.
For example, a user may be given permissions to access the data center 2
illustrated in block 417, but that permission is limited to the conference
room illustrated in block 435, and does not include the cages illustrated in
block 430. This is referred to access-pruning and is illustrated by the

dotted lines 437 in Figure 4A.

User Group and Asset Group Models

[0040] Figure 4B is a block diagram that illustrates an example
embodiment of user groups. Users may be grouped into user groups.
One or more user groups may be associated with a logical customer
organization. As illustrated in Figure 4B, the users having login ID1-ID12
are grouped into three different user groups 452-456. These three user
groups may comprise all of the users that manage assets on behalf of

customer 450. These users may be allowed to use the portal provided by
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the service provider to access the assets according to the agreements

established between the customer 450 and the service provider.

[0041] In the current example, a first user group 452 includes users
assigned the login ID1-ID5. The second user group 454 includes users
assigned the login ID6-ID8. The third user group 456 includes users
assigned the login IDS-ID12. The users may be determined by the
customer 450. The service provider may enable the user to register and
select own login ID via the portal. Alternatively, the service provider may
automatically generate the login ID on behalf of the user during a
registration process. Association of a login ID to a user group and to a
logical customer organization may be performed by the super

administrator.

[0042] Figure 4C is a block diagram that illustrates an example
embodiment of asset groups. Assets made available to the customer 450
by the service provider may be grouped into asset groups. One or more
asset groups may be assigned to and managed by a local administrator.
As illustrated in Figure 4C, the assets AS1-AS10 are grouped into five
different asset groups 460-480. These five asset groups may be
associated with a service provider 451 and made available to the customer

450 according to the agreements established between the customer 450
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and the service provider 451. As may be noted, an asset group may

comprise one or more assets.

[0043] A local administrator may grant users permission to access the
assets. This may be done by associating permission right to a login iD.
The permission may be granted based on asset group. When an asset
group is comprised of multiple assets, the permission granted to an asset
group may comprise permission granted to all of the individual assets in

the asset group.

[0044] For some embodiments, the concept of asset tree, user group
and asset group may be extended to have multiple asset trees, user
groups and asset groups. Many-to-many relationships between the user
groups and the asset groups may be established. Management of user
groups and asset groups may be performed separately. This provides
flexibilities in forming the user groups and asset groups based on different
criteria. For example, the user groups may be formed based on functions
performed by the users. There may include finance user group, and there
may be a finance asset group, and so on. A user in the finance group may
not have visibility to assets that belong in the shipping asset group, and so

on.

Database Tables
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[0045]  Figure 5 is a block diagram that illustrates an example .
embodiment of the database tables. The tables illustrated here are
representative examples of some of the tables that may be used to
implement embodiments of the invention. These tables include asset table
510, user group table 515, asset group table 520, user table 525, user
asset permission table 530, permission table 535, and customer
organization table 540. Key fields in each table may be defined.

Relationship among the tables may also be defined.

[0046]  The customer organization table 540 may be used to describe
the logical customer organizations 205 and 206 illustrated in Figure 2. The
agreement table 545 may be used to describe the agreements between
the customer and the service provider. For example, the agreement table
545 may describe the agreements 210-214 illustrated in Figure 2. There
may be relationship information between the customer organization table
540 and the agreement table 545 to associate a logical customer

organization with one or more agreements.

[0047]  The user table 525 may be used to describe the users that may
use the portal of the service provider to access the assets. For example,
the users may include those that have the login ID1-1D12 illustrated in
Figure 4B. The user group table 515 may be used to describe groups that

the users belong to such as, for example, the user groups 452-456
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illustrated in Figure 4B. There may be tools that allow setting up a new
user profile, maintaining the user profile and removing the user profile to
reflect a life cycle of a user. The tools may also allow associating a user

with a user group, a logical customer organization, and so on.

[0048]  The asset table 510 may be used to describe the assets
provided by a service provider according to agreements between the
service provider and the customer. For example, the assets may include
AS1-AS10 illustrated in Figure 4C. The asset group table 520 may be
used to describe groups that the assets belong to such as, for example,

the asset groups 460-480 illustrated in Figure 4C.

[0049] The permission table 535 may be used to describe different
types of permissions that may be granted to the users. The user asset
permission table 530 may be used to describe the permissions granted to
a particular user to access a particular asset. Although not described,
other tables may also be defined in the database and used to implement

embodiments of the invention.

[0050] For some embodiments, using the models described above, a
user assigned to a user group and associated with a logical customer
organization may use a unified user login ID to access all the assets in the

asset group associated with the same logical customer organization,
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assuming appropriate permissions have been granted. This is different
from the traditional approach where a different login |D is needed to
access each of the assets. When the same user has a need to access an
asset in an asset group associated with a different logical customer

organization, a different login |D may be necessary.

Architecture

[0051] Figure 6A is a block diagrams that illustrates an example
embodiment of an architecture that may be used together with a portal.
For some embodiments, embodiments of the present invention may be
implemented using Oracle Identity Manager (OIM) as a central
provisioning tool to provision and de-provision users, including their profile
information into Oracle Internet Directory (OID), Trading Community
Architecture (TCA). As described above, OIM, OID and TCA are products
of Oracle Corporation. For some embodiments, information relating to the
provisioning and de-provisioning of the user and their profiles is also
provided to a Permission Data Store (PDS). Figure 6B is a block diagram
that illustrates an example embodiment of architecture for user
management that may be used. The provisioning and de-provisioning of a

user is illustrated.

[0052] The PDS 615 is configured to be flexible and scalable to

support customer specific model to fit their business needs. It supports
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hierarchical asset management, user, and asset groups. The PDS 615 is
configured to keep track of permissions granted to users who have been
approved. The OIM, OID, TCA and PDS work together to enable the
implementation of the users, the assets, and the permissions so that the

embodiments of the invention can operate in a secured manner.

[0053] Figure 6C is a block diagram that illustrates an example
embodiment of association between users and agreements. When a user
logs in, the PDS 615 is consulied to make sure that the login ID and the
passwords are what they are supposed to be. Once the user is verified as
an approved user, the association of the user and one or more
agreements is verified, as illustrated in Figure 6C with agreements 680-
690. This information may be stored in the tables of the relational
database. For example, the tables may include user table 525, agreement
table 545 and customer organization table 540. The information may be
retrieved using the TCA. The TCA and the PDS may be synchronized with
one another to establish information relating to the users and the

association of the users with the assets based on the permissions.

[0054] A user can login using the portal applications 605 provided by
the service provider. There may be different portal applications. For
example, the service provider may provide a customer portal, a

marketplace portal, or a service directory portal. These portals may use
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the same relational database to authenticate users, determine their
permissions, and retrieve or generate information based on their
permissions. Each of the logged in user may have a different user
experience with the portal based on their permissions as conveyed by the
PDS 615 to the portal applications 605. For example, the portal
applications 605 may present a first user with the login ID1 a user interface
that only shows the assets AS1 and AS2. A second user with the login
ID2 may see a user interface that does not show the assets AS1 and AS2
because the second user does not have access to the assets AS1 and

AS2.

[0055] It may be noted that the portal of the service provider may be
used by users that are associated with different customers. Each
customer may be associated with one or more logical customer
organization. The logical customer organization that the user is
associated with and the user login ID may be stored in the user table 525
illustrated in Figure 5. As described above, the users are determined by
the customer. The user’s login ID may be established by working with the
service provider. Some of these users may be designated as the local
administrators and global administrators. The non-administrator or normal
users may be granted permissions to access assets by the local and/or
global administrators. When a user logs in to the portal, the user’s login ID

is verified to determine if the user is an approved user. Being approved
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may mean that the user has been granted permissions by the appropriate

local and/or global administrators.

[0056] If it is determined that the user is an approved user, the PDS
615 is searched to determine the permissions granted to the user.
However, if it is determined that the user is not an approved user, the user
may be taken through an approval process. This may be done by
determining the logical customer organization that the user should be
associated with, searching the OIM and locating a local or global
administrator who has the authority to grant the user necessary
permissions, etc. The local or global administrator may then use the portal

to grant the permissions to the user.

[0057]  The diagram 600 aiso includes service layer 610 positioned
between the portal applications 605 and the data
collection/synchronization framework 620. The service layer 610 is
configured to interact with disparate backend systems to fetch, transform,

and reconcile data in appropriate format into the PDS 615.

[0058]  The service layer 610 is configured to enable loose coupling
between the portal applications 605 and the PDS 615. The service layer
610 masks the complexity of the PDS 615 to the calling portal applications

605 by providing simple to use interfaces. For example, the service layer
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610 exchanges information between the PDS 615 and the portal
applications 605, where the information may include asset tree related

information and user interface (e.g., screens, web pages, etc.) information.

[0059]  The PDS 615 in the middle layer is positioned between the
service layer 610 and the data collection/synchronization framework 620.
The PDS 615 is configured to receive requests from the portal applications
605, retrieve information from the data collection/synchronization
framewark 620, and provide responses to the portal applications 605. The
retrieved information may include information stored in one or more of the
database tables illustrated in Figure 5. The PDS 615 is further configured
to link the agreement information together with user information, asset
information and permission information based on their relationships and
put them into relevant data structures. For example, the linked information
may be stored in the user asset permission table 530 illustrated in Figure
5. The PDS 615 organizes all the information that it retrieves from the
database and presents it to the portal applications to provide a customized
portal interface to the user. As described above, a user or portal interface
of a first user may differ from a portal interface of a second user because
each may be associated with a different logical customer organization, has
different asset permissions, etc. It may be noted a portal interface of a
non-administrator user may differ from a portal interface of a local or global

administrator.
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[0060]  The PDS 615 also interacts with the portal applications 605 via
the service layer 610. This enables the PDS 615 to gather information
about the login ID of the user and map the login ID with the appropriate
permissions, assets, and agreement information that the PDS 615
retrieves via the data collection/synchronization framework 620. The
operation of the PDS 615 enables the relevant data to be iogically
managed to support having unified user logins and asset-based
permission techniques in accordance with some example embodiments of
the present invention. Also illustrated in Figure 6A are the different Oracle
products that are used by the data collection/synchronization framework
620. These include the OIM 625, the Oracle Enterprise Resource
Planning (ERP) 630, and the Oracle Operational Data Store (ODS) 635.
Features and functionalities of the Oracle products can be found at the

web site of Oracle Corporation.

[0061] Figure 7A is a block diagram that illustrates an example
embodiment of information processed by the permission data store (PDS).
Diagram 700 illustrates that a logical customer organization information
715 can contain or be linked to multiple service contracts or agreements
712. A user 702 can be associated with one logical customer organization
715. The user 702 can belong to a user group 705. The assets 725 can

belong to the asset group 710. The users, assets, and permission can be
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linked and represented together, as shown in block 735. Permission is

given to a user when a user is linked with the asset.

[0062] Figure 7B is a block diagrams that illustrates an example
embodiment of relationships among different information entities. Diagram
750 includes logical customer organization block 715. Associated with the
logical customer organization 715 are the user group 705, the asset group
710 and the asset tree 755. As described above, the users 720 belong to
the user group 705, the assets 725 belong to the asset group 710. The
definition of the user groups, the asset groups, and their respective
members may be provided by the customer. The permissions 730 are
given on the assets included in the asset tree 755 by, for example, the

local and/or global administrators.

[0063]  The middle layer where the PDS 615 resides may be viewed as
an abstraction layer. The PDS 615 extracts data from the various systems
in the lower layer, transform them and put them into a common data
model. The PDS 615 then communicates the information from the
common data model to the portal applications 605. This enables the portal
applications 605 to focus on presenting information to the users rather

than having to deal with the complexity of the systems in the lower layer.

[0064] It should be noted that, although the above descriptions refer to

local administrators, global administrators, and super administrator, the

34



number of roles may reduced depending on the implementation. For
example, instead of having a local administrator at each location or for
each asset, a global administrator may manage multiple assets in multiple
locations remotely. This provides the customers flexibility in determining
how they want the assets to be managed. They can delegate the
administration responsibility to one administrator or many administrators.
They can organize the administrators and their asset management

responsibilities a hierarchy of global and local administrators, etc.

Permission Propagation

[0065] For some embodiments, permissions associated with an asset
and a logical customer organization may be propagated to PDS 615 in the
middle layer. For example, when a local administrator grants a user with
the login ID1 permissions to use the asset AS3 located in a first region,
that permission information is propagated to the PDS 615. Similarly, when
another local administrator grants a user with the login ID8 permissions to
use the asset AS5 located in a second region, that permission information
is also propagated to the PDS 615. Thus, the PDS 615 may be viewed as
a master permission data source where permissions to all the assets are

merged together. The permission propagation is illustrated in Figure 7A.

Network Environment
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[0066] Figure 8A is a network diagram illustrating an example
embodiment of a network environment that may be used. Network
environment 800 has a network 801 that connects with server computers
808 through 810 and client computers 805 through 807. Network
environment 800 may also be referred to as a client-server environment.
As illustrated, several server computers 808 to 810 and several client
computers 805 to 807 are connected to and communicate with one
another via the network 801, which may be, for example, an on-chip
communication network. Note that alternatively the network 880 might be
or include one or more of: inter-chip communications, an optical network,
the Internet, a Local Area Network (LAN), Wide Area Network (WAN),
satellite link, fiber network, cable network, or a combination of these and/or
others. Note that the number of client computers and server computers
illustrated in Figure 8A are used as examples only and is not meant to be

restrictive.

[0067]  The server computers 808 to 810 may represent, for example: a
master device on a chip; a server system; an intellectual property core,
such as a microprocessor, communications interface, etc.; a disk storage
system; and/or computing resources. Likewise, the client computers 805
to 807 may have computing, storage, and viewing capabilities. The

method and apparatus described herein may be applied to essentially any
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type of communicating means or device whether local or remote, such as

a LAN, a WAN, a system bus, on-chip bus, etc.

[0068] It is to be further appreciated that the use of the term client
computer and server computer is for clarity in specifying who initiates a
communication (the client) and who responds (the server). No hierarchy is
implied unless explicitly stated. Both functions may be in a single
communicating device, in which case the client-server and server-client
relationship may be viewed as peer-to-peer. Thus, if two devices such as
the client computer 805 and the server computer 808 can both initiate and
respond to communications, their communication may be viewed as peer-
to-peer. Likewise, communications between the server computers 808
and 809 and client computers 805 and 806 may be viewed as peer to peer
if each such communicating device is capable of initiation and response to

communication.

[0069]  Figure 8A also illustrates an embodiment of a server computer
to display the application on a portion of a media space, such as a web
page, a profile page on a portal such as that provided by a service
provider, etc. The application may be embedded into a third party's media
space, such as an HTML web page, a page of a portal, etc. The
application when executed on a server 809 causes the server 809 to

display windows and user interface screens on a portion of a media space
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such as a web page. A user from a client computer 805 may interact with
the page that contains the embedded application, and then supply input to
the query/fields and/or service presented by a user interface of the
application. The web page may be served by a web server 808 on any
HTML or wireless access protocol (WAP) enabled client computer 805 or
any equivalent thereof such as a mobile device or personal computer. The
client computer 805 may include browser software (e.g., Firefox) to access
the web-based anticipatory design tools hosted by one or more of the

server computers 808 to 810.

[0070] For some example embodiments, the portal applications 605
may include codes scripted to execute on the server computer 810 to
allow interaction with a user and to present customized interface to a user.
The PDS 615 may include codes scripted to execute on the server
computer 810 to cause information stored in the database 811 to be
retrieved. The codes of the PDS 615 may also be configured to receive
information from the portal applications-605 and to present information to
the portal applications 605. The portal applications 605 may be
implemented as web applications hosted on the server computer 809 and
served to the browser of client computers 805 and 807. The portal
applications 605 may then serve web pages that allow a user to use the
client computer 805 to access the various assets associated with a
particular logical customer organization. The relational database 811 may

be associated with a database server such as, for example, the server

38



computer 810. The relational database 811 may store information as

defined by the database tables illustrated in Figure 5.

Computing Environment

[0071] Figure 8B is an example computing environment that may be
used with some embodiments of the invention. Computing environment
802 is only one example of a suitable computing environment and is not
intended to suggest any limitations as to the scope of use or functionality
of the embodiments of the present invention. Neither should the
computing environment 802 be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated

in Figure 8B.

[0072] Embodiments of the invention may be operational with general
purpose or special purpose computer systems or configurations.

Examples of well known computer systems that may be used include, but
are not limited to, personal computers, server computers, hand-held or
laptop devices, Tablets, Smart phones, Netbooks, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable consumer
electronics, network PCs, minicomputers, mainframe computers,
distributed computing environments that include any of the above systems

or devices, and the like.
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[0073] Embodiments of the present invention may be described in the
general context of computer-executable instructions, such as program
modules, being executed by a computer system. Generally, program
modules include routines, programs, databases, objects, components,
data structures, etc. that performs particular tasks or implement particular
abstract data types. Those skilled in the art can implement the description
and/or figures herein as computer-executable instructions, which can be

embodied on any form of computer readable media discussed below.

[0074] Embodiments of the present invention may also be practiced in
distributed computing environments where tasks are performed by remote
processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in
both local and remote computer storage media including memory storage

devices.

[0075] Referring to Figure 8B, the computing environment 802 includes
a general-purpose computer system 810. Components of the computer
system 810 may include, but are not limited to, a processing unit 820
having one or more processing cores, a system memory 830, and a
system bus 821 that couples various system components including the
system memory to the processing unit 820. The system bus 821 may be

any of several types of bus structures including @ memory bus or memory
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controller, a peripheral bus, and a local bus using any of a variety of bus
architectures. By way of example, and not limitation, such architectures
include Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics
Standards Association (VESA) locale bus, and Peripheral Component

Interconnect (PCI) bus also known as Mezzanine bus.

[0076]  Computer system 810 typically includes a variety of computer
readable media. Computer readable media can be any available media
that can be accessed by computer system 810 and includes both volatile
and nonvolatile media, removable and non-removable media. By way of
example, and not limitation, computer readable mediums uses include
storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage mediums
include, but are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk
storagé or other magnetic storage devices, or any other medium which
can be used to store the desired information and which can be accessed
by computer system 810. Communication media typically embodies
computer readable instructions, data structures, program modules or other

transport mechanism and includes any information delivery media.
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- [0077]  The system memory 830 includes computer storage media in

the form of volatile and/or nonvolatile memory such as read only memory
(ROM) 831 and random access memory (RAM) 832. A basic input/output
system 833 (BIOS), containing the basic routines that help to transfer
information between elements within computer system 810, such as during
start-up, is typically stored in ROM 831. RAM 832 typically contains data
and/or program modules that are immediately accessibie to and/or
presently being operated on by processing unit 820. By way of example,
and not limitation, Figure 8B illustrates operating system 834, application

programs 835, other program modules 836, and program data 837.

[0078] The computer system 810 may also include other
removable/non-removable volatile/nonvolatile computer storage media. By
way of example only, Figure 8B illustrates a hard disk drive 841 that reads
from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive 851 that reads from or writes to a removable, nonvolatile
magnetic disk 852, and an optical disk drive 855 that reads from or writes
to a removable, nonvolatile optical disk 856 such as a CD ROM or other
optical media. Other removable/non-removable, volatile/nonvolatile
computer storage media that can be used in the exemplary operating
environment include, but are not limited to, USB drives and devices,
magnetic tape cassettes, flash memory cards, digital versatile disks, digital

video tape, solid state RAM, solid state ROM, and the like. The hard disk
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drive 841 is typically connected to the system bus 821 through a non-
removable memory interface such as interface 840, and magnetic disk
drive 851 and optical disk drive 855 are typically connected to the system

bus 821 by a removable memory interface, such as interface 850.

[0079] = The drives and their associated computer storage media
discussed above and illustrated in Figure 8B, provide storage of computer
readable instructions, data structures, program modules and other data for
the computer system 810. In Figure 8B, for example, hard disk drive 841
is illustrated as storing operating system 844, application programs 845,
other program modules 846, and program data 847. Note that these
components can either be the same as or different from operating system
834, application programs 835, other program modules 836, and program
data 837. The operating system 844, the application programs 845, the
other program modules 846, and the program data 847 are given different
numeric identification here to illustrate that, at a minimum, they are

different copies.

[0080] A participant may enter commands and information into the
computer system 810 through input devices such as a keyboard 862, a
microphone 863, and a pointing device 861, such as a mouse, trackball or
touch pad. Other input devices (not shown) may include a joystick, game

pad, scanner, or the like. These and other input devices are often
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connected to the processing unit 820 through a user input interface 860
that is coupled to the system bus 821, but may be connected by other
interface and bus structures, such as a parallel port, game port or a
universal serial bus (USB). A monitor 891 or other type of display device
is also connected to the system bus 121 via an interface, such as a video
interface 890. In addition to the monitor, computers may also include
other peripheral output devices such as speakers 897 and printer 896,

which may be connected through an output peripheral interface 890.

[0081]  The computer system 810 may operate in a networked
environment using logical connections to one or more remote computers,
such as a remote computer 880. The remote computer 880 may be a
personal computer, a hand-held device, a server, a router, a network PC,
a peer device or other common network node, and typically includes many
or all of the elements described above relative to the computer system
810. The logical connections depicted in Figure 8B include a local area
network (LAN) 871 and a wide area network (WAN) 873, but may also
include other networks. Such networking environments are commonplace

in offices, enterprise-wide computer networks, intranets and the Internet.

[0082]  When used in a LAN networking environment, the computer
system 810 is connected to the LAN 871 through a network interface or

adapter 870. When used in a WAN networking environment, the computer



system 810 typically includes a modem 872 or other means for
establishing communications over the WAN 873, such as the Internet. The
modem 872, which may be internal or external, may be connected to the
system bus 821 via the user-input interface 860, or other appropriate
mechanism. In a networked environment, program modules depicted
relative to the computer system 810, or portions thereof, may be stored in
a remote memory storage device. By way of example, and not limitation,
Figure 8B illustrates remote application programs 885 as residing on
remote computer 880. It will be appreciated that the network connections
shown are exemplary and other means of establishing a communications

link between the computers may be used.

[0083] It should be noted that some embodiments of the present
invention may be carried out on a computer system such as that described
with respect to Figure 8B. However, some embodiments of the present
invention may be carried out on a server, a computer devoted to message
handling, handheld devices, or on a distributed system in which different
portions of the present design may be carried out on different parts of the

distributed computing system.

[0084]  Another device that may be coupled to the system bus 821 is a

power supply such as a battery or a Direct Current (DC) power supply)

and Alternating Current (AC) adapter circuit. The DC power supply may
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be a battery, a fuel cell, or similar DC power source needs to be recharged
on a periodic basis. The communication module (or modem) 872 may
employ a Wireless Application Protocol to establish a wireless
communication channel. The communication module 872 may implement
a wireless networking standard such as Institute of Electrical and
Electronics Engineers (IEEE) 802.11 standard, |IEEE std. 802.11-1999,

published by IEEE in 1999.

[0085] Examples of mobile computing devices may be a laptop
computer, a tablet computer, Netbook, cell phone, a personal digital
assistant, or other similar device with on board processing power and
wireless communications ability that is powered by a Direct Current (DC)
power source that supplies DC voltage to the mobile device and that is
solely within the mobile computing device and needs to be recharged on a

periodic basis, such as a fuel cell or a battery.

Fiow Diagram

[0086] Figure 9 is an example flow diagram that illustrates a process
enabling permissions and restrictions management, in accordance with
some embodiments. Flow diagram 900 illustrates a process that may be
performed to manage permissions and restrictions to access one or more

asset in one or more co-location facilities.
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[0087] In block 905, one or more logical customer organizations are
defined for a customer and stored in a central relational database. Each of
the logical customer organizations is associated with one or more
agreements established between a customer and a service provider. In
block 910, one or more user groups are defined and stored in the central
relational database. Each of the user groups is associated with a logical
customer organization and is comprised of one or more users. In block
915, one or more asset groups are defined and stored in the central
relational database. Each of the asset groups is associated with a logical
customer organization. In block 920, a user designated to grant
permissions and restrictions to access the one or more assets is identified.
The one or more assets include the assets in the asset groups. The

permissions and restrictions are granted to the users in the user groups.

[0088] In block 925, access permissions or restrictions to the one or
more assets is assigned to each of the users in the user groups.
Information regarding the permissions and restrictions is stored in the
central relational database. In block 930, a portal is used to enable a user
to login using a login ID to access the one or more assets in the asset
groups. In block 935, based on the login 1D, the user groups, the asset
groups, and the permissions and restrictions granted to the user, access
information associated with the user is presented to the user via a user

interface associated with the portal.
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[0089] From the above, some embodiments of the invention include
systems and methods that use a central relational database containing
information associated with logical and physical assets, wherein the logical
and physical assets are associated with one or more geographically
distinct co-location facilities. A permissions model is configured to enable
at least one user from a customer to be designated as having authority to
grant or revoke permissions to the logical aﬁd physical assets, the
permissions granted or revoked to other users of the same customer. An
asset tree model is configured to enable grouping of the logical and
physical aésets in one or more asset groups and according to a
hierarchical structure. A user group model is configured to enable
grouping of the users of the customer in one or more user groups and
according to the geographically distinct co-location facilities. The user
groups and the asset groups are managed independently of one another.
Many-to-many relationships are established among the users in the user
groups, the assets in the asset groups, and the permissions granted to the

users to use the assets.

[0090] Some embodiments of the invention include a user interface
configured to display information related to assets granted to a first user
according to permissions granted to the first user. The assets are

provided by a service provider which is associated with the customer
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based on one or more agreements to enable the customer to access the
logical and physical assets. The at least one user from the customer to be
designated as having the authority to grant or revoke permissions to the
logical and physical assets is an administrator responsible for managing
logical and physical assets at an asset level. That designated user is
authorized to administer over one of (1) a single asset group, (2) all of the
asset groups, and (3) some subsets of all of the asset groups. The one or
more asset groups are associated with one or more co-location facilities.
The permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at ievels lower than the first
level in the hierarchy model. The other assets at the levels lower than the
first level in the hierarchy model is limitable to less than a total number of
assets included in the levels lower than the first level. The agreements are
grouped into one or more agreement groups. Each agreement group is
associated with a logical customer organization. Each logical customer
organization is associated with an asset group and a user group. A user
can be a member of at least one user group. An asset is a member of at
most one asset group. When it is necessary for the user to access more
than one asset in an asset group associated with same logical customer
organization, the user is to use a first login identification (ID) to access a
first asset and a second asset in the asset group. When it is necessary for
the user to access an asset in the first asset group and an asset in a

second asset group, the user is to use the first login ID to access the asset
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in the first asset group and a second login ID to access an asset in a
second asset group. The physical and logical assets may be associated

with a data center.

[0091] Some embodiments of the invention include applying a
permissions model to enable at least one user from a customer to be
designated as an asset administrator having authority to grant or restrict
permissions to access assets in one or more geographically distinct co-
location facilities. The permissions are applied to other dsers of the same
customer. A logical customer organization model is applied to enable
grouping of one or more agreements between the customer and a service
provider, the agreements enabling the users of the customer to access the
assets of the service provider. An asset hierarchical model is applied to
enable grouping of the assets in one or more asset groups and according
to the logical customer organization model. Relationships are established
among the users in the user groups, the assets in the asset groups, and
the permissions granted by the asset administrator to the users. The
information related to the relationships is presented to the users via a user
interface associated with a portal of the service provider. A first useris a
member of at least one user group. An asset is a member of at least one
asset group. The agreements are grouped into one or more agreement
groups. Each agreement group is associated with a iogical customer

organization. Each logical customer organization is associated with at
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least one asset group and at least one user group. The first user is to use
a first login identification (ID) to access a first asset and a second asset in
a first asset group and a third asset in a third asset group. The first asset
group and the third asset group are associated with a similar logical
customer organization. The first user is to use a second login 1D to access
an asset in a second asset group. The second asset group is associated
with a logical customer organization different than the logical customer

organization associated with the first and third asset groups.

[0092] It may be noted that although the examples described above
refer to a customer, the service provider may have agreements with
multiple customers. Each of the multiple customers may be associated
with their own set of logical customer organizations, and the users of these
multiple customers may use the same portal to access assets associated

with their appropriate logical customer organizations.

[0093]  While some specific embodiments of the invention have been
shown the invention is not to be limited to these embodiments. For
example, several specific modules have been shown. Each module
performs a few specific functions. However, all of these functions could be
grouped into one module or even broken down further into scores of
modules. Most functions performed by electronic hardware components

may be duplicated by software emulation and vice versa.
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[0094] 'The different functions described herein may be performed by
hardware, software, or a combination of both. The portions of that function
implemented in software are stored on the machine-readable medium and
have executable instruction to cause the machine to carry out that
function. The invention is to be understood as not limited by the specific

embodiments described herein, but only by scope of the appended claims
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CLAIMS

What is claimed is:
We claim:

1. A system for managing assets in a co-location facilities
environment, the system comprising:

a central relational database containing information associated with
assets of a service provider, wherein the assets are associated with one or
more geographically distinct co-location facilities,

wherein a permissions model is configured to enable at least one
user from a customer to be designated as having authority to grant
permissions to access the assets, the permissions granted to other users
of the same customer,

wherein an asset hierarchical model is configured to enable
grouping of the assets in one or more asset groups, and a user group
model is configured {o enable grouping of the users of the customer in one
or more user groups and according to the geographically distinct co-
location facilities, the user groups and the asset groups managed
independently of one another, and

wherein many-to-many relationships are established among the
users in the user groups, the assets in the asset groups, and the

permissions granted to the users to use the assets.
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2. The system of claim 1, wherein the assets are provided by a
service provider, and wherein the service provider is associated with the
customer based on one or more agreements to enable the customer to

access the assets.

3. The system of claim 1, wherein the at least one user from the
customer to be designated as having the authority to grant permissions to
the assets is an administrator responsible for managing the assets at an
asset level, and wherein that designated user is authorized to administer
over one of (1) a single asset group, (2) ali of the asset groups, and (3)
some subsets of all of the asset groups.

4. The system of claim 1, wherein the one or more asset groups
are associated with one or more co-location facilities, and wherein
permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at levels lower than the first

level in the hierarchy model.

5. The system of claim 4, wherein the other assets at the levels
lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.

6. The system of claim 2, wherein the agreements are grouped into
one or more agreement groups, wherein each agreement group is
associated with a logical customer organization, and wherein each logical
customer organization is associated with at least one asset group and at
least one user group.

7. The system of claim 2, wherein the assets include logical and
physical assets, and wherein a user interface is configured to display
information related to logical assets granted to a first user according to
permissions granted to the first user, the user interface associated with a

portal of the service provider.

8. The system of claim 7, wherein the user interface is presented to
the first user based on the first user logging into the portal of the service
provider using a browser installed in a client computer system connected

to a network in a client-server environment.

9. The system of claim 1, wherein the assets are associated with
one or more data centers of the one or more geographically distinct co- location facilities, and wherein
the designated user is further authorized to

revoke permissions to access the assets.
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10. A method for managing assets in a co-location facilities
environment, the method comprising:

applying a permissions model to enable at least one user from a
customer to be designated as an asset administrator having authority to
grant or restrict permissions to access assets in one or more
geographically distinct co-location facilities, the permissions applied to
other users of the same customer;
applying a logical customer organization model to enable grouping
of one or more agreements between the customer and a service provider,
the agreements enabling the users of the customer to access the assets of
the service provider;

applying an asset hierarchical model to enable grouping of the
assets in one or more asset groups and according to the logical customer
organization model;

establishing relationships among the users in the user groups, the
assets in the asset groups, and the permissions granted by the asset
administrator to the users; and

presenting information related to the relationships to the users via a
user interface associated with a portal of the service provider.

11. The method of claim 10, wherein information related to the
assets, the users and the permissions is stored in a central relational
database associated with the service provider, and wherein the
presentation of the information related to the relationships to the users is

based on the users logging on to the portal of the service provider.

12. The method of claim 10, wherein the administrator is
responsible for managing the assets at an asset level and authorized to
administer over a single asset group, all of the asset groups, or some

subsets of all of the asset groups.

13. The method of claim 10, wherein the one or more asset groups
are associated with one or more co-location fagcilities, and wherein
permissions granted to an asset at a first level of the hierarchy model
includes permissions granted to other assets at levels lower than the first

level in the hierarchy model.

14. The method of claim 13, wherein the other assets at the levels
lower than the first level in the hierarchy model is limitable to less than a

total number of assets included in the levels lower than the first level.

15. The method of claim 10, wherein a first user is a member of at
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least one user group, and wherein an asset is a member of at least one asset group, wherein the
agreements are grouped into one or more

agreement groups, wherein each agreement group is associated with a

logical customer organization, and wherein each logical customer

organization is associated with at least one asset group and at least one

user group.

16. The method of claim 15, wherein the first user is to use a first
login identification (ID) to access a first asset and a second asset in a first
asset group and a third asset in a third asset group, wherein the first asset
group and the third asset group are associated with a similar logical
customer organization, and wherein the first user is to use a second login
10 to access an asset in a second asset group, wherein the second asset
group is associated with a logical customer organization different than the
logical customer organization associated with the first and third asset

groups.

17. The method of claim 10, wherein the assets include physical
and logical assets associated with one or more data centers of the one or
more geographically distinct co-location facilities, and wherein the user
interface is presented to a first user based on the first user logging into the
portal of the service provider using a browser installed in a client computer

system connected to a network in a client-server environment.

18. A computer-readable media that stores instructions, which
when executed by a machine, cause the machine to perform operations
comprising:

applying a permissions model to enable at least one user from a
customer to be designated as an administrator having authority to grant or
restrict permissions to access assets in one or more geographically
distinct co-location facilities, the permissions applied to other users of the
same customer, wherein the administrator is responsible for managing the
assets at an asset level and authorized to administer over a single asset
group, all of the asset groups, or some subsets of all of the asset groups;

applying a logical customer organization model to enable grouping
of one or more agreements between the customer and a service provider,
the agreements enabling the users of the customer to access the assets of
the service provider;

applying an asset hierarchical model to enable grouping of the
assets in one or more asset groups and according to the fogical customer
organization model; and

establishing relationships among the users in the user groups, the
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assets in the asset groups, and the permissions granted by the asset

administrator to the users.

19. The computer readable medium of claim 18, wherein
information related to the relationships among the users in the user groups, the assets in the asset
groups, and the permissions granted by the asset administrator to the users is presented to the users
via a user interface associated with a portal of the service provider, and wherein
information related to the assets, the users and the permissions is stored

in a central relational database associated with the service provider.
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