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a computer system by telephone or terminal, it can cause annoying delay as
when the user isforexample This Invention relates to methods and apparatus
trying to enter a physically secure facility where the for secure personal
identification and verification and  user may have to enter his code three
or four times more particularly to such a system which permits   5   to
pass through various security barriers or check- identification or
verification by the mere proximity to  points at the facility. it would
therefore be desirable if a checkpoint.
the nonpredictable code could be available on a card, US-A-4885778, a
system is disclosed which per-  badge or other suitable device or unit
carried by the mits the secure verification of an individual by provid-
user and be presented such that the code could be au- ing the individual
with a card displaying a unique non-  io  tomatically sensed or read by the
system, permitting predictable or pseudorandom code for the individual  the
user to pass through various checkpoints without which code changes at
regular time intervals, for ex-  the need for keying in the current code
appearing on ample each minute. With this system, the individual  the unit
when the user reaches each such location. It either (a) keys in the number
appearing on his card  would also be desirable if the location of an
individual and the system identifies the individual by recogniz-  15  in
the facility could be tracked without requiring any ing this number as
being one which is present for a  active input on the part of the user or
with minimum person in the system at the given instant; or (b) the  active
input. system provides verification by having the individual  While devices
are currently available which per- key in his personal identification
number (PIN) or a  mit a coded output to be obtained from a unit, these
public ID number which the system then uses to re-  20  systems are used
primarily for nonsecure applica- trieve the nonpredictable code which
should be pres-  tions such as identifying livestock railroad cars, pal-
ent for the individual in the system. In an improved  lets or trucks. An
example of such devices is the Ne- version of the system, a personal
password or per-  dap GIS RF identification system available from Ne- sonal
identification number (PIN) is entered into the  dap USA, Sunnyvale,
California. Someone either card by the user keying a keypad on the card and
this  25  gaining possession of such a device or capturing its PIN is
utilized in generating the nonpredictable code.  electronic radiation could
easily determine the code This further enhances security in that it makes
it more  stored therein and surreptitiously generate such difficult for
someone other than the person to whom  code. Any individual in possession
of such device the card was issued to use the card, (requires twofac-
could also gain access to the facility even if such in- tors ratherthan
only a single factorforsecurity; some-  30  dividual were not the
individual to whom the unit was thing known and something possessed rather
than    issued. only something possessed) and it also results in the  A
need therefore exists for an improved identifi- PIN being transmitted to
the verification station in a  cation and verification method and apparatus
which secure coded fashion so that the PIN cannot be sur-  provides highly
secure identification and verification reptitiously observed,
electronically eavesdropped or  35  to be achieved with either no user
input, or with the learned.                                           user
inputting at most only a few, usually memorized, US-A-4720860 discloses a
personal identifica-  secret code characters, such as his PIN. If a PIN is
en- tion system comprising: a unit to be carried by a per-  tered, it is
desirable that it need be entered only once son to be identified, said unit
containing means for  to gain full access to the facility rather than being
en- storing a predetermined coded value, means for  40  tered for each
checkpoint, provided access is com- changing at least a predetermined
portion of the cod-  pleted within a predetermined time period. ed value at
predetermined time intervals in accor-    According to a first aspect of
the present inven- dance with a predetermined algorithm, the algorithm
tion there is provided a personal identification system being such that the
value of said predetermined por-  having the features set out above with
reference to tion of the stored coded value at any given time is  45
US-A-4720860 and characterised in that said unit in- nonpredictable, means
for producing a triggering sig-  cludes a keypad, and wherein said
triggering signal nal, and means responsive to said triggering signal for
producing means includes means responsive to a causing an indication of the
current stored coded val-  predetermined keypad input sequence for
generating ue to be automatically produced in a predetermined  the
triggering signal. The present invention also pro- sequence; and a station
having means automatically  50  vides a corresponding method. responsive to
the produced coded value sequence for   According to a second aspect of the
present in- identifying the person who is to be carrying the unit.  vention
such a personal identification system is char- While the systems described
above provide a     acterised by means for transmitting a predetermined
high level of security, they require that the user key  radiation, and in
that said triggering signal producing in the number appearing on the card,
which may be a   55   means is responsive to said predetermined radiation
five to ten digit number, in order to obtain identifica-  for generating
the triggering signal. The present in- tion or verification. While this is
useful when the user  vention also provides a corresponding method. is at a
remote location, for example to gain access to  Forone embodiment, the
station generates a pre- 2    
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beacon, the detection of which  ternative embodiment of the invention. at
the unit performs the triggering function. Detection  Fig. 1B is a
schematic block diagram of a second at the unit may be accomplished with a
tuned circuit  alternative embodiment of the invention. which absorbs
energy from an RF source at the fre-     Fig. 2 is a flow diagram
illustrating the operation quency thereof. The currently stored coded value
5   of a system operating in accordance with various em- may be used to
control the absorption state of the  bodiments of the invention. tuned
circuit as the bits of the stored value are se-  Fig. I shows an
identification and/or verification quentially read out, orthe sequentially
read out coded  system in accordance with the teachings of this inven- bits
may be utilized to control a transmitter. In either  tion. The system has a
station 10 at which identifica- event, equipment at the station may
automatically de- 10   tion or verification is being performed and a unit
12 tect the current stored coded value at the unit. For an-  which is
carried by the individual or person to be iden- other embodiment the
detection means is an ultra-  tified orverified. Station 10 could be a
building, com- sonic detector, such as, for example, a piezoelectric  pound
or other facility or any selected area thereof, crystal. For still another
embodiment, triggering is  could be an airplane, automobile or to her
vehicle or caused by the person to be identified touching a pre-  15  could
be a computer or other piece of equipment determined area of the unit or
keying in a coded value  which may be utilized or operated only be a
selected such as the person's PIN. Triggering may also occur  person or
persons. In any event, relatively high secur- automatically at selected
time intervals in response to  ity is generally required in gaining access
to station clock outputs or the like.                         10. In an
identification mode, a processor at the sta-  20  Unit 12 would typically
be a card, badge or other tion compares the received current coded value
with  token but could take other forms. For example, it current coded
values which are stored or generated  could be embedded as part of a watch,
pin, pen or for each person in the system, and identifies the per-  other
item or device worn or carried by the person. At son when a match is
detected. If no match is detected,  the station 10, an RF transmission line
14, which in- the person may be rejected for access to the facility  25
cludes an RF energy source, generates an RF field or resource atthe
station. By placing transmitting and  16. Typically RF field 16 would be
continuously gen- receiving equipment at a plurality of stations at a fa-
erated. However, if desired, transmission line 14 may cility, the movements
of persons through the facility  be energized to generate field 16 in
response to the may be tracked. In order to permit the system to be
detection of an Individual approaching station 10. The used for
verification, some portion of the coded ma-  30  individual could be
detected using standard technique terial is fixed to be used for a public
ID or index.  such as a photodetector, pressure sensitive pad, or The unit
may also contain a keypad on which the  the like. user may inputashortcode,
such as the person's per-   When the unit 12 gets close to the field 16,
the sonal identification number (PIN). The PIN is mixed  field is picked up
by antenna 18. The output from an- with the changing nonpredictable code in
the proces-  35  tenna 18 is applied as one input to gate 20 and is an sor
in accordance with a predetermined algorithm so  input to a tank circuit 22
formed, for example, by coil that the correct current coded value will
appear for a  24 and capacitor26. The values forcoil 24 and capac- person
only if the person has Inputted the proper PIN  itor 26 are selected such
that the resonant frequency into the unit. As previously indicated, such
input may  of tank circuit22 is equal to the frequency of RF trans- also be
used fortriggering. To permitthe system to be   40   mission line 14. Thus,
when antenna 18 picks up RF used for verification, a selected number of
bits in the  field 16, the tank circuit 22 becomes a load on the coded
value, for example the bits for six decimal dig-  transmission line causing
the standing wave ratio of Its or characters, may be fixed in a register,
with the  the transmission line to be reduced. The absorption remaining
bits being used to represent the generated  of energy by tank circuit 22
also results in a charging nonpredictable code. The six characters
represent a   45  of capacitor 26 which is detected by detector 28. De-
public ID code for the person which may be recog-  tector28 may for example
be a standard diode detec- nized by a station processor and utilized to
retrieve  tor. The output from detector 28 is applied to proces- the
appropriate current nonpredictable coded value  sor30 Indicating that a
beacon has been detected and for such person. This value may then be
compared   the unit 12 is being scanned. against the remainder of the
received bits. Again, a   50  When the person or object to be identified
re- match signifies acceptance with a mismatch signify-  celves the unit
12, a predetermined coded value ing rejection.
unique to the person is stored In register32. The value Embodiments of the
present invention will now   stored in register 32 may for example contain
sixty- be described, by way of example, with reference to  four binary bits
which may represent sixteen decimal the accompanying drawings, In which:
55  characters. For the preferred embodiment, the first Fig. I is a
schematic semiblock diagram of a sys-  six of these decimal characters
stored in portion 32A tem incorporating the teachings of this invention.
of the register represent a public ID code for the user Fig. IA is a
schematic block diagram of a first al-  and are permanently burned into or
otherwise stored 3    



5                   EP 0 497 889 B1                 6 in a register 32. The
remaining bits, representing for  detect and sync on this transition,
either alone or in example ten decimal characters, are stored in portion
combination with processor 48. Other standard syn- 32B of the register.
These bits are changed at periodic  chronization technologies may also be
employed in- intervals in accordance with a predetermined algo-  cluding
eitheroneor both of the station and unittrans- rithm so that the code in
portion 32B of the register at   5   mitting a sync code. any given time is
pseudorandom and nonpredictable.     Once bit detector 44 determines that a
unit 12 is The manner in which such nonpredictable codes are  shifting out
a code, it starts loading bits into code generated is discussed in greater
detail in the befor-  storage register 46 at the same rate that shift
pulses ementioned United States Patents 4,720,860 and     are being applied
by processor30 to line 38. Since the 4,885,778.
10  state of the standing wave ratio applied to detector44 Processor 30 has
as inputs, in addition to the in-  varies as a function of whether gate 20
is enabled or put from detector 28, an input from a real time clock
disabled during each such shift interval, and the state 34 and inputs from
a keypad 36. Clock 34 may for ex-  of gate 20 in turn varies as a function
of whether a bit ample indicate the current hour and minutes and the  is
present or not in the currently scanned position in value in this clock may
change every minute. Key-  15  register 32, the code stored in register 46
corre- pads 36 may for example be pressure sensitive pads  sponds to the
code stored in register 32 of the unit 12 representing the digit 0-9 which
may be operated by  being scanned. the person to for example key in his
secret PIN. The   The time required to scan register32 is veryshort
contents of area 32B of register 32 are also applied  compared to the time
between changes in values as an input to processor 30. Processor 30 has a
pre-  20  stored in register portion 32B, so that the contents of
determined algorithm stored therein which is secret  register 32 is easily
scanned between change cycles and which, in response to the inputs from
register  of the values stored in register 32B. For example, it 32B, clock
34 and, when present, keypads 36, gener-  may take only 75 milliseconds to
scan register 32 ates at periodic intervals, such as each time there is
while the value in the register is changed only every a change in the
minute value in clock 34, a new non-  25   minute. However, to avoid
erroneous outputs, proces- predictable code which is stored in register
32B.  sor 30 will not typically change the contents of regis- Gate 20 is
normally open so that the RF field 16  ter 32 during a scan cycle. Further,
the processor 48 received by antenna 18 is applied to tank circuit 22.  at
station 10 will always use the nonpredictable code However, when detector
28 applies a signal to proc-  for the time interval at which a scan began
in order to essor 30, processor 30 generates a sequence of shift  30
determine a code match. Checksum or parity informa- pulses on line 38 which
cause successive bit posi-  tion may also be transmitted to insure system
integ- tions in register 32 to be connected to gate Input line  rity and
reliability, and in particular to protect against 40. When a bit is present
on line 40, gate 20 is en-  transmission errors. abled, shorting any RF
signal received at antenna 18   When a code from unit 12 has been stored in
stor- to ground. This prevents tank circuit 22 from present-  35  age 46,
this code is applied to processor 48 which ing a load to RF transmission
line 14. However, when  also receives stored ID codes from a store 50. The
no bit (i.e., a zero bit) appears on line 40, gate 20 is  coded values
inputted to processor 48 are compared disabled, permitting tank circuit 22
to receive the RF  in a manner to be discussed in greater detail later to
field signal and thus to load RF transmission line 14.  either identify the
individual with the unit or to verify Power for controlling processor 30,
clock 34, and the   40  the identity or validity of such individual. If
identity is other components of unit 12 may be provided by a   successfully
established, processor48 may generate suitable conventional battery (not
shown).         an output to an access release mechanism 52 to, for The
change in standing wave ratio in RF trans-  example, permit a door or vault
to be opened or to au- mission line 14 caused by tank circuit 22 is
detected  tomatically open a door through which the person by bit detector
44. Since gate 20 is normally open,  45   needs to pass. there will be drop
in the RF standing wave ratio as the  While the embodiment of the invention
shown in unit 12 approaches the station . When the unit 12 is  Fig. 1
operates satisfactorily, since it depends on a close enough to station 10
for tank circuit 22 to pro-  detection of change in standing wave ratio in
RF vide a predetermined load to the transmission line,  transmission line
14 in order to transmit bit informa- detector 44 becomes operative. This
would typically  50  tion, it requires that antenna 18 be relatively close
to be at a distance of a few feet, although the exact dis-  RF transmission
line 14, for example less than a few tance will varywith the equipment
used. To synchron-  feet, in order to function. In some applications, a
sys- ize the station and the unit, detector 44 may, for ex-  tem which
operates with the unit 12 at a greater range ample, have a greater range
than detector 28 so that  from the station 10 may be desirable. Further,
the em- it Is operative when detector 28 generates an output.  55
bodimentof FIG. I also requires a beacon from trans- The first bit in
register 32 may always be a one so that  mitter 14 to trigger the unit 12
to present its code. In a transition occurs in the absorption state of the
unit  applications where station 10 is battery-powered, to when a shifting
operation begins. Detector 44 may  reduce radiation exposure where many
people pass 4    



7                   EP0497889B1                     8 the beacon who do not
require access, to preventspu-  ment of the invention, there would be a
relatively larg- rious access release when a person with a unit who  er
area on the face of the unit, for example, the area does notdesire access
passes the beacon orforother  covering one side of a badge under the
person's pho- reasons, it may be desirable to trigger unit 12 without
tograph, or an area having a different tactile feel than a beacon.
5   the remainder of the unit or badge surface, which a Fig. 1A therefore
shows a circuitforan alternative  person could easily touch when reaching
the desired embodiment of the invention wherein gate 20 is re-  point. The
touching of this area would be recognized placed by a transmitter 60 and RF
transmission line  by processor 30 and would generate the triggering 14 is
replaced by an RF transmitter/receiver 62. De-  output to transmitter 60 to
produce syncing signals tector 66 in FIG. IA is basically a combination of
tank   10  and anyotherdesired control outputs and to also gen- circuit 22
and detector 28 and is connected to proc-  erate shift signals on line 38
to step the contents of essor 30 through a switch 88. The remainder of the
register 32 to modulate transmitter 60. Once trigger- circuit could be the
same as for the circuit of Fig. 1.  ing of processor 30 has occurred, the
coded output For this embodiment of the invention, with switch  may be
generated only a single time, the coded out- 68 closed, detector 66 would
still be utilized to trigger  15  put may be generated two or more
successive times processor 30. However, before processor 30 starts  to
assure proper reception or coded outputs may be delivering shift pulses to
line 38, itwould deliver a sig-  generated either continuously or
periodically, for ex- nal or pulses to line 64 enabling transmitter60 to
start  ample, once every second for some period of time generating an
output, for example an RF output at a  sufficient to enable the individual
to get through all frequency different than the frequency of RF trans-  20
check points at a facility. The period of time required mitter 62, which
transmission is modulated, enabled  for this will be discussed in greater
detail later in con- or otherwise controlled by the bits being scanned
junction with the discussion of a PIN. from register 32. The modulated RF
signal is picked    Triggering could also occur in response to the by the
receiver portion of circuit 62 and applied to bit  person inputting one or
more characters, forexample detector 44 which syncs the station and unit
and de-  25  his PIN, on keypad 36. This mode of operation would termines
the state of each transmitted bit from the re-  typically be employed for
triggering in the situation to ceived signal, generally in the manner
previously de-  be discussed later where the PIN is inputted in any
scribed. For example, processor 30 may cause trans-  event to enhance
system security so that utilizing an mitter 60 to generateasyncing code
sequence before    inputted PIN for triggering would not result in any in-
transmission of data from register 32 through trans-  30  creased inputting
burden on the user. Since this mitter 60 begins.
mode of operation involves more work on the part of The range for the
device shown in Fig. 1A would  the user, the system would be arranged so
that the be limited only by the power available for transmitter  user need
enter the PIN only once to gain access to 60 and could typically be several
yards. The embodi-  the facility, with processor 30 interrogating and read-
ment shown in FIG. 1 is generally preferable where  35  ing out the
contents of register 32 and causing trans- there is no power available or
required at the unit.  mitter 60 to transmit, preferably at intervals,
perhaps However, since some type of battery would be re-   one second
apart. quired for processor 30, clock 34, probably register32  In addition
to the non-beacon triggering modes and possibly other components of the
unit 12, the  discussed above which occur in response to some in- same
batterycould also be utilized to operate atrans-  40  put from the user, in
applications where outputs from mitter 60. Therefore, the embodiment of
FIG. 1A is  the unit are scanned repetitively, for example, where generally
preferable since it provides greater range,  the unit is being used by a
night watchman in an ap- more reliable transmission and reception, and an
en-  plication to be described later, it may be desired to hanced
capability to provide syncing and errorcontrol  have triggering occur
solely in response to a clock information.
45  output from clock 34 without either a beacon or user It is also
possible to operate the embodiment of  involvement. Thus, for example,
processor 30 might FIG. 1A without a transmitteratstation 10 and without
cause a transmission from transmitter 60 of coded detector 66 at unit 12.
For this non-beacon mode of  bits in response to each minute change input
from operation, switch 68 would be open and circuit 62  clock 34. Other
modes of triggering the unit might also would contain only an RF receiver.
When the person   50  be possible. approaching station 10 reached a point
close enough    FIG. 1Aalso illustrates anotheroption which may to the
station to be within range of transmitter 60,  enhance security, or
otherwise enhance the useful- which point could be marked with a line on
the floor,  ness of the system of this invention. This feature is a sign on
the wall or the like, the person would take  represented by memory 69 which
may, for example, appropriate action to trigger transmission by trans-  55
contain personal information on the person which mitter 60 of the code in
register 32. For preferred em-  could be utilized to assure that the person
carrying bodiments, this would be done by touching an appro-  the unit is
the person to whom it was issued, or could priate area or areas on keypad
36. For one embodi-  contain information such as the person's access code 5



9                   EP 0 497 889 B1                 10 to the computer so
that the computer could be auto-  ing is recorded at station 10. Where
there is more than matically set up and ready for the individual when the
one station 10 where a unit may be utilized, required person sits down
rather than having to key this infor-  information would be recorded at all
such stations. As mation in. The information in memory 69 would also
Indicated previously, all of the coded value in register be shifted out to
transmitter 60 to be sent to station   5   32 may be subject to change by
processor 30. How- 10.                                                ever,
for the preferred embodiment, a portion 32A of Fig. 1B shows
anotheralternative embodimentof  this register contains a fixed public
identification the invention wherein ultrasonic signals rather than  code
which is not changed by processor 30 and is util- RF signals are utilized
to transmit information be-  Ized in the manner to be discussed shortly.
tween the station 10 and unit 12. Thus, for this em-   10  The stored coded
value in register 32 is applied bodiment of the Invention, RF
transmitter/receiver 62  to processor 30 and, during step 73, is utilized
in con- is replaced with an ultrasonic transponder 70 which  junction with
the clock signal from clock 34 to gener- may, for example, be a
piezoelectric crystal generat-  ate a nonpredictable code which is stored
at least in ing an output at a predetermined ultrasonic frequen-  portion
32B of register 32. The manner in which this cy. Antenna 18, tankcircuit20,
and transmitter60 are  15  nonpredictable code is generated is discussed in
similarly replaced by an ultrasonic transponder 72.  greater detail in the
before mentioned United States The output from the ultrasonic transponder
72 is ap-  patents. During step 75, the new code generated by plied to an
ultrasonic detector 74 which, in response  processor 30 ateach time
Interval is stored in register to the detection of a signal at the
frequency from  32, or at least portion 32B thereof, replacing the pre-
transponder 70 generates an output on line 76 to  20  vious values stored
therein. As is indicated by dotted processor 30 indicating that the unit 12
is being scan-  line 75, this coded value is used during the identifica-
ned. Processor 30 then enables transponder 72 to   tion or verification
operations to be discussed later. start transmitting any control and/or
sync bits and the  During stwp 77, the system checks to determine if the
shifted outputs from register 32.                  time interval between
updates to the nonpredictable While in Fig. 1B, the transponders 70 and 72
25  code has occurred and, when the time interval has have been indicated
as being ultrasonic transpond-  passed, steps 73, 75 and 77 are repeated
with a new ers, the invention may also be practiced utilizing  clock value.
transponders (or transmitters and receivers as ap-    This sequence of
operations continues until the propriate)forfrequencies in other portions
of the elec-  person in possession of the unit 12 approaches the
tromagnetic spectrum, for example, gamma rays, X-  30  station 10. At that
point, for the embodiment dis- rays, or the like. While it may require the
user to hold  closed, the person keys in his PIN, which may for ex- the
unit up to be scanned, ratherthan merely wearing  ample be a predetermined
three to six digit number, or carrying the unit, it may also be possible to
practice  on keypad 36. The keying in of the PIN is detected the Invention
using visible light, infrared or the like.  during step 78 and the keyed in
PIN value is utilized Further, while for the preferred embodiments of the
35  by processor 30 during step 73, in addition to the stor- invention
described above, the transponders 70 and  ed coded value and the clock
value, in generating the 72 are both operated in the same frequency band of
new nonpredictable code. The new nonpredictable the electromagnetic
spectrum, this is also not limited  code may be generated when the PIN is
keyed in or on the invention, and there may be applications    atthe
nextclockinterval. In the laterevent, the person where it is desirable for
the transponders to operate  40  should key in the PIN when he is at least
one minute in different frequency bands with, for example, the  away from
station 10 so that the value stored in reg- station transmitting RF energy
and receiving ultra-  ister 32 when he reaches the station and is scanned
sonic energy, with the unit receiving the RF energy  includes the PIN
value. This is important since, as will and responding theretowhile
transmitting in the ultra-  be discussed shortly, thestation will respond
to the sonic frequency band. Finally, eitherwith an ultrason-  45
generated nonpredictable code only if such code in- ic transponder or with
other type of electromagnetic  cludes the PIN in the generation thereof.
radiation, it is possible to operate in the manner de-  As was previously
discussed, one reason for key- scribed in conjunction with FIG 1A without a
beacon,  ing in the PIN is so that someone cannot gain access with
triggering of coder transmission being in re-  to the facility with a lost
or stolen unit 12, since the sponse to an appropriate user or other trigger
Input.  50  person having such unit would not know the person's Fig. 2 is a
flow diagram illustrating the operation  secret PIN, and the code being
generated by unit 12 of a system of the type shown in FIGS. 1, 1A and I B.
would therefore not be the proper code for admit- Referring to the right
hand side of thisfigure, it is seen  tance. However, in order for this
objective to be ach- that initially a coded value is stored in register 32
dur-  ieved, the PIN must not remain In the unit on a per- ing step 71.
This is done when the unit is issued to the  55   manent basis. However, in
order to enable the person person or before. No later than the time the
unit 12 is  to pass through a number of checkpoints without re- issued, the
unit is also activated so that clock 34  quiring the rekeying of the PIN at
each such check- starts operating, and the time the unit starts operat-
point, it is desirable that the PIN remain in the unit long 6    



11                  EP0497889B1                     12 enough to afford the
person full access to the facility.  tively transmit or present the bit to
station 10. During These objectives are achieved in accordance with the
step 95, station 10 syncs on the transition caused by preferred embodiment
of the invention by having the  the first bit, this bit being selected, as
previously indi- PIN remain in the unit 12 (i.e., in a predetermined stor-
cated, to cause such transition, or the station and unit age location in
processor 30) fora predetermined dur-   5   are synchronized In some other
standard manner. ation which is long enough to normally permit the per-
During step 94, which is performed at the station, son full access to the
facility. Thus, once a PIN has  detector 44 or 44 detects and stores the
bit received been inputted and detected, processor 30 starts    from  the
unit. The operation then proceeds to step 96 counting down a predetermined
duration, for example  to determine whether all bits from register 32 have
by setting a predetermined value In a register and   10  been received.
Since the number of bits stored in reg- counting that value down during
selected clock inter-  ister32 is known, this is a simple determination
which vals. During step 80, a determination is made as to  again can be
accomplished by counting down a pre- whether the predetermined duration has
expired. If  set value or by other standard means. If all bits have the
duration has not expired, the PIN remains in the  not been received during
step 96, the operation re- unit for use in generating the nonpredictable
codes   15  turns to step 94 to detect and store the next bit. When, and
the system continues to check to see if the dur-  during step 96, it is
determined that all bits have been ation has expired. When the PIN
retention duration  received, the operation proceeds to step 98. expires,
the system proceeds to step 82 to erase the   For purposes of illustration,
the system in Fig. 2 PIN or otherwise remove the PIN from the unit 12.  is
shown as having two different modes of operation, Thus, the security of the
system is maintained, with  20  namely an identification (ID) mode and a
verification two independent factors, something known and       mode. In
the ID mode, public bits are not provided in something possessed, being
required for identifica-  section 32Aof register 32 and processor48
functions tion and authentication. It should, however, be noted  to compare
the received nonpredictable code with the thatwhile a PIN is utilized
forFIG. 2, this is not, as pre-  current nonpredictable code for each
person in the viously indicated, a limitation on the invention.  25
system. In the verify mode, the public ID bits are pres- During step 85, a
determination is made as to   ent, permitting the system to select the
current non- whether the system Is operating in a beacon mode or
predictable code for the person and to compare this in a non-beacon mode
for triggering. If the system is  code with the received code. For purposes
of illustra- operating in a non-beacon mode, this enables the   tion, both
modes of operation are shown as being AND gate 87 to pass a keyed in PIN to
processor 30.  30  available in Fig. 2 although, in a typical system, only
This is the equivalent of switch 68 being open. Con-  one or the other of
such modes of operation would versely, if the system is in a beacon mode,
then dur-  generally be present. During step 98 a determination ing step
86, a suitable beacon is transmitted at station  is made as to which mode
the system is operating in. 10 which is detected at unit 12 during step 88.
Trans-  Assume initially that the system is operating in mission of the
beacon may, as previously indicated,  35  the ID mode. In this mode, the
system proceeds from be either continuous or in response to the detection
step 98 to step 100 during which a current code in the of an person
approaching the station The system be-  system is provided to processor 48.
In order for the ing in beacon mode enables AND gate 89 to pass an
processortofunction in this mode, it is necessary that output when a beacon
is detected. The outputs from  it update all of the values in ID code store
50 during AND gates 87 and 89 are the triggering inputs, the ap-  40  the
same time intervals that codes are updated by propriate one of which is
applied to trigger transmitter  processor 30, so that the values stored in
ID code 60 or 70 during step 91 for embodiments where a    store 50 are
always the current coded values for each transmitter is utilized. As
previously indicated, trig-  person in the system. Since each update
operation gering may also occur in response to a clock or other  can be
accomplished in a few milliseconds by existing suitable input. From step
91, the operation proceeds   45   processors, this requirement does not
impose a seri- to step 90.                                        ous
limitation so long as the numberof persons in the Either in response to
some detection that a per-  system is not excessively large. son is
approaching the station or in response to a de-  During step 102, the coded
value from ID code tection by detector 44, the station detects the ap-
store 50 is compared in processor 48 with the re- proach of a unit 12 (step
93), thus enabling the sync-  50  ceived coded value stored in register 46.
If these two ing of the station and unit (step 95). When triggering  coded
values do not match, the operation proceeds to occurs, processor 30 causes
the contents of register  step 104 during which a determination is made as
to 32 to be scanned a bit at a time during step 90. Reg-  whether all codes
in store 50 have been used. If all ister 32 may be scanned in a number of
known ways.  codes in store 50 have not been used, the operation During
step 92, the next step in the operation, the bit  55  returns to repeat
steps 100, 102 and 104 for a new at the currently scanned register position
begins to  coded value from store 50. control either gate 20 to passively
present the bit to  This sequence of operations continues until eith-
station 10 or to modulate transmitter 60 or 70 to ac-  er, (a) during step
102, a match is obtained, in which 7    
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proceeds to step 106 to accept the  ed in register portion 32A, is looked
at by processor person and to f-or example activate access release  48.
This code may be used as an address to access 52; or (b) if no matches are
obtained during step 102,  memory 50 to obtain a code for that person. If
mem- and during step 104 it is determined that all codes in  ory 50 is
continuously updated so that the values stor- the system have been used,
the operation proceeds   5   ed in the memory are the current
nonpredictable to step 108 to reject the individual seeking accesswith
codes for the person, then this is the value retrieved the unit 12. Step
108 would normally involve denying  from memory 50. However, if these
values are not access to the facility or other station and might also
continuously updated, the originally inputted code or trigger an alarm to
alert a guard or other individual  lastupdated code forthe individual could
be retrieved that someone Is seeking to improperly gain access to  10  and
processed, using the last known code and the the facility.
known time since the last update, to obtain the current If a person is
rejected, it may merely mean that he  nonpredictable code forthe person.
These operations has notentered his PIN orthat he has been sufficient-  are
performed during step 114. During step 116, the ly delayed in entering the
facility so that his PIN dur-  next step in the operation, the current
nonpredictable ation has expired and the PIN has been erased. An-  15  code
for the person obtained from processor 48 is other potential problem which
might lead to rejection  compared with the current nonpredictable code In
is the problem discussed in Patent No. 4,885,778   store 46 from unit 12.
If these codes do not match, the where the clock 34 at the unit becomes
slightly out of  individual is rejected during step 118, while if these
synchronization with the clock at the station. A meth-  codes match, the
person is accepted during step 106. od for solving this problem is
discussed in the prior pa-  20  The operations and options during either
acceptance tent, and the technique discussed in this patent may  or
rejection would be the same as those previously also be utilized in
conjunction with this Invention to  described when in the ID mode. avoid
spurious rejections.                            In the discussion so far it
has been assumed that Two other potential problems exist, particularly  all
of the bits in register 32 are code bits used for Iden- when operating in
the ID mode. Thefirst is that, since   25  tifying the individual. However,
in a system, one of the codes are nonpredictable, it is possible that at a
more of these bits may be used as checksum or parity given time interval
the same nonpredictable code   bits to be sure that the code generated is
is a valid may exist for two or more individuals In the system.  code and
to protect against transmission errors. Thus, even though a match is
obtained during step  Thus, after step 96 in the operation, a checksum or
102, It may still be desirable to continue comparing   30   parity check
might be performed. If the received code the code in storage 46 with the
codes In store 50 to  were determined to be invalid, the code could be re-
be sure that a second match does not occur, thereby  read during the same
or a subsequent time interval, assuring that the individual has been
correctly iden-  or other appropriate action taken. Further, while RF
tified. If a second match does occur, rather than re-  transmission and
reception has been utilized for the jecting or falsely identifying the
individual, the identi-  35  preferred embodiment of the invention, and
ultrason- fication may be delayed forthe standard time interval,  ic
transmission and reception are shown for an alter- for example one minute,
until the code in the unit  native embodiment, it is apparent that the
objects of changes so that a second check can be made. The    this
invention, particularlyforthe embodimentsof the likelihood of two
individuals having the same nonpre-  invention shown in Figs. 1A and I B,
could be ach- dictable code for two successive time Intervals Is so   40
ieved using other forms of radiation from the trans- infinitesimally small
as to be almost nonexistent, and  mitter at the station and other types of
radiation de- this would permit a unique identification of the individ-
tection. Thus, the transmitter could be generating a ual.
low level ultrasonic signal, a low level microwave sig- A second
possibility is that, with a reasonably  nal, or any other type of radiation
which could be easi- large number of individuals in the system, a person
45  ly detected at unit 12. Similarly, transmitter 60 could may be
correctly identified even though he inputted  be generating information as
bursts of energy at the wrong PIN and should be rejected. While there is
something other than the RF frequency or could be a possibility of this
occurring, with sixty four bits, the  modulating something other than an RF
signal. number of potential code combinations is [err] so that   Further,
while for the preferred embodiment the even with one thousand individuals
in the system, the   50  system is being used to control passage into a
secure likelihood of a false hit (i.e., a false positive or so  facility,
into a vault, orthe like, with a numberoftrans- called "type 2 error") is
very low. The verification  mitters and receivers positioned at strategic
locations mode to be now described virtually eliminates the  throughout a
facility, the system could also be utilized possibility of a false hit
occurring.              to passively monitor the location of persons
through- If during step 98 it is determined that the system   55   out the
facility. For example, a watchman having a is in a verification mode, the
operation proceeds from  unit 12 could walk through the facility and have
the step 98 to step 112 during which the public ID bits por-  system record
centrally his passing each desired tion of the received code, the portion
of the code stor-  checkpoint, rather than utilizing the current more 8    
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system. In any system where          the end of said duration. there are
multiple checkpoints at a station, a single processor 48 and stores 46 and
50 would normally be  5. A system as claimed in any preceding claim, shared
by all checkpoints. Since the system could     wherein said station
includes means (14,62,70) also identify individuals entering and leaving a
facili-   5  for transmitting a beacon, and wherein said trig- ty, it could
eliminate the need for attendance time    gering signal producing means
includes means clocks. It could also be used in a variety of other ap-
(28,66,72) for detecting said beacon. plications where secure
Identification or verification of individuals is required.
6. A system as claimed in claim 5, wherein said Finally, while in FIGS. 1A
and 2 the system is  10  means for transmitting is an RF signal source
shown as being operative in either a beacon or non-   (14,62), and wherein
the means for detecting is beacon mode, this is primarily for purposes of
illustra-  responsive to the RF signal. tion, and typically a system would
operate In either one mode or the other.                             7. A
system as claimed in claim 6, wherein said RF Thus, while the invention has
been particularly  15  signal source transmits at a predetermined fre-
shown and described above with reference to prefer-    quency, and wherein
said means for detecting in- red embodiments, the foregoing and other
changes in    cludes a tuned circuit (22) which absorbs energy form and
detail may be made therein by one skilled     at said predetermined
frequency. in the art without departing from the invention as de- fined in
the claims.                          20  8. Asystem as claimed in claim 7,
wherein said cod- ed value is stored as a plurality of binary bits, and
wherein said means for causing an indication in- Claims
cludes means responsive to the RF signal detec- tion for causing the bits
of said stored coded val- 1. A personal identification system comprising: a
25  ue to be sequentially presented, and means re- unit (12) to be carried
by a person to be identified,  sponsive to the presented bits of said coded
val- said unit containing means (32) for storing a pre- ue for controlling
the absorption state of said determined coded value, means (30) for chang-
tuned circuit ing at least a predetermined portion of the coded value at
predetermined time intervals in accor-  30  9. A system as claimed in claim
6, wherein said unit dance with a predetermined algorithm, the algo-
includes transmission means (60), wherein said rithm being such that the
value of said predeter-  coded value is stored as a plurality of binary
bits, mined portion of the stored coded value at any     and wherein said
means for causing an indication given time is nonpredictable, means
(28,66,74)     includes means responsive to said RF signal de- for
producing a triggering signal, and means (30)  35  tection for causing the
bits of said stored coded responsive to said triggering signal forcausing
an  value to be sequentially presented, and means indication of the current
stored coded value to be  responsive to the presented bits of the coded
val- automatically produced in a predetermined se-      ue for controlling
the output from said transmis- quence; and a station (10) having means (48)
au-   sion means. tomatically responsive to the produced coded   40 value
sequence for identifying the person who is  10. A system as claimed in
claim 5, wherein said to be carrying the unit,
means for transmitting is an ultrasonic signal characterised in that
source (70), and wherein the means for detecting said unit includes a
keypad (36), and wherein said  in the unit is responsive to said ultrasonic
signal. triggering signal producing means includes   45 means responsive to
a predetermined keypad in-  11. A system as claimed in any preceding claim,
put sequence forgenerating the triggering signal.  wherein the means for
identifying includes means (50) providing a current coded value for 2. A
system as claimed in claim 1, wherein said key-   each person on the
system, means (46) for de- pad input sequence is a unique coded input  50
tecting and storing the current coded value indi- cation produced by the
unit, means (48) for com- 3. A system as claimed in claim 2, wherein said
pre    paring the stored current value indication against determined keypad
input sequence comprises a       each provided current coded value, and
means PIN.                                               (52) responsive to
a match between a provided 55      current coded value for a person and the
stored 4. A system as claimed in claim 3, including means     current value
indication for identifying the per- (30,34) for storing said PIN for a
predetermined   son. duration, the PIN being removed from the unit at    15
EP 0 497 889 B1                  16 



cumbersome clock system. In any system where           the end of said
duration. there are multiple checkpoints at a station, a single processor
48 and stores 46 and 50 would normally be  5. A system as claimed in any
preceding claim, shared by all checkpoints. Since the system could
wherein said station includes means (14,62,70) also identify individuals
entering and leaving a facili-   5  for transmitting a beacon, and wherein
said trig- ty, it could eliminate the need for attendance time   gering
signal producing means includes means clocks. It could also be used in a
variety of other ap-  (28,66,72) for detecting said beacon. plications
where secure identification or verification of individuals is required.
6. A system as claimed in claim 5, wherein said Finally, while in FIGS. 1A
and 2 the system is  10  means for transmitting Is an RF signal source
shown as being operative in either a beacon or non-   (14,62), and wherein
the means for detecting is beacon mode, this is primarilyfor purposes of
illustra-  responsive to the RF signal. tion, and typically a system would
operate In either one mode or the other.                             7. A
system as claimed in claim 6, wherein said RF Thus, while the invention has
been particularly  15  signal source transmits at a predetermined fre-
shown and described above with reference to prefer-    quency, and wherein
said means for detecting in- red embodiments, the foregoing and other
changes in   cludes a tuned circuit (22) which absorbs energy form and
detail may be made therein by one skilled     at said predetermined
frequency. in the art without departing from the invention as de- fined in
the claims.                          20  8. Asystem as claimed in claim 7,
wherein said cod- ed value is stored as a plurality of binary bits, and
wherein said means for causing an indication in- Claims
cludes means responsive to the RF signal detec- tion for causing the bits
of said stored coded val- 1. A personal identification system comprising: a
25  ue to be sequentially presented, and means re- unit (12) to be carried
by a person to be identified,  sponsive to the presented bits of said coded
val- said unit containing means (32) for storing a pre- ue for controlling
the absorption state of said determined coded value, means (30) for chang-
tuned circuit. ing at least a predetermined portion of the coded value at
predetermined time intervals In accor-  30  9. A system as claimed in claim
6, wherein said unit dance with a predetermined algorithm, the algo-
includes transmission means (60), wherein said rithm being such that the
value of said predeter-  coded value Is stored as a plurality of binary
bits, mined portion of the stored coded value at any     and wherein said
means for causing an indication given time is nonpredictable, means
(28,66,74)     includes means responsive to said RF signal de- for
producing a triggering signal, and means (30)  35  tection for causing the
bits of said stored coded responsive tosaid triggering signal forcausing an
value to be sequentially presented, and means indication of the current
stored coded value to be  responsive to the presented bits of the coded
val- automatically produced in a predetermined se-      ue for controlling
the output from said transmis- quence; and a station (10) having means (48)
au-   sion means. tomatically responsive to the produced coded   40 value
sequence for identifying the person who Is  10. A system as claimed in
claim 5, wherein said to be carrying the unit,
means for transmitting is an ultrasonic signal characterised In that
source (70), and wherein the means for detecting said unit includes a
keypad (36), and wherein said  in the unit is responsive to said ultrasonic
signal. triggering signal producing means includes  45 means responsive to
a predetermined keypad in-  11. A system as claimed in any preceding claim,
putsequence forgenerating the triggering signal.   wherein the means for
identifying includes means (50) providing a current coded value for 2. A
system as claimed in claim 1, wherein said key-   each person on the
system, means (46) for de- pad input sequence is a unique coded input.  50
tecting and storing the current coded value indi- cation produced by the
unit, means (48) for com- 3. Asystem as claimed in claim 2, wherein said
pre-     paring the stored current value indication against determined
keypad input sequence comprises a       each provided current coded value,
and means PIN.                                               (52)
responsive to a match between a provided 55      current coded value for a
person and the stored 4. A system as claimed in claim 3, including means
current value indication for identifying the per- (30,34) for storing said
PIN for a predetermined   son. duration, the PIN being removed from the
unit at 9    17                  EP 0 497 889 B1                 18 



12. A system as claimed in any preceding claim,
andwhereinsaidmeansforcausingan indication wherein the system controls
access to or through   includes means responsive to the RF signal de- a
checkpoint, and including means (52) respon-     tection for causing the
bits of said stored coded sive to the identification of the person for
permit-  value to be sequentially presented, and means ting access through
the checkpoint         5       responsive to the presented bits of said
coded value for controlling the absorption state of said 13. A system as
claimed in any preceding claim,       tuned circuit wherein the system
tracks the location of the per- son at a facility, and including a
plurality of pro-  19. A system as claimed in claim 16, wherein said duced
coded value responsive means selectively  10  unit includes transmission
means (60), wherein located at the facility.                           said
coded value Is stored as a plurality of binary bits, and wherein said means
for causing an indi- 14. A system as claimed in any preceding claim,
cation includes means responsive to said RF sig- wherein said unitcontains
a clock means (34), the  nal detection for causing the bits of said stored
value of which changes at least said predeter-  15  coded value to be
sequentially presented, and mined time intervals, said algorithm utilising
said  means responsive to the presented bits of the clock value and at
least a portion of the current  coded value for controlling the output from
said stored coded value to generate a new nonpredict-   transmission means.
able stored coded value. 20  20. A system as claimed in claim 15, wherein
said 15. A personal identification system comprising: a    means for
transmitting is an ultrasonic signal unit (12) to be carried by a person to
be identified,  source (70), and wherein the means for detecting said unit
containing means (32) for storing a pre-  in the unit is responsive to said
ultrasonic signal. determined coded value, means (30) for chang- ing at
least a predetermined portion of the coded   25  21. A system as claimed in
any one of claims 15 to value at predetermined time intervals in accor-
20, wherein the means for identifying includes dance with a predetermined
algorithm, the algo-    means (50) providing a current coded value for
rithm being such that the value of said predeter-  each person on the
system, means (44,46) for de- mined portion of the stored coded value at
any     tecting and storing the current coded value indi- given time is
nonpredictable, means (28,66,74)  30  cation produced by the unit, means
(48) for com- for producing a triggering signal, and means (30)  paring the
stored current value indication against responsive to said triggering
signal for causing an  each provided current coded value, and means
indication of the current stored coded value to be  (52) responsive to a
match between a provided automatically produced in a predetermined se-
current coded value for a person and the stored quence; and means (48)
automatically respon-  35   current value indication for identifying the
per- sive to the produced coded value sequence for      son. identifying
the person who is to be carrying the unit,
22. A system as claimed in any one of claims 15 to characterised by
21, wherein the system controls access to or means (14,62,70) for
transmitting a predeter-  40  through a checkpoint; and including means
(52) mined radiation, and In that said triggering signal  responsive to the
identification of the person for producing means is responsive to said
predeter-    permitting access through the checkpoint. mined radiation for
generating the triggering sig- nal.
23. A system as claimed in any one of claims 15 to 45      22, wherein the
system tracks the location of the 16. A system as claimed in claim 15,
wherein said      person at a facility, and including a plurality of means
for transmitting is an RF signal source      produced coded value
responsive means selec- (14,62), and wherein the means for detecting is
tively located at the facility. responsive to the RF signal. 50  24. A
system as claimed in any one claims 15 to 23, 17. Asystem as claimed in
claim 16, wherein said RF   wherein said unitcontainsa clock means (34),
the signal source transmits at a predetermined fre-    value of which
changes at least said predeter- quency, and wherein said means for
detecting in-   mined time intervals, said algorithm utilising said cludes
a tuned circuit (22) which absorbs energy    clock value and at least a
portion of the current at said predetermined frequency.           55
stored coded value to generate a newnonpredict- able stored coded value.
18. A system as claimed In claim 17, wherein said coded value Is stored as
a plurality of binary bits,  25. A system as claimed In claim 15, wherein
said 10    19                  EP 0 497 889 B1                 20 



triggering signal producing means includes         includes the steps of
causing the bits of a said means (36) for automatically generating trigger-
stored coded value to be sequentially presented ing signals at selected
time intervals.           in response to said RF signal detection, and con-
trolling the absorption state of a tuned circuit in 26. Asystem as claimed
in claim 15, including means   5  response tothe presented bitof said coded
value. for synchronising said means for causing an indi- cation to be
produced and said means for identi-  32. A method as claimed in claim 30,
wherein the fying.                                             transmitted
radiation is an RF signal, wherein said coded value is stored as a
plurality of binary 27. A method for Identifying a person comprising the
10  bits, and wherein said causing an indication step steps of: storing a
predetermined coded value at   includes the steps of causing the bits of
said stor- a unit (12) carried by the person, changing at     ed coded
value to be sequentially presented in re- least a predetermined portion of
the coded value   sponse to said RF signal detection, and control- at
predetermined time intervals In accordance      ling the output from a
transmitter in the unit in re- with a predetermined algorithm, the
algorithm be-  15  sponse to the presented bit of the coded value. ing such
that the value of said predetermined por- tion of the stored value at any
given time is non-  33. A method as claimed in claim 30, wherein the
predictable, producing a triggering signal at the  transmitted radiation is
an ultrasonic signal, unit and causing an indication of the current stor-
wherein said coded value is stored as a plurality ed coded value to be
automatically produced in  20  of binary bits, and wherein said causing an
indi- response to the triggering signal; and at a station  cation step
includes the steps of causing the bits (10) where the person is to be
identified, detect-  of said stored coded value to be sequentially pre- ing
an indication of the produced coded value,     sented in response to said
ultrasonic signal de- and automatically identifying the person who is to
tection, and controlling the output from a trans- be carrying the unit in
response to the detected   25  mitter in the unit in response to the
presented bit produced coded value, characterlsed In that the    of the
coded value. triggering signal is produced in response to a pre- determined
sequence of operation of keypad (36)  34. A method as claimed in any one of
claims 27 to on said unit.                                      33, wherein
said unit contains a keypad with se- 30     lected characters which the
person may utilise to 28. A method as claimed in claim 27, wherein the sys-
key in a unique PIN code, and wherein said tem controls access to or
through a checkpoint,    changing step utilises the keyed in PIN in gener-
and including the step of permitting the person    ating the nonpredictable
current stored coded access In response to the identification.
value. 35 29. A method as claim in claim 27 or 28, wherein the  35. A
method as claimed in any one of claims 27 to identifying step Includes the
steps of providing a  34, wherein a predetermined subset of the stored
current coded value for each person on the sys-    coded value is a public
ID code for the person tem, storing the current coded value indications
which is not changed by said changing step; and produced by the unit,
comparing the stored cur-  40  wherein said identifying step includes
providing rent value indications against each produced cur-  the current
nonpredictable code for the person in rent coded value, and identifying the
person in re-  response to the produced public ID code, com- sponse to a
match between a provided current       paring the provided nonpredictable
code with the coded value for a person and the stored current    produced
nonpredictable code, and both identify- value indication.
45      ing and verifying the person in response to a match between the two
nonpredictable codes. 30. A mehod as claimed in claim 27, 28 or 29, includ-
ing the steps of transmitting a predetermined ra-  36. A method for
identifying a person comprising the diation, detecting said predetermined
radiation at  steps of: storing a predetermined coded value In said unit
and causing the indication of the current  50  a unit (12) to be carried by
a person; changing at stored code value to be produced automatically in
least a predetermined portion of the coded value response to detection of
the predetermined radi-   at predetermined time intervals in accordance
ation.                                             with a predetermined
algorithm, the algorithm be- ing such that the value of said predetermined
por- 31. A method as claimed in claim 30, wherein the  ss  tion of the
stored coded value at any given time transmitted radiation is an RF signal,
wherein     is nonpredictable; causing an indication of the said coded
value is stored as a plurality of binary  current stored coded value to be
automatically bits, and wherein said causing an indication step  produced
in a predetermined sequence; and au-    21                  EP0497889B1
22 tomatically identifying the person who is to be    41 wherein the system
tracks the location of the 



varying the unit in response to the produced cod-  person at a facility,
and including the steps of ed value sequence, characterlsed by transmit-
transmitting at a plurality of selected locations at ting a predetermined
radiation, detecting said     the facility, and detecting the produced
Indication predetermined radiation at said unit (12) and   5  at each of
said selected locations. causing the indication of the current stored code
value to be produced automatically in response to detection of the
predetermined radiation.       Patentanspriche 37. A method as claimed in
claim 36, wherein the   10  1. Personenidentifikationssystem, welches auf-
transmitted radiation Is an RF signal, wherein     weist: said coded value
is stored as a plurality of binary     eine Einheit (12), die von einer zu
identifi- bits, and wherein said causing an Indication step  zierenden
Person mitgefflhrt wird, wobei die Emn- includes the steps of causing the
bits of a said   helt eine Vorrichtung (32) zur Speicherung eines stored
coded value to besequentially presented   15  vordefinierten codierten
Werts aufweist, eine in response to said RF signal detection, and con-
Vorrichtung (30) zum Andern von zumindest ei- trolling the absorption state
of a tuned circuit in  nem vordefiniertem Teil des codierten Werts in
response to the presented bit of said coded value.  vordefinierten
Zeitintervallen entsprechend el- nem vordefinlerten Aigorkthmus, wobei der
Algo- 38. A method as claimed in claim 36, wherein the   20  rithmus
dergestalt Ist, daB der Wert des vordefi- transmitted radiation is an RF
signal, wherein     nierten Antells des gespeicherten codierten said coded
value Is stored as a plurality of binary  Werts zu Irgendeiner gegebenen
Zeit nicht vor- bits, and wherein said causing an indication step
hersagbar ist, eine Vorrichtung (28, 66, 74) zur includes the steps of
causing the bits of said stor-  Erzeugung eines Ausidsesignals, und eine
auf ed coded value to be sequentially presented in re-  25  das
Ausisesignal reagierende Vorrichtung (30) sponse to said RF signal
detection, and control-   zum Veranlassen des Anzeigens des momenta- ling
the output from a transmitter in the unit in re-  nen gespeicherten
codierten Werts, der automa- sponse to the presented bit of the coded
value.   tisch in einer vordefinierten Sequenz erzeugt wird, und eine
Station (10), welche eine Vorrich- 39. A method as claimed in claim 36,
wherein the   3o  tung (48) aufweist, die automatisch auf die er-
transmitted radiation is an ultrasonic signal,
zsugtecodierteWertesequenzreagiert,zurlden- wherein said coded value is
stored as a plurality  tifizierung der Person, die die EinheKt miffflhrt,
of binary bits, and wherein said causing an indi-        dadurch
gekennzeichnet, cation step includes the steps of causing the bits      daB
die Einheit einen Tastenblock (36) um- of said stored coded value to be
sequentially pre-  35  fait und die Vorrichtung zur Erzeugung des Aus-
sented in response to said ultrasonic signal de-   losesignals eine
Vonichtung umfalt, die auf eine tection, and controlling the output from a
trans-  vordefinierte Blocktastatur-Eingabesequenz zur mitter in the unit
In response to the presented bit  Erzeugung des Auslosesignals reagiert. of
the coded value. 40  2. System nach Anspruch 1, bei dem die Blocktasta- 40.
A method as claimed in any one of claims 38 to    tur-Eingabesequenz einen
eindeutigen codierten 39, wherein the identifying step Includes the
Eingabewert darstelit. steps of providing a current coded value for each
person on the system, detecting and storing the  3. System nach Anspruch 2,
bei dem die vordefi- current coded value indications produced by the   45
nierte Blocktastatur-Eingabesequenz eine Per- unit, comparing the stored
current value indica-   sonenkennziffer (PIN) umfa~t. tions against each
provided current coded value, and identifying the person in response to a
match  4. System nach Anspruch 3, welches eine Vorrich- between a provided
current coded value fora per-  tung (30, 34) zur Speicherung der Personen-
son and the stored current value indication.  50   kennziffer fur eine
vordefinlerte Zeitspanne um- falt, wobei die Personenkennziffer am Ende der
41. A method as claimed in any one of claims 35 to    Zeitspanne aus der
Einheit entfernt wird. 39, wherein the system controls access to or through
a checkpoint; and including the step of  5. System nach irgendeinem der
vorhergehenden permitting the person access In response to the  55
AnsprOche, be! dem die Station eine Vorrichtung identification.
(14,62, 70) zur Obertragung eines Barkensignals umfaft, und bei dem die
Vorrchtung zur Erzeu- 42. A method as claimed in any one of claims 36 to
gung des Auslosesignals eine Vorrichtung (28, 12    23                  EP
0 497 889 B1                24        i   L!hI1 IIINl I1ilI B I! 66, 72)
zur Erkennung des Barkensignals um-        Obereinstimmung zwischen einem
fur sine Per- fai~t.                                             son
erzeugtbn momentanen codierten Wert und 



der gespeicherten Anzeige des momentanen 6. System nach Anspruch 5, bei dem
die Vorrich-       Werts reagiert, um die Person zu identifizieren. tung
zur Obertragung sine Radiofrequenz-Si-   5 gnalquelle (14, 62) ist und be!
dem die Vorrich-  12. System nach irgendeinem der vorhergehenden tung zur
Erkennung aufdas Radiofrequenzsignal     AnsprOche, bei dem das System
Zugang zu ei- reagiert.                                         nem oder
durch einen Kontrollpunkt kontrolliert und eine Vonrichtung (52) umfaSt,
die auf die 7. System nach Anspruch 6, be! dern die Radiofre-  10
Identifizierung der Person reagiert, um den Zu- quenz-Signalquelle auf
einer vordefinierten Fre-  gang durch den Kontrollpunkt zu gestatten.
quenzsendetund be! demVorrichtung zur Erken- nung einen abgestimmten
Schaltkreis (22) um-   13. System nach irgendeinem der vorhergehenden fa~t,
der Energie be! der vordefinierten Frequenz  AnsprOche, be! dem das System
den Aufenthalts- absorbiert.                               15      ort der
Person in einer Anlage verfolgt und sine Vieizahl von Vorrichtungen umfaIt
die auf er- 8. System nach Anspruch 7, bei dem der codierte       zeugte
codierte Werte reagieren und selektiv in Wert als sine Viizahl von binaren
Bits gespei-   derAnlage plaziert sind. chert wird, bel dem Vorrichtung
zurn Veranlassen einerAnzeige sine auf die Enerkennung des Ra-  20  14.
System nach Irgendeinem der vorhergehenden diofrequenzsignals reagierende
Vorrichtung urn-   Anspruche,  bel dem   die  Einheit sine fa~t, um die
Bits des gespeicherten codierten     ZeitmeBeinrichtung (34) umfalt, deren
Wert sich Werts sequentiell anzeigen zu lassen, und sine    zumindest in
den vordefinierten Zeitintervallen Vorrichtung umfait, die auf die
angezeigten Bits  andert, wobel der Algorithmus den Wert der des codierten
Werts reagiert, urn den Absorpti-  25  Zeitmegeinrichtung und
zumindesteinen Teil des onezustand des abgestimmten Schaltkrelses zu
momentanen gespeicherten codierten Werts steuern.
verwendet, urn einen neuen, nicht vorhersagba- ren gespeicherten codierten
Wert zu erzeugen. 9. System nach Anspruch 6, bei dern die Elnhelt ei- ne
Obertragungsvorrichtung (60) umfaSt, der co-  3o  15.
Personenidentifikationssystem, welches auf- dierte Wert als sine Vidizahl
von bingren Bits ge-  weist: speichert wird und bei dern die Vorrichtung
zum         sine Einheit(12), die von derzu identifizie- Veranlassen elner
Anzeige sine Vorrichtung um-    renden Person mitgefuhrt wird, wobei die
Einheit falt, die auf die Erkennung des Radiofrequenz-    sine Vorrichtung
(32) zur Speicherung sines vor- signals reaglert, um die Bits des
gespeicherten   35  definierten codierten Werts aufweist, sine Vor-
codierten Werts sequentiell anzeigen zu lassen,   richtung (30) zum
Verandern von zurnindest el- und eine Vorrichtung, die auf die angezeigten
nem vordefinlerten Tell des codlerten Werts in Bits des codierten Werts
reaglert, umr das Aus-   vordefinierten Zeitintervallen entsprechend ei-
gangssignal der Obertragungseinrichtung zu        nern vordefinlerten
Algorithmus, wobei der Aigo- steuern.                                  40
rithmus dergestalt ist, daM der Wert des vordefi- nierten Anteils des
gespeicherten codlerten 10. System nach Anspruch 5, bel dem die Vorrich-
Werts zu irgendeiner gegebenen Zeit nicht vor- tung zur Obertragung sine
Ultraschall-Signal-     hersagbar ist, sine Vorrichtung (28, 66, 74) zur
quelle (70) ist und be! dem die Vorrichtung zur Er-  Erzeugung sines
Auslosesignals, und sine Vor- kennung in der Einheit auf das
Ultraschallsignal  45  richtung (30), die auf das Auslosesignal reagiert,
reagiert.                                         urn sine Anzeige des
momentanen gespeicher- ten codierten Werts zu veranlassen, derautoma- 11.
System nach irgendeinern der vorhergehenden       tisch in einer
vordefinierten Sequenz erzeugt Ansprulche, bei dem die Vorrichtung zur
Identifi-  wird, und sine Vorrichtung (48), die automatisch zierung sine
Vonichtung (50j urnfa~t, die einen   5o  auf die erzeugts
codierteWertesequenzreagiert, momentanen codierten Wert fr jede Person auf
urn die Person, die die Einheit miffulhrt, zu iden- dern System erzeugt,
sine Vorrichtung (46), um    tifizieren, die von der Einheit erzeugte
Anzeige des mo-            dadurch gekennzeichnet, mentanen codierten Werts
zu erkennen und zu             dal sis sine Vorrichtung (14, 62, 70) um-
speichern, sine Vorrichtung (48), urn die Anzeige  5s  fa1t, um sine
vordefinierte Strahlung zu Obertra- des gespeicherten momentanen Werts
mitjedem       gen, und daS die Vorrichtung zur Erzeugung des erzeugten
momentanen codierten Wert zu ver-       Ausl6sesignals auf die
vordefinierts Strahlung gleichen, und sine Vorrichtung (52), die auf sine
reagiert, um das Auslosesignal zu erzeugen. 13    25                  EP 0
497 889 B1                 26   | 1||1||1111111 11111 11111 111 Jil *   C
L   N   S   * 16. System nach Anspruch 15, be! dem die Vorrich-      Werts
reagiert, um die Person zu identifizieren. 



tung zur Obertragung eine Radiofrequenz-Si- gnalquelle (14, 82) ist und be!
dem die Vorrich-  22. System nach Irgendelnem der AnsprOche 15 bis tung zur
Erkennung aufdas Radiofrequenzsignal      21, wobel das System Zugang zu
einem oder reagiert.                                  5       durch einen
Kontrollpunkt kontrolliert und sine Vorrichtung (52) einschiielt, die auf
die Identifi- 17. System nach Anspruch 16, be! dem die Radiofre-    kation
der Person reagiert, um Zugang durch den quenz-Signalquelle auf einer
vordefinierten Fre-   Kontrollpunkt zu gestattn. quenz sendet und bei der
die Vorrichtung zur Er- kennung einen abgestimmten Schaltkreis (22)  10
23. System nach irgendeinem der Ansprfuche 15 bis umfaft, der Energie bei
der vordefinierten Fre-    22, wobel das System den Aufenthaltsort der
quenz absorbiert.                                  Person in
einerAnlageverfolgt, und eineVieizahl von Einrichtungen umfaBt, die auf
erzeugtb co- 18. System nach Anspruch 17, bel dem der codierte     dierte
Wertb reagieren, und in derAnlage plaziert Wert als eine Vieizahl von
biniren Bits gespei-  15  sind. chert wird und bei dem die Vorrichtung zum
Ver- anlassen einerAnzeige eine Vorrichtung umfalt,  24. System nach
Irgendeinem der AnsprOche 15 bis die auf die Erkennung des
Radiofrequenzsignals     23, bel dem die Einheit elne Zeitmeleinrichtung
reagiert, um die sequentielle Anzeige der Bits     (34) umfa~t, deren Wert
sich zumindest in den des gespeicherten codilerten Werts zu veranlas-  20
vordefinierten Zeitintervallen indert, wobel der K>      sen, und eine
Vorrichtung, die auf die angezeig-    Algorithmus den Wert der
Zeltmeieinrichtung ten Bits des codierten Werts reagiert, um den Ab-  und
zurnindest einen Teil des momentanen ge- sorptionsstatus des
abgestimmtenSchaltkreises      spelcherten codierten Werts verwendet, um
ei- zu stbuern.                                        non neuen, nicht
vorhersagbaren gespeicharten 25      codierten Wert zu erzeugen. 19. System
nachAnspruch 18, beldeam die Einheitei- ne Obertragungsvorrichtung (60)
umfagt, bei     25. System nach Anspruch 15, bel dem die Vonich- dem
dercodlerte Wert als eine Vielzahl von bini-   tung zurErzeugung
desAuslosesignals eineVor- ren Bits gespeichert wird, und be! dem die Vor-
richtung (36) umfallt, um autornatisch in be- richtung zurn Veranlassen
einer Anzeige aine   9o  stimrnten Zeltabstinden Auslosesignale zu er-
Vorrichtung umfait, die auf die Erkennung des      zeugen.
Radiofrequenzsignals reagiert, um die sequen- tielle Anzeige der Bits des
gespeicherten codier-  26. System nach Anspruch 15, das eine Vorrichtung
ten Warts zu veranlassen, und aine Vorrichtung,    urrfafit, um die
Vorrichtung zurn Veranlassen des die auf die angezeigten Bits des codierten
Werts  35  Erzeugens ainer Anzeige und die Funktion zur reagiart, um das
Ausgangssignal der Obertra-       Identifizierung zu synchronisieren.
gungsvorrichtung zu steuern. 27. Verfahren zur Identifizierung ainer
Person, wel- 20. System nach Anspruch 15, bei dem die Vorrich-      ches
folgende Schritte umfalt: Speichern aines tung zur Obertragung eine
Ultraschall-Signal-  40  vordefinierten codierten Warts in einer Einheit
quelle (70) ist, und bei dem die Vorrichtung zur   (12), die von der Person
mitgefuhrt wird, Veran- Erkannung in der Einheit auf das Ultraschallsi-
dernvonzumindesteinemvordefinierten Teil des gnal reagiert.
codierten Warts in vordefinlarten Zeltintervallen in Obereinstimmung mit
einem vordefinierten Al- 21. System nach irgendeinem der AnsprOche 15 bis
45   gorithmus, wobei der Algorithmus dergestalt ist, 20, bei dem die
Vorrichtung zur IdentifiziArung el-  dall der Wert des vordefiniertan
Anteils des ge- ne Vorrichtung 50, einschlielt, die lnen momen-
speicherten Warts zu irgendeiner gegebanen tanen codierten Wert furjede
Person auf dem Sy-    Zeit nicht vorhersagbar it, Erzeugen aines Aus- stem
erzeugt, sine Vorrichtung (44, 46), um die    losesignals In der Einhelt
und Veranlassen einer von der Einhelt erzeugte Anzeige des momenta-  so
Anzeige des momentanen gespeicherten codier- nan codierten Warts zu
erkennen und zu spel-       ten Warts, die in Reaktion auf das
Auslosesignal chern, aine Vorrichtung (48), um die gespeicher-
autornatisch erzeugt warden soil, und an einer te Anzeige des momentanen
Warts mitjedem er-       Station (10), wo die Person identifiziert warden
zeugten momentanen codierten Wert zu vergiei-      soil, Erkennen einer
Anzeige des erzeugten co- chen, und aine Vorrichtung (52), die auf amne  55
dierten Werts und automatisches Identifizieren Obereinstimmung zwischen
elnem fOr aine Per-       der Person, die die Einheit mitfihrt, in Reaktion
son erzeugtbn momentanen codierten Wert und        auf den erkanntbn
arzeugtbn codierten Wert, da- der gespeicharten Anzeige des momentanen
durch gekennzeichnet, dal& das Auslosesignal in 14    27
EP 0 497 889 B1                2E   *   c   L  M   S  s Reaktlion auf eine
vordefinierte Bedienungsfolge  33. Verfahren nach Anspruch 30, bei dem die
iiber- 



eines Tastenblocks (36) auf der Elnheit erzeugt   tragene Strahlung ein
Ultraschallsignal lst, be! wird.
dem der codierte Wert als esine Vielzahl von bini- ron Bits
gespelchertwird, und bei dem derSchritt 28. Verfahren nach Anspruch 27, bei
dem das Sy-   5   des Veranlassens einerAnzeige folgende Schrit- stemn
Zugang zu einem odor durch einen Kontroll-  te einschlieft Veranlassen des
sequentiellen An- punkt steuert und den Schritt einschiloit, in Re-
zeigens der Bits des gespeicherten codierten aktion auf die Identiflzierung
der Person den Zu-  Werts in Reaktion auf die Erkennung des Ultra- gang zu
gestatten.                                schallsignals, und Steuern des
Ausgangssignals 10      eines Senders in der Einheit in Reaktion auf das
29. Verfahren nach Anspruch 27 odor 28, bel dem       angezeigte Bit des
codierten Werts. der Identifizierungsschritt folgende Schritte ein-
schlieSt: Erzeugen eines momentanen codierten  34. Verfahren nach
irgendeinem der AnsprOche 27 Werts far Jede Person auf dem System, Spel-
bis 33, bei dem die Einheit einen Tastenblock mit chern der Anzeigen der
momentanen codierten   15  ausgewlhiten Zeichen umfalt, die die Person
Werte, die von der Einheit erzeugt werden, Ver-   dazu verwenden kann,
einen eindoutigen Perso- gleichen der gespeicherten Anzeigen der mo-
nenkennzifferncode einzugeben, und bei dem mentanen Werte mit jedem
erzeugten momenta-       der Schritt des Veranderns die eingegebene Per-
non codierten Wert, und Identifizieren der Per-   sonenkennziffer dazu
verwendet, den nicht vor- son in Reaktion auf eine Obereinstimmung zwi-  20
hersagbaren, momentanen gespelcherten co- schen einem erzeugten momentanen
codlerten        dierten Wert zu erzeugen. Wert f Or eine Person und der
gespeicherten An- zeige des momentanen Werts.                    35.
Verfahren nach irgendeinem der AnsprOche 27 bis 34, bel dem ein
vordefinierter Teil des gespel- 30. Verfahren nach Anspruch 27, 28 oder 29,
wel-  25  cherten codierten Werts sin offentlicher Identifi- ches folgende
Schritte einschlieSt: Obertragen    kationscode fOr die Person ist, der
durch den einervordefinlerten Strahlung, Erkennen dervor-    Schritt des
Verinderns nicht verindert wird, und definierten Strahlung in
derEinheitundVeranlas-    bei dem der Schritt des Identifizierens folgende
sen der automatischen Erzeugung der Anzeige       Schritte einschlieft
Llefern des momentanen, des gespeicherten momentanen codierten Werts  30
nichtvorhersagbaren CodesfOrdie Person In Re- in Reaktion auf die Erkennung
dervordefinierten   aktion auf den erzeugten Offentlichen Identifiika-
Strahlung.                                        tionscode, Verglelchen
des gelieferten nicht vor- hersagbaren Codes mitdem erzeugten nicht vor-
31. Verfahren nach Anspruch 30, bei dem die Ober-     hersagbaren Code, und
sowohl Identfizieren als tragene Strahlung ein Radiofrequenzsignal ist,  35
auch Verifizieren der Person in Reaktion aufeine wobel der codierte Wert
als eine Vieizahl von bi-  Obereinstimmung zwischen den zwei nicht vor-
naren Bits gespeichert wird, und wobei der        hersagbaren Codes.
Schritt des Veranlassens einer Anzelge folgende Schritte einschlielet
Veranlassen des sequentiel-  36. Verfahren zur Identifizierung einer
Person, wel- len Anzeigens der Bits eines gespeicherten oo-  4o  ches
foigende Schritte umfaft Speichern eines dierten Werts In Reaktion auf die
Erkennung des   vordefinlerten codierten Werts in einer Einheit
Radiofrequenzsignals und Steuern des Absorpti-    (12), die von einer
Person mitgefuhrtwird, Veran- onsstatus eines abgestimmten Schaltkrelses in
dern von zumindesteinem vordefinierten Teil des Reaition auf das angezeigte
Bit des codierten     codierten Werts in vordefinierten Zeitintervallen
Werts.                                    45      in Oberoinstimmung mit
einem vordefinierten Al- gorithmus, wobei der Aigorithmus dergestalt ist,
32. Verfahren nach Anspruch 30, bei dem die aiber-    daS der Wert des
vordefinierten Anteils des go- tragene Strahlung ein Radiofrequenzsignal
ist,    speicherten codierten Werts zu irgendeiner be- bel dem der codierte
Wert als eine VIetzahl von   liebigen Zelt nicht vorhersagbar ist,
Veranlassen biniren Bits gespelchert wird, und be! dem der  6o  einer
Anzeige des momentanen gespeicherten Schritt des Veranlassens des Anzeigens
folgen-    Werts, die automatisch in einer vordefinierten de Schritte
einschlieflt Veranlassen des sequen-  Sequenz zu erzeugen bst, und
automatisches tiellen Anzeigens der Bits des gespelcherten co-
Identifizieren der Person, die die Einheit mit sich dierten Werts in
Reaktion auf die Erkennung des   fuhrt, in Reaktion auf die erzeugte
Sequenz co- Radiofrequenzsignals, und Kontrollieren des  6s   dierterWerte,
dadurch gekennzeichnet, dag eine Ausgangssignals sines Senders In der
Einheit In   vordefinierte Strahlung ubertragen wird, die vor- Reaktion auf
des angeezeigtb Bit des codlerten    definlerte Strahlung in der Einheit
(12) erkannt Werts.                                            wird und die
Anzeige des momentanen gespel-    29                  EP 0 497 889 B1
30    I I! 11L   li    ii II IlI! cherten Warts veranlalt, die automatisch
In Re-   oder durch elnen Kontrollpunkt kontrolliert und aktion auf das
Erkennen der vordefinierten        den Schritt einschlielt, der Person in
Reaktion 



Strahlung erzeugt wird.                           auf die Identifizierung
den Zugang zu gestatten. 37. Verfahren nach Anspruch 36, beli dem die Ober-
5   42. Verfahren nach irgendeinem der Anspriiche 36 tragene Strahlung ein
Radiofrequenzsignal lst,    bis 41, bei dem das System den Aufenthaltsort
bel dom der codlerte Wart als sine Vieizahl von   der Person in einer
Anlage verfolgt und des fol- biniren Bits gespeichert wird, und bel dem der
gende Schritte einschlieft: [ibertragen von einer Schritt des Veranlassens
einer Anzeige folgende   Vielzahl von ausgewihiten Stellen in der Anlage
Schritte einschlleft: Veranlassen des sequentiel-  1o  aus und Erkennen der
erzeugten Anzeige an je- len Anzeigens der Bits slnes gespeicherten co-
der der ausgewihiten Stellen. dierten Werts In Reaktion auf die Erkennung
des Radiofrequenzslgnals, und Kontrollieren desAb- sorptionsstatus sines
abgestimmten Schaltkrei-  Revendicatlons ses in Reaktion auf das angezelgte
Bit des co-  i5 dierten Werts.                                 1. Systeme
d'identification personnel comprenant: une unite (12) destinee A atre
portee parune per- 38. Verfahren nach Anspruch 38, bei dem die Ober-
sonne a identifier, ladite unite contenant un tragene Strahlung ein
Radiofrequenzsignal ist,    moyen (32) pourstocker une valeur codie prdd6-
bel dem der codierte Wert ala sine Vielzahl von   20  terminee, un moyen
(30) pour modifier au moins binaren Bits gespeichert wird und bel dem der
une partle predeterminee de la valeur codee, a Schritt des Veranlassens
einerAnzeige folgende    des intervalies de temps predetermines, en fonc-
Schritte einschlieft Veranlassen der sequentie-   tion d'un algorithms
predetermnine, I'algorlthme len Anzeige der Bits des gespeicherten
codierten  6tant tel que la valeur de laditb partbe preditermi- Werts in
Reaktlon auf die Erkennung des Radio-  25  nee de la valeur codee stockee A
tout instant don- frequenzsignals und Steuern des Ausgangssl-        ne
nWest pas previsible, un moyen (28, 68, 74) gnals sines Senders in der
Einheit in Reaktion auf  pour produire un signal de declenchement, et un
des angezeigte Bit des codierten Wers.            moyen (30) sensible audit
signal de declenche- ment pour amener une indication de la valour co- 39.
Verfahren nach Anspruch 38, bel dem die Ober-  3o  dee stockee en cours A
etre produite automati- tragene Strahlung sin Ultreaschallsignal lst, bel
quement solon une sequence predtebrminee; et dom der codiertb Wert als sine
Visizahl von bina-  un posts (10) comportant un moyen (48) sensible ron
Bits gespeichert lst, und bei dem der Schritt  automatiquement A la
sequenoe de la valour co- des Veranlassens einer Anzeige folgende Schrit-
dee produite, pour identifier la personne qui est to einschilel~t:
Veranlassen dersequentiellen An-  35  destinie A porter l'unite, zeige der
Bits des gespeicherten codierten              caracterlse en co quo Werts
In Reaktion auf die Erkennung des Ultra-         ladite uniti comports un
bloc de touches schallsignals und Steuern des Ausgangssignals     (38), et
ledit moyen de production de signal de db- sines Senders in der Einheit in
Reaktion auf das  clenchement comportant un moyen sensible a angezeigte Bit
des codierten Werts.       40      une sequence predeterminee d'entree do
blocde touches, pour generer le signal de declenche- 40. Verfahren nach
irgendeinem der Ansprfiche 36      ment. bis 39, bei dem derSchritt des
Identifizlerens fol- gende Schritte oinschlielt: Liofern eines momen-  2.
Systeme selon la revendication 1, dans lequel la- tanen codierten Worts fOr
jode Person auf dem   45  dite sequence d'entree de bloc de touches est
System, Erkennen und Speichern der Anzelgen       une entree codee unique.
des momentanen codierten Werts, die von der Einheit erzeugt werden,
Vergleichen der gespel-  3. Systeme solon la revendication 2, dans lequel
la- cherten Anzeigen des momentanen Werts mitje-      dite squence
prediterminee d'entree de bloc de dom gelieferten momentanen codierten
Wert,  5o    touches comprend un PIN (numero d'identifica- Identifizieren
der Person In Reaktion auf eine    tion personnel). Obereinstimmung
zwischen elnem gelieferten momentenen codlerten Wert frir sine Person und
4. Systeme solon la revendication 3, comportant un der gespeicherten
Anzeige des momentanen          moyen (30, 34) pour stocker ledit PIN
pendant Werts.                                    ss       une duree
predtebrminee, le PIN etant supprime de l'uniti A Is fin de ladite duree.
41. Verfahren nach irgendoinem der AnsprOche 35 bis 39, bel dom des System
don Zugang zu einem  5. Systeme solon l'une quelconque des revendica-    31
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pr6cidentes, dans lequel ledit posts        sonne ot une indication de
valour en cours comporte un moyen (14,62,70) pourtransmettre      stock6e
pour identifier la personne. une balise, et dans loquel ledit moyen de
produo- tion de signal de didenchement comports un     12. Systeme seion
l'une quelconque des revendica- 



moyen (28, 66, 72) pour d6tecter ladite balise.    5  tions precedentes,
dans lequel le systeme commando lacces A un point de controle ou par 6.
Systeme salon la revendication 5, dans lequel le-  Ilintermediaire de
celul-ci; et comporto un moyen dit moyen de transmission eat une source de
si-   (52) sensible a l'identifhcation de la personne gnaux RF (14,62), et
dans lequel le moyen de de-  pour permettre l'acces par l'intbrm6diaire du
tection ost sensible au signal RF.        10      point de controls. 7.
Systeme solon la revendication 6, dans lequel la-  13. Systeme solon lNune
quelconque des revendica- dite source de signaux RiF transmet A une fre-
tions pr6c6dentes, dans lequel le systeme suit quence pred6termln6e, et
dans loquel ledit      l'emplacement de la personne dans une Installa-
moyen de d6tection comport. un circuit accord6   15  tion, et comporte une
pluralite de moyens sonsi- (22) qui absorbs de l'6nergie A ladite frequence
bles A la valeuroodie produite, situesde maniere pred~terminea.
s6lective au niveau de l'installatlon. 8. Systeme selon la revendication 7,
dans foquel la-  14. Systeme solon l'une quelconque des revendica-
ditsvaleurcod~e eststock~e sous la forme d'une   20  tlons precedentes,
dans loquel ladite unite pluralite de bits binaires, et dans loquel ledit
contient un moyen (34) formant horloge, dont la moyen d'amenee de l
indicatlon comporte un        valeur vare au moins pendant lesdits
intervalles moyen sensible A la d~tection du signal RF pour   de temps
predetermines, ledit algorithms utili- amener les bits de ladits valour
codes stockee a  sant ladite valeur d'horloge et au moins une par- etre
presentes de manilre sequentielle, et un   25  tie de la valeur code.
stockee en cours, pour ge- moyen sensible aux bits presentes de ladite va-
nererune nouvelle valour codbe stockee non pre- leur codie pour commander
l'etat d'absorption     visible. dudit circuit accorde. 15. Systeme
d'identification personnel comprenant: 9. Systeme solon Is revendication 6,
dans lequel la-  3o   une unite (12) destineea A tre portee par dite unite
comporte un moyen de transmission      une personne A identifier, ladite
unite contenant (60), dans lequel ladite valour codes est stockee  un moyen
(32) pourstockerunevaleurcodee pre- sous la forms d'une pluralite de bits
binaires, et  determinee, un moyen (30) pour faire varier au dans lequel
ledit moyen d'amenee de l'indicatlon  moins une partie predhterminAe de Ia
valeur co- comporto un moyen sensible A ladite d~tection du   35  dee a des
intervalles de temps predtebrmines en signal RF pour amener les bits de
ladite valeur   fonction d'un algorithme predetermine, I'algo- codee
stock6e a Atre presentes de manlere se-     rithme etant tel que la valeur
de ladite partie pre- quentlelle, et un moyen sensible aux bits presen-
d~termin~e de la valour cod~e stockee a tout ins- tes de la valeur codfe
pour commander la sortie  tant donne nWest pas prhvisible, un moyen (28,66,
i>      dudit moyen de transmission.              40      74) pour produire
un signal de declenchement, et un moyen (30) sensible audit signal de
declen- 10. Systeme solon la revendication 5, dans lequel le-  chement pour
amener une indication de la valour dit moyen de transmission est une source
(70) de  codde stockee en coursa A tre produite automa- signaux
ultrasonores, etdans lequel le moyen de  tiquementselon une shquence
prhdhterminhe; et dbtection dans l'unite, estsensible audit signal ul-  45
un moyen (48) sensible automatiquement A la se- trasonore.
quence de la valeur codee produite pour identi- fier la personne qui est
destin~e A porter l'uniKt, 11. Systeme solon lNune quelconque des
revendica-         caracterls6 par tions precadentbs, dans lequel le moyen
d'Iden-        un moyen (14,62,70) pourtransmettre un tification comporto
un moyen (50) fournissant  60  rayonnement pred~termine, et en ce quo ledit
unevaleurcod~e en cours pourchaque personne       moyen de production de
signal de declenche- dana le systeme, un moyen (46) pour detecter et   ment
est sensible audit rayonnement predtebrmi- stocker lindication de la valeur
codee en cours   ne pour generer le signal de declenchement. produibt par
l'unit6, un moyen (48) pour comparer l'lndication de la valour en cours
stockee avec  uu  16. Systeme solon la revendication 15, dans lequel chaque
valour codee en cours fournie, et un      ledit moyen de transmission est
une source (14, moyen (52) sensible A une correspondance entre    62) de
signaux RF, et dans lequel le moyen de dA- une valeur codee en cours
fournle pour une per-   tection eat sensible au signal RF. 17    33
EP 0 497 889 B1                 34   l               S IL 17. Systeme selon
la revendication 16, dane lequel  23. Systeme selon l'une quelconque des
revendica- ladite source de signaux RF transmet A une fr6-   tions 15 A 22,
dans lequel le systeme suit l'empla- quence pred~terminee, et dans lequel
ledit        cement de la personne dans une installation, et moyen de
detection comporte un circuit accorde    comport. une pluralite de moyens
sensibles A la (22) qui absorbe de l'energie a ladite frequence   s  valeur
codes produito, situes de maniere selecti- predtermin6e.
ve au niveau de l'installation. 



18. Systeme solon la revendication 17, dans lequel  24. Systeme solon l'une
quelconque des revendlca- ladite valeur codee est stockee sous la forms
tions 15 A 23, dans lequel ladite unit contient un d'une pluralite de bits
binaires, et dana lequel le-  10  moyen (34) formant horloge, dont la
valeur varie dit moyen d'amen6e d'une indication comport.      au moins
pendant lesdits intervelles de temps un moyen sensible a la d~tection du
signal RF     prhdhterminas, ledit algorithme utilisant ladite va- pour
amener les bits de ladite valeur cod6e      leur d'horloge et au moins une
partie de la valour stockee A Atre presentes de maniere sequentlel-   codea
stockee en cours pour genrer une nouvel- le, et un moyen sensible aux bits
presentes de la-  15  Is valour codee stockes non previsible. dito valour
codes pour commander l'etatd'absor- ption dudit circuit accorde.
2. Systeme solon la revendication 15, dans lequel ledit moyen de production
de signal de declon- 19. Systeme solon la revendication 18, dans lequel
chement comport. un moyen (36) pour generer laditb unite comport. un moyen
de transmission   20  automatiquementdes signauxdedeclenchement (60), dana
lequel ladite valeur codee est stockee  A des Intervalles de temps
selectionnes. sous la forme d'une pluralite de bits binaires, et dans
lequel ledit moyen d'amenee d'une Indica-  26. Systeme solon la
revendication 15, comportant tion comport. un moyen sensible a ladite
detec-   un moyen pour synchroniser ledit moyen d'ame- tion du signal RF
pour amener les bits de ladite  25  nee d'une indication A etre produibt et
ledit valeur codee stockee A etre presentes de manie-   moyen
d'identification. re sequentielle, et un moyon sensible aux bits presentes
de la valeur codee pour commander la  27. Procede pour identifier une
personne compre- sortie dudit moyen de transmission.               nant les
etapes suivantbs: stockage d'une valeur 90     codee predeterminee au
niveau d'une unite (12) 20. Systeme solon la revendication 15, dans lequel
portee par la personne, modification d'au moins ledit moyen de transmission
est une source (70)   une partie prid~termln~e de la valour codee A de
signaux ultrasonores, et dana loquel le moyen  des intervalles de temps
predetbrmines en fono- de d~tection dons l'unit otsensible audit signal
tion d'un algorithme predhtermine, I'algorithme ultrasonore.
35      etant tel quo la valour de ladito partie preddtermi- n6ede la
valeur stockee A tout instantdonne n'est 21. Systbme solon l'une quelconque
des revendica-    pas previsible, production d'un signal de declen- tions
15 a 20, dans lequel le moyen d'identifica-  chement au niveau de l'unite
et amenee d'une in- tion comport. un moyen (50) fournissant une va-
dication de la valour codeo stockie en cours A leur codee en cours pour
chaque personne dans  40  ftre produibt automatiquement on reponse au si-
le systbme, un moyen (44, 46) pour ddtecter et    gnal de declenchement; et
au niveau d'un post. stocker l'indication de la valeur codee en cours  (10)
oO la personne doit etre Identifiee, detection produibt par l'unitb, un
moyen (48) pourcomparer  d'une indication de la valour codee produitb, et
l'indication de la valeur en cours stockee avec  identification de manibre
automatique de la per- chaque valeur codee en cours fournie, et un   45
sonne qul dolt porter l'unlte en reponse A la valeur moyen (52) sensible A
une correspondance entre    codAe prodult. detctie, caractersis on ce quo
une valeur codee en cours fournbe pour une per-   le signal de
declenchement est produit en repon- sonne of l'indication de valeur en
cours stockee  se A une saquencoe predetorminee d'operations pour
Identifier la personne.                      du bloc de touches (36) sur
laditb unite. 50 22. Systeme solon l'une quelconque des revendica-  28.
Procede solon la revendicatlon 27, dans lequel le tions 15 A 21, dans
lequel le systeme commando    systeme commande l'acces au point de controle
I'acces A un point de controle ou par l'intermediai-  ou par
l'inbermedialre de celul-ci; et comports re de celul-cl; et comport. un
moyen (52) sensi-  I'tape de possibilite d'acces de la personne en ble A
l'identification de la personne pour permet-  5  rdponse A
l'identification. tre l'acces par l'intbrmediaire du point de contrb- le.
29. Procede solon la revendication 27 ou 28, dans le- quol l'etape
d'ldentif lcation comportb les etapes 18    35                 EP 0 497 889
B1                 36   I IlIwII 111111111111111111111 * C   L  M  * S* de
fourniture d'une valeur codee en cours pour    bloc de touches avec des
caracteres selection- chaque personne dans le systeme, de stockage      nes
quo la personne pout utiliser pour coder en des indications de la valeur
codee on cours pro-  un code PIN unique, et dans loquel ladite etape duite
par I'unite, de comparaison des indications  de modification utilise le PIN
code pour generer de la valour on coura stockee avec chaque valeur   c  la
valour coddo stockee en oours non previsible. codea on cours produite, et
d'identification de la 



personne en reponse A une correspondance en-  35 Procedd selon l'une
quelconque des revendica- tre une valeur codeo en cours fournie pour une
tions 27 A 34, dans lequel une sous-serie prid6- personne et l'indication
de Ia valour en cours   tormineo do l valeur codde stockee est un code
stockee.                                  10     ID public pour la
personne, qui n'est pas modifi6 par ladite etape de modification; et dans
lequel 30. Procedd solon la revendication 27, 28 ou 29,     ladite tape
d'identification comports Is fournitu- comportant les etapes de
transmission d'un        re du code non previaible en cours pour la person-
rayonnement priddtermin6, de ditection dudit      no en reponse au code ID
public produit, la rayonnement preddtormine au nlveau de ladito  15
comparaison du code non prdvisible fourni avec unite et d'amenee de
l'indication de la valour co-  Is code non prdvisible produit, et A la fois
l'iden- dee stockee en cours A etre produltb automati-   tification et Is
verification de la personne en r6- quement on reponse A la detection du
rayonne-     ponse A une correspondance entre les deux co- ment
predetermine.                                des non privisibles. 20 \...
31. Procideselon la revendication 30, dans lequel le  36. Procddi pour
identifier une personne, compre- rayonnement transmis est un signal RF,
dans le-   nant les etapes sulvantos: stockage d'une valour quel ladite
valeur codeo oat stockee sous la for-  codea predetorminee dans une unitd
(12) desti- me d'une pluralite de bits binaires, et ladito Atape  nee A
etre portee parune personne; modification d'amenee d'une indication
comporte les etapea  25  d'au moins une partle predeterminee de la valour
d'amenee des bits de ladit valour codee stockee   codoe A des intrvalles de
temps predetermines A etre presentes de manibre sequentlelle en re-   on
fonction d'un algorithme preddtorminh, I'algo- ponse A ladito dteoction de
signal RF, ot de      rithmo ftant tel quo la valeur de ladite partie pr6-
commando de l'etat d'absorptIon d'un circuit so-  ddterminde de la valeur
codoe stockee A tout ins- corde en reponse au bit presente de ladite valeur
30  tant donne est non privislble; amenee d'une In- codee.
dicatbon de Is valeur codee stockee en cours A etre automatiquement
produibt solon une sa- 32. Procedd solon la revendication 30, dans loquel
le  quence preddtoeminee; et identification de ma- rayonnement transmis eat
un signal RF, dans le-   niere automatique de la personne qui dolt faire
quel ladite valour codeo est stockee sous la for-  35  varier l'unlt en
reponse A la sequence de la va- me d'une pluralite de bits binaires, et
dsns loquel  lour codee produibt, caractdrisi par la transmis- ladite etape
d'amenee d'une indication comport.   sion d'un rayonnerment predetermine,
la detec- les etapes d'amenee des bits de ladite valeur co-  tion dudit
rayonnement preddetrmine au niveau dee stockoe A etre presentes de maniere
sequen-   de laditb unite (12) et l'amenee de l'indication de i>
tielle en reponse A ladite ddtection du signal RF,  40  la valour coddo
stockee on cours A produire au- et de commando de Is sortle d'un emetteur
dans   tomatiquement en reponse a la detection du l'unite en reponse au bit
presente de la valour co-  rayonnement preddtormin6. dee. 37. Proocdd solon
la revendication 36, dans loquel le 33. Procedd solon la revendication 30,
dans lequel le  45  rayonnement transmis eat un signal RF, laditb va-
rayonnement transmis est un signal ultrasonore,   lour oodse etant stockoe
sous la forme d'une plu- dans lequel laditb valour codde eat stockoe sous
ralWtM de bits binaires, et ladite otape d'amenee is forms d'une pluralite
de bits binalres, et dans  d'une Indication comports les etapes d'amenee
lequel ladite etape d'amenee d'une indication     des
bitsdeladitevaleurooddestockdeA Otre pr6- comporte les etapes d'amenee des
bits de ladito  5o  sentos de maniere sequentlelle en reponse A la- valour
codee stockse A etre presentes de manIl-   dite ddtection de signal RF, et
de commando de re sdquentielle en reponse A ladite detoction du  l'etat
d'absorption d'un circuit accordd en repon- signal ultrasonore, et de
commando de la sortie   so au bit presente de laditb valour codee. d'un
emettbur dans l'unit6 en riponse au bit pre- sente de la valour codde.
55  38. Procedd solon la revendlcation 36, dans lequel Is rayonnement
transmis est un signal RF, dans le- 34. Procedd solon I'une quelconque des
revendica-    quel ladito valeur codoe eat stockee sous la for- tions 27 A
33, dans loquel ladite unit6 contient un  me d'une pluralite de bits
binaires, et dans lequel 19    37                 EP 0 497 889 B1
38  |      ||||| ||||  1|||| || HI ladite etape d'amense d'une indication
comport. les etapes d'amenee des bits de ladito valour co- dee stockee A
etre pr6sent6s de manibre se6quen- tielle on reponse A ladito d6tection du
signal RF, et de commands de la sortie d'un emsttour dane   6 I'unite en
reponse au bit presente de la valour Co- 



d6e. 39. Procede selon la revendication 36, dans loquel le rayonnement
transmis est un signal ultrasonore,  10 dans loquel ladite valeur codee est
stockee sous la form. d'une pluralite de bits binalres, et dans lequel
ladio etape d'amen6e d'une indication comporte les stapes d'amenee des bits
de ladito valour codes stockee A etre presentes de manie-  15 re
sequentielle en reponse a laditb d~tection du signal ultrasonore, et de
commando de la sortie d'un emetteur dans l'unite en reponse au bit pre-
sente de la valeur codoe. 20 v    40. Procid: selon l'une quelconque des
revendica- tions 36 A 39, dans lequel l'etape d'identificatlon comporte lea
Mtapes de fourniture d'une valour codee en cours pour chaque personne dans
le systeme, de d~tection et de stockage des Indica-  25 tions de Ia valour
codeo en cours produite par l'unite, de comparaison des Indications de la
va- leur en cours stockes avec chaque valeur codee en cours fournle, et
d'identiflcation de la person- ne on reponse A une correspondance entre une
3o valour codoe en cours fournie pour une personne et l'lndication de la
valour en cours stockee. 41. Procede selon l'une quelconque des revendica-
tions 35 A 39, dans lequel le systhme commando   35 I'acces A un point de
controlo ou par l'intrmeddai- re de colul-ci; ot comporte l'Mtape de
possibilite d'acces de la personne on reponse A 'identifica- tion. 40 42.
ProcodW selon l'une quelconque des revendica- tions 36 A 41, dans loquel le
systeme suit 'empla- cement de la personne au niveau d'une Installa- tion,
et comport. les etapes de transmission A une pluralte de postes
selectionnesa u niveau de   4s l'installation, et de dteoction de
l'indlcatlon pro- duite A chacun desdits emplacements selection- nes. 50 55
20    


