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DESCRIPTION
TITLE OF INVENTION: VEHICULAR COMMUNICATION DEVICE

CROSS REFERENCE TO RELATED APPLICATION

[0001]

The present application is based on Japanese Patent Application No.
2015-19511 filed on February 3, 2015, disclosure of which is incorporated

herein by reference.

TECHNICAL FIELD
[0002]
The present disclosure relates to a vehicular communication device

that determines anomaly of a narrow area communicator.

BACKGROUND ART

[0003]

Conventionally, there is known a technology that detects anomaly
occurring on a device used for vehicles. Patent Literature 1 discloses the
technology that uses a shock sensor included in an in-vehicle device to detect
anomaly occurring on the in-vehicle device, for example.

[0004]

Further, there is known a system in which a vehicular communication
device communicates with a communication device brought into the vehicle to

enable a driver of the vehicle to use various services (hereinafter referred to as
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interior communication services). There is available a service, as an example,
in which the vehicular communication device wirelessly connects with a
portable such as a smartphone brought into the vehicle and allows the portable
to display various types of information such as traffic information received from
outside the vehicle.

[0005]

There is also known a service that communicates with an IC card
storing a credit card number or comparable payment information to pay
charges, reads the payment information from the IC card at the toll station of a
toll road, and transmits the payment information to a roadside device or a
comparable communication device outside the vehicle. The in-vehicle device
includes a narrow area communicator to provide these interior communication

services.

PRIOR ART LITERATURES
PATENT LITERATURE
[0006]
[Patent Literature 1] JP2007-48302A

SUMMARY OF INVENTION
[0007]

The narrow area communicator performs wireless communication in
accordance with the Bluetooth (registered trademark) standard or the NFC
standard. A driver cannot receive the above-mentioned interior

communication service if the narrow area communicator is abnormal. It is
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therefore necessary to determine anomaly of the narrow area communicator.

10008]

The narrow area communicator may be determined to malfunction
when communication performance of the narrow area communicator degrades.
However, the communication environment of the narrow area communicator
dynamically changes because the vehicular communication device is used for a
vehicle acting as a mobile object. A noise to interfere with communication of
the narrow area communicator may be radiated to entire surroundings of the
vehicle. It has been therefore difficult to accurately determine an anomaly on
the narrow area communicator based only on the communication performance.

[0009]

It is an object of the present disclosure to provide a vehicular
communication device capable of accurately determining anomaly of a narrow
area communicator in consideration of the foregoing.

[0010]

A vehicular communication device in an aspect of the present
disclosure is used for a vehicle and comprises: a reception section that receives,
from a periphery vehicle equipped with a narrow area communicator for
performing vehicle interior communication, a communication performance
index representing performance of the narrow area communicator; a reference
value setup section that successively sets a reference value as a criterion for the
communication performance index, based on the communication performance
indexes received by the reception section from a plurality of the periphery
vehicles; an acquisition section that acquires the communication performance

index for a targeted narrow area communicator, the targeted narrow area
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communicator being the narrow area communicator that is targeted at anomaly
determination; and an anomaly determination section that determines anomaly
of the targeted narrow area communicator, based on comparison between the
reference value set by the reference value setup section and the
communication performance index acquired by the acquisition section for the
targeted narrow area communicator.

[0011] -

In the vehicular communication device, the reference value setup
section sets a reference value based on communication performance indexes
acquired from multiple periphery vehicles. The reference value therefore
varies with an influence of the communication environment when the
communication performance of a targeted narrow area communicator varies
with the influence of the communication environment.

[0012]

The anomaly determination on the targeted narrow area
communicator is performed based on comparison between the reference value
and the communication performance index for the targeted narrow area
communicator. It becomes therefore possible to accurately distinguish the two
cases from each other. One case is the case where the communication
performance index for the targeted narrow area communicator is abnormal due
to an anomaly of the targeted narrow area communicator. The other case is
the case where the targeted narrow area communicator is not abnormal but the
communication performance index for the targeted narrow area communicator
is abnormal due to the influence of the communication environment. It is

therefore possible to accurately determine whether the targeted narrow area
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communicator is abnormal.

BRIEF DESCRIPTION OF DRAWINGS

[0013]

The foregoing and other objects, features and advantages of the
present disclosure will become more apparent from the detailed description of
the preferred embodiments of the present disclosure given below with
reference to the accompanying drawings in which:

FIG. 1 is a diagram illustrating an overall configuration of a
communication system according to an embodiment;

FIG. 2 is a block diagram illustrating a configuration of an in-vehicle
device in FIG. 1;

FIG. 3 is a flowchart illustrating an information transmission process
performed by a controller in FIG. 2;

FIG. 4 is a flowchart illustrating an information reception process
performed by the controller in FIG. 2;

FIG. 5 is a flowchart illustrating an anomaly determination process
performed by the controller in FIG. 2; and

FIG. 6 is a flowchart illustrating a payment process performed by the

controller in FIG. 2.

EMBODIMENTS FOR CARRYING OUT INVENTION
[0014]
(Overall configuration of a communication system 1)

An embodiment will be described with reference to the accompanying



10

15

20

25

drawings. A communication system 1 as illustrated in FIG. 1 includes: an
in-vehicle device 3a used for a subject vehicle 2a; an in-vehicle device 3b used
for a periphery vehicle 2b located in the vicinity of the subject vehicle 2a; a
roadside device 4 installed at a roadside; and a center apparatus (hereinafter
referred to as a center) 5.

[0015]

The in-vehicle device 3a and the in-vehicle device 3b use the same
configuration according to the embodiment. The distinction between subject
vehicle 2a and the periphery vehicle 2b is therefore for convenience sake. Any
of the vehicles 2 can be the subject vehicle 2a. The periphery vehicle 2b is
assumed to be the vehicle 2 that exists in the vicinity of the subject vehicle 2a
and uses the in-vehicle device 3. In the description below, the nomenclature
of vehicle 2 is simply used when the subject vehicle 2a and the periphery
vehicle 2b are not distinguished. The nomenclature of in-vehicle device 3 is
simply used when the in-vehicle device 3a and the in-vehicle device 3b are not
distinguished. =~ The in-vehicle device 3 corresponds to a vehicular
communication device.

[0016]

The in-vehicle device 3a and the in-vehicle device 3b transmit and
receive information by using inter-vehicle communication, namely, wireless
communication without using a communication network. The inter-vehicle
communication covers a communication range of several hundreds of meters.
The in-vehicle device 3 and the roadside device 4 transmit and receive
information by using vehicle roadside communication, namely, wireless

communication without using a communication network. The in-vehicle
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device 3 and the center 5 perform wide area communication via a wide area
communication network 6.

[0017]

The roadside device 4 performs the vehicle roadside communication
with the in-vehicle device 3 to exchange information about service provision
when the in-vehicle device 3 is used for the vehicle 2 that is located in a wireless
communication area for the roadside device 4. The wireless communication
area for the roadside device 4 can be variously changed depending on service
types. The wireless communication area approximates to several tens to
hundreds of meters from the roadside device 4, for example.

[0018]

The center 5 is provided as a server and receives a notification that is
transmitted from the in-vehicle device 3 by using the wide area communication.
The notification includes anomaly notifications from a Bluetooth communicator
34 and an NFC communicator 35 (see FIG. 2) included in the in-vehicle device 3.
Bluetooth is a registered trademark.

[0019]

(Configuration of the in-vehicle device 3)

The configuration of the in-vehicle device 3 will be described. The
description below about FIGS. 2 through 6 explains the configuration of the
in-vehicle device 3a mounted on the subject vehicle 2a. As above, however,
the same configuration is used for the in-vehicle device 3a mounted on the
subject vehicle 2a and the in-vehicle device 3b mounted on the periphery
vehicle 2b.

[0020]
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The in-vehicle device 3a may be fixed to a member included in the
subject vehicle 2a by using a bolt or an adhesive so that the in-vehicle device 3a
can hardly be brought out of the subject vehicle 2a. Alternatively, the
in-vehicle device 3a may be fixed to a holder so that the in-vehicle device 3a
can be detached from the holder without using a tool. The in-vehicle device
3a is assumed to be normally mounted on the subject vehicle 2a at a dashboard
facing a windshield.

[0021]

As illustrated in FIG. 2, the in-vehicle device 3 includes a narrow area
communicator 31, a wide area communicator 32, a position detector 33, a
Bluetooth communicator 34, an NFC communicator 35, a storage unit 36, a
controller 37, and a notifier 38. The Bluetooth communicator 34 and the NFC
communicator 35 each provide a narrow area communicator.

[0022]

The narrow area communicator 31 can be also referred to as an
inter-vehicle communicator or a vehicle roadside communicator and
communicates with the outside of the subject vehicle 2a by using inter-vehicle
communication and vehicle roadside communication. The narrow area
communicator 31 covers a communication range comparable to a radius of
approximately several hundreds of meters. The narrow area communicator 31
communicates with the in-vehicle device 3b mounted on the periphery vehicle
2b and with the roadside device 4. The narrow area communicator 31 serves
as a receiver to receive communication performance indexes for the Bluetooth
communicator 34 and the NFC communicator 35 included in the in-vehicle

device 3b from the in-vehicle device 3b of the periphery vehicle 2b.
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[0023]

The vicinity according to the embodiment signifies the communication
range of the narrow area communicator 31. The narrow area communicator
31 modulates and demodulates a received signal and outputs demodulated
data to the controller 37. The narrow area communicator 31 modulates data
input from the controller 37, converts the data into an electromagnetic wave,
and transmits it.

[0024]

The wide area communicator 32 connects with the wide area
communication network 6 to communicate with the center 5 outside the subject
vehicle 2a, for example. The wide area communicator 32 demoduiates a
signal received via the wide area communication network 6 and outputs the
signal to the controller 37. The wide area communicator 32 modulates a
baseband signal input from the controller 37 and transmits the signal to the
center 5.

[0025]

The position detector 33 includes a GNSS receiver used for GNSS
(Global Navigation Satellite System) and successively detects a current position
of the subject vehicle 2a based on a positioning signal received from a
positioning satellite. The current position is represented in latitude, longitude,
and altitude. The position detector 33 detects the altitude and therefore also
provides a function as an altitude detector 33a. The position detector 33
successively (e.g., every 100 milliseconds) outputs the detected current
position to the controller 37.

[0026]
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The Bluetooth communicator 34 is compliant with the Bluetooth
communication standard. The Bluetooth communicator 34 therefore features
a communication frequency of 2.4 GHz band and a communication distance of
several to several tens of meters. The Bluetooth communicator 34 performs
vehicle interior communication with a display terminal 8 brought into a vehicle
compartment of the subject vehicle 2a.

[0027]

The controller 37 may supply information to be displayed on a display
8a included in the display terminal 8. In this case, the Bluetooth
communicator 34 modulates the information and transmits it to the Bluetooth
communicator 8b. The Bluetooth communicator 34 receives various
information transmitted from the Bluetooth communicator 8b while the
Bluetooth communicator 34 is connected to the Bluetooth communicator 8b
included in the display terminal 8. The display terminal 8 is available as a
smartphone, for example.

[0028]

While communicating with the Bluetooth communicator 8b, the
Bluetooth communicator 34 determines any one of an RSSI (Received Signal
Strength Indication), an average communication rate, a communication success
rate, and the number of received error frames as a BT communication
performance index. The BT communication performance index is
predetermined to represent which of these. The BT communication
performance index represents the same one for the different in-vehicle devices
3.

[0029]
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The RSSI is determined based on the electric power of a received
electromagnetic wave. The average communication rate is determined based
on the quantity of data received during a specified time. The communication
success rate is calculated from the number of frames received during a
specified time and the number of successfully decoded frames. The number
of received error frames provides the number of frames resulting in errors
during a specified time, namely, the number of unsuccessfully decoded frames.

[0030]

The Bluetooth communicator 34 determines the BT communication
performance index at a specified time interval or in units of specified
communication traffic.  The Bluetooth communicator 34 outputs the
determined BT communication performance index to the controller 37.

[0031]

The NFC communicator 35 is compliant with the NFC communication
standard. The NFC communicator 35 therefore features a communication
frequency of 13.56 MHZz and a communication distance of approximately 10
cm. The NFC communicator 35 includes a card slot 35a and performs wireless
communication with a card-type wireless tag 7 inserted into the card slot 35a.

[0032]

The card-type wireless tag 7 includes a storage unit 7a and a
communicator 7b. The storage unit 7a as a storage medium stores payment
information. The payment information here is assumed to be a card number.
The center 5 also stores the card number. The card-type wireless tag 7
includes one of a credit card function and a prepaid card function. Suppose

the center 5 is notified of the card number as well as a charge. The center 5
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then performs a process to withdraw the charge from an account corresponding
to the card number when the card-type wireless tag 7 corresponds to the credit
card type. The center 5 performs a process to subtract the charge from the
balance corresponding to the card number when the card-type wireless tag 7
corresponds to the prepaid card type.

[0033]

While communicating with the card-type wireless tag 7, the NFC
communicator 35 determines one of the RSSI, the average communication rate,
the communication success rate, and the number of received error frames as an
NFC communication performance index. The NFC communication
performance index is predetermined to represent which of these. The NFC
communication performance index represents the same one for the different
in-vehicle devices 3. The NFC communicator 35 outputs the determined NFC
communication performance index to the controller 37.

[0034]

The NFC communicator 35 determines the NFC communication
performance index during communication at every completion of the
communication with the card-type wireless tag 7 or in units of specified
communication traffic. The NFC communicator 35 outputs the determined
NFC communication performance index to the controller 37.

[0035]

The storage unit 36 is rewritable and includes a subject vehicle storage
area 36a, a periphery vehicle storage area 36b, and a payment information
storage area 36c.

[0036]
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The subject vehicle storage area 36a stores the BT communication
performance index supplied from the Bluetooth communicator 34 to the
controller 37 and the NFC communication performance index supplied from the
NFC communicator 35. The periphery vehicle storage area 36b stores the BT
communication performance index and the NFC communication performance
index received from the periphery vehicle 2b. The payment information
storage area 36c¢ stores a card number the NFC communicator 35 reads from
the card-type wireless tag 7.

[0037]

The controller 37 is provided as a typical computer including a CPU 371,
ROM 372, and RAM 373. The ROM 372 stores a control program. The CPU
371 executes the control program stored in the ROM 372 by using a temporary
storage function of the RAM 373. The controller 37 thereby performs
processes illustrated in FIGS. 3 through 6.

[0038]

The controller 37 stores the BT communication performance index
supplied from the NFC communicator 35 and the NFC communication
performance index supplied from the NFC communicator 35 as well as time
points of storing in the subject vehicle storage area 36a of the storage unit 36.
The controller 37 deletes a BT communication performance index and an NFC
communication performance index expiring a predetermined retention time
from BT communication performance indexes and NFC communication
performance indexes stored in the subject vehicle storage area 36a of the
storage unit 36. The retention time is short enough to be highly likely to cause

an acceptable change in the BT communication performance index or the NFC
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communication performance index due to a change in the communication
environment while the subject vehicle 2a is traveling. The retention time is
predetermined based on experiments. All or part of the functions performed
by the controller 37 may be configured as hardware by using one or more IC
modules.

[0039]

The notifier 38 is available as either or both of a display and a speaker
and is used to notify an occupant of the subject vehicle 2a that the NFC
communicator 35 is abnormal.

[0040]

(Processes of the controller 37)

The controller 37, when powered on, performs processes illustrated in
FIGS. 3 through 6 each at a corresponding predetermined cycle. The
description below first explains an information transmission process in FIG. 3.

[0041]

At step S1, it is determined whether an information transmission cycle
is reached. The information transmission cycle ranges from one to several
hundreds of milliseconds. The process in FIG. 3 terminates if the
determination at step S1 results in NO. The process proceeds to step S2 if the
determination results in YES.

[0042]

At step S2, a current altitude is acquired from the position detector 33.
The current altitude is included in the current position. Current latitude and
longitude may be acquired in addition to the current altitude.

[0043]
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At step S3, the most recent BT communication performance index and
the most recent NFC communication performance index concerning the subject
vehicle 2a are acquired from the subject vehicle storage area 36a of the storage
unit 36.

[0044]

At step S4, the narrow area communicator 31 transmits, to the
surrounding of the subject vehicle 2a, the current altitude acquired at step S2
and the BT communication performance index and the NFC communication
performance index acquired at step S3 along with a vehicle ID of the subject
vehicle 2a. The vehicle ID of the subject vehicle 2a is stored in a specified
storage unit such as the ROM 372. An ID of the in-vehicle device 3a can be
used as the vehicle ID of the subject vehicle 2a. The narrow area
communicator 31 uses a broadcast system as a transmission system, for
example. However, the transmission system may use a unicast or multicast
system that specifies the periphery vehicle 2b as an information transmission
destination.

[0045]

The description below explains an information reception process
illustrated in FIG. 4. At step S11, it is determined whether information is
transmitted from the in-vehicle device 3b mounted on the periphery vehicle 2b.
Specifically, the periphery vehicle 2b performs step S4 in FIG. 3 as above and
the narrow area communicator 31 of the in-vehicle device 3a receives the
information. The narrow area communicator 31 then supplies the decoded
data as above. At step S11, it is determined whether the decoded data is

supplied from the narrow area communicator 31. The process directly
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proceeds to step S13 if the determination results in NO. The process proceeds
to step S12 if the determination results in YES.

[0046]

At step S12, the information acquired from the narrow area
communicator 31 is stored in the periphery vehicle storage area 36b of the
storage unit 36 along with the time point of storing. The most recent
information acquired from the narrow area communicator 31 is stored and
information whose retention time expires is deleted.

[0047]

The periphery vehicle 2b transmits the same type of information as
that transmitted by the subject vehicle 2a at step S4 in FIG. 3. The
information transmitted by the periphery vehicle 2b therefore includes the
current altitude of the periphery vehicle 2b, the BT communication performanCe
index for the Bluetooth communicator 34 and the NFC communication
performance index for the NFC communicator 35 included in the in-vehicle
device 3b of the periphery vehicle 2b, and the vehicle ID of the periphery
vehicle 2b.

[0048]

Steps S13 through S17 are the process corresponding to a reference
value setup section. At step S13, it is determined whether a reference value
update cycle is reached. The reference value update cycle is predetermined
and takes effect longer than or equal to the information transmission cycle.
The process in FIG. 4 terminates if the determination results in NO. The
process proceeds to step S14 if the determination results in YES.

[0049]
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At step S14, the current altitude is acquired from the position detector
33. Atstep S15, the current altitude of each periphery vehicle 2b stored in the
periphery vehicle storage area 36b of the storage unit 36 is acquired.

[0050]

At step S16, an altitude difference between the altitude acquired at
step S15 and the current altitude of the subject vehicle 2a acquired at step S14
is calculated for each periphery vehicle 2b. When the altitude difference is
within a predetermined approximate altitude range, a reference value
generation set includes the BT communication performance index and the NFC
communication performance index for the periphery vehicle 2b corresponding
to the altitude used in the calculation of the altitude difference. The
approximate altitude range is set taking in considering that when the heights of
the vehicles 2 do not match, there may be different levels of noise affecting on
the communications using the Bluetooth communicators 34 and the NFC
communicators 35. The approximate altitude range can be set to any numeric
value. The approximate altitude range is configured so that a reference
altitude range does not cover the height of the periphery vehicle 2b traveling an
elevated highway when the subject vehicle 2a is traveling on the ground, for
example.

[0051]

Using only the periphery vehicle 2b indicating an altitude difference
within the approximate altitude range, there may be cases where the number of
communication performance indexes included in the reference value generation
set is smaller than a minimum number of communication performance indexes

that ensures the reliability of reference values. In such a case, the reference



10

15

20

25

-18-

value generation set includes all communication performance indexes stored in
the pe'riphery vehicle storage area 36b. In this context, the minimum number
is 2 or larger. Specifically, any numeric values are available. The reference
value generation set may include the BT communication performance index and
the NFC communication performance index for the subject vehicle 2a.

[0052]

At step S17, the reference value for the BT communication
performance indexes is updated by using the BT communication performance
index included in the reference value generation set determined at step S16.
The reference value for the NFC communication performance indexes is
updated by using the NFC communication performance index included in the
reference value generation set determined at step S16.

[0053]

No reference value is specified when the in-vehicle device 3a is
powered. Thus, step S17 is performed for the first time after the power on of
the in-vehicle device 3a, the reference value is specified, not updated.

[0054]

A specific reference value generated from the reference value
generation set uses any one of an average value, a median value, and a mode
value for communication performance indexes included in the reference value
generation set. The reference value is used to determine an anomaly in the
Bluetooth communicator 34 and the NFC communicator 35 during an anomaly
determination process to be described next.

[0055]

The description below explains an anomaly determination process
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illustrated in FIG. 5. At step S21 corresponding to an acquisition section, the
most recent BT communication performance index and NFC communication
performance index corresponding to the Bluetooth communicator 34 and the
NFC communicator 35 of the periphery vehicle 2b targeted at the anomaly
determination are acquired from the periphery vehicle storage area 36b.

[0056]

The Bluetooth communicator 34 or the NFC communicator 35 of the
periphery vehicle 2b targeted at the anomaly determination to be performed
corresponds to a targeted narrow area communicator. The Bluetooth
communicator 34 or the NFC communicator 35 of the periphery vehicle 2b
targeted at the anomaly determination to be performed corresponds to at least
one of the Bluetooth communicators 34 or the NFC communicators 35 whose
communication performance indexes are included in the reference value
generation set. The Bluetooth communicators 34 and the NFC communicators
35 whose communication performance indexes are included in the reference
value generation set are all assumed to be targeted narrow area
communicators here.

[0057]

At step S22 corresponding to an anomaly determination section, the
BT communication performance index acquired at step S21 is compared with
the reference value for the BT communication performance indexes and it is
determined whether the Bluetooth communicator 34 corresponding to the BT
communication performance index is abnormal.

[0058]

It is determined that the Bluetooth communicator 34 of the periphery
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vehicle 2b having transmitted the communication performance index is
abnormal when an anomaly determination condition is satisfied as a result of
the comparison between the BT communication performance index with the
reference value. The anomaly determination condition specifies that a
difference between the reference value and the BT communication
performance index is larger than an anomaly determination threshold value
settled for the difference, for example. The anomaly determination condition
may specify that a ratio between the reference value and the BT communication
performance index exceeds an anomaly determination range settled for the
ratio.

[0059]

At step S22, the NFC communication performance index acquired at
step S21 is compared with the reference value for the NFC communication
performance indexes and it is determined whether the NFC communicator 35
corresponding to the communication performance index acquired at step S21 is
abnormal.

[0060]

It is determined that the NFC communicator 35 of the periphery
vehicle 2b having transmitted the communication performance index is
abnormal when the anomaly determination condition is satisfied as a result of
the comparison between the NFC communication performance index with the
reference value. The anomaly determination condition specifies that a
difference between the reference value and the NFC communication
performance index is larger than the anomaly determination threshold value.

The anomaly determination condition may specify that a ratio between the
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reference value and the NFC communication performance index exceeds the
anomaly determination range.

[0061]

At step S23, it is determined whether to end the anomaly
determination on the Bluetooth communicator 34 and the NFC communicator
35 of the targeted periphery vehicle 2b. The process returns to step S21 if the
determination results in NO. At step S21 in this case, the most recent
communication performance index for the Bluetooth communicator 34 or the
NFC communicator 35 of the periphery vehicle 2b on which the anomaly
determination is not performed yet is acquired. The communication
performance index is acquired from the periphery vehicle storage area 36b of
the storage unit 36.

[0062]

The process proceeds to step S24 if the determination at step S23
results in YES. At step S24, it is determined whether the Bluetooth
communicator 34 or the NFC communicator 35 determined to be abnormal is
found while steps S21 through S23 are repeated. The process proceeds to
step S26 if the determination results in NO. The process proceeds to step S25
if the determination results in YES.

[0063]

At S25 corresponding to a first anomaly notification processing section,
the wide area communicator 32 notifies the center 5 of a message signifying
that the Bluetooth communicator 34 or the NFC communicator 35 determined
to be abnormal is abnormal. Repeated notification is unneeded if the same

contents are already notified to the center 5. The notification also includes the
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vehicle ID of the periphery vehicle 2b mounted with the Bluetooth
communicator 34 or the NFC communicator 35 determined to be abnormal.
The wide area communicator 32 corresponds to a predetermined
communicator.

[0064]

At step S26 corresponding to the acquisition section, the targeted
narrow area communicator is identified with the Bluetooth communicator 34 or
the NFC communicator 35 of the subject vehicle 2a. The most recent BT
communication performance index or NFC communication performance index
corresponding to the Bluetooth communicator 34 or the NFC communicator 35
of the subject vehicle 2a is acquired from the subject vehicle storage area 36a
of the storage unit 36.

[0065]

At step S27 corresponding to the anomaly determination section, the
BT communication performance index acquired at step S26 is compared with
the reference value for the BT communication performance indexes and it is
determined whether the Bluetooth communicator 34 of the subject vehicle 2a is
abnormal. The NFC communication performance index acquired at step S26 is
also compared with the reference value for the NFC communication
performance indexes and it is determined whether the Bluetooth communicator
35 of the subject vehicle 2a is abnormal. The anomaly determination uses the
same method as step 522.

[0066]

At step S28, it is determined whether at least one of the Bluetooth

communicator 34 and the NFC communicator 35 of the subject vehicle 2a is
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determined to be abnormal as a result of the anomaly determination at step
S27. The process in FIG. 5 terminates if the determination results in NO. The
process proceeds to step S29 if the determination results in YES.

[0067]

At step S29 corresponding to a second anomaly notification processing
section, the wide area communicator 32 notifies the center 5 of the vehicle ID
of the subject vehicle 2a along with a message signifying that the
communicator determined to be abnormal, namely, one of the Bluetooth
communicator 34 and the NFC communicator 35, is abnormal. Repeated
notification is unneeded if the same contents are already notified to the center
5.

[0068]

The description below explains a payment process illustrated in FIG. 6.
At step S31, it is determined whether charging information is acquired. The
charging information includes a request for charge. The charging information
is transmitted from outside the vehicle and is received by the narrow area
communicator 31.

[0069]

The roadside device 4 is provided as an apparatus that exists outside
the vehicle and transmits the charging information, for example. Suppose the
roadside device 4 is installed at an entry or an exit of a toll road. In such a
case, the roadside device 4 transmits the charging information, namely, the

information needed to charge a toll for the toll road. The roadside device 4

.may be installed at a doorway of a pay parking lot.

[0070]
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The narrow area communicator 31 outputs the charging information,
when received, to the controller 37. At step S31, it is therefore determined
whether the charging information is acquired from the narrow area
communicator 31.

[0071]

The process in FIG. 6 terminates if the determination at step S31
results in NO. The process proceeds to step S32 if the determination results in
YES. At step S32, it is determined whether the NFC communicator 35 of the
subject vehicle 2a is abnormal. The determination at step S32 results in YES
when the NFC communicator 35 of the subject vehicle 2a is determined to be
abnormal at step S27 in FIG. 5 while the power supply for the in-vehicle device
3a continues to be turned on.

[0072]

Turning on an ignition switch also turns on the power supply for the
in-vehicle device 3a. The duration of continuing the on-state of the power
supply for the in-véhicle device 3a therefore signifies a state in which the
ignition switch after the turn subsequently is kept at the on-state without being
turned off.

[0073]

The determination at step S32 results in NO if the NFC communicator
35 of the subject vehicle 2a is never determined to be abnormal at step S27
while the power supply for the in-vehicle device 3a is kept at the on-state. The
process proceeds to step S33 if the determination at step S32 results in NO.

[0074]

The process at steps S33 through S35 corresponds to a storage control
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section. At step S33, the NFC communicator 35 reads the payment
information, namely, a card number from the card-type wireless tag 7 to
acquire the card number.

[0075]

At step S34, it is determined whether the storing of the acquired card
number in the payment information storage area 36c¢ of storage unit 36 is
already made during the continued on-state of the power supply for the
in-vehicle device 3a. The process proceeds to step S36 without performing
step S35 if the determination results in YES. The process proceeds to step S35
if the determination results in NO.

[0076]

At step S35, the card number read at step S33 is stored in the payment
information storage area 36c of the storage unit 36.

[0077]

At step S36 corresponding to a transmission control section, the wide
area communicator 32 transmits the card number read at step S33 to the
center 5.

[0078]

At step S37, the notifier 38 notifies that the NFC communicator 35 of
the subject vehicle 2a is abnormal.

[0079]

The process proceeds to step S38 if the determination at step S32
results in YES. At step S38, it is determined whether the payment information
is stored in the payment information storage area 36c of the storage unit 36.

[0080]
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The process proceeds to step S39 if the determination results in NO.
At step S39, the notifier 38 notifies that the NFC communicator 35 is abnormal
and cannot transmit the payment information.

[0081]

The process proceeds to step S40 if the determination at step S38
results in YES. At step S40, the card number is read from the payment
information storage area 36¢ of the storage unit 36. At step S41, the card
number read at step S40 is transmitted.

[0082]

(Embodiment overview)

In the configuration of the embodiment, the reference value
generation set includes a communication performance index acquired from the
periphery vehicle 2b existing in the communication range for the narrow area
communicator 31 of the subject vehicle 2a (516). A reference value is
determined from multiple communication performance indexes included in the
reference value generation set (517).

[0083]

The communication environment of the Bluetooth communicator 34
and the communication environment of the NFC communicator 35 dynamically
change because the in-vehicle device 3 is used for the vehicle 2 serving as a
mobile object. In the regard, communication environments for multiple
periphery vehicles 2b are similar to each other.  Thus, when the
communication performance of the Bluetooth communicator 34 or the NFC
communicator 35 is changed because of the influence of the communication

environment, the influence of the communication environment also changes
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the reference value determined based on communication performance indexes
acquired from multiple periphery vehicles 2b. Additionally, even if the
Bluetooth communicator 34 or the NFC communicator 35 is abnormal, the
anomaly exercises little influence on the reference value because multiple
communication performance indexes are used. The reference value can be
therefore regarded as varying with the communication environment.

[0084]

The reference value is compared with communication performance
indexes for the Bluetooth communicator 34 and the NFC communicator 35 of
the periphery vehicle 2b to determine an anomaly in the Bluetooth
communicator 34 and the NFC communicator 35 of the periphery vehicle 2b
(S22). Therefore, when the communication performance index for the
Bluetooth communicator 34 of the periphery vehicle 2b indicates an abnormal
value due to an anomaly of the Bluetooth communicator 34, the difference
between the reference value and the communication performance index is large.
Additionally, when the communication performance index for the NFC
communicator 35 of the periphery vehicle 2b indicates an abnormal value due
to an anomaly of the NFC communicator 35, the difference between the
reference value and the communication performance index is large.

[0085]

When the Bluetooth communicator 34 or the NFC communicator 35 of
the periphery vehicle 2b is not abnormal but the communication performance
index for the Bluetooth communicator 34 or the NFC communicator 35 indicates
an abnormal value due to an influence of the communication environment, the

difference between the reference value and the communication performance
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index is not large.

[0086]

It is possible to accurately distinguish between the case where the
Bluetooth communicator 34 or the NFC communicator 35 of the periphery
vehicle 2b is abnormal and the case where the communication performance
index for the Bluetooth communicator 34 or the NFC communicator 35 exhibits
n abnormal value due to an influence of the communication environment. Itis
therefore possible to accurately determine anomaly of the Bluetooth
communicator 34 or the NFC communicator 35 of the periphery vehicle 2b.

[0087]

The reference value is also used to determine anomaly of the
Bluetooth communicator 34 or the NFC communicator 35 of the subject vehicle
2a. Anomaly on the Bluetooth communicator 34 or the NFC communicator 35
of the subject vehicle 2a is determined by comparing the reference value with
the communication performance index for the Bluetooth communicator 34 or
the NFC communicator 35 of the subject vehicle 2a (S27). It is possible to
accurately distinguish between the case where the Bluetooth communicator 34
or the NFC communicator 35 of the subject vehicle 2a is abnormal and the case
where the communication performance index for the Bluetooth communicator
34 or the NFC communicator 35 exhibits an abnormal value due to an influence
of the communication environment, for the same reason as the
above-mentioned anomaly determination on the Bluetooth communicator 34
and the NFC communicator 35 of the subject vehicle 2a. It is therefore
possible to accurately determine anomaly of the Bluetooth communicator 34 or

the NFC communicator 35 of the subject vehicle 2a.
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[0088]

In the embodiment in particular, the communication performance
index to determine the reference value is limited to the communication
performance index received from the periphery vehicle 2b whose altitude
difference from the subject vehicle 2a is within in the approximate altitude
range (S14 through S17). The reference value can be determined exclusively
based on communication performance indexes received from the periphery
vehicle 2b whose communication environment is similar. It is therefore
particularly possible to accurately distinguish between the case where the
Bluetooth communicator 34 or the NFC communicator 35 of the subject vehicle
2a or the periphery vehicle 2b is abnormal and the case where the
communication performance index for the Bluetooth communicator 34 or the
NFC communicator 35 shows an abnormal value due to an influence of the
communication environment.

[0089]

When the Bluetooth communicator 34 or the NFC communicator 35 is
determined to be abnormal (525, S29), the embodiment uses the wide area
communicator 32 to notify the center 5 of the vehicle ID assigned to the vehicle
2 mounted with the Bluetooth communicator 34 or the NFC communicator 35
determined to be abnormal, along with @ message signifying that the Bluetooth
communicator 34 or the NFC communicator 35 is abnormal. The center 5 can
thereby recognize that an in-vehicle communication service using the Bluetooth
communicator 34 or the NFC communicator 35 cannot be provided because the
Bluetooth communicator 34 or the NFC communicator 35 is abnormal. It is

possible to take measures to temporarily stop the in-vehicle communication
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service using the Bluetooth communicator 34 or the NFC communicator 35.

[0090]

While the embodiment has been illustrated, the embodiment is not
limited to the above-mentioned and can be modified in various ways. For
example, the modifications described below are embodiments. The
description below includes an element assigned the same reference numeral as
that used hitherto. Except as otherwise noted, such element equals the
element that is assigned the same reference numeral and is described in the
above-mentioned embodiment. A configuration may be described only
partially. In such a case, the above-mentioned embodiment is applicable to
the remaining part of the configuration.

[0091]

<First modification>

The above-mentioned embodiment determines an anomaly in the
subject vehicle 2a and the periphery vehicle 2b, namely, in terms of the
Bluetooth communicator 34 and the NFC communicator 35 of the subject
vehicle 2a (526, S27) and the Bluetooth communicator 34 and the NFC
communicator 35 of the periphery vehicle 2b (521 through S23). However,
the embodiment may determine an anomaly in only one of the subject vehicle
2a and the periphery vehicle 2b in terms of the Bluetooth communicator 34 and
the NFC communicator 35. The embodiment may determine an anomaly on
only one of the Bluetooth communicator 34 and the NFC communicator 35 in
any of the subject vehicle 2a and the periphery vehicle 2b.

[0092]

<Second modification>
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In the above-mentioned embodiment, the subject vehicle 2a and the
periphery vehicle 2b are mounted with the same in-vehicle device 3. The
controller 37 of the in-vehicle device 3 therefore performs the information
transmission process (FIG. 3), the information reception process (FIG. 4), and
the anomaly determination process (FIG. 5) in the subject vehicle 2a and the
periphery vehicle 2b alike. However, the subject vehicle 2a need not perform
the information transmission process (FIG. 3) in order for the in-vehicle device
3 of the subject vehicle 2a to determine an anomaly on the Bluetooth
communicator 34 or the NFC communicator 35 of the subject vehicle 2a and the
periphery vehicle 2b. The periphery vehicle 2b need not perform the
information reception process (FIG. 4) and the anomaly determination process
(FIG. 5). The controller 37 of the in-vehicle device 3 in the subject vehicle 2a
therefore need not perform the information transmission process (FIG. 3).
The in-vehicle device 3 in the periphery vehicle 2b need not perform the
information reception process (FIG. 4) and the anomaly determination process
(FIG. 5).

[0093]

<Third modification>

The above-mentioned embodiment wuses the narrow area
communicator 31 to transmit the communication performance index, the
current altitude, and the vehicle ID (S4). However, the wide area
communicator 32 may be used to transmit the communication performance
index and the others. In this case, the wide area communicator 32 transmits
the current latitude and longitude in addition to the current altitude.

[0094]
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The wide area communicator 32 receives the communication
performance index and the others when the wide area communicator 32 is used
to transmit the communication performance index and the others. The wide
area communicator 32 functions as a reception section. The wide area
communicator 32 receives the communication performance index and the
others from the vehicles 2 other than the periphery vehicle 2b when the wide
area communicator 32 transmits and receives the communication performance
index and the others. However, the communication performance index from
the periphery vehicle 2b can be isolated from communication performance
indexes received by the wide area communicator 32 based on the current
position received along with the communication performance index and the
current position of the subject vehicle 2a, and therefore, the wide area
communicator 32 may transmit and receive the communication performance
index.

[0095]

<Fourth modification>

The position detector 33 may include an acceleration sensor and a
gyro sensor in addition to the GNSS receiver so as to be capable of autonomous
navigation when an electromagnetic wave is unsatisfactorily received from a
positioning satellite.

[0096]

<Fifth modification>

The narrow area communicator 31 may notify an anomaly to the
center 5 (525, S29) via the roadside device 4 when the narrow area

communicator 31 can communicate with the roadside device 4. The narrow
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area communicator 31 may notify an anomaly to the center 5 via the roadside
device 4 by waiting until successful communication between the narrow area
communicator 31 and the roadside device 4. In the fifth modification, the
narrow area communicator 31 corresponds to a predetermined communicator.

[0097]

<Sixth modification>

The above-mentioned embodiment allows the targeted narrow area
communicator to represent all the Bluetooth communicators 34 and the NFC
communicators 35 whose reference value generation set includes the
communication performance index. The embodiment is not limited to this.
The targeted narrow area communicator may represent a predetermined
number of Bluetooth communicators 34 and NFC communicators 35
sequentially in an order from the one nearest to the subject vehicle 2a out of
the Bluetooth communicators 34 and the NFC communicators 35 whose
reference value generation set includes the communication performance index.

[0098]

<Seventh modification>

The controller 37 may include a function as a baseband section that
processes baseband signals included in electromagnetic waves transmitted and
received by the Bluetooth communicator 34. In this case, the controller 37
determines the BT communication performance index. The controller 37 may
include a function as a baseband section that processes baseband signals
included in electromagnetic waves transmitted and received by the NFC
communicator 35. In this case, the controller 37 determines the NFC

communication performance index.
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[0099]

<Eighth modification>

The communication performance index need not be transmitted
cyclically. The communication performance index may be transmitted at the
time when the narrow area communicator 31 starts communication with the
roadside device 4.

[0100]

<Ninth modification>

In the above-mentioned embodiment, the communication
performance index corresponds to one of the RSSI, the average communication
rate, the communication success rate, and the number of received error frames.
The communication performance index may use two or more of these. In this
case, the reference value is also determined for respective communication
performance indexes. The reference value is also compared with the
communication performance index to determine an anomaly for a respective
communication performance index. The anomaly determination performed
for respective communication performance indexes may result in a
predetermined number of communication performance indexes that satisfy an
anomaly determination condition. The Bluetooth communicator 34 or the NFC
communicator 35 corresponding to the communication performance indexes is

then determined to be abnormal.
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CLAIMS

1. A vehicular communication device used for a vehicle, comprising:

a reception section (31, 32) that receives, from a periphery vehicle
equipped with a narrow area communicator for performing vehicle interior
communication, a communication performance index representing
performance of the narrow area communicator;

a reference value setup section (S13 through S17) that successively
sets a reference value as a criterion for the communication performance index,
based on the communication performance indexes received by the reception
section from a plurality of the periphery vehicles;

an acquisition section (521, S26) that acquires the communication
performance index for a targeted narrow area communicator, the targeted
narrow area communicator being the narrow area communicator that is
targeted at anomaly determination; and

an anomaly determination section (S22, S27) that determines anomaly
of the targeted narrow area communicator, based on comparison between the
reference value set by the reference value setup section and the
communication performance index acquired by the acquisition section for the

targeted narrow area communicator.

2. The vehicular communication device according to claim 1,

wherein:
the acquisition section (S21) acquires any one of the communication

performance indexes received by the reception section from the plurality of
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periphery vehicles as the communication performance index for the targeted

narrow area communicator.

3. The vehicular communication device according to claim 1 or 2,
wherein:

the vehicular communication device includes a narrow area
communicator (34, 35); and

the acquisition section (526) acquires, as the communication
performance index for the targeted narrow area communicator, the
communication performance index for the narrow area communicator that is
included in the same vehicular communication device as the acquisition section

is included.

4. The vehicular communication device according to claim 2, further
comprising:

a first anomaly notification processing section (S25) that, when the
targeted narrow area communicator is determined to be abnormal by the
anomaly determination section, uses a specified communicator to notify a
center that the narrow area communicator of the periphery vehicle, as the

targeted narrow area communicator, is abnormal.

5. The vehicular communication device according to claim 3, further
comprising:
a second anomaly notification processing section (529) that, when the

targeted narrow area communicator is determined to be abnormal by the
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anomaly determination section, uses a specified communicator to notify a
center that the narrow area communicator of a subject vehicle is abnormal, the
subject vehicle being the vehicle for which the targeted narrow area

communicator is used.

6. The vehicular communication device according to any one of
claims 1 through 5, wherein:

the reception section receives the communication performance index
and an altitude of the periphery vehicle transmitting the communication
performance index;

the vehicular communication device further comprises an altitude
detector (33a) to detect an altitude of a subject vehicle, the subject vehicle
being the vehicle for which the vehicular communication device is used; and

the reference value setup section successively sets the reference value
by using, out of the communication performance indexes acquired along with
the altitudes by the reception section from the plurality of periphery vehicles,
the communication performance index received along with the altitude whose
difference from the altitude of the subject vehicle detected by the altitude

detector is within an approximate altitude range.

7. The vehicular communication device according to claim 3 or 5,
wherein

the narrow area communicator reads payment information from a
storage medium storing the payment information used to pay charge for the

vehicle when using a road facility,
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the vehicular communication device further comprising:

a wide area communicator (32) that communicates with a center to
perform a process concerning the charge via a communication network;

a storage unit (36) that is writable;

a storage control section (S33 through S35) that, when the narrow
area communicator reads the payment information, stores the read payment
information in the storage unit; and

a transmission control section (S36) that causes the wide area
communicator to transmit the payment information read by the narrow area
communicator to the center,

wherein

when, after the storage control section stores the payment information
in the storage unit, the anomaly determination section determines anomaly of
the narrow area communicator until ignition-off and there arise needs to read
the payment information, the transmission control section transmits the
payment information stored in the storage unit to the center instead of the

payment information read by the narrow area communicator.



