2259167 TRANSPARENT SYSTEM | NERRUPTS W TH AUTOVATED2RART 63TATE RESTART
BACKGROUND OF THE | NVENTI ON: 1. Field of the Invention: 5 The present
invention relates to the field of mcroprocessor architecture. In
particular, the PYRASSPARENIISYSTEM INTERRUPPS mhmﬂm@wmwnﬁsmmmr ovi dl ng
transparent systeminterrupts )\ | _hal t state restart. 10 :
Rel'at ed Application: This appl%es A% i 2L ent
Application, Serial Number 07/594, 278 filed on Cbtober 9 1990, assigned -
to the assignee of the present application, Intel Corporation, and enLJtIed
Transparent systemlInterrupt, 15 3. Background In the related co-pendi ng
U S. Patent Ap Iicaéiﬁp !E!ne(hod'and apparatus for providing transparent
. systeminterrupts i . *th has 20 particular application to
m croprocesgor architecture. The nethod and apparatus disclosed in the
rel ated co-pending U S. Patent Application solves the pr.obl eminherent in
prior art m croproc‘Bmsmesentpmranﬁmurqhtbqwﬂnstblduanicrnprmsprrmhtmdemmle as
well as a reaI de, of. oper at of ,the i i1t t em i-nt egr at or
or original WS'HE‘H{ ‘%E(ﬁsaﬁ"t 'UY%”“"(‘ &EM"%'@"% %‘Q/Féga'ﬂ“ﬁrtgéﬁwe'ﬁl Osyst em
interrupts. 25tr§ﬁ§ti§&ﬂrs9§lbnﬁb{t%hﬁﬁs'ﬂh@mﬁiﬁtéd RaEstleietan. evel interrupts
that may not be relocated or overwitten by any operating system or
appl i cation, thereby allowing a systemintegrator using the m croprocessor
to provide en}I vel jn that will operate reliably in any
operating . é - preferred enbodi nent disclosed in the
rel ated co- pendrng u. S Patent Applrcatron a transparent systeminterrupt
is invoked by the assertion of an el ectrical bgnal at an external pin of

the central processing Uis agpiicationds related te UsS.Jraipnichpplisatior Sedal Numberset ..
07/594,278, filed on October 9, 1990, asstgned to the assignee of the present \"‘

application, intel Corporation, and entitied Iransparent System Interrupt,

15
3.  Background:

_ In the related co-pending U.S. Patent Application, a method and
apparatus for prowdmg transparent system interrupts is disclosed, which has '
20 particular a_pph_catuon to microprocessor architecture. The _m_ethod and apparatus_
disclosed in the related éo-panding u.s. Patent Application solves the problem
inherent in 'p'ri'&r art microprocessors, particularly those that have a "prot'ected-
mode as well as a real mode of opération. of the inability of A system integrator or
| original equipment manufacturer (()___EM) to provide transparent system inter‘rubts.
| " Trénsparent system interrupts are system-level interrupts that may
not be relocated or ov_érWriuen 'by any operating system or application, thereby
allowing a system integrator using the microprocessor to provtde system-level
tntenupts that will operate reliably in any operating envir_onment. Un_der the
30 preferred embodiment disclosed in the related co-pending U.S. Patent -
' Application, a transparent system interrupt is invoked by the assertion of an
eloctrical signal at an external pin of the central processing unit (CPU) chip of a

microprocessor-based chip set.



Upon assertion of the electrical signal at the external pin of the CPU
chip, the CPU nmaps a nornally unmapped dedi cated random access nenory (RAM
‘area where the transparent systeminterrupt service routine is stored as a
5 pre-determ ned area of .the main nmenory space, saves the current CPU
state into the dedi cated RAM'space, and begi ns execution of the transparent
systeminterrupt serviceyf ' ran ; : . L i ne
typical l.y. conprises Inst ijgh fdggss\m?%gﬁhgre Wfﬁ@“ﬂ' gyg\ragda;Hrﬁ%ﬁ;fugyﬂhe d}‘ﬂ

appl i cat¥bn of &hip, theRY mapsta moraallyuhmagped dudicate fandor)ettess memeky ch t he
CPU chip is installed. 10 Recovery fromthe transparent system | nterrupt

i s acconpl i shed(fffdhateahars thetranspatent sysiem ipipmip) SAvi ing\igslared gs a
"Resume” Insgr vata'a@é?eﬁlﬁHéd Bidaldl %squintrﬁerhﬁ'?rs?ﬁ 's@led fhe it éPg At HIG
ed p n y

state that exis rior to the transpare steminterrupt. 1
An inportant apthieidesdicated RAM space; andt bagirsexecytioreot tha transparest systény power
managenent functions -V\hereb?; .t he_processor . and/ or - ot her system devices nmay

be ef fectively GIRTFURYSARIGE fOpting- JThe transparent system dntarupt reuting typicaliy, ¢ ed

wi t hout the nee : Qe Qwel!- \Wbadricutar 'aH A0 Clei ise
particularly us‘g?'f}ﬁg"%% lﬁ%h%ggﬁ %ﬁpwi t m%%tttb (ca&rl é@%e?’a%ﬁ%%ttﬁs wher e
power 20 consetrarsspacent isgstemiinterrapts to thecsystem hwtiich therCRY ghipl is instdiled.

conputer operatgr is interrupted while worki'ng with an applijcation program
the system Wy BeCo¥SRefRm 'HSM"P%"EWéWb% mﬁﬂ'ﬁpf’@!’ '&?&WH@WM or

returns to use brlt 4heS ie nd"ifstRith &4 i :
application pr ogﬁmaég;ﬁb}'wé t@%é’i@%&ﬂggﬁﬁéﬁé Ir?ﬁsr%ni- ng ﬁyrsg@g'hglﬁﬁf hoebe

| nt erveni ng per restbred ta exectly Hecsanpeesiatedthatrexistod’prior tothettenspanent systdnon t o
save application programresults prior to the interruption, nor reload the
apptt cati on protff@fMRkhen returning to use the conputer. Under the related
co-pending U. S Patent Application, the transparent system Interrupt does
not provide any specific support for Interrupting 30 the CPU during the
halt state.t§herefore, t Animpananapplicatioy of thetransparest system interrupts is to

power management 1unclion$, whereby the processor and/or other system
| devices may be effectively shut down during periods of non-usé aﬁd then re-
started without the need to go through a power-up routine. 'This function is
panicularl} useful in connection wiih bénery-operated ooinpulers where power
. 20 conservation is a primary concern. Thus, for. example, if a cdmputer operator is
interrupted while working with an application program, the system may be |
powered down to conserve battery life. When the operator re'turns' to use the
system, it is restored o the same point in the application program as if the system
had been running throughout the intervening period of time. The operator need
25 not take any action o save application program results prior to the interruption,

nor reload the application program when returning to use the computer.

Under the related co-pending U.S Patent Application, the
transparent system interrupt does not provide any specific suppon for interrupting
30 the CPU during the halt state. Therefore, the transparent system service routine
with application specific instructions has the responsibility for checking 'to
determine if the CPU was interrupted during a halt state. 1f the CPU was

interrupted during a halt state, thé transparent system service routine has the
2



wi th application specific Instructions has the responsibility for checki ng -
to determne If the CPU was interrupted during a halt state. If t he CPU was
interrupted during a“halt state, the transparent system service routine has
the 2 further responsibility for fixing up the appropriate registers of

the CPU st at d . giste
et vt on. Ttk Eekppebiy s5r kg iindhe REPBRNREFETRerS Sahe BRURRR davpac,
re-enter theiryhbidegicaied ﬂm@@fﬁphwetoqmwehqnew*bmbwmn isbtitGi N as

desired by the transparent systeminterrupt. 5 The manner Ln which a\#
transparent Wyesiae the CPY siate.dbe GPYwill gither fie-epter thachalt statecorenatinuer t he CPU

was interrup C t he
exenplary | e??%u%“@gs@% n%]l\ t(i:'isg%%)c eéss%JrB.'gél g? 2\'?8 g?’isg’&é‘g’g %%lﬁﬁ{ihlg "}"g{’ at ed
co-pending U S. Patent 10 Application, the transparent systeminterrupt
service routine determines:whether the CPU was interrupted-during a halt

state by polling an i fjpaimannepinwhich atransparentaystemintemipt servicedoutineyi ng t he

transparent - fér restarting
e oby 1 onban OF AR el E CH Mhe bl SBusERRIRlR B.vrnr cgee: 167
1) the bur demigtbproesésdr dependent Kdtihé lexémplaly ©iB86SXOCPUMEsSeUEd execut i on
at the next. instruction s placed on the transparent systeminterrupt

servi ce rout Miefoprosasser sysiemdiscyssed in thihrelated ga-pepding.BcBatent ed after it
was int eiéupksﬂi.&im‘ the bﬁh&paﬁ'&ﬁtﬁsfaﬁ m&&BPEmfﬁerutirge@é?Qmﬂ&s wggihgr

the CPU was mterrupted durmg a halt state by polllng an input-output (VO)
register The approach of havmg the transparenl syslem interrupt service routine s
be responsible for restarting the CPU from an interrupted halt state has at least -/
two disadvantages:
15 i) the burden of 're-slarting the CPU at a halt state or continued
execution at the next instructlon is piaced on the lransparent system interrupt
service routme. and
2) the manner in which the CPU is reslarted after it was interrupted
from a halt .state is microproeessor dependent '

20



SUMMAY OF THE I NVENTI.ON |t |Is therefore an object of the present invention
to provide an inproved transparent systeminterrupt wth automated halt
state restart. 5 Under the present invention, a transparent system
interrupt is invoked by the assertlon of an eI ectrical signal at an
external pin of the ventral BUMMAF NV ENT N
m croprocessor-based chip set. Upon assertion of t he el ectrl cal signal at
the extefnal pin of the CPU chip, the CPU maps a 10 normal |y unmapped
dedi cat ed”random access st em

I nterrupt service routi n?@ﬁ%gﬁ?@%o@eﬁf %tsé&?ﬁ“;na{ag Pdggﬁg et e main
MeNDry space, Sampfoved rafispareriisySibiv intbaist. Wimtmtdmwdadlt smteerbstaitM space

i ncluding an instruction pointer and a prior instruction pointer, sets a
halt indicat® in the dedi cated RAM space if the CPU i's being interrupted

froma halt 15 state, f em
interrupt service routi n%@ﬁg%gﬁ%h@]@gt {'[grﬁupt sep‘@(iée routine
typically conprijm@ked by ithe Gésenivh 6fhﬁtelémwﬁbﬂalfat Taﬁ extarAdltpin of thie central
application of the transparent systeminterrupts toe the systemin which the |

CPU chip is i nsmmesdngqoﬁu(eﬁu)c ip of aanicroprocessosbasedhchip set. ipomasseriign

t rt | h t he hal t
Sl bator and. + @UHe 9 ReRCaT siohal 3 the Gneral i Bt g EPu Bhip 8 P bR 0 ca 1 o
continued ex@cUlnbfifialy drimdgpRd HRdicaleBd Thhdt bEcbss Mdrfsry (RAM) %Mh&réﬁ@t e.

Recovery fromthe transparent -systeminterrupt is acconplished 25 upon
recogni tion of &aneparentrrysteayisiarruphsarvice valtios instordas e pra-gejemioed area of

C o thetr anspar 14 TEPLPEROR/ b e fie shrshEoPaTins A ind Beleriel BfE 2 '

hal t7state. Dur ispacd mefudingtdmifsmictibh pointly antial Srior ifktruciites poiRter, sbté BUfalt on

checks the halt Indicator, and conditionall gedecrement the restored
i nstruction p0| mm‘ordnﬁmdemiﬂ BAMpspage if3be CRbLis beingi interppledtfeam athatthe

el 0+t ot (SHS. 2 abileCeRbetiter e FerRis Lo e ibFbbCorbe Ry

halt state, instead of continued execution at the next instruction.

The transparent system interrupt service routine typically comprises
instructions that are uniqqe fo a particular application of the transparent system
interrupts to the system in which the CPU chip is installed. Optionally, the

20 transparent $ystem interrupt service routine may further comprise' instructions for
checking the halt indicator and resetting the halt indicator if the CPUistobe

restored to continued execution with the next instruction instead of the halt state.

Recovery from the transparent system interrupt is accomplished
25 upon recognition of an external event that invokes a "Resume"” instruction
causing the CPU to be restored to exactly the same state that existed prior 10 the
transparent system interrupt or automatically restarted from the halt state. During
restoration of the CPU state, the "Resume” instruction checks the halt indicator,
and conditionally decrement the resiored instruction pointer to the restored prior
30 instruction poipter if the halt indicator is set, thereby causing the prior instruction,
that is the "Halt" instruction, to be re-executed and the CPU 1o be restored at the

halt state, inslead of continued execution at the next instruction.



4 BRI EF DESCRI PTI ON OF THE DRAW NGS The obj ects, features and advant ages -
of the present invention will '5 be apparent fromthe follow ng detail ed
description of the preferred enbodi nent of the invention with references to
the drawings in which: Figure 1 is a functional block diagramof an

exenpl ary mi croprocessor' system enbodying the present invention. 10 Figure
-2 is a functional flow diagramof the m crocode for the transparent system
interrupt with autonmated hall art he J | nvention. DETAI'LED
DESCRI PTI ON syst em Over V€5 HEALOAL B RRAYRNER 0 Fi gure 1pda

bl ock diagramillustrati ng an exerrpl ary mcr opr ocessor system enbodying the
present invention Is shown The ‘exenpl.ary m croprocessor systemis briefly
descri bed bel ow, - however. isto be understood that the present invention

isnot limted to thi artl ul

i ncorporated in virt ugﬁ) @ ﬁﬁ'&‘ Q?Qﬂﬁ“’rﬁésﬂgmﬁh wil

M Cr Opr oC&SS Qe ﬁigﬁ réhitiromh ﬁﬁﬂﬂW&WﬂmﬁWW&mﬁﬁﬁb&mﬂb%@s
GENCPU, GENI O and GENVGA. GENCPU1's an expanded centr.al processi ng unit;

GENIO i s a sitheinveotiomwitih paferepcesiot thadrawingsin WlIChGENVGA i s a single chi p
graphics interface. The three conponents conmmuni cate w th each other and
with other system conponents (such as expansion.slots, keyboard controller,

di sk controllers) via ?Iﬁﬁr@ﬂs é3unctional block dragram of an examplary
mrcroprocessor system embodymg the present inventron '
10 ' '

.

Flgure 2 is a tunctronal flow dragram of the microcode for the \J

transparent system mterrupt wrth automated halt restart of the present invention.



F .

GENCPU i ncludes a CPU 12, a nenory controller 14, a cache 20 controller
16, |1 SA bus control logic 18 and |ine buffers 20. CPU 12 has at |east two
nodes of operations, a real node and a protected.node. CPU 12 is
essentially a [err] CPU manufactured b In eI Oor por ati on, the corporate
assignee of this invention. ThrougH&tflk Y84 On, certain
termnology relating to the [err] CPU, such as regi ster nanes, signal
nonencl afure, is 25 enployed to described the present inventi.on. Such

t er m nol b‘gy i s understood by. practitSysemsOverviewe fi el d of microprocessor
design and wi.ll therefofe not be expl ained at length herein. In particular,
CPU 12 conprises an instruction pointer register (not 30 shown) and a
prior instrugtion poi nterndt&ﬁhéfnéﬁvtéfﬂéuﬁhp"mﬂloapﬂkéidﬁ\ [dstRdingne " uct i on
poi nter and a prior instruction pointer respectively. The instruction

poi nter contr ol exemplanmidroprocassotsystem @rbiodying theopraserddnveption is showrt s t he
i nstruction and.,prior stryction oint rs I, N i t.0 fhe next. | nstyuction ,
to be executed 8%8"’?9%!’1‘?58?’ sf’[|§¥ é@gfi% 'Qﬁ%f"ék?eéel?(eg?:‘ﬁt wx?ﬁ'{‘u

i nstruction. CPi b8 unbiérdtoniidtitheprebartiifventiowls o fiviied i@m.seamémarng a .
plurality 5 of instructions. The instructions conprise a "

i nstruction for t@c@pmgsmmgwammg@utmncmrm&amwaﬂg &nMeDfQZFQSSQQ from
using the | ﬁal dbus until the CPU 12 is restarted. The instruction operate
on either z GRP™ two or three operands. An operand either resides In
the instruction, in a register or in a nenory |location. CPU 12 has two

nodes of operations, a real node and a 10 protected node. The prinmary
di fferences bet ween t he rE® exepypian: MICTOPIOCeSSOt BYstem 1915@6‘9%9#18%9%"186@ cal

address is tran r Sl space,
and' agi ng capagﬁoﬁfp%qehg\d%sfqnaeﬁ Géﬂéﬁﬁsgeﬁ)ﬁ%@ sf’éésN og| CS %%%om)
for executing a ekpandgddicenivat prooéssirg uhita GENIOtie arsingie chiplisplitdutput ohie randpt s

occur as the result of an external event and arge classified into two types:
maskabl e and 5noPENVEAdSs @ single chip graphics interface. The three eomponen s

communicate with each other and with other system components (such as

expansion slots, keyboard controller, disk controllers) via ISA bus 42.

. GENCPU includes a CPU 12, a memory controller' 14, a cache
20 controller 16, ISA bus control logic 18 and line buffers 20. CPU 12 has at least
two modes of operations, a real mode and a protected mbde. CPU 12 is
essentially a i386™SX" CPU manufactured by Intel Corporation, fhe corporate
assignee of this invention. Throughout this description, certain tefminology
et | - relating to the "i386™sXx" CPU, such as register names, signal nomenclature, is
25 employed to described the present invention. Such terminology is understood by .
practitioners in the field of microprocessor _design and will thetefore'not be
explained at Iéngth herein. |
" i pariicular, CPU 12 oompris,és an instruction pointer register (not
30 shown) and a prior insiruction pointer register (not shown) oonlaihing_ an
instructlion pointer and a prior instruction pointer respectively; The instruction
pointer controls instruction feiching. CPU 12 avtomatically increments the ‘



Interrupts are serviced after execution of the current instruction. After
the interrupt service routine is finished with servicing the interrupt,
execution proceeds with the instruction imediately after the interrupted
instruction. 20 Maskable interrupts are typically used to respond to
asynchronous énstraction ammmmamwmotsmmmm next ingipictiomtocbe ypi cal |y

used to service ver riority event r furt.her d scription relating
to the regi st 8xecyl ’P%ﬂ?r'ﬁ%ff“%’?? ﬁ“‘iﬁ\?a oxPRYng. "s %EBP] Sr, .
publ i shed by Intel Corporation as publ ication nunber 240187, and reI alLed

publications. GEN O includes parallel ports (PIO 22, dual :seri al ports
[err]24a, 24b, real ti rGPU:HatalsammmsmmGnotmbawﬂbmgrxamlﬂapmmivrrupt

nd toal CaBr ol Mekidiopsndne i "”""'aoﬁfm?@ BCRF BetictBhiol oped i udes
VGA graphi cs g%ﬁﬂ'dx%m%@a?d'ﬁ PO I aeinéwwéanws%ﬁme 40 for

a flat panel ay unit Addl Ionally, external to the three main
conponents ar cwszmmdymjnmiwsmmwmeﬂhmzcm mwmbfeeand an

interface (PAL/DAC), 5Q for:a caopvention em menory
44. the cache%WG‘)F opsrang; eltbgr W‘ﬁ’ﬁ??ﬂ %ﬁlﬁ%’ii@g %ﬁﬁk ﬁr:armry
controller @oc"auoﬁedpuwmttweldv&fesb@oﬁé}duaﬂsdaqeaﬁmyamat rol ler 38
respectivel y T video nenory 48 nmay al so be accessed through the | SA bus

42, and the® t\motauaqmmeslhncpnmy differences betwpen thatephmogde andthg i ng to t he

e T G SRRy w65, 4 B b s RRPAERR Mo B TR 06
rsfggteegeg?glr't%?gmﬁe aﬁau%%lsaééwtan&psgmmdapmmyupt with Automated Halt

Additionally. CPU 12 comprises logics (not shown) for executing a

15 plurahty of hardware interrupts. Hardware interrupts occur as the resutlt of an
extemal evenl and are classified into two types maskable and non-maskable.

| Interrupts are semced after execution of the current instruction. After the

interrupt service routine is finished wntp servicing the interrupt, execution _
'prodee_d's' with iﬁé instruction immediately after the interrupted instruction.

20 'Méskab_le"inte._rrupts are tirpic’ally dsed to respond-to asynchronous external
hardware events. Urima-skablé .ir'l:t_'erm_lpts are typically used to service very high

priority events.

For furlher description relating to the registers and internal structure \J '

25 of CPU 12 see ﬂ&_ﬁ_sx_m_cmm_e_ssm publushed by Intel Corporation as
publicalion numbér 240187, and related publucatcons.

GENIO includes parallel ports (PIO) 22, dual serial ports (SI0) 24a,
24b, real time clock unit (RTC) 26, dual programmable interrupt controllers (PIC)
30 28a, 28b, dual p_ro'gra'mméble timers (PIT) 30a, 30b, and dual direct memory
" access coritrbllérs’ (DMA) 32a, 32b. GENVGA includes VGA graphics controlier

| 36. video mé'mdr_y' controller 38 and interface 40 for a flat panel display unit.



The present invention is inplenented by neans: of three enhancenents to a
conventional prior art mcroprocessor architecture, for exanple, the
assignee's [err] architecture, as follows: 1. A newinterrupt-called the
System Supervisor interrupt [err] 20 for superseding the entire

m cr opr ocessor 'system s MW@W@R*‘%MQ FRP tHAIR Gempenents @ systemor

_srﬁgersged!‘_ﬂ?e';'?ﬁ"{yl S noh maska, e and%k%é'ﬂ%%yah‘?lagﬁl ?ns?{:g’{@%&gt her

i nterrupts, lncsodomcaimwmvemmwremetwmpmmﬁw{md J;adhbtrﬁéﬁ\dﬂt i's
serviced by a SSI interrupt service routine. 25 A speci al

systemt rans par 4fifandidra, mamoly 48 At accessag %thSﬂQ@WMHSURfeM CMI\R or
SMRAM f or ri e CPU
2t the t1me bt Sachd coffbl 1t Snki\Rloo ibibh cardorth rokpeef it vl T
i ndi cat or indi caiémgryW8ahiscalst be aGiissed throughethe USAdihs 420 and thwtwo interfates 30
3. A new instruction, called RESUVE, for returning the m croprocessor
systemto the sf#Q¢ 80 just before it was interrupted by an..SSl .i-nterrupt and
resum ng execution at the next instruction, or optionally returning.to the
halt state if the CPU was interrupted froma halt state. - Referring now
to Figure 2, :a fl ow char tFarlfirtter dasériptiob Inﬂaling:toabecmsef" Sxewﬂopﬂocem.r r upt
of the present | nv nth I_ SI | I nyok

MRS, etg’ﬁhl;Q: S’“e'Upon

assertion off%anseg 2 A
5 detection- OfCtJ?Bo e e CPU chip
[err], the CPU maps @ngmwﬁgbgﬂﬁﬁ%@% ﬁ‘te‘gma?ggmgg hén%tt'iohgrrermry
space, block 102. The SMRAMis nornally not mapped as part of the main
rrenQ?/ space, thereby making it inaccessible to the operati ng system and
the™dpplications. Additionally, the CPU saves the CPU state into the SVRAM
space, 10 block 104, sunkshes dJie : a . ; , sets the
halt indicator in
15

_lnt_lo;- S

The present invention is implemented by means of three

enhancements to a conventional prior art microprocessor architecture_. for
example, the assignee's |386""' architecture, as follows: |
1. . A new interrupt called the System Supervisor interrupt (SSY)

20 for superseding the entire microprocessor system's protection mechanism with
specific support for superseding the protection mechanism while the CPU is at the
halt state. “The SS! interrupt is non-maskable and has a higher prioﬁt} than all
other interrupts, including other non-maskable interrupt. The SSl interrupt is
serviced by a SSI interrup! service routine. B _

25 : 2. A special system transparent memory area referred to as
System Management RAM or SMRAM for storing the SS| interrupt service
routine, the state of the CPU at the time it was interrupted, and a halt state _
indicator. The halt state indicator indicating whether the CPU was interrupted |
from a halt state. _ _ L

30 : 3. A new instruction, called RESUME, for ;chrning the
microprocessor system 1o the slale just before it was interrupted. by an _SSI
interrupt and resuming exeunion at the next instruction, or optionally returning to

the halt state if the CPU was interrupted from a hait state .
8



t he SMRAM space, block 107, it the CPUis being interrupted froma halt
state resulted from having executed the Halt instruction, branch 106a,
re-initializes the CPU s programcontrol registers, block 108. and starts
execution of the SSI interrupt service routine, block 110. 15 The CPU state
saved conprlses an I nstruction p0|nter and a prior instruction pointer.

These two pointers point to two instructions of the operating system and/or
the applications. The Refartingnow o Figure GM@MWQYWF@@!& oNgrocodetod be’

execut ed next t| tcuan 20
i nstruction e&%ﬁ%’gﬁegﬁ %%%‘?o"reg'&?ie i N grru eﬁﬁ{s%}voﬁﬁéb YHal t "
instruction ||hetdssemBhJol\an elentrieatrsiunaedt &n mﬂhEplhdthﬁcBU%hlpT%o‘ﬁS

i nterrupt él?ce ro t| ng'a%%pl cal. I conprises instructions that are unique

to a parti °§tﬁ5‘|9 Gal signa eisheramalmofttbem’él Weﬁ%ﬁﬁmnﬁs whi ch
t he CPU chi tn.ig(?g m { t

ma§ cont g.l |an nstruct ?ﬁﬁs %ggg?$#'°W?Ledﬂﬁé'a enr?Eel "
SMRAM space |ls!ode102t'ﬂ1ejsmmmllsmonhalm rndppeaahlpmvtmmamﬁmdyat t he

halt state. |If the halt dlcﬁ@ |s§ the SSI interrupt servi.ce routlne
may further ctRACE WW‘W&'P%E’EQ@ ceensible, lo-thejapgrating system anditheat or to cause
the CPU to beagphsatingd Ed&ltn%ﬂalrfﬂﬁtcpue&ve§mbb%&e (@i e BRAHANIBEALLCE T ON

upon execution of the "RESUVE" instruction covery
interrupt1Q@s bleco hpA. |as\htelkanpercl?lbm réal modepblocin 105 tsetsthb hattdmdicdibrah

| k th nt U SVRAM | udi th
e oot b (B MMRAM gtk it ' 7o BEBE baingliihripted foms bek s Crooke
to determ ne jeulidieirbml ﬁaviggchx@é&teﬂ thé HaR Instrdb@sr< blandh 106al Reinfidlides! g Cat or

Is set, branch 113a, the U decrenents the restored instruction pointer to
the restored §PU@rPYPQ'§mmfﬁbfﬁﬂmﬁf&twm 118 eRd statts expcution dihe SShdi cat or N

interrupt service routine, block 110.
15
The CPU state saved comprises an instruction pointer and a prior

'in'structiorl\ pointer. 'Tlhe-se two pointers pomt to two instructions of the operating .
system and/or the 'a'pbliea_tieh's. “The instruction pointer points to an instruction to
be executed next by'th'e":CPU and the prior instruction pointer points to an

20 instruction executed by the CPU before the interrupt, that is, the "Halt" instruction
if the CPU was imerrupted from the halt state. .

" The SSI' interrupt service routine typically comprises instructions

that are unique fo a partidulat application of the SSI 'Intefrupt fo the system in ~/

25  which the CPU chip-is' instel!ed."fAdditienally, the SSI interrupt service routine
| may contain ihs_truc!_iehe for checking whether the halt indicator in the SMRAM
space is set, fo determine whether the CPU was interrupted at the halt state. If the

hatt indicator is set; the SSI interrupt service routine may further contain

instructions tor resettmg the halt indicator to cause the CPU 10 be restored to
30 continued axecutuon at the next instruction upon executnon of the "RESUME"

inslructlon



not set, branch 113b,. or.upon'decrenenting t he instfuction poi nt er
register, block 114, the CPU switches out the SMRAM area and unmaps it as
part of the main 10 nmenory space, block 116, and continues execution of

the interrupted operatingpausidiy o e Bs! filbrnst i©aQBhipib 9@&.&8% ion of

Therefore, If tthe halt indicator remalns set upon returm ng e system
i nterrupt servican ammahevemlﬁat inokes theTResume’ lnstryption (REMcevant)t ddpont her eby

he CPU t t.he h hal t. | ndi t '
caust 10 AR° S Lot atine Pebenevact o5 B Prreor fheopu wbl s din e o™ O
the next instrucgimaN arda MEROIN Eqﬁe ISl Soterand (R bﬁb?tiﬁélﬁidn&ﬁra%rp“ or

I nstruction pointers, setting the halt indicator, checking the
i ndi cator ands deblpelntm.lohgcksﬂo determineci tmmanpw-mtmism@lacbédsau&he hatthese

e pover " mnagoeissie s SeBiEReh ad Re, ot Aerhlus Mo, i nelii, "
related co- pendlmnurﬁthe%ﬁah%imhm bncbmmhcrmuehuhhwieamns

i ncorporated by reference. Wiile the nethod of the present invention has
been descri bed i notX®t, hranchs113b, ior sppm dmmyttw&ﬂdnﬁwiommﬂfmesmlMd

th t |1 t h f th t I t
| ted to the pl Codit PECpmaRbes i 8 SHHA erda e UoFiEPE L of H ol e
present | nvegd i OmefffdYy Bpady, Bick a6, dhd Boritinded xetiulion of(hd inlerRpRid tﬂi&réﬂnbhl n.
the spirit and scope of the appended clainms. The specifications and

drawi ngs are, ac8ystemegiapplicationpragsarmybleck 117. aFhesefore, ifithe hak indjqatorsemains

h =
conpr  si ng a cenbeiPan At framhp e EiediptelubCRnAAT foufné] BT RBCES °T
unig_for executi getsag-oRBEGSd, thereby Sausingthé CPU & renfie In thechaltiytataC Howaver,

program conprising a plurality of said CPU s instructions, said CPU further
having at |east ifthe haJtiindicgior ks rj sahvRONIStUINIaH from theavsimdeterwpt service

.15 routine, the next instruction gets executed.

Except saving the instruction and prior instruction pointers, setting
the halt indiéatov. checking the halt indicator and decrementing the instruction.
pointer described above, these enhancements, including a speciﬁc' application

. 20 of the SSi interrupt, the power management interrupt (PMI).' are described in
detall in the related co-pending U.S. Patent Application, which is hereby' fully

incorporated by reference.

N : "~ While the method of the present invention has been described in
25 terms of its presently preferred form, those skilled in the art will recognize that the
"'method of the present invention is nol limited to the presently preferred form
described. The method of the présent invention may be practiced with
modification and alteration within the spirit and scope of the appended claims.
The specifications and drawings are, accordingly, o be regarded in an

| . 30 illustrative rather than a restrictive sense. -

10



and a protected node; and at |east one Interrupt for .Interrupting program

execution, wherein the inprovenent to said m cropum mmunnﬂmmnormrl ses:
(a) said nenory units having a dedicated nmenory . aklk i o] I n 10

I nterrupt processing program processor state data of said cPY, &nd a halt
I ndi cator, said dedicated nenory areglAdi¥é ng not. mapped as part of main
menory space thereby keeping said dedicated nmenory area inaccessible to. .
sai d operati g syst ARVl ARPodrs@dsta sy bofMprisit g : | at.e- dat a
conpri sing air:' [ nsﬁﬁ@ I on” pol rﬁ e_r--‘%@%‘?lor. ?snié ?ﬁkgpféﬁ%{ﬁ%ﬁﬁtl ng
to a first a(GPUsuplddid at least onecremory urit forexbeatirgy an bperating tystern add
application gro rans respecti vel%, said first i nstructign -bei ng an
Instructi®n ttJedst eneanplicationprearBM compysing 8 BlHeaity of said. LM Instiuctions.i on

bei ng an | NSt el PRink il atlWast § R Exdc Ler [t | d halt
I ndi cator i ng'ggﬁtg%n\%‘gﬁ%r s?ﬁyacfi%?g% ﬁ't%e@?ﬁpt'e r"gg)ﬁrhd‘::t'ﬁL alt state
resul ted frosndaprotected nuideqandhat least one interrupt forsiatedrupting progtanons 20

conprising said Halt instruction; (b) . said interrupts having & System
Super vi sor - | $Xasution,whetain the ES‘I“"PYR'&?’%‘&?)F x d“‘%'i?emg%‘ﬁ syptegy ating

system and sai d Gt ROREVIRy a JVbiEabI "'\6‘1(; e » ai d

dedi cat ed rrermrye‘gf%ééaﬁ)df a 'Péﬁletérn?gg%%gg%nt ?P%atlageggﬁ aﬂem)ry
space, sl@riintpramt grqoessing prgram,.girecesaotstate data df $id CPU,iand@ hali d dedi cat ed
menory area ] neluding,sai.d . instruction and prior instruction pointers,

Swi t chi ng_ saindeaisy 7aid decicatad Foory,atea baina. 81 SRAPeH &S AATLOUTRIR RFTEY o2 o
CPU i s bei ngsﬁé&%&%&%&ﬁ?%ﬁﬁd&i&?&émSWare{éQH%éekﬁiB@ toYsafiPt ti ng said
halt indicator to so indicate if said CPU is being I'nterrupted from said
halt state, operatingsyster) andeappli¢ation pfograms., said pracagsor stale data eamprising am

said SSI 30 _being unmaskabl e by .sajd operating systemand said applicatifn
ot ogr ans, _ant MAFRPPLPANGRand BPrar insiRARn olistemaiiingdp & freCahe ssfbb.
| NSt 1 uct { 9NSingGuiYHs bt BaRLEPRratidhlydiein v Eplicklicr proghding MdpestiveRy sRidoCessor
state data from said dedi cated nenory area to said Uincluding said 11
- first instruction being an instruction to be executed next by said CPU and said

second instruction being an ins_t'_h:__ctipn executed by said CPU before an

interrupt, said halt indicator indicating whether said CPU is interrupted from an

halt state resulted from execution of a Halt instruction, said instructions

20 comprising said Halt instruction; - o
N (b) said interrupts having a System Supe_rvisof Interrupt (SSI) for
interrupting execution of said operating system and said application programs,

switching in and mapping said dedicated mémory area to a pre-determined

segment of gaid main memory ‘space, storing said processor state data of said -

25 CPU into said dedicated memory area including said instruction and prior
instruction pointers, switehing said CPU into said real mode of execution,
determining if said CPU is being inferrupted from said halt state, conditionally
setting said haft indicator o so indicate if said CPU is being imerrupt_edllrom said
halt state, and st_ariing execution of said interrupt processing program, said SS!

30 being unmaskable by said operating system and said applicatioh programs, and
having a higher priority than other interrupts: | o
(c) said instructions having a Resume instruction for restoring said sa(ved

processor siate data from said dedicated memory area to said CPU including said
1

L



PO

e M S * Instruction and prior Instructi onﬁm"wim’ﬂm 7, g said
halt indicator to determine If it Is set, conditi " ﬁ 'Fg said
restored instruction pointer to said restored prior insttuctioh pointer if
said halt indicator is set, switching out and unmappi ng sai d dedi cat ed
menory area t o instiuttioniand ipriobingtractioneoimerd, checking Saitbhditindicatopo of sai d
operating system and sgiq agﬁl I cation programg; t hereby allow ng said CPU
‘to be interruptqgierming i l5 sef, goaditionally decrhmenting: said restared instistion painteed t o
sai d | nt®frupt 335l foRioR Brict Thsthuclon BARGF i saiB R Wdhtitof @ 3 dhiiBRRG 8Lt N
system and sai d applicatioh prograns. . e I nmproved 'm croprocessor
system as set fandunmappirigasaid Bedivated aiemonparbarte saidymainirhemoryngpabe,cnd

on- board random access nenpry (SP ., and sai d-dedi cated nenory area is part
of “ sai d on- Bbar'§SYERIDG executionipl WR&@BQWSPB‘& 8pplication Et forth
in claim1, wherein | Wyes it | 2 mated pl ed
to an on-board RAM éﬁ?ro&'ﬁyﬁ?gﬁgx’:g‘g gg@gﬁ;@%&%?h&a@ I'S pgr of
sai d of f - boar d gRitbirestart be Firevidetbtocsaidiinterrupgarvice program jrs a enaraer trahspaverith in
claim1l1, wherein sajd CPU conprises interrupt neans for triggering said )
interrupts i ncltideithoresatingpystem gnd sajfl APRICAUPN.PIOGrAMS. gger ed upon recei pt of
an electrical signal, said interrupt nmeans conprising an interface for
receiving said electrical signal. 5. The i nproved m croprocessor system
as set forttoire.cl aiTimedmproved enicroprressonsysidraas setforth i claimiawherelrcsaid pi n.
25 6. The inproved m croprocessor systemas set forth in.claimd4, wherein

sai d mi cr opr ocSBEHPNYAIs SoMATESS aR-bRRf IR ageess marrony SRAM); 8rd fidns

coupled to at |qsfcd nﬁWHﬁe@%?&ﬂ&fsﬁ@bﬂ-bﬁhﬂﬂﬂﬂ?cessor system and said
e;

i nterrupt nmeans tor detecti’ng a p eterm ned event associated with said
sys\-‘ém asset and 30 generating for said Interface said electrical signal

upon said detection._ 12 . . . L
3. -The improved microprocessor system as set forth in claim 1, wherein said

15 memory units comprises off-board RAM coupled to an on-board RAM _eontroller.
and said dedicated memory area is part of said off-board RAM.

4. - The improved microprocessor system as set forth in claim 1, wherein said
CPU comprises interrupt means for triggering said interrupts including said SSI, |
20 said SSI being triggered upon receipt of an electrical signal, said inteirupt means

comprising an interface for receiving said electrical signal.

5. . The improved microprocessor system as set forth in claim 4, wherein said

interface is an external circuit pin. | “ '
25 _ _

6. The improved microprocessor ;ystem as set forth in claim 4, whér_ein said

microprocessor system funhe_f_ comprises an ev_ent detection means coupled to at

least one system asset of said microprocessor system énd said interrupt means

for detecting a pre-determined event associated with said sysle_rﬁ asset and

30 generating for said int'erface said electrica! signal upon said detection.

12



C L M S * 7. The inproved nicroprocessor lﬂﬂlﬁ"‘“ﬂ"ﬂﬂ umtth in
claim1l1, wherein said CPU conprises instruction " . ng said

instructions including said Halt instruction and said Resume instruction. 5
8. I n a ni cf-opr Jhedmproveq micepocassor systemassehforthlin claim ds siharpinigaid ( CPU)

ot Toast one ShgcemaREs FEFGen hdnn Bf efigfis b iftnBfonsinciidng ga™s *

i nstructi ons, HaltindtrG&tidnfandisais RBsuME hstlictionast two nodes of program .
execution, a real-nmode and a protected node,. and at |east one interrugk for
I nterrupting program 10 execution, a nmethod for for reliably interrupting

sai d CPU ghd groviding autonated halt < o ' I d@anspar ent
to said o?]éraé)'i ng"gbgﬁgﬂ’ﬁ%%Vg'g}é‘t?@*ﬁ%ﬁ&gﬁéﬁﬁkﬁfﬁﬁgﬂfwﬂeps of :
(a) storing acoupledad ali pastomecmemonouniv fogexututing dn dpétafing Sybier@REA ar ea on
said menory units, said dedicated nenory area being not mapped as part of

mai n 15 mendPstangapplieation program somprising @ plutality-ofsaid:CRbNs instruclions,
nterrupt i ng SRLERMAARES akingheTaest 68 ARed Hbndid SBeich B PR mide)

prograns uponande protécted made,rsndia tiexstrone thternypt for imeirdptingtgrograRi | on bei ng
unmaskabl g by sai d operating system and said application prograns, and

havi ng 20'0 a eguian, ﬁr'f‘%‘?‘?‘i‘%"t'ﬁbﬁ“%‘?'hgﬂem@ﬁ S8 CRY andmegviding t chi ng i n and
mappi ng sai d gee Gt SR Fokt ' ' f id

mai n menory s%géci,g;sﬁ?gﬁnst or f%é%@?c@gg'gerr%ﬁ %‘%%%3? gh i(@fd?: S %?@H%eﬁn%n?as aid
dedi cat ed nenapplicationprograms qomiprising dhe steps ef:dat a conpri sing an .i nstruction
poi nter and a pri Z; 2t i'nstruction Egi nter.pointing to a first and second

instructions of sdfkf g’ﬂ@r%ﬂ IniRSTUpY RIOSRESINRIPTRBIAM INA Fediclpd Memaly asea enf i r st

LCEbrS o O A S ekl S SR i Bl B~

i nterrupttd memory space thereby keeping said dedicated memory area inaccessible o said
operating system and application programs; '

(b) interrupting ‘execution of said operating system and said application
programs upon receipt ofa pte-determined input, said interruption being |
unmaskable by said operating system and said application programs, and having

20 a higher priority than other in!ér'_r'u'pt'ions'; R |
' (c) switching i and mapplng said dedicated memory area to a pre- -
determined seg_meni'qf said main memory space; |
| (d) storing processor state data of said CPU into said dedicated memory
area, said processor state data comprising an instruction pointer and a prior
25 instruction pointer po_inﬁng to a first and second instructions of said operating
system and application programs, said first instruction being an instruction to be
executed next by said CPU and said second instruction being an instruction
executed by said CPU before said interrupt; |
_ () determining if said CPU is being interrupted from a halt state resulted
30 .'  from execution of a Halt instruction, and if said CPU is being interrupted from said
halt state, ,éeﬂing'a halt indicator to so indicate, and storing said halt indicator in
said dedicated memory area, said instructions comprising said Halt instruction;

(f) switching said CPU into said real mode of execution;
13 '



(e) determining if said CPUis being interrupted froma h u

30 fromexecution of a Halt instruction, and if said CPUa” mﬂmy"ﬁﬂﬂ“m
interrupted fromsaid halt state, setting a halt indicator to %o"inbichte!
and storing sai'd hag) sﬁanmme@mmmosaldiimbdjp!piwisﬁﬁﬁw raimga, said

i nstructions conprising said Hait instruction; dgza switching said CPU into
said real node of 4RLIeHQriNg sajd saved: progcessor glate inclgdmc*saeq;msw@tma@

orocestbe ot arthe ihehe #Eh'ﬂfgiéﬁﬁ@%gﬁa‘é%%zéﬁ A I SR g o
poi nters frommtwhﬁtﬁdbéiﬂb@dnﬁﬂlww Sdi@ intbupt ogﬁ'érhd [err]

restoration being controlled by said interrupt pro (n)

deternminin® if sai di}idlgtarmining if seist haltindieator isget. ands sddmminqﬁmpcmm i s

set, decrenent sai,d.restored prior
st ruct i on poiokteBnthd &5l }aiihicibh BB a8 ehf fobioPed Butr BaPEoRL o r y
area to sai d rpdimerenory space; and 10 (k) resum ng execution of said
operating systemand said application prograns. 9. The met hod ras set
forth in claim 8 \mmmngmuuan@mmpungsaudcdnqnatgdammrbawaitoraiw:min
access nenory and sal d dedicated nenory area is 15 part of said

on- board RAM GeBAdd as set forth in claims8, wherein said nenory

- units conpyg ses offaybfaaud..wé‘cquaﬂ. 8fsdid opBrafifg Egggg' %%&g@h&@é&:ﬁ% and

sai d dedicated nenory area 1s part of said off-
| nproved m cr gqpegr@amssor systemas set forth in claim8. wherein said

\_ ' 9. The method as set forth in claim 8, wherein said memory units comprises
_ on-board random access memory (RAM), and said dedicated memory area is
15 part of said on-board RAM.

10. The method as set forth in claim 8, wherein said memory units comprises
off-board RAM coupled to an on-board RAM controller, and said dedicated
memory area is part of said ofi-board RAM.

20
11. The imprbved microprocessor system as set forth in'. claim 8, wherein said
steps (b) through (g) are performed by interrupt means of said CPU upon receipt
. of an electrical signal, said interrupt means comprising an interface for receiving
~ said electrical signal.
25

12. The method as set forth in claim 11, wherein said interfacs is an external
circuit pin. |
13. The method as set forth in claim 11, wherein said electrical signal being
30 generated and provided to said inferface by an event detection means coupled
to at lsast one system asset of said microprocessor system and said interrupt
means upon detection of a pre-determined event associated with said system

asset.
14



steps (b) through (g) are perforned by interrupt nmeans of said CPU upon
recei pt of an electrical signal, said |nterrupt means conpri sing-an
interface for receivimg said electrical Elm“ﬂulunumul he met hod as set
forth in claim1l, wherein said interfac circuit pin. 13.
The nethod as set forth in claimil, wheréin®said"léctrical si gnal being
30 . generated and provided to said |nterface by an event detection neans

coupl ed to at |east one system asset of said mcroprocessor system and.said
i nterrupt neans upon det ection of a pre-determ ned event assaci ated Wwwth

11 “whoret noa; ane métnod g sektortin Saih't1, wheFei BaREHeBE AThroBE R pftreans |
of said . g:PHarfarrdea dy dnstaiction ngans K isaid CPU?!ﬂG tsh&ﬂubu ifstUtibn T8 Gxécured
means.

by said instruction means.
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