SCRAMBLED TELEVI SI ON SOUND SI GNALS Thi,s invention relates to the scra I ng
and descragbl ing of television signals which contain scranbl eﬁgfa't’g& [or
data inforpati.on. A nmethod is known of generating vision scranBlTng control
words for tNee1ine-by-line scranbling or descrambling of the vision s
conponents of a television signal, in which LGntrol data havi ng a rate
which is lowrelative to that ofcRAMBLED ITELEVESEOMTSOUNE STE¥ADLS| sion signal is
enpl oyed to control the generation of the vision scranbling control word
for each line of said vision conponents. 10 A et hod of the above
type i s known where ellats Lnventdbnitedatssstortheosgsenbling aid desenaghiingnt
signal is scrambl eghe,Bys Giisip g o fudd Boncadfl SLREROIA0CIAE fldfoPQabl foOT
each line. This is done 1n arandom manner by a ocaITy generated random
sequence at the t#HiPEAREA%N source and a correspondi ng random sequence
local l'y 15 gener apegettbd 1€ Kh6b€\VESEARraBnE ViRlion scBRBL16ANYAR oL words
sequences are periodically reset by control.data.at a rate which is |ow
relative to that 59 tAe YiPAEPYAiRe Frremhlipg|o¥y AeiSARBHGE 0 KRt CHsdomt r of
data is frasgsm ttecnpminehes he betedevsdion siigyab) in Shihh eonteblh@deanmaviskes a

rel atively secure_scr i lt.js a first_.object of
the invention to f)%%av?'ggéhaqrg?g%%gg%%utggemaﬁ%avte° y%'@ w{ﬂec hats §g Hekes
provi si on for thetekaviaten sdgasld Ldcemplaped itagecamkreh khel/ ghnbratiognes she The

i nvention provi degsd3nOskaadh & hewkdOkol e | S | control
words for the line- by?I !inﬁrg sc?génﬁl'i{\%lor 25 ° gg{eggcdr@agn’igl ?In%”g#ii e vision.

conponents of a t &PRPPREREAr signal, in which control data having a rate
which is 'Oporel ati veat fetHvdl offthehsbovieneypedls kabud Wet&lell¥h 2108 oF ctA! 1S

enpl oyed to contrg] .the generatiop of th i sion scranbling control word

For each |1 ne of  Slatemrakmsnents, B mreleviatnr alsall L Gorertheds by apesing

additionally 30 the ddné camdischanginglthe extchpbiricciors @aahl land/ OThilgiia done in

information multiplexe i“mn@ I : o COLESR | hei | oyed.

to control the geger atlgu(‘)n 0 eglb%gésls?g?gir%ﬂ n.g%%ntrrg%{&v\o%ﬁgengﬁe 5r§me)ac_'h .

bl ock of said souRtAHsadigsian aewerei avd af eprreepanding irandongequence locally
15 generated in the television receiver. Both random sequences are

periodically reset by coatrol data at a rate which is low telativéﬁ
to that of the line rate of the television signal which contrblfﬁaﬁa )
is transmitted with the television signal. Such a method ptovideé
a relatively secure scrambling system. o
20 It is a first object of the invention to provide a nethod 6f _
the above type which also makes provision for the scrambling and_f'} o
_ descrambling of sound/data signals. a
The invention provides in one aspect a method of generating
scrambling control words for the line~by~line scrambling'or
25 descrambling of the vision components of a television signil,”in
which control data having a rate which is low relative to that of
2 the line rate of the television signal is employed to control the.
generation of the viaion sctémhiing control word for each line of

-t
)

said vision components;'and said :elévision_signal ad&i:ionally

30 contains digitally moduléted sound and/or dataiinformation :
multiplexed into blécks, sald control data also being employed to
control the generation Qf.block.scrimbling control words one for_:
each block of said sound/data information, for controlling the
scrambling or deégrambliﬁg 6£ each of those blocks required to be so



scranQPlng or descranbling of each of those blocks required to be so - q
scranbléd or descranbl ed. The above nethod has the distinct advantage that

t he control dat a nay be enpl oyed not only to control the generation of the
Vi Si serambl i ng ¢ontrol words but also to control the generation 5 of
the sound/data scranbling control words and thus it is not necessary to
transnit separate control data over separate2channels for the vision and

sound/ dat a CONMPONERL S 1RAPSL e ¥StabbrYhier € each block is |onger than the
di gital conponents contained in two |ines, the neans generati n%ﬁeach

control word can 10 ThedaRaveoRethoy has,sheddstingt advantase (thag %r‘i°6‘&,‘°]é

part of a bl ock selraaﬂhdalynge @&pldiyﬂd sy dnlyeashcdroeek mrg&ﬁabamncmtuhel vvord
bei ng assenbl ed frqm t he gﬁ

nbe t hat
whi ch the associ at'ed b 66K ncc?ggt\l/\ihw&ds br‘w'%er ?oé)orr gg%%ﬁég”i" g‘f’h fon
near est whol & numyérchmsmduléattaessratmhna lrantypinerdapand thus jtnig npx

bl ock. Preferably faaefsaklyock coss ik smrseatcroakza’padd 896t Sefardt8Ulnnels
random bi nary sequence at the start of, each such bl ock for the nodification

of said sequence tfTtHhe &%’tié’“sﬁ"eéf’r‘n“?dr{d?%t°°B‘P8E‘fP‘F‘oF"tPﬁ'é“d’&|1§‘ose of .
scranbl i ng or descranb,memg eat® block is loagér lthac lthe crigntdl egmmaehtsol  word

can be stored {00Sthersh dh 1O Mhek ok Wall! fllebledt ASROEKALEL woca O

bl ock scranbling con r as’socl be subse uent y read
and the bl ocRoi nt mdﬂbglmebﬂx generage;idwring cacbrlinecpdriodk ar pagh pésa block

descranbling or NQkraktiing controﬂ- R@rd N\eEgok 'Higcﬁls%Qaﬂlciﬁb ARactdl FoiE bRt
aspect a television receiver for recelving and processing scranbled vislon

conpopents and scri&fRRiedqfEan &F‘? PS8 s fcRpaber Rf 1ivpe Prersding Shat ddre dA,
conpri sing neans fichddetdsabeldvedr ¥Xoek doithenoed rﬁhcﬁi&iﬂb&ﬁhﬁ&d@@ﬁnﬁ catthe

o o 1 Lot ] BEo Ol pBhbl Sk S B Bl Fmoer bPHA A"
- 15 block.

Preferably each block scrambling control word resets a pseudo-
random binary sequence at the start of each such block for the
modification of said sequence to the data stream in that bl_oék for
the purpose of scrambling or desc:aniblins.

20 Each block scrambling control word can be stored together with
the block with which it is associated. Each block scrambling
control word and associated block can be subqequeﬁ_tly read and the
‘block interrogated to determine whether the block réquires
descrambling or not. ' :

Y, 25 The invention also provides in a second aspecr. a television
receiver for receiving and processing scrambled vision components
' and scrambled digitally modulated sound and/or data information,
comprising means for additionally receiving control data which has a
rate which is low relative to that of the line rate of said _
. 30 television signal, generating means for generating vision scrambling
control words for the line-by~line descrambling of the said vision
components, said generating means producing a control word for each
line of.said vision components which generating means is
periodically reset by' said control data, and the receiver
3s addif.ionally comprising genetating means for generating block.
scrambling control words, one for each block of sound/data -

information, for controlling the descrambling of each block -



R
3

controly words for the line-by-line descranbling of the said vision JO
conponents, said generating neans producing a control word for each |ine of
sai d vision conponents which generating neans is periodically reset by said
contyol /data, and the receiver 35 additionally conprising generating
means Tor generating block scrambling.control words, one for each bl ock of
sound/ data information, for controlli r?g t he descranbling of each bl ock

- 3- requir inegutidagr dedzirambl ingndandhiwbhch dsadln perlodtialdl|geseedot sdid sai d
control datg,.Viit Bapaleceiver where each block is |onger than the digital
conponents I n two i nes the generating nmeans for generating the 5 bl ock
scranbl i ng cont¥Hih fofeseivem whsrp sk blogh nks &?W‘pﬁ’f‘@ﬂu@mg}g’&éﬂ-i ng a |ine

per It Odi a Ftﬁih'fgo@én:@fm Qe;g %%a%! g@&e%@haﬁf gor Sgahsutléag l@éﬁg ranbling
contr WOr. in me C ining the sai arts produc uring a
o mhes of M98 StenRL e, pERtrBR rae th SERPTIG © SRIATREP FFORGHBEper L ods
whi ch is | essitghanltiiee prubdigra part ofoh blogkssdimambdlirigocémerbhewomigei ver
preferably t C ' | i.ch i ng control
Port 1 o st el Bl G, Sprieff Suard BNEDEARH oY OGdnREhgTH RO COTY
may al so i rielaRATRE RTedeend derisg:a Rupher ofdlings cultishprepheradl thesoci at ed

control wordéakéfMwaadiél nunbef oENLinkSperiodBanichOfs 18dLER&URRE Mambee DI OCk to
| ock requires descranbling or not. The selectively

det erqi.ne er said
r ead ?Bntr\gﬁﬂe&{;’?"c? irﬁf 8% be used to reset a bl ock descranbling generator
at the start ofThe becxiwergrieféraplycfurither onpuiees autong inawbidh exdh a

poeudo. r andgLpi Bk SRGUENGE  Rocl 10 oBPN ERLaAUPLARE b iR GuAD

bl Qqck to a descra erein the bit streamo ock I's no
sai d bi nar yWhighuknda assosishedve dssmawmedee rigclude)pesnss fior, sgleatdsel®r t he

bl ock descrragiidggaditBEscK ahd MY¥oduted idaitksLl WORENEroal atd @Edredans not
requi e descranbliNgae dilogadsth! NS bESRCEL dedSra hioRhdeRe et 3%
. requires descrambling or not. The selectively read control word
may then be used to reset a block descrambling generator at the
start of a block, which generator produces during said block a
pseudo-random binary sequence which is applied together with said
20 block to a descrambler wherein the bit stream of said block is
' mo&ified by said binary sequence to achieve descrambling. With
such a receiver the block descrambling generatdr may be inhibited
when said block does not require descrambling.
In a further aspect the invention provides a television
25 receiver for receiving a te{evision signal containing scrambled .
digitally modqlated sound and/or data information in blocks which is
time multiplexed with vision information, and comprising
descrambling means for generating descrambled sound/data signals
from the received television signal, and means for additionally
. 30 receiving control data which has a rate which is low relative to
that of the line rate of the television signal for use in
descrambling, characterised by control word generating means
responsive to-ihe control data for gemerating a control word for
each block, means for storing each control word together with the
35 block with which it is associated, and means for conditioning the
descrambling means for descrambling each block in response to the

associated stored control word.



25 receiver for receiving a television signal containing scranbled '“|
digitally nodul ated sound and/or data information in blocks which is tirﬁ?
~nultgplexed with vision information, and conprising descranbling neans for
genef at irng descranbl ed sound/ data signals fromthe received tel evision
signéTT*and means for additionally 30 recki-ving control data which has a
rate which is lowrelative to that of the line rate of the tel evision

signal for use in dest anpdregred Badnptl & 5&AeBYraa] e ¥éhrdopaBO4ati ng
nmeans responsive to th:ﬁ control data for gengrati %control wor d fob gsach
8 'éP’ng’g’ c

bl ock, neans for &PEFINEE SEERS IHNETHES R PEeE HaRy (§edueEce, wije

wWith which it is mstoticallbyl reserd incruapodse te thei tecethved) coierol edatmanittheng
for d 5 : _ ,

Control vord. - eepePfurfiy dbdf obdhibes BO0Gak b deiEo ARRIG, B ks bO Ao

wor d gener ati ng rkeaAsatgsscindt @ ccoabiniagdeircuitl dar onhiningcthecpetputypll thei s

periodical |y resejatialsdc8fid ¥eaerdter (1@-b bt YAGhCEAHY bPis GBithe ddifad/data
descranbl i ng -maarlilaconprl ses a second Pseudo-random bi nar%/H seguence

generator, and a TS fentfiert dseeramitingnptin Agld ot fLReTatoR (e T83eh
second gener at or floirt edih- bldekwed la vélmebdépendént! ipors ati@ disdatinted cokerdlo

ef fect descranblipng, Thg aﬁis%ygggqeg%hfrgg‘[‘%ﬁ%f ﬁrsﬁ% gg\r,\olgggﬁ}eg]: Qg to a

val ue dependent upon the associated CO second
generator is abl eutputogennd/data bincraga: (idch mandiel yery puch (lgver thar dhecan

be very nuch | owginphaiacs e bR tecditle® d1gnhle whELELiIrEAnShE BFhehitALSE with
retaini ng synchroni sm w %h .the sound/data inforpation even i n unfavourabl e

ci ncumst ances. THE®| tRAA(I5E LRfogmafisd ¢res Lp Mot oyt ahles EHERvBpTaRG Dy

descranbling a tel evision signal containing scranbled digitally nodul ated

Vol Tt ormati on. | ierneRBdd’ ablOBES ML L sstndd BF BIMAIRE S "\ 1
has a rel ativel y degerambiing gr teleyisipnasidnal tcaskatnipgsesraabied digitatbbnse to

said control dat aodifdcel ddundtand/or data information in blocks which is time
' multiplexed with vision information, comprising the steps of |
providing control data which has a relatively low rate, producihg a
first binary sequence in response td said control'data, which first
biﬁary sequence has a rate which is higher th;n that of said control
data, producing a second binary sequence which is pseudo-random and
which is periodically set from said first binary sequence, said
second binary sequence having a rate which is higher than that of
sald first binary sequence, and employing said second binary
W, sequence for the scrambling or descrambling of blocks of the

sound/data information.

The above and other features of the invention will now be
described, by way of example, with reference to the following
. description and accompanying drawings in which:-

Figure 1 4s a block diagram of a television receiver for use
with the present invention, and

Figure 2 is a block diagram of a modification of the televieioﬁ

receiver shown in Figure 1.



bi nary sequence has a rate which is higher than that of said control dat agy
produging a second binary sequence which is pseudo-random and which is
periodically set fromsaid first binary sequence, said second binary
sequenge’ having a rate which is higher than that of said first binary
sequence, and enpl oying said second binary sequence for the scranbling or
descranbl i ng of bl ocks of the sound/ daia-i nformati on. The above and ot her
features of the invention will now be described, by way of exanple, with
reference to the follow ng description and acconpanyi ng draw ngs in which: -
Figure 1 is a blmcthe diiagrampbiFigutellethesirefereaceily éndffcaresimedigit h t he
present 'nvm&ap@orweﬂﬂwszﬁ :qapé.ﬁgbum A9k %QI%ﬂsmﬂkig&atlon of the

tel evision recelver shown In Figu diagram of Figure 1
the refererfcemia |d|’|6?‘b’a!’é%ad§aﬁ‘f’§ﬁ %Pﬂ-h’rtef 6P3$)ecéfievi‘ﬁ'g€i(‘!ﬁ séisﬁaltsr ansni ssi ons

of a tegevnﬁue@ osflb ﬂib%l|c—ﬁﬁc){?hacdil raset c&[ﬁb&tdﬁ?i_gstbrﬂtesﬁlid%bhéd E;l('&ﬂt%ﬁ)l t he 4
recei ved signals e copform ng to the propose
Eur opean Br'% %AE@B 'gﬁ%éfds?%ﬁfg%ﬁ gf?‘tdﬁés%?‘éa%‘ceéa‘?

present in ﬁnhehdzlwc&wcumtt Copon4gl) @dtainApaii IADPE3 whOBBwaki ch was

subsequent |oopasigherl paddad EBUNDYER! DAY REPREfortToRANLEIAR Standards for -

625-1ine 12 Satel lite Broadcasting 1 June 1983. The
recei ved C—%@ﬂ’éé ear 823nldre 2 ﬁnzaﬁﬁﬁléé‘% Prandsagsing”s $RB 284 &aked si on

recei ?/er V\/f]luﬁg 1983COMARCieRd1vad CLMAVIPhcke? $Lnallé Qc:essmﬂged k@ adicom ngd
S|gna to ro u II‘S out Sj on Si an a SECOI’]
Suinat bt AaPabatofn Bplevipion sebetua Phitth ol BoaienPd sl afrelind e sound
and/or dat aforrwmcmiinanthm inedning| sigeal toopiodgpacitet )fiirsr mutpdy §nat he above
EBU documentigsid s%AJl bgad GEMN, tstié&mt BEeut! 5 \enal masbm%!s 465 thé Bmac

mul ti pl exed durlng I'i ne period. The vision signal 1s 1n conmponent form (a
chr omi nancPacktfaReral serFeAningthe found npirredesa éﬁﬁPW&?i%iEcr anbl ed,
whi | st multiplexed block (packet) form. From the above EBU documents it

will be seen that the television signal is time multiplexed during a
line period. The vision signal is in component form (a chrominance
cdmponent and a luminance component) and may be scrambled, wﬁilst
the sound/data information is transmitted in packets of 751 bits,



the sound/data information is transmitted in packets of 751 bits, - 5- 32
195 bits out of 203 bits in the data burst of each line contributing to a
packet or packets. Thus each sound/ data packet occupi es approximately
3.85 | ines of data burst. The vision signal is applied to circuits (not
shown)™for further processing including 5 _ o descranbling to produce a ,
tel evision display fromthe incomng televi sPon si gnal . The separated data
bursts fromterm b Bltar euapfl 263 bl vs dnpriekdataldovsd ol eschr Lie cuit 4

where the data bur I Lot L0 ndiyi.d t .
packet - by- packet ﬁ%ﬁﬁﬁ“ﬁ‘@?ﬁﬁs&%w OQ.CHL?SF?' bez:r(jf%s g%,%‘? fgggk c?%gaqugéft
i nput of an adder 95cupiesnappRopipatelys 3Bhclings |aft daeanbirstp| ekke visieonisdgual
provides | ow rate j@ngppate@des @Ak tsd@ior £ifduh) %%ﬂjﬁ&r%@@ﬂém‘#ﬂiﬂluﬁng
passed from %he transm %ﬁ'ion sour ce to t%ﬁegre ei gﬁr via a secure
encrypted dafa chATASTATIOR1PE FOPTOIRFE & FetfyApin dfsplay £rom, the, AnF of
the data 15 burtsflevisildn signads ypted data is applied to the inputs of a

- decryption sub-system f“g%%fﬁg%idggaiﬁrk ?fﬁ:%”&a%é@alp'naﬁé Qgﬁg{e‘l (Pl 2

simlar size to a credi a subscri ber obtalns sep ely°farom
t he receiver and \iaFkst denpliiplexer rivcainf Appreo she sasa wrsts rare| psqembled

tel evision recei vanto tdWe1APId1 v fuadOpacke€d tb NPadlle Sbyl-piixacC el QFSchil
make cont act ¥Vlth ciorresodln lgiotacts on the card. %er ard carries _an
integrated cM cui CH6RYRh ﬁ&t‘r?ﬁ? hE° EnftsAst ERPUECRE 481 24ReTa 2 and AR WAL 2
control sequence, ofr tiepatket depskuigdexexndirauldtté pecuides clowPriteBebedypeiad ch
Is periodically r y cr e : th

il lyustrated exanplggg%ﬁg' 5;{?'%2% %%tﬁpg?tgggul%%l sej‘pé? 4agls%€iefsri%§nt Tne. The
out put of -the dedFpImissicn poyyee &M the Seegiyer ctiat & sesurelypencrypted data

sound/ data descraghhaidd £0®RtheCdffr¢aisl SO 136n, / add) daly StctnS paPd R £tk R
termnal VS fromwhich th irs"t: 8 bit pe Iir’ieiegot:o t:héar’.%ta_kemr} Lor use as.
the vision d&dcrafifthg cHMS SF Wﬂéf'{% e{fcﬁpp puts _
decryption sub-system 6 which may be in the form of a plastic card
(of a similar size to a credit card) which a subscriber obtains
separately from the receiver and which is inserted into an
appropriate aperture in the television receiver, the aperture -

20 containing suitable connections to make contact with corresponding
contacts on the card. The card carries an integrated circult which
decrypts the encrypted control data and produces a control sequence,
preferably a pseudo random bit sequence (P.R.B.S.) which is
periodically reset by the decrypted control data. 1In the

25 illustrated example the P.R.B.S. comprises 16 bits per televis:l.on
line. _ '

The output of the decryption sub—-system &6 is applied to the
input of a sound/data descrambling control word generator 7 and is
also applied to a terminal VS from which the first 8 bits per line

. 30 are taken for use as the vision descrambling control word for each

line of the vision signal, which signal may have been scrambled by

s G being cut at one out of 256 pogsible positions. The descrambling '

control word generator 7 takes the remaining 8 bits pef line aﬁd

assembles these bits from three successive lines to form a 24 bit
35 sound/data packet descrambling control word (x) which is associated

with a packet which commences in the line following the third of '

these lines. For instance, if a packet were to start during the



line of the vision signal, which signal may have been scranbl ed by beingQA
cut at-“one out of 256 pOSSIb|e positions. The descranbling control word
generator 7 takes the remaining 8 bits per line and assenbl es these bits

frfdmithree successive lines-to forma 24 bit 35 sound/ dat a packet
descr ambl i ng control-.word (x) -which i.s associated with a packet which
comences in the line follow ng the third of these |ines. For instance,

f @ packet el RuLe: 63 {nedtf icha [AE re: requifia 920Ul B deBRcl? then the

required 24 bits woul e derived . bItS ener at ed
during |i ne§“9m81(9h%1r§d thhthP%“p&EWPt%%F’d}ﬁ)N?ﬂj Son‘tor 8rd idrd fromthe |
control mr@hﬂ@%&@é@ﬁe?cﬂaﬁbm| tétrbD doe HRAOEKE téyutbl Ofordhe adder 5, the

5 t put _of wh t ke f t 8.

Synchr oni SmBERETANER 1 8 HIREL Hebth ARET RGNS SP\RET Snathe 5
associ gt ed packg! of swipichsiy aeplied & ar maug;x phekerabuifeof store &lescr anbl i ng
cont r ol YOr Syh O oalmrbtﬁméﬂh@gsgfé: AL R08h BRng dullrb] 31023 9R61 a0

sound/ dat.a pac e mal n pac The . packet:
buf f er st or @sgocksspditnegkets 1 Fmeperyer PBStSIPﬁi“IBl kg valug PESH® one packet and

it5 associ afdchMi@gﬁabhmlceaicr @br \&05&:&5@1& §£&dcpw‘og£ﬂrerdeﬁm agdl i ng
one at a tine acket " CQIS applied

to the sel e@?ﬁ?é/ﬁaﬁﬁﬁt”?’%f af?lé’aﬁhﬁ é‘f‘ %"t Pgi'h P]‘S‘?e:t E\‘éfeﬁuﬁfor The
sel ect @d packet The fdcket nuffecysxdré)8 bherapes last aswectﬁrs&imrairatfurt her

output to a H@PEQ& o'nge eérkfakca%td' Pk QL&&%Eed&Q%ﬁaﬁ'ﬂfﬁL& Dﬁ‘:h:%i‘c&?:td dvpe (PT)

byte in the In order to est acket content.
i s sound/ datPé‘:%ngﬁaT- ﬁ°Fs%4$fﬂFb1§GarﬂﬂedaEé E&pe b2 i "ARRE rPﬁFﬁfn as

I nt erpret at isePedtaeke] an(o@:)m@roe oRichSes apbl ad ssdnacsaRcthe 1Put 5 of -
backet 1o | SR PRREE Tpke Ml hndher McReton cRpoRticcttt RAFRIE SRen doce not
producesan enavdyedsbyrthe micket sebedtpwt? viaForfuatissr awtiusdts supalkdst a si gnal
packet the 985401390k d 100 AFQATONBERE LMok HRCPAMrRe Type (PT) byte in the

packet header in order to establish whether the packet content is

sound/data signal itself or sound/data control information, as.

_ interpretation packets (BI) are not scrambled and hence the
20 descrambling arrangement must be inhibited when such an
. incerpreta:ibn packet is identified by the identification circuit 10

which then does not produce an enable signal at its output. For a

scrambled sound/data signal packet the descrambling arrangement must

operate. . '

s 25 . A further output of the packét selector 9 is connected to a
descrambling control word regisﬁer 11 which is loaded with the -
descrambling conttol word (x) associated with a packecfwhen the
packet content is to be applied from the packet selector 9 to a
descrambler 12. Scrambling of the sound/data signal is achieved

v 30  at its transmission source by adding, modulo-two, é pseudo-random
binary sequence (P.R.B.S.)' produced by a suitable generator bit by
bit to the serialised digital bit stream of the sound/data signal.
In thé receiver sound/data descrambling is achieved by adding,
modu]o-tﬁo, the same P.R.B.S. generated by a local generator. This

-f'35  local generator is Synchroﬁised to the local data stream with the

o same relatidnship as that held by the P.R.B.S. generator at 'the:.

transmission source. "Secutity of the system is obtained By-



25 A further output of the packet selector 9 is connected to a
descranbling control word register 11 which is | oaded with the descranbling
control -word (x) associated with a packet when the packet content is to be
appl ied -fromthe packet selector 9 to a descranbler 12. Scranmbling of the
soundrwat a si gnal is achieved 30 at its_transm ssion source by adding,
modul o-two, a pseudo-random bi nary sequence zP R B.S.) produced by a

sui tabl e gener at oredattiny dhiet PiReB.Shegeneratdiri geckhei graramibsions spermm of t he

sound/data signal mé&vsbs ;.sﬁgiysg @gugelmat@ %%ﬁclxa%ﬁzpéleaga'p%ﬁ&uﬁ\ted by

addi ng, nodul o-two, enerat e ocal generator
This 35 | ocal gveafréphwr pv%ntss«heir#omg@ac%-o tftﬁecqrse%aonahﬁeasgw@&ﬁfm fthe

Ehe Sane rel ati Onibéélvag ISJ].&Tgt B@Jrfdsb&hdtihglﬂtp ridsék, Sotbgﬂﬁeiﬂti%dat t he

ransm ssi on_source ur of the systemis

resetting thed P.R B. SI®g fﬁéﬁ’&t%r’ gfi'p%é T’%ﬁ’fgﬁ?"séig Ht%vg‘gﬁe%gt s'f"f"nitaé'rval s,
nanely at the st aBEqmceafﬂr pesdrambl inga which ilsusppliéd xoi alfuethgroimputi oif ithe
sequence, Lhe GO hgaRaREh L0 196{1&&@{‘%99 dHl°£SF BE VL gamvgw SRl WAl Y

reset, or initialis ure enerat o

provi des the seri afdesoliierkye bitr "Gésk‘?"&ﬁﬁb i ¥Ry thhidars |3§r%ﬂ3"pPFe’dPF6“°eF further
i nput of the desceagiyitg #Fod \M&bCMake&ﬁfhe 10r8 f amee PHR.BSL Vfbn%(b’i‘t a)

tob dded bit by bit dul o-t dat

(Pom the packbt biprinses Ty Bagier Tuse, Op' e bt G2 hesiinRlsng B5RECH TG0

at packet rate by ftéme qhaodm:_abmnam:ﬂm:ngl mﬂrnhismdll( epcli rubat t the

descranbl i ng cont 50& 1;\./\?. geﬁ édﬁw %tvﬂﬂfe Ee8b§ the ?ggfg,_at or 13
escr anb

is . reset to a value se cont r Ol d at the
start of each pacKescraph %FBHE“éf "?We‘ﬁa%‘!@eﬂti“ﬁeﬁfﬁ‘i‘&aﬁ%‘m rcuit 10

enabl es the 15 P. RTHe Sutgfbcsthé phdk¥d adefiiTgeatidhi i cust NO0EhdRds dhet
absence of an_ena

gener at or so*? hat Qtfég'gf naFf%{frtg ﬁ%ﬁ)‘% ;%P%agt%&ggg%b%gn?gfﬁ%%}& ta
i nformati on from sheendbiersigbakratifhis output inhibits the operation of this
generator so that descrambling is not performed.
The descrambled sound/data information from the descrambler 12
is applied to a connecting terminal 14 which forms the output to
20 error protection and other circuits for the further processing of
the packet information to recover the sound/data information in the.
receiver. |
It will be seen that the P.R.B.S. generator 13 operates at the
bit rate of the sound/data output at terminal 14 and does not have
25 to operate at the very high bit rate of the input packet data.
Nevertheless it retains synchronism with the received sound/ data _
packets. |
In the arrangement of Figure 1 a high-speed data transfer of
_ 250 Kbits per second is used to carry the 16 bits per line between
. 30 the decryption sub-system 6 and the vision and sound descrambling
circuits of the television receiver. In some cases it may be
PR | , preferred not to employ s.uch a high data bit rate across the
interface between the sub-system and the receiver, in which case
data must be transferred at a lower speed, for instance over a so~

35 called nzn digital data bus. A receiver for such a lower speed

data transfer is shown in Figure 2 where corresponding components

are given the same reference as are employed in Figure 1.



is applied to a connecting terminal 14 which forns the output to 20
error protectlon and other circuits for the further processing of the 3‘%
packet i nformati on to recover the sound/data information in the receiver.

It (will be seen that the P.R B.S. generator 13 operates at the bit rate of

t he séﬁﬁd/ data output at termnal 14 and does not have 25 . to operate at
the very high bit rate of the input Qa?g_et data. Nevertheless it retains
synchronismw th the received sound/ data packets. In the arrangenent of
Figure 1 a hi ghlopEhrda #hereutphvE ffow30e |fnicket derubtipdexkr & issed to

carry the 1Q,pifed P&la hbd¥SpPEInVeEE-s38tem lhjh%ﬂﬁct';ﬁ”lhé%rﬁupypi\/ﬂem 6 and
t he vi sion and sound descranbling circuits of the_ tel evision receiver. In

some cases PPVRESFshHENG SuPeAYELER rfﬁ‘t the, CaRDI99S WREL R ghseRaTatbither at e
across the |rat;ﬁrrfeacnntm$ Mdan ﬁﬂbeueeﬂoasysdsem;amd the decegposdr co:tﬁ’tomlhl ch case
data nmygst b as ed t Qwer eed nst.ance o

cal |l ed [err? glrltft {2‘ i (sayA°?ceec§| ‘\%es)rec sudts:ﬁmvﬁ (s)\/\%tr °‘s'f)1é(} dat a
transfer isbd Bdws i tﬁlg@rbms vtmee'acgrrlés;mmbengacsénponémcg are given the

same refer e@ﬁﬁeﬁ%egr&eem&if@&i 15”»5!399&9 télevision 1ihé. F S QedrjpBqout put E
fromthe packet derru t|p exer 4 is applied to a decryption sub-system 15

agai n of th&°RERY #3457t I—Eﬁﬁév@?’“’?ﬁ%’léélb(%%t%li’ﬁrt fecendd etQoseediot
directly gewerpésact bire radguesmadof. ﬁeBP.‘i.B.butgenéﬂ-:hoeeH.at THes oatdytubet he

decrypted c ta at e.lowr S on el, .S d).and
conveyiglt %}ésr%fﬁeraﬁﬂ’élb sf@p{‘{era ¢ % iggfr?\“é’ me § Ehe ‘Eﬁig I)?fECEI ver
whi ch gener &hespacket degeranddids cmttrs’lp\!qtdt umamron 4!! the sam¢'mn@e€r ypt ed

con{rol datgsif Per infdi Rh¥1dnCo ) che EemalRingS pEAIDE LR gudeRd’ OF reset
the\Lc/gntentssof ;ﬁ%&e :qs.%en%iroat%‘rg tf?. heng(s)gt put of fu this

gener ator 1Pefes éBE)I’f"é"(f #8 Ak foT Fi&vEe &S and to the input of the packet
descranbl i ng comiendughOFigugesnar aid2 drd neam:sm t&ivectied wrikh dhegure 1,

the Opfé ati 9 la(.):fivgpye hisgaanql ﬂgw ps%g.éds tgansflegugp dgta between the sub~-
system and the receiver it may be required to produce a receiver
capable of both modes of operation. In such a case the two modes
could be combined in one receiver and the operations would be
compatible if it is designed so that data transferred via the
- 20 higher-speed interface (if present) overwrites that internally
generated within the receiver.
In the above description reference has been made to the
descrambling of the vision and sound/cl_ata signals in the receiver
_ ‘and it will be realised that substantially the same techniques may
— 25 be employed at the transmission source for the scrambling of these

signals.



being the sane as that for Figure 1. Although Figures 1 and 2 are J
respectively concerned with the 15 relatively high_and low speed :]'

transf-er of data between the sub- systemand the receiver it nay be
reqU|red to produce a receiver capable of both nodes In

. such 'a~tase the two nodes could be conbined jn one rmnmmnmulwmal"l
operations would be conpatible if it is desi‘gned so tHat “data trdnsferred
via the 20 hi gher-speed interface (if phpagent) overwites that

internal |y generajed EJ].'eOi%]iQﬂ FE&RSY nﬁrfumhd}bgvﬁﬂﬁﬁr hpéigﬁkg

ref erence has been nade to descra Vi sl on an sounél [ dat a :
signal s in thé ret¥tpdpinggcraniied |digicaldy) 'F%‘B&af?f’dt”g%é?%/rﬂ’l 43%2y the same

techni ques may 251nforhe:ﬁfmk0mdcﬁt whith L6 el SElicdpl&Rdr 6ot PLsiole
scranbl i ng of the?e SI si on rg&el ver for

-9 - CLAIMS 1 Atele
receiving a tel evi3i%58 §fgﬂ1a7 - SAREELATTR, I88TTARBT 1B B3RS gf’f PR a8 ed
spund and/ ors daft adestiramhidd eoundmdhdaoekgxaslhi fxiom ghe inegeimedt tqﬁeeketbnthsnal
vision informati oglnddamngqmra Q%&%&gré‘e@ih g il §1f&¥:a9«ﬂ&%haﬂdsn9 r"a:e

descranbl ed sound/ data signals rom t recel v evi sl on signa
means for additi oWatghyis é@@l eligite ferdiatdef shantioe make af r%e‘%&#@s | ow
relative to that gigraliefdd Qfe ridl BedtranbPings| charstdtrised Dl con@iollSOrd N

descranbling, characterjsed by contro enerat ing neans responsive to
tHe control data $%® rﬁé*wn& aft grﬁsTﬂdve\A%Snf o PR éi ‘P‘o‘r’ g cﬁe?ﬁtg‘gkng feans
for storing wach cuntirod| wawdr fox @gek (hdocky mieansidop|ssoking edchikputrolt word
associ ated, and ﬁﬁfég Pluith et $ﬁlhn&éthﬂﬁh9§§% aEPL4 1 HEA)Sadd means for

dese_rAaan ing each in response to e associ ate tored control word.
tel evi si on F%‘E’él‘%"é‘?i“&s“!ﬂ 4psaramphing gpesgse) for rﬁ‘%ﬂﬂ?lf-% epgh blogh, i, ol

wor d generatl Ng NPsdpongendr the asdodiated Grotedl @dhbrdlagrdequence.

2. A television receiver as claimed in claim 1, in which the
15 control word generating means generates a pseudo~random binary

sequence.

3. A television receiver as claimed in claim 2, in which the
pseudo-random binary sequence generated by the control word
generating means is periodically reset in response to the received

20 control data.

4. A television receiver as claimed in claim 1, 2 or 3, in which
each block is longer than the digital sound/data components
contained in two lines, and, during each line, part of a block
scrambling control word is generated, each control word being

25 assembled from the parts in a plurality of lines preceding that
line in which the associated block commences.

. 5. A television receiver as claimed in any i)teceding claim,
including means for interrogating each block to determine whether
the block needs descrambling, and, if not, inhibiting the

30 descrambling operation of the descrambling means.



3i~-—A-t-et-eH Si on-fecet ver as-<¢t-ai-med--i-n-ek a2y« + A -whi-efr=<the-poaudaasardom
bi nary sequence generated by the control word generating neans iIs %
periodically reset in response to the received 20 . A
television receiver as clained in claim1l1, 2 or 3, ““ﬂgf’«mlﬂ lH njm" ck is

| onger~t'han the digital sound/data conponents contained IR tmo §1nes, and,
during each line, part of a block scranb®img control word is generated,
each control word being 25 assenbled fromthe parts in a plurality of

i lneS_ p_receds.ng_A.hale+1ﬁ?n!ﬂe3m§ma§ haaasapﬁi;awoﬁdz_k@mﬁgcem?:cm. 5. fA

tel evision receiver gs clai in _an recedi ng cl ai i ncl udi ng nmeans for

i nt errogat i n@’iégcﬁ'%?ﬁ%?aﬁ%fﬁét '@?%sné’q%ﬁg?eﬁe? 8‘%1’3%%%§£’E§Ydescr anbl.i ng,
and, if not,sequanésd gemeratbe, 36d meadeSoracdubimingopls Feneratof duliput _

descr ambl | NGy {RA%hee wieh Hh v1bs of th EhM/SANhEKRRYEN 85 feglid 10 any
preceding claim™in ich the descranb I ng means conprises a pseudo-random
bi nary sequefrssrg®idpgt or, and neans for conbining the generator out put
bit-by-bit with the bits of the sound/data information to effect

descranblin 7. A television receiver as . claimed in claim®6, in which

t he pseudo- rg%rndoh?éﬁﬁ%@ TRATET SR 8F Slaipy af‘t‘%d‘ggd"’f s "é‘g‘é‘h tgFock by bei ng
reset to a vedendotimpdo aaquenpegehbratassixC icakdidtionsd fot eaoh thlodk by A net hod
of scrambli r | I,.S] | i Nl S | ed

g tally moir SR Y e tdnfileobil SheaSho SARLE SBRRISGEAITD ST,

mul tiplexed with vision information, conprising the steps of providing

control dat agWhi ety 8 setAib1{RE Yor! QNcESIEL1nRPALECLVMGB18n fd1kRk1 DI Nary
seq‘g_?nce I n. resgonse to sajd i rst, bi nary sequence has
ara

control data, which f
e whi che9asaipipgserapbipd ﬁ%ﬁ“@ilgeﬂ%“%ﬁ?ﬁdr und A4/ °ond8kici ng a second
bi nary sequeinfermdrioh inSbpsakischhiichniiopisenduitipllexed vtk ivadieml |y set from
sai d binary SGQUENGSn, SBhPriEE HePil3tYor providing control data which

has a'relatively low rate, producing a first binary sequence in

response to said control data, which first binary sequence has a
rate which i{s higher than that of said control data, producing a
second binary sequence which is pseudo-random and which is
periodically'set from said binary sequence, said second binary
sequence having a rate which is higher than that of said first
binary sequence, and employing said second binary sequence for thg
scrambling or descrambling of blocks of the sound/data information.

9. A method as claimed in Claim 8, in which said first binary
sequence is also pseudo-random and is periodically set by said

control data.

.10, A method as claimed in Claim 8 or Claim 9, in which the second
binary sequence has a bit rate which corresponds to the bit rate of
the blocks to be scrambled or descrambled at the point of scrambling

. or descrambling.

11. A method of generating scrambling control words for the line-
by~line scrambling or descrambling of the vision components of a
television signal, in which control data having a rate which is low
relative to that of the line rate of the television signal is |

employed to control the generation of the vision scrambling control



séquence having a rate which is higher than that of said first binary

sequence, and enpl oying said second binary sequence f highg or }1
descranbl ing of bl ocks .of the sound/data informati or“m“m /Imgn (“lgs
claimed’in aim8, in which said first bihdty sequence astal 80 s =

pseudo™random and is periodically set by said control data. 10. A nethod as
clainmed in O ai mw8rdifof] eaic Binei ¢f whid lvisivn sesyondnts,nedd/ satd|tebedshas a

bi t te which ' - t | ed
descranbl ed ar ¢ Bena SEb87 SeoRbhurdelb g8 Ly B RIAEER phlnd SpB 4 0RTY O
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descranbling of tRS10veditdNcoHFRONDNRL SerRbalchCbL W10 R cBinbIBhg coRe ¥l Gdkds

control data havi néjfa'rat ‘\,I\f;ol hjs f}w re tlvei[ﬂ%lo thﬂt of the line rate

of the tel evisi ofP€iiGRaTchsIATh o 8A] SoLH{AREY LofermEhehaten foBtraliiss

vi si on scranbl i nghesoramiling or ddscramidg fodr esctclof | thage (flosks deguiviednto

conponents, and ggifq, Lg%f%ﬂgd %P Sds3PAln1ggdi tional ly contains digitally
/or data 1n

nodul at ed sound an ormation multiplexed into bl ocks, said
control data al so being enployed to control the generation of block

sctanbl i ng contr b, Warsktnedcasd e1ai19@E bbogle of, 3ai vhisRuathdRicRKi 1 QbR@ ON,

f trolling t ' d bl | f each of those block
[ oquired To bo sEMEt EATALAL Dy <HRREBRSor o1 T T RitPeas ot HiIAE gret

Claim 11, in whi tineperiod], oxlpaks dfoagock hizrattbldngi @intadl eorhdacgenerated,
contained in two,l|] Wl j.ne Li i 0O

scranbl i ng cont r(e)%léﬂ\?\g?%k?ggngﬁg%%ggﬁggc J'rgl l())c%gs%é}gﬁg]fe:aﬁﬂocmo%??&%%lria
bei*%% assenbl ed frdwreleypef ldnes pae¢ading thay MWme| {mabigy shedsagciatad | i ne
in i ch the assgticki eshmehe&dl commences. 13. A nethod as clainmed in Claim
11 or 12, in which each block scranbling control word resets a
pseudo-random bi nary sequence at the start of each such bl ock for the
nmodi fication of 83 dAsmghedas claimed in Claim 11 or 12, in which each block

scrambling control word resets a pseudo-random binary sequence at
the start of each such block for the modification of said sequence
to the data stream in that block for the purpose of scrambling or
descrambling.

14, A method as claimed in Claim 11, 12 or 13, in which each block
scrambling control word is stored together with the block with which
it is associated.

\_ 15. A method as claimed in Claim 14,'1n which each block scrambiing
control word and associated block is subsequently read and the block
interrogated to determine whether the block requires descrambling.

16. A television receiver for receiving and processing scrambled
vision components and scrambled digitally modulated sound and/or
data information, comprising means for additionally receiving
control data which has a rate which is low relative to that of the
line rate of said television signal, generating means for generéting
vision scrambling control words for the line-by-line descrambling of
the gsaid vision components, sald generating means producing # :
control word for each line of said v;sion components which



to the data streamin that- block for the purpose of .scranmbling.ar
descranbling. 14. A nethod as clained in daim11, 12 or 13, imwimcth each
bl ock scranbling control word is stored together h whi ch
it is-associated. 15. A method as clained in C ai mmw Eﬂﬁh bl ock
scranmbrng control word and associ at edjplock is subseguent

bl ock interrogated to determ ne whether the block requires descranbli ng

16. A television. receiver, for ei ving and processing _scranbl ed vision
conponent s E2RaTARIPE MRBY 4 Q'F’E’é’fi? d%séfe‘ﬂp%{ﬁl&%?ﬁ%’/lo?aﬂat and nf or mat i on,
conpri si ng thearseefiosr addidiiooaklyl yonpedeing peneraning medist fomigesérdtasga rate
which is | | & e i vi.sl.on signal,
generati ng%rlryegﬁs %H{bqihgera?;onlo%gsll oJr’lﬁésqg?{: ?’ﬁ)?flﬁgghggnotq %Jn\(j%d%és for the

l'i ne- by- | i HefaemasiombEpnFontraliéng the dessranpléngnesnesnhsblegki d generating
nmeans pr oduc‘eu;agnagcmtc&mbmg d ah@rwnger sl b BErQALELMySiQae CORANENT S

whi ch - ’gelngr ating means is periodically reset by said control data,
and the reccé’f‘{? 11 %At i onal | y conprising generating neans for generating -
bl ock scrambling control words, one for each bl ock of sound/data .

I rif ormation,g f e ¢L AR C I n
descranbl i 27 O‘Iég%q"t‘g#"l rQQTM‘? %r ;@gg cal *rp%lg{m a8 mhm@?gg%ﬁnﬁlr%* dat a.

17. A tel e\AssimeFe@‘e‘F‘vE‘R &éz’(,qaél ¢AgOReNLE) mwwd Meﬁ’“’e Haen, Andckn i s

| onger t harmnibe tle GelndbatIAFPENIABR! forC b tRe tbABcK isResmbigng i n which the
generating means for energtln t he bl ock scranblin control wor d

conpri ses £°QEFer ¥PTls FeWFIRehd, STRGFRHRT Arodusdng Ap ]ﬂ‘é‘FtP%’P; bl ock
sc:%/nbl i ng acpamttr ofF avblock sar(hbbllmlcosmoanhdndngsmum:lk madbhﬂimg formed by

i N9 1dAGe AT oAb EQELCHy Wibing lelb@ld bye phddigss T ecedi ng

that: line in 500|ate recelver as
cl ai med i ndgringmr1Biwality of n’élna!imgceﬂiesdﬂetl hine in which the

associated block commences.

18. A receiver as claimed in Claim 16 or 17, 1néluding a store in
which each block scrambling control word is stored together with the }
block with which it is associated.

19. A receiver as claimed in Claim 18, including means for

selectively reading each block and associated control word from said

store and means for interrogating the block to determine whether

said block requires descrambling or not, and if not, for inhibiting
Y the descrambling.

20. A receiver as claimed in Claim 18 or 19, in which-the

selectively read cqntrol'word is used to reset a block descrambling

generator at the start of a block, which generator produces during
¢ sald block a pseudo-random binary sequence which is applied
together with said block to a descrambler wherein the bit stream of
said block is modified by said binary sequence to achieve
descrambling.

21. A television receiver substantially as herein described with
reference to either of the figures of the drawings.



whi ch each bl ock scranmbling control word is stored toget her with the bl ockZl
with which it is associated. 19. A receiver as clai ned—n—tcai-m-18;
i ncludi ng nmeans for sel ectiyvely readi ng each bl ock rmlassom ated contro

word from said store ald neans for interrogating the mum"wﬂmﬂmt
iting

whet hé¥=sai d bl ock requires descranbling of mot, and

t he descranbling. 20. Arecelver as clainmed in C|a|m18 or 19, in which the
sel ectively read,gontrol cr bl _
generator at the zgt art 23" %ﬁ 531?“\/\2“% ﬁcﬁ%msbgsﬁﬁ 5?“%)“ d'ﬁ°cr§§ g‘lfrl n%qi'éf

bl ock a pseudo- r &sdbimebseranhlingqer deecrambting of hpl visdor cpardrenteiafhasai d
block to a descr Q@éﬁ%i%%&&ﬁﬁ t&?os?kﬁti%&iﬁaa@ Péréﬂ'&s%%@ b&n"Pelelrkid bY
said binary sequence to achieve descranbling. 21. A television receiver
substantial |y as tAets AT#4H488%4 bed with reference to either of the figures
- of the draw ngs. - 13 - 22. A nethod of generating scranbling control
words for the line- by-line scranbling or descranbling of the vision
conponents of a television signal, substantially as herein described with
reference .to the draw ngs.




