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WHAT IS CLAIMED IS:

1. A device, comprising:
at least one processor; and
a memory comprising program instructions, wherein the program instrucifons are
executable by the at least one processor to implement a gateway procgss operable
to:
receive, from one or more processes on a customer network, fead requests and
write requests directed to a local data store on the cusfdémer network;
pass the read requests and the write requests to the local data store; and
send write data indicated by the write requests to a sgtvice provider to update a
snapshot of the local data store maintained On a remote data store by the

service provider with the write data.

2. The device as recited in claim 1, wheretf the gateway process 1s operable to
upload at least a portion of the data stored on the local/data store to the service provider to make

the snapshot of the local data store consistent with tHe local data store.

3. The device as recited in clagn 1, wherein the one or more processes on the
customer network initiate the read requegts and the write requests to one or more data ports

exposed by the storage gateway on the gustomer network.

4. The device as regited in claim 1, wherein the gateway process is operable to
perform said sending the wrifé data to the service provider asynchronously to said passing the
rcad requests and the write/fequests to the local data store and to returning responscs to the read

requests and the write requests from the local data store to the initiating processes.

5. The device as recited in claim 1, wherein the gateway process is further operable

to restore at legét some data in the local data store from the snapshot of the local data store.

The device as recited in claim 1, wherein, to send write data indicated by the write
requests to a service provider, the gateway process is further operable to:
buffer the write data to a write log; and

upload the buffered write data from the write log to the service provider.
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7. The device as recited in claim 6, wherein said uploading is performed according

to a data deduplication technique.

8. The device as recited in claim 1, wherein the snapshot of the local data stére is
maintained on the remote data store by the service provider in a block format, and wirein, to
send write data indicated by the write requests to a service provider, the gateway process is

further operable to upload blocks of data modified by the write data to the service provider.

9. A method, comprising:
configuring a computer as a shadowing gateway on a customer network according to
configuration information received from a service pro¥ider, wherein a shadowing
gateway shadows data stored on a local data gtore to a remote data store
maintained by the service provider;
wherein, to shadow data stored on the local data/store to the remote data store, the
shadowing gateway is operable to:
receive write requests directed to the lgcal data store from one or more processes
on the customer network; a
upload write data indicated by the write requests to the service provider to update
a snapshot of the locy data store maintained on the remote data store by
the service providgr'with the write data.
10.  The method as recittd in claim 9, wherein, subsequent to said configuring, the
shadowing gateway is operable/o upload at least a portion of the data stored on the local data
store to the service provider 6 make the snapshot of the local data store consistent with the local

data store.

11.  The

customer netwo

ethod as recited in claim 9, wherein the one or more processes on the
initiate the read requests and the write requests to one or more data ports

shadowing gateway on the customer network.

The method as recited in claim 9, wherein the shadowing gateway 1s further
opepable to pass the write requests to the local data store, and wherein the shadowing gateway 1s
erable to perform said uploading the write data to the service provider asynchronously to said

passing the write requests to the local data store and to said processing the read requests.
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13, The method as recited in claim 9, wherein, to upload write data indicated by the

write requests to the service provider, the shadowing gateway 1s further operable to:
buffer the write data to a writc log; and
upload the buffered write data from the write log to the service provider according to a

5 data deduplication technique.

14. The method as recited in claim 9, wherein, to upload write datg/to the service
provider, the shadowing gateway is further operable to upload the write data agcording to a Web
service interface of the service provider.

10
15. The method as recited in claim 9, wherein, to uplogd write data to the service

provider, the shadowing gateway is further operable to upload btocks of data modified by the

write data to the service provider.




WHAT IS CLAIMED IS:

1. A device, comprising:
at least one processor; and
a memory comprising program instructions, wherein the program instructions are
executable by the at least one processor to implement a gateway process on a
device coupled to a customer network, the gateway process operable to:
receive, from one or more computing systems on the customer network, read
requests and write requests directed to a local data store on the customer
network, wherein the device coupled to the customer network is different
from the one or more computing systems on the customer network;
pass the read requests and the write requests to the local data store; and
send write data indicated by the write requests to a service provider to update a
snapshot of the local data store maintained on a remote data store by the

service provider with the write data.

2. The device as recited in claim 1, wherein the gateway process is operable to
upload at least a portion of the data stored on the local data store to the service provider to make

the snapshot of the local data store consistent with the local data store.

3. The device as recited in claim 1, wherein the one or more processes on the
customer network initiate the read requests and the write requests to one or more data ports

exposed by the storage gateway on the customer network.

4. The device as recited in claim 1, wherein the gateway process is operable to
perform said sending the write data to the service provider asynchronously to said passing the
read requests and the write requests to the local data store and to returning responses to the read

requests and the write requests from the local data store to the initiating processes.

5. The device as recited in claim 1, wherein the gateway process is further operable

to restore at least some data in the Jocal data store from the snapshot of the local data store.
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6. The device as recited in claim 1, wherein, to send write data indicated by the write
requests to a service provider, the gateway process is further operable to:
buffer the write data to a write log; and

upload the buffered write data from the write log to the service provider.

7. The device as recited in claim 6, wherein said uploading is performed according

to a data deduplication technique.

8. The device as recited in claim 1, wherein the snapshot of the local data store is
maintained on the remote data store by the service provider in a block format, and wherein, to
send write data indicated by the write requests to a service provider, the gateway process is

further operable to upload blocks of data modified by the write data to the service provider.

0. A method, comprising: ‘
configuring a computer as a shadowing gateway on a customer network according to
configuration information received from a service provider, wherein a shadowing
gateway shadows data stored on a local data store to a remote data store
maintained by the service provider;
wherein, to shadow data stored on the local data store to the remote data store, the
shadowing gateway is operable to:
receive write requests directed to the local data store from one or more computing
systems on the customer network that are different from the shadowing
gateway computer; and
upload write data indicated by the write requests to the service provider to update
a snapshot of the local data store maintained on the remote data store by

the service provider with the write data.

10. The method as recited in claim 9, wherein, subsequent to said configuring, the
shadowing gateway is operable to upload at least a portion of the data stored on the local data
store to the service provider to make the snapshot of the local data store consistent with the local

data store.
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11. The method as recited in claim 9, wherein the one or more processes on the
customer network initiate the read requests and the write requests to one or more data ports

exposed by the shadowing gateway on the customer network.

12. The method as recited in claim 9, wherein the shadowing gateway is further
operable to pass the write requests to the local data store, and wherein the shadowing gateway is
operable to perform said uploading the write data to the service provider asynchronously to said

passing the write requests to the local data store and to said processing the read requests.

13.  The method as recited in claim 9, wherein, to upload write data indicated by the
write requests to the service provider, the shadowing gateway is further operable to:

buffer the write data to a write log; and

upload the buffered write data from the write log to the service provider according to a

data deduplication technique.

14, The method as recited in claim 9, wherein, to upload write data to the service
provider, the shadowing gateway is further operable to upload the write data according to a Web

service interface of the service provider.

15. The method as recited in claim 9, wherein, to upload write data to the service
provider, the shadowing gateway is further operable to upload blocks of data modified by the

write data to the service provider.
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