1 METHOD AND SYSTEM FOR CHANG NG OVER SMARTCARDS FI ELD OF | NVENTI ON The
present invention relates broadly to changi ng over smartcards. As an
exanpl e, the present invention is described by the changi ng over of a
Subscriber Identity Module (SIM card to another SIMcard on a nobile
phone device. BACKGROUND There are a few instances a smartcard needs to be
exchanged. For exanple, when a new application is devel oped on a SIMcard,
or when users decide to upgrade the SIMcards (eg. to a card with bigger
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In addition, this practice is also an inconvenience for telco operators as
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that subscribers have to travel down to the nearest Point Of Sale (POS) to carry out
the exchange. POS usually refers to shops where mobile phones and subscriptions
are sold. This is a big hassle for users as it takes up their personal time and incurs
cost. Furthermore, there will be a period of transition where the subscriber will not be
able to make or receive any calls. Furthermore, inconvenience usually results from
e.g. transferring the Abbreviated Dialling Number (ADN) list on the old SIM card to
the new SIM card. ADN list or simply called the phonebook refers to the speed dial
numbers that can be programmed into the SIM card memory. In addition, this practice
is also an inconvenience for telco operators as logistic arrangements have to be made to
distribute the SIM card to the various POS location. This again incurs time and cost.

The current practice of SIM card exchange as mentioned creates a certain level
of dissatisfaction for the subscribers and thus inhibits telco operators from actively
exchanging SIM cards for the majority of their subscribers. Moreover, SIM card
exchange of large scale will require additional staff at the outlet and may impact other
activities in the shops. As such, another practice should be adopted.

One such practice would be to post the SIM card to the cardholder using
registered or normal mail. However, this is not accepted by the telco operators because

of a few concerns.



Firstly, telco operators cannot track the exact receipt tinme of the new
card and are hence unable to coordinate the change over to the new card.
Secondly, there are security concerns as a new card may be | ost, m s-used
or tanpered with during transportation, and confirmng that a new card is
i ndeed used by the targeted subscribey. Hence, it was with know edge of
the foregoing concerns that the present invention was conceived and has
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anticipated requests; and providing a key to the user for accessing a second
smartcard.

The request may comprise a first portion input by the user and a second
portion inherently associated with the first smartcard.

The second portion of the request may comprise one or more of a group
comprising a Mobile Station Integrated Services Digital Network number (MSISDN}),
an International Mobile Subscriber Identity (IMSI) and an Integrated Circuit(s) Card
IDentifier (ICCID).

The method may further comprise the step of the user gaining access to the
second smartcard utilising the key.

The method may comprise verifying the key using an anticipated key pre-
stored on the second smartcard.

The anticipated key and/or the provided key may be encrypted.

The provided key may unlock a PIN of the second smartcard for gaining
access.

The method may further comprise setting permanently a seal code to indicate
that the second smartcard has been accessed at least once.

A message may be automatically sent from the remote device to the central
location to indicate the second smartcard is ready to be activated for use in a

communication network.



conmmuni cation network. 3 The nmethod may further conprise automatically
connecting the second smartcard to the network of a service provider at the
central location to activate the smartcard according to the protocol
standards of a nobile comuni cati on network service provided by the
service provider. The method may furtlg,er conprise the step of automatically
transferring data of the first smartcard previously downl oaded at the
central | ocatTia rhetholenmgcanther scomnprisar dutdniatiaihprdamnecting tthe aseseadnd
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portion inherently associated with the first smartcard.
The second portion of the request may comprise one or more of a group
comprising a Mobile Station Integrated Services Digital Network number (MSISDN),
an International Mobile Subscriber Identity (IMSI1) and an Integrated Circuit(s) Card
IDentifier (ICCID).
The system may further comprise the second smartcard.
The second smartcard may verify the key using an anticipated key pre-stored
on a database of the second smartcard.
The anticipated key and/or the provided key may be encrypted.
The the provided key may unlock a PIN of the second smartcard for gaining
access.
The second smartcard may set permanently a seal code of the second
smartcard to indicate that the second smartcard has been accessed for at least
once.
The second smartcard may initiate sending a message from the remote
device to the central server to indicate the second smartcard is ready to be activated
for use in a communication network.
The central server may initiate connecting the second smartcard to the

network of a service provider to activate the smartcard according to the protocol



device to the central server to indicate the second smartcard is ready to
be activated for use in a comrunication network. The central server may
initiate connecting the second smartcard to the network of a service
provider to activate the smartcard according to the protocol 4 standards
of a nobile commnication network servyice provided by the service
provider. The central server may transfer data of the first smartcard to
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The processing unit may check the validity field of the seal code every time a
user keys in the key.
The PIN may be unlocked for the user to gain access to the smaricard after
the processing unit verifies that both the key is correct and the validity field is valid.
The key and/or the anticipated key me be encrypted.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent
to one of ordinary skill in the art from the following written description, by way of
example only and in conjunction with the drawings, in which:

FIG. 1 is a schematic view of the example embodiment.

FIG. 2 is a flowchart showing the steps of changing over the SIM cards of the
example embodiment.

FIG. 3 is a flowchart detailing the steps of breaking seal of the new SIM card
on the mobile device of the example embodiment.

FIG. 4 is a table tabulating the properties of the software patch file to the SIM
card command table of the example embodiment.



FIG 3 is a flowhart detailing the steps of breaking seal of the new SIM
card on the nobile device of the exanple enbodinent. FIG 4 is a table
tabul ating the properties of the software patch file to the SIM card
command tabl e of the exanple enbodinent. 5 DETAI LED DESCRI PTION I n detail,
FIG 1 shows the hardware setup of an 5exarrpl e enbodinent that is wused to
descri be the present invention. The hardware setup conprises a renote
server (DEFAILEDDESCRIPMON e device (130), a SIMcard slot (120), an old
SIMcard (100), a new personalised SIM card (110) and a wreless
connection (140). The renote server (150) is a device residing in the
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SIiM card in its SIM card slot (120.
The SIM card slot (120) is a slot on the mobile device used to house the SIM
card and to connect the SIM card that is slotted in it to the remote mobile device
(130).
The old SIM card (100) is a SIM card that the subscriber wants to replace.
The new personalised SIM card (110) is a SIM card that the subscriber wants
to use to replace the old SIM card (100). Having gone through a personalisation
process, it comprises a root directory, a Mobile network system (eg. GSM - Global
System for Mobile communications) directory, and a Telco operator directory. The
datafields of these directories contain information of the electronic profile supplied
by the subscriber. For a typical GEM system, examples of essential information
contained in the electronic profile are International Mobile Subscriber Identity (IMSI),
Integrated Circuit(s) Card IDentifier (ICCID), Subscriber Authentication Key (Ki),
Card Holder Verification information (CHV) and code for unblocking the specific
CHV (UNBLOCK CHYV). During the personalisation process, SIM applications are
also downloaded into the SIM card.
It is to be noted that for the example embodiment, the instructions in the

operating system of the SIM card and the files in the directories have been adjusted



contained in the electronic profile are International Mbile Subscriber
ldentity (IMSI), Integrated Crcuit(s) Card IDentifier (ICCID), Subscriber
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(130) is connected wirelessly and/or wired to the PLMN of the subscribers home

operator and it can establish a wireless connection (140) with the remote mobile

device (130).

In detail, FIG. 2 illustrates the step-by-step procedure of the example
embodiment using the hardware setup of FIG. 1.

it is to be noted that all the messages sent by the subscriber using the
remote mobile device (130) and sent by the remote server (150) are based on Short
Message Service (SMS) in the example embodiment. For the purposes of this
example, the new personalised SIM card (110) is delivered by conventional mail
(registered or non-registered).

After receipt, the first step (200) is performed. With the old SIM card (100) in
the SIM card slot (120) of the remote mobile device (130), the subscriber sends a
message to the remote server (150). The content of the message contains an
instruction from the subscriber to the remote server (150). The instruction can be
“‘change PIN”, which indicates the subscriber's intention to change over the old SIM
card {100) to the new personalised SIM card (110).



Message Service (SM5) in the exanpl e enbodi ment. For the purposes of this
exanpl e, the new personalised SIMcard (110) is delivered by conventi onal
mail (registered or non-registered). After receipt, the first step (200)
is perforned. Wth the old SIMcard (100) in the SIMcard slot (120) of
the renote nobile device (130), the suybscriber sends a nessage to the
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If both the message and MSISDN matches the data on the remote server
(150}, the subscriber sending the message using the remote mobile device (130) is
verified to be the targeted subscriber and the fourth step (230) can be performed.

In the fourth step (230), the remote server (150) acknowledges the
subscriber by sending a return message containing a SealPUK via the wireless
connection (140) to the remote mobile device (130). The SealPUK is a one-time
usage PIN Unblocking Key (PUK) used to break the SIMSeal.

in the fifth step (240), the subscriber receives the message containing the
SealPUK from the remote server (150) on his or her remote mobile device (130). He
or she then changes SIM cards by removing the old SIM card (100) from the SIM
card slot (120) and inserting the new personalised SIM card (110) into the SIM card
slot (120).

In the sixth step (300), the subscriber uses the SealPUK to break the
SIMSeal and gain access to use the new personalised SIM card (110). This step will

be discussed in greater detail later with reference to FIG. 3.



verified to be the targeted subscriber and the fourth step (230) can be
performed. In the fourth step (230), the renpte server (150) acknow edges
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the records and applications in the old SIM card (100). An example of records would be
the ADN list of the old SIM card (100). An example of an application would be an
electronic organiser.

Otherwise, if not done automatically by the remote server, the transfer of
records and applications can be done manually. For example, a manual transfer
may utilise a software application in the remote mobile device (130} or in the new
personalised SIM card (110). This software application may contain features to
download the records and applications of the old SIM card (100} into the memory of
the remote mobile device (150) or on another device with memory and later aid in
downloading the records and applications from the memory of the device into the

new personalised SIM card (110).

In detail, FIG. 3 illustrates the step-by-step procedure of performing step six
(300) in FIG. 2.

The first step (301) of step six (300) in FIG. 2 is powering on the remote
mobile device (130) with the new personalised SIM card (110}.
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card, the remote mobile device (130) will prompt the subscriber to key in the
SealPUK to unblock PIN1 on the first user interface session at step (304).

In step (305), the remote mobile device (130} checks whether the SealPUK is
keyed in correctly. It is to be noted that a value of SealPUK is pre-stored in the
memory of the new personalised SIM card (110) as part of the electronic profile of
the SIM card during the personalisation process or during manufacturing of the SIM
card. This pre-stored value is used to verify the SealPUK keyed in by the subscriber.
It is to be noted that this pre-stored value may be encoded, encrypted or
compressed.

If the SealPUK does not match the pre-stored SealPUK value, the procedure
loops back to condition (303) where PIN1 is blocked, SIMSeal is valid and the
subscriber is required to unblock PIN1.

If the SealPUK matches the pre-stored value, the subscriber is prompted by
the remote mobile device (130) to key in a new PIN1. In step (3086), the subscriber
keys in the new PIN1 for the first time. After keying in PIN1, the remote mobile
device (130) prompts the subscriber to key in the new PIN1 the second time so as to
confirm the new PIN1 keyed in the first time is correct.



used for the first tinme. As such, under the condition of the new
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composed of a sequence of bytes.
The EF_seal (400) is Mandatory, meaning its existence is of significant
importance to the workability of the new personalised SIM card (110).
The file size of EF_seal (400) is 9 Bytes where the first Byte holds the Seal
Status Flag and the second to ninth Bytes hold the SealPUK (Length of 8 Bytes).
Within the first Byte of the Seal Status Flag, one bit is used to indicate the validity of
the SIMSeal. The second bit to eighth bit are Reserved for Future Use (RFU). The 8
Bytes binary coded SealPUK residing within EF_seal (400) is used to verify the
SealPUK keyed in by the subscriber.
The update activity of the EF_seal (400) file is set as low. This is because the
validity of SIMSeal is only updated once after the subscriber keys in the correct
SealPUK (recall step 305 in FIG. 3) and after the new PIN1 (recall step 307 in FIG.
3) is confirmed.
The EF_seal (400) file type is Elementary File, i.e. it is composed of a header
and a body.
The EF_seal (400) file resides within the MF Directory.
All functions stated under access conditions of EF_seal {400) file need to
satisfy access condition CHV5 before they can be used. To satisfy access condition



The Identifier refers to the unique file identification nunber of the
EF-seal (400) file within the file systemof the new personalised SIMcard
(110). The Structure of EF-seal (400) is defined as transparent, that is it
Is conmposed of a sequence of bytes. The EF-seal (400) is Mndatory,
meaning its existence is of si gnifica[Fl i nportance to the workability of
the new personalised SIMcard (110). The file size of EF-seal (400) is 9
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comand | S Thvo CHvV1 APDU command is called upon on every
attenpt the sifiise L SBeof theGeal Stbes FRIgks di the conclusion is UNBLOCK CHV1 is

run more than one time and SIMSeal is valid. Further, if the LSB of the Seal Status
Flag is 1, the subscriber has to key in the normal PUK1 of the new personalised SIM
card (110) instead of SealPUK to access the card. The usual 10 tries for PUK1
come into effect.

if the LSB of the Seal Status Flag is 0, the conclusion is UNBLOCK CHV1 is
run for the first time and SIMSeal is invalid.

The patch also involves setting the LSB of the Seal Status Flag to 1 after the
correct SealPUK is keyed in during the first use of the new personalised SIM card
(110). First use here does not refer to the first attempt to key in SealPUK. It refers to
the first correct capture of SealPUK keyed in by the subscriber during any of his
unlimited attempts. It is to be noted that in other examples of the present invention,
a restriction to the number of attempis for keying SealPUK can be defined. Further,
it is to be noted that the LSB (as in the above example), or a defined sequence of at
least one bit in the memory of the new personalised SIM card (110) can be used to
indicate the validity of SIiMSeal.

In the production procedure, adjustments to the random check of the cards
are made in the example embodiment. For example using random check with a ratio

of 3% of the total number of production cards. As PIN1 is blocked during the



the renote nobile device (130). The subscriber has unlimted attenpts in
the exanple enbodi nent. The checking of EF _seal (400) is done on the |east
significant bit (LSB) of the Seal Status Flag. The LSB of the Seal Status
Flag also refers to the validity of the SIMseal software feature. If the
LSB of the Seal Status Flag is 1, the  gonclusion is UNBLOCK CHV1 is run
nore than one tine and SIMseal is valid. Further, if the LSB of the Seal
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eua 1o BB, by atceitun REMBERR g ek R Ftphafucbl s o1

Fl ag i s BealPhiK dondedstorbreagk WhiBl<eEK CHde ithee readfupdatet BE_§eéals(400) ne and

Sy oeal banddabl deoBhe Rl it YN EAIEIDY s e R BB o7,
use of taeuirivg PENS andlusedt tSregroduak theldddl after checkige theefunctiomditndh r ef er

to the fb@ggte(g%)%k%%g%}s%n%gm?ggégglﬁ fo|l|5 gg_f ers to the first correct

capture o SUDSCr THEr” duri ng any of his wunlimted
attenpts. |t Fistlyopheluctorethb gérairaierthei GEID-Efpliddntofa fillle present

o aof i ned. FarEanel. Bl SITEe WP Seet harfbbr Ry 3 Rl fladif s °"

exanpl e) funotiorslitief i ned sequence of at |east one bit in the nenory of the

new personal i | (110) i ndi, cat he val,idity of
SI MSeal . In tﬁ@gddio%%ﬁegﬂg%r%c%%}%gg%%j%%g’ts%rgﬁ? srgggcf%ﬁﬁ tb%ncc%%tg i'ﬁeeék of
t he car diCClRr andritdseéintiteheoresspoptingeiigliifroemthe fer seaanplusels tovgnaksiadom

check Wlté%bégmbac}flll? 851 %%u%fﬂg e total nunber of production cards. As PI Nl
is block uring ?ﬁe 1 personal i sati on process or during manufacturing
the SIM card Lastiyheepeodunsl the seabimdbloeking FIlN1i s necessary to unblock PINL to
check for functionality that is, SealPUK is used to break the seal. Since
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one skilled in the art in view of this disclosure that numerous changes and/or

modifications may be made without departing from the scope of the invention.
For example, it will be appreciated that the present is not limited to
application for SIM cards, but applies generally to smartcards.



Firstly, production to generate the ICCODCHV5 list into a file. Secondly,
unbl ock PIN1 of the test sanple and perform ng checking of functionality.
Thirdly, after testing, a PC software is used to read fromthe card to get
ICCID and to seek the corresponding CHV5 fromthe file, so as to use it to
enabl e updating of the Seal Status Flgg. Lastly, reproduce the seal by

bl ocking PINL. In the foregoing manner, a nmethod for changi ng over

smart car@BAIMS di scl osed. Only several enbodi nents are descri bed- However,
it wll be apparent to one skilled in the art in view of this disclosure

t hat nunerous changes and/or nodifications may be nmade w thout departing
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Gl sing a firse Sompite HERELGEHN A AHlaBatS B e IR AN
antici pat ed requespmyidingla kpy tothei usgr forkaegessing heseasrd sfartcaricessi ng a
second smartcard. 2. The nethod as clained in claim11l, wherein the request
conprises a first portion input by the user and a second portion

i nherent2y asSheinetbddvag hlairhed if idaim $mahecsn dhe 3eqids coptprizes as ficdtai ned

in claim2, [ r. i or
more of ' or ongveh By IE L BRY b &Rafln sbn BfERky SRR, ('

Net wor k nunbefirst &BR@ENH, an I nternational Mbile Subscriber Identity
(IMsl) and an Integrated Circuit(s) Card IDentifier (ICCD). 4. The nethod
as claimed in any one of the preceding clains, wherein the nethod further
conpri sed. t heTbe epetiodd aselairped inyelam 2gwheoss she seddnd etiamdf themeqoestr d
utilising thecéﬂ‘ﬁéfrises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile
Subscriber ldentity (IMSI) and an Integrated Circuit(s) Card |Dentifier

(ICCID).

4, The method as claimed in any one of the preceding claims, wherein the
method further comprises the step of the user gaining access to the second
smartcard utilising the key.

5. The method as claimed in claim 4, wherein the method comprises verifying
the key using an anticipated key pre-stored on the second smartcard.

6. The method as claimed in claim 5, wherein the anticipated key and/or the
provided key are encrypted.

7. The method as claimed in any one of claims 4 to 6, wherein the provided key
unlocks a PIN of the second smartcard for gaining access.

8. The method as claimed in claim 7, further comprising setting permanently a
seal code to indicate that the second smartcard has been accessed at least

once.



5. The nmethod as clainmed in claim4, wherein the nmethod conprises verifying
the key using an anticipated key pre-stored on the second snmartcard. 6. The
nmethod as clainmed in claim5, wherein the anticipated key and/or the

provi ded key are encrypted. 7. The method as clained in any one of clains 4
to 6, wherein the provided key unlockg a PIN of the second smartcard for
gai ni ng access. 8. The nethod as clainmed in claim7, further conprising
setting permanently a seal code to indicate that the second snartcard has

been accgsse | once 14 9. The thod ags, clained.in any one of
o e 45t o aTPhAISFER a5 Mielidn any O, Bb HafTs 2oy MFFI B A PYeSReot o
devi ce to theademntatichly ssrdtficom tihe rémdiecddvice tdthesemrimtl Icastioh candticster eady
to be activat or.yse in a.conmuni cation, network., 10. The nethod as

ol med i n o Bengont ol 38 TR REbE ST BE s 10:a ARBE TR o
second smart ceetdotlo t he network of a service provider at the central
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12. A system for remotely changing over smartcards comprising;
a central server for receiving a request for chahging over smartcards
from a user of a remote device utilising a first smartcard;
a database for storing anticipated requests; wherein
the central server compares the request with the anticipated requests
in the database; and

provides a key to the user for accessing a second smartcard.

13.  The system as claimed in claim 12, wherein the request comprises a first
portion input by the user and a second portion inherently associated with the
first smartcard.

14.  The system as claimed in claim 13, wherein the second portion of the request
comprises one or more of a group comprising a Mobile Station Integrated
Services Digital Network number (MSISDN), an International Mobile
Subscriber Identity (IMSI) and an Integrated Circuit(s) Card IDentifier
(ICCID).



.14. The systemas clainmed in claim13, wherein the second portion of the
request conprises one or nore of a group conprising a Mobile Station
Integrated Services Digital Network nunber (MsSISDN), an International
Mobil e Subscriber ldentity (IMSI) and an Integrated Circuit(s) Card
|Dentifier (1CCD). 15 15. The systgmas clainmed in any one of clains 12
to 14, wherein the systemfurther conprises the second snmartcard. 16. The
syst em a$5.cl aThedystenc haichithed intayeome bhelaips d@dtosthriwvibeneth ther sfstes  t he
key using an L.CI K re- I on a dat abase of the second
smartcard. 17&’%5@0‘2@&6%@1 tﬁé S%F§?$ré%aﬁ§a@r aim 16, wherein the anticipated
key and/or the provided key are encrypted. 18. The systemas clained in
any one cl g . erein t gvi.ded ke nl ocks PLN of the
sevond sir P AR dr Haigtachad 18, BRI TE: ekfed BraRtE Yo e a m 15,
wher ei n t he stheokaly ssngtaaadtispated lpyr pensiotddy oa & elatabasd eofothet sexomdcond
smartcard to %{Rghtﬁ%e that the second smartcard has been accessed for at

| east once. 20U. e systemas clained in any one of clains 15 to 19,
wherein the second smartcard initiates sending a nessage fromthe renote

device tp-the r.t.o indi cat C .snmartcard i.s ready to
be activated T@?@&é@n‘ ﬁggga\{@gﬁ’r%ﬁrﬁ[%%’t ?%nﬁﬁéﬁg\;ﬁ\br %. 8’3@“’#%%@%%"&"#8 ratg'gcl ai ned
in claim20, wheidedrkeylzee eantyptdd. server initiates connecting the second
smartcard to the network of a service provider to activate the smartcard
according to the protocol standards of a nobile conmmunication network
servi ce p8.ovi fhkel shstetrhas skimed én pnpwndearf.cldids TEhio $Y swhencirsthel pionigddi N any

one of cl ai nskécf%ﬁéggﬁ%a PYW%? ﬁliergetcgﬁg%ﬁ%gcgb f°i\5é}r{9§'{rq %%Cféggf ers data of the

first smartcar 0 second smar conprising; a PIN
to be unlocked by a key so as to allow access to the smartcard; a database

for stor h49 a?hgnsgwkfé'n? aatseglahﬁgd in claim 18, wherein the second smartcard sets
permanently a seal code of the second smaricard to indicate that the second

smartcard has been accessed for at least once.

20. The system as claimed in any one of claims 15 to 19, wherein the second
smartcard initiates sending a message from the remote device to the central
server to indicate the second smartcard is ready to be activated for use in a

communication network.

21. The system as claimed in claim 20, wherein the central server initiates
connecting the second smartcard to the network of a service provider to
activate the smaricard according to the protocol standards of a mobile

communication network service provided by the service provider.

22.  The system as claimed in any one of claims 15 to 21, wherein the central

server transfers data of the first smartcard {o the second smartcard.

23. A smartcard comprising;
a PIN to be unlocked by a key so as to allow access to the smartcard;

a database for storing an anticipated key;



16 a processing unit for verifying the integrity of the key by conparing
the key wth the database; and a seal code for indicating that the
smartcard has been accessed at | east once. 24. The smartcard as clainmed in
claim 23, wherein the seal code conprises a file in the Master File
Directory of the smartcard. 25. The smartcard as clained in claim 24,
wherein the file conprises a validity field that is deenmed valid when the
smartcard i s ageesssthgl wmit fonevefifyired tHe imegritd of decked by roalpatingtthe kehe
smrtcard.%%%cteésed f@r nore than one tine. 26. The snmartcard as cl ai ned
in clai '3 , adidte processing unit checks the validity field of the
seal code eveawetni neda fosardidaging that thee skaytcall’ had heeanacdesasd aadeadtai med
in claing_ 26, wherein the PINis unlocked for the wuser to gain access to
the smar?Card after the processing unit verifies that both the key is
correct and the validity field is valid. 28. The smartcard as clainmed in
gﬂgr ngeg‘; cl ?ﬁggm%ﬁcgr% azs7¢Ia¥rWe%’ i%'crl]ai;[nhﬁ,%ﬁ'}/eref'riﬂ%%realtcpo%eacrgnggﬁs%%taeﬁekey are
in the Master File Directory of the smartcard.

25. The smartcard as claimed in claim 24, wherein the file comprises a validity
field that is deemed valid when the smarticard is accessed for the first time and

deemed invalid when the smartcard is accessed for more than one time.

26. The smartcard as claimed in claim 25, wherein the processing unit checks

the validity field of the seal code every time a user keys in the key.

27. The smartcard as claimed in claims 26, wherein the PIN is unlocked for the
user io gain access to the smartcard after the processing unit verifies that both the

key is correct and the validity field is valid.

28. The smaricard as claimed in any one of claims 23 to 27, wherein the key

and/or the anticipated key are encrypted.



