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SECURED SYSTEM FOR ACCESSI NG APPLI CES FROM A REMOTE STATBI & 2002
Field of the Invention The inventi M-M m nerally to a reciprocal
client-server network system and, nor arly, to a secured system

and met hodyhQg,fbf @i ning 10 applicati orl&et vi ces (i.e., pahesRatko
servi ces/applications) froma server and f@Mﬂ]E del i vering such services to

the requesting client/desktop devi ﬁw‘uw&““ service's application |ogic
(high-level presentation, business | ogic) is independent from
the client's |low | evel operating systemoaped |/ O peripheral devices.
Background of the Invention As we are | i f rd to year 2000 and
beyond, a question gri se Bcﬂﬁﬁpvﬁ\f;g %%ﬁfgh%@iﬂ i future? The
trends Swe have seefPEHEAMONRERVIGES ! Q@ ﬁ AN hei ng rel eased
every few nponths, while software 20 devel opnent struggles to keep up with
the har dneeldifcthadivantiones  of course, we now have a slightly new tw st,
i.e. the new found popularity of Internet, the web, and Java code

(devel oped by JORSpVenin relatesneeneraliv i Resstrecy! FlERESSHNB" NefpPXal 1y a
server downl oads code f e.g. graphics, Java aﬁglets to, a general purpose
conmput er, ST REdcBIRpRPRTICK AR ol 8 SeS et \RFENDBNY Aedhoft B LRiRBINGodes f or
di spl a1y. However, interpreting and downl oadi ng the code takes significant
time. 100 #PRACIEDERIYICHT 981 Hepesvigss/APPhEtensL oMV and fethat  Java
(being platformindependent) has finally brought a tool to the conputer
mar ket t o BRIWEKNG §EChBRBriceshT thih tpaysating Ph@*tg&%km gevise dyheifatit®e whi ch
have devel oped in the desktop industry, via Inter and Mcrosoft,

respect i ve?‘*’;f‘."cﬂ&\ﬁéﬁ’%?%m@i'%'@F@Wﬁ"%’ﬁmrﬁma%&é?'ﬁe%ﬁ%“@%?%ﬂf@i'?ﬂj"’t hei r own
Java extensions, such that Java is losing its portabili ty. For exanpl e,

M crosoft HdRAspepdedifeemithe chgnt loyylevpl rep?itcesysaB and47Q pRfipherakt ensi ons

specific tge t,gle M crosoft web browser Explorer and other rel ated
VICES.

15
Background of the Invention
As we are looking forward to year 2000 and beyond, a question arises.
How will computing look in the future? The trends we have seen are obvious;
more powerful chips are being released every few months, while software
20 development struggles to keep up with the hardware but never does. Of
course, we now have a slightly new twist, i.e. the new found popularity of
internet, the web, and Java® code (developed by SUN®). For instance, with
respect to the web, typically a server downloads code (e.g. graphics, Java
applets) to a general purpose computer, and the computer’s browser software
25 interprets the codes for display. However, interpreting and downloading the

code takes significant time.



M crosoft technol ogy, such as Active-X Further, we have seen neither Intel
nor M crosoft despair about web 10 devel opnent, i.e., they do not sdd &gl
currently available Internet technol ogies as able to threaten their
respective nonopolies, as "Intel Inside" will continue to power general
pur pose P%@gﬁngﬂlcr osoft's OSs will continue to nmanage tgegiisoyhiste its
M crosoft web-browser Explorer now supports Java code. Further, Mcrosoft's
proprietary Active-X technology is a Java conpetitor which 15 ma){ yet
derail the induSPPy Gavs Faidt thay {ave Hiséne slatiuay fglerapdastdinaglinallvntel ' s
and M crosoft's dom nance remains the sane. It has been predicted that
conput i ng, BePHY; Q) thdRnEPRPEISHATKSIGO Riepk the AR VP aPASPPEINRBY in t he
near future that no conpany/vendor woul d be able to dom nate any market but
t he currentSYEIAPS) Wy mirangesuhichidrayedayginrediip the desktopn@dusthe viava
standards is putting that prediction in doubt. As Java applets get
devel oped, 'neEorbMagrereithossrecdivalr dHeweesis diifesent saftveertendpisyareause t he
emergence of another yet another dom nant Java applet supplier. At this
poi nt, therdedting their oavrédamstextensiansg su¢iythad Jpwa isHesieqits epttakibiv ieare gi ant
Mcrosoft. By nodifying its proprietary operating systens, |ike Wndows 96
2 0 8 AuEXapwRe. \Wicowosl e dpeaiPREsH T 2oy Jav NAPHIBWIVIRE t 4 “reith
effectively process either Java applets or Active-X objects, Mcrosoft once
agai n wi | | “EXSPRSRIsesreHTioner B Afisraselt veh baewesrdpmiaier® agshethsr redetedose
conputing on the desktop, i.e., desktops having a 5 standard OS (such as
W ndows 95)MigfReoft tacepeleeycaucdors AGtYE%s the Pentium chip), has to be
repl aced by a s%stem which is | ess expensive to own and nmai ntain but at the
same time does hHfthamove hearsgen tgithars ktelpgor MigragpthWasraicabertewelhi ch we
all have conme to expect fromour PCs, such as flexibility, extendibility,
hi gh- sé@ur idayeloggsstdie. udey damet seadunarentycyeilate interppatechoolgiesr ship to
enabl e the software and hardware industry to proceed forward in new and
creative wapsablFi Byeeigh|theidrespaotiyr HYasrofes; pe "Siteldadde wéheainugur pose
PC, with respect to the networks and Java, include the follow ng. Java
appl i cati ort8 RAWSr ganerdanuerese Rewpneiicipsofte OSsovdl qoagove itadgnanegeer
processors and greater 15 nmenory in the desktop unit to run them (the sane
pr obl em whitEEMphileaiie NMiciaspst W&a)brawgaﬁrnEmptﬁr%oméurus%is {#taocade.
never-endi ng spiral of hardware and software upgrades. Currently, Java
appl et s ar SUgr, Misregojes PT%ﬁ’@V&ﬁHYG‘?‘H&fFﬁWﬁM'Fédamﬁpﬁﬁéﬁh\i"%lchg nor e
power ful processors to get simlar performance as conpared to an
appl i catd ormehuet daspistheandussrys atest te yge opeypiandardsc degeidingly lntel’s
applications from another high-level |anguage to Java f or even fromC + +
) is a verynskMinesafe's doatjpendeneaipys/desen-t, so that it is no wonder that
| egac

Jacy It has been predicted that computing, especially network computing, will

change so drastically in the near future that no company/vendar would be able
to dominate any market but the current efforts by many software vendors to
20 "extend" the Java standards is putting that prediction in doubt. As Java
applets get developed, incorporating non-standard extensions will eventually
cause the emergence of another yet another dominant Java applet supplier. At
this point, there is little doubt it is going to be the current software giant

Microsoft. By modifying its proprietary operating systems, like Windows 96



COBOL applications are still often used in business. 3 0 a aus zoo2 WO
981 27501 PCT/ US97122579 It is also a concern that the conputer's WriMiWUFZ(){}Z
resources, e.g. a hard drive, can be conprom sed or damaged by rogue Java
applets. On the other hand, if the conputer has no witable resources, then

the user tyRlhGghisy, keeps his or her files in remote |ocatj@pgse78299 ON @
renote file server, thereby making 5 the user's data files a security risk

whi ch no conp, an ford. An, exanple of a.conputer having, no itabl e
resour ces iaé‘df\&é“%r"\‘fp@iéa Tesdfect nprﬁﬁ?%?ss" ep?%"? S?Q?tse‘?rf%?tfveﬁ Appl e,
Net scape) IBM Oracle and SUN) ., A typi.cal network system havin

server-cl i eoﬁﬁl\gcé?'c'ﬂicf%ﬁﬂqh?%c,e %‘Tfr}:‘ﬁ'"é%’ﬁﬂ"ﬁ%te tlv‘fai%ap‘?%a%'ﬁ%dBY‘é'?;%%F”Y'nventi on)
is illustrated in FIG1. In FIG 1, network 10 10 includes a central server
7 connected to a plurality of clients 5 over a shared transm ssion nedi um

8. Network 10 i g applicable to supportin he transm ssjion of data on a

| ocal area net\/\garef?g'?all_wp?ﬁe MRy %Q”awgaé?fi‘f%r'ke'(\ﬂﬂ toPR RAYNT Al server
7 may vary sgrgfatﬁgé%a%lg injits architecture. |t nay be ](6 a uni- or

mul ti - prroc&Lngar i §HCh psp@igdowss hiandn@, MICroRsPRSSar i 8YFY @8rhg maj or
manuf act ur or rqprietary technol ogy based. conputer, etc. It may even
be a speci IE“F'HH%tM'E]%?/Togéeyﬁﬁp{aﬁ%gyé’r%s@ &g"éb‘g?%ﬁreépe@Y%H’ro"?”shoul d be
abl e, however, to function in a predafi ned \éﬁi/r or to run whatever software

that the cdPFangNiRRArt Fhike sae dimg dpes,ReushdrChangeothe; yser by 2KB8I d al so

be 20 able to c ly with standard transport protocol, such as tcp/ip used
by the Int&tdt ?eg%%“ hghigh, gﬁs%@P?”%FBWEB‘? §x8§‘étdg8'ﬁ‘ QK gﬁés@%’? 4%1 rgd

AL MR TECT IR RERETNEaV E ftes
:Cen; t/\g?r@, i ]cscivlrllgéargsigttfgrﬁ?\gr?)lte rt]}(wae Lclfltv%arseyaﬂd%rgr \]:varaenl%tt]sec{y t%eprr\égééd go'rv%'aﬁd i% file
new and creative ways.

Foreseeable disadvantages of the standard general purpose PC, with
respect to the networks and Java, include the following. Java applications will
increase in complexity, therefore requiring faster processors and greater

15  memory in the desktop unit to run them (the same problem which PCs have
always had) again forcing the user into a never-ending spiral of hardware and
software upgrades. Currently, Java applets are four to five times slower than
compiled code, requiring more powerful processors to get similar performance
as compared to an application that runs native binary code. Further, converting

20 applications from another high-level language to Java {or even from C+ +) is

a very expensive, labor-intensive effort, so that it is no wonder that legacy

COBOL applications are still often used in business.



0 8 ALI G 2002 WD 981 27501 PCT/ US97/ 225?79 of super-client (neither shown),
which is preferable for security reasons. |f the conputational serpygmnys s
t he booted prograns solely fromRAM then it would not have access to its
|l ocal file systemafter the software is |loaded into its main nmenory (RAM.
5 FIG 1 illwplogaMses the so called two-tier conputing confp@pigbhsfe | n
addition, a three- or N-tier conputing configuration may also be utilized,
as wll be discussed hereinlater. Conventipnally, in a first j or

conf i guration, [HiE BISPI RFRRCEIS 7 16 SOUPUHE, BHITEL [SFOUERSSHE % &1 1 Mial s
connected tQo a central server 7 via trgmsm' SSi 9n 10 Frgedi u<5]n 8. The central
server cont™VRsC3hRe EPMPReMized L damepgd BX JOBN YaYHIRRIES: A7 BPD 88N code.
Furt her, tf}_‘e ge.@tﬁal server executeﬁ all the Qéorgrams for .it@ clients 5.
Subst ant i al¥)%all 'O POTREEEBAP PR AYTBRIe "EETHCES TS 5 WL AYRIEF!B9e88i ¢,

busi ness | qgi c,, and database logic) is resident _wthin the central server.
Shoh app! | G5 PPt e 13 P ROt IPEE AP 19 A1 A BTHE L) el Ly AN dos. any

e vi co? NAUEUSHIGEva ey haro B HEE MG ey REPOO SeE: 1A raDee
graphical interface |ogic such X 1 1 protocol. TQ?\ES clients are

di skl ess arl aﬁé’ﬂ%&?ﬁ "b%'?\%Y"EFEﬁ’i%Wﬁ‘BPﬁ:FFb% P YR8 NEGWPHEF O MPHEE! dat abase
fil tem..l 0gi. t i h 0t jents. A
xcanpl o of - Nesr3doE; 8leth b AGPIER: NoReReT el VAP St Ah b 2 cent ral

server. In a seéond_ rrarlr?or confi‘%tér ation, the, central serverﬁcg contai ns both

the program cod® ¥AGakNeawerl stera parngRpR - EIRM erqhieEwresWhichcanieh  he
first configuration, but does not execute an l'i cations. Instead, the
appl i cat i or‘rg' Iged ingthe rhesentdgerfigno & VWG%&F@?/'Q%&%W&M oaded
into each requesting client t hr ough, t he net wor nd run on each client.
The cl ?@nt ,'n‘ﬂﬂ‘i‘ii/%ﬁg”%?)'rﬁewﬁf sCeesEed TR S“H?Ift?él°l$§3f”i}"éréj8¥ert?1§ ¥efent
dat abase/fil e system source._ The clients in this configuration are usually
i Skl 695 bUTTBETSRAR APAIHEE f UNGENPEK QudR 2P BgDI8PARCE ARG ARSS ALPHA
Al t hough al | of .the ﬁégsent ati on, busi pes ?nﬁp dat abase | ogic V\:hy e
runni ng) r ¢ENERIHICR REIRE AR 1 h%re?inleéw‘%@s( BN P5OP X HEFTERNEWP Eent r al
server and (wﬁ@har ed anong the clients. An exanple of the second

|

configurati nclude a LAN wth a central database such as ORACLE,

| nform x or Sybase runnin n an | BM AS/ 100 file server and set of di skl ess
deskt op machi ned PIGE SRR/ MY YRBGHBSHOTRLE 1t % AN WEE o (BAY P&l f 1 e

server to get their program code and ) ,
a uni- or muiti-processor machine, a PC or a mainframe, a workstation from a

major manufacturer or a proprietary technology based computer, etc. It may

even be a special function device without any OS or software. Server 7 should

be able, however, to function in a predefined way or to run whatever software

that the company which owns the server needs to run on it. It should also be

20 able to comply with standard transport protocol, such as tcp/ip used by the
internet or other transport protocols used on wireless or wired LANSs.

Server 7 may have its own file system for storing service-related files and

data or server 7 may strictly be a computational server whose software is

loaded from the file system of another server, i.e., a file server or file system



data. Further, the proposed NCis simlar to the second configuration,
except that instead of |oading native machine code onto a client, Jayg \tQd®!
is sent to be either interpreted or conpiled on-the-fly into native code at
the client station. 15 That is, the Java code is either interpreted by the

browser sofgyed@sian the client or the browser first conpidegsshndshava code,
then runs it. The obvious problens with this solution are that interpreted

d d ilati. i s.slow, d .h i f J i ,
oo 0, COERMGLGR L3I0 RS RIP Be BeBe R o
nbi nat i . al h t 01 i tati I d
contt at ! LBk o BB S SO TR PR RIS Y,
t he deskt i ) i it di fficult, d m whet h
ookt Rl By e LTI STt L g Rl Ty B o 1

mal f uncti on
software itself 0 8 AU6 2002 WO 98/ 27S01 PCTIUS97/ 22579 In addition,

since the 5%%”8&&@"4”3 supplied to run on the client, an application
foreign_.to the ¢client is accepted ich my potentially damage the PC s
wri t abl resour'glg's b@”??é?tieﬁéﬁgrs%\é\ﬁ]eé’k&wf'é'}éb.°,°"W“U?i?c?/'gl%‘ tg’é‘cup'i‘ty hol es
in the browsers). Further, the NC fails o protect the user's priyate data
from's ot NERIBPNeAIYE; Ak Py SRERLY ERoCeHsPTaY ARa PRt Tesd @tviliat & has
to reside inq:ell centJFI | (?ctati on. Java al so nakes copyright enforcenent an
extrenmely GEFFIEFEY PEEN9SF the software vendors. Since Java appl ets have
absol utely no p{:ot ection from pein chi ne, as

they are deliveP8dVaHio0aly dB & rtshrgaigro&fﬁ&?%lom‘%@%lr‘f}'? L%tgﬁgrgﬁﬁga ®three- or
N-tier conputing, network is enployed. Such a copfiguration is currently
bei ng. uti | IEEYY FELPR RBROR Garecctoqiog GTel 5T Bt SR PEUPE. 1o
o OmpaRe ohail 8T B 2BBH B OS¢ TR eRl | Sl ol D o o
et AL RAT S IV S AT O A
for its clients 5.
Substantially all of the application logic (i.e., presentation logic, business
logic, and database logic) is resident within the central server. Such application
15 logic (presentation, business, database) includes any program logic concerned
with delivering and/or executing the application service. Note, however, that
each client may harbor some low-level graphical interface logic such as X11
protocol. These clients are diskless and perform no general computational
tasks. Further, the database (file system} logic on the server is shared among
20 the clients. An example of such a system is a set of X-terminals attached to
a central server.
In a second major configuration, the central server 7 contains both the
program code and the file system which the clients use, as with the first

configuration, but does not execute any applications. Instead, the applications



sanme physical server. As with the first and second configurations, tnf
client's database/file systemlogic is stored renotely fromthe clie 8 AY&2002
it is shared anong the clients, and thus poses a security risk. Since the
presentation logic runs on the client, this systemis also faced with the
probl em of Wwehnskapt 20 upgrades and hi gh mai nt enance costpgrRisedddencl i ent
stations. Another great problemin this nodel is that application codes

have to be wijtten ecifically to, one software vendor's i enment ati on of
The N 1 or ABTR GNP by rehue g Glan 5 Faebdne Gory Al SR, st 1 but o
parts of the systemjo run hjs own applicatigns. 7 0 8 ALK 2002 WD

08/ 27501 PR IR 2 st ocant; BowRYETe COPNGRT bipedhe SPNY A YYs@hiNs nvent i on
to overcong, t he di sadyantages of th ri.or, art. Su ry.of the Invention 5
Thi's and obIfeF SBIRPART SIS T BAPHEEY 1B CLFTP M i FUE SRR S HG Rt hod of
accessin | ication services fromselected appli i I ans, stored
and run gng-'EEIPéshgltué @%ﬁﬁniaén SPéJIWPé‘C’)U,I ‘S\ﬁfﬁ'emf eaggaﬁl %Eéhﬁ%n%‘% ér%ﬂﬂ utilizes
the clignt’ rating-syst | evel services such as. storage devices for
15 10 Sor ALRERE AispdaR ook fhe Girarmeton Simase o0d Aarpees Lk bities 1 he
client as a peripheral device for the purpose of I/0 interfacing to the
client's k@&}%‘ﬁw g‘?s'ﬁiﬁ)%g‘,e GHigt: tag filersyp %@3‘8% PN IhR cestng ?e’(‘ff"i%}ﬂ -attached

peri pheral . device and for contrallin ho attached devices. 15 In
particul ar ¥ {Fﬁéecgi’/@f’%%”i‘%elf%”ﬂ%s Aé?texlag‘&’i? °€ﬁ@ 9CPBA COBYGYTAHAN INESe havi ng

| ow- 1 evel graphical interface f e.g., i.cal, user interface (GUJ and
Tl 176 BLAR iR b sl s siedes RS IhsSmn e Spele ErrRGan (o 4 .
digital sign cessor (DSP for controlling the cl.ient.'s O peri pheral
Goul cos. TR RPASABR NG sbrver ahg ok o dasietedsbiy Bagpet e sUhCoRol o
correspondj t he application 20 pyograns and ot herw se perform

Cow | oudl - FPPed8 starkurtine idles et VRGePT & B5' eih PAR%r 20884 1k [y on
the device files. Further, the controller operates the graphical interface
and file | #@ogic. 8 0 8 AllG 2002

Further, the proposed NC is similar to the second configuration, except
that instead of loading native machine code onto a client, Java code is sent to
be either interpreted or compiled on-the-fly into native code at the client station.

15 That is, the Java code is either interpreted by the browser software on the
client or the browser first compiles the Java code, then runs it. The obvious
problems with this solution are that interpreted code and compilation is slow,
and as the complexity of Java code increases, the CPU/memory combination
of the NC or general purpose PC/browser combination would also have to

20 increase in computational power and memory size to accommodate the growth.
Further, Java code would arrive to the desktop in source form making it very
difficult to determine whether malfunctions or bugs are associated with the

Java applet or the browser software itself.



WO 98I 27501 PCTI US9?/ 22579 I n addition, the systemincludes at | east one
specialized renpte application server. Each server includes high-1evel§ AUS200?
application logic stored therein for running the correspondi ng application
programor stored in a corresponding file server. A lowlevel interface
(e.g., an Qpgb@d-sld system5 service interface (O8Sl)) esi@iidosasm a common
protocol for connecting each client to each server. OSSI protocol insulates
hi gh-1 evel appl di rect access,to the u operating

ication logic fro . der ] yin
system thus al ?%ﬁﬂﬂ@wa' il ﬁ-tF‘@ vagade; i§a34Pafied éodHPaﬂrhﬂ'&gl'g efices from
di fferent operating, systens or from special, consol e devices which
under st and HBRAFSYSTLIOGHER 10 BeFlioht EocPteiGVNEE ST PP RN JAmeAHs e
application to use OS-level services on a remote client separated by a
net wor k. | ﬂ’%wrgﬁmrﬂeswaﬁs ﬁﬁi”ﬂ‘?"&f’i°6r5“‘5§?k36(\€19i"e‘?1\f utilzing, pertirigy helesy er
‘spawns a sel ected appl.ication runni t hereon gnd se) ectively accesses the
file systerf é'h%jgf%gegﬁ?r r%’é%ﬁd‘ihﬁd\'é%ﬁ gProieet ﬂ&‘qﬂ?—f‘étsi MYy at§ F%Wtf.mni‘hus) t he
client acts as a, 15 peripheral device (a "w ndow on the world") for the
sel ecte s&tS?'cg'e&ﬁ)Finéﬁt"i Brks insal ﬁﬁ"?%‘f‘gnﬁ(}]%‘?f‘tt 3 BF R IesiIfiR IR @rn, t he
renote server ocesses the correspondi.ng data fromthe clienf (and on
bohal 1 of | t0RGTE] RERIG™ ¢ 1AGAAR THEARNHEN SaPGereTaph P earr Bt Tt Rout
permanently storing the data within the server. |n other words, the client
serves fil eta§'§/sff’bntg? SUFaE VRRYBar gincer a%@@!etf)ﬂﬁé@ ap3oURlG "Bevi ces to

a server, while the server serves to the client application |ogic and
conput e- poEPTECHRN AR F’Bﬁ,Coﬁ'edoqyré’étcsﬂag}”“%eéf?ﬁcé’gpeaﬁﬁlt*?%ya?ﬁedjr?ﬂﬁ‘é’fdbe used
whi ch resides on tpe server such that the client may | aunch the sel ected
appl i cati od"PPH €@ Wi rectory service. "Directory” service applications may
perforr’? smal | sg)vi ces 9 0 a au~ zotgz WO 98| 27501 PCTI US97122579 directly
(e,g., '@ splay Jbrfe P& cRNMGYFAtNaphi L | AF OF el iCORPUtPG BFIWBK alfot her
service application on the sanme server, or reference an, application service
on anot her ¥@RIQ¥ed. | PYShi @ [FRAHGYratiqy {5 SHEeptlY eReipg yullizedi bys FREl§ be

chai ned together so that the client user can reference multiple

appl i cat i oneeh)ogptEser ity o amaEampiRg dealy th darereesencliqtrspeYy. By
chaining "directory” service applications in the above _manner, a network of
vari ous app‘mp&%?ti'% iatey Rresendation logie Y"B%ﬁ’PS}S av 5PFMuBiest obbiBeRS IPEIS . An
user can "roam' the network of "di r%ct ory"H%ervi ces until he/she finds the
appr opr i at eVBIGPITHBRONother G SefVREK. and, AP (R8ic YEUFR FunshR ifelilecoul d

al so be enpl oyed. Once found, an application .
1 server {not shown). However, the business and database logic may run on the

same physical server. As with the first and second configurations, the client’s
database/file system logic is stored remotely from the client, as it is shared
among the clients, and thus poses a security risk. Since the presentation logic
runs on the client, this system is also faced with the problem of constant
20 upgrades and high maintenance costs of the client stations. Another great
problem in this mode! is that application codes have to be written specifically
to one software vendor’'s implementation of the N-tier network and a user is
typically forced to license and distribute parts of the system to run his own

applications.



10 Internet address and port can be recorded for future use in the client
configuration database/file. The applications on the renbte servers afg 2007
dependent on, and thus preferably not witten for, any specific client OS.
Thus, the application logic is separated fromthe client's | ow| evel

"quasi" OS i In other words, the 15 application doe ! directly
with the cl‘!vgg%/ﬁgmkernel -l evel services (of the OS5~ to pz%s%%%’%? desired
functions. Instead, the application prepares a, desired "command packet”
(representing thelsi&getye famepiesh 05n’tﬂ'en%@é%%‘af'}}’eaﬁ?%’?obW%’SP'I“ieng‘ean
appropriate copmand function fromthe server's function library. The
command f urdfBRNta9sH A I1Re PEPUBM s |ibrary encodes the command 20 packet
according to OSSI protocol. The conmand packet is then dispatched to the
client's quasi-OS via the common transport protocol (such as tcp/ip). The
client's qugsi -OS cEn recogni ze the received, OSSI encoded, packets for
perform ng Ncontrol operations. 10 0 B AUu 2002 WO

981 27501 PCT/ US97/ 22579 Further, the quasi-OS has the flexibility to tailor
its actin in r d&oHEothET gbieptscare;rgalizeg hyedtiny et sYsieB AW MEtod i ts own
abilities or,to the abilities of the devices to which it has access.

Ther ef or e, %fpeci fic logical conmands froman application nay be executed
differently depending on in what environnent 5 the quasi-OS exists. If X1l
i s used for3%9§esiEPPPHIFEAN SREVIGHFITIE selesitdRRRlicRiIkPIRRERPRatotedi@ndan " X"
application. Simlarly, if another GU _is used (e.g., Wndows 952, t hen the
appl i cati on™Ri P71 2 '$HOtE FPIREE-SEIVRE Whilg SR REPYRFTIQR ATPeLm illizepnihe
invention differs fromall three nodels, discussed above, in the 10

fol I owi ng nelifeF SwaARYating8YsIRNLIGYelo SORIRAS 84ch A% Stuage | devices, dag ritsct ed,
access fromthe aptpl ication on the renote server to the client's pernmanent
st or age'? acP§rMeneat st9(RYe rRgUIrPBentEr d dri ves, CD-ROM drives, tape drives,

fl oppy drives, and any other 1/O or other device which may be attached to
the client.Asglegtasdeiemmde gervet nees tbastientsasrarePhger 0gYige dpethgtnbp@seon t he
client's local data and 15 devices. Thus, the server can process the data
from the cl?ih? intREfaRipEto thegliedisakaybpard, maysgeOpErdiReAYSISMAT @We ser ver.

Local data is sinply read from ' _
other client-attached peripheral device and for controlling those attached

devices,

15 In particular, the system includes at feast one client station, each having
low-level graphical interface (e.g., a graphical user interface (GUI})) and file I/0
logic stored therein and at least one c'ontroller circuit (e.g., a digital signal
processor (DSP)) for controlling the client’s |/O peripheral devices. The file 1/0
logic is capable of storing and retrieving data corresponding to the application

20 programs and otherwise perform low-level file control operations on the file
system and specifically on the device files. Further, the controller operates the

graphical interface and file 1/O logic.



or witten to the client file systemas required by the application Iogi C.
Al'l of the above conventional nodels enploy a centralized file systen@ UG 2002
the server, so that the file systemis shared between the clients.
Accordingly, 20 a rogue client can gain unauthorized access to anot her
client's dafgoettsgpuoh the shared file system The presentpdy@nbisen,
however, does not share a file systemanong different clients but store
client's data in the attached storage devices such that they are

i naccessi bl e (wi'? hifitiekpltheiavstam hHriudas i Bn lFeebrAnensragialized; serpiter
clients or servers. 11 0.8 A L' 2002 WO 98I 27501 PCT/ US97122579 Furt her,
in the pres@RicPiREseivER, Fachnesrdet Mefidsadigh-tavat aBpliaRESNt/AdicsHAted
application during the sane tine period, then each client can make certain
files acces{PHiR fgy HRRINGpike; EQTEIRONEING: ARPICAFHGR (PraBrah T sSiREEY e whi ch,

if the application permts, may enable distributed cooperative projects
between 5 cBHESREPHGIIP srver | A laerleyel; 'U@r{f’,cet(ﬁ&'i ﬁoéfﬁelr%‘}'f‘gp%%?ﬁ‘i ts

runni ng iubstant ially ané aﬁ lication logic on the c]Jient. The second

confi gurdt i HVIER detgtfase APFS ’Bﬁ?tPE'a%hieaﬁ FBYTen proteRel oF icoRPesinNgkeadhhi | e t he
third configuration executes high-level presentation and business |ogic on
the client.Cenf therch gefueraPPPiRAPIAR! MehiatrIighleyehprpicaton giq fromy er f ace
between the client and server parts of the application, and a predeterm ned
pl at f or m cofipeetiaseess {p thy HE‘,%G'FW&G BPYEHRY SYRPENt YR afleyingea hgh-lexpbl i cati on
logic fromthe client, there is no | onger any need to execute any general
pur pose cod@PRIGatitR: 1o PPER OSH) sepvishs: fEoraetilfeieat aperafifg systemspentient on t he
connected clients to serve the 15 client's [/Q peripheral devices,
therefore tPRECIAGPAEQIEdReHERS MG ARJeistangware! détoees d9Seheakeniin to get
the 1/0 services which the clients can provide. Therefore, expensive

gener al 1Qur PSS fyaughvry soprRICaHRN |7 HFRPRIEYE! SEIESED W POEFiRMensi ve
but powerful controllers, such as DSP chips. Despite the fact that the
present i nvESRF PR dYe NAYO'have any application logic on the client, it 20

feels in its use |like a general purpose PC that runs the application
progr am In operation, upon initiation by a client, a selected server spawns a

selected application running thereon and selectively accesses the file system

and the corresponding data of the requesting client. Thus, the client acts as a

15  peripheral device (a "window on the world") for the selected service application

running remotely on the server. In turn, the remote server processes the

corresponding data from the client (and on behalf of the client) through the

spawned service application without permanently storing the data within the

server. In other words, the client serves file systems, screen, keyboards,

20 mouse, other attached devices to a server, while the server serves to the client
application logic and compute-power.

In addition, a "directory" service application may be used which resides

on the server such that the client may launch the selected application via the

directory service. "Directory” service applications may perform small services



directly on the PC. The inventive client allows the client user to ke%pb hbbs
or her private data on their own disk, and it can have all the conmobn 10/ BUG 2007
devices attached to it, such as CD-ROM and fl oppy drives, as well as other
peri pherals such as printers, plotters and the like. 12 0 8 All0 2002 WO
98/ 27501 PGQJHY99Ed22579 Anot her maj or weakness of the abomernidangso
configurations I1s the centralized database/file systens. Gving access to a
server's centr ile ,\sﬁﬁ,stem may be a wor kabl e sol i,n the cgr'porate

dighia f's

| f tion
| nt er net enq}fer’:g‘ﬁr{ﬁrﬂ", Y Sompetey il 8F 9raphigb nor ?L{{Cﬁ‘i‘ UGS P FPWF's0 known
that many securit breaches are orchestr%%ed by insi.der.sr? and can be
tracked, but®Y'SP PRPUSAHONLING 531 FE VN ShYHSIRICE A FPRHREHR™ B VERS™ nt er net .
The present _invention d?es not suffer fromthe sane.drawback. Since the
server appl EAPFIORErYPRaYS thiE iMayIes MHUING ALeeony SRVERTSHRY DFi diAined he
client has no gccess, to, the server's file systemat all. and therefore, can
Go o damagoatienep et Ba e ML B e rieSp SR Pk BPRG atipRLAY S ERS
connects_.to a port on,the seryer and can typically only view whether the
server | a‘é%@g’f‘?'nbe 'q'ggr%éé?@"fosre'%eéf‘vi é(scse'f‘é'gand'i?)cﬁf’fycats?%’hﬁe. In
addition, the server,. (t conput e- server not have.a file systemat all
to be dammg@tPBATOTHENESHOO R MG, 3 DHAYCRBF LHIqUR R P USRI GRI R $30m
anot her seryver %é:: g., a,.corre gondi ng file server,or super-clie tg In such
a case, theP§if ‘&’5&‘%@%9 (a8 dF NN &t UFFT0fRE hd¥Bnp Fef‘%téYQfEr,fV\hile
the applicajjon rups within the conpyte-server''s RAM. Anot her . advant age of
v g the. (1Rt D 2pBies Tk AFIGS SRIE fae BBt PPlistcay BF iciFent - can
insure the jntegrity of its data with backyps a the like. This elimnates
Lot Cof pr BIAGHETs e pOREE s PlsB e SRS G A B S

responsj ble for keeping the client' rogr ata safe fromcorrupti on or
| roe S Eptthet GoRi BaT b B, DeERRRdL i Rub® Gt nB MR R orena.

it is sinply inpossible to commodat e unlimted nunbers of users because
of sinple I%/?ﬁf{@ﬁ't{ﬂ%dﬁabésezﬁlgk space in the server. In the present

LTS ML ARCH MR i EIE S RO L T
preferably not written for, any specific client OS. Thus, the application logic
is separated from the client’s low-level "quasi" OS logic. In other words, the

15  application does not link directly with the client’s kernel-level services (of the
0S) to perform the desired functions. Instead, the application prepares a
desired "command packet" (representing the desired function and necessary
data) by calling an appropriate command function from the server’s function
library. The command function from the server’s library encodes the command

20  packet according to OSSI protocol. The command packet is then dispatched
to the client’'s quasi-OS via the common transport protocol (such as tcp/ip).
The client’s quasi-OS can recognize the received, OSSI encoded, packets for

performing the desired I/O or control operations.

10



be accommopdated. Further, by having a conpute-server access local file
systens, the performance of the server is also inproved since typical(§ MB&02
file 1/Oin centralized file systens is the "bottle-neck"” for (i.e
reduces) conputational performance. Since in this invention the server sees
nmul tiple fig&ognssp(stens on different clients, there is necgREPHkIl ON for
the limted storage resources by different cI ients or applications.
Further, the application service can be delivered to a new user instantly,
i nstead of havi AYrP8" 4Be aupsi&l S msthediexibility t@ﬁ%@pgsapt'%@reﬁwseltﬁ ot her
words, such security is not necessary (unless for billing purposes) since
the cl ient’ &SPESIfifatcemEpNheRcksE' é%%%EP (P CMERCIIRIGE 196 £9 g’éﬂ?%‘ﬁ'%‘?rﬂf t he
server's apgl ications and data can not be copied or damaged as it is never
sent to theNPEGUEEs fhyhiah ibhesacoess ¢ Raerefasactpegificdpgice'aemmeedsféomer vi ces
anonynDust S|nce t he application data, specific to the client, resides on
the client & $RA @ag%ﬂ@mb&ﬁ%@da ff%fr?f‘ﬁyd’ﬁpﬂ'b‘i'“%%ﬂ” &éﬁahem'rqnmwes to
access the server file system dition) although the client serves
its filé y'%’f’é}%aa'ﬁ‘ascfé{ﬁt%eg X1t lsltssetiﬁer e @t then the wh&m% Mél looke
connection to the serven§" There is no nechani sm f or the_servers to obtain
a connect | iM% & Iikei 8t XinpReisatir cPindiarlyadt AORIYT iGUlsisek?aty (26 connect .
Therefore, a potential intruder has no way to gain entry into the client's
file systenVingowa OFbulften te appligatiosewiflelok: and ffealdlikej 8 Windpavs 88 t hem
only to servers to which the client itself connected. Preferably, the
firmware WARPHCIMS on the client (stored in ROV in the present invention
is not user-nodifiable since no general purpose conmputing will be done
local |y on the dNfseiventien diftaradTgm alixieess imedelsn Mrcusped ﬁjéﬁ’b?'y'”hhhﬁgry
generaL%PvdPose oper ati ng SéSte 0S) are unnecessary since user 14 0 8
AUG 200 oleyirgsnaiopravSSI e s 'OBr%‘@P'&PréFEPE%‘eéEeéeﬁééwdnéﬁcﬁ | oaded
or managed. Only a small quasi-OS is required to be stored in the firmare,
such that themaherrasisaiprsen jee r@aﬂtec%wrono He| clignt's RerEpR@Ht stPrageand fil e
system For exanple the graphical user interface, controlled by the
quasi - 08, nf@giliBes usbEshethaed stves, GROMATIVemitase driyes, ||ﬁpPY1é”M95bl ic

domai n. Since neither conventional general purpose CPUs nor OSs are
required i PRARNYRESEWP of athendpvise whieh Manepsiashestothestignt dpmtheivest nent

for the
words, the remote servers perform operations on the client’s local data and

156 devices. Thus, the server can process the data from the client; however, the
data never resides permanently on the server. Local data is simply read from
or written to the client file system as required by the application logic.

All of the above conventional models employ a centralized file system on
the server, so fhat the file system is shared between the clients. Accordingly,

20 arogue ciient can gain unauthorized access to another client’s data through the
shared file system. The present invention, however, does not share a file
system among different clients but store client’s data in the attached storage
devices such that they are inaccessible (without explicit authorization from the

user) to other clients or servers.

11



consuner since such client stations could operate adequately for ten )6ears
or longer. On the other hand, since the second and third conventi onal 080AUS 7002
configurations have either all or part of the business/application |ogic
residing on the client, the user is invariably forced to upgrade the system
to run noreygepssx and fatter applications. In addition,pMidddrsRspect to
the server, the present invention preferably curtails conmon services |ike
telnet, ftp, rsh, rlogin. The server is therefore left 15 with specialized
appl i cation ser VUEB&r vifi tOR RIBSHBtINYENtOR: HcBOES thay erensieRt srAvyssthethi s
Creates a very secure systemthat is substantially |npervious to outside
attack, yetSFnesrriicationdie the Sémleék’“es@’\ﬁdcg‘se“teécgﬁbe’}iﬁéﬁ\??ﬁ?&sceﬁﬂ@ses of
the Internet. Lastly, in the present invention, an application program need
be 20 devel Hpedcenssiplohyehe agrlicatioman igs seryphatoheisaMe Hae avkste 'f) techosen
for the server (it could be designed specifically for the applicationl, the
appl i cat i on@RRIICEUREIRSHBHS aftRY PRIRIBRistHPutes) CPPRErERE SHPIEGHEr Be™PE Un on
different platfornms, the application need only be set up as a service

havi ng & cofRRSENTPE EH#MEE- prot ocol , such as tcp (or udp)/ip, and attached to
a network. Since the client contains 15 0 8 AUu 2002 WD 9S/ 27501

PCTI | TS97/ 22579 Hstrasivplvc Hieiinyprdiga erehikits rggnieg sHhstaapply 3 areHcaiom d use
the client for display and file services. The client's quasi-OS has the

f1 exi bi |itylogls gmihergliest. The seepndeirnfigheation Lxeevies v @rplicationHegisdtnect ed
server according to its local capabilities, so that if the client has a
text-only diheptligpt sidgemvhiladhethisd comfigyrptionipxsnuigs Bighrieval paesestation a t ext
mode. If X11 is used, then X functionality woul d be enpl oyed. However, if

W ndows is #MHbbusiaRsS Ippisprabe ¢liesh Virrbenshe aepliqaticaslepgndsione highi i zed.
The | ook, feet and capabilities of any application wll be adapting to the
| ook, fHRl leMel inigstase hatvesn ghe qliaas etsserker PRdS 94 tRe @PRKCatioRe agd fer al
behavi or of quasi-0S would be controlled by the service applications. 10
The cli ent' Rregatesmined rlatiormeompplibititti on woul d be in a symbiotic
relationship -the application tells the quasi-0OS what to do, and the

quasi - OS det er miere thapresens irnenton erperrs, alhgmpligationdogig feq 8 elisdd not have
any useful function or behavior of its own w thout the applications, the
appl i cat i onthesg is nimlapber any nped tapyepitand Greeid pwegse £ade gushg clest] 10 and
control services. 15 All the hardware/ OS dependent functionality is
encapsul at edhg femate servesharearpllysteprenenjgadhe eonnasdeditlienthto saye B1eehavi or
of an application is encapsulated in the application code. The two

cooper a 'g weliemt'sdéh perinharalder isgghtharafes) the saMER darPorredavthsEdvatanhi ch
itself uses an underlying transport 8r otaocol ). Thus, the application never
execut es an§evYigrs PEiRdir evdeto golstheat{Oj gervigeg whigh, thexgliegiis a0 A5eYigeper f or m
that operation on its behalf. In other words, the quasi-OS does not perform
any oper at i ORYe{HE coxneavive 9gnesbRY PPERIDIOSEEIND(PYS AerrIeterablipIrer'asedon
(exception is file maintenance operations when requested by the client
user). 16 withgnexpensigg put powerful controllers, such as DSP chips. Despite the fact

that the present invention does not have any application logic on the client, it
20 feels in its use like a general purpose PC that runs the application program
directly on the PC. The inventive client allows the client user to keep his or her
private data on their own disk, and it can have all the common 1/O devices
attached to it, such as CD-ROM and floppy drives, as well as other peripherals

such as printers, plotters and the like.

12



WO 98/ 27501 PCT/ US97/ 22579 Existing applications which already have beﬁg ALYG 2002

witten for specific platfornms, such as UNI X/ X and W ndows 95/ NT, can
easily converted by using libraries which utilize the OSSI for generating
command packets, while maintaining conventional UN X/ X or Wndows APIs
(applicati amming 5 interface). In addition, disk sP3c8 he
client no ngﬂgge@gﬂas to be wasted with hundreds of negabytes 0%7/9‘!30784“ | es
and application code, since only data is stored therein. At the sane tine,
the server do ndtnoiiagre majprsivgaknessy ofigbe ahava Bresrenfipyratiops. isAtheo, the
user no |onger has to worry about upgrading his 10 or her software, since
thi s mai nt ePfNEEZest disrabese/diffp Sestemp. pSives aceesshte fosarvar & apardabfils.
Further, upgrading is easy for the software vendors since they need to
upgr ade onl S¥steTe rapylbecatweakaplersodetionein Wei edrreraly it@mneihervronmest.owl y.
Wth respect to conpanies w shing to purchase application prograns) such
conpani es cWReBuUPYE HS\eser e kinnv@n{qaltheusfeﬁt/@r 8slspdyiong fhat- nasy secettyser vi ce
15 applications which can i mredi ately service hundreds to thousands of

cl i ent s.5 HaP'@RRles are grhestretadd v ippidets and parbe tragkech bt Frilsoaytietely | y
sinplified, since either a CPU (general purpose or specialized) or a

speci al pr o®¢88 PRGNRARYS eruiiongent el BisppepnetatTdemsesany MveneemdapEaoton with
the network interface (hardware and software) create a usable server. 20
Bri ef DescrsWfardiprothe seenasirawbagk Thiace 819 sehvai grakqationadvesedizps then, gi ven
by way of exanple and not intended to |imt the present invention solely
thereto, wifile system b thmelienst hedlipnt asmarrserdte tietservdies fHe syateansti ng
drawings in which: 17 0 8. AUu 2002 WD 98J27501 PCTI US97J22579 FIG 1
schenat i cal 8l and therefose ecarmdp e darmpga it toreiahi myliee semvietaket rEresmi ssi on
medi um and a plurality of clients; FIG 2 schematically illustrates a two
and t hr Be- t ¢lignt meeralyr foreeinte & portroal theysasvercempgee typicadt onivt vigwsmi ssi on
medium and a plurality of clients in 5 accordance with the present

i nvention: whgther the server is accepting its requests for services (via an application).

In addition, the server {a compute-server) may not have a file system at all to
be damaged but instead, may boot the appropriate application from another
server (e.g., a corresponding file server or super-client). In such a case, the file

15  server may disconnect from the compute-server, while the application runs
within the compute-server’'s RAM.

Another advantage of having the file [/O logic locally on the client is that
every client can insure the integrity of its data with backups and the like. This
eliminates a lot of problems for service providers who would otherwise be

20 responsible for keeping the client’s program data safe from corruption or
intrusion by third parties. One can easily see that in the internet arena, it is
simply impossible to accommodate unlimited numbers of users because of
simple limitations like disk space in the server. In the present invention,

however, only the computational resources are shared, so many more users can

13



FIGS 3A and 3B is a flow chart show ng the steps for accessing and spami nﬁ,.
an application on a server froma renote client. Detail ed Description Atr5 2002
the Invention 10 Referring to FIG 2, the inventive system 11 conprises a
plurality of specialized servers 12, 13, 1 & 17 connected to a plurality

of clients g@§o ; shared transm ssion nedium 18. As Wi t pdi@igsmsdérel0 of FIG

1, the systeml1 is applicable to supporting the transm ssion of data on a
LAN or WAN system In general, each client serves its nonitor, keyboard,

mouse, fi| 8SSIRSCEMTOAIAD-15F Wihesr Y/ tpving ad%%'n%tﬁ ngcwa%é??%ﬁé? al

devices. The servers serve their correspondin ut e- power Ilcatlon
| ogi ¢ and C¥HEMGY eRerforeyanse obthcseryrivr akse iy '°[Vﬁ SE]CFéE‘?‘Ea"VEﬁ@ Hl&erver is
typically ported n_i ndependent ngor to r he|r sof t war e
applicatio 'BgF%\’NéQéS filesisyegmsEdt ‘é?an%‘?"é'e r?@t‘] 9. %yeséceftb

supported by vendor r unni r ocessi |ications i

server 13 RRTPUEGIBLRRTRE By BB BT BFeT IR GO RRLPHRPT e e

appl i ca |ons Further, one server nmay support service aﬂgl i cati ons from

di fferefit GYNEAN &3 HiRreghriantsiness i MacoRpsITan oS mied staragger ver 12,
e.g., my be su‘gé)orted b%ﬂa service provider which will host multiple

sof tware verRPOrees Ry piffesent; Jigats1r ap cgﬁfm S 2002 WD 98/ 27501

PCTI US97/ 22579 el ating to spreadsheets. cour service, a?pl j cations
running on the Elérﬁl%ersg}e\,@}p lig %‘%Y'Cﬁéasphdle&‘fer ‘?toaP PeWsey KStaglYy s shown
connect ed excl%gl vely to server 17 which acts as Hle server. File server
16 stores 8‘(’%a‘t”h%t%é?téiﬁ@H‘%ﬁﬁ??'&&ﬁ’%‘h"sp‘?’dﬁreé SnAEhenmepdfet ed by
conput ati onal, server 17. For exarTF file server 16 may be consl dered a
so-cal | ed SHERFEEYTR¥E nehaeCssRBC tUasAdoE Billita BYPARRR istige BR qlignt's.

corrputg server 17 and then disconnects fromserver 17. This setuE

pr ef er 4Bl e 985580 NgHBe aa°?3é9%|w'8f°%@e£rrqf'tz9ﬂ?rr B8Ry e FPruAL S PREFCAIGARect s to
server 17 with the intention of corrupting the applications. 10 Each client
15 is pref é’PQtﬂ%}a 8P NRt errOPiAd prurFBRIedRRS [§ijf NaX |§?é‘>'<[5%ﬁ§? VRAUESEPR ghl y
robust dat a- acqui Sltl on device. Thus, a client does not require g

convent i on&ieEBy, FUIRRr a2ach pignt| AR '956W§r %V@Fsﬁ’}?ﬁé{"@Hﬁlﬁl SiRGE thBes a
client requi re a. conventional 0S, such a or ndows 95. Instead of
a convent i GRAlCEjORAR. SRACHESE @L?"ef"héﬁﬂ@ﬁ%POéh%G{'e’Ho'i/\fé'PflePt%ﬁf‘FoI ler 15
circuits WI|| be utilized for controlling the stora%e1 devi ces and other 1/0
har dwar e. ARe Slentpide At eyer gainyRIjvilgges © %PGFFS'T*R%S?'U flegiystey- DSP chi p. The
controller or a plurality of controllers will control the client file
system'@file I/ b‘?%‘i‘ ﬁhaugrbwe@g@q sefyesdi f&%FVsttﬁ'F‘é“Pé’(%'qeég'ﬂ?tb% g, QU).

For exanpl e, each cli ent may have a separate controller chip for the file
syst em di sIF"EB%WPGPIeéFab“SheS the connection to the servers. ere Is no mechanism

for the servers to obtain a connection to a client uniess the client actively is
seeking to connect. Therefore, a potential intruder has no way to gain entry
into the client’s file system. So although the client serves its files, it serves

20 them only to servers to which the client itself connected.
Preferably, the firmware which runs on the client (stored in ROM) in the
present invention is not user-modifiable since no general purpose computing will
be done locally on the client. Accordingly, expensive power and memory

hungry general purpose operating systems (OS] are unnecessary since user

14



20 bl ock, the conmunication block and the display/human interface bl ock of
the client, or one DSP control may control all three blocks. Since tfid AUG2001
functions of the file 1/0 and graphical interface logic are well defined

and understood and do not have to be changed for different applications,
they can bgydibgphtyy optim zed in machi ne | anguage for the phiraiiesirsH9 08
AUu 2002 WO 98I 27501 PCT/ U897122579 speed, and will be provi ded as firmware
inthe client's r at her tha re as is vent i naI nce
convent i on87°gfg§5/gf%°eﬁfﬁsg?%%I é%l‘l\aa 'd@?”agr?gst "gY atsﬂ’é’ Rbiog égrﬁ% coul d be
cast in hardwar t shou d be und t ood, t hat general pur pose
conput er s unl'regltgob%m{e&s? ﬁﬁ‘f ﬁ%m&aég'eﬁ‘fc%q?aﬁ %ﬁt?‘ﬁﬂorﬁdt VEh ‘E?'é or

nodi fi cations| uc Sti owner s o PCs can acc . eci aI [ zed
server to gﬁ'é’im aj' em?c @Gt QpP”CEg Wte’as qu,ag@e,ltﬁe %‘ﬂ"'%aq t he
quasi -OS i s repl aced the front-end "co e er" as to be
ported to tH& g QPBVO obE ABHRT LPasbeRe %&Bﬁ%ﬁ@fﬁ?ww% 0S2, and
t he |Ik§ | i ke an B program and runs as a user process 10 under t he

R el

regul ar opé°‘r'5tt anEI’ltI oned above. This "conpute-browser” woul d
then utilize t OS resources to _control al vices on hehal f of
the renote ser\l;?E'ée Hﬁ'mqrégFY?fﬁ?"a%ﬁr}eﬁéP}”Wﬁﬁ ds‘%d]"é%%f&&e EHHVEP S havi ng
conventi on atlon tored ther may be ut|I|zed via the
oo of o e BFsns LS o GBATs BASITTRE Aufince b RAGREEPGY (O gt ce
application would 15 pro (]ie t he serV| to the client but 3/ use one or
nore convefPRB1AT" sﬂ)’?‘”tf’g?%%s" iegt 3arent APy g?"?%%? e%ﬂﬂfi‘%)&{?r BN 3Pl i cati ons

can also b eaS|I ified into servic Ilcatl by rec iling and
linking th 9\?[ t h%r{bvbﬂgt%&‘FUpthes'aﬁ?i tﬁ@vvg? daﬁa ind ?IHPEYT’ “ahe?er ring
back to.the specialized cl.ient i NSt ea f convention

Dove | ed@| caﬁ@fat% ha{peRithES af}igg P d’géﬂag’aﬁ'ﬁﬁéﬂf‘p Caiion ot tesie & pased
on the X 1 rofocol (X 1 i ,. hodified for data
conpr essi ofNAREICLSTE it e < ivEriats reitaRdn YPerAfre RGVEIST BBEH BerEnt - The

quasi - OS5 essent | a acts a|s a driver to performtasks specific to the
client har GRBPEX aékd {Rtter aRRN9ANCAE t he basis for the windowing structure.

Note that the qua djdmon %\(I)lth respect to the server, the present invention preferably
curtails common services like teinet, ftp, rsh, rlogin. The server is therefore left
15  with specialized application services which do not allow access to command
shells. This creates a very secure system that is substantially impervious to
outside attack, yet flexible enough to offer services to the anonymous masses

of the internet.
Lastly, in the present invention, an application program need be
20 developed only once. After the most appropriate hardware is chosen for the
server (it could be designed specifically for the application), the application is
developed and, instead of selling the software to run on different platforms, the
application need only be set up as a service having a common internet protocol,

such as tcp (or udpl/ip, and attached to a network. Since the client contains

15



0 8 AUu 2002 WO 98/ 27501 PCT/ US97122579 executes no application |ogic é':md
can not |load or run any client user processes. Since these speciali 2l AUG 2002
clients require no conventional CPU or OS, they are inexpensive to produce
and sell) and are far nore robust than conventional general purpose Pcs.

Since thesgygédg@kys of fer a | onger useful life than genempairsopitsnwose Pcs,
or other desktop workstations, the cost of the client may be anortized over

| onger periods af tinmes, further decreasin e overall cost of the client.
Foater PP e o Ia, S AP SRR S o0 TR STenor AP BEAnH 1 ont o
since even when servige i cat | becone .nore. conpl e t he appl.,i cations
alre sti YI rfu%s?réf?ﬁfgllrﬁeBﬁgrﬁl%q‘ta&lf'ggj}i@ﬁﬁ? ﬂgx'gﬁma'?{q?ﬂ%ﬂ%(é%%w%g%g 1:)

| oaded and prpcessed opn.the client. Further, since the client gontains no
specifi ¢ CBBEREEABPTHYSq HBMLBISOERPSSHSSIMERATRICEN ToHE 1287\2Pabiifes, need to

be concerned with using a standard Internet protocol, such as tcp/ip and
0SSl hi ghers? &L it ﬁ?eofﬁm hgspf tﬁh%°'ébrﬂeﬁiﬁkﬁvlpfg'éﬂe@§.quﬁﬁu§% Wﬂbdﬁﬁ ay
conpat i tr?si I i_t{%re ui red between each client 15 an)z t he server application is

file format™OSRBHLT 7 1B teyrt medey 1 Xpd ijased Hed KSHBFIANAIRY Wallh@8 the data
inthe client fil stemw ]| typically be cr ed by the application
itself, cor%‘?ﬂ'f%?q?i 't%WF\éern\éﬂ\’{’QdB%d%?ﬁ,yﬁ%ﬁ['”?%ré%ﬁ" %%‘”%0‘@%?‘%%}3@ vendor
selling different versions o hei r application progranms, to run on the

di ffer gnt a‘V%ﬁ"ﬁg’cﬂ Wtihzed; fi’?"rrss",otkog?%} %\%2"""2’@%‘8?%@ fYs@ r@'ﬁ?’&%ﬂ Wi P&si dent on
a server. Since the applications are co tible wth the client file system
(in fact, CIEPERBIE? S5H 196ke oaban CorRRUHeE o1 AR Qe AHPEAGE T0F ur o of
the file system since quasi - will handle the interface) and the quasi-GCS,
by speci al G BEBRTCEET BRI W BHEroR SIS EHENE P BIRS SEAIORa 21 0
8 AUu 2&102 WO 93%275,01 JPCTI U597122579 an unlimted nynber of djfferent

appl i catd ons codN8 PENLERLASERSH9NY (t6fn RAtQN WRUIE Rendt PedYTBI%4Cser ver or
to multiple servers. The client can serve iis peri pcreral devi ces _to any
nunber of s’@ﬁ”&'f’ﬁ@"'%pﬁ]"l eralicatien (%@%F&“ﬁ@'r?st"ﬂpattﬁ& O, BERUESIQRd to any

nunber of specialized servers.
J)etermal'nes how it s\(\ould be done. While the quasi-OS does not have any

useful function or behavior of its own without the applications, the applications
are unable to get anything done without the quasi-OS I/0O and control services.
15  Allthe hardware/0OS dependent functionality is encapsulated in the "front-end”
of the quasi-OS and all the logic/behavior of an application is encapsulated in
the application code. The two cooperate with sach other through a OSSI
communications protocol (which itself uses an underlying transport protocol).
Thus, the application never executes any low-level code, instead it "asks" the
20 quasi-OS to perform that operation on its behalf. In other words, the quasi-OS
does not perform any operations which have not been requested by a remote
application (exception is file maintenance operations when requested by the

client user).
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5 Such servers can have different hardware architectures w thout concern
for what OGS the clients are running or what devices they use. Therefgrg);0l
sof tware vendors have conplete freedomto design nmachi nes and software for
maxi mum speed and flexibility. In fact, servers may not run any OS at all
but run di nggbdhsfoot abl e service applications. The sof t yhaeeandar s al so
wll not 10 have to deal with conmpatibility concerns, save tcp(or udp)/ip

and X11 protocols, By using OSSI c,orrpatigl e libraries, the software is
automat i cal |y c&MFEDPpPRPIGAIMRLIVRIAY AlGaf % havaBeFH dVHTteat o rRPeCich ¢l i ent

need only c ri se one or e stor deyj , such as a hard, flo , or
CD. ROV d i Vet sieh s WX ancbiindavis, S gad die aasily| Gonyrteg Sem * The
client storage stem may al so be separate fromthe client (not shown) by
e e, o O Ge AR EE I P B8, QSR Yo bSasrEThy Lo ANIaEakSE B any

storage devi ce attached, the nly appl i i on which can be used is
t hose whi ch"PBLHRITPE %Bveﬁwgng@? HRALY W%E\?ﬁf éé’pﬁ?arﬂmb?r(?%aé?”s’".“%he files

in theéle s%?te{nincl udes a configuration file which tells the client
quasi - 0S whBE"™5R)t he 20 network (LAN or WAN/Internet) to connect and to
whi ch port to ol?tai _a connection to a _sFecific service application.
Further, the fi I’éagg'é'f’@npishcﬁplﬁ‘ﬂéé’”d@@a‘:“le t 88 1QRgr RS R WaSIER¥HBNndi ng t o
each previousl pawned application, as well as check-point files.
representi n'b“'\"%%dsssf’ MegsbYieRepY 8 dHemPimth @RPHGREIoR fdec SINGA 9V C8Farisnat ed for
each application, The check-point files allow 22 0 8 AUu 200Z WD 981 27501
PCT/ US97122896drthesinr §1 the semectinge. thasgpyek 9p APt BRVe tordarn Yy, usendata
check-point files need to _be encrypted by the server to prevent any
tanpering by TRE RITKMRES. AR Hlfd‘i‘%lﬁrb‘ﬁ)'mt‘%é hep [t Vet BRAYTEHRSEIHERY PP st or es
any work-space files that the service application may require. 5

Accor di iyl yOr 381 syfWeige sinqecHiis faziptega 8{0%3%? rcé’é‘“p%?\fnt@[ynaaisﬁsetgcwes pawned
application, ,is stored locally, such that when the ¢client is disconnected
from the netBY&e {aREo(fs eFurthejaRoTREINg 8 SAFY it Fé°gt§fvaé?19'taﬂ§?f§ %1%e on the
network. Conpare this to systens where the data is S%Oéed in central
server fileNeydeathto Upatadsansore aprlicatipp PaLseveisWhigH;thEY cpg PEBT ot i on by
mal i ce or 10 m stake. Further, each client also includes |owlevel

graphi cal i HOWHF AUEN resRect 49 cOMRENIER WIRNING I PYISBASSARP!ISRIULPrag B ser ver
application to launch. This nongene,r al purpose client perforns no

hi gh- | evel §45iOMRARNASI GRLUrEhasE dheipl gntvere\gins Daying pre-hstelise spivideed woul d
i nclude directing the peripheral devices to attach 15 to requesting service
appl i cat? on¥PliFERGTgWhILh £ AR dewnRsHately; sepYiss rHadredmde GRusPRES Of eifi$ng and
deleting data files, but would not include any pr oc,es?i ng_l f. such files.

Fi l e mai nt AR FRAUEMSAL R 50F BeHe b dtpyele WrasHrA % # pﬁﬂ% i~ and

per form onl re-determ ned well defined tasks. File naint enance

oper at i ons, CBifr PCAthEENeNIEP Y RYSS osaecielizadh Pr HEPeGiAl Progessing ¢ NRMAVINSnot e
service 20 application but rather, ma%/, onl, lé_g i nvoked di rec}l_lb% fromthe
quasi - OS by PHRPPEPRTERIE MRIBPTY IR QORIYRSHAR & neRvorh tesfase (eI Wars or ned by

the servers to the extent permtted by the quasi-0OS without involving its
i nternal mafift 8fANEE) CIRRLE idoblexservery 8 AL 2002 W O 981 27501

PCTI US97/ 22579 Each client may optionally contain plug-in 1/0 nodul es such
as a fré&e grabber, an audio/video interface, a digital-to-anal og and

anal og-to-digital converter, a mcrophone, a canera, a conpression board, a
t enper at ur eBRefddescription of the Drawin

The following detailed description, given by way of example and not

intended to limit the present invention solely thereto, will best be understood

in conjunction with the accompanying drawings in which:
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a hunidity probe, an encryption chip, or any other device, as desired.8 #Hel0?
5 server then) via the application program controls the client's 1/0
devices (as well as the client's file system etc.) by sending appropriate
command packets to the client quasi-0OS. Further, as stated, each server may
i ncl ude anwosg%?o?l i zed hardware for running its applicapcposoesservi ces

w t hout conpatibility concerns with the client. 10 For exanple, a novie
editing server may include_ all of the expensjve hardware editors connected
to the server. ﬂG?;dvF%hf‘é’f“i‘}diaBV ribystiateh anAye-tier ISTWRES EXR9ng $eTV§'deo canera
I /0 device. The filmon the canmera can then be edited via the editing

har dwar e of"a"RRissIan Eedigm AR e AKIGI P BieptH chase their own expensive
editing hardware. Thus, the application woul ontrol the data 15 feed from
the canera, edit'G KeSANRHRERIM HHsHRTES DRVE AR ré‘é‘?edg?ft NN EM@VINGNE 1 ansmi t
back the edited data to the client for storage on thF clie?tﬂs di.sk for

i nedi at e AMEBIHYPTEIMRe SPIVERY TENAEIASIASy Medint Bd pPIUTRIHN ST SHerRdN el i ent ' s
printer or for output to a CO-ROM a DVD disk or a video tape. The

operati 8n GFCRHANEH VA thearresantdmyshition: BRd descri bed bel ow with 20 ref erence
to the flow chart of FIGs_3A an? 3B. However as a precursor, note that the
client acts as 9G% AR the TR IShaFothovHRY LBE SLARSHTOAFSEPTSNY R whi | e
the client user selected application runs on the corresponding server. In
ot her wor dSPaPRINGAN application onf sRIMEMHRR hEEMHESHIPRe” (HM) for the
servers. Upon authorization, the application accesses the client's file
systemto retrieve the 24 0 8 AUK 2002 WD 981 27501 PCTI US97/ 22579 user
data for processing. Note that the application controls all of the

oper ati ons 9 the | HeRr i pheral devices on the client, via

t he quasi -0OS. For exanple, all of the I/O nodules (such as a f|oppy drive)
are corProl | ed Refesing yo 5iCthetheenyentivensystem | biromanises eheluralisy i%¢at i on i s
conplete or during 5 the run of the application (as data needs to be read
or written)SPeeiRizesrsevarsdd: dah 46 d /tqoaneriedttad PYralie ot PRyt 15 9% syst em
for | ocal ;%orage on the client. Since_the a&@lica}igﬁ's ro ran1fode does
not get tr@ReFRGYaFEpigsiemEediyadB. As WBhingtwanky! QT G 188 RYBBMAls), the
user cannot, copy the code. Accordingly, software ven%rs n easily go into
Chi na, Hond® RORIFabledPeAPPRIREdPR tfeag'a&éwﬂ o date OB AN RN sViRRY ¢
software piracy is w de-spread (as high as 98% , and off$r t hese conpute
servi ces wilP [9608rahi 4356\CligBhE/VAS its MBORItost keybodFE MPNEntH, BY Gy SR
differentiates between data and program code, i.e., the client fi|le system
i s int dfdePthey KPoand degkjoriattaches PeHeharahgdeviceser The sersyz sefvRetheir
application programcode. The programcode is |oaded into 15 the servers
from thei r CESPPIdAg E0MPHE-RY¥ e FPPIIGRIICR AP BNE cPBIe! et Pnd P& om a
corresponding file server (whose function is limted to carrying the

pr ogr am bodteVicsa@fBhe cleiMsnot run the application) for added security. The
only exception to this separation is when executable files are thensel ves
program dat a as EPFP aerypt ﬁéYﬁ"Bﬂ'W@”ﬁﬂ@sz‘ﬁ‘dl"g%‘%ﬁ"idﬁ'ht YendQr L el (or

i nker), but the 20 conpil er-server would be cross-conpiling for a

di fferent aOfWYarecanpieationm Braged st #hgepiesyr B S X3RSt SETYR 62 PRL D€l j ent and
shoul d not be run on the conpile-server (for security). Rather, the

resul tidy pipgPERT SNENdoHA fPUMNGNGWeEhRcse SRk BRRAIICBUA VENERYS has t he

appropriate CPU and software to 25 ' ) i o
13 may be supported by vendor B for running engineering type applications.

Further, one server may support service applications from different companies
but which run similar applications. That is, server 12, e.g., may be supported

by a service provider which will host multiple software vendors’ applications

18



0 8 Allu 2002 WD 981 27501 PCT/ US97/ 22579 renotely | oad and run the qu?r®T
In general, note that the server that runs the application should e AUG?
different fromthe server which created it. FIGS 3A and 3B show a fl ow

di agram provi di ng the steps for accessing and spawni ng a server application
froma remy{goddkfint - At step 20, a client 5 station is ReWRisGFheR Whi ch
initializes t%e network, the user interface, and the file system nodul es
fromROM The network nmodule initializes the conmmunication interfaces, such
as for an SRITURHEUSRIBATHECE: Het srRitrse. SpRYICE ABRCaBPns [Y5EINDPR the $hMect i on.
Further, a nultiple network interface may be available to the client, i.e.,
the client SH§" l]g%d ant ke sisvigeet 8lst em for the 10 intranet but a cabl e nodem
for the Internef. Servers may be accessibl e sinmultanegusly through all

avai | abl e i nt er PH¥8510 |5 shayen ppnnasted s cysivelvdo servar / EgvNeh 2ASR:S then a

t el ephone %onnection is mde with the ISP to establish a connection. PPP,
SLI P or ot Ht&rs§5¥8mt Fiteoses¥et® stosesspis PoRlisdhe sslestedpPricatiqeBroora@: user
interface nodules initialize the display, keyboard and the |ike. 15 The
file sySteRsmsdicted by cpapHEtionalierysr & - sbar apmibendt's servgr § Renaebei ce
application information (previously spawned applications, networks, servers
and ports) Cap¥deref g &9- '%rsé.'ﬁf’ﬁ‘éte@tstgé? R PResHeGtehtarelicatinge televi ce. At
step 25, the client detects whether any new hardware s _Pr.esent. ‘Such

har dwar e i REMRHESSEING™ dddapd paen gheseanegtsy frory seivet ulssed B FREUP 1§ any 20
new hardware is detected, a corresponding device file is created in the
file systeRf¥8rabEReitAdds Adevehal RAVIBETram atlispt tigt cprngrds HeserNer tihar e
device is detected, the process precedes to step 35 where the client nakes
connect i onVitothg) ipteiiend spauptinn dhe gpPiceierdns whi ch have been stored in

its re?8ur ce configuration fil e/ database. 26 0 8 _Al5 2002 i
Eachclient 15 is preferably not a general purpose PC but an inexpensive

and highly robust data-acquisition device. Thus, a client does not require a

conventional CPU, such as a Pentium, PowerPC or Alpha chip. Nor does a

client require a conventional 0S, such as MS-DOS® or Windows 95. Instead

of a conventional general purpose CPU, inexpensive but powerful controller

15 circuits will be utilized for controlling the storage devices and other 1/O

hardware. An example of a controller is a TI TMS320C4x or C3x DSP chip.

The controller or a plurality of controllers will control the client file system (file

I/0 logic) and low-level graphical interface logic (e.g, GUI). For example, each

client may have a separate controller chip for the file system/disk controller

20 block, the communication block and the display/human interface block of the
client, or one DSP control may control all three blocks.

Since the functions of the file /O and graphical interface logic are well-

defined and understood and do not have to be changed for different

applications, they can be highly optimized in machine language for the highest
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WO 98l 2?5U1 PCT/ US97?/ 22579 At step 40) if the application |ocation (i ﬁ. .
server | P address and port) which the user wants to spawn was not 08 AU 2002
previously stored in the configuration file, then the client user creates a
new entry in the "config" file, at step 45, to include the server and
applicati oRygek-g5S (portl. However, if the desired 5 appldrambifeentry is
present in the resource configuration file, the client connects to-the
appropriate address to connect to the sel ected server t step 50. If the
conf i gur at SBFEFi 3 Mdll bt Providednes firmuare e tE?i‘i‘ﬁFt 3PMn4athep tBAR er t he
appropriate | P address and Eprt by hand. Cngﬁ entered, this jnformation

cari be saf@HWEE: af it GPRVEONAhISNRE CRWENHRR2LtT Thats Prograpmaples: dp 55, the
server is guthenticated against a trusted database. S| npl ut, the server
may be aut %%Cr’it Mot Bgﬂl?yf“f‘gﬁ?fésrﬁ‘f‘t"i’h@ CSStp'PéH‘é’%‘@F‘Wi‘ﬁ@&%%a&%“ﬁfb?e At step
60, if the achqgéfﬁ%%ion of the server failﬁ, t hen Lhe_coHnection to the
server wil ATt gengtal purnpsgcompierspwiihalga yeark withy the presedt op 35)
where the client Wasi,-os will try to ?onngct t 0.0t her serngsl ports 15 in
the conPi g'TeNEoBFWithdtts oraixmadidicatiplip) suich thatexitingvuntrs SEPGapan
application by hand after all the entries in the config file are exhausted.
At step 703CEHRS Vi BRC'AIZREFYE 10 FRAYN 8 sRiegted RICRUCE AS\RASITBSr Rncrypt i ng
the client's own private key and transmts the encrypted private key to the
server. Thé”%'éF\Félse'tﬁ@nq%biéy%ﬁe@'ﬁ"eeq Wb the drasteng preen Ryt PEvsatey wi t h
its 20 ownwgﬁivate key. Thereafter, all communication between the client
and server V4reh Raxtohspasipd e ithg ggnssal AUIRATE CO MRS &t @S KN dopRO%¥NTent  may
generate a every tjnme the client connects to a server or generate
sever al nemgy?%y@uﬁnﬁg%a '%‘th'feea'&\bHH@étWSWaf’bF"‘iﬂr?saa%@d{f‘tef P{Pce8peci al
encryption h rdﬁare uch as diodes 27 0 8 QUS 02, WO 981 27501

PCT/ L1387/ $989/9Ne sRAYeroReifting sygreqsiesniionct aReism 1V AIPLET ROWP be used as
the client's private keys. At step 75, the server or a linked directory
service apﬁY‘?‘@‘éW%“?'F&ﬁE?ﬁhﬁt grdpRPWSEs 1 enire! dogahdevire AR bebpl @dent i ng
the server's avail able applications. 5 The client then dynamcally builds a
wi ndow contB® TERGIe SR APPESAtions- | FoRthel. nomgResjalized ngerygignhadng
transmtted fromthe server (one is not avail abl e%) then the client wll
gener at e a “gR¥EMN 9P| arpticatien RGBT BRresliingtroadmanbe etilizgdair thepweof i ent  user
will "click" the desired icon to spawn the correspondi ng application
program AR SHEFoEut FYNiceaRPasatipnpevhile dhe dileipry thrviggPRBicationarerlei | e and
10 "draopping” onto the application icon. The client user nmay also directly
access 18n 2pPYide dbe otervige t§piheg Cligntabiin MiYeUSL PPECY Mghe GRNVERECRD mand
pronpt, which is then | ooked up in_the client's resource configuration
fileldat ab®ERITANE PHRETEITEHE tatken FerRadional arPligptions: e alse Bg eai¥n t he

correspondi ng server that the respective application programis spawned. 15
At step 85MPqifieds inia SeFYige ARRIIGAHEPHEY "ERRMBEPY &NddiRKinactiermbWithedRM r es

startup code and new I/O and OS libraries.
Referring back to the specialized clients, instead of a conventional OS,
20 alow-level "quasi"-OS, such as one whose graphical user interface is based on
the X11 protocol (X11 is in the public domain}, modified for data compression
and encryption, will be stored in the ROM of each client. The quasi-OS
essentially acts as a driver to perform tasks specific to the client hardware, as

weli as being the basis for the windowing structure. Note that the quasi-OS

20



access to any data client files in the client file system For exarrpb:ﬁ

the client connected to (spawned) a word processing application for AUG 2002
editing, then the application would require the text data stored locally in
the clients file system If the application does not require any access to
the client vdbgssoit hen 20 the service continues, at step fdusanizsts t he user
is done. During the service, the application may also control the client's
peri pheral deV| ces Vi i

i - 08, d. The

AR L e P L
ftor the appli SHOEG %%Epeé’cﬁﬂiﬁ%%aﬁenzgtree&%%%fﬁ‘%“ﬁ%a%ai'@kbpésége gy o
PCT/U897122579 I.f the | ication does req |re access.to the cllenlt files
s ascerdaisaReHEs Foprackice ey sl g are iR AR SRR¥RBFPIE i on Lo

access such_fi

e aut hor 1 SHETSRubRES Bk i Pead R hslie Blbh v e e
bt ovi'oudl y BYPRHEPER Shptrts cpeEBe of'ﬁ?a&%n%a o R ﬁf&ia"%he‘“’r&%?imse?é gr ant
the aut ﬁf;‘ﬁ : %ﬁ?f&%ﬁ?ox%’e@b%rfa%fordé&ffﬁﬁﬁ%iwt%w{ i ?éass"’”t te e sofiTe based
Cerver . tnanaclslt PENfesPla B Prdrepl SHHLARTTSNR e ceesaizn
specific 10 application may be restricted.to ecific set of files

by name or d‘eB ct9(5‘|;§ “V3iu heé‘vé‘?r)‘/'ctel ARPICAORY | gﬁ%’mgcgggesézgn}prlleé( sBeyver

applicatio H i ent .user have to re- gut hori ze. sucp cess. Even
T aut hor.z%%p'aﬁf'qr@aé?anﬁ’w elodely o eg soferpadodeie riossag ABERG:: 2ot s ons
whi ch ven,to each server For exarrpl e, anyone or all of the

fol | owi nNg aﬁf"ﬁodr Ao pioshssathen tRe @I "read", 15 "wite", "append", and

rver, does

t If th th t the fil [
e Tesoince coRt g SedR e B BAA, o SHEteRL T e 1
where the client, . user, t ed above, chogs whet not to grant a
singl e use ﬁ%tl’cir?aﬁuinfi'wg ‘P'? a]?‘héeré’lefseﬂ‘?lydke&ﬁ ‘aﬁé%c%“te”g‘?cgﬁ‘t' NUTR8 A zat i on,
then th 20 ds t te wh h | | nt
unt i1 done SFRGHE aMAEPrIRER! S BHeRE MHLCEIL B e EYHPFEIPES! PF Pene ol i ent
d t t th th /. t
pr edet er m S AAHBET R Ghusy é?pr‘neﬁéorap%@@&*%%wﬁ%pm%shSe{égﬁ 0% wher e
or crots (1 b °?%'g§r2aéﬁlw%%ﬂ«%tﬁfq‘ifc%r%@? %%‘r’r@a fn%veoﬂgs §l6s sasisthal 27501

PCTI US97/ 22579 stem_ as authori ze nt al so
has an abi I1% f%ersﬁﬁ‘é’ﬁtﬁﬁﬁétaoﬁ‘ethﬁcl '%/fHF sé{ﬁtﬁf'hg’r’ tylpfcai|}‘|é)efw%tef’3’duested by
t he appli c i on ont ai ns nf or g, gl on which the client user does not want
accessed, tHé "’lﬁ’? ?a%vt%%b&m&?f IBh& M $91%€ or it and the application

YV:, leln'aB?t f ikrce)wn:% L n abO {/g S5, &gprgwetndor selpng dv¥|ferent versantshgf tI Lent to

application programs to run on the different available platforms, only one
20  version is typically resident on a server. Since the applications are compatible
with the client file system (in fact, the applications do not need to know the
internal structure of the file system since quasi-OS will handle the interface) and

the quasi-OS, any specialized application will operate with the client, such that
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hard-coded into applications. During the service, the quasi-0OS may I’Eﬁl .

3 different ways to application's request to performa particul ar AUG 2002
operation: 1) it may performthe operation and notify the application of
success, 2) it may not performthe 10 operation and notify the application
of failurewsisdskpimay not performthe operation but stillpcaisbdssiohe
application of success. The third opti on woul d be useful to allow the
renote appli caﬁjl on whose "conmands" are either | napproprl ate or violate
security t @NpryEeed nmhesof diffaieRt aprlicatignsrauid p?é?ﬁ%sﬁ% bydeemeaeh pr ocess
proceeds to . step 90 where the spawned 15 application will continue running
until the 8"?’3#{)"’15@8?5%@ YBRTEEr Pt Myltiplg s 9%’6 110, the processed data from

t he server l ication will be transmtted, if necessary, to an appropriate
filein th Slc IQHtoa8 servedtsRpgiphRfal 1’?"'?%%&&”#8@@( ehswgeaﬁa'aqaitIHQSt he data
file as it ran, then the file would sinply close. Wile several enbodi nents

have been ¢#EOENgl tothgls cpayRANdS: qr}ﬁ’v‘@rﬂrlyo?f‘mﬁ‘ﬁ Gt SRRCIaliZeskS]IMBSr st ood by

t hose s\%: |led in the art that varjous changes and nodifi catl ons can be nmade
herein Wit hout E%?Jb?ﬁt’r’?{g‘CPF‘Bm"EH'éfeé%fﬁé’érq}‘f’a’teﬁéch'ﬁ%ﬁ?? BANQLT BRAGEARd i n t he
appended cl ai n&@ 8 AIl'S 2002 31 CLAIMS 1. A secured system for
accessing P étQ%ﬁh"séP?Rtééﬂéef’PW&tml‘@5@:& d%‘ﬁ%esaﬁ'tﬂyl ool ll?eEPr 8%r am

conpri si ng: gt at | east one client station having application i ndependent

| ogi cs st or8 V‘t""ﬁ"e?’%"“i‘?’éﬁa"%ﬁorf‘%'%etfr%?f@"&%?"?*‘tbﬂ"] @FC'F'BFS é%?‘l‘fé‘f"ﬁi%f@'sal d
application i ndependent %xcs) sai d application i ndependent %&cs havi ng
at | east oMAXYPUL SRESH qnﬂtf follpty- I“E)éﬁ‘“é SYVEETRE eIt Y pﬁgﬁt@” £
controllin devl‘gtggej a file system!laogic and comuni cation interface |ogic;

ZO at | eastudfie ?%taP'ieowvg%? peplicay “%gTB?)ﬁPﬁtlé’éf‘? ¥R RO in a

server ,device for runnlng said at | east one pllc on progra sald
server gewh@(‘éeb@l ﬁ@achJB'l é&”ip@t'%ﬁ\ﬂ BCPEdstSAR etcﬁgcﬁ HERY iPo ”%g}‘v and 15

an interface between said at | east one client station and said at Ieast one
applicati oRrSOEQ!S @bl“s'é‘érﬁl%%'t99@%&'%“%’@“?%5@? AV iR AYIEPaiGaln to said
at | east one ap?I jcation server) wherein upon accessing by said at |east

one cli ent SMPELBIY) WhPW 3RY $R43? cotrMRSHIGaEaRs-on server runs said at |east

one application_programwhich selectively controls said
Each client need only comprise one or more storage devices, such as a

hard, floppy, or CD-ROM drive. As stated, each client also comprises a file
15 system. The client storage system may also be separate from the client (not
shown) by use, e.g., of an attached file server. lf the client does not have any
storage device attached, then the only application which can be used is those
which require no storage facilities, such as html browsers. The files in the file
system includes a configuration file which tells the client quasi-OS where on the
20 network {LAN or WAN/Internet) to connect and to which port to obtain a
connection to a specific service application. Further, the file system includes
data files storing data corresponding to each previously spawned application,
as well as check-point files representing the state of the program when the

connection is terminated for each application. The check-point files allow
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20 application independent |ogics for controlling said at | east one client
station and for accessing data of said at |east one client station) anglg AUS 2002
wherein said at | east one application server processes said correspondi ng
data for said at |east one client station on said at |east one application
program 23egnidde systemof claim1, wherein said file sysigshemqi C
includes a file system capable of storing data corresponding to said at

| east one application program 3, The @ystem of either clai m%% oh claim 2)
wher ei n saiftFoyery Bacasey perwark 'aHuree PO W vy e ehReskraintfiles PReS ORI ng dat a
of said at |east opne client station w thout .Ber manenglx 30 storjng said
data or saifBSYPLRERY AR BefVeEr tonPverRty I tARANPE RYIHBICHE o 'BAYUAN | east one
application server. 4. A secured system for access#'_ ng Egpl Ecati on services
fromat |edR% HUacSYEHPT i CHRGH Y r BEFESNF™E oNPik ARG TI8E Het [tRasTerYAe cl i ent
station having |l ow|evel application independent |ogics stored therein and
at | east or?Bp@‘Eﬂﬁ'Pf‘dPP\éfeq - controlling said | ow1level application

i ndepengent | ogi cs, 2002 32 ’Sgad | ow | evrgzjin application

: 8 A .
i ndependent Iogﬁ&§°ﬁdﬁlﬂ?\0(§’i'ﬁbt UERT Useh 5&AF 3 COERRA OFAFNERBAWBAEr 0l | ogi c
for controllipg devices, a file system | ogic) and a conmuni cation interface
| ogi c, WneFBPEgaéﬁi"d'sﬁt?fédé@féﬂ'éwﬁwcgéw Wi hgetent is disornpstedhire®dasl e of

storing data corresponding to said at |east one application program 5 at
| east one &FPMPattNBHseEs Asta H%l\'/'?cr?é’%i“bﬁ- P\é\?@l"’ﬁﬁ'ﬁﬁalels@a‘f? 8he INsEVerkst ored i n
a server device for running said at |east one ﬁegpl,icati on pr o&réam sai d
server devitOIRAEE dfiscBLSYHEMEoWag e thet dpteais SO Hhal FeuRal sRr&rtiler: and 10
a lowlevel interface between said at | east.one client station and said at
| east one &¥piEtatNoifose sysEMsorthe SR dt iSHEeEhitY CofTUPHAR (LYo MRNIES (% nt
stati oqoto said at | east one application server; wherein upon accessing by
said at'”l ed¥F'¥Re client station, said at |east one application 15 server
runs said at | east one argpl,i cation rogram whi ch sel e[\cti vely controls said
| ow- | evel appl i ESENen eRRlY SPeH SR 'ch“tﬂe dowdpvel Grennisalinigraet 1S S8t 3ai d at
| east one client station and for accessing data of said at | east one client
station, arfB@WHErgient $8pacalt s¢letswhighSeashIaPRatatoR @g?Mh'pF—B@éé‘gbs sai d
correspondi ng data from said at |east. one cli e,n} station on said at | east
one appl i c@EN8IR! BHIRPSA RN PRSI MSINBIgBHRYS) IO INegoRS: §refsteR! ths server
20 device coupled to said at | east one application server. 5. The system of
any one of ¥W&iupgtiqns permitteg wayldjiprlyds direcsing tha Pariphetal ghvdcegte@i@chacks a
general purpose central processing unit to prevent execution of application
progr aBcod® HAUESENE £ervieeSPPIRAIORET ARG SatRpckPsadditRjayBer @88e cost
and protect said at | east one client 25 station. 6. Tge sistem of any one
of clains PPedNgaresaming sRbdeleting,3338 filgs BUEOYR nehinglude apk Reqcessias
application programremnains on said at | east onpe application seryer) so as
to protect Yajughalilesedfdie @ﬁ@t‘iﬂai“éﬁtwﬂaét"i"ﬁrlshlot“&ﬁ’%lef@eﬂae?’ ﬁ't"é*?'ﬂaf‘%estate
corrupti ondl@/ said at | east one 30 applicatjon sgrver E,nd to protect said
pr ogr am codagtO8and patforraqaly resrdetesminedavelieiined (rskm EMBNtITesi d at
| east one application server. 7. The system of any one of clains 1, 2) 3 or
4, wher ei n QErations. belsintoe QaskRS: §PaRRE ‘PUPF?%PV PR IYfHete $eVER: | evel
guasi -operating systemfor supporting client station 35 connections to said
at | eatO orfPPUEFHAICRYY Grhesdpae PnlviRey N¥Bked Birestiygframyihp &uepin@r Y Wevi ces
attached to said at | east one client station and for controlling said user
i nterface |Qigntusesafte pmaiftenancsmavohovgyeie Pe eaiferned by Wgsepers Byie) and
said communi cation interface logic as, 0 8 AUK 2002 33

extent permitted by the quasi-OS without involving its internal maintenance

functions.
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commanded by said at | east one application programrunning on said at |east
one application server) said quasi-operating system being permanentlyyg AU 2002
stored in a read-onlynenory in said at |east one client station such that

sai d quasi-operating systemis not alterable) wherein said quasi- operating
systemis aRlgagh@of €strict which functions) data) and 5 dpyieesnesn be used
by said at |east one application programrunning on said at |east one

application server nd is unable to |l oad an ecut abl e code which is not
part of said qu Cb&S@?Ta'[“iaﬁé’p§'9§?'5/rﬁ°r§?'“'ﬁ%‘é9'§&§¢é’?ﬁ%ﬁesc?‘éﬁ%ﬁs?? "R ei n said
user interface, logic, controlled py said gquasi 10 operating syste IS
graphi cal u%& bFrnt@"rfaél‘E'lé’r)Y'S’@? df‘te@gc?'h@ 8'59&?'&?1‘?51‘6?%)7”8n%”%‘?g'é‘%/'aigﬁg} 1) 2) 3
or 4, wherein said at least one client station further co%ri ses at | east

one st or ageCY{P L. @ PiCEORPnerT Gaotdr AP BIPT ISR G e MIerAIYES Rfobe.

corresponding data is stored in a storage device of said at | east one
client statf AWMty PFoRs, & §RALYREON F@Hsgr 8R¥ oalé‘fra&f"i“?ee a&f&s%neg- ff'?ee system
such th said at |east_one client station selectivel Y. gtri cts access by
sai d at Tea¥§VBhieRpy|a g arplicaan Regram seanrali theglan GHZ davigesiae to
protect said | east one.client station fromdata.or internal state

t g .
corruption }sv)?ﬂgai%e glient g Jile systama BA-§ RAFTIIN S RRRFBPIEIR OB} 90 ~
access of said ae . least 0 data file by an application pro m which is
not aut hori %’eg‘et 8"%tc8%%5"2)%'d %f”ti‘%ras”ts étr?éecba‘?%hf pgryer TTF\)’ *F%LB"%§y§'TVem of

clai m 10) wherei.n gai_ld at Ie?st one apPI ication server re_auests access to a
predet er mi nSFUAEET £ PPEWAIE (Y JHANPRA ' CBRRICEIBNS N8k HRFVIASY a P! sel ect ed
by said at 25 | east one client stat iion. 12. The system of claim 10, wherein

upon aut hor PYRPFUNH LRGP dBe £liffle client station) said at |east one
applicatfion server may read) wite, append, nove, re .. perform Il owlevel
file coMroI op roéth(?ﬁ?}e'%ﬁ‘od’r‘eeﬁ ibing Sepvegqray fnalute gﬂg‘fﬁ"égﬁixf’%“%‘ffst em of
30 said at l}wefgst one client station. 13. The system of any one of clains 1,
2, 3 or 4, VS edHPTF cRNNegteg; tooie SeBYR™T oft IMBPViE Studimavoies aveF 1 or
per form ng ger manentlg i i

t

fixed quasi_-gperat system functions and
per manent | yCfantelp\ing "éﬁ“s‘?agﬁ‘gf’eﬂﬁ/&r 8@‘6%% hggf'ﬁ%ef‘itg]ﬁ@g‘ﬁfﬁ & endR d at

| east one client 35 station) erein said mcroprocessor is not able to

| oad and ex8if%eViape pe! 'Ppé‘ﬁr%fﬂ%@roé*rﬁhe&aaef Wighogt ReYing gp pUrEhaca thefhe system
of claim9) wherein said at |east one control]er is unable to access and

| ogi cal I'y cBWMsPenslyseditipg é‘arq"ﬁa@aiTB”%'ttSPé‘@@"‘t?é'\‘?f‘d’é‘“g&cﬁ'é‘iﬁﬁll"Pe(ﬁiﬁt%ai d at

| east oag appl.jication programrunning on said at | east one application
server thg‘%ld TemHErieRT et Bif vaignitied daia onghe resifept ediicssi M 15. The
system of any one of clains 1, 2, 3 or 4 erein said | ow1|evel .interface
i ncl udes a f%%a'tﬁ?{:ké?e §pied data t@nthFM@%%%émragﬁﬁEttP%ﬁge@ﬁ AiKIf" f r om an
applicati on_mgrog.r am r unni ng on sajid at _|east one applicatjon, server to
create and H'EpdetndiedanendhpsiattsmapiEyy Hffﬂjp{'&“ﬁg@F‘éP?ﬁ H&REHES er vi ce
interface pro}ocol to said at |east one client 10 station) said conmand
packets conff [¥iHEPY e CO-RPM- 1aR¥DHH#k BB ViderdaRefi | e system and devi ce
control protocol_so that said at |east one appljcation server can control
through appl i cat [%hOBPGYPAMS teninvagten sksteer Wil Peascrbrd &sIAW V4th on
server the functioning of said at_| east one cljent station and the
processffig &ifetpars ¢ tomflpwrshaner i Casih eS8y HOWRVRHES ATPEEE A8 ed to
said at |least one client station. 15 16. The system of any one of clainms 19
2) 3 or 4) Wtherlentiacts asawingeveen theweidfostheselectad arplgstien; while st at i ons
are controll ed and accessed by said at |east one application server for
processi ng @8 eliend userssiarieth gerlisatian qung on BestortssRORGPY SeRer o H8Hr am wi t h
said at | east one application program wherein said at |east one

appl i cat i on Wardgrtamciientes ge Sumanamachingriraer facs’ r(E&Pbiradhe seryard deon east one
application programfromat |east one of said at |east two client stations,
processes dattofiERian. dbe reslirativs acsessasdhacliertss fileotystep ip iretsiere i dr ogr am
fromat |east one of said at |least two client stations) and outputs said
processed data to at |east one of said at |east two client stations) such
that each client station nmay cooperate2f4ith each other and share data,
files) and devices as permtted by each client 25 station. 17. The system
of any one of clains 1) 2) 3 or 4, wherein said at | east one application
server further includes a file system having code of said at |east one
application programstored therein, and wherein said at | east one client
station is denied access to said file 30 systemof said at |east one
application server to protect said at | east one application server from
corruption by said at |east one client station and to protect said code of
said at | east one application programstored on said at |east one

o, o, g, I T



D 8 AUu 2002 35 said code of said at |east one application progr amfr[pgnA 62002
. . . . . . 3]
corruption by a running application programand wherein said at | east on<laJ
client station is denied access to said file server or super-client to
protect said code of said at |east one application programfrom being

copi ed or &Rydsupdegd by said at | east one client station. pbrd8e2bk® system

of any one of clainms 1, 2) 3 or 4, wherein said interface is connected over

The oystentsr datf FE plSiatoiotn Naed Ut oY SRRl ighurl fh &k BhEFBEE, “ore
lient station 1 t i ncl ud t. | ns,, f bt ai ni
Sut put t 1 ng A CE ER e tne SRR ¢SV es PR s PR o R B b HueBRO8L T "Y'

t f claim20, wh i i t t | icati i
o sa o at 1 enckor et el BT 7o BadyR St 08y ekl g e By

t | i d t 15 . bt ai ni ) tputti .dat
contr oL 5 b afly hTEFLad o CRETRAG:, O8%e PRI Eh s e pRgfe

t | f i t | t i t, stati 22...Th t f
o0l o Re 1% oS B appRaRiandtR cBtd 6% BauBR g Rrirl PERIE iR dng. o g
t | t i ti . Sh t { t |. 20 23.
o et TGN ETINCE S AT eI ol 8 2l 20,7
Pont 1 gur at it aeSlcalith tbarah tarerties nRE e Ensplieed Fhtiist: Fhelar o ae
| t [ i t stati d. wh i idat | t i t,. ti
commect et 51 4874 of @St Bl T bl SireF saPLTe 5988 RERHIGH Bt on 25
fil eto _rece' ve a Iécati on T%,o%oga[p i %on 'bnforn%ti nFeanE ttora cess said
appl i cat i ofOLAYT LBRIOPS £an RaRly Fo i PP, HEOP XSG R PTeRar PUR L e OPR es from
t | | i i pri si th . of : o i t
Feast dfe AR R Rake B0y DR s hars BIBRY RofBesprodd BERAN 45 90% B8noct t o
sai d_ at I ea%t Sne aé)%i ctafti on %)sr\(/)v%{wgnt] riuncni nogmon E;sai d at I east one
appl i cat i or?"SEFIEE) YIRS S YSFY FeREYorE €%t st ation has

licati i nd dent , | ogi tored t in 3 d | east -
o e El B e SR 8370 o

I a user

l'i cation ind dent | qgi f at f
herface Igghc. S troote 1% §FSRUB W80ILE ebire POl SuGie’ His CHEr o 1 ng

devices, a file system.l ogic, .and a co nig tion interfacgj Iog;lc and at
ode1 o6F i oary

| east one CBRtFOTTEr thejra 'ﬁ?’i‘?ﬂ Pia9g" 8 & Béfgrﬂﬂeﬁpgl g’ttol east one
coupl ot o AFEVELs FaAPER RS Tte AT bie SbdnarosPiTe FERITNY Tl iar 1 cast
el oot vel vt EATePBRTBaIle FagPE cvgchren S B PEL e MEPRFT st at i on
for said abPbaeEogg T Rt ub AP PR BEVP R Ph GERBd TH Tr ortTGapdvar | east
one client esxtcgétiioonnf'o ‘cEIlwlI]s(jseparation is when executable files are themselves program
data as in a situation where the application 1s a compiler (or linker), but the
20 compiler-server would be cross-compiling for a different architecture. The
resulting programs cannot run on the client and should not be run on the

compile-server (for security). Rather, the resulting program should be run on

a separate execute-server which has the appropriate CPU and software to
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processing the retrieved data on said at | east one application program 25.
The met hod of claim 24 wherein said file systemlogic includes a fil@g8 AU52007
system 15 capabl e of storing data corresponding to said at |east one
application program 26. The method of either claim?24 or 25) wherein said
appl i cati oygghydef Stores no retrieved data and stores necpuserssed data
within said at | ease one application server when said application services
are conpl ete. 7., H pet hod of accessin ppl.ication services from at

| east one éﬁﬁpfegéfqagnaﬁﬁrtgﬁ]pr%ﬁﬂilgi%ﬁgfﬂeﬁ@?gggt %F:seé‘&eééﬁgﬁ WgSat 1 east
one application server by at |east one client station t nnect to said at
25 | east oﬁbegBBF‘fa@é’f’i %ﬁbflaegpgﬁr?r&nﬁ?rﬁgt%ﬁegvgdv ¢h F%ezi’geidcghe appl i cation
server) wherein id at |least one client station has | owlevel application
hdependent | ooF L 0 GNa T Mabp dioahdagtert o301 BadRE siePr T ErcseSRE
controlling said | ow | evel appl.ication independent, |ogics,,said.|lowlevel
appl i cati o?f’"idrls(?é‘ﬁ‘@}ﬁ’b%ﬁtser"c?éia@gl"fa}ji@f\f&?'ﬂga %?"ngng?'F'htr eggaﬁe@ ?@g‘i‘ glient 39
device control logic for controllin Vi C

Communi at IR BHAHEEES PRATS" G e TEneapr & yle BRI BG Brudes 5
Pl 1 ot or oy BEHaR P28 ndFIT Ol G ok GReroRnd aaf i CH SBPver  has
Lo sald a CEHRIMGHISH HBBT RGeSt PURY SE0RAR TPV RU TRSRT <GV BA Pakkt one
Appl i cat i orP B VoloR ARgaoPBPS ot FiTROR AR RBREpU AN CO" kAR at 1 cast

one applicati (m?lgrogram fromsaid at. | east one client station_upon
i3 n‘%‘et he

aut hor i zat | BRFYB P sRCIENt | eers th FUeRY MaN uss a7 iedhernet sYYersiar

retrieved data on said at |east qne plicatio rogram and staring no
retrieved dﬁ?ﬁ"e&nau"s?o??ab@ rﬂ%;eﬂ? 38&@‘8(1”"85?9&' vmgFE"ﬁeﬁg%ﬁ dbﬁtachag'weone

appl i cation. server en said application serviges are conplete. 10 28. The
morhod of AU CIspa 30 RUaldbR sarEs | B ahere o TEeAd? he st ep
of transmtting said processed data fromsaid at | t application
server to Srgpﬂlghpoldgggtth%gténg CANRPPIT {iPd gwgsﬁ?ie %ﬁ%ﬁ‘% %%??'5% servi ces
or when said applicati services are conplete. 15 29. The nethod of any
one of cl ai ?Tﬁmg'%c“?ﬁ; %P,Ogu)é’ﬂr Hher 8PWt'r§T§'|p8”‘ét"‘Tr588F RIRLecals AR &t ati on

| acks a general purpose processing unit and is unable to, l oad and execute
applicati orf’sﬁaog.ﬁ'%i’n‘l'stf’bdﬂ%?)”f%‘iie %dt’%sd@ﬂ?'&ﬁstge é&ﬁaVaﬁaV?%fﬁﬁa &b k% g at

| east one client station. 20 30. The nethod of any one of clains 24, 25, 26
or 27, \her Ei% filgosvetea inedyie daitializesotle e S¥§1aMaCoMRHENIoHE SpNiSecat i on
programremains on said at | east gne appljcation server and said at |east
one client WPAERERNIN ’H@HP%H”S\‘:‘BBQ¥S‘E%’B’E‘§1achgif)?ﬂqnéa?‘?t&’r‘i’”bﬁ"Bﬁrrngﬁ de, so as
to protect saisg at, | east one cléj ent st tioH fgom data of internal state
corruption BYEAY slated RasryRS AR IAreaen JHe SUEISTOR98 G4BY'SHr ot ect sai d
application program code stored gn said 25 at |east orhe agpl i cation server
from corrupti on *9rStBAA: e yerbAetests Whgther Sr¥ naw BAtIWATEHF Bresest. The

met hod of agy one of clains 24) 25) 26,(?'{6%;) further co risiér}g t he steps
of : 30 suppeih hRjdwareinciudes aphadeeshReriRNes? deviges disgusaed aboue. Sany
application server via a |ow|evel quasi-operati n’ﬁ system ; performng

nut ual %Rt hReW st vare isodgipeiedce cpitesPapdiag dgvice %égfret?ﬁ%d thfilest ati on
fromsaid at | east one application programrunning on said at |east one
appl i cat i onS¥&serder gaatre nsshfjrdéwﬁtatssg%-?@pp\fi%P?wm%\ﬁ’eiec%%v'?? $in

bei ng-used by an unauthorized client~tation; ch AUu 7002 38 controlling
any peri phef@ectdy thesrrogessiraesrasdo sERBAWIeERbE CHRR! BRKSSRONSLSHIS, vi a
said | oM evel quasi-operating system and controlling said |owlevel

appl i cati ontq Aldpe rgerars |angi Brpligptians whigh pawks PeenstUPHdRt ISISRAUSF 5 as
commanded by said at | east one application programrunning on said at |east

one appl i catofigusetiarefile(dadakaged | ow- | evel quasi - operating system [ graphi cal
interface |ogic])
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wherein said | ow | evel quasi-operating systemis permanently stored in a
read-onl ymenory in said at |east one client station) such that said 08 AU§2002
| ow | evel quasi-operating system|O is not alterable, and wherein said

| ow-| evel quasi-operating systemis able to restrict which functions) data)
and devi cegyddgihigp said client station can be used by saipgrajsedR8st one
application programrunning on said at |east one application server) and
wherein said | oyl evel quasj-operating systemis unable to | oad an

execut abl e codeA\RﬁFetPn4as' i8¢ aE&'f"tat'BFq%%%ﬁnl(bﬁyIsé()’glrt?%]ﬁgérie-sfbﬁégé‘?lr g system
15 32. The nethod of claim 31, wherein.said user interface ho‘gi C,

control | ed "BYCRIPGUFSWAVE IO SRAKD WASEICAPT RGPS S1oR5Y InthgeaPHE AT s er
interface Ig‘?i c. 33. The nethod of any one of c]ai ﬂs ?4) 25‘) 26 or 27,
wherein [ SA7dNaR Heqignt oRer ¢rRieR@ AW EREY ibHer §PPHEY Mo AHPIEEt 4P | east

one storage device. 34. The nethod of claim33) further conprising the step
of storing 'REHEE Bt SeBGF WY pRRIERTPR édé'%?isﬂwa?”f'eég"tw%’ﬁé Hothei ‘é%ﬂrﬁan progr am
in one storage device of said at |east one client stg‘%i on in a respective

at | east orf@Pligat{on emtrvds present;ipths rpeowge cRpIusaran flpdhe sligny copnegfs| east one
client stati og sel ect.i vel%’ restricts said acces§ b%/ sai d_ at !3er5% one
appl i cat i orfodB pRpropyateAdgress tp coBpectie e felesief 8ot ST BOs Hitheat | east

one client station fromdata or interpal state corruption by said at |east
one appl i cétq”gﬂu@é'PVé't'e 'gRat 'P'(?s‘fﬁtey'@t‘i‘tthﬁﬁ%ﬁﬂth‘é?ri"?éd°§8¥f’é§%e PrapiYeat | east
one data file said at | east one applicatjon server. 30 35. The net hod of
cl ai m 34) f'hrafjﬁ s @BfRArshvhangd: PB&%F'EWH%EGE‘“%' f(SS’”PBT"I"bﬁPtheﬁlé?fQ?O'readi ng
said at |least one data file upon authorization by said at | east one client
station; moHi4giusE I8 dhecarfigusalian Bi%e data file upon authorization by said
at least one client station; 35 ~-- - appending said at | east one data file
upon authori zat ASrStBY i treaterveraist aghentisated againgt i HustedpdataRpses 2002 39
deleting said at | east one data file upon authorization by said at |east
one client MR Byt theSHiVRGMEXiRe athenticateoRY tRAFRILNG @ RIBEHEHNISEr i zati on
by said at |.Fii§a5t .one client_statjon; 5 chan ing Barres of @ai at | east one
data file B skifnthorAt siep BP-10Y theiaythanticatian o fhe Sefvssifals. athenthecr eat i ng
new data files upon authorizatjon by said at | east one client station; and
10 per f or mi SAPNEFYRN E e rves Yt get BR&asls: abstar &°- pPrd dhe BIRSCERISIUl e upon
aut horization by said at |east one client station. 36. The rretpod of claim
33) wher ei HOSAFR) 33t Whersthe sHentBiasBSIvaP tivsto iPRRPY PP R EEEETaRe Sogi cal | y
control data stored in said storage device on behal f of said at | east one
appl i catd orinthe copfig fileapn thaFHPMgUSER May tpleat a diHereny servahpPRICEtPBRYser ver

wi t hout authorization by said at |east one client station. 37. The nethod
of any one RANAATEET Al the ensiies inghg coplig il ptee¢halsiedr i sing the steps of : 20
sel ectively and simultaneously accessi ngoé_fi le. s s%hem; angcr devi ces for data)
correspondi ng t S\tSAFRI7@tthp chastt resfivesARy '5th)5?1’°5? GreEMer 517 SRCTYRENG: t wo
client stations by said at |east one application server; . accessing said
dat a cor r es{8ridieRls v Arivatatkey e 888 tHRMSMES NP ERCNPRED PHYFEK S Bni et | east
25 one of said at_least two client stations; processing said data

cor r espondi §R§V#o ke seryer theastecorris Appreceimed ANCprigs RnVete k&Y WEALE one of
said at_|east two client stations; 30 outputting said processed data to at
| east offe oPWwaAIryat k¢¥ast two client stations; such that each client
station may cooperate with each other and under control of said at, | east
one appl i cati on Theirpftan ahearamyaication belwvespdhe flient SRH SEVGT BESeLEreSer ni t t ed

by each client station. 35 ~ - - _ _ _
by using the client’s private key. The client may generate a new key every time

the client connects to a server or generate several new keys during a single

connection for extra security. Special encryption hardware such as diodes

27



38. The nethod of any one of clains 24, 25) 26 or 27, wherein said at | east
one application server further includes a file system having code of A 4U5 2002
at | east one 0 8 AUS 2002 40 application program stored therein, and
wherein said at |east one client station is denied access to said file
system of sghdgsse €ast one application server to protectpsRHddyadssd east one
application server fromdata or internal state corruption by said at |east
one client S%Eé 'bon and to Prot ect code of saig at | east one application

pr ogr am st of fugeq 1P ggnerdg LanRR P BRTPSP b USET 8- FN¢ iSR! BEMYBtecopi ed by
said at |east one client station and fram being corrupted by said at |east
one client $t4tion. ' 39. The nethod of any one of clains 24) 25) 26 or 27)
further conprising . the_step of launching, said at | east one application
program from a SHREPREE: 116 senees @ inpd BEREPTEFURE SBBSIGH SPUFASABal d at

| east one agrpl 'h.ca{j on server, wherein said at | egst one appljcation server
is a conput HPPBITA) CBF JR the gliegnt geareseAtiagthe 5ervPes & alinie @PpigatioBsation i s
deni ed cess to said file server,  or super-client. 40, The nethod of any
one of ?‘Tcai e’i'lﬁ”t% n %“%P'C%'{?", bufjds Bindens cPrepiapg sRch APPESHNYCes: and
transmtti n& occur over one of a l oc?l area network, a w de area network,
and an i nt el'f ARUEYRTs M0 JoPN Fi@NSRYRIGTEM LA PebRs (gre 'Elrﬁ’itﬁr‘:’a‘gaﬂe)ﬁ?e”% or 27,
wher ei n sai g}eatl. Ieas[) one client stati ?n further includes at |east one
means for obBEAEIhYILIERFIRIGA 851G CASeh U GelEeHAN PHEPASEF d ASFIeR 8Pe® one
client station., 42. ,‘,’h,e_r@t hod of claim4l, further conprising the step of
havi ng sai d°Nt HagsWillgglick dhpidesirehifoR &9 §RFWE HPGEQTeRRPPUng applcatiay

|l ogically control said at |east one nmeans faqr, obtainjng or, oufputtjng data
ext ernal ~ t oP Y at Té&?[‘C%Wé‘ e é'ﬁ?r@} éﬁaftﬁa.b\‘%‘t”&@g'”?ﬁea Pr@ftahﬁla #d clai m

42) wherein,the step of having said at_| east one applicat.ion server
sel ecti{/cgl y 4{88%'9@ SRt Thﬁgqp@élg?tymc'ﬁﬂ‘ﬂ'r Eﬂ‘e §§‘?’H USEr W@Q?ﬁ“ B ORY A5 3%r
obtaining or outputting data external to said at | east one client station
[1/0 devi ce®} aBBkﬁ?ﬁ@"b@V beping it o) 4idie BHYICE AN at fRh CYBMAEA RICEWsi ng and
control ling ?‘ai d at | east one controller of saigd at 30_| east one c]ient
station. 44Whighds ihangakest uninthg sendis iesgiice contiaygtion gleydatobasegng ej n sai d
at |l east one cljent station and said at | east one application server share
a common t r BFPEPE tsngesests thesdifertonaeryies ABANDFOEH: ORF ) Sef YR tthaY
conprising the steps of copying and changi ng nanes of said data files upon
aut hori zat i BIf ’ﬁ?p%‘gl"ﬁ Q‘Hpi"é%{m g’%’%“ﬁ&ﬁﬁ’aqm 41 46. The system of any one
of cl ai;r% 1, 2, 3 or wherein said at | east one i cation server is

f

4, _whe I applicat.
capabl e acceddl fgPnBP1 [tpF asqeriniped wWhether @%?@V@ﬁ@?p'é’é’é‘ﬂ”r@%'&%t on
[said] a respective client statjon, whe each said] at |least t client
stations aceg%eéss?aiad‘ya‘?atﬁé‘ég?t H‘?@ 3 53¢ icgﬁrgti @ﬁ Ya_r P eéég’é’ies 'gﬁ?‘ﬁ at
| east one agEFI@iIIcati on gro ram ereig sai d at Ie:f\st.onfe accessed
appl i cat i onCHESE Gapnefiedde kpaved) M Aracers\NaaRRlIgatiaN o8 eglfit8e % o form a
centralized device and file managenent system for coptrolling said nultiple
devi ces) salltf PPRICaLOR (iRl rBRUIEH G SRitadateiiorge 18gs! Qtt"lee‘éfgi”t? client
stations. 47. The method of any one of clains 24) 25, 26 or .27) further
conpri si ng BYfde®: dphthsr apriicaiendesRetfarYirh PRy BeRAsE &2 thy clisnt dilesy Sheths by
said at | east one application server) each coupled to a respective client
st at i on§Ot otfieotayige eentinues; 2euieR 80 vt dhgiussriedonsn LYEiNgrihe §§v Emthor
controlling said nmultiple devices, said file SP/st,ems, .or confj 8urati ons of
sai d cli ent 3BRligationSavaencentrql dhgselienhs periplsral daviges aifsthe i@ssCsafd at
| east one application server to access said at | east one application
program 15Pyiouphedisgussadn Ghe apglicaten aprreallyirgeeives Bip fie gamas itRRedsi n sai d
at least one client station has at |east a | ow | evel quasi-operating system
for support fnyse fioanthes elignt slsecehRR@MESES ardt BAanergd intesaqtivEebwIg i cat i on
server to run said at |east one application programon said at |east one
appl i cat i onchentwsey attadtfeoapptioatioroWasrigawitgdper i pher al devi ces attached to
said at 20 |l east one client station, wherein said at | east one application
server runs at |east one of software service application prograns and
hardw red service application prograns2849. The system of claim48, wherein
said hardwi red service application prograns are operational via ASIC chips
or a conbinatiod4 of a software application programand ASIC 2S chi ps.



50. The nethod of any one of clains 24) 25, 26 or 27) wherein said at |east
one client station has at |east a | owlevel quasi-operating 'system Vg @dp§2n]
carries out the steps of: 30 interacting with a user of said at |east one
client station as required to control security settings for resources of
said at | e%sm?!?ﬁuc' ient station; interacting wth a userpcarflozasro
configuration tile of said at | east one client station to determ ne

sel ection of apgl i cation 'program; and serve e5 P~~~ ntera(gti ng with

( rs, : N :
said | ow | evel Aphe pepitsagand a%m@ﬁec'ﬁﬁgﬁoéeeeﬁ refiigs. 4t isjasgetaiped ¢l i ent
station as required by appljication prograns; . 0 8 AUu 2002 42 supporting
client staty h"d&ﬁﬁé& V.ebﬁgp't%“eaﬁasg*ee %&Seft'zaa'ﬁa taﬁﬁF?%aﬁ%cgﬁ"%seWs to run

said application prograns of said at |east one application server: and 5
control i néf '%’ﬁf"ﬁgﬂ' érugreddhe fig nadg RYeP o the ariogeatiay sierdn stk i ent
station, wherein said at | east one application server runs 3% | east one of
sof tware s&FAHES B FEY LU NDACYELHPENE 12RGHOHAR dF PaMek &F $tPeY2pSHFRat i on
prograng. 5 i. The nethod of claimb50, wherein said hardw red service

appl i caPi oRUBIGIGRAUGHRs Cap e ertolR PERV IR bYithe R4pRt ERF RS 8r rdlec ASPRat i on of
a software application program and ASI C chi gs.‘ .52. The nethod of any one of
cl ai ms 24, PSHYISsigN systsm toglantauiharizaon fo p 8RRGfiGRRIVEIRYE L HIedN Wibgramis a
convent i ona{5 aré)l i cation programthat has an application 15 programm ng
interface IPREIGNICNAPISS Hifr RYtEANIZRICH) AF & PR AYERUHAHRR PRE S8R/ ed to a
net wor k app| ié_ﬁati on gr o_gr_am t hat communi cates to a client station via an
operating <y ™ehgsed striction mavibechased amihe ateifbn tyRsr BieorrRlicalorsithps
conprising substituting operating systemfunction calls of said

convent i on&f VEppihecaacesh repusgiedniid the 9ade c da@dddiongaresssting spesific command
packets using, sajd operating systemservice interface communj cations

prot ocdP, APPHGICNTRN P iasyTtedte only eaPacitio aTatliiey NappPr €585t  pr ogr am
to convert said conventional application programto said network

appl i cat i orl MPogYel e A HigDT aschsge s L IPPIREPN ot PEYMAIS s able to
run within saig at | east one application _ser \_/erlzS and access and control
speci fic op¥uf hAYe &3 85-awiherzg e acesser Ve HaWhoratian ie BRNEeT 19 Bnt
station as required by said network application program 53. The net hod of
clai m 52) \i§BeEi hesnpi differsnt authgrizgtons WikripMay 28 JivetaRach 861Ve 30
conventional application programand is able to interpret and selectively
process or fPE8XFMRIE. HHsRessphgf the fellpwing gHihenidatirnswarsbe givenTifgadyst em of
any one of claipns 1) 2, 3 or 4, wherein a conventional application program
i s withfen "Witag 'speend’| @ngpereatbng syst em appl i cati on progranm ng
interface 35 function calls and is converted to a network-appl.ication
program that ruHsth® parypy daes nesdtavendtapirationt icoacesss ioe) filesiig e | east
one application server havi % an operating systemdifferent fromor the
same as t hde¥pEracrpipwoterifer dhemHiechiosaisProspRAC BRRITOZpNheedPon 0 8
AUG 2002 43 program was desi gned) and wherein said network aﬁgl i cation
program i s WBMeUse. @8c5tatser 39Sy CHPeseSVEBING CENASHOSHPRT FtSigaSeone
client station by utilizing operating systemservice interface protocol
over said |BWPIrEAaEPn; Hiteefchert Y3e5 oA AR Agharizatione ign BRP eFeENt

station to said at |east one application server. 5
20 proceeds to step 90 where the service will continue until done or the server

application may decide to terminate. |If the client does grant temporary
authorization or the server/application had a predetermined authorization, then
the process proceeds to step 105 where the server application is permitted to

read, write, append, rename, move, or create the corresponding file in the file

29



55. The system of claimb54, further conprising conventional application
program conversi on neans for substituting operating system function G&IAU§ 2002
of said conventional application programw th code for generating comand
packets using said operating systemservice interface comruni cations

pr ot ocol , W?d;#?i#foﬁodi fying application program 10 code @rhRbfhaso
conventional application program to convert said conventional application

programto said network a i cation prograpg wherein the co nd packets
are transniY¥ea 135 §‘é"ih8”é‘{)‘ﬂ’éaf§? %ﬁBPHFgrentLH’EtcéJf"i‘ToﬁlsPd}asc%% ¥ itgg
speci fic operating systemor devi oper ati ons, of said at.|east one client
15 stat i on SUBSHIUHRA TR TeLanethek oMe BpEITHeaTatd (0P RPAFAIAR O iR IERI n sai d
i cati.on server and gccesses and cont rdolﬁgsai d specific
‘0

at | east one appl )

oper ati ng é@fgf"g%'cﬂﬂ VYuch dhe &ﬂ@?*af‘?@n&?ﬁ oL Vet 2458 58] Y367 eMeY st ati on
as required .said netwgrk application _ progra 20 56. The. system of claim
55 ot o FuBitfE AnqiBa fle R RrancRe DPLEABE T niidsel e BRARA +un

conventional appljcation programand is able to ineerpret and selectively
pr ocess%or t'P"e§Y‘)|P"|°bt Zﬁ'\‘%&’é@%’l%% aéeé‘i‘ do cber%df"ﬁé‘éﬂ’éatss"."h'ﬁg%’?? %ﬁegecur ed
system for mapagi ng, devices and file systens of a plurality of client

st ati ons, @GH%F&%‘?"%@?O 3pplfagheps-one appl i cation server having application
|l ogic stored within a server device QOU£| ed to said_at_ l|east one

appl i cation ser PHING dhefAHFRgtha aHBYLS SRRY ApRR '8a§i%ﬁe‘pﬁ”Bg‘P’aYﬁ 80 and
said at | east, one application ?er ver bei @9 capabl e 1?f_ acces?fj nrg gul tiple
devi ces anc?pP|"faé'°§‘y‘£€eé‘HE§t ORHTEBLH PRGICHET 2PPRLBBLt i e™BY PERL 88 on, when
each client station jnterfaces with said at | egst. one application server to
access, salBSLHonead NGHY di5PPRSEIGR A rBEFE AIHEI AN NERER PHE dPF aced

server 1;el ectively a ces_?es sai d devi cef) said_file systens or both to form
a cent '3l i PRETHER; & AU ithe apRlicaioRent Talle el floMma¥ontt BETTPHY HAd 35
accessing devices) file systens, states, or configurations of said client
stations, ; °pet?t8’”/334tS"'ﬁ@@é%\?ﬁ‘@r@iphcﬂld’é‘@fa?é‘éé%%ﬁ- ngregiiird opHor YA bet at i ons,
said at |east_one application server runs at |east one application program
and sel ect Yp&fY) tori'ieyl dhappmets: PBRliGataBpYivERt FUYMERIDT 288 &thari ent
stations fqor controlling devices of said client stations ﬁnd for accessing
data of sai'iPRPIPRIRTE OF MAlHE SeEHINIRERTRF fR% itho Wt Imragdigteqiatutenpl i cat i on
server processes said cgn espondi ng data for said §I ient stations on said
at | east one ap%Tqrﬁéf‘?% OBr Hi5r BIACOSBPropRedS J SR B WP '8 FPawRefei n sai d
appl i Cﬁ ion server does not permanent|y store said data and said processed
dat a i n%a S@PleAtogeVlerrtipypireening Ul theglient yser i fongpdiastut #ofteBerver. | a
59. A secured system for nmanagi ng devi ces anf_l file s%/stems of a plurality
of client st'&itBRPrOEeIHEHiGthdromithe Sgater avelician wilt Pe A asrEsdhvi ng

hi gh-1evel application logic stored within a server 15 device, coupled to

h .
said at | edSCCHREY 9N BRATPBHELIY 8 theotieptiadin gysiem dhdhe BRRISEHBN cati on
program.and said at | east gne a{)pl ication ? rver bpei nﬂ, capabl e of

accessi ng ntift HpFRIngeedata Silfgas [tiran.sipep dhg Ml WoHId3MPNeeof® a respecti ve
client station) when each client station interfaces with said at |east one
appl i cation ser Y¥vlessvabaggodigentshavedesp chpeemiollysicate the Bredidm 20
wherein each interfaced server selectively accesses said devices) said file
syst ens?%r ibavik heoundgraiondclen thess sliedidvitee agniat Yasiona ffeeERtE gy st em f or
controlling and accessi ng devices, file systenms, states) or configurations
of said clirepdifisatiansopan besnagrepesein WibRUEEERIENEJTYY h8i¥oBPiY¥nthest at i ons,
said at | east one application server runs at |east one application program
and sel ect i ipegntionost defingd ipibe aprendadtiaidt®t i on i ndependent | ogics of said
client stations for controlling devices of said client stations and for
accessing data of said client stations and wherein said at | east one
application server processes said corresponding data fromsaid client
staeions on said at | east one application program 30 w thout permanently
storing said processed data in a server device coupled to said at Least one
application server. b0. A secured systemfor accessing application services
fromat |east one service application3Xonprising: 35 at |east one client
station having at least a |ow | evel quasi-operating system stored therein
for supporting said at | east one client station connections to at |east one
application server



0 8 AUG 2002 45 and application independent |ogics stored therein, said
guasi - operati ng system conprising application i ndependent | ogics haviUrﬁgAHﬁZUﬂZ
| east one of a user interface logic, a device control logic for controlling
devices, a file systemlogic, and a comuni cation ineerface |ogic) wherein
said at | east one application server runs said at | east one service
application which controls said applicagjon i ndependent |ogics stored
within said at | east one client station for controlling said

guasi - oper ati n€lsyiMSem and devices of said at |east one client station
wherein said at Teast one service application is one of software service
applications and hardw red service applications. 10 61. A secured system
for accessi hg agppecursd sysiem for gecessingrapplicatipn senyices foora adeastpreepalisgtipR at i on)
conpri si ng: programgesthpridii@: Cl i ent station having at least a |ow |evel

guasi - opgrating systemstored therein for supporting said at |east one
client station connections to at |east one application server 15 and

| ow | evel agtasioaneictient statiesplavingrapplicatjpr independent logigsistoresthesein and adeasev el
quasi - oper agieNgnitARk FIFCEROMigSaiaChppAtibE Uk pehaBitilGxidsi QR dpph@pemdent | ogi cs

i ncludi ng a, Hser i n{ erfsce I oql c, a device cgnt rol. | tc‘)igl.c of lgont %ol l'ing
devi ces) a mP¢RendspLiogics pryingatieastpng of  Hseh terdace J0BiG: ACEYIFCLORIPIIBRIE I her ei n
sai d at | easdintrollieg denides cafile systene iogérand commemicdtiarn infeefacetlogicie servi ce

appl i caggon which controls’said |ow|evel application independent |ogics 20
stored wthin said at |east one ¢li en}_ staai Qn for.controll i.nq. sai d

quasi - oper aftilR§t ¥ 2pRlirrtoR seRNsy having application logic taued in 3 56Ever fvAandoKt 4t i on)

wher ei n sai tnaing said st leasnenesapplicatien pgtant asid serversdegite beifig swpledao widar vi ce
appl i cati onf,qofk gbg,ﬁgmo;,gg@%ﬁ@ ce applications. 62. The system of claim60
or 61) wherein sard hardwred service applications are 25 operational via
ASI C chi ps or a conbination of a software application programand ASIC
chips. 3. # inerfaccbetbeencaidat keash gnaclizonstaivni and ahid appist ereetapplicapoogpreem whi ch
has app! i cajd: OghnRERRIsHATR Rst oE BIhPGRIGHAS ShilisFlek ofe ABldaliGhLedierOPer at i ng
systemto a network application 30 program which co nicates wth a client
station via an operating system service interface conmuni cations protocol)
conpri si ng wheeintupps acoessingbly shidtatlehst gnoOpi@ntstatinn, said stdenst ana@appleatioal | s of

okt el S8 e S GR A BICE O ARl ol ST
brotocor] wHEHHon iRssperdemoaissor eenvrpliine s at Bpstions Hientsyienandis|
appl i cat i onaqoessipgatata of eaid erlvast bnescdient stnivu.camdi wheadin sabatileasttdne applicaigpram t o

sai d net wor lerappldcedtd Qi &he%)gmggeats lbitsardmhe maldneaténpga;ﬁﬁro\s%mdiaaeeé@l eto

transport 0 8 AUU 2002 46 mrand packets to said client station for
cont rol | i ng® S fRRIFIUE" BIPEFAR-i ng system or device operations of said client

station, wherein said code which generates comand packets has identical
appl i cags onz pr oofREWkEM of Biaif | ARRrdiPsA@ iRk sYRBMAbIO the RS AT Eyited £pASI OF
said parti cutl ar, opq%r atin sﬁ){.st en%wan wher EIB@. sal d network application
progr am r un® S8 ‘%ﬁ"&%’ﬁp 1p&i9 ”égﬁayeqn?a FAUULIORFAM, of said client
station, and controls specific operating system and devi ce operations of

sai d client 3statpnysii@Peidtidt Elafh | F¢aind BlivHieif 000 ALt 4@1@%&' sdpgdrnor K
application progranj, as req(ﬂlrﬁg bg/ ) |(ii netwoiik aﬁpllc | on progr.am 64.
The met hod BPCEPESisAidsarresprRy s fata of idatileasongclipqt sigtips v bP“éR’t‘*Béil‘F dad and
run a cdmvestbringseid dgopdri saidtpranessed dapa éma sarkrideviabtmipled to saideat heasttonand
sel ectivel y,piieafaSeREr. " €Strict processing of said command packets. 65. A
met hod for converting a conventional application program which has an
application programmng interface specific to a particular operating system
to a networ & apphisecatadoystpm doraseessing epplicetiomsendees fomyit ldastoae applicationt
fst ation Vi apReADeh@Abdidig,:SySt em servi ce interface communi cations protocol
or ca_uS%ng executioh of” operating systemfitnctions to control specific
" operations of said-particular operating systemof said client station,
conpri si ng ttieassbmdiend stativn hating low-legel@pplicatiom indspentanidpics sorednheareih | s of
sai d_conventy il ARR!chiAlP Por BOARRE d 18w BT sl lbrdFRBL A AT HGMTENd
packets using said operating system service Interface co ni-catt ons
protocol, w thout nodifying code of said conventional application program
to convert said conventional application programto said network
application program wherein said code which generates command packets has
i dentical application programmng interface to said operating system
functions of said particular operating systenm wherein said conmand packets
are transmtted to said client station for controlling specific operations
of the particular operating systemw thin said client station; and



0 8 AUK 2002 47 wherein said network application programruns within an
application server and executes said code to create command packets drt AV 2002
transmt comrand packets to said client station for accessing and
controlling said specific operating system or device operations of said
cliene station and for retrieving needed data for or fromsaid client
station) as reQuired by said network a ication program 66. A system for
converting a conventional application programwhich has an application

pr ogr amm NysdidoRLledd BppliRaGdn ihdepbitiedt 18GES inclubiie aQREiMbIfiE I6YS h ARViEO a

net wor k application progr whi ch ¢ nicates with said. client station via
an oper at | n&@5@?&‘&#@6"8&%&@"?%é%é‘%&?ﬁﬁn?‘@&@mnﬁ?‘&“d@ﬁé Cor

causi ng exelogici whereih saig fileatyistem Iegis includésmfileispstemicapablerof stofingsgataci f i c
operations g e j: £ L1 catiéh of said client station)
conpri sing: é:no é‘ﬁ‘t“?g‘?\%ﬁ‘&ﬁégﬁég‘g??@% éon@é s?g]n means for substituting

oper at i n@ system function calls 15 of said conventional application program

with code whdledst greppliviation soverbavingeigticieivel applicigion igit sapeiatisagersdesicem

service intglf J i | ons oI j o sai d
conventi onaforrgglg'ﬁ%gﬁng%aﬁpr%é%?pgﬁf&og&’g%g%/'%rs?{dssgﬁg} %eg}r%\g/g%‘t{ g‘ﬂ’&f’gg&ﬁ%ﬁ?ﬁi cation
program t o adeast enstapplicatiapysrves@nfion program 20 wherein said code which
generates conmand packets has identical application progranm ng interface
to said,Qperati system. functions ,of sai icular. rating system
wher ei n lQai a%évd{r%?r‘aﬁ%w{g%fé l?&“’é?e'éf‘aé&stﬁ% St ‘%‘ﬁ%ﬁ*‘%”’g_g?"zsa’@fﬁpge?\? tog%]ati on for
cont r ol | i ngappliedtiohiservarfongnmneating aid atfleashenerlient ation fo wiskat leestipge sy st em

wi t hi n sai daglic&ith sétvét i on; and wherein said network application program
runs within an application server and executes said code to create commuand
packets and to transmt command packets to said client station for

accessi ng amdierciornpen kdcessipgduyisdidapleast pneclispbstationa gpidgtdeastnne applisetiane
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logically control data stored in said storage device on behalf of said at least one application

program running on said at least one application server without authorization from said at

least one client station.

15. The system of any one of claims 1, 2, 3 or 4, wherein said low-level interface
includes a fixed set of application independent functions callable from an application
program running on said at least one application server to create and dispatch command
packets according to operating system service interface protocol to said at least one client

10 station, said command packets comprising a user interface protocol and a file system and
device control protocol so that said at least one application server can control through
application programs running on said at least one application server the functioning of said
at least one client station and the processing of data from peripheral devices or storage
devices coupled to said at least one client station.

15
16. The system of any one of claims 1, 2, 3 or 4, wherein file systems or devices of at
least two client stations are controlled and accessed by said at least one application server
for processing data corresponding to said at least one application program with said at
least one application program, wherein said at least one application program accesses data

20  which corresponds to said at least one application program from at least one of said at least
two client stations, processes data which corresponds to said at least one application
program from at least one of said at least two client stations, and outputs said processed
data to at least one of said at least two client stations, such that each client station may

cooperate with each other and share data, files, and devices as permitted by each client
25  station.

17.  The system of any one of claims 1, 2, 3 or 4, wherein said at least one application
server further includes a file system having code of said at least one application program
stored therein, and wherein said at least one client station is denied access to said file

30  system of said at least one application server to protect said at least one application server
from corruption by said at least one client station and to protect said code of said at least
one application program stored on said at least one application server from corruption or
copying by said at least one client station.

35 18.  The-system of any one of claims 1, 2;3 or 4, wherein said at least one_application
server is a computational server, such that said at least one application server loads code of
said at least one application program from a separate file server or super-client to protect
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19.  The system of any one of claims 1, 2, 3 or 4, wherein said interface is connected
over one of a local area network, a wide area network, and an interface bus.

20. The system of any one of claims 1, 2, 3 or 4, wherein said at least one client station
further includes at least one means for obtaining or outputting data external to said at least
one client station.

21.  The system of claim 20, wherein said at Jeast one application program running on
said at least one application server selectively accesses and logically controls said at least
one means for obtaining or outputting data external to said at least one client station via
said at least one controller of said at least one client statign.

22.  The system of any one of claims 1, 2, 3 or 4, wherein said at least one client station
and said at least one application server share a common transport protocol.

23.  The system of any one of claims 1, 2, 3 or 4, wherein address and security privilege
settings of said at least one application program is stored in a configuration file or database
within said file system coupled to said at least one client station, and wherein said at least
one client station connects to said at least one application program in said configuration

file to receive application program icon information and to access said application
services.

24. A method of accessing application services from at least one application program,
comprising the steps of:

accessing at least one application server by at least one client station to connect to said at
least one application program running on said at least one application server,

wherein said at least one client station has application independent logics stored therein
and at least-one controller for controlling said application independent logics, said
application independent logics comprising of at least one of a user interface logic, a device
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° ( ) coupled to sald at least one apphcatlon server, for running said at Jeast one application

program;

having said at least one application server selectively control said logics to control said at

least one client station to retrieve data corresponding to said at least one application program
10 for said at least one client station upon authorization from said at least one client station; and

processing the retrieved data on said at least one application program.

25.  The method of claim 24 wherein said file system logic includes a file system

15 capable of storing data corresponding to said at least one application program.
26.  The method of either claim 24 or 25, wherein said application server stores no
retrieved data and stores no processed data within said at least one application server when
said application services are complete.

20
27. A method of accessing application services from at least one application program,
comprising the steps of:

accessing at least one application server by at least one client station to connect to said at
25  least one application program running on said at least one application server,

wherein said at least one client station has low-level application independent logics stored
therein and at least one controller for controlling said low-level application independent
logics, said low-level application independent logics including a user interface logic, a

30 device control logic for controlling devices, a file system logic, and a communication
interface logic, wherein said file system logic includes a file system capable of storing data
corresponding to said at least one application program, and

wherein said at least one application server has [having] high-level application logic stored
35  inaserver device coupled to said at least on¢ application server, for running said at least
one application program ;
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5 processing the retrieved data on said at least one application program; and

storing no retrieved data and storing no processed data within said at least one application
server when said application services are complete.

10 28. The method of any one of claims 24, 25, 26 or 27, further comprising the step of
transmitting said processed data from said at least one application server to said at least

one client station during said application services or when said application services are
complete.

I5 29. The method of any one of claims 24, 25, 26 or 27, wherein said at least one client
station lacks a general purpose processing unit and is unable to load and execute

application program code, so as to decrease cost and to protect said at least one client
station.

20 30. The method of any one of claims 24, 25, 26 or 27, wherein application program
code of said at least one application program remains on said at least one application
server and said at least one client station is denied access to said application program code,
80 as to protect said at least one client station from data or internal state corruption by said
at least one application server and to protect said application program code stored on said

25  atleast one application server from corruption or copying by said at least one client
station.

31.  The method of any one of claims 24, 25, 26 or 27, further comprising the steps of:

30 supporting client station connections to said at least one application server via a low-level
quasi-operating system ;

performing mutual authentication to protect data of said at least one client station from
said at least one application program running on said at least one application server and to
35 prevent said application services from being-used by an unauthorized client.station;
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5 ascommanded by said at least one application program running on said at least one
application server via said low-level quasi-operating system [graphical interface logic],

wherein said low-level quasi-operating system is permanently stored in a read-only-
memory in said at least one client station, such that said low-level quasi-operating system
10 is not alterable, and wherein said low-level quasi-operating system is able to restrict which
functions, data, and devices within said client station can be used by said at least one
application program running on said at least one application server, and wherein said low-
level quasi-operating system is unable to load any executable code which is not part of
said low-]evel quasi-operating system.
15
32.  The method of claim 31, wherein.said user interface logic, controlled by said low-
level quasi-operating system, is graphical user interface logic.

33. The method of any one of claims 24, 25, 26 or 27, wherein [ said at least one client
20  station further comprises at least one storage device.

34, The method of claim 33, further comprising the step of storing said data
corresponding to said at least one application program in one storage device of said at least
one client station in a respective at least one data file of said file system, such that said at

25  least one client station selectively restricts said access by said at least one application
server to said at least one data file to protect said at least one client station from data or
internal state corruption by said at least one application server and to prevent unauthorized
access of said at least one data file by said at least one application server.

30 35. The method of claim 34, further comprising at least one of the following steps:
reading said at least one data file upon authorization by said at least one client station;
modifying said at least one data file upon authorization by said at least one client station;

35 -

appending said at least one data file upon authorization by said at least one client station;

=
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creating new data files upon authorization by said at least one client station; and

10 performing file control operations on said at least one data file upon authorization by said
at least one client station.

36. The method of claim 33, wherein said at least one controller is unable to access and
logically control data stored in said storage device on behalf of said at least one application

15 . program running on said at least one application server without authorization by said at
least one client station.

37.  The method of any one of claims 24, 25, 26 or 27, further comprising the steps of:

20  selectively and simultaneously accessing file systems and devices for data, corresponding
to said at least one application program, of at least two client stations by said at least one
application server;

accessing said data corresponding to said at Jeast one application program from at least
25  one of said at Jeast two client stations;

processing said data corresponding to said at least one application program of at least one
of said at least two client stations;

30  outputting said processed data to at least one of said at least two client stations;

such that each client station may cooperate with each other and under contro! of said at
least one application program share data, file systems, and devices as permitted by each
client station.

35 - - —
38.  The method of any one of claims 24, 25, 26 or 27, wherein said at least one
application server further includes a file system having code of said at least one
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and to protect code of said at least one application program stored on said at least one
5 application server from being copied by said at least one client station and from being

corrupted by said at least one client station.

39.  The method of any one of claims 24, 25, 26 or 27, further comprising the step of
launching said at least one application program from a separate file server or super-client

10 torun on said at least one application server, wherein said at least one application server is
a computational server, and wherein said at least one client station is denied access to said
file server or super-client.

40.  The method of any one of claims 24, 25, 26 or 27, wherein said steps of accessing
IS  and transmitting occur over one of a local area network, a wide area network, and an
interface bus.

41.  The method of any one of claims 24, 25, 26 or 27, wherein said at least one client
station further includes at least one means for obtaining or outputting data external to said
20  at least one client station.

42.  The method of claim 41, further comprising the step of having said at least one
application server selectively access and logically control said at least one means for
obtaining or outputting data external to said at least one client station.
25
43.  The method of claim 42, wherein the step of having said at least one application
server selectively access and logically control said at least one means for obtaining or
outputting data external to said at least one client station [I/O devices] occurs by said at
least one application server accessing and controlling said at least one controller of said at
30 least one client station.

44.  The method of any one of claims 24, 25, 26 or 27, wherein said at least one client
station and said at least one application server share a common transpon protocol.

35 45.  The-method of claim 35, further comprising the steps of copying and changing
names of said data files upon authorization by said client.
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respective client station, when [each said] at least two client stations access said at least
one application server to access said at least one application program, wherein said at least
5 one accessed application server accesses said multiple devices or file systems to form a
centralized device and file management system for controlling said multiple devices, said
file systems, or configurations of said at least two client stations.

47.  The method of any one of claims 24, 25, 26 or 27, further comprising the step of
10  accessing multiple devices or file systems by said at least one application server, each
coupled to a respective client station, to form a centralized device and file management
system for controlling said multiple devices, said file systems, or configurations of said
client stations, when at least two client stations access said at least one application server
1o access said at least one application program.
15
48.  The system of any one of claims 1, 2, 3 or 4, whefein said at least one client station
has at least a low-level quasi-operating system for supporting client station connections to
said at least one application server to run said at least one application program on said at
least one application server, and for controlling any peripheral devices attached to said at
20  least one client station, wherein said at least one application server runs at least one of
software service application programs and hardwired service application programs.

49.  The system of claim 48, wherein said hardwired service application programs are
operational via ASIC chips or a combination of a software application program and ASIC
25  chips.

50.  The method of any one of claims 24, 25, 26 or 27, wherein said at least one client
station has at least a low-level quasi-operating system which carries out the steps of:

30 interacting with a user of said at least one client station as required to control security
settings for resources of said at least one client station;

interacting with a user and a configuration file of said at least one client station to
determine selection of application programs and servers;

35 o h =
interacting with said low-level application independent logics of said at least one client
station as required by application programs;
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51.  The method of claim 50, wherein said hardwired service application programs are
10 operational via ASIC chips or a combination of a software application program and ASIC
chips.

52. The method of any one of claims 24, 25, 26 or 27, wherein said at least one
application program is a conventional application program that has an application

15  programming interface specific to a particular operating system and is converted to a
network application program that communicates to a client station via an operating system
service interface communications protocol by steps comprising :

substituting operating system function calls of said conventional application program with

20  code for generating [to] command packets using said operating system service interface
communications protocol, without modifying code of said conventional application
program, to convert said conventional application program to said network application
program;

25  wherein said network application program is able to run within said at least one
application server, and access and control specific operating system or device operations
of said remote client station as required by said network application program.

53.  The method of claim 52, wherein said client station is unable to load and run a
30  conventional application program and is able to interpret and selectively process or restrict
' processing of said command packets.

54.  The system of any one of claims 1, 2, 3 or 4, wherein a conventional application
program is written using specific operating system application programming interface

35 function calls and is converted to a network-application program that runs on.said at least
one application server, said at least one application server having an operating system
different from or the same as the operating system for which said conventional application
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55.  The system of claim 54, further comprising conventional application program
conversion means for substituting operating system function calls of said conventional
application program with code for generating command packets using said operating
system service interface communications protocol, without modifying application program

10 code of said conventional application program, to convert said conventional application
program to said network application program,

wherein the command packets are transmitted to said at least one client station for

controlling specific operating system or device operations of said at least one client
15  station, and

wherein said network application program runs within said at least one application server
and accesses and controls said specific operating system or device operations of said at
least one client station as required by said network application program.

20
56.  The system of claim S§5, wherein said at least one client station is unable to load

and run a conventional application program and is able to interpret and selectively process
or restrict processing of said command packets.

25 57. A secured system for managing devices and file systems of a plurality of client
stations, comprising:
at least one application server having application logic stored within a server device
coupled to said at least one application server for running at least one application program,

30 and said at least one application server being capable of accessing multiple devices and
file systems, each coupled to a respective client station, when each client station interfaces
with said at least one application server to access said at least one application program,

wherein each interfaced server selectively accesses said devices, said file systems

or both to form a centralized device and file management system for controlling and

35 accessing devices, file systems, states, or configurations of said client stations;
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said data and said processed data in a server device coupled to said at least one application

server.

10
59. A secured system for managing devices and file systems of a plurality of client

stations, comprising:

at least one appiication server having high-level application logic stored within a server
15 device coupled to said at least one application server for running at least one application
program, .and said at least one application server being capable of accessing multiple
devices and file systems, each coupled to a respective client station, when each client
station interfaces with said at least one application server to access said at least one
application program;
20
wherein each interfaced server selectively accesses said devices, said file systems or both
to form a centralized device and file management system for controlling and accessing
devices, file systems, states, or configurations of said client stations;

25  wherein upon accessing by said client stations, said at least one application server runs at
least one application program and selectively controls low-level application independent
logics of said client stations for controlling devices of said client stations and for accessing
data of said client stations and wherein said at least one application server processes said
corresponding data from said client stations on said at least one application program

30  without permanently storing said processed data in a server device coupled to said at least
one application server.

60. A secured system for accessing application services from at least one service
application, comprising:

35 - .
at least one client station having at least a low level quasi-operating system stored therein
for supporting said at least one client station connections to at least one application server
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10  61. A secured system for accessing application services from at least one service
application, comprising:

at least one client station having at least a low level quasi-operating system stored therein
for supporting said at least one client station connections to at least one application server

15  and low-level application independent logics stored therein, said low level quasi-operating
system comprising low-level application independent logics including a user interface
logic, a device control logic for controlling devices, a file system logic, and a
communication interface logic, wherein said at least one application server runs said at
least one service application which controls said low-level application independent logics

20  stored within said at least one client station for controlling said quasi-operating system and
devices of said at least one client station, wherein said at least one service application is
one of software service applications and hardwired service applications.

62.  The system of claim 60 or 61, wherein said hardwired service applications are
25  operational via ASIC chips ora combination of a software application program and ASIC
chips.

63. A method of converting a conventional application program which has application
programming interface specific to a particular operating system to a network application

30 program which communicates with a client station via an operating system service
interface communications protocol, comprising the steps of:

substituting operating system function calls of said conventional application program with
code for generating command packets using said operating system service interface

35  communications protocol, without modifying application code of said conventional
application program, to convert said conventional application program to said network
application program so that an application server is able to transport
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processing of saxd command packets.

65. A method for converting a conventional application program which has an
application programming interface specific to a particular operating system to a network
application program which communicates with said client station via an operating system
service interface communications protocol for causing execution of operating system
functions to control specific operations of said particular operating system of said client

station, comprising the steps of:

substituting operating system function calls of said conventional application program with
code which generates command packets using said operating system service interface
communications protocol, without modifying code of said conventional application program,

to convert said conventional application program to said network application program;

wherein said code which generates command packets has identical application programming

interface to said operating system functions of said particular operating system;

wherein said command packets are transmitted to said client station for controlling specific

operations of the particular operating system within said client station; and
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application programming interface specific to a particular operating system to a network
application program which communicates with said client station via an operating system

10  service interface communications protocol for causing execution of operating system
functions to control specific operations of said particular operating system of said client
station, comprising:

conventional application conversion means for substituting operating system function calls

15  ofsaid conventional application program with code which generates command packets
using said operating system service interface communications protocol, without modifying
code of said conventional application program, to convert said conventional application
program to said network application program;

20 wherein said code which generates command packets has identical application

programming interface to said operating system functions of said particular operating
system;

wherein said command packets are transmitted to said client station for controlling specific
25  operations of the particular operating system within said client station; and

wherein said network application program runs within an application server and executes
said code to create command packets and to transmit command packets to said client
station for accessing and controlling said specific operating system or device operations of

30 said client station and for retrieving needed data from said client station, as required by
said network application program.

67.  The system of claim 66, wherein said client station is unable to load and run a
conventional application program and is able to interpret and selectively process or restrict
35  processing of said command packets. - =
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10 70.  The system of claim 11, wherein denial of access and control of data is based on
parameters selected from the group consisting of said at least one application program,
said at least one application server, a date, a file name, a file type, and a directory.

71.  The method of any one of claims 24, 25, 26 or 27, wherein said at least one
15  application server does not connect to said at least one client station unless said at least
one client station first connects to said at Jeast one application server.

72.  The method of claim 30, wherein denial of access and control of data is based on
parameters selected from the group consisting of said at least one application program,
20  said at least one application server, a date, a file name, a file type, and a directory.

73.  The method of any one of claims 24, 25, 26 or 27, further comprising the steps:
having said at least one client station connect to a directory service application program;
having said directory service application program provide said at least one client station
25  with addresses of other application programs; retrieving other application program icons;
and displaying said other application program icons on said at least one client station,

74. A secured system substantially as described with reference to the accompanying
drawings.
30

75. A method substantially as described with reference to the accompanying drawings.

35



