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i

200

4

Receive or cause of receiving a connection establishment message
from at least one external apparatus or transmit or cause of
transmitting the connection establishment message to the
at least one external apparatus

201

:

Obtain or cause of obtaining a decentralized identifier representative
of the external apparatus based on the connection establishment
message

203

'

Obtain or cause of obtaining at least one hash value generated based
on at least part of the obfained decentralized identifier

205

:

Store or cause of storing the at least one hash value in association
with at least part of the decentralized idenftifier in a securitized
portion of a memory of a distributed ledger system based on a
consensus processing involving at least a subgroup of the nodes
of the peer-to-peer network
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300

4

Assign or cause of assigning at least one pair of public and private
keys to the exfternal apparatus

301

:

Providing or causing of providing the public key to the external
apparatus

303

l

Storing or causing of storing af least the private key in association
with at least part of the decentralized identifier in the securitized
portion of the memory of the distributed ledger system based on
a consensus processing involving at least a subgroup of the nodes

of a peer-to-peer network
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Fig.3
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400

Assign or cause of assigning at least one role fo the external
apparatus defining access rights and/or read/write permissions
of the external apparatus

401

:

Storing or causing of storing information setting the at least one
role in association with at least part of the decentralized identifier
in the securitized portion of the memory of the distributed ledger
system based on a consensus processing involving at least

a subgroup of the nodes of a peer-to-peer network
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Fig.4
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/500
Obtain or cause of obtaining message from external apparafus /501
Store or cause of storing message content and/or message /503
attachment
Obtain or cause of obtaining at least one hash value generated /505
based on af least part of the obtained message
Generate or cause of generafing message token /505

X

Fig.5
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i

600

4

Send or cause of sending message comprising information on an
updated stage of the application processing fo external apparatfus,
the message including a message foken comprising the information

601

:

Receive or cause of receiving a response message from the external
apparatus comprising response information

603

A 4

Validate or cause of validating the response message

605

:

If response message is validated, update or cause of updating data
relating to the application kept in local storage and/or corresponding
hash value and/or hash index relafing to the data

607

:

Send or cause of sending message comprising information on the
newly updated stage of the application processing to the external
apparatus, the message including an updated message token
comprising the information

609

X

Fig.6
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