EVENT PROCESSI NG FOR DETECTI ON OF SUSPI Cl QUS FI NANCI AL
ACTIVITY BACKGROUND Wth the use of financial
systens, products and the like by terrorists and
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systens and products. Conpliance with these
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SUMMARY

The financial crimes event processing solution according to example
embodiments of the invention ingests data for a variety of events, including those
from anti-money laundering systems, corporate security systems and systems
external to the enterprise. The events can be analyzed to determine if a case should
be created for investigation due to the possibility of the event being associated with
fraudulent activity. In at least some embodiments, event data can be enriched by
providing additional detail associated with an event, and by consolidation so that
events can be grouped based on common information and scored automatically

based on pre-defined risk factors.



data fromat | east one of a plurality of detection
channels. The data for an event can optionally be
formatted as an event interface record. The data can
optionally be enriched by adding additional details
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For example, three subgroups may be used. In such a case, one event can be

sampled from each group.

In at least some embodiments, the scoring of an event and/or event group 1s
accomplished by obtaining a plurality of predictors including the pre-defined risk
factors, collecting training data regarding existing cases, and running a logistic
regression to obtain weights for the plurality of predictors. The likelihood of a
case for investigation resulting in a suspicious activity report can then be
determined. In some embodiments, the scoring of an event and/or event group can

alternatively be accomplished using a decision tree methodology.



Enbodi ments of the invention can be inplenmented via an
instruction execution platforminterconnected wth
vari ous storage mnedia including databases and/or a
datamart. Such interconnection nmay be via a network,
such as a corporate intranet, a |local area network,

or the Internet. A conputer program product or
conput er program products contai n conmputer prograns
with various instructions that execute or are
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may be referred to herein as an event processor.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a flowchart illustrating the overall process of at least one example
embodiment of the present invention.

Fig. 2 is a combination flowchart and system diagram illustrating a scoring
process according to at least some embodiments of the present invention.

Fig. 3 is a flowchart illustrating further detail of the scoring process
according to at least some embodiments of the present invention.

Fig. 4 is a system block diagram of an example system and operating

environment of an embodiment of the present invention.



DETAI LED DESCRI PTI ON The fol |l owi ng detail ed
description of enbodinents refers to the acconpanying
drawi ngs, which illustrate specific enbodi nents of the
invention. Oher enbodi nents having different
structures and operation do not depart from the scope
of the present invention. As will be appreciated by
one of skill in the art, the present invention may be
enbodi ed as a nethod, system conputer program

product, or a copipati pp 9ESURGPTIONRgOI Ng.

Accordingly, the present invention may take the form
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limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or propagation medium. More specific
examples (a non-exhaustive list) of the computer readable medium would include
the following: an electrical connection having one or more wires; a tangible
medium such as a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a compact disc read-only memory (CD-
ROM), or other optical, semiconductor, or magnetic storage device; or
transmission media such as those supporting the Internet or an intranet.

The present invention is described below with reference to flowchart

illustrations and/or block diagrams of methods, apparatus (systemns) and computer
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illustrations and/or bl ock diagrans of nethods,
apparatus (systens) and conputer -4 program products
according to enbodi mrents of the invention. It should
be understood that each bl ock of the flowchart
illustrations and/or block diagrans, and conbi nations
of blocks in the flowhart illustrations and/or bl ock
di agranms, can be inplenented by conputer program
instructions and may involve actions taken with
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on the computer or other programmable apparatus provide steps for implementing
the functions/acts specified in the flowchart and/or block diagram block or blocks.
Alternatively, computer program implemented steps or acts may be combined with
operator or human implemented steps or acts in order to carry out an embodiment
of the invention.

Embodiments of the present invention are disclosed, by way of example, as
a tool used in a financial institution to determine risk, and record details in
connection with financial events that may constitute fraudulent activity. It cannot
be overemphasized that this environment is illustrated as an example only, and an

embodiment of the invention can be used in any kind of business, non-profit
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connection with financial events that may constitute
fraudul ent activity. It cannot be overenphasi zed that
this environnment is illustrated as an exanple only,
and an enbodi rent of the invention can be used in any
ki nd of business, non-profit -5 organization, or
governnment organi zation. Wth respect to the exanple
of a bank or financial institution, the term"bank"
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providing additional detail about the event, and events can be consolidated so that

events are grouped based on common information and scored automatically based
on predefined risk attributes. These risk attributes can include experience
information automatically retricved from a case management system so that the
presence of prior cases can contribute to a score as well, Event group scores are
ranked, and groups with scores above a pre-determined threshold correspond fo

cases for investigation.



presence of prior cases can contribute to a score as
wel | . Event group scores are ranked, and groups with
scores above a pre-determ ned threshold correspond to
cases for investigation. -6 Event groups with scores
bel ow t he above-described threshold can be stratified
for random sanpling. Random zed sanpl es can be taken
fromsuch groups, with the size of the sanple being
determined in advance based on the sanple size needed
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verified for data quality, tagged, and enable systematically looking for missing data
elements using key identifiers provided within the EIR. As previously mentioned,
events can be consolidated into groups based on account relationships. Cases
ultimately generated for investigation in example embodiments are made available
to a management of cases application for final disposition. The case decision
outcome is made available to an event processor for case analysis.

The process uses risk factors and corresponding weights, lists of known
entities, and prior customer experience data in assigning risk score for all events

associated with an account. The aggregated and final risk score is then compared

against a case threshold to determine if a case for investigation will be generated.



The process uses risk factors and correspondi ng
wei ghts, lists of known entities, and prior custoner
experience data in assigning risk score for all events
associ ated with an account. The aggregated and fina
risk score is then conpared against a case threshold
to determne if a case for investigation wll be
generated. -7 Fig. 1. is a flowhart illustrating the
overal | process of an exanple enbodinent of the
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comma Or tab separated values; or a flat file
ETRwiah heddgedittyeths detectionwhennels and made available to the event

processor. The EIR in this example can be in one of the following file formats,
although other formats could in general be used: XML; Excel™ spreadsheet
(XLS); comma or tab separated values; or a flat file with delimiters in between
distinct blocks of information.

Still referring to Fig. 1, validation, tagging and data enrichment take place at
block 108. An event is tagged and assigned a unique system-generated identifier
when the event gets loaded into the event processor. Events are then staged in
event database 110. Data quality checking is performed to ensure that required

data elements are available and are valid. An attempt is made, for events that do
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di stinct blocks of information. Still referring to
Fig. 1, validation, tagging and data enrichnment take
_place at block 108. An event is tagged and assignhed a
uni que systemgenerated identifier when the event
gets |l oaded into the event processor. Events are then
staged in event database 110. Data quality checking
is perforned to ensure that required data elenents
are available and are valid. An attenpt is nade, for
event s that - G =10 i '
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usitl A% AERIN6cETh 0 Grfsch SerPar® riskiested based on risk factors and
weights 124, known entity list 126, and customer experience data 128. At this
point, the weights for all sources have been previously established using a robust
means, such as logistic regression or decision tree methodology, at various levels
of aggregation, such as event, event group, party, and account level. The
individual risk factors are created such that they represent the incremental
probability that the risk factor, if present, contributes to the likelihood of the nature
of the event group necessitates the filing of a suspicious activity report by an
investigator. The total score of each event within an event group is summed

together and, after setting an appropriate threshold for case-worthiness, is used in



means, such as logistic regression or decision tree
nmet hodol ogy, at various |evels of aggregation, such
as event, event group, party, and account |evel. The

i ndividual risk factors are created such that they
represent the increnmental probability that the risk
factor, if present, contributes to the |ikelihood of
the nature of the event group necessitates the filing
of a suspicious activity report by an investigator.
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report (CTR) filings, and prior cases for investigation. A CTR filing and a SAR
are both standard filing forms specified by government regulations in the United
States.

In example embodiments, each event is verified for the account’s existence
in the known entity list. If the account exists in the list, the action taken depends on
the attribute associated to the account. If the account exists in the known entity list
with an attribute to “create a case”, the event group for the account will be
programmatically assigned a final risk score that meets the threshold to generate a
case record. If the account exists in the known entity list with an attribute to

“suppress”, the following actions are taken: if the attribute specifies suppress at the
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are both standard filing forns specified by governnent
regulations in the United States. |In exanple
enbodi ments, each event is verified for the account's
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attribute associated to the account. If the account
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R T
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threshold or events that did not meet the threshold but were selected for random
case generation. Case records are staged in case database 136. Statistical sampling
of an event group for which the score is below the threshold may be accomplished
by stratifying the events in the group into a plurality of subgroups. For example,
three subgroups may be used. In such a case, one event can be sampled from each
group.

Continuing with Fig. 1, a case interface record file is also created based on a
standard record format. The case interface record contains event information,
associated accounts and transaction data that may be involved in a case. The case

interface record can be staged by the event processor and made available to the
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investigation is systematically generated for event
groups that neet the risk score threshold or events
that did not neet the threshold but were selected for
random case generation. Case records are staged in
case dat abase 136. Statistical sanpling of an event
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be acconplished by stratifying the events in the
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I'nterface at "bl ock 144. Analalst S _ )
system block diagram that illustrates

Fig. 2 is a combination flowchart an.
further details of the event significance assessment 122 referred to in Fig. 1. To
support process 122 of Fig. 2, extensive research is done to determine transaction
activity patterns, emerging risks, scenarios, and the like in order to determine
appropriate risk factors. Risk factor updates 202 and fed to the risk factors and
weights database 124. Risk factors are then incorporated into the monitoring and
sﬁrveillance of customer activities by event processor 204. When a case for
investigation is generated, the risk factor(s) identified with the customer
transactions and activity is/are recorded. Risk factors can include a wide variety of

characteristics, and can be tailored for the specific enterprise making use of an
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can flag an event or event group for case creation for
t he next schedul ed event processor cycle run. Again,
in effect, this interface becones another detection
channel for the event processor. Process 100 of Fig. 1
ends at block 146. Fig. 2 is a conbination flowhart
and system bl ock diagramthat illustrates further
details of the event significance assessnent 122
referred to in Fig. 1. To support process 122 of Fig.
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caseiith fo Mcﬁéﬁ@ﬂm@ts ‘which are then fed back in to database 124. In

this way, previous cases, including those randomly sampled, provide the

experience for scoring going forward. The statistical modeling may be performed
on a computer system separate from the event processor, or may be performed by
the event processor itself.

Fig. 3 illustrates the details for statistical modeling process 208 of Fig. 2.
Process 208 begins at block 302. In example embodiments, risk factor weight is
determined based on the probability of a case for investigation turning into a
suspicious activity report (SAR). The final disposition of a case, whether a SAR is
filed, is collected as the response (dependent variable) Y at block 304, and
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of cases is collected at block 206. Wien a case is

closed, the final decision is either: a SARis filed;

or a SARis not filed. For each event associated with

a case, the nunber of instances that a risk factor

was a contributing factor in the creation of the case

is collected. This information is all stored in the

case dat abase, 136. Statistical nodel process 208 is

run using the risk factors, existing weights, and
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di sposition of a case, whether a SARis filed, is
coll ected as the response (dependent variable) Y at
bl ock . =<3 i C |s and risk factors
are es?‘géllqyz{lg& %% pr'ggf% %&”E(@é‘?t%bl ock 306. At
bl ock 308, training data fromexisting SAR/ No SAR
cases wth rm%ghi ng Yand X is collected. Ao
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tree (chaid, cart) methodology. Such a methodology uses a 0 / 1 decision as a final

destination, and separates training data by distance to a centroid of a distribution of
decisions using a linear cut-off rule. In such a case, the separation dimension
(number for cutoff decision) is determined by the acceptance ratio of a false
positive rate to a false negative rate, or by business requirements. Such business
requirements might be dictated by necessity. An example would be to force splits
by line of business (LOB) for a given scenario with thresholds determined at the
LOB level, regardless of the statistical association of LOB with the SAR outcome.
Fig. 4 is a system block diagram illustrating a system and operating
environment for implementing example embodiments of the invention. Event

processor 402 of system 400 includes a fixed storage medium, illustrated
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known SASTM statistical tool can be used for scenario
creation and tuning. Wen business need dictates,
scenario cut-off thresholds (business rules) for
separating SAR / No SAR deci sions or case deci sions
can be determ ned without the statistical nodeling
formul a. Scoring can be acconplished using a decision
tree (chaid, cart) nethodol ogy. Such a net hodol ogy
uses a 0 / 1 decision as a final destination, and
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ven a subset
Analytics is a term used in business for the study of business data using statistical

analysis in order to discover and understand historical patterns. In the case of
datamart 408 of Fig. 4, the datamart can house and maintain information including,
but not limited to, historical case / no case decisions, suppression lists, customer
experience information, the risk factors and weights data, records of randomly
selected events, thresholds, relationship data, and historical records of SARs. Case
data can loopback from the case database to the FIU datamart, through application
414, which can be used by analysts to manage cases. Looping back refers to
current decisions becoming historical data for use in determining weights and other

information used for future decisions.
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of an organi zational data store, usually oriented to a
specific purpose or major data subject, which may be
di stributed to support business needs. A datanmart can
be an analytical data store designed to focus on
specific business functions for a specific wunit
within a financial institution. In this exanple,
dat amart 408 focuses on the business functions of a
financial intelligence unit (FIU) within a financial
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appl 1 cation can be used by analysts to
neNiggeredsdsgy saphaginbiader thefperposecof dasenbing particular
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und@khex thas the fierane ‘coppiriseat andisr “darprigngdivhen used in this

applications at client ternjpal 448 typi A
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previ ous I oned SAS statistical software. A
Addwsidlbn codparative, ghentatiypaiteems spelogs Sahqyeddibelowaddess”,

that inplenments an enbodi nment of the iw};%i oR, can
“graates] gare intended to encompass the concept of equality, thus, “less™ can mean

not only “less” in the strictest mathematical sense, but also, “less than or equal to.”
Although specific embodiments have been illustrated and described herein,
those of ordinary skill in the art appreciate that any arrangement which is
calculated to achieve the same purpose may be substitu_ted for the specific
embodiments shown and that the invention has other applications in other
environments. This application is intended to cover any adaptaﬁons or variations
of the present invention. The following claims are in no way intended to limit the

scope of the invention to the specific embodiments described herein.
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at mai nfrane system 460 on storage nedi um 464. The
term nol ogy used herein is for the purpose of

descri bing particular enbodinents only and is not
intended to be limting of the invention. As used

herein, the singular fornms "a", "an" and "the" are
intended to include the plural fornms as well, unless
the context clearly indicates otherwise. It will be

further understood that the terns "conprises” and/or

"conprising," when useddmatiigs specification,

specify the presence of stated features, st_ei)s,

oper Atdorputereingptemisted meittod of pooqessiegtimansial ety dhe

precl ude the presence or addition of one or nore
methodeompréangr es, steps, operations, elenents,

comparati veldting PR obBRRE 2 teapt G M@ By rbeciving data
" bel owpy iy Etel%?é't’one"&fae;ﬂhﬁdlﬁy oRH6tetibeORAthelyy enconpass
the concept of equality, thus, "less" can nean not

only "l ess"eririvhityg usiiy the socassoramdetileast osedatebasguthe
al so, "less than gr eqLﬁ;\I to." Although specific
enbodi ARiateoesRendiBg o 1 aideashORE CYFb descri bed

herein, those of ordi,nar L] ' _
Thar any arsanpSrefbe uRRbcRdot mb At [l Ge e RRPp&Edfpre
the Saﬁsﬁﬂwﬁgéﬁmaaae% béhdeyt ed for the specific
enbodi nents shown and that the invention has ot her

appl i cat i onsorhparirig)essingethe ipravessor; 8 scaeifor tepatileast poe

is intended to cover anl%q?adaiat ations or variations of
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1. A C%Bfr@& ndiPloeiiR At GshshBhdoene fwhphabe ssoredor the at least
fi nanci a ents, the nethod conprising: detecting,

usi ng anprverss abovathel mastefined thesheldpgnd ecei vi ng

data fromat |east one of a plurality of detection .
channel s: eS#TRIHIS YSINGSE PrOGFESH: alee%tﬁ?ﬁﬁ Rg exgnt R previde

one data B30 d'8f the experience for the scoring when the score for the

at least one event is below the pre-defined threshold.

2. The method of ¢laim 1 further comprising grouping, using the processor,
the at least one event into an event group, wherein the score is an event group

sCore.

3. The method of claim 2 wherein the scoring of the event group further

comprises:

obtaining, at least in part from a database, a plurality of predictors

including the pre-defined risk factors;

-17 -



data corresponding to the at | east one event; scoring,
usi ng the processor, the at |east one event based on
pre- defined risk factors and experience; conparing,
using the processor, a score for the at |east one
event to a pre-defined threshold; establishing, using
the processor, a case for investigation corresponding
to the at | east one event when the score for the at

| east one event is above the pre-defined threshol d;

and SagRiddifle dihifg dapPrBisiRadhfortlationkegaaily iting

event To pro t l'east sone of the experience for
t hgs&eori ng when the score for the at |east one event
is below the pre-defined threshold. 2. The net od of.
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the pre-defined risk factors; -17 collecting training
datpofir om stored i nformati on regardi ng exi sting
cases; running, using the processor, a logistic
regression using the training data to obtain weights

fo Tﬂgg&kﬂﬁﬂf &¥irdhl fﬁﬁﬁé‘ﬂ SBSsingFerAlatiag Ahdisnging the data
usi'ng t

€ processor, e wei ghts, and the predictors,
regafdink itheht 18@adnefevthieascase/chomtériawstecgat i on resul ting
in a suspicious activity report.

5. The method of claim 4 further comprising grouping, using the processor,

the at least one event into an event group, wherein the score is an event group

score.

6. The method of claim 5 wherein the scoring of the event group further

comprises:

obtaining, at least in part from a database, a plurality of predictors
including the pre-defined risk factors;

collecting training data from stored information regarding existing
cases;

running, using the processor, a logistic regression using the training
data to obtain weights for the plurality of predictors; and

determining, using the processor, the weights, and the predictors, a

likelihood of the case for investigation resulting in a suspicious activity

report.

-18 -



4. The nmethod of claim1 further conprising formatting
and storing the data regarding the at |east one event
as an event interface record. 5. The nethod of claim4
further conprising grouping, using the processor, the
at | east one event into an event group, wherein the
score is an event group score. 6. The nethod of claim
5 wherein the scoring of the event group further
conprises: obtaining, at least in part froma

daf agl%? ﬁﬁ@?}dﬁéféﬁﬂﬁ%g %vﬁéfreiﬂ(r:tg? 'F&;rﬁ[gsof thB ehest gYgup Merther

pre ctors, ecting training data

com?fi@éﬁh?s‘iﬁz@ﬁséiﬁbﬁftf&tzh@thodemlydi ng exi sting cases;
unni ng, using the processor, a |logistic regression
using the training data to obtain weights for the

lurality of predict : d det Lo .
D hcacoputeosag Rradics A pRETE Dt ed84ne phiam
i kel kh 0 > Food : -  Radinl
cosd EFURERA SphifcfgRsbupieniysat an o mpane

progihi dHde exbaUtsbln biyhecaaputengysiémito émpleamint gmoethof @it her
conprises using a decision tree nethodol ogy. 8. A
processipg fiaengialbogyieats, proagiod PTSNEy conput er - r eadabl e

program cqde epbodi ed on co I

e umieierang ahisate e by SRS M RO ISt BhERF

by. %B].‘Ee .inpl enent a net hod of

pr%@%@%@ﬁ%@%@?@ eg};ént s, the nethod conpri sing:

det ect is&ﬁﬁﬁ% ah £t ppoep Mcdidingyhe atdeastiong edentEofproducetan

| east one of a plurality of detection channels;

s cordnhgrap seoemnbasgd sapreriefingd mgkdaeor an TISRES:

event tc%n{f)%%%g‘iﬁe g\r;ent group score to a pre-defined threshold,;
establishing a case for investigation corresponding to the event group

when the event group score is above the pre-defined threshold; and
sampling the event group to provide at least some of the experience

for the scoring when the event group score is below the pre-defined

threshold.

9. The computer program product of claim 8 wherein the establishing of the
case for investigation comprises one of creating a new case and appending to an

existing case.

10. The computer program product of claim 8 wherein the scoring of the

event group further comprises:
obtaining a plurality of predictors including the pre-defined risk

factors;

collecting training data regarding existing cases;
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event group score based on pre-defined risk factors
and experience; conparing the event group score to a
pre-defined threshold; establishing a case for

i nvestigation corresponding to the event group when
the event group score is above the pre-defined
threshol d; and sanpling the event group to provide at
| east some of the experience for the scoring when the
event group score is below the pre-defined threshold.

9. Therlgrﬁﬁgrggg(?gi?%ggggqx@gs%?%ﬁg 11 tr&ihBigda8a WhebRiMweipts

est abl i case nvestigati on conprises

Orfﬁrﬁ{e;ﬂhﬁaﬁtj'rﬁg;l)?edﬂﬁwxaﬁ& and appending to an
exl st ng case. ut er rogram pro

0. The co ct., of
cl ai m Setehmingng, usieg ﬁ@dveiggtwdttaé presielats, @3@&?@)1100(1 of the
further comprises: obtaining a.pluralit redi ctors
| rresndTg reanog Rt ¢ Puibidlplt R @pofle ot 1o

training data regarding existing cases; -19 running a
| ogi stic regression using the training data to obtain

wei 19hTBe cé@pufeh praramaprotiyctadf qiaied8 ethersin ththethod further
determ ni ng, using the weights and the predictors

compriked fommatiing the ideta sgawling fhg #hJeast PR&EYIH alsé%‘lﬂVFPH&?fff’FPCC

a,suspicious activity report. 11. The conputer program
reCOE)‘i-l-oduct of claim8 wherein the nethod further :

conprises formatting the data regarding the at | east

one event as an event interface record. 12. The

CONDUTRE chmpaicapraransiodott of daim 11 witeesinithe tsteblishing of

establishing of the case far investigation conprises
the case fof inyeetigation cOUHEIFCE 988 OA FEFApE SR ERsEandppendng to

exi.sti ng case.
an existing case.

13. The computer program product of claim 12 wherein the scoring of the

event group further comprises:
obtaining a plurality of predictors including the pre-defined risk

factors;
collecting training data regarding existing cases;

running a logistic regression using the training data to obtain weights

for the plurality of predictors; and

determining, using the weights and the predictors, a likelihood of the

case for investigation resulting in a suspicious activity report.

14. The computer program product of claim 13 wherein the establishing of
the case for investigation comprises one of creating a new case and appending to

an existing case.
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13. The conputer program product of claim 12 wherein
the scoring of the event group further conprises:
obtaining a plurality of predictors including the
pre-defined risk factors; collecting training data
regardi ng existing cases; running a |logistic
regression using the training data to obtain weights
for the plurality of predictors; and determ ning,
using the weights and the predictors, a likelihood of
¢ | L gab | NG/ HereiA fifdiSpirgigafshe
agﬁ%Qfgiayé JFtﬁﬁﬁig éﬂggﬁgﬁﬁgkihrogran1productgof
everft ofbup A3 heheoeiphisthesiag balekisidi tree nfethadetogyase f or
I ivestigati on conprises one of creating a new case and
appending to an existing case. -20 15. The conputer

program product of claim.,12 [-ej ' :
ev tTg‘]? BRIFPRiGF Pﬁ%gra]&"cﬂfﬁp]l%te(ﬁhﬁ%l% gs yh%(re%ﬁg{l %n ]rﬂgséﬁ ot
b8 cofili 109 BwPERGueH Bbendiag o
the %E\?ﬁgﬁggﬁﬁaﬁéﬁg& [ollsi%gﬁllqﬁg?gl;&ﬁtﬁ%g case for Bpesding
an ekﬁﬁﬁgtchghati on conprises one of creating a new case and

appending to an existing case. 17. Apparatus for
processing financial events conprising: neans for

det [ t t t. ) i
oV AgPaapis Tt Priseny Se niedbie) BRGHE combrSngr ' 1o o
pr oduce, A GYERLe AR 1B6QIGheRARRG On pr e-defined i sk

factors an experience, nmeans for conparing the event
group SEEE fbescripeartefdnt grothinebidongithe ardeass ongevent to

establishing a case for _investigation carresponding to
t hprodeoean e@@fd@%ﬁé@ﬂfﬁl’?@%b%@*gﬁ%ﬁ%“ﬁ@ﬁ? C?‘érs 4BBve
the pre-defined threshol d;

EXperience;

means for comparing the event group score to a pre-defined threshold;

means for establishing a case for investigation corresponding to the
event group when the event group score is above the pre-defined threshold;
and

means for sampling the event group to provide at least some of the

experience for the scoring when the event group score is below the pre-

defined threshold.

18. The apparatus of claim 17 further comprising:

means for obtaining a plurality of predictors including the pre-defined
risk factors;

means for collecting training data regarding existing cases;

means for running a logistic regression using the training data to

obtain weights for the plurality of predictors; and

-21-



and nmeans for sanpling the event group to provide at

| east sonme of the experience for the scoring when the
event group score is below the pre- defined threshol d.
18. The apparatus of claim 17 further conprising:
means for obtaining a plurality of predictors

i ncluding the pre-defined risk factors; neans for
collecting training data regardi ng exi sting cases;
means for running a |logistic regression using the

traini | ;s dSof MRE chdeefop linvaatipatyorof
pr edi c?‘%ﬁg;éf%n&ﬁ?g@ﬁﬁgaﬁngmfﬁgr determning a |i kgl i hood
ofredllfing #5 & sfigyiciony asivigatdport. resulting in a
suspicious activity report. 19. The apparatus of claim
17 further conprising nmeans for formatting the data

B

data?ggﬁ}gi g AP RABSoAOEVnP L EBA bl Bsk ihRefacd aécdrd egar di ng

east one event as an event interface record.
21. A systemfor processing financial events

S onnaram ot SR e SO o
. t based -def | l.gk fact
oo BB PR e At [t

corresponding to the event group when an event group
score is above a pre-defined threshold, _and sanple
t el exesybtegt fotprocessinpviintmci! dventstcosrising: t he

Bt 6 de R BETIMOBSHSF AP B PR DSOS Fotgouter
Srﬁt%tgggﬁ:cgdg ehagcted Lo t0Sel IRk HohpS BasceXGFphel &tined risk
factors and experience, establishing a case for investigation corresponding to
the event group when an event group score is above a pre-defined threshold,
and sample the event group to provide at least some of the experience when
the event group score is below the pre-defined threshold;
a storage medium comprising event data connected to the instruction
execution platform;
a storage medium comprising case data connected to the instruction
execution platform; and
a storage medium comprising a datamart connected to the instruction
execution platform, wherein the datamart stores the risk factors, the pre-
defined threshold, and information regarding the experience to enable to

instruction execution platform fo use the event data and the case data.

22. The system of claim 21 wherein the scoring of event groups further

comprises:
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a storage nedi um conprising case data connected to the
instruction execution platform and a storage nedi um
conprising a datamart connected to the instruction
"~ execution platform wherein the datamart stores the
risk factors, the pre- defined threshold, and
informati on regardi ng the experience to enable to
i nstruction execution platformto use the event data
and the case data. 22. The system of claim 21 wherein
the scggi f § ingCheRit-gefined Agk
obt ai n?ﬁfé‘ﬂgng|ﬂﬂﬁﬁ§%&%§°§%ﬁ?§?’gl i%clgl%i ng the
prigctded;i ned risk factors; collecting training data
regarding existing cases; running a |logistic
r egr es solbercting trajningedats sagarHGL GXISHNESBH ai n t he
wei ghts for the plurality of .predi ; :
dot o nTwtie 20eeRG Fheetlort vl B GoRie 0df e phrain the
i kel.hRogd aff pitiPfity 6RpEedi@ord; augsti gati on resul ting in
a su§p| cl ous I%\ct Ivity report. 23. The systemof claim
21 f ur deermbdnpishgtheaveightsdnid the piredietoss; ta ldkeelihood of the
channel s to obtain data regarding the.events, wherein
t hesisel ferainivestigatinn F eBUting Mk SUBISRYS AEERE BPE ecor d.
24. The system of claim 23 wherein the instruction
execution platformis operable to interface with a
W%gﬁ‘%gﬁste% o£ &SR 23FRthEAEdRPritidg R SRy af deRttown
regarding a suspicious activity report for a case. 25.
charifes ®ysHteim difia tdpaiding dhevreames, whdreinstho dategis dorraattast as an
groups further conprises: obtaining a plurality of
evergrinigiecoreroréc| udi ng the pre-defined risk factors;

24. The system of claim 23 wherein the instruction execution platform is
operable to interface with a management of cases application to provide a decision

regarding a suspicious activity report for a case.

25. The system of claim 24 wherein the scoring of event groups further
Comprises:
obtaining a plurality of predictors including the pre-defined risk
factors;
collecting training data regarding existing cases;
running a logistic regression using the training data to obtain the

weights for the plurality of predictors; and

determining, using the weights and the predictors, a likelihood of the

case for investigation resulting in a suspicious activity report.
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collecting training data regardi ng exi sting cases;
running a logistic regression using the training data
to obtain the weights for the plurality of

predi ctors; and determ ning, using the weights and the
predictors, a |ikelihood of the case for
investigation resulting in a suspicious activity
report. -23 26. The system of claim 24 wherein the
scoring of event groups further conprises using a

defd STl steef oFELNRAMY QG¥rciri 8t scoring of event groups further

comprises using a decision tree methodology.
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