24 June 2004 -1 REMOTE AUTHENTI CATI ON BASED ON EXCHANG NG SI GNALS
REPRESENTI NG BI OVETRI CS | NFORMATI ON FI ELD OF THE | NVENTI ON 5 The present
invention relates to the field of secure comuni cati ons and i%k![b‘ﬁ ?6 | ar
to techniques of renote authentication ofy, and secret key establishnent
between, communicating parties to protect or secure communications over
I nsecure channel s. BACKGROUND 10 | ndividuals or conputer systens often
need to have auRKEROTE A RHENITCATION BASER ONEXGHANGING open
channel s, such as the Internet. Wile such secure conmmunications maybe

achi eved by phﬁlﬁ@lA]nﬁeREPRESFﬁﬂNGJHQB@ETRIGSJNFﬂRMkTIQN to use

cryptographi c nmeans. 15 To have secure conmuni cations using cryptographic
nmeans, parties need to first execute a protocol to authenticate each other

and at the sgi®p HFEHS mutual ly agreed conventional up on secret
key, which is tf?n usedh?gtigz‘g(r)ypt subsequent conmuni cati ons between the

parties. SConTiengresenainvantioneelatesad iheficid of éeeureemﬂm@@noﬂs aldoa@aficniti mal | y
require that, the parties elther share a secret (e. 8@171 a password) or 20

know each ot RdsehBiqyes pf remefs authenticatiom fgansdaerist keyses 13161’131‘& b?‘b‘teé&yst em
h
1 TR TSI T

decryption key to recover the plaintext fromci phertext If the encryption
key 25 and the decryption key are identical, the cryptosystemis referred
to as syrmet K@g ptosystem If the encryption and decryption keys

are diffgy I det.er
decrypti on keyﬁ’?&orﬁotrﬁgm ﬁ%r %I on&%% knl];ea%gr y&te%técfsetd af%d cgrqu&e] fed to as

an asynmet r i @nkeynications @S@t&h%ﬁﬁb@bhmbllsl@chaythe%ﬁéﬁieﬂsmﬁ@@hcﬂ s%caarepubl ic key
cryptosystem anygne, can encrypt a nessage using a 30 public encryption
key. HoweverCongRinicatipas may e @01%}?"3&1 yatysisplonernagt ismnezgcest efigetivgrndon key

can decrypt ﬂ&%lghp&%rcwg)grmc{n%ggver t he nessage. 24 June 2004 - 2-

15  To have secure communications using cryptographic means, parties need to first
execute a protocol to authenticate each other and at the same time establish a mutually
agreed conventional up on secret key, which is then used to encrypt subsequent
communications between the parties. Conventional anthentication and key exchange
protocols normally require that, the parties either share a secret (e.g., a password) or

20  know each other’s public keys.

A cryptographic system, or cryptosystem, uses an encryption key to convert plaintext
into ciphertext (an unintelligible or undecipherable form of the original information)
and a decryption key to recover the plaintext from ciphertext. If the encryption key

25  and the decryption key are identical, the cryptosystem is referred to as symmetric key
cryptosystem. If the encryption and decryption keys are different and it is
computationally infeasible to determine the decryption key from the encryption key,
the cryptosystem is referred to as an asymmetric key cryptosystem or public key
cryptosystem. In a public key cryptosystem, anyone can encrypt a message using a

30  public encryption key. However, only the holder of a corresponding private

decryption key can decrypt the ciphertext and recover the message.



.In a public key cryptosystem it is often inportant to securely bind a
public key with the legitimate user's ID. Such a binding can be achi eved
using public key certificates, which are digitally signed and issued by a
- certification authority. Roughly speaking, a one-way hashe4dumetd0ed hO has
the properties that: 1) for any nessage m the hash h(n) can be easily
conputed; 2) given h(m, finding mis ebnputationally infeasible; and 3)

finding two,.nes s that have the sane hash is co t.ational l .

| nf eas bl 6. TFBPIREY, HRPHALRD  IoRISL Py aLy erenaohoien ¢ Broia Rpvavith e
schenes, pulldlegitifidte wert b/ SaGESbindRG c@ﬂ%e\ﬂaﬁemmﬁg#%ﬁib%f erfifibgEgnce is
made to A. Menezes, P. CQorschot, andS. Vanstone, Handbook of Appli ed

Cr ypt ogr aphyvhichrRee figitey sigped atRl5ssngd by psertiBatiGoaythentst. pp. 321- 383 1996;
and C. Kaufgap,.;R. Perlmn. and,M. .Speci twork. Secyri - Private
Communi cat i gﬁugl}}y’&pg%mg?%o%maﬁ hﬁ@“&?%ﬁr}?éﬁs %Pfo,pe WﬁMbod adiffs, NJ,
pp. 152-158, pp. 1}177-2&%951@5@@@%&&%&11 95an H@stiPbonpiteds ademar k of
Bel | Laboratories) operating system provides a classical exanple of a
password based agt hengiveat(mh fidinganis qomnytgtionalbairfeasihde; and provi ded with

[ | ogi ' | | h S d. Th
ON'X System mai nhi e S paiteataee HEERhB AR PRI . fach

of the user's passwoimdessibifdut ed usi ng a one-way hash function with the
user's password as input. Wen a UNI X user desires to access the UN X
system t hePpicBpradaipsmationpn cryptogysterns digitah sigpaturecscheesprbliaksya t er ni nal .

The term nale fACRLL &34 Bﬁ%w?ﬁﬁ%h@g{t&%sﬁ%@?&ﬁé & m%{?%?tofjﬁ.e'}qgnetzgse prash al ong

with the user nane’to t ecause o USEer "knows t he
passwor d, i OotsebothashS.a¥ihstemer Hagleokraf Abpliddadepioardphe, QREPwdsphpf.id28, the

user is conglgdered authenticated. The UN X password_systemis _sinple to
i npl enent , %%fg PRa géy‘%ﬂgﬁﬁ‘ipp'g"fﬁgirgéﬂlggﬁis and € Kﬁ?ﬁ“%??’ Ry i4‘1’1';1;111%%I‘J‘H@?‘V&bl eto a
"replay" atg erf'ih&twoﬂcss@c%ﬂgﬁ gﬁ@&ate@%ﬁﬁnﬁﬁ&tﬂo%gﬁ%Cﬁgﬁct\%ﬂd}{ﬁﬂge“am? and

t he hash of the password, and 1 emto condl y,
knowi ng t hePteatite Hall,EnghevavdrCliffsaiNIcpyv dSA116ppey. 16220dand pp a0 10fX9-1996e
dictionary attack. The person can guess a password, conpute its hash, and
see if the two hash values match. The person can then systenmatically try

passwords, PREUNIXAa&4dehiAR of Bt Laboratories) operating system provides a classical

example of a password based authentication system. In UNIX, each user is provided

with a unique login user name and is allowed to choose a secret password. The UNIX
system maintains a password file containing the user name and a hash of the user’s
password computed using a one-way hash function with the user’s password as input.
When a UNIX user desires to access the UNIX system, the user keys in his or her user
- name and password to a terminal. The terminal computes the hash of the password
and sends the hash along with the user name to the UNIX system. Because only the
user knows the password, if the hash and user name match those in the password file,

the user is considered authenticated.

The UNIX password system is simple to implement, but has a number of problems.
Firstly, it is vulnerable to a “replay” attack. That is an eavesdropper can intercept the
user name and the hash of the password, and replay them to the UNIX system.
Secondly, knowing the hash of a password, an eavesdropper can mount an off-line
dictionary attack. The person can guess a password, compute its hash, and see if the

two hash values match. The person can then systematically try passwords, one at a



.-3- time, until a match is found. Since people tend to choose easy to
remenber or "weak passwords", such an attack can be very effective.
Thirdly, the UNI X systemonly authenticates the user, and no secret key is
established to encrypt subsequent interactions between tdeJurse00dnd t he
system A nunber of authentication and key establishnment protocols have
been proposed to inprove upon the UN X3password protocol. Exanples

i ncl ude: 1).. nd M hr ceder ,. ".Usi encryption for .

aut hent i cat tlngﬁ’ %?gg‘?‘g%ﬁﬁg?%r %ncc?fpe(?@ﬁﬁ?ﬂdg?’ é"g,g‘)s&?ﬁf’% TEIPTBREOT ek he  ACM
Vol . 21, Degsberds'’] Quch anPditac Qar By fedlive OThaMha Atk NIRaRsiem olifyf i ci ent
and tinmely authentication", QOperating Systens Review, Vol. 21, No. 1,
January 19guthesgicatgs thgusery and nageset key isissishlisher o ppasyptpbsegnent). Sal t zer,
"Protecting | r uessing attacks ", |EEE Journal on
Sel ect ed %\lrn%g%rhg S nn%ﬁéﬂg%?%oaﬁé%{}ﬁ%?l No. 5, June 1993, pp. 648-656;
and 4) US Patent No. 5,440,635 issued to S. Bellovin and M Merritt on
August 8, 1995. A nunber of the _conventional authentication protocols

require that PuFbepehatheaticptionand kex peeblishmsnhrotosalshstie heanprapgsad wor d) or
possess eaci'ﬁmg&%ed 0 tHé’BNrRéar'éEs)%r&ﬁrot&‘c%‘f.aﬂﬁgpgﬂgmﬁ{cﬁldg! e many potential

difficulties for uman us to share Secr | ar ge nunber of
renot e parties. BiR.9{dedharh tind 8 Hcheeder, SEsiug enqeptici fodi st ri buti on

mechanismto be i |.ace. .Secondl nd nore inportantly, human users are
not good at renaé‘ﬂi?g‘PFﬂt?“slB gt uc Pgﬁcﬁf&oﬁlﬁﬁeﬁ yCowmypeadgierofsecr et s | ook
| i ke random dat atheAmvwd]gzﬁmm%g&el?@h@};@bggggey i n authenticated manners

is also problematic I1n a distribute open” ehvi ronnent. Wt hout good
aut henti cati on at)d.dviwvay pid 6h Revsi“Efficent and Brfelshautherttieatimt”, pr ot ocol ) can

be eavesdropped wit hout .much di fficulty. Pret Go g ri vacy Phone or
PGPfone (both a&n%erﬁg’éﬁj@wg%’f%yé’tlté’goi ]Itgii}‘%g SJ(DrH? “1%6rrpl enents an
aut henti cation HIORES! MYReHMs,I0 1eeaNANIMAIT SHIRICE O PEHBRR SpRRY
Diffie-Hell man kéy exchange 24 June 2004 -4-

chosen secrets from guessing attacks”, IEEE Journal on Selected

Areas of Communications, Vol. 11, No. 5, June 1993, pp. 648-656; and

4) US Patent No. 5,440,635 issued to S. Bellovin and M. Merritt on

August 8, 1995.

A number of the conventional authentication protocols require that the parties share
secret information (such as a password) or possess each other’s public keys in
advance. There are many potential difficulties for a human user to share secrets with a
. large number of remote parties. Firstly, it requires a secure secret distribution
mechanism to be in place. Secondly and more importantly, human users are not good
at remembering secrets of good quality, since such secrets look like random data.
Knowing each other’s public key in authenticated manners is also problematic in a

distributed and open environment.

Without good authentication and encryption, voice-over-IP (the Internet protocol) can
be eavesdropped without much difficulty. Pretty Good Privacy Phone or PGPfone
(both are trademarks of Pretty Good Privacy Inc.) implements an authentication

protocol based on exchange of voice signals and Diffie-Hellman key exchange



. protocol, P. Zi mermann, PGPfone Omer's Manual, Version 1.0 beta 5, 5
January 1996, http://web.mt.edu/ network/ pgpfone/ manual . Before proceedi ng
wi th a discussion of the PGPfone authentication protocol, the

D ffie-Hell man key exchange prot ocol, W Diffie and M He24 s 2008ew
directions in cryptography ", |EEE Tr ansactions on Information Theory,

Vol . IT-22, No. 6, pp. 644-654, Novenber 1976 is reviewed. Diffie-Hellman

K oS5 B ZiReaRBL PERo DS B B Do et

aut hent i cat 199%, hitht//Riehhti€edihdtwork/ oahange, two parties A and B agree
on an appropriate prime p and a generator of Z*F , where Z*' P _ (x| &

X<_ p-1) . Party A generates a random nunber x, 1 < x < p - 1, and then
conputes a n m nunber y,
<y <op DSLGJ%F%@%? %%lr%g\glrrﬂgétd gggéaén @é%%ﬁé?}é’ng&r@ StAcaah‘Sﬁ p%D%@q']%p Party A

conput es a Biffiedttlken I&ey%xélgmg provstiel, OV pDiffie dnd M. tH/elﬁleﬁlmeWQﬁre&mﬂS(lﬂ")l '
modul o p. The Diffje-Hel| man protocol can be carried out in a_[% group in
i

whi ch the HyRiosEphY || Jgé?E. Framasrient @nirfamarivr deary, Yol §b2¢eNothipg- pr ot ocol ,
hovwever, ?4’41 SRR Bibel 76T Rvidw h 1fﬁvﬁﬂﬁkﬁmmﬂ(%f%&ﬁan#] all%vs}% Ey C comes

in the mdd etween parties A an en part ave a
Diffie-Hel Ipmhesemﬂnamt@amng keying taatedial ineadtyynce, toi agtf&rtoarsberetalkdy dveeamressages

f A and B Diff Hel | h th A and B,
reg?ect ?\r/]el“ipe%/r}ég erzﬁig{iﬂz g@ aéﬂ&}e'eﬁ%at@nsméﬁ{ec %ﬂgﬁ?‘%kvf\gyﬁx&h@g&n@f%er secr et
key with %éﬁeé%% "rop?la't S}Srli}ﬁe H‘?Aﬁ&ﬁ%@ﬁﬁ&%ﬁﬁ? Vg ”S{vﬂ% olA¥ekey

shared with ncrypt t e ‘messages usin shHared W fh B. The
'PGPf one aut{)elr&qmﬁp—bh mmgehera@sHMommﬁdne 1wy pprti,@addien famliar

W th each ot her's v0| he two parties first establish a shared val ue
(e.qg. NSEERPBesARd s Sftﬁﬁﬂbr%na’dﬂqﬁlgmﬁeﬁgﬁﬁﬁaféiéﬁﬁﬁe nuppler ¥kt Yes next
corrpute the< ash .pf idhe en reads the first few
bytes (in hegadem mal 0r ﬂfb@%ﬁd%ﬂidk“?ogﬁéﬂ%o?ﬁl_&%@f one; nmaintains a

list that maps the 256 values of a byte to 256 English words) of the hash
to each other f the bytes the t ends match a I f the e sounds
| ke that . arartis cofabfiesd E%rrﬁ %ey{gﬁe(gﬁpaw?@gp PR qEPBHRCHE | C
However, i fm@dhl@tpt AR DDiffi SHElMnEn RG] bafbe SRYAFo R RAF Srofh uﬂvﬁncthhﬂe 256

words by, for -
dlscrete logarithm problem is difficult to solve. This protocol, however, is vulnerable

to “man-in-the-middle” attacks. If a party C comes in the middle between parties A
and B, when party A wishes to have a Diffie-Hellman exchange with party B, party C
intercepts all the messages from A and B and enters the Diffie-Hellman exchange with
A and B, respectively. As a result, C agrees a secret key with A and another secret key

- with B so that C can decrypt all the messages from A using the key shared with A and
re-encrypt the messages using the key shared with B,

The PGPfone authentication protocol assumes that the two parties are familiar with
each other’s voice. The two parties first establish a shared value (e.g., g mod p) by
performing a Diffie-Hellman exchange. The parties next compute the hash of the
shared value. Each party then reads the first few bytes (in hexadecimal format or in
English words. PGPfone; maintains a list that maps the 256 values of a byte to 256
English words) of the hash to each other. If the bytes at the two ends match and if the
voice sounds like that of the claimed party, the parties are considered authentic.

However, if an attacker is able to collect sound samples of all the 256 words by, for



24 June 2004 exanpl e, eavesdropping on soneone's phone calls, ti}g %t)éacker
Is able to inpersonate the victimat wll. Thus, a need cl edAimes?@ s for
a method of renote authentication based 6n exchanging 5 signals
representing bionetrics information and establishing a cryptographic key.
SUMVARY I n accordance with one aspect of the invention, there is provided
a method of @taniped)icheRiiopfing ch@BRESnPaphoheAls, ¥ed ARLkENE Mle fo TipeRloAgaphi c
key for secure 10 communi cations via an insecure comuni cations channel .
The net hod i WeVifdEsatwdl. st eps of generating a first chall enge signal of

m nimum duration T, where T is a fixed tine interval; generating a random
nunber x, conputing g" nodulo p, where g and p are 15 nunbers, deriving a
key kA from Bhuspadeddolgarlyenisty/fot b agtlidiofirémste satirhlienion baiednal exciidgthgt he
key kA and a.s tric key.cryptosystemto provide a first ciphertext, and
sendi ng the ¥ %&Wﬁ%‘l‘lﬁ m‘tytﬂcﬁ Wéom@l%e@ éncgaﬁt%fgh,smpg@érmt%ar&u%%nd

ci phertext fromthe renote party, sending g" nodulo p to the renote party,
and starting a clock; 20 receiving a third ciphertext and gy nmodulo p from
the renote p3YMMABNopping the clock after receiving the third ciphertext,

and conputing an gl apsed ti interval ..of. the clock;. derivin ey. kB
fromreceived gy ]f%t?&g?rgm}:?? e tqsﬂﬁ?afqleﬁ%vcfﬂﬁﬁn’ﬁl?ﬁeWPVﬁdﬁ%a%M ‘%An from
g" y nodul o mtheeiestitpld refhotd Warena RetabiMREY 4 @broptabhickBe fdr@¥curdd kB to
recover a second challenge signal fromthe renote party, decrypting the
third ciiPher§osamunieations K@ qadyseens commwueniiens ehanpels (The setenssiacludesthe from
the renote p,%éﬁs)@f verifying that the el apsed tine of the clock is within a
predeterm ned ‘I nterval (TLA, TUA), where TLA and TUA are positive nunbers;
verifying that thgensmtogad ficdiahdlinge sighgrdiminsnym dotacen Thwheled sarfided party;
30 produci ngkﬁ_g srgco d response signal of mninumduration T, encrypting the
second respoH8&™Efgfal with the key kAB to provide a fourth ciphertext and

sending the fourgdietind @4 hfnBen?, ERitReRARMulo p, where g and p are
15  numbers, deriving a key ka from g* modulo p, encrypting the first challenge signal

with the key ka and a symmetric key cryptosystem to provide a first ciphertext, and
sending the first ciphertext to the remote party;

receiving a second ciphertext from the remote party, sending g* modulo p to
the remote party, and starting a clock;

20 receiving a third ciphertext and g modulo p from the remote party, stopping
the clock after receiving the third ciphertext, and computing an elapsed time interval
of the clock;

deriving a key kg from received g” modulo p, computing g*¥ modulo p,
deriving a key kap from g*’ modulo p, decrypting the second ciphertext with the key

25 kg to recover a second challenge signal from the remote party, decrypting the third
ciphertext with the key kap to recover a first response signal from the remote party;

verifying that the elapsed time of the clock is within a predetermined interval
(TLa, TUA), where TL4 and TU, are positive numbers;
verifying that the second challenge signal is produced by the remote party;

30 producing a second response signal of minimum duration T, encrypting the
second response signal with the key kag to provide a fourth ciphertext and sending the
fourth ciphertext to the remote party;

verifying that the first response signal is a response produced by the remote

party to the first challenge signal; and



verifying that the first response signal is a response produced by_the
renote party to the first challenge signal; and -6 24 June é@dﬂnE§9%b a
key k fromg"Y nodulo p for secure conmUudfcations with the renpte party.
Correspondi ngly, an apparatus and a conputer program product based on the
5 foregoing nethod are al so provided. In accordance with anot her aspect of

the invention, thgfigsdReyi ﬁﬁhc?dn@d%;ﬂ‘ﬁgsecﬁfe Reth@itdtiont Wil (Re feRibRd € party
(0]

and establishing a cryptographic key r secure comunications via an

i nsecure conPAitt cati ons channel. The nethod includes the 10 steps of:
receiving a first ciphertext containing a first challenge signal, fromthe
renote party, generating a random nunber y, conputing gY nodulo p, where
g and p are nunb@sisesppridinigle) acappasiesand a@b&bh@ﬁﬁ@gﬁéxﬂﬁﬁidu@tf bagedbihEUM
duration T, ere T ‘Jéiigfixe_dtirre interval ; deriving a key kB fromg'
modul 0 p° e F?BFBﬁﬁaﬁﬁgm§ PIoEAe- | enge signal with the key kB and a
symmetric key cryptosystem to provide a second ciphertext, and sending

t he second ciphertext to the renote party; receiving g" nodulo p fromthe
renote party, derinvcogdanckewithkahotheonspgtt Glhevimstentinng theeksis pygtidetdn mbthod i r st

ci phertext with.th ey kA to recover ,the first challenge _.signal fromthe
regot e party?tla\'fgpflgﬁﬁlﬁ aﬁf&?%@@&ﬁita@ﬁm”ﬂé‘ﬁ@tggr@%F %F%foﬁls ed by the

remot e part YeonafighicatioRs Vial aalnschie’cdmnfi BEREBEEHRinAA 2 The imdiht iRk NHSR
duration T; conputing g"Y nodulo p, deriving a key kAB fromg"Y nodul o p,

encryptilfy t#&sof5 first response signal with the key kAB to provide a
third ci phertext, ' | [ Y. mdul o to the
omote party,  andearan s us AT HeREkbonBBED LRt bne el KR Bl G i ng
t he cl ock, qmnyugsnemtinhe reldepsmanbériyecorputinger’ edaiako p,avtkreégenidphieng t he
fourth ciphertext with the key KAB to recover a second response signal
fromthe rerﬁ?‘g’eﬁ%rty;

producing a second challenge signal of a minimum duration T, where T is a
15 fixed time interval;
deriving a key kg from g” modulo p, encrypting the second challenge signal
with the key kg and a symmetric key cryptosystem to provide a second ciphertext, and
sending the second ciphertext to the remote party;
receiving g* modulo p from the remote party, deriving a key k4 from g*
20 modulo p, decrypting the first ciphertext with the key ka to recover the first challenge
signal from the remote party;
verifying that the first challenge signal is produced by the remote party, and
producing a first response signal of the minimum duration T;
computing g"¥ modulo p, deriving a key kap from g modulo p, encrypting the
25  first response signal with the key kag to provide a third ciphertext, sending the third
ciphertext and g’ modulo p to the remote party, and starting a clock;
receiving a fourth ciphertext, stopping the clock, computing the elapsed time
of the clock, and decrypting the fourth ciphertext with the key kag to recover a second
response signal from the remote party;
30 verifying that the elapsed time of the clock is within a predetermined interval
(TLg, TUg), where TLg and TUjp are positive numbers;
venifying that the second response signal is a response produced by the remote

party to the second challenge signal; and



30 verifying that the elapsed tine of the clock is within a predeterm ned
interval (TLB, TUB), where TLB and TUB are positive nunbers?ztisldé‘P?gQ@g
that the second response signal is a res‘gbnse produced by the renote party
to the second challenge signal; and -7 24 June 2004 using a key k fromg' Y
modul o p for secure comunications with the renote party Correspondi ngly,

an apparatus and @si@gm%ne&oﬁrgmmﬂmrpoﬁygémmﬂn&ﬁcétﬁﬁs withftRE RaR)tE19

nmet hod are al so provided. In accordance with yet another aspect of the

invention, tP&®e is provided a nethod of authenticating a renote party and
establishing a cryptographic key for secure conmunications via an insecure
communi cati ons channel. The nmethod 10 includes the steps of: generating a

first challenge sCeomespondingly dnappacititsaind @ompuish pfogram pfodact has&lon therme

i nterval ;_ geperating random nunber x, conputing g" nodulo p, where g and
p are nuhbe ggoagrmgtﬁﬂ%ang 1eWded-om g" nodul 0 p, encrypting the first
chal l enge signal 15 with the key kA and a symmetric key cryptosystemto
provide a first ciphertext, and sending the first ciphertext to the renote
party; receiving kaaseadateoifiht apother aspevt pfithe giiventiony| therp it provided a enot e

party, and starti l ock: receivi . l.o p, conputi key ka
from gy rmduﬁnsﬁﬁ%l 0@%%5@}?3@%@_%@%@&@2%@@5&5&%%5 géwtﬁ%phmtq%é%%y kB to
recover a Seqoi¢ colmhinga8i6nsvid AA linsbERBchMunicBHBHChRRAILLY Thy &fettoi Ng t he
second chal I,eg"gg?1 signal to ensure that the second chall enge signal is

pr oplucedlooy L ; %fhéﬁfépﬁ)%# ty, and pr oduci ng a second response signal of

LU, 0 2O SOTRULARGa0 g, AT ARl 7 ©

provi de a f oume mteivplnert ext and sending the fourth ciphertext to the

remote party; generating a random number x, computing g* modulo p, where g and p are
numbers, deriving a key ka from g* modulo p, encrypting the first challenge signal

15  with the key ka and a symmetric key cryptosystem to provide a first ciphertext, and
sending the first ciphertext to the remote party;

receiving a second ciphertext, sending g* modulo p to the remote party, and
starting a clock;
receiving g” modulo p, computing a key kg from g¥ modulo p, decrypting the

20  second ciphertext with the key kg to recover a second challenge signal from the

remote party,

verifying the second challenge signal to ensure that the second challenge signal
is produced by the remote party, and producing a second response signal of minimum
duration T;

25 computing g* modulo p, deriving a key kap from g modulo p, encrypting the
second response signal with the key kagp to provide a fourth ciphertext and sending the
fourth ciphertext to the remote party;

receiving a third ciphertext from the remote party, stopping the clock,
decrypting the third ciphertext with the key kg to recover a first response signal from

30 the remote party;

verifying that the elapsed time of the clock is within a predetermined interval
(tla, tun), where tl4 and tu, are positive numbers;
verifying that the first response signal is a response produced by the remote

party to the first challenge signal; and



receiving a third ciphertext fromthe renote party, stopping cl ,
decrypting the third ciphertext with the _key kAS to recover if'rﬁf‘?gﬁ&{(

response signal from 30 the renote parfﬁf verifying that the el apsed tine
of the clock is within a predeterm ned interval (tIA, tuA) , where tIA
and tun are positive nunbers; verifying that the first response signal is a
response producedudiyg i Rey k a8t £ mpaiilolp fof sédife doniifitni6Atnt GAMRhSianad ; and
-8 24 June 2004 using a key k fromg""" nodulo p for secure conmuni cations
with the renP®-party. Correspondingly, an apparatus and a conputer program
product based on the 5 foregoing nethod are also provided. In accordance
with a further aspect of the invention, there is provided a nethod of

aut henti cati ng a Cemedpendiaglyyareappamsisainliasbipyted peogyph egodaptbasedaythor
secure cgynu I cations. via an insecure comunications channel. The net hod

10 i ncl udes 1OREROMEIPEthY ateAlsoRFPHYed first ciphertext containing a first
chal l enge signal, fromthe renote party, generating a random nunber y, and
conputing g' nodulo p, where g and p are nunbers; producing a second

chal | enge signal bfacperdinegrwithuz frthenaspectwlf érednTentionatherkSs provettdtai me

interval ; deriyi ey. kB fromgyY dul 0 .encrypti t he second
l:hal I \énge si Iéllﬁgllfjg%ﬁ?tﬁe%ﬁgt%veﬁ%ﬁﬁﬂg%’awpﬁ%g %gﬂfp&%ﬁé’?{f&é’ tcr‘é':m to
provi de a sesoin@ coiipnendatishs viaad insseird coBnfuiRaB6QMencd] PITBE htodt O t he

remote party; receiving g' nodulo p, conputing a key kA fromg" nodul o p,
decrypt ity tWeludegthesteRs 0% phertext with the key kA to recover the first
chal | enge signal ftg t‘%\'@{ . | ' I I r enot e
‘party and starti n§ a%%?l{;g ; re%§f%él¥a¥lﬁ%§§?€%{ag@%§ﬁglhgéé’ g?lglntfé?re o??rake

sure that thgarfy, gsteratinglalremipen swmgbealy, andcqmmdingef] nindulos wierogandprary, and

t hen produ0|lglgn§er;;| rst response signal of mninmumduration T;

producing a second challenge signal of minimum duration T, where T is a

15 fixed time interval;
deriving a key kg from g’ modulo p, encrypting the second challenge signal
with the key kg and a symmetric key cryptosystem to provide a second ciphertext, and
sending the second ciphertext to the remote party;
receiving g* modulo p, computing a key ka from g* modulo p, decrypting the

20  first ciphertext with the key ka to recover the first challenge signal from the remote

party, sending g’ modulo p to the remote party and starting a clock;

verifying the first challenge signal to make sure that the first challenge signal
is produced by the remote party, and then producing a first response signal of
minimum duration T;

25 computing g modulo p, deriving a key kap from g modulo p, encrypting the
first response signal with the key kag to provide a third ciphertext and sending the
third ciphertext to the remote party;

receiving a fourth ciphertext from the remote party, stopping the clock,
decrypting the fourth ciphertext with the key kap to recover a second response signal

30  from the remote party;

verifying that the elapsed time of the clock is within an interval (tlp, tug),
where tlg and tug are positive numbers;
verifying that the second response signal a response produced by the remote

party to the second challenge signal; and



25 conmputing gX > nodulo p, deriving a key KAB fromg"'"' nodylo g
encrypting the first response signal with the key ku to pr iTHR %OQ"hi rd
ci phertext and sending the third ciphertext to the renote party; receiving
a fourth ciphertext fromthe renote party, stopping the clock, decrypting
the fourth ciphertext with the key kAB to recover a second response signal
30 fromthe remt@iﬁgadk%;k ﬂ&hg‘ymﬁgulb%r $ddfreQloptmeficdion®wih tid@nbtock 1s
within an interval (tlIB, tUB), where tIB and tUB are positive nunbers;
verifying t &Yt he second response signal a response produced by the renote
party to the second chall enge signal; and -9 24 June 2004 using a key k
fromg nodulo p for secure comrunications with the renote party.

Corr espondi ngl y, Garaspeadiaglysanapgaratus i dicemphied pifogfanp pduétbabaisgcthen t he
5 foregoi_ng tmst hod ar eq’@l SO, pr ovi_geed. BRI EF DESCRI PTI ON OF THE DRAW NGS A
smal | nurberfOFRge #elssPrevigsd nventi on are described hereinafter with
reference to the drawings, in which: 10 Fig. 1 is a block diagram
illustrating a communi cation system nodel between two renote individuals
over an opemBRIEANBRBEBIRIOMARTHE DRAGVIIGEs a fl owchart depicting the
operation of,a fjrst.e di.nent of e.invention; i 3.is a flowhart
oot ngt he - SEplFRiphSE S EaRhat oS oF Swabrfberinlav g o 4
i's a flowchaeferdreptcthedgaviiigs, in Whichscenari o of a man-in-the-mddle attack
in the first enbodinent of Fig. 2; Fig. 5is a flowhart show ng the
second d¥enario of a man-in-the-niddle attack in the first enbodi ment of
the inventi f:.Ei oL g ' ock d] | ratl

conmmuni cat i gfﬂg'gl_ {;siaclgoﬁlgnm%t%?%rlggsrﬁfggn%a? h'" %,jjd aggﬂ %égjtl hlleé%lob%wn%e%tt%gf t he

i nventi on; anshofdigdividuals cxebamoepgendiaagmsionkhangkner al - pur pose conputer with

which th | S - . . . .
hch the e”ﬂ‘ig.di g%rﬁowchart depicting the operation of a first embodiment of the invention;

Fig. 3 is a flowchart showing the operation of a second embodiment of the invention;
15  Fig. 4 is a flowchart depicting the first scenario of a man-in-the-middle attack in the

first embodiment of Fig. 2;

Fig. 5 is a flowchart showing the second scenario of a man-in-the-middle attack in the

first embodiment of the invention of Fig. 2;

Fig. 6 is a block diagram illustrating a communication device in accordance with the
20 first embodiment of the invention; and

Fig. 7 is a block diagram of a general-purpose computer with which the embodiments

of the invention can be practised.

DETAILED DESCRIPTION
25 A method, an apparatus, and a computer program product for remote authentication
based on exchanging signals representing biometrics information and establishing a
cryptographic key are described. In the following description, numerous details are
set forth including communications channels for example. It will be apparent to one
skilled in the art, however, that the present invention may be practised without these
30 specific details. In other instances, well-known features are not described in detail so

as not to obscure the present invention.



_of the invention can be practised. DETAILED DESCRI PTI ON 25 A net hod, an
apparatus, and a conputer program product for renote authentication based
on exchangi ng signals representing bionetrics informati on and establishing
a cryptographic key are described. In the follow ng desddsned?04nuner ous
details are set forth including comunications channels for exanple. It
will be apparent to one skilled in thel&rt, however, that the present
i nvention n% ﬁ?? 'ﬁer ti szd wi t hout i]heISﬁ 30 specific details. In other
i nstances, wei {&® SEFRYCR I BAEC B OURYr i bed in detail so as not to
obscure the presgnt |iR¥&Qabh &fd Defnidispe 2004 -10 The detail ed description is
organised as follows: 1. Notation and Definitions 2. Bl ock D agram of
Conmuni cat i ons Ddvi ceBlogk Dipgram offdeotnrdeations Deeisond Enbodi ment 5. Security
Consi derations 6, Co | npl epentation In the foll ow ng description,
conponent s of th3e' syrs?%ér%%rg?bo% rg'rsi bed as nodules. A nodule, and in
particul ar its f4ncti $sahi Exhbodinenpe i npl enented in either hardware or
software. In the software sense, a nodule is a process, program or portion
thereof, that udual | SecyEnfGensidesationsti cul ar function or related functions.
In the hardware sense; L unctional hardware unit designed for
use with ot her c%mon%%?@%%%ﬁ%@?ﬁ For exanple, a nodule may be |
i npl enented using discrete electronic conponents, or it can forma portion
of an entire Iﬁctronic circuit such as an Ag%%liication Specific Integrated
© gys

Gircuit (A Qlievansdiescupln, copBRmts ofithe are describsd @s giedpleadAi n t he

art wll a i : : : . : j
combi nat i oﬁjﬂg?ﬁh’g%ﬁvl\gpg&lgﬁl g%@&g%ﬁ%ﬁ gggﬁ@-efngﬁeg?? %ﬁﬁgﬁgﬁgﬁ 0r%ri tions
The fol | owi sodtwant. alni thevsafvars eghse e modyiie i 4 prdees, progant, oeportidh itleeecdnd Bob,

respectivel th seek to have . )
P t%zlt usugl y performs a part}/cular function or related functions. In the hardware sense,

a module is a functional hardware unit designed for use with other components or
modules. For example, a module may be implemented using discrete electronic
components, or it can form a portion of an entire electronic circuit such as an
Application Specific Integrated Circuit (ASIC). Numerous other possibilities exist.
Those skilled in the art will appreciate that the system can also be implemented as a

combination of hardware and software modules.

1. Notation and Definitions
The following notation is used throughout:
A B: Parties (Alice and Bob, respectively) that seek to have
secure comumunications;
e(k, m): Encrypted message containing original message m and
akeykusinga s-ymmetric key cryptosystem;
dik, ¢} : Decrypted message containing a ciphertext ¢ and the
key k using a symmetric key cryptosystem;
; Cy: An acoustic wave or digital representation of a
challenge statement spoken by a party X (either A or
B); whether Cy is an acoustic wave or a digital
representation should be clear to those skilled in the art

from the discussion context;



_secure communications; e(k, nm) : Encrypted message containing original
nessage in and a key k using a symetric key cryptosystem d(k, c) :
Decrypt ed nmessage containing a ciphertext ¢ and the Kkey k using a
symetric key cryptosysteny CX : An acoustic wave or di gidg@ajyneeppgsent ation
of a challenge statenent spoken by a party X (either A or B); whether CX
IS an acoustic wave or a digital repreklentation should be clear to those

skilled in the ary fromthe discussion context, 24 .Jun(f 2004 -11- Ry : An
acoustic wave or Brgital repreUiic ¥eroNr Gettal rerressaktion of afSREME spoken by a

party Y in reply to Cx; vﬁ@ﬁ&ﬁ@ﬁtsgsﬁfenugzawgg&?mwg%@m& di gi t al

representation should be clear to tho he“art fromthe
di scussion context; JCXJ Ry istaneacoustie wdwe at a digitof repyesentati@ydhould he ti nme

duration of Ry; and T : required m.njnumfji duration of any statenent
spoken by a party. In theAEfeo‘ﬁ%(S\Rﬁ’ﬁ@sﬁﬁh&ﬁtﬁ%gﬁo%@ﬁpg%ﬁmm cati ons"
means communi cations that .gf&taut henticated or confidential. Fig. |

illustrates a general nodel 100 of conmunications between two renote
i ndi viduals. In tKixk: nodelthe tioie dardtios of (y; and Bob 150 are two individuals,

who are famliargwth eac ther's. bi trics characteristics (wthout

| oss of generali tg{m Voi ce tﬁgﬁ‘gﬁé{ugﬁ]é’ine(’?@eﬁmﬁerei nafter) and wish to have a
secure comuni cation. The Atrsqiedinifinfim GhRedtiochdT ahipBlakBRAt S t he means,
and nore specifically the media, through which comuni cati on nessages are

exchanged between the conmiPAk&sRY dpart¥evi ces 120, 140. The transmi ssion

h U 130 | ) S 0. am : .
channel 100 e il53ne Bl b o g fApe SO TBAL G ShP P 7>
are authenticated or confidential.

Fig. 1 illustrates a general model 100 of communications between two remote
individuals. In this model 100, Alice 110 and Bob 150 are two individuals, who are
familiar with each other’s biometrics characteristics (without loss of generality, voice
signals are used hereinafier) and wish to have a secure communication. The
transmission channel 130 represents the means, and more specifically the media,
through which communication messages are exchanged between the communication
devices 120, 140. The transmission channel 130 includes, but is not limited to, any
communications means or media such as computer networks, public telephone
switching networks, and radio links. Alice 110 and Bob 150 communicate with each
— other by interfacing through communication devices (A) 120 and (B} 140,

| respectively. Devices (A, B) 120, 140 have appropriate speech signal processing
capabilities (such as speech encoding and decoding). The devices 120, 140 accept
audio input, either directly or indirectly, from Alice 110 and Bob 140, respectively,
and output the other party’s received audio signal.

" In the embodiments of the invention, devices (A, B) 120, 140 each exchange signals
using a Diffie-Hellman key exchange system and a symmetric key cryptosystem. For
the purposes of illustration only, both devices (A, B) 120, 140 are assumed to have
access to a common set of Diffie-Hellman parameters, g and p, which may be

distributed either off-line or on-line.



swi tching networks, and radio links. Alice 110 and Bob 150 communicate with
- each other by interfacing through conmunicati on devices (A 120 and (B)
140, respectively. Devices (A, B) 120, 140 have appropri ate speech signal
processing capabilities (such as speech encodi ng and decddiung)2004he
devices 120, 140 accept audio input, either directly or indirectly, from
Alice 110 and Bob 140, respectively, apd output the other party's received
audi o signal. In the enbodi nents of the invention, devices (A B) 120, 140
each exchange signals using a Diffie-Hell man key exchange system and a

symetric tosystem For the purpo sof |IIustrat|on only, both
devi ces (Akﬁé Rt 28 sieeenb Sk by a e d 10,0150 18 srbisRd kbhe of

D ffie-Hel Irpaph _ e

of f-1ine or ‘on- eﬁggg&g ﬁengx%lo 4 efgﬂ?ﬁﬁbmﬁc%%r? u?glg)!)ggéofo%r?% st at enent
spo k](can bé arewns,yT Chsalal Hfﬁmuﬂslongmlhmeﬂhetchalguelti)roﬁndxm%delasr andttei t her T
pre-fixed or ree 0 or. ri easons,
shoul d be 8 F%ﬁgﬁﬁgf)ﬁﬁar#’t‘ﬁlgmgﬁa&r#eﬁo &g’ﬁ ?’ H’@V{?ﬁ%ﬁ’tﬂ’ ?‘i’%@‘ﬁjrt Fessi ng
del ay of eagtyesiids &scbefdl midifles, Gl SXAR] ﬁauna’ nﬁ@&a&faﬁd‘pfob@ssfn@&&y@f tens

of seconds to several m nutes, while channel round del ay "and
processi ng aeneysallydess thaoy ongl Slewﬂdes’lé) kdepmotatien sewpand, onTy)rdsEblps motlaloi on

t | i due d ft t hat X modul 0 p,
oo o T BB, S e ERRITR, e ol P R © P
respectivelgim Iyrhs%ddg”tirﬂrg"y YéxpbRivent ma&ltlm%wth%nhbﬁed e)éiiﬁ\éiﬂ‘?es (A and

B) 110, 150 are assumed t perform audi o encodi ng/ decodi ng and audi o

conpr essi orfe¥EedipreE B) d h&dé@ rax dsewsed enbormraudwcnseding/degadingrand

enbodi nment s C [ are assunmed to be
famliar vwat“aI ea}ci!'ﬁp {ghoer&eg&\l}g{etésélg?ﬁﬁorre ri‘gi;sl ce%g?ac%sesrl stics in general)

and able to recognise each other by listening to each other's speech. This
is a reasonable requirement, since there are generally no confidenti al

t opi cs bet v@é@?@h"@@ﬁ&ﬁﬁ@éﬂ%ﬁ inygntiggs fhe coramupireiepEtes ¥e assumedde b t hird
150 {Bob) by ruS M 0 biher BFEE (ool chiffiieTit i e biPalObstel | P
time is 21 magmise&adaslhacb;@]@d%nmpw oaml othetlk speech. This is a reasonable

requirement, since there are generally no confidential topics between two strangers

without the involvement of a trusted third party. In the embodiments, party 110

(Alice) starts a session with party 150 (Bob) by speaking a challenge statement such

as:

“This is Alice! The time is 21 minutes passed 9AM. How was your

mid-term examination, Bob?”.

Upon hearing Alice’s message, party 150 (Bob) is expected to speak a response
statement like:

“Hi, Alice! Bob’s here. My mid-term exam was not very good. But
thank God, it is over!”.

In the embodiments, Alice is assumed to be able to distinguish whether the stated
response is in Bob’s voice and whether the stated response corresponds to her
challenge statement in the first place. Furthermore, it is assumed that it is difficult for
an attacker to mimic a target party’s voice to produce a meaningful response statement

in real-time.



m d-term exam nation, Bob?". Upon hearing Alice's nmessage, party 150 (Bob)
- is expected to speak a response statenent like: "H, Alice! Bob's here. MWy
m d-term exam was not very good. But thank God, it is over!". In the
enbodi ments, Alice is assuned to be able to distinguish vwejmerzoohe stated
response is in Bob's voice and whether the stated response corresponds to
her challenge statement in the first pjsace. Furthernore, it is assuned
that it is difficult for an attacker to mimc a target party's voice to
produce a neani ngful response statenment in real-tine. 24 June 2004 -13 2.
Bl ock Di agrjam of,.Ca ni cati.ons Device Fig.. 6 is 'a block diagramof a
comuni cat i*6m—e P QECAUANSL W he  enbodi nents of the

i nvention. Fhe; GABEK Ga¢rb@LT ad@Winsie &fidnideict 869 11Pack BRIBRE: with the
encodi ngi decodi ng nodul e 632, a control nodule 636, an

encr ypt i on/egdwdimentoef theinkghiors 4The eonmpynigatines device 68Dinckudes & fpaschdel | man

key exchange system 660, a,ti modul e 670 n_i nput [.out,put (1/0 nodul e
660 for & ARt iy ARotkmBLlE PE o PRpLRoRS 36 ol SRR HPY B Ror: nanne
610, and a m&d §488%ey SBidrR0RE50] a Dilfffe HENMEEKkEPE RS sybidfl 6608 tigher
transducer nodul e 630 and an audi 0 conpr essi on/ deconpr eSsi on nodul e 634.

The cont r olmedyded ), a8 énmdatipst §/@hHecdepbh tntrneitiinganfaereeing@otania

signals 69 - 6901, e udi jnto
audi o si gng sc%rﬁg\aﬂc%%&%\?é@{a&g %%1%11 ioegﬁ%w%t%gé%ﬁéﬁéﬁg%r&#&ﬁ%%g agﬁo can
be contr ol ligsludeg 4 thmsdaet mokiuleo3duhé af 36divicompressichidetonspresstdn(1mpdidO0A. I n
turn, the transducer 630 is coupled bidirectionally with the speech

encoding/dé@&ding nodul e 632. This nodul e 632 speech encodes and decodes
data and is controlled by the control nodule 636 via the signal(s) 690B.
Optional ly, the speech encodi ng/ decodi ng nodul e 632 is coupl ed
bi di r ect i oridelcpntrol modwle d3 & catrgdy ihs sbmpdHatsfthe dsiicn6c 0t siznls $90A —
Q herw se, nodul e 632 ca directly coupled to an )
encrypti on/@ﬂﬁywvwgﬁ%m@%@% oPRECTISHIT GAD IS S8ERlS S1CHEDI ed (o t he
audi 0 CONPrRES! YeFREA TR iR PIneiuEPHHlife®36 can be controlled by the control

module 636 via a control signal(s) 690A. In turn, the transducer 630 is coupled

bidirectionally with the speech encoding/decoding module 632. This module 632

speech encodes and decodes data and is controlled by the control module 636 via the
signal(s) 690B. Optionally, the speech encoding/decoding module 632 is coupled
bidirectionally to an audio compression/decompression module 634. Otherwise, the
module 632 can be directly coupled to an encryption/decryption module 640. The
control module 636 is coupled to the audio compression/decompression module 634

via the control signal 690C.

The encryption/decryption module 640 is optionally coupled to the audio
compression/decompression module 634 and is coupled to the control module 636 via
a control signal(s) 690D. The encryption/decryption module 640 is also coupled to
memory 682, Diffie Hellman key exchange system 660, timer module 670, and the
/O module 680 by bus 692. The key generator 650 is coupled between the Diffie
Hellman key exchange system 660 and the encryption/decryption module 640. The
key generator 650 produces a key k from a code G* and is coupled to the control
module 636 via a control signal(s) 690E. The memory 682 is coupled to the control
module 636 via a control signal(s) 690G.



via the control signal 690C. The encryption/decryption nodule 640 is
“optionally coupled to the audio conpression/deconpression nodule 634 and
is coupled to the control nodule 636 via a control signal(s) 690D. The
encryption/decryption nodule 640 is also coupled to nmemWue8200di ffie
Hel | man key exchange system 660, tiner nodule 670, and the 1/0 nodul e 680
by bus 692. The key generator 650 is caoupl ed between the Diffie Hell man
key exchange system 660 and the encryption/decryption nodul e 640. The key
generator 650 produces a key k froma code GZ and is coupled to the control

nodul e 636 | I 690E.  The nmenor, I.S. coupled. to the
control m%‘f‘]g?fg%%ﬁ{l}:{n%héé & gg%gg %isgaﬁh?‘ios?asé‘ﬁb‘@“‘%%%ﬁ%é’wﬁﬂlﬁp he

Di ffie HellmadokemluexhadgeosysltsihafcI0RTros coit] nfodulaes 65 THY tird nunber
P, random val ue and a control signal (s) 690F fromcontrol nodul e 636.

The ti ner ws@elpé%(%h@s Hhiterawt N puput @Ithgl'}/%m@d@' 68@ thap allqwOheisner e 6?0
A i A oUW _ O™ .
ata vi ot nmofREsTE in Y trinfihiorhe it Bla SR DG A0 g " ©

control nodiiher Ki3dutei6a0 & wapled o theicghiad] HSdile 6Jdeia al doroDsighat 6680 The

coupled to e control, nodul e 636 by control signal (s) .690H. eration of
t he com"runi]gét Qiﬁﬂ?j@m Iééo'ﬁﬁé‘ﬂostﬁ%%@?qlﬁmu}?eﬁg’éiw P} HeeH(s) 6% ence to

the first .%]h']m% : : ' : | - '

advant ageoﬁ?ﬁ ?/Iﬁg%g o?g% ani gfrlr(zn (tlef-ﬁ(fee @r@gﬁ%ﬁﬁéﬁ?gg?%ﬁgru%@e/n %rélgétéemeach
ot her and htheérseodsecond embodiaahnisons over open or insecure channels by
using a different technique. Mre particularly, users are not required to
share or renmenber any secret key or password, or possess each other's
public keysThderAbbRRAERs of\ﬂfe%&iﬁﬁ&&%t%e&sﬁeémgﬁg%@cgaﬂﬁmmhaﬁéﬁbf’ech' eved
by exchanging signals representing a renote party's bionetrics

i nf or mat i onesersifo hibenticatawach oihenand heye sadwel coremupicatiortsivever opemrdri on utili ze

a cryptographi ¢.one- hash fuaction, The odi nents concentrate on

aut hent i ca?llBl Eégﬁxpee%{%ﬁ%m?{n%gg#ﬁergg : quBFr ke Pﬁl&‘@&ﬁﬁ GRS Eiignal s

repr esent i NGq@irddedRh&re R Fdnyersbel RV Bdckdt kSy bPpREWBI, BFposkSid CRcIAShaePUSt i Cs
waves). Parties are assuned to be able to identify each other based on the

exchanged Hbiekeycis advegieal duthpntieaiongand ey esieblisbmentrase pelrievaddyt o share any

exchanging signals representing a remote party’s biometrics information. In this

connection, the embodiments of the invention utilize a cryptographic one-way hash
function. The embodiments concenirate on authenticating remote human users based
on the interaction of signals representing a remote party’s biometrics information
(such as acoustics waves). Parties are assumed to be able to identify each other based
on the exchanged biometrics signals. There is no need for the parties to share any

secret key, or know each other’s public key in advance. The embodiments of the
Invention can be advantageously employed in applications such as Internet

telephoning or voice-over-IP (Internet Protocol).

3. First Embodiment

Fig. 2 is a flowchart illustrating the method of secure communications according to
the first embodiment of the invention. The flowchart is organised in columns in the
following order: Alice 110, device (A) 120, device (B) 140, and Bob 150. In step
210, Alice 110 speaks a challenge statement C,, which is input to Device A (shown as
device 600 in Fig. 6). Preferably, the challenge statement C, contains some

“freshness” elements, such as the date and time, and news headlines of the day. In



secret key, or know each other's public key in advance. The enbodi nents of
“the invention can be advantageously enpl oyed in applications such as
Internet tel ephoning or voice-over-1P (Internet Protocol). 3. First
Enbodiment Fig. 2 is a flowhart illustrating the method 2fJumeone

comuni cations according to the first enbodi nent of the invention. The
flowchart is organised in colums in thg. followng order: Alice 110,
device (A) 120, device (B) 140, and Bob 150. In step 210, Alice 110 speaks
a chal | engesten 4% Mstitce Aagenghitesn jagdom pumbenx Delgoreputes(sS hHsricadh thervi ce 600

in Fig. 6)._ Preferabl th hal |l en atement CA cont ai,ns ne

't b ineus PreleiabEy, fttte 4 Fa o ot % B TR R ke R RS I e A o ¢ e
day. In 24 chifpts2B04hallbhge SthRmedile, wlﬁﬁ\lde? &, Dsiflg ey 1adyenérator AAOEBnAL FHeer X
and conputes g". Device A then preferably conputes a key kA from code g"

usi ng t he kaphegisnerefewed tonsessggobbe A encrypts the chal | enge stat ement
CA with key kA usin tt'ée key generator and sends the ciphertext, referred
to as Message Al: e‘%qgﬂ, “eZA), preferably together with Alice's identity to

Devi ce B ovmefetdbdy togathenwith iAdice Rhddnmiey to Bévice B loved tp tradshisdie tie@nd recei ves
t he Message Al and pronpts Bob to speak a challenge statenment CB in step
216. In ste@ 18, Device B generates a random nunber y, conputes gY and
preferably a key kB fromthe code g'' for a symmetric key cryptosystem
Device B then encrypts CB and transmts the ciphertext, referred to as
Message A2:Ine(dpR14(Bgvice Batediwdsltlye Megaphdrl antd tphorBod Bobitol epdaktaychhiberidevi ce A

In step 220, Device A receives th sa A2. In step 222, Device A sends
to Device %at?lﬂémc(;)‘@,swpéﬁér i%gePglg‘ﬁ%‘geg%g%neA@?S %lfang‘é‘ﬁd‘“é‘%b&l:?s a clock or

tinmer to ufestd Gnd bA%erhBly 8169k, O Me LORPONEL syfmplRkeg24. after
recei ving code g" ,énDev?ce IB gorrpgt es theekey %YA fﬁ)mthe cc‘)a e gx and
decrypts  cryptosystem. Device B then encrypts C; and transmits the ciphertext, referred to as
Message A2:
e(kBa CB)’

preferably together with Bob’s identity to Device A.

In step 220, Device A receives the Message A2. In step 222, Device A sends to
Device B the code, referred to as Message A3:

g5
and starts a clock or timer to measure the time interval for a response. In step 224,
after receiving code g, Device B computes the key k, from the code g* and decrypts
the ciphertext received in Message Al to recover the challenge statement C,. Device
B then plays back the challenge statement C, to Bob. In step 226, Bob listens to the
challenge statement C, and verifies that the voice belongs to Alice. If the verification
fails, Bob terminates the session. Othérwise, in step 228, Bob speaks a response
statement Ry, in reply to the challenge statement C, (e.g., by iterating C, in his own

voice).

In step 230, Device B computes the code (g*)’ = g¥ and a key k, from g in well-
known fashion for the symmetric key cryptosystem, and encrypts Ry with k5 and the
symmetric key cryptosystem to obtain e(k,,, Rp). In step 232, Device B sends, as
Message A4, the following:



the ci phertext received in Message Al to recover the chall enge statenent

" CA. Device B then plays back the challenge statement CA to Bob. In step
226, Bob listens to the challenge statenment CA and verifies that the voice
bel ongs to Alice. If the verification fails, Bob term nai4ernktPeosessi on.

O herwi se, in step 228, Bob speaks a response statenent R in reply to the
chal l enge statenment CA (e.g., by iteratigdg CAin his own voice). In step
230, Device B conputes_the code (g" )Y = gx'' and a key kAB fromg'Y in

vel | - known fash®ofikimRebhe symmetric key cryptosystem and encrypts RB

with k AB ay WA%%r' yptosystemto obtain e(kAn, RB). In
step 232, De\e/j?cé B sen S?sgagts &sogfé'ge A4, the follow ng: 24 June 2004 16 5

*AB, RB), to Device A and then starts its clock. In step 234, upon receipt

of Message A4, Device A first_stops | cl.ock started in step .222. Tine to
's the el apeien s e e ieFRP LIRSS as AL, VAFGt“h@ﬁStéEﬂi’ﬁ&*tS&“f‘ﬁ@rf@ééféStE@' o=

r, the key : : t > ' A then
decrypts Z({Zg? Tc%gémw&?ﬁgflﬁ%segggni%ﬁcg%g%gl%E)Eﬁ%?h\/\tnﬂt&h‘?Eg@ tEsAtg'etco r@gver t he
chal | enge =gd}thabkay kG framdoddg”, rapd plerey kKRBom depede gl aDgvicd SAlieri s t he
duration of ,the chall e t at ement , d JRBl is the duration of the
rgs polnse Rﬁf.i“ﬁfptwr@w @2%’#@;}3‘? E?yel&p?ﬁ’él.regﬁ@’ ]?15 w’glhﬁg%)’ekﬁs 9 Feayerithe erpdlengs how
to obtain thgesleiat] o1 taé re@ﬁoxﬁemprle@&ﬁaé1¥.i n}@éql Thd\dmaliéhbr the chﬁéﬁ(ill%e Furt her,

is
in step 230, Device A checks the“el apsed toto see if to LA, TUJ,
(1) where Ttiement e and|Rehisdbsdunatiapeeiitbe vespenis® Ry. TiLwill e tehdilycappareat tor ound

conpar ed v PP IR APagT b R oAbt dewn FRCBEeR ST Ton (D)
by those sk|'Rh|l. GGhrthér, il&e30, DdvicelDclelkdhe Eldpred SmBOL totsebler Device A

term nates the session. Oherwse, in step 236, Alice listens and verifies
t he chal | enge stfaterf®ht, TB), If Alice recognises that the chall en¢

st at ement i S t Bob's voi.ce, Alice rhi nates the session. herw se,
o TN, s 198 BB e S A s S R AR B 0

and processing delay in Devices A and B 120, 140 are negligible compared with T.

Such delays can be easily incorporated into Equation (1) by those skilled in the art. If

ty, € (TL,, TU,) is not true, Device A terminates the session. Otherwise, in step 236,

Alice listens and verifies the challenge statement C;.

If Alice recognises that the challenge statement Cj, is not Bob’s voice, Alice
terminates the session. Otherwise, in step 238, Alice speaks a response statement R,
(e.g., by iterating C; in her own voice) in reply to the challenge statement C;. In step
240, Device A encrypts the response statement R, with the key k,,, and sends to
Device B the ciphertext, as Message AS5:

e(k,p, Ry)- ‘_ _
In step 248, following step 238, Alice listens and verifies thé response statement R.
If the response statement Ry, is not either a response to the challenge statement C, or
in Bob’s voice, Alice stops the session. If Alice is sure that the response statement R,
is a reply to the challenge statement C, in Bob’s voice, she begins communicating in
step 250.

Next, from step 240 in step 242, upon receipt of Message AS, Device B stops its clock
or timer. The time t; is the elapsed time of the clock. Also, Device B decrypts (K, g,



(e.g., by iterating CB in her own voice) in reply to the challenge

- statenent CB. Instep 240, Device A encrypts the response statenment RA with
the key kAB and sends to Device B the ciphertext, as Message A5: e(kAB,
RA). In step 248, following step 238, Alice listens and \2drJuhe@904he
response statenent RB. |If the response statenent R is not either a
response to the chall enge statement CA_py. in Bob's voice, Alice stops the

session. If Alice is sure that the response-statement RB is a reply to the
chal | enge sRgtwitiethe keAkintoRbiris theaespopssitateineyi Rs LedjGyldénotesiting in - st ep

250. Next, framst.ep..240.jNn S 42 n,recei of age. A5, vice B
stops its CEI%%?CE((}P&PP%F . Bﬁ‘iﬁﬁﬂﬁ’@pll%%g? dutrﬁtéorb‘%la%’se&e f@“ﬁ@al ?H%A tl ock.
Al so, Devi cp steper! Device BedheAR the 8lagstaqindOdkee 7 RA) wWith the key kAB to
obtain the response statenent RA. Let |1CBI denotes the playback duration

of CB and I RAl the (PLayBhdk duration of RA. Let TLB = ICBI + IR®). In

step 242, Deyic checks the el apsed ti ee i.tB e (TLB, uB), (2
vvhePe TUB c‘émerﬁil‘g%ﬁ’eﬁ%?ﬁﬁ& g¥ y%ﬁt&r@gﬁ?phapﬁgl.r@ﬁgﬁtﬁgd %%d 'E_ri)p _
del ay and gHdqresssing dig) ayDakcddoN W€ B e AdigthlaiEcdfhiseh RA@ T. nrconpar i son

with T. I'f Equation (2)" is not satisfied, vice B term nates the session.
O her wi se, BEwnatior (B is poisptisfide Revice Briegpinatse thetsasseore @ thRavise; IBoice B n st ep

244, Bob |istens d verifies the _r n t nt ..RA. | f. Boh recogni ses
that RA i s Bl Hegsiioase fliemefRe ERBTEnGer 445 o Aeee=ad vigtiea 5500, can
be confi dentesgongé sthiRmiefit RQNFBHLGREIgAGeMHahRAL] £RpBNE tﬂ@cha@leggmﬁ@ﬁe@t to
step 246. Ot herwi se, Bob _sStops the session. |In steps 250 and 246,

respect i vel §s nBdlireaheicenBobeap be rentidsnythebhmissonmunicating vathiohlicennddie. | n
step 252, D%}é;ﬁ(gpeédf:dﬁ%%/?%%g&%%gﬁa rsgoms%égegsigﬂd decrypts nmessages from

Bob with a erive eogber I'y" ustng anot her symetric key
cryptosystem Simlarly, in step 256, Device B |i kew se encrypts nessages
from Bob and dec%pts nessage. from Alice with a key derived fromg"'' in

the same way Sips 2P ond 24 resractiiebh Bohend dvlise pyafarablyi comeaynieats pith em as
used by Deviifi& An stip 25898 ERRAL PR Messages from Alice and decrypts messages

from Bob with a key derived from g¥, preferably using another symmetric key
cryptosystem. Similarly, in step 256, Device B likewise encrypts messages from Bob
and decrypts message from Alice with a key derived from g* in the same way as

Device A and with the same symmetric key cryptosystem as used by Device A.

4. Second Embodiment
Fig. 3 is a flowchart illustrating a method of secure communications according to the
- second embodiment of the invention. In step 310, Alice starts the session by speaking
a challenge statement C,. In step 312, Device A generates a random value x,
computes a code g* and a key k, from g" for a symmeitric key cryptosystém, encrypts
the challenge statement C, with k, and sends to B the ciphertext, as Message B1:
e(k,, CL).

In step 314, Device B receives Message B1. Next, in step 316, Device B prompts Bob

to speak a challenge statement C;, in step 318. In step 316, Device B then generates a

random number y, computes code g* and a key k; from g for a symmetric key

cryptosystem, encrypts Cy with kg and sends to Alice the ciphertext, as message B2:
e(kg, Cg).



Fig. 3is a flowhart illustrating a nethod of secure conmunications
“according to the second enbodi nent of the invention. In step 310, Alice
starts the session by speaking a challenge statenent CA. In step 312,

Devi ce A generates a random value x, conputes a code gX @nfina 206y KA from
gX for a symmetric key cryptosystem encrypts the challenge statenment CA
with kA and sends to B the ciphertext, .g&s Message B 1. e(kA CA). In step
314, Device B receives Message Bl. Next, in step 316, Device B pronpts Bob
to speak a challenge statenent CB in step 318. In step 316, Device B then

generates gy ¢ 'E%r!%”b@% QI reXeivaNIR pgageaf%ﬁqééteg%gzm Ye @;&@&@ g for a

symetric key cryptosystem encry i ce the

ci phert ext ,Bats anbbsage BH: e(kB, CB). 24 June 2004 -18 In step 320, Device
A receives Message B2. Next, in step 322, Device A sends to Bob, as
Message B3: el d starts a clock. In step 324, upon receipt of the Message

B3, Device key kKA fromcode (¢g", decrypts e(kA, CA) to recover
d%

P&?E‘ét&&: .
CA, sends to Alice as lﬁessage B4: gY and starts a clock. Device B then
outputs the challenge statenent CA to Bob: In step 326, Bob listens and

verifies t her, t he chaIIe terre is_in Aice's i ce. 0
t er mi nat es PHEPHZGc AN Kegeip ﬁ]é% Siky:34 oﬁéYlﬁ%BcﬁoF@“FFélalW fﬁotnﬁ%‘)‘ghal | enge
st at enent Cgb\ déé%?) @;@S %(gg @D% }&Bg&@t AR A 6 Mey&&&ﬁued successfully by

Bob, in step speaks a response st at enent inreply to the
chal | enge staterént CA. In step 330, Device B conputes code e y and a key

kAB f he Ci her sage BS5:
o(kAB, _RE) BTN ool HiedS o culsie tan SFalenee SRR A ISBL A AP ot cp
332. Devi ce3s, W%&%ﬁﬁ&%&ﬁlﬂ@%ﬂéﬁé@ﬁ%&e@A lgihAﬁs&y%lcQB Alice
listens and verifies CB in step 334. Alice stops the process if she

bel i eves t H3ab igrmingten ghe pracespif he hagdewbts on the originality of the challenge
statement C,. When the challenge statement C, is verified successfully by Bob, in

step 328, Bob speaks a response statement Ry in reply to the challenge statement C,.
In step 330, Device B computes code g and a key k,;, from g, encrypts Ry and
sends to Alice the ciphertext, as Message B5:

e(kap, Rp)-

On the other hand, Message B4 is received by Device A in step 332. Device A
computes k; from g¥, decrypts e(ky, Cy) to recover C;. Alice listens and verifies C; in
step 334. Alice stops the process if she believes that Cj is not in Bob’s voice;

. otherwise, she speaks a response statement R, in reply to Cy, in step 336. In step 338,
Device A computes g™ and k,, from g*, encrypts R, and sends to Bob the ciphertext,
as Message B6:

e(k,5, Ry).

In step 340, Device A receives Message B5. Device A also stops the ¢lock, decrypts
e(k,p, Ry) to recover the response statement R, and checks to see if the elapsed time
of the clock T, satisfies the following:

T, e (i, tu), (3)
where preferably tl, =|C,|+ [Ry| and tu, =11, + T. Device A terminates the session if

Equation (3) is not satisfied. Otherwise, Device A outputs the response statement Ry



ot herwi se, she speaks a response statenent RAin reply to CB in step 336.
“In step 338, Device A conputes e and kAB fromgY", encrypts RA and sends
to Bob the ciphertext, as Message B6: e(kAB, RA). In step 340, Device A
recei ves Message B5. Device A also stops the clock, decryathine@0RMAB, RB) to
recover the response statement R and checks to see if the elapsed tine of
the clock TA satisfies the followng: T®- (t1A tuA), (3) where preferably
t1A = 1 CAO + | RBI _and = tIA+ T. Deyjce Aterm nates the session if
Equation (3 ‘Jflé"en&? S@th@f@é@ lls@nﬁévquvglﬁ?esz%we@n&e 6@Eﬁ5‘%ﬁn§Rb°h§iP%§tB%se

stat ement Rye 24ibiifsieqd ﬂot'c]o%vink% tﬁ% 1B reshBnsdlsBRermét R, AL Bﬁﬁ’s!ri?s%g)ﬁ&stoand

verifies the response statenent I ce Sstops the %{ésm on i e 1's not
convi nced tthathdlleage statenreaeCst Othereise, iRBtep S4R0oAlI@: statypmnsruiticationh evith

chal | enge tement CA. O herwise, in step 344, Alice starts conmuni cations
wi th Bob. 'step 348, upon receipt of the Message B6, Device B stops its
cl ock, decrypts e(k AB, RA) to recover RA. Device B, then checks to see if
the elapsed tinme of its clock satisfies the followwng: TB E (t1H, tuB)
(4) wher e Jnrstdpe¥dbigon receiptofitizMesdapaB6aRdvice BBtops itslaok, decripdve(kgs, B

term nates sessi i .E o) 4).is n sati sfied. .0 herw se, Device
B out put s t%@%é%ﬁ%ﬂggﬁ'sﬁ%ﬁlgﬂg%e%&&}%toﬁ‘fﬁ?ﬁbﬁe@?ﬁ tg%?flgfgo‘flﬁ stens and
verifies RAaqtifed (Bé RIRwWIRE session if he is not convinced that the

response statenent RAis Alice's response to CB. therwise, in step 352,
he starts comunlga& {fhnwz)vi th Alice. Wth successful authenticat@n of both

Alice and Bop, Devices A and B, derive a ke romg'Y and use the key to
encrypt andwﬁeé‘ép_ fra sglaﬁ_g(gﬁi 5&3@@%%IT%%+ind£% fprmuatesdhesessignf 354, _
respecti vel yauatish () 16 AGTEARLTAL IASWIRY BetRE B sutSkeBR rddhnd \Gatdmeént 10, Securi
Consi derations Synmetric key cryptosyStens are used in'the enbodinehts to
encrypt chatpBRabgdn stop§A8) Bomhittensemg ongEesR gnBpls stops thiesesdsippaf hafsnot hat  al |
encryptionsgf,6alad ﬂl%?tﬁn% response statement R, is Alice’s response to C,. Otherwise, in step

352, he starts communications with Alice.

With successful authentication of both Alice and Bob, Devices A and B, derive a key
from g¥ and use the key to encrypt and decrypt messages between Alice and Bob in

steps 346 and 354, respectively, using communications obtained in steps 344 and 352.

5. Security Considerations
Symmetric key cryptosystems are used in the embodiments to encrypt challenge

- signals and response signals. It is important that all encryptions resist data

modification (such as cut and paste) attacks.

'The symmetric key cryptosystem used to encrypt challenge and response signals can
be replaced by a cryptographic commitment function. Such a commitment function
has the following properties:
D no one can modify the contents of the commitment without being
detected; and
2) no one can get any information about its contents unless the

committing party discloses the information.



nodi fication (such as cut and paste) attacks. The symetric key

- cryptosystemused to encrypt chall enge and response signals can be

repl aced by a cryptographic comm tnent function. Such a commtnent function
has the follow ng properties: 1) no one can nodify the c@#hrnes2008 the
comm tment without being detected; and 2) no one can get any information
about its contents unless the commttipg party discloses the information.
24 June 2004 -20- One way to forma conmtnent function is using a

crypt ogr aphPee WA tavipymitepommitmenitfluagiion ds usifpa coptdgraphic ene-weehash, t he

it t h itoent  h(k 11 | k is. t
ey and k-1 AReoh TR Eap T uf SP o BE Pommilife paeo BorpBHEY (repmifeif 1 ment
the verifyig||ARnvherdksda eorekky atid | 1 istRdBoHcBteRatidh ok abd Tamd vegmase h (K

[11) with the commtnment. Checking the | engths of the el apsed tine

i nt erval s cfommpémentpiRyerifyipppaty mpsidevak agdl, coppyisiintkit B and compsreibnpor t ant
I n detecti- 'Iﬂqﬂ'. H-“}g- ) ddl e attacks. This is illustrated using the
t wo attackirt%gljla@%’énar?%s resgglét ively, inrelation to the first enbodi nent
of Fig. 2. Asimlar analysis can be done for the second enbodi nent. In
the follow ng descriptions, the term"Alice" is used to refer to both the

user Alice @inekingdhs leagths offheiclapssd time gervals of telocks én bethdllysratienot e bot h
t he user B ' . Fi |+ enari 0. [ ttenpts
o ser up. aTanenmERY I erPimirtn  RRRHEL SRR RN B R B 2T
man- i n- t he-ittusicites wstingethp two attackjyey semaios rdplctively, Al febstion Th eheffirev di agram i s
accordingly qrganised._into,.three coJums: Al ice ark and Bpb. In step
410, Al| ce cibgRgen Lo syyﬁ@ra%iyalﬂ%b%dmf% erfasrdrenoodineipli i ng ",
speaki ng a O AIloHRHE dSLADRIR he Fhm SONTRYL{ 19 y YRickadq CA
with kA, and s_er?di ngy thebci pheret ext e( kA, mg%&%g@%nmgpg%%ggg?he

ci phert ext DPevi¢enheSonparkyd thetedh §B&b” €luardktogienete bbtisthe userBudrand Devimnput es
gZ and a k kc fromgZ, encrypts an old challenge statement C,g from Bob,
and sends tfie ci phertext e(kc, CB) to Alice. In step 414, Alice receives
t he ci phertext,

Fig. 4 depicts a scenario where Alice attempts to set up a communications session

with Bob and where Clark performs a man-in-the-middle attempt to impersonate Bob
to Alice. The flow diagram is accordingly organised into three columns: Alice, Clark
and Bob. In step 410, Alice starts a session by generating a random number x,
computing g", speaking a challenge statement C,, computing k, from g*, encrypting

C, with k,, and sending the ciphertext e(k,, C,) to Bob.

- In step 412, the ciphertext is intercepted by Clark. Clark generates a number z,
computes g° and a key k. from g% encrypts an old challenge statement C’;; from Bob,
and sends the ciphertext e(k,, C’g) to Alice. In step 414, Alice receives the ciphertext,
replies with g* and starts a clock. The code g" is again intercepted by Clark at step
416. In step 416, Clark derives the key k, from g* and decrypts e(k,, C,) to recover
C,. Clark cannot mimic Bob’s voice to produce a meaningful response statement Ry,

so Clark impersonates Alice and starts a new session with Bob by sending Bob e(k,

Co.

In step 418, upon receipt of e(k., C,), Bob generates a random value y, and computes

code g’ and a key k. Bob then speaks a challenge statement C;, encrypts the



replies with gx and starts a clock. The code gx is again intercepted by
-Clark at step 416. In step 416, Cark derives the key kA fromg" and
decrypts e(kA, CA) to recover CA. Cark cannot mmc Bob's voice to
produce a neani ngful response statenment RB, so Cark inparsosapes Alice
and starts a new session with Bob by sending Bob e(kc, CA). In step 418,
upon recei pt of e(kc, CA), Bob generateg;a randomval ue y, and conputes
code gY and a key kB. Bob then speaks a chall enge statenment CB, encrypts
t he 24 Juneclilionge Qatemehtalsireripy ket atdeandst thel siphertdst gk BTy )andiwen @$ark he

ci phertext g(kB to Alice. Clark intercepts the cipherfext in sfep
420. To con %Eﬁ?tﬁcﬁ)ﬁ&@sﬁ%%mﬁ?@e?o @%Pwegﬁﬂaéor&zmgf@wso@aﬁ w#nd 8p 422,
Bob conput eg, k& 1Gtdy 27 Béb cHREENEPLS) 1€ g“}/abcrgﬁfggg%'{ el A fibtens @hi ch vas

i ndeed spoken by AliCe. Bob speaks a ‘respon§é st conput €8’ a  key
kBC fr om gzwhichryeasympiesd Rpokentbly AlRe, Balmspeakaim sasporse giatennsht R ecoonmiterd ext

oy kol e ey AR e T £
then corrpumr%ém, Cbirk Ggaift mﬁéﬁzég;s@ thelRiphetetk, lséiﬁ%uta@ﬂhe%pﬁg frbya g% e text

e(kAC, RB) to ice. In Step 4 Al'ice stops the clock, apecrypts e(kc,
C B) and e(%sOpirEknd &) SNow ElariCegs Ran €11k thencoppuitdskal fromagf, cacrapiso

| i stens andyverifies B.is 10 b's, voicg. Alice then speaks and
encrypts adlr{%%%rlléé‘éag?g?%dﬁe%?m ?&eﬁhgﬁé%ﬁé%%t‘ﬁ@ceci phertext e(kAC, RA).
Next, in step 428, Alice listens and verifies the response statenent RB.
Since RBis  indeed a response to CA fromBob, Alice is fooled into

bel i evi ng Aitep 429, Bdise stoppihewiack, deeeypinebaiGrahans afkact Re toneeaver 6 pr event
this f h ' ' ; ! 1 e, t.o. agajinst th
S o™ AR BN RIATKL Bl hR: SRR BRBSS IR RGO e

TLA + T. Totheppreaks atderichgpts atdsporsk statradeinn®, Raidabhdythé diphentdxt BOYE, R he
man-in-the-mddle attack by Cdark, tA-- ICAl + |RBI + AA, where AA s
the delay due to processing, transm ssion, and a pause interval introduced

by Bob aft efedtl Sifdy I t e;.speaki ng
the res pon?gesi atsg%e%’ II%%&IS E%\f;veverd ,‘}%\E/{\Aﬁtg %ﬁl{eﬁ%@%%sltaﬁéﬁlg%ﬁ ﬁﬁ %%%ﬁst ack
shown i n Fiigdeef a tegpons¢ @AT, fFromABb, AlicER| foeledARtp batieviag AlarkiisBab.del ay

i m : it i i ) hat T >> AA : th, I
-SI-I ml lt a:: aﬁlo b@é\b@aﬁaﬁlg %r%b!:éuﬂe%tsro Ue &ggnt%onagrevent ﬂnspﬁ\om%ggpé?‘lﬁn;g g)p a'zetc atg JCBI ©
the clock’s elapsed time t, against the interval (TL,, TU,) per Equation (1), where

TL, =|C,| + [Ry), and TU, = TL, + T.

To appreciate the rationale behind Equation (1), without the man-in-the-middle attack

by Clark, t, = |C,| + [Rg| + A,,, where A, is the delay due to processing, transmission,
- - and a pause interval introduced by Bob after listening to the challenge statement C,,
but before speaking the response statement Ry. However, with the man-in-the-middle
attack shown in Fig. 4, t, = [C,| + [Rp| + [Cy| + A,y; where A, is a delay similar to A,,,
Since it is required that T >> A, and A,, and that |Cg| < T. It can be readily
appreciated that t, = [C,| + [Rg| + |Cy| + A, > TL, + T = TU, with the attack and that
ta =[Cal + [Rg| + A, = TL, < TU, without the attack. Therefore, by checking t,

against Equation (1), the man-in-the-middle attacked can be detected.

Fig. 5 shows a second scenario 500 of & man-in-the-middle attack, where Clark
impersonates Alice to Bob. Again the flow diagram is organised in columns: Alice,

Clark, and Bob. In step 510, Clark generates z, computes g° and a key k.. from g%, and



attack and that tA

ICAl + IRBI + ICBI + AAZ > TLA+ T = TUAwith the
|CAl .+ IRBI + AAI TLA < TUA without the attack.
Therefore, by checking tA against Equation (1), the man-in-the-mddle
attacked can be detected. Fig. 5 shows a second scenari o Z0inef2084
man-in-the-m ddl e attack, where Clark inpersonates Alice to Bob. Again the
flow diagramis organised in colums: A4.ce, Cark, and Bob. In step 510,
Clark generates z, conputes gZ and a key kC from gz, and 24 June 2004 -22-
encrypts C gmcrypis Gl.c- ant eldstatemertt fiom Alice &larkistarls thse mptessonhigor ppemdgat i on
by sending ,the,c e CA) to Bob. In step 512, upon receipt of
t he rressagethflpgw‘n @’grebcc’édg%gﬂgr ates y, gy, and a key kB fromgy. Bob

t hen speaks a chal l enge statenent CB, encrypts the chall enge statenent
with kB, and transmts the ciphertext e(kB, é@to Alice. In step 514, the
ci phert ext step Hlerp@pieediptsf t messagefrom Glark, Bohgsneyates 5, Hownd a keydeep 516,

CA “Bob 11 rBec BE fitn shiA 2Rl pERHRHR S R e e By bR AT

i ndeed spokwiih Ry, aﬁﬂmmm1&3@ebfpﬁ6ﬂém%@&g§cg)to@ﬂﬁj@oﬂlﬁ@tepﬁm eh@¢iphdridxt fier i ves a
key kBc fromg2)', encrypts transmts the ciphertext e(k5C, RB) and gy
and starts Biesqegtad byNelaik aqdrplé‘{ke%?n@lgz to Bobn In piep b b Raboterives ey kpher t ext

e(kBC, RB) r v Vo a decrypts
e(kB CB) t%&g&zz’over %%bégaﬁéb ’@I%m té[}ér)lc%& %bl zﬂ)tbigﬁr&mE EOO{RB Ch?laeglgchal | enge
st at enent Ghatemerl G gehébalmveethaEDBAr\kasandéqupekém Alied. Iweﬁaaeakéa and
starts a session with Alice hy sending. e(kg, to Alice. In step 520,

upon recei fESRAPS Aty RIAIdPE%esg’elf?é{ Kae Bemyg”, @ncwaﬁs &{Batrk‘l}“?“téih? rom gX.

Alice the ?m CA, encrypts the chall enge
st at ement Vr}.ll;l Ktse(gﬂr?d sen}g%ﬁgﬁgggﬁgﬂcext e(kA, CA). In step 522, dark

I ntercepts the ciphertext and sends to Alice. In step 524, Allce

then' 1 st entroncie ORafion %r%?ﬁ%%ﬁ%ﬁf cBHEH o ) 68T B KAk EE o <

Bob' s voi ceg, fh gRardd1gN ﬁ%aﬁgﬂsanade&%@@a@ BL PiCHR e ) SERETOIRESs hie

response statemsnt wth kAG ‘and sends and the ci ﬁ‘ertext e(kKAC, RA).
In step 526bldCoaeily to Hewhelgngs Stalfmnmggalgéhm ovoikkj Gbrlamtrxm@ﬂly%pts t he

ci phertext h hen ncr t t he .response
statenent Wi lné)r%lgc B ?ﬂiﬁ? P %eﬁﬁﬁ%wqgipthce Y8indilg U, €,)'10 AricE TR _
step 520, upon receipt of e(k., Cg), Alice generates x, g*, and a key k, from g*. Alice

appreciated that tA

then speaks a challenge statement C,, encrypts the challenge statement with k,, and
sends the ciphertext e(k,, C,). In step 522, Clark intercepts the ciphertext and sends
g 1o Alice, In step 524, Alice derives a key k.. from g*, and decrypts e(k., Cp) to
recover Cy. Alice then listens to the challenge statement C, and believes that she
hears Bob’s voice. Alice then speaks a response statement R,, encrypts the response
statement with k, and sends g* and the ciphertext e(k,c, R,). In step 526, Clark
intercepts the message from Alice and decrypts the ciphertext to obtain the response
R,. Clark then encrypts the response statement with kg and sends the ciphertext
e(kpe, R,) to Bob.

In step 528, Bob receives e(ky., R,), stops the clock, and decrypts the ciphertext to
recover R,,. Without checking the elapsed time of the clock, t,, Bob can be misled into
believing that Bob is communication with Alice since R, is Alice’s reply to the
challenge statement Cy. This attack can be foiled easily by checking t; against the
interval (TLg, TUy) (see Equation 2), where TL, = |Cy| + |R,| and TUg =TL, + T.



e(kBc, RA) to Bob. In step 528, Bob receives e(kB , RA), stops the clock,
-and decrypts the ciphertext to recover RA. Wthout checking the el apsed
time of the clock, t5, Bob can be msled into believing that Bob is
comuni cation with Alice since RAis Alice's reply to the4 ameldoeage
statenment CB. This attack can be foiled easily by checking tB against the
interval (TLB TUB) (see Equation 2), whefe TL$ = 1C51 + |IRA and TUB =
TLB + T. 24 June 2004 -23- Wthout the man-in-the-m ddle attack by d ark,
tB = JCBJ Wiiheal the nfsi-invihengddiBattack byrClarkd ¢l %ﬁﬂug{ﬁg@@ LOf1e86 AL\ds the
transm ssion, and a pause interval introduced by Alice after listening to

CB but bef ofdaxdusiRinkeressies. tappissioncindadqaass infeaval itraducedbyrddice afterhe-

m ddl e atta | 8. = I+ ] + . is a
del ay simi |§ériertmég %B?‘? bﬁf ?‘I"f?’se SP%%G‘%L% the %8?%%@&%3@%%%%@6@%& JCA

5 T. Then immaﬁmkw&rig.tmg=|c3qBzgg—wk%i&%;r,vﬁ&%zkgg\ael%é@ﬁiﬁ;t&ﬂw. + T
= TUB with the attack and B = CBJ + | + ABI T?_B< B wit hout the

attack. Theltéfwsaviredipatheeldsngnd £, agdthas {C.Eq TaiThemit 29 be séem thatrg FiCy)|

t he-m ddl e tac be det ect 6, nputer | npl enentati on The

embodi ment SEEF‘FT ﬁé?ii:}r\»eﬁt' i r‘gﬂgﬁ‘&ﬂé%@cﬂ CIfﬁ‘idfen:éﬁlaleﬂ SE RS

conput er (s) ; - ”Q%‘dfr | i L. In
parti cul ar,Tyﬁgg%?%%ggs@%kg?%%{g%g’%&gﬁﬁn%%c n %{eE(?ﬁr%%Ing%p{eédﬂ%%&software,
or a conputtbe-npddigrattack emdeudeiactedon t he conputer, where each conmunication

device 120, 140, 600 of Figs. 1 and 6 can be inplenmented using a general
pur pose conputer. The nethod or process steps for renote authentication

based on ex&hang@gﬁ?%gﬁﬁlgméﬁgﬁ&,genti ng bionetrics information are
effected by instructions Tn e software that are carried out by the

conput er. Thee gubadimerts phithetnvantiph eregmefethbsingriementedrosing avompetsr(§or

I npl enentin he,.process_steps. A nodule is_.a t of. conput er praogram
that usual ﬁﬁ 6Se‘|thf%(§reﬂ%ra§p‘ﬁ8?$ei c@mpé#glzfﬁ%ﬁ Pﬁﬁgoﬁ%‘%@%ﬂaﬁ ﬁﬁc??‘i"i?ﬁ%ﬂg Ogl so, as
descri bed Figs.o aef @ithe impldimabtddsGaftwatesor Deomplaciagash, trnatihoba!
hardware unit for use with other conmponents or nodules. [n particular, the

sof twar e meie BRmBYisT, Sherarcash compuiniationderdts R0, 000 of Rigsuliang6 came
storage dewgiehndfiiid Bty PELRM plRsS OIANRES T RERLEEARbYesk SRFER,' N O the

remote authentication based on exchanging signals representing biometrics

information are effected by instructions in the software that are carried out by the
computer. The software may be implemented as one or more modules for
implementing the process steps. A module is a part of a computer program that
usually performs a particular function or related functions. Also, as described
hereinbefore, a module can also be a packaged functional hardware unit for use with

other components or modules.

In particular, the software may be stored in a computer readable medium, including
the storage devices described below. The software is preferably loaded into the
computer from the computer readable medium and then carried out by the computer.
A computer program product includes a computer readable medium having such
software or a computer program recorded on it that can be carried out by a computer.
The use of the computer program product in the computer preferably effects an
advantageous apparatus for remote authentication based on exchanging signals
representing biometrics information in accordance with the embodiments of the

invention.



conputer fromthe conmputer readable nediumand then carried out by the
-conmputer. A conputer program product includes a conputer readable nedium
havi ng such software or a conputer programrecorded on it that can be
~carried out by a conputer. The use of the conputer programyneddogt in the
conputer preferably effects an advantageous apparatus for renote

authentication based on exchanging signgis representing bionetrics
information in accordance with the enbodi nents of the invention. 24 June
2004 -24 The conputer system 700 consists of the conputer 702, a video

di splay 716,, and input, d ces .718,..720. In uter system
700pca% hav Gl FRmRgte y“ﬁ’@% (cOBpists OF the compyire g g%" @‘ﬁ&?ﬂgﬁ)apdmﬁl ne Y
printers, |2pefddidedl e 20p madcﬁﬁ&l t@e%mﬁﬁé}%&stéﬁpfo@%ﬁ hh@n aCes

connect ed to the conmputer 702. The conputer system 700 can Be connect ed to
one or rmremmlbﬁérof@ﬁwpgmtemsdﬁwas mchwiing dinecprinters, lamrprmmpmts anbi ng an

appropriate tion channe uch _as, a ni c pat h,
a conput er otﬁ?r S du%}ont(ﬁ:glcﬁ, %%meﬁtﬁ%%c@ﬁﬁﬁ?lg}mﬁgmfﬁé HEVPYHH Y gtﬂ’ér‘qg)%l ocal
area netwogdn Heloéhhectéﬂ 10ioHe offrRe SBEMRIHUtSANNa 2 rhidiEARRtinteRAEH AISHL he
Internet. The conputer 702 itself consists of a central processing unit(s)

(sinply ref WP anprenyiate coprmserisaiion chevns] 736 swoh)as 20reden pemmuyic@@swhi ch

"out ] out p RO e FR v Bkt e ARl A e ip e & B skt e
or nore st omgerkcte,mes “@waeahétyroﬂ@mm NirERhtraiet Sarfll ¥ake Infdrded N Fi g. 8.

The storage device(s) 712 can consist of one or nore of the follomﬁng a
fl oppy disc, a hard disc drive, a nagneto- optlcal di sc drive,

magnetic t Etu‘m evi ces
wel I known F?lgee%o%{ops}lg& WOEHII@?‘T&&ISI e a%p- Pll%g g%ﬁ@ tﬁ?‘rl% %?r%d%is to 712
i's typi cal | procassordeteinhaften) 70dga atemonrp 7€6 ehidhheayinbRkle (d@idbﬁﬁﬁccvssanﬁnd&ys 714
that in tur consi st _of data dress, and ont ol buses. The video
i nterface M“&‘&?ﬂé (995@“?‘801{3’!{3% é@P‘WPEﬁ’I“& 1@3155#&5 3P84i &e208R #eo
signals frofutdiidRipyi@lnd 2o bofoft i@ dQieds it éémgffe s8Ry Ao ser
input to operate the conmputer can DBe provi ohe more I nput
devi ces 708B2 irdig. &)ﬂ&lwmtwageadevm@ésb di dcarcamsiss ef dﬁrtee)rkmtboﬁtlﬁ f&l&wmvgd/ or a
poi nting devh Oppy cHsc a%ard (ﬂsc drive, a magneto-optical disc drive, CD-ROM, magnetic

tape or any other of a number of non-volatile storage devices well known to those

skilled in the art. Each of the components 704 to 712 is typically connected to one or

more of the other devices via a bus 714 that in turn can consist of data, address, and

control buses.

- The video interface 710 is connected to the video display 716 and prbvides video
signals from the computer 702 for display on the video display 716. User input ‘to o
operate the computer 702 can be provided by one or more input devices 708B. For
example, an operator can use the keybdard 718 and/or a pointing device such as the

mouse 720 to provide input to the computer 702.

The system 700 is simply provided for illustrative purposes and other configurations
can be employed without departing from the scope and spirit of the invention,
Computers with which the embodiment can be practiced include IBM-PC/ATSs or
compatibles, one of the Macintosh ™ family of PCs, Sun Sparcstation ™, a

workstation or the like. The foregoing are merely exemplary of the types of



nmouse 720 to provide input to the computer 702. The system 700 is sinply
-provided for illustrative purposes and other configurations can be

enpl oyed wi thout departing fromthe scope and spirit of the invention,
Computers with which the enbodi nent can be practiced i ncl2ideuneBidoRC/ ATs or
conpati bl es, one of the Macintosh TMfamly of PCs, Sun Sparcstation TM a
wor kstation or the |like. The foregoing _gﬁ_e nerely exenplary of the types of
24 June 2004 -25- conputers with which the enbodi nents of the invention may

be practi ceehmpupers sath which theenghodieete of the inveatiemhagibeprdcticed EBypicdigd

herei nafter, are resident as  sof re or rogram recorded on a hard disk

drive (gene‘F’SPF‘gfeaséﬁngﬁﬁﬂigdwwiﬁﬁ?w%%ﬁ%ﬁ%ﬁ% al%?sfeSl&‘FPé a3 3REHATEPT R eadabl e
di | b t j.at

medi um and;ilbgaﬁ] A06rde@ Bh h Mat B s & RIS NG alty Q6ficiehs lglgglf]ghi Q.rlg%f@%!ga e

storage of the program and pixel data and any ‘data

net wor k naythpeompuisnisaiatie thedisinn gnd edswdiconinaledtusingrtherprogess6670400ssi bl y in
concert with the hard disk.drive 712, .In i pst ance th rogram may be
supplied to %néle%zgersq%rﬁ%%%tge BW%%W@‘%%E%‘“?W% %f“élﬁd %’SB'{ tE‘ggener ally
depi ct ed byndtwoakm#yl B3 accOmpibheaniiyl tl»i@kéfni‘é@ﬁﬁlﬁtol?%ern?&? 708, pds§gLyiaer from
the network via a _nodem device connected to the conputer, for éxanple.

Still furt henced withdbe hatd diskcdiivedll3o be | oaded into the conputer system 700
from ot her conputer readabl e medi umincludi ng magnetic tape, a ROM or
integrated circuit, a magneto-optical disk, a radio or infra-red

transm ssi din soh@rinsthndesithepid gtdhemag bRt Hied 3 thearRer 4RbJISEN £ED-ROSPFP UL er
readabl e card such as a PCMC o , an the Internet and I ntranets

] A card ]
i ncl udi ng ehHPIPY figk @i gensrlly sispiciedihyrbieak BiR)r @ alemetivelyi comdbeireaddyand t he

i ke. The. 1 I : I t te readabl e
red us. o BEPSERBI IR RIBL Vit FERER dbite BondoBted V8 e oRTPREH
departing fexampldeStHtfupen it sofiward camfaldote lomdedrihioahe coipister $stmt Toud, an

appar at us, ﬁnd congut er prféﬁram product for renote authentication based
on exchangilfig® spappepreadahie medivg weldinednagnetie iaps: 3 BOM gEInteszatad| i shi ng

a cryptogr i %5@%_ - gle BT BEANLY Vs ﬁﬂ% Ly, OF

enbodi nent g&%lrug’ A(;glé ri g’gﬁ&?]{&ls% %ﬁdgg appﬁ%%?mf%gh%/sﬁ%se S %llblrée ?rﬁhet he art,
in view of compiutercing ehather devidehatomputer readabbdiind) aschans d/REMODAlichidc aid ons can
be made w ttgg

Tiiternet and Intranets including email transmissions and information recorded on
websites and the like. The foregoing are merely exemplary of relevant computer
readable mediums. Other computer readable mediums may be practiced without

departing from the scope and spirit of the invention.

Thus, a method, an apparatus, and a computer program product for remote
authentication based on exchanging signals representing biometrics information and
establishing a cryptographic key have been described. While only a small number of
embodiments are described, it will be apparent to those skilled in the art, in view of
this disclosure, that numerous changes 'and/or modifications can be made without

departing from the scope and spirit of the invention.



departing fromthe scope and spirit of the invention. 24 June 2004 -26
CLAIMS 1. A nethod of authenticating a renbte party and estahlji shbpeh @
crypt ographic key for secure comuni cations via an insecure connunlcatlons
channel , said nethod including the stepstgf 5 generating a first chall enge
si gnal of m ni mum duration T, mhere Tis fixed time interval; generating
a random nunber x, conputing g" nodul o p, mhere g and p are nunbers
deriving a H@&AﬂﬂSfron1g" nodul o p, encrypting said first challenge S|gnal

with the key kA t t os emto vide a first

ci phertext, and e‘%nmrﬁ c{?fgauh}e%g?at 658%9{? gﬁ%ﬁbl’rsgﬂ’gtae party;
receiving a @%Mpﬁb%ﬁfdr%&m&&&ﬁinﬁﬁic@héxﬁ%ﬁlﬁi@ééu)‘eco‘iﬁﬁﬁmeﬁ s modulo p
to said renote party, and starting a clock; receiving a thlrd CI phert ext

and gY nodul dhapndlyssid mathdd inskuting tharsteps o8t oppi ng  the clock after receiving

the third ciphertext,  .and an ela sed ti,ne_.interyval _ 15 of said
cl ock; deri ang ag%’i?“ﬁ%aﬁ?%%ﬁe@@g d atigh b Wpeisd §e¥%e8dul o p,

deri vi ng a k@ve kfBvhEEom g" ' nmodul o p, decryptl ng sai d second ci phertext
with the key kB to recover a second chall enge signal fromsaid renote
party, decrypti ngﬂganating hwmonmmﬁmrvcemmwtmlgg‘hmdhkw IMBretg)amdapamer

first response SI froms r enpot art 20, ver,if hat sai d
el apsed ti eIt e’&YlBgI?kle% ﬁﬁ\ﬁi"m 5 naombﬁ né?F}iPlnﬁ%Bmfl Fg%liengf fignal Tup)
where TLA angliif e 1! &w;&.g,r SRSP
chal | enge si glrtlal |59§?gg§%rg%mﬁ1; sai C?)éprtr%sﬁgetb%‘{tt??% pro uc?ih rs}jﬁejl((:lond

r esponselOsi greading thenfinst eipinerttut tatsairefotepartyy pt i ng sai d second response

signal with the key .kAB to pr.ovide a urt hert ext nd ing the 25
fourth ci phertext™ %/%V"Eﬁlac?e? Rhefext ffom HF‘?W&HQ%%“ 3‘§Pprt%sponse

si gnal _ is a gam%ﬁd;{yogupg&lg ﬁl%fgcgi renot e party to said f irst challenge
signal; and using a fromg" Y nbdulo p for secure conmunications wth
said renote receiving a third ciphertext and g’ modulo p from said remote party, stopping
the clock after receiving the third ciphertext, and computing an elapsed time interval
15  ofsaid clock;
deriving a key kg from received g’ modulo p, computing g% modulo p,
deriving a key kap from g modulo p, decrypting said second ciphertext with the key
kg to recover a second challenge signal from said remote party, decrypting said third
ciphertext with the key kap to recover a first response signal from said remote party;
20 verifying that said elapsed time of the clock is within a predetermined interval
(TLa, TU,), where TL, and TU, are positive numbers;
verifying that said second challenge signal is produced by said remote party;
producing a second response signal of minimum duration T, encrypting said
second response signal with the key kag to provide a fourth ciphertext and sending the
25  fourth ciphertext to said remote party;
verifying that said first response signal is a response produced by said remote
party to said first challenge signal; and
using a key k from g* modulo p for secure communications with said remote
party.
30



party 30 24 June 2004 -27 2. The method according to claim1, where TLA is
tj +t2and TUAis tj + t2 + T, with tl being the duration pfysabgofirst
chal l enge signal and t2 being the duration of said first response signal.
5 3. An apparatus for authenticating a r_g,ﬁote party and establishing a

cryptographi c key for secure comuni cati’dOns via an insecure conmuni cations
channel, said apparatus including: nmeans for generating a first challenge
signal of i ni mun?-dur alkeomethod agrording to ¢lging 1 fwierel T et itrit end/BU isl9 tneans

for generati random nunber C i " modul . ere g nd p are
nunbers, dert{;\%r i ffd” ! ﬂ ;‘?m%ih‘? &gﬂﬁ@.o%rgpﬁaﬂ%r%aﬁ@ "%E%&gﬁ?er@{mah‘m

chal l enge shfard findk febpdnl€siky. KA and a symmetric key cryptosystemto
provide a first ciphertext, and sending the first ciphertext to said
renmote party; neans for receiving a second ciphertext fromsaid renote
party, sending g", 15.podulo p to said.renote rty, and starting a clock;
neans foSqrecei vitig a gﬁ@?ﬁ#“%ﬁéﬁ‘@'ﬂn g@W‘ﬁBa%l?ﬁﬁyﬁ“‘??%arL@Eﬁa‘Pg%remte

party, st Op&jq.lﬂﬁgxtaﬁﬁic%!@% s8ir€ EorhRRRICHHAR Viden fdbdsk &h%ﬁﬁ&&gins_ and
conputing an el apsed tine interval of said clock; neans tor deriving a key
kB from r ecethapuelgedidappatatusonclodimgut i ng gl nodulo 20 p, deriving a key kAB

fromg"Y nodul o p, de ting said second ciphertext wth the_ key to
recover a second f Sﬁéﬁge@e ﬁﬁlﬁg?trcgﬁl?eé’ﬁ?al gﬁﬁf@%g aH@EFyHF‘F‘i‘?g[Bsai d
third cipherf@dyewiinft ihtevdfey kAB to recover a first response signal from

said renote party; neans for verifying that said el apsed tinme of the clock
is withil® a 25 prmdesdonganediting  eandatn fubhber xTtoputinigey” encule @mwhefdJA ar e

positive nunbers: nmeans for.verjfying that | d second ch enge.signal is
P oduced by SaiRAre ATBRS: SEIigEs bt BIoBalo: RGP e R
signal of m {idaWiMuhékdyH), ahd a symmetric key cryptosystem to provide a first ciphertext,

and sending the first ciphertext to said remote party;

means for receiving a second ciphertext from said remote party, sending g*
15  modulo p to said remote party, and starting a clock;
means for receiving a third ciphertext and g” modulo p from said remote party,
stopping the clock after receiving the third ciphertext, and computing an elapsed time
interval of said clock;
means for deriving a key kg from received g” modulo p, computing g modulo
20 p, deriving a key kap from g modulo p, decrypting said second ciphertext with the
key kg to recover a second challenge signal from said remote party, decrypting said
third ciphertext with the key kap to recover a first response signal from said remote
party;
means for verifying that said elapsed time of the clock is within a’
25  predetermined interval (TLa, TU,), where TL4 and TU, are positive numbers;
means for verifying that said second challenge signal is produced by said
remote party;
means for producing a second response signal of minimum duration T,
encrypting said second response signal with the key kag to provide a fourth ciphertext
30  and sending the fourth ciphertext to said remote party;
means for verifying that said first response signal is a response produced by

said remote party to said first challenge signal; and



encrypting said second response signal with the key kAB to provide a fourth
ci phertext 30 and sending the fourth ciphertext to said renmie,nahbys
means for verifying that said first response signal is a response produced
by said renpte party to said first<ﬂmﬂi£nge signal; and 24 June 2004 -28
means for using a key k fromg"'' nodulo p for secure communications with
said renote party. 4. The apparatus according to claim3, where TLAis t3 +
t2 and TUA i s tj means fppusingra key k fomig baodyotpHer skenee doormuficatimng withr st
chal | enge si Qﬂ% %ﬂgﬁ%éfbeing the duration of said first response signal.
5. A conpute prnga roduct having a conputer usable nmedium having a
conput er readabl e program code neans enbodied therein for authenticating a
10 renote party and establishing a cryptographic key for secure
comuni cati ons vié an Theappexsius aceordingite alaim 3s whbereliel is tistat; @nd ditdaus ar

program prodyuct, includi.ng: .c ter.readabl e program code .neans for
gener at i ng a'}:I 5% twgﬁglq%}ﬁfgﬁggﬁﬁ%Ogﬁmqﬁgﬁrmﬁlr@ﬂ%gﬂg%ﬁn LOGHEHRE T i s a
fixed time i nfr8oPf safdOitRieSions€agad)l e program code neans for generating a
random nunber x, 15 conputing g" nodulo p, where g and p are nunbers,

deriving a key kA fromg" nodulo p, encrypting said first chall enge signal
with the key kA and a synmetric ke cryptosystem to prqyide. a fjirst

ci phertext, and s&ndi CPW@“?FPW%‘FBWQK&M _&?Q}p&tergé%‘?@eﬁ%%wng
conput er 1 eagahhsutfi 588 d;ﬁegﬁmr&a@ b erhBSbdhBRiPfo? 8eRBdiGlippSr t ext from
20 said renote party, sending g" nodulo p to said renote party, and

startinglOa clemoke partyomd gsteblisharratriyetograpbic &ey émdecure asmnfupicatienseiivamg a
third ciphertext and modul o fromsaid renote party, stoppj.ng the clock
after recei \/‘i“ﬁeé’“’ferfémllﬂ‘i“?lﬁa%oé‘§ %e%lgcgﬁB“tEWEfWQWtémﬁﬂéﬁg tine
interval of said &,lngﬂf@' SHIAPt L8 ddadhRaky BPFHL LR %ﬂf?ﬁ%ﬁll %@‘ j ving a
key kB fromreceive 2r§ nodulpg(ggg, conput 1 ng eF m)%ugo p, er%l%%rsl; gf key
kAB from g" of mmtoino duratidedi, ywherailjis astixadl thee ometvali phertext with the key kB
to recover a second challenge signal fromsaid renpte pa tnﬁ/ decrypting
said third coi pher@BRGEHARRereelom cRagmieRns Ik BsFaHRE Airpadom humber )

15 computing g° modulo p, where g and p are numbers, deriving a key k4 from g* modulo

p, encrypting said first challenge signal with the key k4 and a symmetric key
cryptosystem to provide a first ciphertext, and sending the first ciphertext to said
remote party,
computer readable program code means for receiving a second ciphertext from
20  said remote party, sending g* modulo p to said remote party, and starting a clock; -
computer readable program code means for receiving a third ciphertext and g”
modulo p from said remote party, stopping the clock afier receiving the third
ciphertext, and computing an elapsed time interval of said clock;
computer readable program code means for deriving a key kg from received g
25  modulo p, computing g*’ modulo p, deriving a key kap from g*¥ modulo p, decrypting
said second ciphertext with the key kg to recover a second challenge signal from said
remote party, decrypting said third ciphertext with the key kag to recover a first
response signal from said remote party;
computer readable program code means for verifying that said elapsed time of
30  the clock is within a predetermined interval (TL,, TU,), where TL4 and TU, are

positive numbers;



response signal fromsaid renote party; conputer readable program code
means for verifying that said el apsed time of 30 the clock ix jhiBhdh
predeterm ned interval (TLA, TUA), where TLA and TUA are positive nunbers;
24 June 2004 -29 conputer readabl e progrsn code neans for verifying that
said second challenge signal is produced by said renote party; conputer
readabl e program code neans_for producing a second response signal of

M ni num dur at i on cPMERIAcasablsPpregire code means fos poiymgdhajsaid sakand t he key 5

KAB to pr OVi‘91%1@’éeosg%ltapis%if@u%é%ﬁﬁ%q@9%1}%%B%jﬁ!?g the fourth ciphertext to

said renote par nputer r ’code nmeans for verifying that

said first responggnpudrGeaiableprégrifThOOHiRamY Pl eRtciRY 2 Sédodd r&pBAR Party to
said first challenge signal; and conputer readable program code neans for

usi ng a key $tgral ehmimmvnndutation b, engrypting saié eencnd casponseisizael with theikely sai d
renote party, 6, The.co er .progra roduct .according to claimb5, where
oAt To Yoo pifac R SinrBh SR bl B SERhE st BoRon o

said first l enge signal and t2 being the duration of said first
response signal. 15 7. A nethod of authenticating a renote party and
establishing a ooppdyregsiable pregrafherds meansdfor verfimg bt iseid firstirespensd nsecur e
communi cati ons _,channel , sai.d tho% i nc}udi ng th Iﬁgt egs1 of r.ec&i_vi g a
First i phet ke ST Poguardiyeid ety R do svif Aoyt cheliedie sigpeh ot ¢ 20
party, generati NGompuddetable aﬂrico&@ﬁ%hﬁs‘fBQusiH@faﬁEﬁFik'!ﬁBnPg"y%%ﬁﬁéﬂ and p
are nunbers; producing a second challenge signal” of "a mnifrumduration T,
wher e T li0s afor $goureccommunicaiions wath;saidgeinotergrty. key ka fromg'' nodul o p,
encrypting said second challenge signal 25 with the key kB and a symetric
key cryptosystern to provide a second ciphertext, and sending the second

ci phertext to saigl renpie:oRfutetprogram product according to claim 5, where TL, is t; +
ty and TU, is t; + 1 + T, with t; being the duration of said first challenge signal and t,
being the duration of said first response signal.

15
7. A method of authenticating a remote party and establishing a
cryptographic key for secure communications via an insecure communications
channel, said method including the steps of:
receiving a first ciphertext containing a first challenge signal, from said remote
20  party, generating a random number y, computing g’ modulo p, where g and p are
numbers;
producing a second challenge signal of a minimum duration T, where T is a
fixed time interval;
deriving a key kg from g’ modulo p, encrypting said second challenge signal
25  with the key kg and a symmetric key cryptosystem to provide a second ciphertext, and
sending the second ciphertext to said remote party;
receiving g* modulo p from said remote party, deriving a key k, from and g*
modulo p, decrypting said first ciphertext with the key ka to recover the first challenge
signal from said remote party;
30 verifying that said first challenge signal is produced by said remote party, and

producing a first response signal of said minimum duration T;



receiving g" nodulo p fromsaid renote party, deriving a key kA fromand g"
modul o p, decrypting said first ciphertext with the key kA t o4 KRa0Y%6464 t he
first challenge signal fromsaid renote party; 30 verifying that said
first challenge signal is produced by sajg renpte party, and producing a
first response signal of said mninmmduration T; 24 June 2004 -30
conputing g nodulo p, degjving a key kka fromg"'' nmodulo p, encrypting
said first respon%@@%“@ﬂ&f( w@tﬂoph@m@}g«mk@ gy BV imarsludp poEneTPENPher t ext |

and sendin : ' i r v .Ul ajd. repote.party,
and starti %gsaté&]ﬁf%%?? 61}5%3 5%‘%113%%13?%83‘ g%toc?qgﬁle?? é‘)%f& 83@%&?’@8@%} 2l o)ék,
conput i ng t hiheehitpsiphertexiEnd § MddulldIp t€50€ lem@® Partle ahd Bhiting aldisekf our t h

ciphertext with the key KkAS to recover a second response signal fromsaid
renote party; verfeesiving afaudth einhertaxt.stopping saiteclogk, semputinigdbi elapseditiond n a

pr edet er @ negd- 4 ryal TLB. T er.e TL n UB,ar ositive nynbers;
verifyi ngrg t h‘g’ithgél?’a‘\/ ’gggg%%%%tggi%u@cd%qu‘gwghﬂg X#Q%?Qp\%%‘{fé é‘(ﬁe%’gl}gs ai d
10 renote pa;regpb;g@sigaﬂ(ﬁos@g@(ﬁlQGMQbheﬁge signal; and using a key k fromg'
" nmodul o p for secure communi cations with the renote party 8. The net hod

accordi ng to cl ai Yarifyingtfat 83id clppsed; time of said dloeinis Wiithin p pradetesmingd intdrval T,
with t3 beingsth rati of second. chal | enge signal and t4 being the
duration of @H‘é’ ?gggﬁvglefegglp%ﬁjs&e’lg@? 6'??&10.5%@'?“ Lgﬁ’par atus for authenticating
a remote party angkriFfihgiHat S48 BetoAd réspyieQnaPRIaGedBYsd RbARRA BE aid

communi cations via an rnsecure comuni cations 20 channel, said apparatus
i ncl udi N msaete pasty tp seidisedang challange sigoalptmd t ext containing a first

comput i ng gy modti e pRnipe S RaiuBE b teclGera RS S B DRI ny a
second chal | e signal of a mninmumduration T, 25 where T is a fixed

time interval; nmeans for deriving a key kB frome nodulo p, encrypting
sai d second

8. The method according to claim 7, wherein TLp is t; + t4 and TUg is t3 +
15 t4+ T, with t3 being the duration of the second challenge signal and t, being the

duration of the second response signal.

9. An apparatus for authenticating a remote party and establishing a
cryptographic key for secure communications viz an insecure communications
20  channel, said apparatus including:
means for receiving a first ciphertext containing a first challenge signal, from
said remote party, generating a random number y, computing g* modulo p, where g
and p are numbers;
means for producing a second challenge signal of a minimum duration T,
25 where T is a fixed time interval;
means for deriving a key kg from g” modulo p, encrypting said second
challenge signal with the key kg and a symmetric key cryptosystem to provide a
second ciphertext, and sending the second ciphertext to said remote party;
means for receiving g* modulo p from said remote party, deriving a key ka
30  from and g" modulo p, decrypting said first ciphertext with the key ka to recover the
first challenge signal from said remote party;



chal l enge signal with the key kB and a symetric key cryptosystemto
provide a second ciphertext, and sending the second ciphertexqty,Lo 60 d
renote party; means for receiving g" nodulo p fromsaid renote party,
deriving a key kA 30 fromand g" nodul 0y 0, decrypting said first

ci phertext with the key kA to recover the first challenge signal fromsaid

renpte party; 24 June 2004 -31 neans for verifying that said first
chal | enge si gnal meansderveeidving jhat said firss gballengpsignal is predugnddyiseidmgmatef i r st

e no R 4B L LY R R T o RR R R 120 ¢ Yoponee”
signal with the k@¥adsffoltonipitig @¥iMsido bhadiing PRSLE Hom B BeidIg t he
0 p

third ciphertext and gY nodul to said renote party, and starting a

cl ock; neamctypiing s iﬁystmgspansecs&]gnahrmhﬁhekayg%g to proypisi arﬂyrﬁ siphedtnck,
conputing the .el apsed.ti of they,c . .and. decrypting t ourt )

ci phort et iepdiE R iy cipREre and §-Goariop S aRgTERPE RN SR & gk sai o
remote party; meansardsTor fé@éibﬁuﬁ'a&&ﬂlh&khé@éx@! sﬁi)pﬁﬁg%%dtdw@c eémpids thL OCK i's
within a 10 predeterm ned interval (TLB, TU)3), where TLB and TUB are

posi tive nundapssd timsadshd docky end dgoryminglibe fonethdiphederidviticthpagkastognal is a
response produced béo aal d renote Eart .dto sai d second chal | enge signal;
and using fdreYehardr GeSRORsE P gpal %%‘ r?mﬁ% sp for secure _

communi cati ons %E&s?f&%e&ﬁﬁﬁ%ﬁm??di&)é}a dedl titfe of AR1 APBGE HittEn ﬁccor ding to
claim9, wherein TLBis t3 + 14 and TUBis t3 +t4 + T, wth t3 being the
dur at i ontOof prodetereunsdintsinal (Elog k4 gmladre Ahd atd Thgiangpdsiteve miumters;on of t he

second response signal. 20..11. A copputer program py.oduct having a, conputer
Usabl e medi um havPHES SF VEG0E Liat S0 berond rPoRse SATELS & Trparie ripthsar By
therein for ﬁi&ﬁéﬁm&ﬁﬁ@itﬂgaﬁseéo%%ﬁlé?@ékaegna%@ﬁab' i shing a cryptographic
key for secure communi Cations via an I nhsécure comruni cations channel, said
conput er progr am ysirgiiot gerieratingdi key k foomglitreodule pdadxeeurp commmicatioss means
for receiving.a.,first ciphertext 25 containing a first chall enge signal,
fromsaid rée @eﬁﬁ?‘f)’?,pa&‘énerati ng a random

15
10.  The apparatus according to claim 9, wherein TLjg is t3 + tg and TUg is
t3 + t4 + T, with t3 being the duration of the second challenge signal and t4 being the
duration of the second response signal.
20 11. A computer program product having a computer usable medium having

a computer readable program code means embodied therein for authenticating a
remote party and establishing a cryptographic key for secure communications via an
insecure communications channel, said computer program product including:
computer readable program code means for receiving a first ciphertext
25  containing a first challenge signal, from said remote party, generating a random
number y, computing g’ modulo p, where g and p are numbers;
computer readable program code means for producing a second challenge
signal of a minimum duration T, where T is a fixed time interval;
computer readable program code means for deriving a key kg from g’ modulo
30  p, encrypting said second challenge signal with the key kg and a symmetric key
cryptosystem to provide a second ciphertext, and sending the second ciphertext to said

remote party;



nunber y, conputing gY nodulo p, where g and p are nunbers; conputer
readabl e program code neans for producing a second chal |l enge zéjugggb f a
m nimum duration T, where T is a fixed time interval; conputer rea a% e
program code neans for deriving a key kB;fromgY nmodulo 30 p, encrypting
sai d second chal l enge signal with the key kB and a symmetric key
cryptosystemto provide a second ciphertext, and sending the second

ci phertext to sai ePmpuerseadaplenrggranrode meapofys recsvingogipnedo p &otasnid

Ger tving o KETRaPTP R RE s kB Bpn B LRyl o Sitng T BT BBk o

Wi th the keywki thekdyaGay edcobérahé fifst thakakd 8pae fohDORd rdniRdpad);d renote
party; conputer readabl e program code neans for verifying that said first

chal l enge 5 si gnesmpuergeasiblequoprymaide meantioe verfying, thatrsdiddirsthhellengea fir st
response sigpal .of said..mni.mumduration T; conputer readabl e pr.ogram code
neans forSScoﬂ%Tﬁl hige Wdrl?g&ﬁlflé'elﬂ?t%c%ﬁ?'\ﬁnﬁd’m@cg@ ﬁrﬁ\%‘:‘fgﬁ’% gena} OF;S%GI o p,

encrypting sgifimbibd &lratigisponse signal with the key kAB to provide a third
ci phertext, sending the third ciphertext and gY nodul o E to said renote 10

party, and st arti¢mnpiterireaiableqoogrameicde srdatfoe computing g cwdduloma deriviog
receiving a fpurth ciphgrte stoppi ng .sai d cl ock, .copputi.ng the el apsed
time of the %ﬁ?yclféB @‘ﬂﬁ dé‘&?‘ﬁk‘? P=rF6‘°D§§ng g%@?’ﬁdﬁ f@%ﬂ@%@#ﬁ? ea(g‘ARé%/ kAB
to recover ap%eideadni® sipRAER L, SeRNAL He'tRAA §§h6’rcex'% ﬁﬁ@é’%@ﬂl&g;m iAdapnut er

readabl e program code neans for verifying that said elapsed tinme o sai d
cl ock i slOwi tperty, andostastiog erclicked i nterval (TLB, TUB), where TLB and TUB are

positive nunbers; conputer adabl e program code neans.for verifying that
sai d second respo‘h"é‘épr{}g irﬁmpﬁip@%’@é‘gﬂﬁﬁ'&e@mpﬁ%%ﬁ‘é’&lgtﬁ/fo&g 81H%€‘ﬁ?3%{e party to
sai d second ghi g%@cl%bﬂ%gmglugﬁg BHRQILREPHE bf R _MRR! ShdfeR

%?ﬁg% de nmeans
for using a key k fromP no p for secure conmunicatio th the
renot e par t yfourth ciphertext with the key kg to recover a second response signal from said

remote party;

15 computer readable program code means for verifying that said elapsed time of
said clock 1s within a predetermined interval (TLp, TUg), where TLg and TUg are
positive numbers;

computer readable program code means for verifying that said second response
signal is a response produced by said remote party to said second challenge signal;

20 and

computer readable program code means for using a key k from g modulo p

for secure communications with the remote party.

12 The computer program product according to claim 11, wherein TLg is
25 t3+tyand TUg is §3 + t4 + T, with t3 being the duration of the second challenge signal

and t4 being the duration of the second response signal.

13. A method of authenticating a remote party and establishing a
cryptographic key for secure communications via an insecure communications
30 channel, said method including the steps of:
generating a first challenge signal of minimum duration T, where T is a fixed

time interval;



12. The conputer program product according to claim 11, wherein TLB is 25
t3 +t4 and TUBis t3 +t4 + T, with t3 being the duration ofythe. sggond
chal l enge signal and t4 being the duration of the second response signal.
13. A method of authenticating a rempte _party and establishing a
cryptographi c key for secure comuni cations via an insecure conmuni cations
30 channel, said nmethod including the steps of: generating a first
chal | enge signal gmeriing ggenden zumbss xTcompiding gt moslule B.iwhete g aixdvp afent er val ;
24 June 2004 _-33 ner.at i r.andom n er_x onput,i " nodul o p, where
g and p are mﬁ%br%%glgfwﬁgla?(\%ﬁ%ﬁ ﬁgnk%ymﬂ‘ﬁ(‘?Pb?ﬂcﬁyp%%ngﬂflﬁg%,cg@%%ﬂg%‘tgf‘ﬂg sai d
first chall enu i 1&2@&,\ andVa s Pmird6idEY dvbtéuister 18 )WL a firsk BiphEReplAZY St em t O
provide a first ciphertext, and sending the first ciphertext to said
renot e part ysendingdlaefingt eighertexbomand remokeeparyxt , sending g" nodulo p to said
renote party, and__startin cl.ock; receivikn Y npdul , ,conputing a key
ke 1rom gv modul FoREVREASSAI sipHerets So0tiee Breiia | BandieRies K& ke t o
recover a segafifeglfckenge signal fromsaid renote party; 10 verifying
sai d second chal%enge signal to ensure that said second chall enge signal
i s produced by saiecelviagwgt mogualotpy computing akkydiarfipr g8 modnld o, depypise the gnal  of
m ni mum dur ation, T;, conput j " Y.modulo p, deriving a.key.kAB . K fromg" Y
modul o p,  erEPYHL FREFEEVh LB JBydo e Sana S Serepianaliritis Sisvel e i 1 o
provi de a foiplobe gdrfghertext and 15 sending the fourth ciphertext to said
renote party; receiving a third ci phertext fromsaid renote party,
st oppi ngl0sai d cl ockifying ead yeond ghallenge bignal to edues theikdaidectnd ¢hallemge KAB t o
recover a first. response.signal from sai.d renpte party; verifying,_.that
sai 0 of apsed Blahis WPOLEAT Y A cqmote PRIty A PEOP B2 EroRATEEPanst SERALE 20
(t1A  tUuA), mindfheikdfdn T;and  tUuA are positive nunbers; verifying that
said first response signal is a response produced by said renote

computing g modulo p, deriving a key kan from g modulo p, encrypting

said second response signal with the key kag to provide a fourth ciphertext and
15  sending the fourth ciphertext to said remote party;
receiving a third ciphertext from said remote party, stopping said clock,
decrypting the third ciphertext with the key kag to recover a first response signal from
said remote party;
verifying that said elapsed time of said clock is within a predetermined interval
20 (tla, tus), where tl, and tu, are positive numbers;
verifying that said first response signal is a response produced by said remote
party to said first challenge signal; and

using a key k from g modulo p for secure communications with said remote

party.
25
14.  The method according to claim 1 or 13, wherein verification of said
first response signal and said second challenge signal from the remote party are based
on familiarity with the remote party’s biometrics characteristics.
30 15. ‘The method according to claim 13, where tly is T; + Tz and tua is T; +

T, + T, with T, being the duration of said first challenge signal and T, being the

duration of said first response signal.



party to said first challenge signal; and using a key k from gX nodulo p
for secure communications with said renote party. 25 14. The 7%eit,Ho8004
according to claiml or 13, wherein verification of said first response
signal and said second chal | enge si gnal _L{"omthe renote party are based on
famliarity with the renote party's bionetrics characteristics. 30 15. The
nmet hod according to claim 13, where tiAis Tl + T2 and tuAis T1 + T2 + T,
with Tl being the duration of said first challenge signal and T2 being the

duration of said first,r igpal.. 24 June 2004 - 34- ., /AN _appar at us
for authenticati ngé‘a rén_rr%?éa?%grg{@ agﬁlgmécsaglon\%ﬁr%‘ﬂ?tﬁgaéy a‘&‘f%%bgﬁmﬁﬁl c key for
secure co diafhie kéy forabelird SGAHUAICAACHNYI SiinsEl$e cdimifightiongai d
apparatus including: 5 neans for generating a first challenge signal of

m ni num dur a¢aenelrsaidgnpeeatus inglgdiagsf i xed tinme interval; neans for generating

a randomaqunber x, computing..q" u . Where g . and ar.e er

deri vi ngSQ key kﬁ%%& enﬁ’%&ﬂ%rﬁgg“@%&‘i@%f"igﬂ@“’éﬁ?l&“?‘f‘? a@ﬂ%ﬂtjgﬁ&@s‘rsi gnal
with the KA gRdixd$namiedal;, key cryptosystem to provide a first

ci phertext, and 10 sending the first ciphertext to said renpte party; neans

for receiving a seewvsdorgsphrating g randoaritionlesr ¢f, commmnggb‘n;aﬂlukap,mheemgte

ty, and starting a.clock. . neans .for regeivi Y nodul o, p, . conputing a
key KB from JOP HEAUTEES, SIS P hrfrome” Tioduibe Eneiscsatd Bst hallRisdcoy ko
to recover asised i tROR, hﬂf‘aﬁ@n&h&ﬁ@'key él?g{d&i%rﬁ% oW RIS FrsP@phietiex{TRADS for

verifying said second challenge signa ensure that said second
chal | engd sisgndingitke fiusbeipbestexbip 9wl Mmotaparey; party, and produci ng a second

LesPonse 7,2 Skl B 80 e s R4 BB B
signal W th 36, kRYsthehiBs heldekovi de a fourth ciphertext
means for receiving g” modulo p, computing a key kp from g' modulo p,
decrypting the second ciphertext with the key kg to recover a second challenge signal
15  from said remote party;
means for verifying said second challenge signal to ensure that said second
challenge signal is produced i)y said remote party, and producing a second response
signal of minimum duration T}
means for computing g* modulo p, deriving a key kap from g modulo p,
20  encrypting said second response signal with the key kap to provide a fourth ciphertext
and sending the fourth ciphertext to said remote party;
means for receiving a third ciphertext from said remote party, stopping said
clock, decrypting the third ciphertext with the key kap to recover a first response
signal from said remote party;
25 means for verifying that said elapsed time of said clock is within a
predetermined interval (tla, tu,), where tls and tus are positive numbers;
means for verifying that said first response signal is a response produced by
said remote party to said first challenge signal; and
means for using a key k from g* modulo p for secure communications with

30  said remote party.



and sending the fourth ciphertext to said renote party; neans for receiving
a third ciphertext fromsaid renote party, stopping said clogky, 9%64ypt| ng
the third ciphertext with the key kAB to recover a first response signal
fromsaid renpte party; 25 nmeans for ver%g‘yl ng that said el apsed tine of
said clock is within a predeterm ned interval (tiA, tuA), where t1A and
tuA are positive nunbers; neans for verifying that sald first response
signal is a respohke p"ﬂ@!fc!'flp@é@“m&cc@dllﬂ tp eﬁm@ pai@whe@eisabldlﬁtﬁdtilostof edidl | enge

Communi cat | offet oedree SRR Bl el chifRple smallftn Gfiam iy e

appar at us aC&Pfaﬁthﬂth(%ﬂﬂtﬁéfﬁn&e9W§bloﬂkﬁﬁ<%'cﬂaﬁé§t%h§ﬁ&,at'On Of said first
response signal and said second chal |l enge signal fromthe renote party are

based on famllarlty W th the renmote party's bionetrics characteristics. 5
18. The parat us d|n claiml ere tiAis. Tl +.T2 and .t Ais Tl
T2 + T%p th T1i!%ei %Bh é’f’??fﬁ‘n@sb&lghfﬂ 16; Vhgre y dp ehda 2t 5&4&? and T2
bei ng the durr@tmo wﬁ%@ tht i3fatibf SPORP irst BHIRhec §ighal And FUBUAE P OO am
product havi ng“a conputer usable nedi um havi ng a conput er ab

pr ogr am codeduretzonsofesalddttstasspones ggmlf or aut henticating a renote party and
establishing a cryptographic key for secure conmunications via an insecure
comuni cations channel, said conputer program product including: conputer
readabl e program gpde ARaRSufkPp bothainkal O mpid kAo Mg Rlvi

m ni mrum duration T, where ul S ra?% xgﬁhtgrrg 1|n taerva?Ql 15 comgulter readabl e
pr ogr amldodea Mmseﬁmdagbrmogmnrt@damemmmmmIMrem for euthpatidating " nodul o

p, where g and are n derivin K A from nodul. o

encrypting SAMQREgED ﬁgﬁff;%%hg@ ASTypIRBraRPiCIkey i seaipe R%“H&%lcétl@V%Wl c key
crypt osyst enmysdefrdotthélficatioht Efnnel, BR§ E(t)rﬁ hter ﬁ‘agraﬁ‘?%kgﬂﬁ@ ntlcﬁl?th;rl# .r St
ciphertext to said renpote party,; 20 corrp ter ada progr anT code neans
for receiving a smpmhrcreqdlablletpm@am codnicany fgf genechting afirttachalierge mizmak e
party, and stfarltn‘%nad cl oc

TrEnm uration T, where T is a fixed time interval;

15 computer readable program code means for generating a random number x,
computing g modulo p, where g and p are numbers, deriving a key ka from g* modulo
p, encrypting said first challenge signal with the key k4 and a symmetric key
cryptosystem to provide a first ciphertext, and sending the first ciphertext to said
remote party,
20 computer readable program code means for receiving a second ciphertext,
sending g* modulo p to said remote party, and starting a clock;
computer readable program code means for receiving g’ modulo p, computing
akey kg from g’ modulo p, decrypting the second ciphertext with the key kg to
recover a second challenge signal from said remote party;
25 computer readable program code means for verifying said second challenge
signal to ensure that said second challenge signal is produced by said remote party,
and producing a second response signal of minimum duration T;
computer readable program code means for computing g modulo p, deriving
a key kap from g modulo p, encrypting said second response signal with the key kas
30  to provide a fourth ciphertext and sending the fourth ciphertext to said remote party;



conput er readabl e program code neans for receiving g'' nodul o p, conputing
a key kB fromgY nodulo p, decrypting the second ciphertext wgutii,d hshKey kB
to recover a second challenge signal fromsaid renote party; 25 conputer
readabl e program code nmeans for verifyi Q%_sai d second challenge signal to
ensure that said second challenge signal™1s produced by said renote party,
and produci ng a second response signal of mninmumduration T, conputer
readabl e progr am @gterseadsble progamsads mgans foryregeifings third givhexignigronn key

KAB frome vy I encrvipiing saj d,second.r ns ignal wiith the key
kAB 30 to psra%l{\zi‘3 é’?ealp %’u?‘? %‘y'%é Bﬂgf fogk’tdeﬁ%ﬁg%ﬂjc?’ﬁﬁ% f’]lli’g‘eﬁ%‘g Ve t}é\% %‘T‘Ye]f“@ext to
sai d renpte tpaedoyer @ﬂrsﬂtﬁ@ﬁox&@@i@na%xﬁ@ﬁﬂ%xﬁbtcﬂﬁﬁgam e program code means
for receiving a third ciphertext from said renote party, stopping said

cl ock, decrypt i ngeorpater igadableippossamerde wicans fonheerkfing |t said slapeesiritee ofi fi r st
response signal ,fromsai.d renpote party: coO t er readabl rogram.code
mealr[:s for vgﬁﬁf‘i ?}Pﬂ(glst“ﬁ%ﬂn %Bfeggtgﬁi%‘géa%?ﬁvﬁéﬁgﬁuﬁsW%’ﬁ?‘%ﬁc‘?:@ct% BFPKF N a

predet er m negimuderval {t 1A, tuA), where tl A and tuA are positive nunbers;
conput er readabl e program code neans for verifying that said first response
signal is a respoeswusr aehdebld posgramicdde meansdopwerifying dhat apid firstretponseal | enge
signal; and _.computer readahl e .qgrogram code ans . for [ng a key fromg'
Y Podul o p. S B G P BRI CAiS O (S SR AL M AEgA 98 The.
conput er progr am digaitts ke AGKIR petg?fin cBAS b foPuGhg 4 Rey MABHEI M moMelold | cat i on
of said first response signal and said second cha%lenge signal fromthe
renot e pgér t ylonsesutsawednumcdtions withsaidyemptetpattie renote party's bionetrics 15
characteristics. 21. The conputer program product according to claim 19,
where t1Ais Tl + T2 and tuAis Ti + T2 + T, with Ti being the duration of

said first challenge smr&hap%&qprclgf%mﬁﬁmcfi&oﬁmg%icwmefs 0230 GwhdrEmt
response signal. 20 22. A neéthod of authenticating a renote party and

est abl i shi ngresificationnfegidefrsi respoaye $ignal sed saié seroniuhalleape sigsal fiom the | nsecur e
communi catl Orgl%ote party are based on familiarity with the remote party’s biometrics

15  characteristics.

21.  The computer program product according to claim 19, where tl, is T; +
Tz and tup is T; + Tz + T, with Ty being the duration of said first challenge signal and
T, being the duration of said first response signal.
20
22. A method of authenticating a remote party and establishing a
cryptographic key for secure communications via an insecure communications
channel, said method including the steps of:
receiving a first ciphertext containing a first challenge signal, from the remote
25  party, generating a random number y, and computing g” modulo p, where g and p are
numbers;
producing a second challenge signal of minimum duration T, where T is a
fixed time interval;
deriving a key kg from g* modulo p, encrypting said second challenge signal
30 with the key kg and a symmetric key cryptosystem to provide a second ciphertext, and
sending the second ciphertext to the remote party;



channel, said nethod including the steps of: receiving a first ciphertext
containing a first challenge signal, fromthe remote 25 party,,dengsati ng
a random nunber y, and conputing g)' nodulo p, where g and p are nunbpers;
produci ng a second chal |l enge signal of m4yinmumduration T, where T is a
fixed tinme interval; deriving a key kB from g" nodul o p, encrypting said
second chal I enge signal 30 with the key kB and a symmetric key
cryptosystem to presdvig s masebnpl cemphiing akey kafiam g5 exfiutyp,tdeerypéusaid

ci phertext t he, [ 3 [({V;, 24 June 20 - recei vi " nmodul o p,
conputing a ﬁlésgCiﬁger?erq(gﬁ%%%%%/ul?‘gm6?0038%%9g‘?ﬁt ﬁag@egﬁﬁ Slgfl?lriﬁ‘)?“ %eﬁﬁ@#’ext with
the key KA tparfyge@ndais #hgoduld o BRAhERPErS kAN RhrtinEABIddRe remte party,
sending e nodulo p to the renpte party and starting a cl ock; verifying said

first chall enge sygiungsaidfaitechelignge sigael toaakefsimeghatehid firstrelleiggsignal 5 i s

produced by said, remte.part and then producing.a first response signal
bt it i i B opeioEBY Saif i pREY, g Bep i g il febvcie HEREGTRne  rom
g' Y nodul o pmigrehydirke T;said first response signal with the key k" to
provide a third ciphertext and sending the third ciphertext to said renote

party; 10 recei vi¢mmputingg thodilp pedariing 4 keyiasdian g¥ md]pprangrypin®ppi ng
said clock, _decrypting said faurth ciphertext with the key kAB to recover
a second res%‘ﬁé@YEqs ?f&? Slgflglo‘?ﬁ Eheg(eykﬂb{oepr wp ¢ thipdip We%aqcﬁg%paxggiﬂ%p

el apsed ti Methdi cighRrte4tQ6 Kaill Sehbtbphrty:an interval (t1B, tuB), where t1B and

tuB are 1positive nunbers; 15 verifying that said second response signal a
r esponselr oducedrepbsivigiadonrtimoipbertqxs fomn satd waiote ety stdpging k4id olpeksi gnal ;

et e part yeohpling S BRI 1o 6 O SOPCRIUPTREIE S0 13 and
22, wherein fomisgid@mefpattpan the channel transm ssion and processing del ay
verifying that said elapsed time of the clock is within an interval (tig, tug),
where tlp and tup are positive numbers;
15 verifying that said second response signal a response produced by said remote
party to said second challenge signal; and

using a key k from g* modulo p for secure communications with the remote

party.

20 23. The method according to any one of claims 1, 7, 13 and 22, wherein T

is larger than the channel transmission and processing delay

24.  The method according to any one of claims 1, 7, 13 and 22, wherein
said challenge signals and response signals are signals representing biometrics

25  characteristics.

25.  The method according to claim 24, wherein said biometrics

characteristics include the voice of a person.

30 26.  The method according to claim 25, wherein said challenge signals and

response signals comprise voice signals of the authenticating and remote parties.



24. The nethod according to any one of clains 1, 7, 13 and 22, wherein

sai d chall enge signals and response signals are si gnal S repreﬁ%éggm

bi onetrics 25 characteristics. 25. The nmethod according to clai'm

wherein said bionetrics characteristi CS, ncl ude the voice of a person. 30
26. The method according to claim 25, wﬁeér ein said chall enge signals and
response signals conprise voice signals of the authenticating and renote
parties. 24 June ZDb04 lenﬂmodﬁmrdmgMymmfdlathﬂd dRyndag, whereinai ns 1,

7, 13 and 22 ei n chal | naI contain a freshness el enent,
bei ng an el e%%ﬁhﬁhﬁ%ecsé@ gfain aﬁrg%n}e %%%ﬁ’i‘?ﬁm indic¥sefat ed. 5
28. The net hﬂﬂe@ﬁggflﬂlelﬂge glgngllggéﬁe?at&{ 22, V\/ner ein verification of said

first challenge signal and said second response signal fromsaid renote
party are based on famllarlty vvlth said renote party's bionetrics

char act er' stics. : nme d ac e .of ai s , 13 and
22, wherein 10 ryp '55‘?8 185\ a%‘ﬁﬁf”é@%&ﬁ?éelgl q:aéloglois% rried
out by a crygispeaABhlLsigraP AR AP Mcohd REbRE sigRf froth Saill Bdd) to
claim 22, where tlgﬁngI%!% + T4 andot ua ]iBs T%lgﬁ TO4 +a1T, W&?ﬁﬁ%}%ﬂ#ﬁ% t he
durati on of emfathibadymdthciaal deprtrepastyiriEbmamits tHarbaemsgicsai d 15 durati on of
sai d second response signal. 31. An apparatus for authenticating a renote
party and establishing a cryptographic key for secure comunications via

an 1hsecure conmu oal e d6Rking R AERACALHST, R93HRADS, Wfaihece Ving

a first ciphertext containing a firs |'enge si gnal e renote
party, déneraicirypyon of drmdlengmamitrespoyse sigichlcaapaticd gupbéy mn@piograpther e g
and p are nunbers; ne ns for producing a second chall enge signal of m ninum
duration T, SAfUREmentfiuctionsi eq tine interval: 25 means for deriving a key
ka fromgY nodul o p, encrypting said second chal | enge signal wth the key
k$ and a symmetric key cryptosystemto provide a

30.  The method according to claim 22, where tlg is T3 + T4 and tug is T3 +

T4 + T, with T3 being the duration of said second challenge signal and T; being said

15  duration of said second response signal.

31.  An apparatus for authenticating a remote party and establishing a
cryptographic key for secure communications via an insecure communications
channel, said apparatus:

20 means for receiving a first ciphertext containing a first challenge signal, from

- the remote party, generating a random number y, and computing g’ modulo p, where g
and p are numbers;

means for producing a second challenge signal of minimum duration T, where
T is a fixed time interval;

25 means for deriving a key kg from g’ modulo p, encrypting said second
challenge signal with the key kg and a symmetric key cryptosystem to provide a
second ciphertext, and sending the second ciphertext;

means for receiving g* modulo p, computing 2 key k, from g* modulo p,
decrypting said first ciphertext with the key ka to recover the first challenge signal

30  from the remote party, sending g’ modulo p to the remote party and starting a clock;



second ci phertext, and sending the second ci phertext; neans for receiving
g" nmodulo p, conputing a key kA fromg" nmodulo p, decrypting,sghd (BM st
ci phertext with the key kA to recover the first chall enge signal % from
the renote party, sending gY nodulo p t93§_he renote party and starting a
cl ock; 24 June 2004 -39 neans for verifyi'ng said first challenge signal to
make sure that said first challenge signal is produced by said renote
party, and then pneshsdpheridving said firgshallange sighgitemake swiethatsaiddustat i on T;

means for co ting.q"s. du ..deriving a kK, from g. dulo p, 5
enorypt i ng. saPHongtdishaPis prBREHS By Bid ot hety, ng Bon red R s LpRRSS6. s i o
ci phertext agighal semitinginf M@adidii Td Ciphertext to said renpte party; means
for receiving a fourth ciphertext fromsaid renote party, stopping said

cl ock, decrypti ngmsaisdor eompuiing ightnaeduda p, deiriving dkeydeoy fom g8 melubvpr a

second response signal. fromsaid renp arty; 10 means,for.yerifying that

sai d e aps 6T mERE A et gPARRS SETA PR IEEY oAe & BEavide(h (st ciRiextid e ¢ B

and tuB are RAsNkiEhiY TPefextTE 808 rdRbte Y&ity;f Yi ng that said second response
d v 2

signal a response produced by said renpfe party to said second chall enge
si gnal ; and neansméans fasiepgjviag ladyurth fipbertegt ¥omomid mmptd partys stoppirg said
comuni cations wi.th 15 the r I arty. 32 The apparatus according to
any one of qugqlg,(ge%ryptgl,g Sf@efﬁﬂlg{‘rglfie’gﬁ‘é ?‘éﬂ’r{ge ey Keam 19 refov et 3500 EESRATE R ne |
transm ssi Ol’lsi%ﬂﬂiﬁ-gﬁp&ﬁﬁl%}ﬂaﬂe ay 20 33. The apparatus according to any one
of claims 3, 9, 16 and 31, erein said challenge signals and response

si gnal s & e si gnahsansdpresidying gt kdid slapsdddene ofthe abkke id withinsn i@4rvallhe

apparatus acgording.to claiim 33, wherein said bionetrics 25
characteri st'lést“P)ng‘fhﬁ f&@é%@)?‘@@%ﬁ”‘é%@ﬁ?ﬁﬂ. 35. The apparatus according

to ol aim 34, wherghihs3al (bt iBPES1 ARA SpoRRLidierd | npri se
voi ce signals of thesaut hen i%ati ng ancg reng?e plaé;nt;?e%gﬁ%(ﬁégga%fﬁeﬁp
appar at us acsag! gtinoge pavtyanpaidseconfl chhlbdngs signal9andl6 and 31, wherein

means for using a key k from g™ modulo p for secure communications with

15  the remote party.

32. The apparatus according to any one of claims 3, 9, 16 and 31, wherein

T is larger than the channel transmission and processing delay

20 33.  The apparatus according to any one of claims 3, 9, 16 and 31, wherein
said challenge signals and response signals are signals representing biometrics

characteristics.

34.  The apparatus according to claim 33, wherein said biometrics

25  characteristics include the voice of a person.

35.  The apparatus according to claim 34, wherein said challenge signals

and response signals comprise voice signals of the authenticating and remote parties.

30 36.  The apparatus according to any one of claims 3, 9, 16 and 31, wherein
said challenge signals contain a freshness element, being an element indicative of

when the challenge signal 1s generated.



said chal l enge signals contain a freshness el enent, being an el enent

I ndi cative of when the challenge signal is generated. 24 J“@QJ%QQQO@ﬂO 37.
The apparatus according to claim9 or 31, wherein verification of said
first challenge signal and said second [ﬁﬁponse signal fromsaid renote
party are based on famliarity with said renpote party's bionetrics
characteristics. 5 38. The apparatus according to any one of clains 3, 9,
16 and 31, wherein encryption of challenge and response signals are

carried out by a gfyptagraphi commitment . function, 10 39.. The rat us
according to cl ai jri{‘31,ﬁ%naé’%@raﬁséwf’%w%q&ffﬂngr?agtluﬁh?rgm'l‘?nﬁgat’ﬂ‘ 0%%%% with
T3 being t hefi@piéiatieRde inabMdsakPERDA felFinlse SigRalSt@h 8did 3otd PaldP it basdd d
duration of said second response signal. 40. A conputer program product

havi ng a congufagrliargymlith sasliemeteparfytapiomstrias clearpeitnistics.eadabl e progr am code
means enfodi ed therein for authenticating a renote party and establishing a
crypt ogrdphi c key for secure conmunications via an insecure comuni cations

channel , said cowterTw@?mms%&s}uﬁl ‘to GRPBRY SHTc1difRdad) B a?xﬁ%qrﬁrﬁh%ﬁfje

means for receiving a fir ci phertex contalning a first chal [enge
si gnal , fromuchetiorpbelmllpngea and rgspoesetigmds ae camidd ot B0a eryplograplic and

conputing g nodul o where g and p are nunbers; conputer readabl e program
code means f‘iﬂm‘ﬁlﬁaaﬂg}’ﬂ 108- second chal | enge signal of mininumduration T,

where T is a fixed time interval; conputer readable program code nmeans for
deriving a key kB fromg3" nodulo p, encrypting said second chal |l enge
signal wi%h the K&y kBllterpparagisracedrding tielpir2 31 cwhgrt ds ysTehT andugyis Te a

second ci pheytex a endi t he second ciphertext; ., conputer .readabl e
program code“[ %3#3 “*‘@'rdrl*r%&b‘@ '38 Agragon H&%‘f%ﬁcﬁg‘?e}@mﬁ%‘? %@‘a?&n‘i:i‘yg‘?&%g $3Om g"
modul 0 p, defiryRin JTSaRakéhdirksionsd {hgfitext with the key kA to recover the
first challenge signal fromthe renbte party, sending g" nodulo p to the

renote party and starting a clock; 30 computer readabl e program code neans
for verifying sai ﬂ) i rg tcoglgetle{‘ gr%%'eam product having a computer usable medium having
15 acomputer readable program code means embodied therein for authenticating a
remote party and establishing a cryptographic key for secure communications via an
nsecure communications channel, said computer program product:
computer readable program code means for receiving a first ciphertext
containing a first challenge signal, from the remote party, generating a random
20  numbery, and computing g modulo p, where g and p are numbers;
computer readable program code means for producing a second challenge
signal of minimum duration T, where T is a fixed time interval;
computer readable program code means for deriving a key kg from g’ modulo
p, encrypting said second challenge signal with tﬁe key kp and a symmetric key
25  cryptosystem to provide a second ciphertext, and sending the second ciphertext;
computer readable program code means for receiving g* modulo p, computing
akey ka from g* modulo p, decrypting said first ciphertext with the key ka to recover
the first challenge signal from the remote party, sending g’ modulo p to the remote
party and starting a clock;
30 computer readable program code means for verifying said first challenge

signal to make sure that said first challenge signal is produced by said remote party,

and then producing a first response signal of minimum duration T;



signal to neke sure that said first challenge signal is produced by said
renote party, and then producing a first response signal of 44 1i,0Y6h4
duration T, 24 June 2004 -41 conputer readable program code neans
conputing g"Y nodulo p, deriving a key kAB fromg"Y nodulo p, encrypting
said first response signal wth the key AB to provide a third ciphertext
and sending the third ciphertext to said renpte party;, conputer readable
program code meanempierreadably; mggralnfq@df: nigany fon eempuiingf i‘ bmodslogaderiviagot e

party, stopp ai ecr vl Ld fourth ci he key
kAB t o recovée?%ﬁ”?e@(ﬁlﬁg@ %Odﬁlg S??%‘ﬁ%@%ﬁ’anﬁﬂé Hﬁxlﬁ/k 3‘@&{% er
readabl e pr O%E)aidbfﬁ(iﬂl?d BipA&Eext ahd s@amfg»twﬂuﬁftme&emo@&aﬁaﬁ&e affp, of the
clock is within an interval (tlo , tua) , where tla and t u$ are positive

numbers; conput wommﬁ@amd@b}@rmggram codel elemfws refcolrvmm fotugth wiphetient fan d
second r pon 10. s a.res odu to said
second chal g RERE o e SR TRk R ERHRE rt POl Rt VB ks,

using a key gt @809t SE0EMH Rsfonst 8 aﬂ%&ﬁﬁ‘m&%ﬂ‘ﬂ&t@ gy, ons with the remt e
party. 41. The conputer progran1pro uct according to any one of clains 5,

11, 15 19 and 40comgphderaeadableipsogramgede mgams foh wertfiybngrtbit shidatepsedsimenf and

processi ng | a 42...The co r.a oduct accordin 0 any one of
clains 5, 11& %ﬁkéﬁn‘ﬁﬁ% gB’é"i ﬁ{Bsg'iﬂgg’@’r?éffﬁ W&t §F’£ﬁﬁﬂsgwﬁﬂgmfbé’§bonse
signals are si gnalemput@RERRBRIPEE R BHE iehisStof ati mt%afdcs%cor@ ﬁ;énse?he

conput er program pr oduct according to claim42, eln said trics
char act el stdignal amesponts prédiced by eaid femotp pasyto saztﬂsecﬂ’lhrbchadinlpgﬁsegnaprangr am

product accordi ng vvherel said .25 .challe signal s and

response signal s %’5‘?%&?‘3821 ‘%@éo%rf“&r?ﬁ g Mspns REUSIRE A Fﬁpggﬂ%gm‘lgﬁlﬁ’ﬂemte
parties. 45. fo]'go&um%&hcgfoggwmgé%g ording to any one of clainms 5,
11, 19 and 40, wherein said chall enge S|8nals contain a freshness el enent,

bei ng an 30 el enment indicative of when the chall enge signal is generated.
24 June 2004 . .
41.  The computer program product according to any one of claims 5, 11,

15 19 and 40, wherein T is larger than the channel transmission and processing delay.

42.  The computer program product according to any one of claims 5, 11,
19 and 40, wherein said challenge signals and response signals are signals
representing biometrics characteristics.
20
43.  The computer program product according to claim 42, wherein said

biometrics characteristics include the voice of a person.

44.  The computer program product according to claim 43, wherein said
25 challenge signals and response signals comprise voice signals of the authenticating

and remote parties.

45.  The computer program product according to any one of claims 5, 11,
19 and 40, wherein said challenge signals contain a freshness element, being an

30 element indicative of when the challenge signal is generated.



-42 46. The conputer program product according to claim1l1l or 40, wherein
verification of said first challenge signal and said second rgspapRsgqsi gnal
fromsaid renote party are based on famliarity with said renote party's
biometrics characteristics. 5 47. The copputer program product according to
any one of clainms 5, 11, 19 and 40, wherein encryption of challenge and
response signals are carried out by a cryptographic conmtnent function.
10 48. The conput#d- pr beg ecomprigrduesramquedusi aepordng tosdlaimill onemdrerdim s T3
+ T4 and tug_.d4S,.T3 &+ Td.+ with.T3, bejng,the duration. of said.second
chal | enge si geﬁ’aﬁcatl%l}l%&f‘}ffl%rgf %HS%GGS@W ?ﬂd %ﬁd TFOLATGPLEE Bﬂgﬂalré‘%éﬂge
si gnal . 24 Juift@SRt ard BadRENDHRnNHHENT GAT LGHLIBASERs SdRXGHANG NG SI GNALS
REPRESENTI NG Bl TRI CS | NFORVATI ON"ABSTRACT A nethod, an apparatus, and a
conput er pr ogfrazaetesistieRict for renote authentication are disclosed. The
met hods ?'e based on exchangi ng of signals representing renote party's
bi ometrics information (such as acoustic waveforns) and have application in
secure tel ephony g7, wﬂ%)ccﬁ@iﬁ&rﬁ@mﬂgu&mm&b&ﬁﬁg% ME bf ARRRs $191Wor Ks.
The apparatus includes a speech encodi ng/ decodi ng rmgul e {632 , a control
modul e (636) 19 aid(e mirergin erwmypdoorof phallengeradirespan8d fignalaateeyprrpdoat by ar
(650), a Diffie Hel].man ke change system (660), a tiner nodule (670)
for measuri nW@%p%@f%@H@en?MﬁPgnged statement and a correspondi ng
response statenent, an input/output (1/0) nodule (680) for transmtting
and receiving data via a communi cati ons channel 610. FIG 6

10 48.  The computer program product according to claim 40, where tlg is T3 +

T4 and tug is T3 + T4 + T, with T being the duration of said second challenge signal

and T4 being said duration of said second response signal.



