PROFI LE SCANNER CLAIM OF PRIORITY UNDER 35 U.S.C. 119 [0001] The present
Application for Patent clains priority to Provisional Application No.

61/ 164,276 entitled "El ectronic Discovery Systeni filed March 27, 2009, and
assigned to the assignee hereof and hereby expressly incorporated by
reference herein. FIELD [0002] In general, enbodinents of the invention
relate to nethods, systens and conputer program products for identifying
users of personal conputers within a network. BACKGROUND [0003] El ectronic
di scovery, commonly referred to as e-discovery, refers to any process in
which electronic data is souglROIGE&C BRed and searched with the
intent of using it as evidence in a |egal proceeding, an audit, a
securities investigation, a forensics investigation or the |ike.

E-di scovery can be carried out offline on a particular conputer or it can
be acconplished in a né&lAMOERRIOBAREMNDERGOA].SThélHature of digital data
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drives, and because digital files, even if deleted, generally can be

undel eted. In fact, the only reliable nmeans of destroying digital data is
to physically destroy any and all haffplrives where it is stored. 1 [0005]
In the process of electronic discovery, data of all types can serve as
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computer program products for identifying users of personal computers within a network.

BACKGROUND
[0003] Electronic discovery, commonly referred to as c-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment. -
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any

and all hard drives where it is stored.



multinmedia files, web sites and conputer prograns. Electronic mail (i.e.,
e-mail) can be an especially valuable source of evidence in civil or
crimnal litigation, because people are often |ess careful in these
exchanges than in hard copy correspondence such as witten nenos or postal
|l etters. [0006] E-discovery is an evolving field that goes far beyond nere
technology. It gives rise to nmultiple issues, nmany of which have yet to be
resol ved. For exanple, identifying data required to satisfy a given
discovebg)gfquest ﬁocatin% t he appropriate set of data that has been
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occurs. [0007] In addition to identifying, locating and retrieving digital
data, thRtlBskrscritical part of any electronic discovery is the
preservation of data, which involves nmaintaining an original source copy
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- of themselves. This is especially evident if the data that is being identified, located and retrieved

comes from an evolving or disparate enterprise, such as a corporation that has experienced
mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the
technology infrastructure across the enterprise may vary, at least in the interim. However, e-
discovery must be able locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merger/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too
becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the identification,
location, retrieval and preservation processes, especially in instances in which the enterprise

system includes disparate technology infrastructures and the like.



only that which is relevant to the request. Such searching is typically
acconplished by determ ning a specific date range for the request,

provi ding key words relevant to the case and the like. Inprovenents in the
area of searching are greatly in need to further add efficiency to the
overall e-discovery process. [0009] Once data has been retrieved, preserved
and, in sone instances, searched the electronic data may be reviewed by
the requesting entity, such as a law firm securities comm ssion or the
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Ther ef of@teriplsppravidestor thejahilithte filten eesearah thiriah salatta reduce freemhmed datrto
review are al so desirable as a neans of increasing efficiency and reducing
costs. oflpOmowhichds rejevaniite hetraguesi. fiuchkeatetting s agpikdignctanjlanaiby dat a
identified as relevant may need to be produced in a tangible format for

f ur t her deeralinisg 8 specificadpad raaye fbe tici ragquesty proriigskey Migds RIQEHGE hOQEdIRNt S

nmust be properly identified and include necessary redactions and
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in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvements in the manner in which data is
presented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.

[0011] Up until now, e-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for links to
exist between different cases for the purpose of leveraging the e-discovery related to one case to
another new or pre-existing case. Therefore, a need exists to improve the manner in which cases
are managed and, in particular, how tasking and workflow are managed depending on case

requirements and the like.



products for identifying users of personal conputers within a network, and
in particular, for generating a list of personal conputers associated with
cust odi ans for the purposes of conducting electronic discovery. Sone
enbodi nents of the present invention provide a nethod for identifying
users of personal conputers within a network for the purposes of electronic
di scovery, wherein the nethod conprises: (1) accessing the personal
conputers via the network, (2) querying the profile list on each personal
conputer, (3) transmtting for each_personal conputer conputer-identifying
data associated with the personal é%ﬁﬂ Yand user-identifying data
associated with a user of the personal conputer, and (4) storing the
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data in-a database.

[0013] In some embodiments, storing the computer-identifying data in a database

comprises adding the computer-identifying data to an existing entry in a custodian directory

associated with the user. According to some embodiments, the method also includes using the

user-identifying information to store the computer-identifying data in the database. According to

some embodiments, the method also includes using the user-identifying information to link the

computer-identifying data stored in the database to an existing entry in a custodian directory

associated with the user. In some embodiments, querying the profile list comprises reading the

registry key list. In some embodiments, the computer-identifying data comprises a computer

name. In some embodiments, the computer-identifying data comprises an IP address. According

to some embodiments, querying the profile list comprises reading a regisiry key list on the

personal computer comprising at least one registry key.



as a subject for electronic discovery. In sonme enbodi nents, the nmethod al so
includes transmtting |og-on data associated with the user of the personal
conputer. In some enbodinents, the |log-on data is transmtted in
conjunction with the transm ssion of the conputer-identifying data. In
sone enbodi nents, the | og-on data conprises the |last date and tine that
the user logged on to the personal conputer. In sone enbodi nents, the
| og-on data conprises the nunber of tinmes that the user |ogged on to the
per sonﬁdg f@rrput er. duri n]gl a . predeterm ned period of tinme. [0015] Sone
enbodi nOR{Y of t HB SyPesBRedimepiarihr Bseridentiiieg datprompripes airledstie pertiy iofig
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conputers a tool configured to transmt conputer-identifying data and
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directory conprising data relating to the users, (3) locating in the
di r ect masy sabjeetrfor gledtivatc disorgyi BesmdairbodRicnt, e ndifodger ntideat i fyi ng dat a,
and (4) linking the conputer-identifying data to the entry. In sone
enbodi rembgittiidiegloaQlatd Ssceitdd Wil 8- us& IR \RMohall depaRIPHE &ind denti fying
data and the user-identifying data every tine a user logs on to a personal
conput SRR {8 : [P VA .Q: CO i ses a
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[0015] Some embodiments of the present invention provide a method for identifying
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users of personal computers within a network for the purposes of electronic discovery, wherein
the method comprises: (1) installing on the personal computers a tool configured to transmit
computer-identifying data and user-identifying to a database server, (2) accessing a preexisting
directory comprising data relating to the users, (3) locating in the directory an entry that
comprises data matching the user-identifying data, and (4) linking the computer-identifying data
to the entry. In some embodiments, the tool is configured to transmit the computer identifying
data and the user-identifying data every time a user logs on to a personal computer. In some
embodiments, the user-identifying data comprises a network user identification. In some
embodiments, the computer-identifying data comprises a computer name. In some
embodiments, the computer-identifying data comprises an IP address. According to some
embodiments, linking the computer-identifying data to the entry comprises recording the

computer-identifying data in the entry. According to some embodiments, the method also



subj ect for electronic discovery. [0016] Sone enbodi nents of the present

i nvention provide a systemfor identifying users of personal conputers
within a network for the purposes of electronic discovery, wherein the
system conprises: a profile scanning tool configured to scan the persona
conputers, query the profile list on each personal conputer, and transmt
to a database server for each personal conputer conputer-identifying data
associated with the personal conmputer and user-identifying data associated
with a user of the personal conputer, a database server configured to

recei vellfides S&‘H%Jb‘g?%la'éﬁtlfiﬂﬁfﬂgg gata in adefabase cendiguradde he irf samrurdertiant r om
the profile scanning tool and store the conputer-identifying data in a
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with the database server via the network configured to retrieve fromthe
dat abasidentiping datathan destpmicedisdostenytminapergipda tiee identifie stansiahd el £1 ectroni c
di scovery request targeting the wuser. According to sone enbodi nents, the
dat abassbpetrfoeelettroniodifdogertyed t 0 access a preexisting directory conprising
data relating to the users and locate in the directory an entry that
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the database is the directory and * t he database serv I's con dto
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of the present invention provide a co program produc
mai nt aigl I. n stemin for the purposes of performng
1 14,
el ectr (;dr;# @Q egll S cgv egéyﬁ:f; ﬁ&gﬁ enLF}e%gg?oﬁ %8“@%‘&8 AHEh ?p?rg%nag‘é‘?fﬂ?ﬂt‘é‘?’ Bgr am
product, co i.sing_a,computer readabl e medi um havi ng conputer readabl e
pr ogr atr%h? %rrsgﬁeuhcsi ?'gﬁasCh§F%B%% CPRBYER ﬁ?‘?%‘éﬁnéf i atgr?@%aﬁﬁ?f}ﬁf far cpchapessonal progr am
instructions co risg: first instructions configured for accessing the 6
per son&PTORBRHeRTENCrdfentifyiag date dsrokiated avitinhe persenalieompirier andwérgdensidyingr
guerying the profile list on each personal conputer, third instructions
conf i gdp8@stostatadrsiffsaiser pfide persorsd chmpueies o dalabase seqyat @nfigured to receive the
conputer-identifying data associated with the personal conputer and
user -i ¢empiteyidaniifying data and the user-identifying data from the profile scanning tool and store
the computer-identifying data in a database, and an electronic discovery management server in
communication with the database server via the network configured to retrieve from the database
server the computer-identifying data in response to an electronic discovery request targeting the
user. According to some embodiments, the database server is configured to access a preexisting
directory comprising data relating to the users and locate in the directory an entry that comprises
data matching the user-identifying data. In some embodiments, the database is the directory and
the database server is configured to store the computer-identifying data in the entry.
[0017] Some embodiments of the present invention provide a computer program product
for maintaining a custodian management system in for the purposes of performing electronic
discovery in an enterprise environment, the computer program product comprising a computer

readable medium having computer readable program instructions stored therein, wherein the

computer readable program instructions comprise: first instructions configured for accessing the



data associated with a user of the personal conputer, and fourth
instructions configured for storing the conputer-identifying data in a
dat abase. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0018] Havi ng thus descri bed
enbodi mrents of the invention in general terns, reference nay now be nade
to the acconpanying drawi ngs: [0019] Figure 1 illustrates a network
environnent in which the processes described herein are inplenented,
according to one enbodi nent of the invention; [0020] Figure 2 is a bl ock
di agram of an el ectronic discovery managenent server, in accordance with
enbodi msrsend compaters s b neiwoyk se¢and instmodards cpifigured for iggersingltheproticdit am of
a dat abase server, in accordance with an enbodi nent of the present

i nvent icoreact BOKDAI deingputaz, third snstruttions komdigugedalior insaittink fecatiopersaiaber , i n
accordance with an enbodi nent of the present invention; [0023] Figure 5is
a_ f| owcdmageacomputa-idaitifpidg tat absdeiated fwithlle paeoitl B8mRRESAA dker-iB8QHTHARL! S
within a network, according to one enbodi nent of the invention; [0024]

Fi gur e datal asdolaslovigh /64cR BT thk {p@x%&ﬁzﬁ-%blﬂﬁut_@ll, 86d fRRth EnHuSER b gment
structure, in accordance with an enbodi rent of the invention; [0025]

Fi gur € sbring i ki AR Pl P BAdided O [ ni tiating a case or mat ter

including “creating sear erns, creating and sendi ng preservation

Cust od: ane. i sccor danset PRSEREAIONGE TEDRAFARE ST Mvent lon:
NI ENIRATHE L BT R T
prese ntmaiyr}l\c/)sv tei lgz?d-e tg 3% accompanying drawings:
[0019] Figure 1 illustrates a network environment in which the processes described
herein are implemented, according to one embodiment of the invention;
“T0020] Figure 2 is a block diagram of an electronic discovery management server, in
accordance with embodiment of the present invention;
[0021] Figure 3 is a block diagram of a database server, in accordance with an
embodiment of the present invention;
[0022] Figure 4 is a block diagram of a collection server, in accordance with an
embodiment of the present invention;
[0023] Figure 5 is a flow diagram of a method for identifying users of personal
computers within a network, according to one embodiment of the invention;
[0024] Figure 6 is block diagram illustrating electronic discovery management structure,
in accordance with an embodiment of the invention;

[0025] Figure 7 is a flow diagram of a method for initiating a case or matter including

creating search terms, creating and sending preservation notices, sending reminder notices and



[0027] Figures 9 and 10 are flow di agranms of nethods for harvesting
different data types in an electronic discovery system in accordance with
an enbodi ment of the present invention. DETAILED DESCRI PTI ON OF

EVMBODI MENTS OF THE | NVENTI ON [ 0028] Enbodi nents of the present invention
now may be described nore fully hereinafter with reference to the
acconpanyi ng drawi ngs, in which sone, but not all, enbodinents of the

i nvention are shown. I|ndeed, the invention may be enbodied in nany
different for and shoul d not be construed as limted to the enbodi nents
set for{RAtEABf sendmeRupcys to qustodiagsiin asosedsnes witk epbediingeid of thetpinastntt hi s

di scl osure may satisfy applicable | egal requirenents. Like nunbers refer
to |i keNEW9Bnt s t hr oughout. [0029] As may be appreciated by one of skil
in the art, the present invention my be enbodied as a nethod, system
conput ei00Prlogr amFigwel8dt 3 flow digembf nakihod fafcubiodiah Bia8QIME in ACEREEHRT! V.
the present invention may take the formof an entirely software enbodi nent
(i ncl udliswgvéryrspsengin ac@pihea ivithahlewdoeimdit 61 tRe PRI iflhtidn; Fhd an enbodi nent
conbi ning software and hardware aspects that may generally be referred to

herein (8627 " SV reflirés GHlid ROIERL® diagPIROSH HBRSK (6f ha‘g“%gg%g@?%f BEY B O

may take the formof a conputer program product on er-rea e

medi um;Rayif P “sj@tt% e: e e Led in.the medium. [0030]
Any suit abl egt(gglﬁrrggi? ‘té(f{e e da{g‘l’ 1eno z{r(r;gg{d%%eqrr@% eé%!%)o%fl}l%cﬁ’?ﬂ*t?éesc‘?’&%m?@'
readabl e nmedium may be, for exanple but not Iimted to, an electronic,
magnetic, opti [ ] r system
appar at us, devl?ggémo@ %%§%§mb%e%¥[§@ﬁ&&%ﬁ%6§m%i%| es of the
conput adabl pum i ude, but are not limted to, the follow ng:
an ele ?Qzlrgial co%rr{l(raﬂg’ 1“66%}%0334‘%@3%&“8?&??8?8%%@% 3@&@?%4@11%?@1& or age

medi um,such as Tﬁ‘gortable comput er diskette, a hard disk, a random access
menor y PERRAIOFLEr With scirepsn i trecsorppanyiaedrawings. d whishisemer by netrathbl e r ead- onl y

menory (EPROM or Flash nenory), a conpact
cmbodiments of the invention are shown. Indeed, the invention may be embodied in many

different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.

[0029] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0030] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.



disc read-only nenory (CD-ROM), or other optical or nmagnetic storage
device; or transm ssion nedia such as those supporting the Internet or an
intranet. Note that the conputer-readable nediumcould even be paper or
anot her suitabl e nmedi um upon which the programis printed, as the program
can be electronically captured, via, for instance, optical scanning of the
paper or other nedium then conpiled, interpreted, or otherw se processed
in a suitable manner, if necessary, and then stored in a conputer nenory.
[ 0031] Conputer program code for carrying out operations of enbodi nents of
the prEIPCqilic/epipss okl dempyfer readeble medivmoinflade, byt dremptlimitettioj theed or
unscri pted programm n | anguage such as Java, Perl, Smalltalk, C++, or the
| i ke. Holwviag: anteestrt ioprheying one otimoref wiresc atangibirstarage mpdinaisucinss of
enbodi ments of the present invention may also be witten in conventional
pr ocedamaktaile cgmputer digkdta ghiad disk, Statdom ScdelemEGory(ROMR AT 4ADN RRGHBGEE OF
simlar progranm ng | anguages. [0032] Enbodi nents of the present invention

are degROM)psh betbl prbiamaRbRI ALY GrenfdrPIEFREOM drlFI448 eMdrP))s caRgi@r bl ock

di agranms of nethods, apparatus (systens), and conputer program products.

't may di@ redactsilP bRl (E85-ReAR)) opbﬁ%gﬁfcalt&%ﬁ;gjnwgaﬁréé? {ﬁvliéés b l?érjsﬁlﬂ@ioﬁnd/ or

bl ock di agrans,” and/ or conbi nati ons of blocks In t owchar

i11ust %ia%%h g{'ﬁé&rsug h th(é:ilﬁ‘tg {Tgranolﬁﬁla.&? N&Blt arﬁ‘\hnt %d D et e t3er
fiflg (eI RS

program i nstructions. conmputer program Tnstruc provi ded
to a pro f a.,general 0s onputer, sp c%g%_ urpose conputer, or
ot her " BIOPLRE Pt 5 oAb s abetbet g Tabp b diuiicinos “pHcitibe Brogm syAaed. @iich
that the 9 instrugti ns,,mh%ch execute, via the processor of the conputer or
ot her PIGEPEARBR B¢ gleptroniglly carturedgviafenmatanes: opficehscanpipg R e Pareriosr
i npl ementing the functions/acts ;ﬁecified in the flowhart and/or block
di agr aRihsT Bedivgy then sempiled, gugpreterh exethemiysuresesied dy p awitablesmanrst,iibns  nay
al so be stored in a conputer-readable

necessary, and then stored in a computer memory.

- [0031] Computer program code for carrying out operations of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code

for carrying out operations of embodiments of the present invention may also be written in

conventional procedural programming languages, such as the “C” programming language or

similar programming languages.

{0032] Embodiments of the present invention are described below with reference to

flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer

program products. It may be understood that each block of the flowchart illustrations and/or

block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block

diagrams, can be implemented by computer program instructions. These computer program

instructions may be provided to a processor of a general purpose computer, special purpose

computer, or other programmable data processing apparatus to produce a machine, such that the



menory that can direct a conputer or other programmabl e data processing
apparatus to function 1in a particular manner, such that the instructions
stored in the conputer readable nenory produce an article of manufacture

i ncluding instruction nmeans which inplenment the function/act specified in
the flowhart and/or bl ock diagram bl ock(s). [0034] The conputer program
instructions may al so be | oaded onto a conputer or other progranmabl e data
processi ng apparatus to cause a series of operational steps to be perforned
on the conputer or_ other progranmmabl e apparatus to produce a

conput eRsifusiersnvhich gxgsuscda tie pserebsor hbthe chapitaserraiedr iporgsaminbiglh deteecut e on
the conputer or other progranmable apparatus provide steps for

i mpl em@medesyng dparfaliyceredn sleabanssnsyploc inipl edenting tthefuhttowsaes spaifibddn thel ock

di agram bl ock(s). Alternatively, conputer programinplenented steps or acts
may be floowwhanh eatl/onblodk diperamtbbsck@i blugk@n i npl enent ed steps or acts in order
to carry out an enbodi nent of the invention. [0035] Enbodi nents of the

pr esentodIzyent i OTheQRBhPBteRp¥pRint [nRIrkeRANINAY ako 8L sorAAflih a%ﬁg tef-Read4H30 €ach
of the personal conputers residing on a conhuni cation netwo ﬁ ang

i dent i fydntGy thMpb4uingt Mﬂ&tﬂé‘%ﬁ%ﬂ%@?ﬁ)&%ﬂﬂaﬁ@ﬁﬂa Bﬁ%éﬁgglgggéﬁgr?gg {o'eﬁlhct{orﬁ a

busi ness environnent, It iI's often case that enp og on to

o0 % REESEA nGRIPALEY Bgth Mk RS b R RSB RSY L

t hem ust odi aris W UST Ness of an
electronic discovery effort nmay have stored data,on personal conmputers that
woul d 5‘%&8? at ?fgl‘fllee I°¥ maga aftéﬁeg‘g%ﬁgﬁmg THEP ReaDs é”&qhdgipieniﬁng@ﬁmmﬁﬁﬁc ess.

| ndeed, icgt_ suc unl ess, the 10 custodi ans thensel ves actually

i nst ances ]
i dent i f§F° ngﬁcﬁ At apdfanblpek dipgramleskéi an has used to store data,

there is a high likelihood that the data bel onging to the custodi an and
st ored [¥BH he  uhbeeepmer DregTAT ARsirUgBRNsANanadsocbedodded oniconcamappiret ethyr  The
profile scanning tool of the present invention solves this problem by
gener apragiprambhle date prqgsessigrpparaisuicassa sdris ofiapeativeelsteps to be performed
~on the computer or other programmable apparatus to produce a computer-implemented process

such that the instructions which execute on the computer or other programmable apparatus

provide steps for implementing the functions/acts specified in the flowchart and/or block

diagram block(s). Alternatively, computer program implemented steps or acts may be combined

with operator or human implemented steps or acts in order to carry out an embodiment of the

invention.

10035] Embodiments of the present invention provide a profile scanning tool configured

to scan each of the personal computers residing on a communication network and identifying

which network users have used each personal computer. In a business environment, it is often

the case that employees may log on to and use personal computers within the network that are

not assigned to them. Thus, custodians within the business who may be the subject of an

electronic discovery effort may have stored data on personal computers that would not ordinarily

be targeted during the electronic discovery process. Indeed, in such instances, unless the

10



used by each custodian and storing this list for future reference during
el ectronic discovery. In order to explain the systens and processes of the
present invention, the greater environnent in which such systens and
processes shall operate should first be explained. [0036] Figure 1
illustrates an exenplary el ectronic discovery system 100 i n accordance

w th an enbodi nent of the invention. In sone enbodi nents, the environnment
of the electronic discovery system 100 is the information technol ogy

pl at f or - rise,.far anpl e a national grul ti-national

cor por atr‘g}1 %éc}lglgsntg%sﬁe(ﬁ: S5 getually ﬁﬁ?ﬁ;tﬂ feverycpmpyter thgcHstadian hamused tosttaror k
storage devices | FJ@E?ITTT’IJI{]I cation with one another over a conmunication

net wor k “¥PntPCI5 4t ¢ piehlkrihaod that tha dagnhelongingte e spsiedisagadetedsartier 110, at
| east one database server 120, a collections server 130, enterprise

per sonallR#sigper Bachinesgvoukhaveigealisetian dompleelyeThe pilile scantingioofof @ | east
one personal network storage area and at | east one shared network storage
area, EFSEH prvcsidoresplves thieproblem Wbgenceting avier ofipeond CoingBRrsIRAHRYe B, @
short-term staging drive 180, and a long-term network storage network 190
are al | usad bycaviucistsiianaind stoeing this BENTHuGRS FeBtende RS K1cd@ric diB&very. In
communi cation network 102 nmay be a wi de area network; including the

| nt er nebrdeatol caphin Be et dkoREsek B fha We or .t he
i ke. [0037] As shomneﬁi n theﬂg(l)ocslie di ag?gér??g?noé?lgﬁ’g%r%%&g@lgﬁ‘%MC

di scovewyichBRIasERA andlotekes I BhAYIL ARSI RE bl B SLitace managerent for via

user interface 118. In sone enbodinents, c di scovery
e accessed via a web

nmanagengibe erverFié,‘}rgli- & erver teﬁua can. b !
br owser . | n]sone pafticul ar a{éé?. 0 )lier%‘ﬁ?r,y tﬁko’élf:gbsf?m st {Rarageordance
managengnd .S .. 110 .i.s .an intranet website server that may be accessed
utilizing a EKSdiptdrorde ReniShy Bt Gbasimerer dheamyisprnens of terelestrghict he
el ectropi %vdi sc%ver }3 natﬂa%&nent_ server 110, the user interface 118 may be
pr esent BFVHYAVRIEBAVP g the fdormatien dshnelpyiplatiesief antraterprisecfor exdngplelascover y
process and all processes described herein that are inherent thereto. For
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network. In
particular, an electronic discovery management server 1 10, at least one database server 120, a
collections server 130, enterprise personal computers 140, enterprise file servers 150, including
at least one personal network storage area and at least one shared network storage area,
enterprise email servers 160, a conversion services server 170, a short-term staging drive 180,
and a long-term network storage network 190 are all in communication over a communication
network 102. The communication network 102 may be a wide area network, including the
Internet, a local area network or intranet, a wireless network, or the like.
[0037] As shown in the block diagram of Figure 2, the electronic discovery management
server 110 provides user interface management for via user interface 118. In some

embodiments, the electronic discovery management server 110 is a web server that can be

accessed via a web browser. In one particular embodiment, the electronic discovery

11



illustrative purposes, it may be assunmed herein that the primary user
interacting with the user interface 118 is an enpl oyee or contractor of
t he conpany who serves an el ectronic discovery nanagenent role, and
hereafter is referred to as the "e-di scovery manager." As discussed in
greater detail below, the e-discovery manager may utilize the user
interface 118 to manage cases, custodians, collections, and collected
data. It should be appreciated, however, that any individual could use the
user interface 118 to performthe manual functions herein attributed to

t he e- dNAREYBL} SerEerald€ds amimtrandt Mgbeitk serveathabmanbe acvassed uplizogs seboul d
performthose functions as well. [0038] Referring again to Figure 1, the
el ect r dniesedios e ovashipe mathagberemerpsise. vEroigidthis slettnonic distavencatagemedtt h t he
dat abase server 120 and the collections server 130 via the conmunication
net wor ksei®21 1(Ttie Watiaferfae NS be#bscnrd 6 Haw forthé Pepbed 6Rkmehatigam of
Figure 3, is configured to provide database services for the electronic

di SCOVelestrbTbABEHRRY p2eEsE 8hd all $dcedsBCdedeiveg nBRUSIhACE NBietddi bR, For
Directory/ custodi an dat abase 122, which includes data relating to

R e e R

to particular ~ cases, and ongolng c I'ch T ncl udes
data r ' 0 ' 15 [ dertaken, by the collections server
130" ELBRAR S Fem SRR Sty o LB RN et Sim et RS0 | S
discuss%%_in Q?H)il ﬁlog%:Lt ?hoaud qﬁ yunder st ood that”ggééjple dat abase
ser ver SRSHTE 8 TV IHSTERG "BFS Qe SFREFRVPATIBEESE grussegd iy
reference t a.EingI dat.abase server is_for illustrative and conveni ence
pur pos EEaH (F)j?‘?ﬂ BlP Ve g Frliscoveny ananagsrinaay uhilize thegisgr intepfagaLi8fo npnpge aopess ed i n
one dat abase server and the ongoi ng collections data 126 could be stored in
anot hefustefiangpeadieciiensyand coleqted ddta glt should heiampretiatehbowotdrgbatianps server 130
is configured to operate a nunber of tools, including the local collection
t ool 13wivithied coult essibe vear intaifioedil B dmperforn th8haneal dunctibues leedin wrrienad do
collection tool 136 in order to collect different types of data and store
“such défeze-discovery manager, and, indeed, that an automated process could perform those functions

as well.

[0038] Referring again to Figure 1, the electronic discovery management server 110 is in

communication with the database server 120 and the collections server 130 via the

communication network 102. The database server 120, as shown in the block diagram of Figure

3, is configured to provide database services for the electronic discovery management server

110, including housing the Unified Directory/custodian database 122, which includes data

relating to individual custodians, the case database 124, which includes data relating to particular

cases, and ongoing collections database 126, which includes data relating to collections being

undertaken by the collections server 130. Each of the foregoing databases within the database

server 120 is discussed in detail below. It should be understood that multiple database servers

could be employed instead of a single database server, and reference to a single database server

is for illustrative and convenience purposes only. For example, the Unified Directory 122 could

12



such that the data may be managed apart from cases. [0039] Regardl ess of

t he nunber of database servers enployed, it is an object of enbodi nents of
the present invention that data relating to custodi ans and cases be stored
in the database server 120 i ndependently. While custodian data in the
Unified Directory 122 and case data in the case database 124 may be |inked
or correlated within the database server 120, for exanple, when custodi ans
are assigned to particular cases, custodians nay be nmanaged separately
fromcases. Therefore, when a case is initialized and a custodian is

assi gnel® 18T On%%’é@zas?w ¢ thsongeipg eoliactionssdatad] 28reopkihetstared deemathst or age
| ocations for that custodian) is accessed by the electronic discovery
managenB#base pereser- 1Referring g Bigurs 4, thebobietas seryerll29 is configercdas afpastea ser ver
120 and linked to the particular case, rather than manually input by the

e- di scoenber offandy éncludingthe hnsaloalection06el0B2 Rite tikaserer eollccfior@dl 13408nd O
separating (but allowi ng |inkage of) custodian nmanagenent and case

manage ntkctiveones sedectindosld 3d s ordssedoflent UTRTedd §fRVof S d RERISTRM,
processes relating to the collection of data from custodi an storage

| ocat i oneh thuit kiegiaed 188y bOMbkaged bSEONGH XaREe al SO separated from case
managenent and custodi an managenent processes. In this regard, the data

oL} SCENSIY O @ RAAIGH LA GBI S SERERTAIRRNT Rlaf QIR0 N the

custodi an information and any relevant case i ron ssed
el o, B PE e LR enb ] MY B ARSI 0L B L
13 ml 1RSSR ool BF BT hisfho el it dh RHehRyegerivared et t he
or oces S ke i figne 425t he ek conaicd sndeiie didbys somirLD, fony be
categorized within one of case managenent, custodi an nmanagenent, or data
manage fSATPleAHeRGustpdians argrpstigrsddo peitistletiases cusidlansohdyeeteshagad a may

separately from cases. Therefore, when a case is initialized and a custodian is assigned to the

case, information for that custodian (such as data storage locations for that custodian) is accessed

by the electronic discovery management server 110 in the Unified Directory 122 in the database

server 120 and linked to the particular case, rather than manually input by the e-discovery

manager into the case.

[0040] Furthermore, in addition to separating (but allowing linkage of) custodian

management and case management processes, and as discussed further below, data management

processes relating to the collection of data from custodian storage locations during electronic

discovery are also separated from case management and custodian management processes. In

this regard, the data collected from a particular custodian is stored separately from both the

custodian information and any relevant case information (as discussed below, it is stored in long-

term network storage network 190), but is linked to a custodian, which is in turn linked to one or

more cascs. This is advantageous because in the event a particular custodian is assigned to

13



all be managed separately, there are necessarily |inks between the various
datastores to allow managenent of the overall electronic discovery
process. [0041] CUSTODI AN [0042] Wth regard to custodi an nmanagenent,
according to sonme enbodi nents of the present invention, the Unified
Directory/ custodi an database 122 houses information relating to al
potential custodians within the enterprise and the | ocations where those
custodi ans store data. The information stored in the Unified Directory 122
may include for a_ particular custodian, for exanple, the custodian's nane,
posi t i dRultiplgsasesrdatprnolleetsd framthe eystadignamasnbaphered wwithethe biher eraell) toaviptioyee of
the enterprise), enploynent |ocation, domain, enail addresses, network user
i dent i ftheeustadian ipessignadl Thaefore, the(valiomanesessratahd cafiporehwor keslatagie devi ces
used by the custodian, including Shared Drives and HonmeSpaces, work

hi st or yiscoedraspstend @0G miag bé sategorzsd withidagelos cask AR FRIEe cSstedias Ubor di nat es) ,
and any other information that nmay be relevant to the discovery process.

Si nce tafenian, ordaRuiaasehd@NALA bedn theughl ABEScUNATME h8toBREN c%&% i an,
in some enbodinments, the Unified Directory 122 may be organi zed around the

human nLA%RWmEsed defgikly {Rfe ar@‘hé:ce%alriy‘lgnﬂs %ﬁe@ame%%% &ttelsﬂ)g%sﬁ:g tang w the

Unified Directory 122 I's generate I -ste rocess oVilizes

”Ultiphﬁm%%9&§$QQ@EQE&QﬁgECQ&ﬁégﬁaﬁkﬁégg rel evant information. [0043] For

exanpl e, e e ronic discovery na ¥it server 110 or the database
server @ﬁg may iﬂiﬁéiﬁﬁgﬁﬁjth t he conputer databases of the human resources
conputé s}stens nterprise to copy the information fromthe human
resour at aba intg the Unified 14 Directory 122. In sonme enbodi nents,
the el i@?gni c di ﬁ?of\%%f ey epananageipent aceardinggdy seme embedipents gfithet 0 a
network directory, such as Wndows Active Directory, to identify network
r esour PESeH @pvepren, the Vaified Direetoryéenstoditn slatabaged 22 howsys atfernaios rélatingrtoat i on
into the custodian entries including the copied human resources
i nf or nall potential whgiedians withih dre dnteeprigeiahd et 1Btations whyre ftde custodians store data.
* The information stored in the Unified Directory 122 may include for a particular custodian, for

example, the custodian’s name, position, human resources identifier (a unique number for each

employee of the enterprise), employment location, domain, email addresses, network user

identification, personal computer(s) name, paths of network storage devices used by the

custodian, including Shared Drives and HomeSpaces, work history, related persons (such as

managers, team members or subordinates), and any other information that may be relevant to the

discovery process. Since the human resources identifier is always unique for each custodian, in

some embodiments, the Unified Directory 122 may be organized around the human resources

identifier. All of the information relating to how the Unified Directory 122 is generated is a

multi-step process that utilizes multiple tools and methods of identifying relevant information.

[0043] For example, the electronic discovery management server 110 or the database

server 120 may interface with the computer databases of the human resources computer systems

of the enterprise to copy the information from the human resources databases into the Unified
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may al so be obtained fromthe managers of the information technol ogy
network, i.e., those individuals responsible for setting up email accounts
for custodians and nanaging the various file servers of the enterprise.
Furthernore, in addition to retrieving information in the manners

descri bed above, in sonme enbodi nents, information in the Unified Directory
122 is generated through tools initialized and/ or depl oyed by the

el ectroni c di scovery nanagenent server 110. In particular, in sone

enbodi ments, as_shown in Figure 2, a profile scanning tool 112, and a
mappi nPFEHY 144 Wrsemsegpodisents, e £lpctame discovary managemeningrieod10 mip alss
utilized by the electronic discovery nanagenent server 110 in order to

i dent i fryaciputte aofctwerk dinecteryp siches pémdowaAciharPintctory, thddensifienassaci at ed
with a particular custodian. Wiile nmany custodians within an enterprise

W || beaesuwicy reddediogadiculanonsodiaisad teganpils @ifsemaa68 idtd ae dutb@aABiiien may
already be stored in the Unified Directory 122 because it was received
from hundndingthetopies hanari REQEERLHPANARHNNNbAANITaELPME AR Dfi'éc&&gﬁ 95i es,
cust odi ans may have al so used and stored data on personal conputérs that

Ver e N@hay @HedbREnddGrdnh 818 mdddg &9 BBth AtbARGRA %@éﬁ fl%w{oﬂ? E\Sf F@X%be no

ersonal conputer information “store or a custo ni fie
p I np i nf df ified
Di r ect @fafvilidas resbbribtd ok DSt -gh il nni tool 112 .may be the
only source ofriﬁ?grnaflon’%ﬁ@ﬁ?n%%a%°ﬁ@§§F°§%§ﬁ.ﬁﬁggiﬁwﬁ@P%HPéﬁﬂP usi ng
to st of il cannin | 112 provi.des a caonmplete |ist of
conput giﬁegsegge%sgo%@g %rhtg&mﬁ% sf %(ge’dﬂ &&‘ﬁﬁ?n éﬁfﬁg&é"r’t’@ﬁ’t‘ OHRAYI98 IR Ehe TRESHNnal
conputgr LgnfrnatLon receLéﬁd from 15 alterpative sources. This
advant S5EH0EY $POXF B jne Fabedigeris Joirpationinghs Unified Direstory (9sis gersmated
collect all of the relevant data fromthe custodian. [0045] Wth reference
now t o tepighrtaols mitizghzed apdiordeployad hy theslectrgria discyyany mehegementseodi Ab0.uker s of
the personal conputers 140 within the comunication network 102 utilizing
one enB#HrHaR N spma dpebodimdrits, @s stwavminfigiro?) a droflleatarnivg: tookekl@nind Avention i s
provi ded. According
~mapping tool 114 are provided.

[0044] The profile scanning tool 112 is utilized by the electronic discovery management

server 110 in order to identify which of the enterprise personal computers 140 are associated

with a particular custodian. While many custodians within an enterprise will be assigned one or

more personal computers, and that information may already be stored in the Unified Directory

122 because it was received from human resources or information technology records and

directories, custodians may have also used and stored data on personal computers that were not

assigned to them. In some instances, however, there may be no personal computer information

stored for a custodian within the Unified Directory 122. In such instances, the profile scanning

tool 112 may be the only source of information about what local machines a custodian is using to

store data. The profile scanning tool 112 provides a complete list of computers used by the

custodians and may supplement any other personal computer information received from
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to sone enbodi nents, the profile scanning tool 112 is initialized by the
el ectronic discovery nanagenent server 110 and scans the enterprise
personal conputers 140 residing on the conmunication network 102. The
profile scanning tool 112 may be scheduled to automatically run on a
periodi c basis, such as once a day or once a week, or may be manual ly run
at any tine by the e-discovery manager through the user interface 118.
According to different enbodi ments, the profile scanning tool 112 nay be
run on the electronic discovery managenent server 110, the «collection
ser ver aligoativgrsonnges: hBvs avaniegeouslytabews theredisaoatiyonanagenio bk inlpositm tshown i n
Block 601, the profile scanning tool 112 will access each of the personal
conput eoldecl dlDof thatelewaet datcfomahacistadiaar i a t hat enabl e such conputers to be
scanned. Eligible machines are those of the enterprise personal conputers
140 thaoo4d1 e on With dRtOnoRkEFi@ARYS, afl exdiflag miethdtsttiddnti@n@the
wor kst ati ons rather than servers. Next, as shown in Block 602, the profile
scanni pstdda usbhf HUREo8s douriof4d Withih Me @mhmatdhtish ntdoret il
personal conputers |ocated during the scan. In sone enbodi nents, fgr
exanpl i . r f / i t | i I:
P! Sne &dlbHinibi 0P AE ﬂrof\ﬁ{e@ 0411957 R{2 pr%sgﬁ'tggyénﬁgn E{kﬁ'gﬁg&gezt&fwl—dl@

conprises reading the registry Key list in-t cunen I'ng

directory. T rofile lis for.the ut er ..cont ains, entries for each
i £ £ or SomelPieRlsib e st PineGor A Hiat SRR ettt Resy®in T ot ne
conputer, as well aﬁb@he ggéﬁgﬁand times of each Iogion for eagh user

i dent i TIARAETISAL SeTvsT EAPISe Rrsngl emputry 1 pesidmgondbe nni ng t ool
112 then transmts to the database server 120 the relevant data retrieved
fr om apBRURSeEPIASHRIKAP2. Theprofile scamming opl 1 aney bhweheduledigratomatisallynel | as

alist of all profiles, including denographics information, (or network
user i thern & pasigdicdayis.sucived enced day phomsgalwesbnpunay be hanwbyeuneatiboytiment s,
the profile scanning tool 112 is further configured to identify and
t r ansnby the@-difroveaatnadnage threnglethe L1RG ihterfacentd§t Aceardinig td differan dmbodiments, Whi ch
a particular profile was | ogged on to the machi ne and/or the

the profile scanning tool 112 may be run on the electronic discovery management server 110, the

collection server 130, or another server in the communication network 102, As shown in Block

601, the profile scanning tool 112 will access each of the personal computers 140 that meet

certain criteria that enable such computers to be scanned. Eligible machines are those of the

~ enterprise personal computers 140 that are on the domain, are enabled, and are identified as

workstations rather than servers. Next, as shown in Block 602, the profile scanning tool 112

queries the profile list on each of the eligible personal computers located during the scan. In

some embodiments, for example, in a Microsoft Windows environment, querying the profile list

comprises reading the registry key list in the Documents and Settings directory. The profile list

for the computer contains entries for each different network user identification that has been used

to log on to the computer, as well as the dates and times of each log-on for each user

tdentification.
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nunber of tinmes that a particular profile was | ogged on to the machi ne. As
shown in Block 604, all of the data transmtted by the profile scanning
tool 112 is stored in the database server 120. |In some enbodi ments, the
data fromthe profile scanning tool 112 will be stored in a table in the
dat abase server 122 within the Unified Directory, but distinct fromthe
rest of the Unified Directory 122, i.e the data com ng from ot her sources,
such as human resources databases, Active Directory, etc. This
advantagﬁéﬂﬁly aIIomg the profile data_to be updated rather than

repeat e @ opi ed ASARHVR nRloglnE03, thsrprofile seamninieriool1d3 Ithent@nimits torthe Thus,
there is a sub-database wthin the Unified Directory 122 that houses all
of the datRasesgREH Lttheirelsyantidatareticy bdiremahoitregeh ¢amuter]Richii chmpserupdat ed
during each profile scan. [0047] In sone enbodi nents, in accordance with

Bl ock 508meapdRaddatsase weliray e distisfillqrofiled) énabhdieg d@imi@aphiaarahaliRBRRIEMENt
server 110links the profile scanning data to the related custodian entries

in the eiworleuseDideatficatiyn)ldgbciited itk BichGokipteR ClWBfE HHBHinl RN e kGRL T ONs
appearing in the profile scanning data to the uni que human resources

i dent i f senainghed] 132 & fuABGREhRRRGH 1 ilibhiTY Gl 48 hid g et 'aftalgg%; 338@? 120;r tﬁg

profile scanning tool 112 transmts for” each persona

br of | | enobsodstaic WAPESA i b BSALOD pUAE D IBELIYES, RSt dent i gt ons.

Therefore, as transmtted by t pr e scanni nal

Forput et 8t AU Y5 0 TRl G s ™

for each conputer 1sr 0 one
i denti f] j . Jn tur ach human resoyrces identifier is related to one
or nor eﬁlFﬁfe \%@fgtﬁ ﬁtﬁgsé?lﬁ?‘g%&?ﬂ ?F‘iﬁ‘ﬁg{ngé?fg i Aissterad m the daiphasaegrventidPed in
the Unified Dire Lory ééz. Thus, the database server 120 or the electronic
di scovelyOmGTRbe Ss Bieyvlata oy thegypfale seanning toeldi 2 willdastofdddnpitasin the
appeari ng in the sub-database in relation to the conputer identifying
i nf or medatRse fegver f&2 within theyBaifiediRieecioon dubtlisemd frost the et ofithé Diniflddi T i ed
Directory 122 in relation to the unique human resources identifiers. Wen
a mat chPirectoryd32det; the datardemiing frord ethee sowees, filtk as BERAE R%ources databases,

Active Directory, etc. This advantageously allows the profile data to be updated rather than

repeatedly copied each time the profile scanning tool 112 is run. Thus, there is a sub-database

within the Unified Directory 122 that houses all of the data transmitted by the profile scanning

tool 112 which is updated during each profile scan.

[0047] In some embodiments, in accordance with Block 506, the database server 120 or

the electronic discovery management server 110 links the profile scanning data to the related

custodian entries in the Unified Directory 122 by maftching the network user identifications

appearing in the profile scanning data to the unique human resources identifiers that are

associated with such user identifications. The profile scanning tool 112 transmits for each

personal computer, the profile list that was located thereon, which includes user identifications,

Therefore, as transmitted by the profile scanning tool 112, the personal computer identifying

information, such as computer name and IP address, for each computer is related to one or more
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identifying information and the human resources identifier associated with
the matching user identification. The link essentially adds the conputer
identifying information (such as date, tine, nunber of |og-ons, etc.) to
the profile/entry in the Unified Directory of the custodian having that
human resources identifier. The profile log-on information would be |inked
into the custodian profiles with the conputer identifying information or
in the sane manner. Thus, the profile scanning tool 112 ultimtely
generates a |ist of personal conmputers used by each custodian in the

cust odingfwosk psepfdensficationh elnltiminf ¢aetl hDinae cdsowryeslidéntifien s raldiedgo bed @vamte | 0g- on
information. This list may be presented to the e-discovery manager when a
col | ectewmriofisen identifitanidhgand tHiodad isrbreddystdred in the Unifiedabireeadly 128 dhasussed
in detail below, and the e-discovery nanager nmay review the list and the
ac conpaydabdastieryet 20161 188 BleBiforMiiSebvEBGHARBSMER sLREIEN0 cotlipateld thd (36

coll ection process. [0048] In other enbodinents, the profile scanning tool
112 it ; af t er I, & d . identifier
o uhi ot erteny el S e o FrOnith b 1 R BRRARERORTb | ¢
rel ate Lans. . er. identif yi i nf ornati.on and rel.at ed data
o he 1o s |‘§&Z‘?8‘sr“e"é‘p glﬁgat%ﬁg%%%dé%?ﬁ Dhiricd et 72 in A
Directory 122, w t.ho th need for th atabase rver 120 or electronic
i scovErah ERaEiii ety vnatte iubrirdE IRkrs I crzdboeshRen ki no
In sti%% Qf her, gnbodinenaaéhthe data is transmtted by the profile 18

scanni HEPiEg1e iiosmation ad thabumarsiesausses ddentifigr assordptedhwith heapidghung bsover 120
or-electronic discovery nmanagenent server perforns the user identification
mat chi iignihestiens The ek essetialipedds the pamputersdentifying itfernstiop (tueh as datait i f yi ng
information and rel ated data directly into the appropriate custodian
prof i | emei munatyee oflwigfanecete) toghe¢ profildd @y ih thesifibdi Divecturnydsfithd astbdidnat ,
according to the present invention, there are nultiple ways to popul ate
t he cub#vial that inmedn eemrdes idehefitdniThie@ebfilOldeest iaformaéh whill b akédihay that i on
retrieved by the profile scanning tool 112.
- custodian profiles with the computer identifying information or in the same manner. Thus, the

profile scanning tool 112 ultimately generates a list of personal computers used by each

custodian in the custodian’s profile in the Unified Directory 122, including relevant log-on

information. This list may be presented to the e-discovery manager when a collection of a

custodian’s local machine(s) is initialized, as discussed in detail below, and the e-discovery

manager may review the list and the accompanying data to determine which machines to target

during the collection process.

[0048] In other embodiments, the profile scanning tool 112 itself may be configured to

determine the human resources identifier to which the network user identifications appearing in

the profile list relate, and transmit the computer identifying information and related data to be

directly stored in the appropriate custodian profiles in the Unified Directory 122, without the

need for the database server 120 or electronic discovery management server 110 to perform

matching processes or linking. In still other embodiments, the data is transmitted by the profile
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[ 0049] Anot her object of the present invention, and a final step according
to sone enbodinents, is to record in the database server 120 any changes
to profile data and/or conputer-identifying data that occurs between
scans. Referring again to Figure 5 as shown in Block 606, each tine the
profile scanning tool 112 is run, the profile scanning data is updated in

t he database server 120 and any changes in the profile scanning tool since
the | ast execution of the profile scanning tool 112 is recorded. This
Creates a histOficaI record of when custodians were using particular

machi ne$aRATR! t ot datpbrsersspver 20, apd theslatabaserservigr B2G orreltotronigdissovery
particular profile was found by the profile scanning tool 112 on a certain
machi nenansgemen serygr performs e wserddentifiatiqurodtchieg poaessidespribedhbave Befbees not

| ocate that profile again, the renoval of that profile fromthe machine

wi || besteregdhelernputertifientifyiag adommtionand rdlated dea Endcily étlo Dhd ptapiate122 f or
the custodi an nmatching the network user identification associated with that
pr of i | ewustbdias prafilesdniadingsd Biretths KRt ADRSEIIIR MBEstba HIRIBLAURS bl Stori ¢
record of all profiles that have appeared on a particular conputer. [0050]

Li kewi eseMd ibtentiofanste bR rhtaaF@%@ o SR ﬁ@%ugtém?ﬁmﬁg@ B HgREf 11 es. in

sone enbodi nents, the profile sCanning tool 112 or't ectronic

di SCOoVabiyeciRPAYEIRR Tthesiﬁfo\fﬁﬁticglg'n{ggiezecllq %Wl\ggcakﬂinr udi§p Active Directory

(or an anal ogous directory I 0 environnent) to determ ne
if a pep al co ? en rennved-fron1t2ﬁ§ stem 19 Conputers wl|
often Eot ippear %g{ht%{]%gj%?g ﬁeé) reSEUARYRgopsR 2 F%gb%ﬁﬁgréi“lgﬁ@?g%: e sinply
not orélibni and ngable of %ﬁnqynicati?g via the network 102. However, in
some i HEPANEEE™S: S FRSARP dhqfaabapsserer i £Q ansoshapgqsde profie date maserd. 1 it s
det erm ned thg{ a.conputer has been renoved fromthe systemfor retirenent
or wi pHgPUEhidepiyngfata thafiageyrs bolyyegn pans  Refarrmgragein il Fighre Slak shofwrtine
profiles associated with that conputer. In the event the conputer reappears
on Act Bleck G56r esch §img thewprofilerscamping toat B2 is cam thetreofe sédanhimgsiaaria updptddaal
recogni zes the identical conputer
- the database server 120 and any changes in the profile scanning tool since the last execution of

the profile scanning tool 112 is recorded. This creates a historical record of when custodians

were using particular machines within the network 102. For example, if in a first scan a

particular profile was found by the profile scanning tool 112 on a certain machine, but during a

later scan, the profile scanning tool 112 does not locate that profile again, the removal of that

profile from the machine will be recorded in the custodian entry in the Unified Directory 122 for

the custodian matching the network user identification associated with that profile. In some

embodiments, the database server 120 maintains a historic record of all profiles that have

appeared on a particular computer.

[0050] Likewise, with regard to the actual computers rather than the profiles, in some

embodiments, the profile scanning tool 112 or the electronic discovery management server 110 is

configured to review Active Directory (or an analogous directory if in a non-Windows

environment) to determine if a personal computer has been removed from the system.
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name but mssing profile information, the database server 120 wll record
that the conputer was w ped and store the profiles that used the conputer
prior to its renoval. Thus, in the event the profile scanning tool 114
identifies a new personal conputer associated with a custodi an and one of
t he personal conputers associated with the custodi an previously is no

| onger identified, the database server 120 is configured to store in the
Unified Directory 122 the information for each conputer, as well as

i ndi cations as to when the new conputer was first identified and when the
ol d cofempetersuas! ofteninghgppear tddlmt prbfiledcannmg tadk] Webgeaust they ast sodplymopr of i | e
within the Unified Database 122 nmay include a history of the personal
conput enknamsddapapld dfeocusinddiiag vanhe setwerkol)d. HowewdrSa soine adsedcdspr each
computer of when it was inaged and who has | ogged on to it and when. Such
i nf or mabmpiteBill e réibdyamiped@ind Renidedr 11af 1s|d6téﬁﬁﬁ1legﬁiat980rﬁﬁut§rq{ak 86dnl on of
the custodian. [0051] It should be understood that there nay be

al t er ngdmhoted MRHOESyAim RRQEREMBSY dr8pinpr e H&t@oa%gmrqgomﬁ 0¥f1na AEGRFance
wi t h enbodi ment s of t he present |nvent| on. Indeed, the profile scanning

tool 11g, Fﬁ'}\f Egﬁitl és&ﬂ:}tatéd@ﬁhﬁﬂ? cﬂlltqﬁ.ﬁ?r gie%v&ﬁ%hee& u%rr a%PQa% 3 %a{i“e

conputers ensel ves or vm omal n contr

profil f tion gut to the t abas.e senver 120 or, st e in the

Chi 1 e B PR Ayl § hor Par 8E prflt AR85: 50 VEhemParshlacird] S ogs on
to a machi andth magchi ne reaches out to omai.n controller to

veri f y"@f “tlnﬂ)ﬁm?%p’ioﬁ feop o %féjfj‘&’?’???g*&?’&r Féﬁl Wﬂgreﬁgérthqtgﬁrﬂoffﬂ“@ﬁ?’%n used
and the particul ar machine, 20 including [P address and conputer nane,

woul d Ua’eé@ﬁfi sioge thp profigsrhal s the sprapyterirr teits Featovak drhus.tin gheryentithe
directly or fromthe domain controller, to be stored in connection with the
human piofidoisaning fogbhtd idensifies @ naiipstsond eompeter isteviatid iwithizicostodieh atcbsne Thi s
woul d be an alternative approach that would not require running the

pr of i | ef the pemsomad) compitert d&ociated with the distodiasprsviotdiy Bmo lIsngehideppfieRdl, t he
profile data would be nmade available to the Unified Directory in real-tine.
The fodagakagraird 200 donigvied & stais tRfUdified Bireabiyna2 teinftshesBonesknet hods

of the present
computer, as well as indications as to when the new computer was first identified and when the
old computer was no longer identified. In this way, the custodian profile within the Unified
Database 122 may include a history of the personal computers used by the custodian and a record
is also created for each computer of when it was imaged and who has logged on to it and when.
Such information may be relevant at the time of investigation or collection of the custodian.
[0051] It should be understood that there may be alternative methods of operating the
profile scanning tool in accordance with embodiments of the present invention. Indeed, the
profile scanning tool 112 may be a tool that operates within the enterprise personal computers
140 themselves or within the domain controller to push the profile information out to the
database server 120 for storage in the Unified Directory 122. In such instances, as soon as a

custodian logs on to a machine, and the machine reaches out to the domain controller to verify

the log-in information, data regarding the user identification used and the particular machine,
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invention and one skilled in the art will recognize that there are other
ways to utilize the profile scanning tool of the present invention in
order to nmeet the intended objectives. [0052] In accordance with sone
enbodi nents of the invention, the mapping tool 114 is configured to craw
t he conmmuni cati on network 102 and exam ne the enterprise file servers 150
residing on the conmunication network 102 to |ocate and identify the path
of any personal network storage area on each server. As used herein, a
personal i k storage area is a network storage area associ at ed mnth a
Singl o HEmgB Sadssend sompieepars waRld kessoaidp dha Gnified DirPeiosoR) cifer fromk
storage areas may be in the formof network storage devices or folders or
ot her  thegsghiae dirggthyior from the domain contselkagaiodeviors! inmdnmrstiohwith dfestunad t 0
hereafter for clarity purposes as "HonmeSpaces." According to different
enmbodi ngeaussestideatifrerpiwhgcht the iset identifiyation relates. OThis ioaldeeataltematveli Scovery
managenment server 110, the collection server 130, or another server in the

conmuni apptdaoh thaetveold ol @guird runfREehEFBHR TRy tobNE Z%Fh%d%dfc%éxs Ttadrs a
W ndows service that is scheduled to execute through use of W ndows

Schedul sgh AggkachHhe pRETIEBAR WG HeQﬁAde]anﬂlléB'IeaWtﬁe Uhie mﬂaﬁﬁﬂﬁ b et Wor k

102, it is configured to exam ne each | e server and transmt to

dat abasphcBfging hilorl)6Bal Brapd Qb1 @w@%ﬁne%&% Fiihgfod! éjyﬁg?{ts% ce. In

plurality of © sérvers 134 tha |es as

sone e ogl 114 i conf| ed to ex | ore t

ent er p??g%ln?ﬁ P’ﬁ&%%%%glreﬁ%%gtymgb? QeRizs gha EH’&W 559% fafe4 Sttﬂér‘1 3 @PPE‘%‘?& i es
on each server evalu ting.the ths of each network storage area

t her ei i tPulg‘frtglb L?rgﬁseg} crioy ‘BPE@F togpgt MranteadsdQuectines. r esour ces. [ 0053]
Wth rigﬁg to |?ent|f particul ar network storage area as a

HoneSp accoryrsgr Cesms%%@ﬁ'i"??é‘ﬁ%ts of the inwgpiiemh ghaoanpingligel K4 is
configured to utilize conventional nam ng techniques for paths in the
comuniceatigwed werqwlrthe agpmuricatipamerwyrktlAd sed exantise bF entegtrisofilc stwerslge ar eas

within the enterprise file servers 150 that include an indicator, based on
- residing on the communication network 102 to locate and identify the path of any personal

network storage area on each server. As used herein, a personal network storage area is a
network storage area associated with a single user who reads data from or writes data to it.
Personal network storage areas may be in the form of network storage devices or folders or other
resources within a network storage device and may be referred to hereafter for clarity purposes
as “HomeSpaces.” According to different embodiments, the mapping tool 14 may be run on
the electronic discovery management server 110, the collection server 130, or another server in
the communication network 102. In some embodiments, the mapping tool 114 is a Windows
service that is scheduled to execute through use of Windows Scheduled Task. As the mapping
tool 114 crawls the communication network 102, it is configured to examine each file server and
ltransmit to the database server 120 the path of any network storage area within the plurality of
servers 134 that it positively identifies as a HomeSpace. In some embodiments, the mapping

tool 114 is configured to explore the enterprise file servers 150 by obtaining and reviewing the
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t he conventional nam ng techni ques, that the particul ar storage areas
associated with those paths are accessed and used by only one user, and
are therefore HoneSpaces. In accordance with sonme enbodi nents of the

i nvention, each user of the comrunication network 102 is assigned to at

| east one user identification and those user identifications are the

i ndicators that the mapping tool 114 attenpts to |locate within paths when
i dentifying HoneSpaces. In such enbodinents, it is the convention that the
pat hs of HonmeSpaces on the conmuni cati on network 102 include the wuser's
user i dBWEOFFTR $a5h scrvpr and evelaing thewprihs ¢fzceplsnevorkimerege ared therckn, st or age
areas do not include user identifications. Therefore, the mapping tool 114
may exphduding fdders prcbotberistagagsfdesimehandsresopereswi t hin the plurality of

servers, evaluate each path in turn, and nake a determ nation as to

whet herf0@31not  t Wéitipagirdito ddentifyingea prsticulirdettdrk stonige rba ab @8RMeShhcel t 1S
determ ned that the path includes the designated indicator, for exanple, a

user i demirdihie@sdneembdiemEAgPhdadRed todllHi4iis c&ﬂngu}a% Qs ROt Hohye! ¥
identify the particular network storage area identified by that path as a

Home$S ﬁﬁj@'tg AR i : SRhAR sel . i cul
i dgﬁt P?ll catl o%}hﬁand§£ﬂﬁtga%g%ﬁrlmgf&tﬁ1e %%%Spéeggk A\R%(%a%&teﬁa? I ns%gg%#ﬁt%foﬁssg

i . 2 th
et PR LR SRR Uil s A R B AR SR I

identification rticu ace

Unifie ] SS0CI at ith that user identification. In _sone
enbod: SR B RN R Sy e Pl iR et §otiaed o vt 22
~transm t, and 01{%(31 dg&gba e server éZO is configured to house, an indication
of t he HEETRHEHS gpa e and adbersiosgHpmedpases dntareqitance ity | f or
exanple, the last tine any data was read fromand/or witten to the
Hone Sp&XBe elﬂB‘aﬁW%tﬁ &f thy inveptian sachassuef the semmunihatiormspyorly 102 & assigdedl th s
configured to recognize when nultiple paths map to the sanme network storage
area. Fhleast gut nsseidepificatiow end thag: usenidentifsaparstse the inditugors ane theSedpping
determne if duplicative entries exist. This advantageously enabl es

avoi datok 1 bf athamiptts ol lecatowitieia paths svhef idehgfysigorde8acesT N Sucht dibodiments, it

is the convention that the paths of HomeSpaces on the communication network 102 include the
user’s user identification. On the other hand, paths of shared network storage arcas do not
include user identifications. Therefore, the mapping tool 114 may explore the directories of each
server within the plurality of servers, evaluate each path in turn, and make a determination as to
whether or not the path includes a user identification.

[0054] If it is determined that the path includes the designated indicator, for example, a
user identification, the mapping tool 114 is configured to positively identify the particular
network storage area identified by that path as a HomeSpace and transmit to the database server
120 the particular user identification and the path of the HomeSpace. When that information is
received by the database server 120, the database server 120 uses the user identification to link
the particular HomeSpace to the custodian in the Unified Directory 122 associated with that user

identification. In some embodiments, the mapping tool 114 is also configured to recognize and
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mappi ng tool 114 ultimately generates a |ist of HonmeSpaces used by each
custodian, and this list nmay be presented to the e-di scovery nmanager when
a collection of a custodian's HoneSpaces is initialized, as discussed in
detail below. [0055] In addition to storing a list of personal conputers
and HonmeSpaces used by a particular custodian, which |ists were generated
by the profile scanning tool 112 and the mapping tool 114 respectively, in
accordance with sonme enbodi nents of the present invention, the database
server 120 i.s aJso configured to store a |list of any shared network storage
areas uSEWMyang T%E datglass geryer. 1284s epndigured te houseandndicspnmétlwdast tistecdhage ar ea
is a network storage area associated wth nultiple users who read data

f r om andPBESRACE tes aeecssed by the pagivatae dsancfoneradmyse, dhealgst timeeas damywalrsal be in
the formof network storage devices or folders or other resources within
net wor kfrorsapd/ageriteviodks HandSpaybAddisbesltye th somenaitai@its, By madpaid oyl
purposes as "Shared Drives." The wuser interface 118 is configured to

recei velld ipatrfignfedao Siraptide Phén/@uitipRiattindg® the ShtGRUASY stoffaags! Taad
store the path in the Unified Directory 122 in relation to one or nore

cust odi @MsctionteARA | 3R&MYafR pathd eitithd st fbr toMRlcPmBR"E &Lﬁ)‘l‘il:ﬁwe%ntrleg e)ilgtrzm :
of the r IS

enbodi nents, once a particular user communi cat ron netwo

chosen 1 i ARa5 LS, RLAESEH: I SERNELY TBARERLy Y, 0T 2k

to identify the par ar s rk-resources Fvidual is
usi ng, ﬂ¥ﬁ¥ % Qg t hs..as i ated wth those shaped network
resour cné%{.b i §1”1tn1%13ﬁ Iéatﬁlg 63%8 f‘ila*h‘)ﬁf B v e?agl%lf"i‘%‘ﬁémm thisfgst
particulaﬁ)indiv%ggah§ Qﬁ utilizing data returned fromthe |ocal )
col | ectTHN"TBBITIES 20 B &cttcQyers inatagir erten girolestion of & gustodipmeHomeSpares sl ock
di agram..of Figure 4) deployed to the particular user's machine (as
di scusd®falizedgdsdisousssd inydgtail belewor by utilizing a file browsing tool 116
executed on el ectronic discovery manager server 110 (as shown in Figure
2). [0068&5] Accor & pdflitian tostesing atistivfmenosaloompherpmedtmeSpassanisédiy a t he fil e
br owsi ng tool

particular custodian, which lists were generated by the profile scanning tool 112 and the mapping

tool 114 respectively, in accordance with some embodiments of the present invention, the

database server 120 is also configured to store a list of any shared network storage areas used by

the custodian. As used herein, a shared network storage area is a network storage area associated

with multiple users who read data from and/or write data to it. Shared network storage areas

may also be in the form of network storage devices or folders or other resources within network

storage devices and may be referred to hereafter for clarity purposes as “Shared Drives.” The

user interface 118 is configured to receive a path of a Shared Drive input by the e-discovery

manager and store the path in the Unified Directory 122 in relation to one or more custodians’

human resources identifier(s). More particularly, in some embodiments, once a particular user of

the communication network 102 is chosen for the collection process, the e-discovery manager

may undertake to identify the particular shared network resources that that individual is using,

and eventually, the paths associated with those shared network resources. This may be
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116 is configured to be utilized by the e-discovery manager through the
user interface 118. The file browsing tool 116 gives the e-discovery
manager el evated authority within the communication network 102 to access,
inalimted manner, the enterprise file servers 150 within the

conmmuni cation network 102. Wile the file browsing tool 116 may not all ow
access to the actual files stored on certain file servers, it allows the
e-di scovery nanager to browse through the directories of the file servers
150, locate files that have been accessed by the custodian, and determ ne
t he si zecopiplishes thicugl coriversattersvdéirtbe paviithlasiodiyideab by iutibring date sureedli scovery
manager nmay initially have a general idea of a particular file server

Wi t hi n fiohethe fical @illestéonftbdlel 32 ekvekel chadlledtivatsetviel IUSkodi arthdibleckidiagrainn t he
past. For exanple, the custodian nmay communicate to the e- discovery
nanagebf Bighy 4)ideploféd to Ph&irtiiAdRisaNinachitl (ay 8isOABR! 18 Aelibeldw)dnahe bhas
stored files. Additionally, in sone enbodi nents, the e-discovery nmanager
may haygs; i h ian's
Taehi e IR S HBLURARE LK TG SrcclR B sePoficLisgihoR aRES: QR 180 BUShAR

net wor k, pesqunces that the user of that machine has used. In that event,
the e-di'Scovery nmanager may be aware of the particular drive referenced by
t he us The e- .di scovery nman r en enploy the file browsing too
116 tolifsEhee oufiTTRKED are sanimenot S ST el e pROS R o F o
any folder haying a nange resenblipg that nane given by the user, identify
any parl?g Bien glfrgfi fode n@a?@w% CoHREPYTTY Reapasss diopgh theuses duprfacgdd &y Wheie t he
size of 24 such files, and retrieve the path of any folder (or Shared

Dri ve) filafapwsingépod i agives b gidisgovay meaagay slevated gob@jty within ter i eved pat hs of
the Shared Drives may then be added, either manually or automatically, to
t he UniémmgniPatimotebrork 192 té acctdseinddlimitasmamer, e ert@Priscila s¢rveryd SUmithine d
Directory 122 may store in connection with one custodian (and in particular
i n rel geicommumidatien netwstkori2arwhildwhedite bregsing ¢ad 116 el inbt low sckdssd thef t he
personal conputers, HoneSpaces, and

- actual files stored on certain file servers, it allows the e-discovery manager to browse through the
directories of the file servers 150, locate files that have been accessed by the custodian, and
determine the size of the files. In accordance with some embodiments, the e-discovery manager
may initially have a general idea of a particular file server within the enterprise file servers 150
that the custodian has used in the past. For example, the custodian may communicate to the e-
discovery manager a particular folder name and/or drive name on which he/she has stored files.
Additionally, in some embodiments, the e-discovery manager may have already undertaken a
local collection process on the custodian’s machine, wherein the local collection tool 132
returned a list of the network resources that the user of that machine has used. In that event, the
e-discovery manager may be aware of the particular drive referenced by the user. The e-
discovery manager may then employ the file browsing tool 116 to browse out to the particular
drive mentioned, scan the folders for any folder having a name resembling that name given by

the user, identify any particular files created by and/or accessed by the user, determine the size of
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Shared Drives associated with that custodi an. Each of these |ocations is a
potential source of data stored by the custodian, and once an
investigation or collection of a custodian is initiated, the |ocation
information stored in the Unified Directory 122 nmay be accessed to

determ ne the particular storage |ocations that need to be addressed
during the investigation/collection. This is advantageous as it allows a
conpl etely automated investigation/collection process, rather than relying
on the e-di very nmanager to.manual ly input the targeted nmachines and file
servers %1611%1{ ﬁ%ﬁeanfl ¥er1f%ev&39%3§t BE?‘IYo‘ﬁﬁIef é@%f’eﬂ Oriygbiariydisg dattbstbngingtto thee
Unified Directory 122 may be regularly or continuously updated as new

i nformat®38n is gat hered using the tools described herein. Mre

particul arly, the_electronic discovery managenent server 110 may be
configu r@%ﬁo aut Shareiréeyed paths ef the Shared Biriared mayniiteh de bidedneittes AR EIS or

dat abases and Active Directory and any other relevant sources, such as

i nf or na@iematiealiyniol thgnified EXitcotorye $22in the Sdtshasd@serv |10 asheleMeQnitife profile
scanning tool 112 and the mapping tool 114, at regularly schedul ed

i nt er valirectalyt EX2nmasy stereyn cormat i withant RefoiRdi(& ihYafihial fVERlo0RlR. f rom
the various data sources such as the human resources dat abases, e system

c ' s i e s . ! |
100 may clstodiant hghtiredscush iddaatied He : @%ﬁéﬁqﬁ%ﬁ@%&%@ﬂ”o”s y

interfacing with the data sources such 122 is
st ance Teaoh or ot At baf Al Dok e R RSB B omer et ory
122 15 SEPHORESY OB SR it o ol Rl et adusiadim it o
ot of ot T el o e e DRedon 02 navibeonedssaddo driaroinein { | e
Directory.122. Thus, when the feeds of information into the Unified
Di rect of 101“%’2' S?F%gejﬁ‘fﬂf”éﬁha‘i feed frebeaddpassetlatuaing dhednvestgationtdoectiont THisan has
changed, , t he dat abase
--advantageous as it allows a completely automated investigation/collection process, rather than
relying on the e-discovery manager to manually input the targeted machines and file servers at
the time of collection.
[0058] It should be noted that the Unified Directory 122 may be regularly or
continuously updated as new information is gathered using the tools described herein. More
particularly, the electronic discovery management server 110 may be configured to automatically
retrieve data from the human resources databases and Active Directory and any other relevant
sources, such as information technology directories or lists, as well as deploy the profile
scanning tool 112 and the mapping tool 114, at regularly scheduled intervals. Alternatively,
rather than periodically retrieving data from the various data sources such as the human
resources databases, the system 100 may be configured such that the database server [20 is

continuously interfacing with the data sources such that the Unified Directory 122 is updaied in

real-time as the data within the data sources change. In either instance, each of the feeds of
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server 120 is configured to store in the Unified Directory 122 the new data
and any relevant netadata, including, for exanple, the tine and date of
the change, as well as naintain a record of the old data so that it is
still a part of the custodian's profile in the Unified Directory 122. For
exanple, in the event the profile scanning tool 114 identifies a new
personal conputer associated wth a custodian and one of the personal
conput ers associated with the custodian previously is no |onger
identified, the database server 120 is configured to store in the Unified
Di r ect oryrnidRign mth ¢hei UiibedBireaoryf182 iemghlade opddtet to easurehiat thadatanaibeat | ons as
to when the new conputer was first identified and when the old conputer
was noUnéfieddDirdcttenti 21 isediredtn this way, the custodian profile wthin the
Uni fied Database 122 may include a history of the personal conmputers used

by the[opsypt odi ap soRlé&hbolfnhfBiH-QAaBBY B ef EIRY @&ifbg]a&edtéa@h {atR} Of
i nvestl gation or collection of the custodian. One feed of

i nfor mpisiRal &t efaﬁﬁ%{tﬂl édsﬁ;qlagléj §6£a5Y reldon't H%Pcdsﬁ) rgﬁtﬁl'r%%@é&ﬁrceg el evant

to electronic discovery 1s enploynent status. CCOI’ In

enbodi e A1 tign

dat abag%g{lﬁer l%ivﬂiert{fﬁ %ﬁgggﬁg Clz %Rﬁg@ f:nla.‘ncff é)sf RO aglr?néntas O[tljl)mﬁﬁ‘%l oynent
status,of a ticul cus od| a ct.roni c di scover rrent

ser ver DrsonLRc Vailedtiti b PueBbins Hiathnds Hirshydish ﬂsp%végﬁfe&r {fe darbisr
particular _functions in respqgnse. Nbre specifically, he event |t IS

r ecor d&IV§TH 2P Aeconferred i ﬁ)‘ieé%f}k?r[\?“ﬁgéDESth’WaltzztﬂPFenW%Wa@W rgleyanis of a
particul ar custodi an changes fromactive to term nated, the electronic

di scoveeipdatanageding:fosevapwle, thegime anghiate gﬂh@dlame,démlras maingtin aheord o
custodian is assigned to any case or matter, and, if so, to transmt to
t he deticgphhdsasothatiysstibr padof &wtcuﬁiodian’rsqxrofdaimthe U nﬁrlia&dt]éilrewmy @P2cForoni c
comuni cation notifying the manager of the term nated status and inquiring
as to wheiplgin theevemmniageoiileatding tsel K1naddmeifies Haée gdercottll osthpiterSassirialed
collected. In the event the manager responds in the affirmative, the

el ectr Qith cditogiay id/onSRITALSITRIdhalS imfRlerd dociated with the custodian previously is

no longer identified, the database server 120 is configured to store in the Unified Directory 122
the information for each computer, as well as indications as to when the new computer was first
identified and when the old computer was no longer identified. In this way, the custodian profile
within the Unified Database 122 may include a history of the personal computers used by the
custodian. Such information may be relevant at the time of investigation or collection of the
custodian.

[0060] One feed of information into the Unified Directory 122 which is particularly
relevant to electronic discovery is employment status. According to some embodiments, when
the feed of information from the human resources databases to the Unified Directory 122
includes a change as to employment status of a particular custodian, the electronic discovery
management server 110 is configured to recognize the change and possibly perform particular

functions in response. More specifically, in the event it is recorded in the Unified Directory 122
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is configured to automatically initiate the various collection processes of
the present invention. Therefore, the custodian's data nay be

advant ageously collected prior to any destruction or unavailability that
coul d be caused by the term nation. Alternatively, in other enbodinents,
the electronic discovery managenent server 110 may not communicate with
the manager and may automatically initiate collection upon recognizing a
change in enploynent status. [0061] CASE [0062] Wth regard to case
managenent processes, according to sone enbodi nents, a case nmay be

i ni ti althaldbr epplprachl stusad aeatficrianaepadian ¢hangds dkpm snsive tetermingedf thee 118. I n
this regard, the e-discovery manager nay enter into the user interface 118
cert ai rel¢ctipaicdiscP oMy alspegement geaveril ¢ isconfrgreé to determarxewhasir thasispdianse nane
and/ or number, a short description of the nmatter/case, a legal identifier,
t he parassignddde anpcpsest matiér arel, if sohto taakei td be dedignat@isBaria@e cORAATEN the
managers or contacts for the matter (i.e., individuals involved in the
subst anae: @fmithe anelettaimic donihaticdtidamotieghe GRfsger bf #8 tdrien R SEOMRT Y
manager), custodians, etc. The el ectronic discovery nanagenent server 110

i s confih@iiiRslad e wHeePihk Mhasd WRRNBLLORC itéf‘nﬁﬂaf‘ed%ﬁ%?diq{?’ts thtﬁc%)‘BHéc%éh. i[ﬁﬁﬁehe

dat abase server 120. The casé database 124 is configured t ousée I's
1O NS LA Al i OLBFITRL O REBbRY R B RSN O,
it or mat et et G by St et RulinE e e oo B ARy, 1 he
ebod rRELerey ooy LA nay BE BhR PEooRs R Ao AL PR &y SeEgurtipncnt | gur ed
to addugunEQQﬂS custodi ans to a single nmatter or case at one time. In this
r egar d Wneidaliliyy hetsprldbecapsed by thaiprmisation eAlipseativelyt wrdther smbodimentsetheer i n
identif%ing_infornation about the custodians. The idgntifying i nformation
for ea€lfcEie digbeusry management server 110 may not communicate with the manager and may
* automatically initiate collection upon recognizing a change in employment status.

[0061] CASE

[0062] With regard to case management processes, according to some embodiments, a

case may be initialized by the e-discovery manager utilizing the user interface 118. In this

regard, the e-discovery manager may enter into the user interface 118 certain information about a

particular matter or case, such as a case name and/or number, a short description of the

matter/case, a legal identifier, the particular requester (i.e., who asked for the case to be opened),
managers or contacts for the matter (i.e., individuals involved in the substance of the matter
rather than the process, like the e-discovery manager), custodians, efc. The electronic discovery
management server 110 is configured to store this information in the case database 124 in the

database server 120. The case database 124 is configured to house this information such that all

information relating to a particular matter or case is related within the case database 124 and a
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does not have to be of the sanme type. For exanple, a name nmay be entered
for one custodian, an email address for another, a network user
identification for another, and a human resources identifier for another.
The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information
being received. The electronic discovery managenent server 110 is
configured to use the input information to search the Unified Directory
122 in the database server 120 to determ ne which custodi ans are

associ al'&8 1 BHET wiacs hidenigy & arofile ok the matierorsasedn¢luding all gsour ces
identifjer being entered, only one custodian in the Unified Directory 122
may be RICHEMHEAL On the other hand, in the case of a name being entered,
mul ti pl e custodi ans nay be a natch. [0064] The el ectronic discovery
managen#fp3lser verOnceshe mhttamndoncashhagbdeh énitilid abe o BistOGiPivnadR2malt h t he
input identifying information, is configured to present through the user

i nt er f aadd cugiBdiand foshe mittealdr casus LPshrnEmbRIIREAEGh SEctioARUisdo9&9t | T i ng
information. In the event only one match was returned for a particul ar set

of i npuhaagemtitisyiveg! 10T 6aTRuQ@No alldBuBEBES ERRIdEns & éﬁﬂ%ltgc%ttgﬁ&f‘c%? nt

server 110 is configured to automatically select the cu € added

to the GRIR IS bedhrd @Eé&l@co@&x?q%%ngg‘%gﬁep} RetlOEVEMe DL & LIAR ane mat ch

was | ocated for a parficular se ent1Tying rnhror t hen
the muliidicen ol 8, dgga t ther. to th e-%%scovery
nmanager t hrf%ugﬁff f he lgseroﬁﬁ%eg{us%gg}lgl ealﬁgﬁﬁpﬁélgo%at‘f’ﬂi?r Rk cystodgs cover y
nmanagery revji ew the nul tiple, custodian profiles associated with the
mat ches Otg%;ﬁ&cli] 3?%#0 oLt ehsé'm’gén%e ?tor Sy eeel aawﬁleﬁa%y Rafoared 1os ongiestpdiay, ehe
case or, g@%ﬁgr. %p do%ng so, the e- discovery nmanager may consider the
ot her i FPHIT pRPtReT e REWPTY ussr idgnficatian Fis apether: andid ninean resemrdes| ocat i on,
associ gt ed custodi ans, etc. Such information can informthe e-di scovery
[ d t odi tc. Such infc ti i nf th d

managendenii§ier or appthere The peer inferfaced 18 iseondipand torective thedddntityimgladornibtion
e-discqveré manager may then select the correct custodian for addition to
t he cadedidleranginput aragsdlepending wponhiae tyaé bf ilestifpitic amfdrmation being reccived. The

electronic discovery management server 110 is configured to use the input information to search

the Unified Directory 122 in the database server 120 to determine which custodians are

associated with the input information. In the case of a human resources identifier being entered,

only one custodian in the Unified Directory 122 may be a match. On the other hand, in the case

of a name being entered, multiple custodians may be a match.

[0064] The electronic discovery management server 110, after searching the Unified

Directory 122 with the input identifying information, is configured to present through the user

interface 118 a list of all custodians matching the input identifying information. In the event

only one match was returned for a particular set of input identifying information, the electronic

discovery management server 110 is configured to automatically select the custodian to be added

to the case or matter. On the other hand, in the event more than one match was located for a

particular set of input identifying informatio_n, then the multiple matches may be presented
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sel ected may be added to the case or matter. According to some enbodi nents,
"adding" a custodian to a case or matter involves linking correlating the
custodian profile in the Unified Directory 122 to the case or matter in

t he Case database 124. [0065] According to sone enbodi nents, upon adding
custodians to a matter, the electronic discovery managenent server 110 is
configured to initiate the transm ssion of preservation notices and
surveys to the custodians. In this regard, preservation notices and
surveys relevant to the particular case or matter are stored in or |inked
t 0 t hetagather {rtbé ediscovery menageateowghtthbeseint@face T asimakedso hht thbe-
preservation notices and surveys to custodi ans added to the case may be
aut omatdidovelpmasaganpls redige tige mdlipleupoaias profiiet dssieidiansitmbcmaicHeh & case
profile that cause the electronic discovery nmanagenent server 110 to

t r ans MgéteniR el coHb@ cuftb#aR vBiHoAR b HAHEL® tAOEhsE Uf MBiterdlin doiRAES, igdd-ar date
or time or upon a particular triggering event, such as a custodi an bei ng

added HRSREy Haser Ahy E%}Eicféf fHe SRRY SIt¥rmIROA Hefhe BReHal eﬂsléox‘b@l;ﬁrg&(;t' | Jr,‘rg nts,

ik
preservatlon notirces an sSurveys to e transmtted. 'In sone'e

the el Gohl l?)@!tlt?on &ys&?iﬁgc? Lt Q9T @&ch%gfo}éﬁgtiojnt]tgm ig]rgmg‘ﬁ) ﬂifei &@Eeﬁoﬂrg@%&%@é‘ sm t

t he preservati oh notices and sSurveys 'via a standard emnai t1on="The
surveys m e?% ied to the preservation notices such that the are
{1 ans it bathetsr BapenteLorsionBn e He pie ol TECR 0B) n Mitoees B 8P ror et han
one preservation 29 notige. Wen a custodi an respondgs to a survey, the
surveys %Céﬂl?rfé’é‘e?té?“?t@‘g‘é{l %&dwma froths caserar rptter ang conbiya thpt alhpusipdianst ser ver
110 and stored in relation to the rel evant custodian in the case profile
i n t hesdessed may bmadsed tothe camgror mettan raxcordieg ) segerebodinginge Gdding” @anagenent
server 110 may be configured to store all or a portion of the data
r ecei veustodin tha caserorayatice spyolvselinking barelatimgithedisRidiangirofly il 82 Umfi¢cche
custodian's profile. [0066] According to sone enbodi nents, each
t r ansnDasetory 100 ta thercasesadtied h the Oasedadtdse Kl vey to a custodi an, and each
correspondi ng response, is tracked in the relevant case profile in

[0065] According to some embodiments, upon adding custodians to a matter, the

electronic discovery management server 110 is configured to initiate the transmission of

preservation notices and surveys to the custodians. In this regard, preservation notices and

surveys relevant to the particular case or matter are stored in or linked to the case profile in the

case database 124. Transmission of the preservation notices and surveys to custodians added to

the case may be automated, for example, there may be preset instructions within the case profile

that cause the electronic discovery management server 110 to transmit a particular preservation

notice and survey at a particular date or time or upon a particular triggering event, such as a

custodian being added to the case, or the e-discovery manager may manually cause the

preservation notices and surveys to be transmitted. In some embodiments, the electronic

discovery management server 110 is configured to transmit the preservation notices and surveys

via a standard email function. The surveys may be tied to the preservation notices such that they

are transmitted to custodians together, and one survey may be tied to more than one preservation
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t he case database 124. The el ectroni c di scovery managenent server 110 may
al so be configured to transmt rem nder notices if responses to the
surveys are not received within a predefined period of tine. The

el ectroni ¢ di scovery nmanagenent server 110 nmay al so be configured to
schedul e remi nder notices to be sent to custodians to periodically refresh
the custodians' nenory of their duty to preserve files/docunents
pertaining to the matter. In sone enbodi nents, once a preservation notice
has been sent to a custodian, the electronic discovery nmanagenent server
110  maptiem dWhemi eustasliasy iesponds Wrasureiyntbgiswigerespasise sahiaireddly théredectronic
custodi an's personal conputer(s) by transmtting an alert of the

pr eser vacpoany nehageechbsertee 1 &0 et goied @) sldtioh 0o thatreiovant exstriidnoigthe s agenent
group. In addition, the survey responses received from custodi ans serve to
i nf or mpréflie ircthk ke idaabageriag e Farthdr@breg R EcRonio ABCOLHY BinafRhehtWakick €1@S O
what network storage devices the custodian uses when storing data. The

ansver ridyde dohifpediodtdraall 8i ¥ BSrtibR of 1 ERIATYEYvEIBY thel SHRRYMhBRe2dtet | On of
Shared Drives to the custodian profile in the Unified Database 122 that

may be yisedh bAL&S !1@2%%8%@5}1% Q@671 According to sonme enmbodi nents of

the present 1 nvention, the e-discovery nmnanager may utilize the user

interf 18 to .not.es, .tasks, and.search terns.to case
or ot 06T D 0 ABSHaRE (PSP S RO actl P8 Rass R B RPN A ik By S
access the case .profile in the(fase dat abase %%4 sing a web browser and
Ty addUNEY HochchsionicR fishqach comSpebding respodis i packed 1uhe Blelansast BBy ei .
Thus, the e-di scovery manager nay not be the only entity with access to
the cadl @ridzhege %%@Wﬂ%d@o‘m fqBagemeat sebver d 1may glsa by confteagrsment

server 110. The subject matter of the attachments, notes and tasks could
be anythirsymitgemingdsr notiges Hacspersse tothe mavexsrare hof recsinederithdinla psdefinedt he t asks
are tasks that particul ar custodians nust conplete and the electronic
di scoveeyodeitage MBrteletomedistdCery sanagdmentiseeeertl &0 tragradwibe canfigtrede to t he
custodi ans that that the task needs to be conpleted, perhaps using standard
emai | schedule reminder notices to be sent to custodians to periodically refresh the custodians’ memory

of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a

preservation notice has been sent to a custodian, the electronic discovery management server 110

may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by

transmitting an alert of the preservation notice to the enterprise’s information technology

management group. In addition, the survey responses received from custodians serve to inform

the collection process. For example, one survey may inquire as to what network storage devices

the custodian uses when storing data. The answer that the custodian gives to the survey may

inform the addition of Shared Drives to the custodian profile in the Unified Database 122 that

may be used later in collection.

[0067] According to some embodiments of the present invention, the e-discovery

manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a

case or matter. In some embodiments, the contacts/managers for a case may also access the case
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functions. Wth regard to attachnents, the e-di scovery manager, or the
contact/ manager of the case, may upload relevant files to be attached to
the case profile. [0068] Wth regard to the search terns, the e-discovery
manager or the case contacts or nanagers nay add certain ternms to the case
profile to be applied when searching the collected data to |ocate data
responsive or relevant to the underlying issues in the case. Storing the
search ternms within the case profile is advantageous as it creates a
record of the searching that is to be wundertaken with respect to the data
and ai gefilninghgeast databasn 124 usihea dab brovasr alidsoasskichtthchmdnts, notes)|tasks, 2h0069]
According to sone enbodi nents of the present invention, when a decision is
made t bairch termstotbeRRrédiheeln, Sthius,fthoendizestery Mmatapst OEy aoshd the anlfrRhfigfwitht he

e-di scovery nanager may use the user interface 118 to rel ease the

cust odh@sss tbtRMR s endbd RandeRmeRaodIs 8 fHe Yl RBokid ARcovER ﬁlanig%hﬁﬁtss%nxef i ggers
t he commencenment of collection of the custodi ans' data. In sone

enmbodi TR P sumet hifG o %'a&aﬁigﬁaﬁ%vﬁét)é%ﬁﬁﬁﬁ&tﬁ g&mﬁ bé‘g%%?fg]g}éigvdé;ﬂoctﬁgf i gured

to allow all custo |ans assi g eased to the case

at the cap OF ahglE ‘In s@ngglgf)édn%gntsltﬂe {a3p% ! aQ E5Rs m [t El?ﬂ% c&sto.:ﬂans s?r y manager

has preV|ou y Created groups of cus I ans g"Case” Tfie el ectronic

31 di scover nt. server 110 is confi d to.all up of
cust odPARIete i ls g S"PYW?\%‘P&RGEf vt § 1 insonigureq fo @aﬁ@% hggce [ 0070]
DATA 1 Cn e a cust odi an has been identified for coIIectlon whet her
manual[ 'F‘sz)]ﬁu ans thay that thedask neadsdg b complsipd beirhps paing seadert egdila matter to
a case, the el ectronic discovery system 100 is configured to automatically
col | ecfungtiense Withyrigand'te adiaghmentsi thg etdirsoyesy manager, arithy camtacmanageopiilici n t he
Unified Directory 122. Therefore, the el ectronic discovery nmanagenent
servera&iﬁﬂqmqﬁexbskw&héﬂaﬂsbedﬁahs@tumébamgmﬁﬂhe custodian to be coll ected
inthe Unified Directory 122 and

[0068] With regard to the search terms, the e-discovery manager or the case contacts or

managers may add certain terms to the case profile to be applied when searching the collected
data to locate data responsive or relevant to the underlying issues in the case. Storing the search
terms within the case profile is advantageous as it creates a record of the searching that is to be
undertaken with respect to the data and aids in organization of the data, as discussed further
below.

[0069] According to some embodiments of the present invention, when a decision is
made that it is time to collect from certain custodians in a matter, the e-discovery manager may
use the user interface 118 to release the custodians from the matter to the underlying case. This
release triggers the commencement of collection of the custodians’ data. In some embodiments,
the electronic discovery management server 110 is configured to allow all custodians assigned to
the matter to be released to the case at the same time. In addition, in instances where the e-

discovery manager has previously created groups of custodians within the case, the electronic
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determnes, fromthe information stored therein, the different |ocations of
data storage for the particular custodian that nust be collected. There
are many different |ocations that the system 100 can address, including
personal conputers, email accounts, and network storage areas, including
HoneSpaces and Shared Drives. [0072] If a custodian profile (for a
custodi an rel eased for collection) includes at |east one personal
conputer(s) associated with the custodian, then the el ectronic discovery
managengnt server 110 my ndertake to collect the files on these

machi neSSCHTEY BABEMeRGTEVEY g]c,ot 15 GARfgures te low aeronpisestedianstobeacledstd nay
retrieve the rel evant machine identifying information, such as domain,
name, | PORAIPERE to acgse at hgamealimeni ti al i ze depl oynent of a local collection
tool 132 running on collections server 130 (as shown in Figure 4). [0073]
The 1 ocBlO7€bl | ectPAAt 0ol 132 is configured to be deployed fromthe
collections server 130 or another server within the network 102 to any of
t he ent B¥@i] se pe@smradustodiaphhebeen idebbificd Re coli@tion, Wikkhcd nRAGA1yBY BE e
custodi an, the local collection tool 132 is configured to utiliZe the

machi nediscbeniyi thytiaper dribyGkinglrélemncs @RI 4 BditdiYo b REseehe elctOmic dﬂ&@&%&%@ém
| dn “"CcOo rrput er.

managenent server 110 to be deployed to the identified custo

Accor di M it eoi@r&Id _@dﬂ.oﬁﬁﬂl&aellgtcgﬁeét AeAdus giaﬁ%ldaﬁqfsgl%g%é f%%lri)tio]h?%ﬁ)ig?lat?oggf | gur ed

to be automatically instal on the target custodi s pers nput er .
The | i [ fi. dt t hot
of the aara TR BERterk 12 Tl e A P B Ereebhpr 1100,

f j & iall ilable. tool such as the_ Vol
Shadow Topy ¥ eitiedh o 7 Bl oRlogn ¢ ol e it g i imviory 2 ped sonal

conputq{ and t anﬁptt copiLes of the files included in the snapshot to the

col | ectdEHLINCErQm fhe .ml%ymt FofRd Hersin. e differeatlogations af daiestoragp&didhe of t he

data stored on the hard drive of the personal computer, the |oca

col | ectRaFiFH1ag spstadisn thalmptt hg eollestegd. dlhetpse maey dififstantloaatidns tlen tieisystem t 0 use
her nmachi ne wi t hout substantial interference fromthe | ocal collection tool
132 “and08¢apmaddress, including personal computers, email accounts, and network storage areas,

including HomeSpaces and Shared Drives.

[0072] If a custodian profile (for a custodian released for collection) includes at least one
personal computer(s) associated with the custodian, then the electronic discovery management
server 110 may undertake to collect the files on these machines. Therefore, the electronic
discovery management server 110 may retrieve the relevant machine identifying information,
such as domain, name, IP address, etc., and may initialize deployment of a local collection tool
132 running on collections server 130 (as shown in Figure 4).

[0073] The local collection tool 132 is configured to be deployed from the collections
server 130 or another server within the network 102 to any of the enterprise personal computers
140. Therefore, for a particular custodian, the local collection tool 132 is configured to utilize
the machine identifying information supplied by the electronic discovery management server 110

to be deployed to the identified custodian computer. According to one embodiment, the local
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interact with the data stored on the hard drive as the snapshot of the data
is being transmtted to the collections server 130. [0074] In addition to
the functions descri bed above, the local collection tool 132 may also be
configured to transmt to the database server 120 a catalog of the files
included in the snapshot to be stored in the ongoing coll ections database.
This catalog may be referenced by the collections server 130 in order to
determ ne whether collection is conplete and to resunme interrupted
collections at the point of interruption. Additionally, in accordance with
sone  efEEiaREARls 32 iheonfigarer e by nemptinglly dnstatied on the tangelf dugtodiad’ styersonatpi | e
and transmt to the electronic discovery managenent server 110 a list of
net wor keomsitsy dbe lochlecolisationiteol USR mfurthersionfigured tof generatasippshot GRHhy\@4tK
applications and file servers that the user has used or accessed. This |ist
of resesidingoniimylobs srageed thepetdoaaldainpars €46 EovxampROby sihd8 coHSLRH:IGN' S
profile in the Unified Directory 122. Wth regard to transm ssion of "t he

files taveilabad websuchas tedidigné Shald& CHIVORGN 68 Rfor®the khSshdME 7 | ocal
collection tool 132 is configured to conpfess,rhagh&&gnd up%%%ﬁa%ﬁgnfiles

i ncl udege pétsdiabcRARGNA tRshi@ofie! bEAL FRRSnIGINSE thl:%gell’ps%%dl) gn%;‘%hﬁ‘%t?’flg gge a

enbodi nents, the el ectronic discovery nmanagenent serve
conmput g8 fi LR+ t ' o.at t.enpt collection froma
custodi an''s mac %I ne. mﬁléé?:hg ﬁ%&d%éﬁm%%ﬁ?sﬁ(g&oto? da%ﬁtor% 083#\? aéﬁ&éﬂe ?fg‘he
noni t or. 102 .an eterm ich of, the enterprise persona
conput ér’ I;SB%{ % ngﬁg{eg rtﬁle?lﬁ gal C?ﬁeec?lg? EC?OEH §f ﬂwﬁﬂté‘ge%’é‘aﬁmo R g}eéuﬁ@d‘én &ucmganan
whose uocal machi .ne qgeds %o be col | ected, the conputer watching tool 117
i's conf? §irist MAghige Ayt ubsianial infestersnge Fpmdhs kicalcollpaiondoqld PR andovepi . e. |
when it _appears to the conputer watching tool 117) and informthe
el ect r HFECIHYVER he datp stasethopethe herdshiiveap thelspapshptzaf the dathisethgitransmiated e t he
| ocal collection tool 132 imediately. [0076] If a custodian profile (for a
cust oditlarollestians servéro30col | ection) includes any paths
~[0074] In addition to the functions described above, the local collection tool 132 may

also be configured to transmit to the database server 120 a catalog of the files included in the

snapshot to be stored in the ongoing collections database. This catalog may be referenced by the

collections server 130 in order to determine whether collection is complete and to resume

interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection tool 132 is configured to compile and transmit to the electronic

discovery management server 110 a list of network resources the user is using, including, for

example, network applications and file servers that the user has used or accessed. This list of

resources may be stored in the database server 120 in the custodian’s profile in the Unified

Directory 122. With regard to transmission of the files themselves, according to one

embodiment of the invention, the local collection tool 132 is configured to compress, hash, and

upload the files included in the snapshot to the collections server 130,
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for HoneSpaces or Shared Drives, then the el ectronic discovery nanagenent
server 110 may undertake to collect the files fromthese file servers by
initializing the file server collection tool 134 running on collection
server 130 (as shown in Figure 4). The file server collection tool 134 is
configured to access the file server |located at the given path, whether the
file server is a HoneSpace or a Shared Drive, copy the data residing on
the file server, and conpress, hash, and transmt the copied data to the
col lectjons server 130. The file server collection tool 134 may be

progr amP@éPlni t h pheQee cmhedimgpis; thasleetrenic discaygri managementyeryepyl Ofindyes
meeting certain criteria, for exanple, files that have certain file

ext ensi WHEE agpmppisawpighing toal A&7 fr daferanioreshdnrts tttempti aomdlection frqmi event t he
file server collection tool 134 fromcopying files having certain file

ext ensi @u®don’s machee. dhe colpiteswatthihg eyol 017 iskenfi@ireDwi mchiios tiRAARIrRIEPUS i f
the e-di scovery manager is not interested in copying executable files or

sour ce anddieterrhng veNETGT tBe ert@pEaRerRRAROMPRRES 140 € onifrel THERFNESin @R | €Cti On
tool 134 is also configured to generate a size estimate of the files

resi di NgrentQRert a afddRh8thdst | RaISBANE e nebds BDE cﬁﬂ@} | fﬁ%r&)m L which So1Ver
|l e col 5 p est

collection tool 134 may automatically begin t ectl roc
(copyi ng 730ehdr-ARITS btk g@,%) ' Si St | . falls .bel ow
predet erni ned thr ers{%m% JIP[HPn 15 d%h%{%%%h??eﬂoélgﬁ}ge Iéelr%‘g%%ﬁggﬁztesiwgeﬁépﬁpf:@sgér ver
col | ecty ]S fhqured to.determ.ne whether a particul ar fol der
that i tth‘?go c@'ﬁ +re%zf§(|§hﬁ%g toﬁ fr){(;Ir’r):) %"4 1“%8‘%%“? \9%?”?1}’1% g’ﬁ‘é‘@?rynlﬂ?@gf”ﬁﬁ‘ﬁ sgvEpkkh anount
of neaﬁtunethhes. angh %n thﬁ event .that the folder does include such
near | i et Shguld ialiethe loca] solletion degl 137 immediptly. so as to avoi d over | oadi ng
the seryer. Therefore, according to different enbodi nents, the file server
col | ectlP®lt ool  ITEucusiodinasotyle (fop  castedian relgasaskfor eadlettion dnhetss dinnpaton a
file server located at the path given in the released custodian's profile
and t r dosemeSnapesrartShaned Prives, thant tho alscismriv discavafy. miR@Fmintlsérver Cl@shgdi an
profile (for a custodian rel eased for collection) includes an email
addr essmflgtake to entleit thafilbstiotn thesetfile santre bp ididsiAehe (kerer cdifBiiod fasn t he
el ectroni c di scovery

134 running on collection server 130 (as shown in Figure 4). The file server collection tool 134

is configured to access the file server located at the given path, whether the file server is a

HomeSpace or a Shared Drive, copy the data residing on the file server, and compress, hash, and

transmit the copied data to the collections server 130. The file server collection tool 134 may be

programmed with preset instructions that allow it to only copy files meeting certain criteria, for

example, files that have certain file extensions. Alternatively, the programmed instructions may

prevent the file server collection tool 134 from copying files having certain file extensions or

other attributes. Either of the foregoing is advantageous if the e-discovery manager is not

interested in copying executable files or source code, for example. In some embodiments, the

file server collection tool 134 is also configured to generate a size estimate of the files residing

on the targeted file server. In one embodiment, the file server collection tool 134 may

automatically begin the collection process (copying and transmitting data) if the size estimate
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managenment server 110 may undertake to collect the files fromthe
enterprise email server 160 by initializing the active email collection
tool 136 running on collections server 130 (as shown in Figure 4). In sone
enbodi ments, the active enmail collection tool 136 is configured to access
the particular Mcrosoft Exchange server within the enterprise enai

server 160 on which the custodian's account resides (which is known based
on the information included in the Unified Directory 122), copy all email
| ocated there, including enails deleted by the custodian up to a

pr edet &alid bedaiv p eradeigrmined thmeshpldi din atlditibhan sant embodimentsS the fikxaner e, seven
days prior to the <collection) and transmt the copied emails to the

col | ectcobersion ¢vol @84 s30nfifieT &) deRegitedliagiser afpaititalas todda gieit it4s O3llcend OCat i on
fromwhich data is being collected, or the particular type of data being
col | ectfiegh a fikescp@k IRRideOMBre BN SfokdBAmbent ©P AérBny Bds, taAd Sh HeSevbMGhat IR @
first (while the collection is still ongoing) in the short-term stagi ng

drive ¥8@ett¥el inctuld suddalchilgl ks a%h@@tdo&)@?ﬂeat sqleﬁqﬁ;le%fssas ?otatvaﬁ{]m% 1Bafigpde to
Icular co nd ‘then py

the set of data resulting fromthe part ection, a

the dayg %F\Fer.t ?hér@f?)ré, %&iﬁiﬁ‘%ﬁ cgf:f%{eﬁltge?nlﬁ)rd?rﬁlenrt]s? &%ﬁlk e Joﬁéct&ﬁrég%gggt

storage. Furthernore, the c ons server ransmi ode
i nfor I. t he .35 he roni ¢ di scayer n t server 110 to b
st or ed Ph b St T BERlE Fibag of § IS kep s AT AEe pal e duheeigesiof 1 o
in the Unif.ied abase 122, .in relation to the stored informati on about
t he paF‘(“%%‘{]?%F pg’giitlff ‘E@ttfaé‘ﬁ?ltm’fnﬁg the qollggtions seryer)30c ol | ection, an active
emai | collection _a file server «collection, etc. Therefore, the barcode
can belQdd for Herwsledien Prfila(fora etstedianaeleased dorqotlicetion) nsludes argémaibf t he
data. After the data has been copied to the |ong-termstorage area network
190, t pédressdpt aamashasceunt i thel@@rprinrparagssetvor 1 6l stenrlge décttoni disoaeryn
permanent storage to the original data in the staging drive 180 and, if
t he hashnaggniest sethentl i @ alay updergks td dudlectatha fifes Gioni the esteRBiso emeall bareer 1560.
[0079] Once the data has entered the |long-termstorage area network 190, it
I'S not by initializing the active email collection tool 136 running on collections server 130 (as shown in
Figure 4). In some embodiments, the active email collection tool 136 is configured to access the
particular Microsoft Exchange server within the enterprise email server 160 on which the
custodian’s account resides (which is known based on the information included in the Unified
Directory 122), copy all email located there, including emails deleted by the custodian up to a
predetermined period of time prior to the collection, (for example, seven days prior to the
collection) and transmit the copied emails to the collections server 130.
[0078] Regardiess of the storage resource location from which data is being collected, or
the particular type of data being collected, the collections server 130 is configured to store the
data first (while the collection is still ongoing) in the short-term staging drive 180 until the
particular collection is complete, attach a barcode to the set of data resulting from the particular

collection, and then copy the data set to the long-term storage area network 190 for permanent

storage. Furthermore, the collections server 130 transmits the barcode information to the
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necessarily ready for review. Indeed, it is likely that the data may need
to be processed before it is searchable and suitable for review by

i nvestigators and attorneys. For exanple, the files may be encrypted in
the formin which they are collected and sent to the |long-term storage area
network 190. Therefore, according to sonme enbodi ments, the data nmay be
copied to the conversion services server 170 where a series of decryption
and standardi zation functions may be applied to it. After the data is
decrypted and standardized, it is returned to the long-term storage area
net wor Klertronis sipcaesyy mapesemenhierver {40 tcbestiered iettie flafnbase vérwen 130y foo sxsnplé,0080]
Wth reference nowto Figure 6, a block diagramis provided that

i |1 ust nathesustedian’sipeefile omthe UnhifsaddVatabaserti2ia grerebaipn ¢ the stomedeinfifrmbtien sboasent

i nvention, according to sone enbodinents. As illustrated in Figure 6,

cert ai hppatadaeslleeomay wither iewss alooa Yoletiont Bgotiveaahail ¥llcbidh, 8%t Rivegase
managenent, as represented by Bl ock 200, custodi an nanagenent, as

r epr es epllegiohye:8! DigdfefaRDthc®hrcdat anRNRSE TR MfercAse At ARAESERL %%e%nﬁ’le‘%% 240.
As descri bed above, the electronic discovery system 100 1 s arranged such

that cagigm ofhSaR4l ARS tﬁ@éatgﬁ&%&ﬁtﬁg@@ﬂ@?&@%ﬁﬂ*&&%@%@%@ Tt ot her .
|1 t on or p

However, there is sti an el enent e cat 8gor| zat rrocésses

oL el s ik B BRIRER AL oI 5 ESSGRARA,

certain processes nm assi gne
Ther ef . Méi le th architecture .of the syste 1q%0 | | ows separate
nnnage%{eﬁ][e 56 mgdiéjtvggfs%ﬁ%c? ltt:th% g?ﬁ‘“ﬁﬁﬂldﬁﬁtﬂ?}’ {t?éﬁ tapti?‘HE drestaging drvyge
presen {)Jnvent ion may affect nore than one of the foregoing. [0081] The
first pPocess that falls within the case managemnment category is creation of
a matter or case as a framework for litigation support activities, as
shown 199781 ock 20ce the datgdasentered thedongtermistoragedireciwery 188 itigaot may ent er
into the user interface 118 certain information about a particular nmatter
or cas@ccessicily readyafor seyéew aimdecln it inlikatyithotthe datasimyriced thelscpro@issadrbefifre ithe
matter/case, a legal identifier, the particular requester (i.e., who asked
f or 't hes searchable and suitable for review by investigators and attorneys. For example, the files may

be encrypted in the form in which they are collected and sent to the long-term storage area

network 190. Therefore, according to some embodiments, the data may be copied to the

conversion services server 170 where a series of decryption and standardization functions may

be applied to it. After the data is decrypted and standardized, it is returned to the long-term

storage area network 190 and may remain there to be accessed for review purposes.

10080] With reference now to Figure 6, a block diagram is provided that illustrates the

electronic discovery management structure of the present invention, according to some

embodiments. As illustrated in Figure 6, certain processes described herein may be categorized

within one of case management, as represented by Block 200, custodian management, as

represented by Block 220, or data management, as represented by Block 240. As described

above, the electronic discovery system 100 is arranged such that cases, custodians and data may

be managed independent of one another. However, there is still an element of the categorization
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case to be opened), managers or contacts for the matter (i.e., individuals
involved in the substance of the matter rather than the process, |like the
e-di scovery nanager) etc. [0082] It is noted that custodian information is
stored separately fromthe case information allowng for the sane
custodian in nmultiple cases. This provides for the electronic discovery
system of the present invention to have scalability, whereby evidence
associated with one custodian may be used in multiple cases. [0083] The

el ectroryfgm%sss§ ﬂlﬁ %erre server 110 stores this information in the
case database QHEHAS eiceRipaly ol it shewldhasmderstoat disas car@dn houses
this information suchthat all information relating to a particular matter

or case PF¥CISEs BE¥ Be Gorrasily apsigned s mogpthabensecatepwy. Aitdreforasehile thuich as a
manager or.contact, can use the user interface 118 to view and edit a

profi | eaEhiteqhae phthesystem 186 gbow§ 8P8ale Mamgerauxit of tat®Bds\bakdt, And@SL
managenent is the creation of preservation notices and surveys specific to
t he mat £&tain processenaf thapBicotiovaibn nhay dffecSmbRABIConeldTehetn LSH@very manager
may, through the user interface 118, either generate a neM/pr servation

"noti ces[@BIB7 surVisyBrst woessatat falls WiirDRE bise %zﬁ’:ﬁg&lﬁ?cﬁé {s rlay E;ncl) oP

stored in the case profile in the case database 124 or er nattvef

link a meeaeradd8n FRtdwork R HEYANRYS, e daiabase  server
120 to the case profile of tthe1 gpem f?%({rg%gi}e(m%&oarsgﬁ? %@é "QAI SO

case, aer onromont 2‘?%%‘8%"'*’8%“%“%%%&&efgre&?)‘?ﬁreﬁs@a%ﬁv%?e PRLati scovery

manager nager for the case may use the user interface
118 to llngfolglt%m?rg %B% ngra e CEFHE UP" 204 r%H Deef ARdder numbst, sesharipl i ed t o

t he dat hﬁd %pe\%tche C S;?l I n_some enbodi ments, the search terns may
be i ni lo be JB ‘I‘Sﬁ’a%a dfientifisy. the partslassequaster @ r., who bsked dor thell ar
harvested dat X The search ternms will be saved in the case database
124 so PRAP e %&W%g?régamrw%fm thednatisr fizer, vebvidoelsimvalvad th thsed i n

substance of the matter rather than the process, like the e-discovery manager) etc.

[0082] It is noted that custodian information is stored separately from the case
information allowing for the same custodian in multiple cases. This provides for the electronic
discovery system of the present invention to have scalability, whereby evidence associated with
one custodian may be used in multiple cases.

[0083] The electronic discovery management server 110 stores this information in the
case databasc 124 in the database server 120. The case database 124 houses this information
such that all information relating to a particular matter or case is related within the case détabase
124 and a user, such as a manager or contact, can use the user interface 118 to view and edit a
profile of the matter or case.
[0084] The next process within case management is the creation of preservation notices
and surveys specific to the matter, as shown in Block 204. In this regard, the e-discovery

manager may, through the user interface 118, either generate a new preservation notices or
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connection with storing the resulting responsive data. [0085] The processes
of entering relevant attachnents, notes and updates to a particular case
or matter also falls within the case managenent category, as denonstrated
by Bl ocks 208 and 210. The e-di scovery nanager or a case contact or
manager may use the user interface 118 to upload docunents and enter notes
and ot her relevant data, including updates and rem nders, to be stored in
the case profile of the case in the case database 124. Once these
attachmgntg n]%taeni tgnd updlat es are added, they nmay be referenced whenever
a user VISRE TEIRLAL b parbicplprcase phmatter 1o hestoredn theicaserprefle in the cate cost
estimati onlaarsmgﬂces of the present invention are also processes that are
cat egor F3apse L2 ors altsraaiiyslyitink a presereatinagiotiosorsinoey almads! sharkd RiltRe ddtibasdi S
regard, the electronic discovery managenent server 110 utilizes a cost
est i mat FEY¥eErtigB fo the carstpsefitc néthelspeaifistase of mhioraestien landith@\cagni ng dat a,
based on a nunber of factors including, for exanple, nunber of custodians,
anount GRndgEMeRlSs g cratian oflsdechityadpertiiefit tofthddikt, Yis rpRREntBRBRABEIR D al SO

i ncludes a nunber of tasking and workfl ow processes that are represented

by bl ochs 2dstrib@BabloOQ 8 e-i3vdviegy MewipbCorhRei &%&Iﬁ%&%‘m@ Ease%x?a{ytlﬁi th

processes falling within the category of custodi an nanagene are “Shown in

Bl ock 2@@r iniake 118 iR GREwiaRal s ¥HA0r sg%@ﬁ Lk s%{g 565 II)%%'Q i gc!b&fﬁégtla the

Directory 122 certainly could be categorized as cus
pr ocesSesveaRa W tHe R addl inct. t.hose pr.ocesses invol yi mapagenent of
cust odi ans . wi t hi n aét:éhgﬂg(?gggﬁl%?&%g%g’stgg%e "?‘Fa*?‘i‘%sr‘?lax‘?ﬂfﬂﬁ?&/@igélﬁa% e first

Dot o e B LGN A PSSR ERicyla? Briaicd drlietvbe e acarat ermessl bowdedove,
t he e-discover nager use the user interface 118 to link a
cust odi'an & g%%%%%r%?gﬁ%ﬁ]éemﬁbee@aﬂwwlﬂv@Z@Sileddﬁﬂa@nq’bamdiinul ar case

e
profile i nst.he case dat abase 124. Thus, the custodian profile and case
prof i | £OBReELER WA storiag thepgaultingrespongive dafes wi t hi n cust odi an  nanagenent is
the transm ssion of preservation notices and surveys to custodi ans, as
shown ilR085] The processes of entering relevant attachments, notes and updates to a particular

case or matter also falls within the case management category, as demonstrated by Blocks 208

and 210. The e-discovery manager or a case contact or manager may use the user interface 118

to upload documents and enter notes and other relevant data, including updates and reminders, to

be stored in the case profile of the case in the case database 124. Once these attachments, notes

and updates are added, they may be referenced whenever a user views the case profile through

the user interface 118. The cost estimation modules of the present invention are also processes

that are categorized as case management processes, as shown in Block 212. In this regard, the

clectronic discovery management server 110 utilizes a cost estimation tool to determine the cost

of harvesting and reviewing data, based on a number of factors including, for example, number

of custodians, amount of harvested data, data types, etc. Finally, case management also includes

a number of tasking and workflow processes that are represented by block 214.
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Bl ock 224, and the presentation of the surveys to custodi ans, as shown in
Bl ock 226. The electronic discovery managenent server 110 uses the contact
information in the custodian's profile in the Unified Directory 122 to
transmt the preservation notice(s) and survey(s) stored in the case
profile to the custodian. In sone enbodi nents, a standard email function is
used, so that the only information needed fromthe Unified Directory 122 is
the custodian's email address. Wen the custodi an checks her email, the
survey $6 % appeaj, as a nmessage therein, and when she opens that nessage,
the surVesPohi 11 pMosmediontie gustadipg management, eqrtajn pegesses fabling vgthiredie such

that when she fills it out, the survey is automatically transmtted back to
the dat SYSRLY Qbsusiadianoenagesnons prsrshgeniimBlaek 220.s Whilk did proceas itvodving

custodi an's profile..£0087] Also falling within custodi an managenent is the
pr ocess Egferatenob diclinigeds Diseitonys 22 feextainky conldtiercategorized as Sustdtfiarsi MM einBntBl 0Ck
228. The e-di scovery manager uses the user interface 118 to nmark the

cust odi the'psoqesses sHosvnsio Righat 6 irfefudeuisdse $ra8sseSintoMirRGhintatash bPbuskRlidgCt i on

of data. This may occur within the case database 124 Since the custodian's

prof i | ewithinltheege bhecat 6r maMGE In B9t pgrdcts kiod b?daeés%f%ﬁétﬁcﬂﬁl?f?{aﬁ%%&%% the
t he cus S

el ectroni c di scovery nmanagenent server 110 nay access Ian

PrOr 4| Cinainded it 4016 ARG bONLSRARATIMADE: YALOWOT T BLOLATR ns

| ocations identified in the profi erefore, as’rep

230, t Legt i J ment, server 110 automatical l'y
ot er i e ERRIaRO fhe b HEA B o AR B Sy e [ B reboipn s
accessi t-odi- an~s_nrof.i ,jn the Unified Directory 122.

Al ternat | g%@?&ﬁe&gﬁgﬁ)g %%rk# ?&hﬁé’é‘mcﬂ]&{/c%ﬁﬁ&ﬁl?W%R@etdh@b@ad%-
determpation b ccesg{qgrand %%ﬁwﬁng the custodian's profile. Finally,
as withtas eﬁ’é%%“@%ﬂ c and spssdralie siaporelntas: T sextpredestbs within qusintlian of

taski ng and workfl ow processes that are represented by Bl ock 232. [0088]
The | asTAE8FBEY Y/ P Sasrmissionplayesesrntion nefince sehtuetybyo Blsturkian? 4R shéWeinTaj Of
set of_ processes within data managenent are the processes relating to the
har vestBlfagk 234, angd the peesentation of the surveys to custodians, as shown in Block 226. The

electronic discovery management server 110 uses the contact information in the custodian’s

profile in the Unified Directory 122 to transmit the preservation notice(s) and survey(s) stored in

the case profile to the custodian. In some embodiments, a standard email function is used, so

that the only information needed from the Unified Directory 122 is the custodian’s email

address. When the custodian checks her email, the survey will appear as a message therein, and

when she opens that message, the survey will be presented to her. The survey may be configured

such that when she fills it out, the survey is automatically transmitted back to the database server

120 for storage in the case profile and the custodian’s profile,

[0087] Also falling within custodian management is the process of releasing custodians

{rom a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface

118 to mark the custodian’s profile so that the custodian is now activated for collection of data.

This may occur within the case database 124 since the custodian’s profile is linked thereto. Once
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shown in Bl ock 242. These processes include the collection of data from al
the different storage areas of a particular custodian, including the
custodi an's | ocal storage on her personal conputer(s), the custodian's
network storage areas, the custodian's email, and any other areas, as are
described herein. Al of the data in the various storage areas i s copied
and transmtted to the collections server 130, as described in detail for
each particular collection tool or process. Upon reaching the collections
server &%0, g?ta_resultigg%fron1a articular collection is tenporarily

st or ed 1f ceiedianisrelegsed/mastedgtha glegironie disgtyennmimagementsetviee 10 may asess
complete, at which point it is stored in the long-term storage area

net wor kihe gustedianis pofilccanddnitializercoll et jvadiasddoon thewdriouy datg stobascdaddionsThe
foregoi ng process is represented by Block 244. The data may require

decr ypt identifiedrin Stegmofile.dThartfoon af tepedseraedby BloeR 23 ahé @lectidid disdoRergr der for
it to be searchable and/or otherwi se wusable, so the next procesS that

falls wharkigametattsarveRIAgRMEAorh&tidallP deeRyihe theWhatalthises 388 fochBorksRE daG PPYEr Si ON
services server 170 for analysis and conversion as necessary, as shown in

Bl ock 2fkevesttd b%@&siiﬁl%th@ dhdodifn’s BRYBL iHaH. Uh}ﬁeﬁﬁ)lfegg)g%?% é@e&%ﬁe#yﬁﬂ%é erm

storage area network 190 to be used I1n review gwthin

dat a i i ati i ar .data sets with. rticul ar
ot e o IRaekry Manhor iy AERAAY Aalplhe SrmB Rt B 9% ResSBh Sad biingBBe. 155

I n thi , rtain search terns stored jn.the case profile are stored
witht aSBERE LoroffEl ERfl 28I atchiT e Bh i Rustotip pormesrerh Ao nsfdro
certain c stqﬂa%ﬁi%ngata Al ternatively, certain search ternms may be

appl i ed f0°6P &and Jyqrillow grocgisesthatse ropresentsd by Blask@dZher i nst ance, the

electr%qg% discovgréﬁ managenent server 110 accesses the case profile,
det er mlB¥&8]t he sdBF kst ¢atsenty s datgenanppment, reprasentedhyd¥lpek 240. tOre rsgiar h t er s
with the barcode of the appropriate data sets in |long-termstorage. Thus,
t he se&fprceweswithinidatapeanagerhéntdrettbe ploatssekaetingth thb banvesingio$ dh)ds be
generated and presented to reviewers for analysis. Finally, as with the
ot her  whowmyanBlock 24 €ljmsd processatiaclodanthg ealisttion of data from all the different storage

arcas of a particular custodian, including the custodian’s local storage on her personal

computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as

are described herein. All of the data in the various storage areas is copied and transmitted to the

collections server 130, as described in detail for each particular collection tool or process. Upon

reaching the collections server 130, data resulting from a particular collection is temporarily

stored in the short-term staging drive 180 until the collection is complete, at which point it is

stored in the long-term storage area network 190 in association with a specific identifying

barcode. The foregoing process is represented by Block 244. The data may require decryption

or standardization functions to be applied to it in order for it to be searchable and/or otherwise

usable, so the next process that falls within data management is the copying of the data to the

conversion services server 170 for analysis and conversion as necessary, as shown in Block 246.
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al so includes a nunber of tasking and workfl ow processes that are
represented by Block 250. [0090] Wth reference to Figure 7, an exenplary
process for managing a case is provided, in accordance wi th one enbodi nent
of the present invention. As represented by Block 302, a case or matter is
created by the e-discovery nmanager and stored in the case database 124.
Next, custodi ans are added to the case, as shown in Block 304, by |inking
the custodian profiles of the Unified Directory 122 to the case profile.
Next, as represented by Bl ock 306, the e- discovery manager and/or the case
cont act OBfe tha Aalg éy converteds b iy rernegrtprihe longtermypsiriragsdircametinerk 19040 besteddh f or
the case, including instructions as to applying the search terns to

parti cutegiewdat a types or custodi ans. Bl ock 310 represents the

determ nation that nust be nade as to whether there is a nmatter or just a
case. |[008%jer e i sAlsofailirig ithiheatawseiaPerese isMhd hRfciMWn GTPartRERr 88h s&teuhr ed,
for exanple, for an audit, then the process wll nove straight to the

i ni ti al paziadul @Re®of schichdaing sttt Biahé ke pRTilE BEMOLARRBAL 104 1l MR Eodd,
matter, rather than just a case, then Phe creation of preservation notices

IS Iequichgh scath BR¥Btotdd iﬁltlfé?éﬁse;’%l%ﬁle[agn% Sdded Wit Jﬁé ﬁ%&l@g@gg gfglti% 9}%41]%8 to 35

shown in Block 314 is transmtt to the custo matter,
per haps..Hgi i i @ 16,.,.a r.em nder. not i nodul may
Do cmpresya Wl e e BlaR s tatk i it Wt e i 1 <
periodic ..rem nd noti.c to custodi ans... The notices nmay be sent over
enai | aﬁli’Hh?fg‘g? alﬁe(ﬁ\EahC&)ﬁg‘f}gf%’a P IRt Ca‘f?ﬁ%?ﬂ’t q\@“ﬁ%@%@v@? iel?ﬁtr%‘BF Aise0veR/ or
rem nd custodians to fill out surveys. Wth regard to surveys, in the
event JRRIFRGBOALSEVFHY deerisertheieass pidile. deleaniarnife serd tsems 926 appliesuandy | s
created. The surv%% may be saved in the case profile in the case database
124. ASSKKEG theseprcgdrnsth the barcedgyfdhe ipsonrigtedatdicts infengsterm stprage. be
attached to and transnmitted with the preservation notices. [0092] Next, as
shown iThuB)the keagdermsheillcbedipplimite that dat age theregnlts efilbbs gerergéddidansenttd om
the matter to the case, which initialized collection of the custodian's
dat a.  As reixovens fom analysis. Finally, as with the other management categories, data management

also includes a number of tasking and workflow processes that are represented by Block 250.

[0090] With reference to Figure 7, an exemplary process for managing a case is

provided, in accordance with one embodiment of the present invention. As represented by Block

302, a case or matter is created by the e-discovery manager and stored in the case database 124.

Next, custodians are added to the case, as shown in Block 304, by linking the custodian profiles

of the Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-

discovery manager and/or the case contact or manager adds search terms to be applied to data

harvested for the case, including instructions as to applying the search terms to particular data

types or custodians. Block 310 represents the determination that must be made as to whether

there is a matter or just a case. If there is no matter because preservation notices are not

required, for example, for an audit, then the process will move straight to the initialization of
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Bl ock 326, the e-di scovery manager or the electronic discovery nmanagenent
server 122 accesses the custodian profile, determ nes the data types and
| ocation to be collected, and initializes the applicable collection tools
to go collect the data. Once the data has been coll ected and a uni que
bar code has been assigned to each dataset based on the particul ar custodi an
and storage location fromwhich it originated, as shown in Block 328, the
search terns previously stored in the case profile my be assigned to the
dat aset based on the input instructions regarding the search terns. These
sear ch daigrcoleatioy. Ba thppthedthnd of theee id atattse ratberdhaniyest measd, then slekeehtion ofe
presented to reviewers for analysis. [0093] Wth reference to Figure 8, an
exenpl proseppataessictois requirad) 9gha@ws insBlock 312.i s provi ded, in accordance wth
one enbodi ment of the present invention. First, as represented by Bl ock
402, ajgossyodi anThé pReGeMicnoficd Bl SiRfwith B1a&Es 1418 rhldhitéR8dhdeustdaBins
custodian's profile in the 42 Unified Directory 122 is |linked to the
rel eva t j l ;o t { LAR.S
brof 1 | QGRS EballE pelopP bt wfel A LB E mmpoul %! #renhBger st Ae Y 104
Ther ef el - di . nter._any.identifying informtion
about ?rLaS/ bg §s (1) ieg'n?&gm%/ﬁleﬁ B??ﬁ% HS‘%%:IEE ot 1c§rr{l°gufr%atlf?ep,mﬁgi)?ﬂ§’|df? user
identification, email address, etc. The custodian. search npdule will take
the | nEURHHPRHRGU SHSHse dd oRteh arAMeRP R G VS SBE SRR Ctoiapth - 1
nor e thgm one match is obtained, the user interface 118 will present all
mat che & dhefirpsstyatipg notice fndeop tesppd pustodia te §llgubweeysh Vithgssail 4g ed
profiles to determne the intended custodian. In this way, the correct
cust odPyMeYSsin tHepvant ¢ syfveynid redvireg podesired.gecarfiag te Bick 3R susveyiinkeaied.o t he
appropriate case or matter. [0094] As represented by Bl ock 406, the
el ect r dht surdésway be yaved ety e vasetprafde iethe £40 datahysed @4 e AxishevmireBloek 324 ét
particul ar custodi an added is a nenber of the enterprise "do-not-call
list."islpostiblieso ey #le sirhey © beaytadted a0 and s Mittedwitinthe PReseustidiciitess
profile in the Unified Directory

[0092] Next, as shown in Block 324, the e-discovery manager may release custodians

from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection tools to go collect the data. Once the data has been collected and a unique
barcode has been assigned to each dataset based on the particular custodian and storage location
from which it originated, as shown in Block 328, the search terms previously stored in the case
profile may be assigned to the dataset based on the input instructions regarding the search terms.
These search terms may be applied to the dataset and the results saved to be presented to
reviewers for analysis.

[0093] With reference to Figure 8, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented by

Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile in the
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122 that the particul ar custodi an should not be contacted regarding
collections, and an alternative contact should be used, such as an

adm ni strative assistant of the custodian. Alternatively, there nmay be a
separate do-not-call list stored in the database server 120 that nust be
accessed and searched to determ ne whether or not the custodi an appears on
that list. In either instance, a determnation is nmade as to whether or

not the custodian should be directly contacted, and in the event the
custodi an _should not be directly contacted, the contact information for the
cust odilmfied Digeciorytldnts iinded ¢e the relsvanhcase oy mstioyirdiilbe Intrtler tnéetateThé S
information will be used later for transmtting preservation notices and
sur vey sustp@ig®'s profide ta, custndias seardamn oduliriah bBemloydd)&s sikovieneBIstk4d4i on i s nmade
by the electronic discovery nanagenent server 110 as to whether the

cust odiTrefias, theedisasbed nhfagdr ARY efler Ay i@entFRARE infbimdtionlaBod tEAaRodifen t he
custodian is verified, as shown 1 n Block 424, supplenental data nay 43 be

added tyheiRPitGaidt oltdads Rirhé, Gietwbrk N6 Mtnfilefiol &gt raqukLgd. as
shown in Bl ock 426, a%d t hen fhervarfouslégﬁPetfﬁgHﬂﬁ§g%§%3?§wfﬁﬁp@%§ized
by the L Gl nage Ver fQr coll ion of the
cust odisgﬁ&g&gg@g%ggﬁg %\?ﬁ%ﬁ{lgn f[g‘g';sﬁ%%g .Sé%]h @ﬁ (Ia‘]]n 0 de]%r Cgorﬁ ,1 5? koriatmaﬁfl'é a

matt er, reservation notices are requifed. Therefore, as wWn in

B ook JBORIRRLSREANOLDR MR, G s Mgl b S drie el Halined Buddfeineor
custodi ap stand-in. As sho in Bl ock 12 e custodi an may then be

i nact i VALEGVEY GHDSRE 1L OWSE éiﬁ%oé‘,atqdd}méﬁﬁ@ #"é‘%&%‘&’ﬁ,mﬂ%e&dﬁb@?tm- Ineed to
be collected fromthe custodian. In the future, when it cones time to

col | ecthis W8 thheorregt @istadianns idepféfied pnd dlen prafilsiaf thay eustedian isViakestto ths shown i n
Bl ock 422. [0096] After a preservation notice is sent, a determnation is
made bygPRIARraE ease pomiaticr. di scovery managenent server 110 as to whether a
survey is required, as shown in Block 414. It should be noted that in

al t er nfA0®4enbodi Aerdpsestited b Biwkdiis ohe wleetdiis dis@vesndamgsient8yrveRyI0be  nade
prior to sending the preservation notice. In such alternate enbodi ments, if
t he sumag¥leiefinine whether the particular custodian added is a member of the enterprise “do-not-call

list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and
searched to determine whether or not the custodian appears on that list. In either instance, a
determination is made as to whether or not the custodian should be directly contacted, and in the
event the custodian should not be directly contacted, the contact information for the custodian’s
assistant (or other stand-in) should be obtained. This information will be used later for
transmitting preservation notices and surveys.

[0095] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as t§ whether the custodian has been added to a matter or a

case. Ifit is a case, then the custodian is verified, as shown in Block 424, supplemental data may
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required, it may becone a conponent of the preservation notice and, thus,
accessed sinultaneously by the custodian. If a survey is required, it is
transmitted in conjunction with a preservation notice, and the answers are
coll ected by the el ectronic discovery managenent server 110 and stored in
t he dat abase server 120, as shown in Block 416. Rem nder notices for the
preservation notices and surveys nmay also be transmtted to the custodi an,
as shown in Block 420. Next, once it is time to collect data, the
custodian is released fromthe matter to the case, as shown in Bl ock 418,
and t heeaddebiedhegrsiodianipsefile droths Unified Diredteryil22 ds toguiréts agshostnrio Mleck

di scovery nmanagenent server 110 for collection of the custodian's data, as
shown 426Birgigherihg varigus ehilestiop tawtess initidized b thedleatrosic disobvere manageiRnt
Unified Directory 122 is accessed in order to determ ne the various

| ocat i GasvenhEl for tdlctiarsofibe eustoitan’SdE as biavarindibek 475 T thy othRBhAQA0MS | n

Bl ock 430, the custodian's data is collected. 44 [0097] Referring to

Fi gur ess 8 mafer, {Hen pfds@MaitinAttiafPare FRuREE SEIE&TreOhs SoWRLNBILRAQ0fLr  harvest
data from various data sources, in accordance with enbodi nents of the

pr esentprestAMEHT hdite is“s]{enﬁ)ﬁﬁ Bia? fthe tcﬁ'ﬁo(?ilﬁt Jgjlecql%)fgtﬁfa&n %fagg-zﬁ %gglﬁ)‘d\ﬁﬁn gy at

Event 504, the type of data 1s 1denti signifies active

emai | t4rf§tthje éus%ﬁlénerﬁﬁfﬁjle& f)é) AT %&(:1?0%] ge oﬁ%Xq te%g]wg,lrfgﬁ%%hﬁ%gat%(og; %@%{ fi@éﬁ%é n’g??

t he autonated active “enai I col'lTection

fromidentified,emjl address.. As eviously noted, and in_accordance with

prese ntneeciaar(r’tl))g a° H%cﬁ?dsér%? %Tehcélsﬁoﬂ%n {rf)%‘ﬁ Tutpre, yhen U coIpsiimp fgallegt frang ey

cust odi an r.el eased for_“(é;lglbl ection). includes an enmail address for an email
i

accountCUSadipm dheysiorin & heactivaed peshowrgnBloghfR. t he el ectronic

discovené%nanagenent server (110) may undertake to collect the files from
the eM®0hrise ARET2 Pagrvationnpdey isisontj mdeterminationgs nhde lacthe electorss |
collection tool (136) running on collections server (130). In sone
enbodi BsaeEry maragsmentservemhl ( asto whether @ surtvewis rédua@), dsshoww itf Bigulk &4, 1o
access the particular Mcrosoft Exchange server within the enterprise enai
ser ver should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. In this
process, the custodian’s profile in the Unified Directory 122 is accessed in order to determine the

various locations where the custodian may have stored data. Finally, as shown in Block 430, the

custodian’s data is collected.
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160 on which the custodian's account resides (which is known based on the
information included in the Unified Directory 122), copy all email |ocated
there, including emails deleted up to a designated prior period, for
exanpl e, seven days prior to the collection, and transmt the copied

emails to the collections server (130). The email collection tool is also
capabl e of inplenenting bulk requests and for collecting email on a
schedul ed basis, such as daily. The email collection tool is additionally
capabl e of being inplenmenting enterprise wide and requires no server

i denti P73 or t Refaringtotfogued 9 awt 10, lewabiagrares anemirdsentbdiof hinsthoé §6d thr t he
emai |l collection tool (136) serves to reduce security risk. [0098] At
Event Satestalabdireodangistdetalsoiuses, irphceorint@dvidi embalimgntn of thopadse:an, such as
short- termstaging drive (180) to attach a barcode to the set of enai

resul t im@nfieinAt Beenp s, e bofltction @ data lehaiks ard)at Bae s0le dhdigb@of datdigen copi ed
and communi cated to the long-term storage area 45 network (190) for

per mangd¥ntisit@r DR BISIK 06 MR acti Veentdl thAGE AR ted $o¥Phn éx%ﬁél)gefspﬁaﬁ?ﬂ s the
barcode information to the el ectronic discovery managenent server (110) to

be st oggdicn &%ﬂ@%@ﬂ@&@&m&%12@9)15(;%{1&318 g@fﬂg; niﬁrt‘p%)é-n?%}éeﬁg? g@g%?&hﬁ[" s

profile in the Unifie abase ( .
voeq 1 opnfReARRerldlaaBRE | A RER S i S TRE PSSRt ho data

used for eference at a Tater
After the data has heen . capied to the_.| ong-term storage, area, network
(190) , PRRSRS ISR TredREnGafa/bp Sy HORSARES LB FAHRHY 5 FORHOat & | n
per manent storage_ to the original data in the staging drive (180) and, if
the hi#sHdsy2n empihadiress 4pr angipalascoun op theentarpisechmail Serygr (1§0kthendhe 180) . As
such, barcoding is perfornmed w thout the need to execute the barcoding
t ool ogleptonis diservge Matagementrsdrvend 1 8Lmny wadertaketercollext dra/fns from the needed i n
t he barcode process. In accordance with enbodi nents of the present
i nvent eatarprise emhih sarodtd 1 60 pylisitialisn gihe dctperenciiisioticitimn, togl €1 36) ammingy@e and per
event (i.e., case, matter, etc.)
~ collections server (130). In some embodiments, the active email collection tool (136) is

configured to access the particular Microsoft Exchange server within the enterprise email server

160 on which the custodian’s account resides (which is known based on the information included

in the Unified Directory 122), copy all email located there, including emails deleted up to a

designated prior period, for example, seven days prior to the collection, and transmit the copied

emails to the collections server (130). The email collection tool is also capable of implementing

bulk requests and for collecting email on a scheduled basis, such as daily. The email collection

tool is additionally capable of being implementing enterprise wide and requires no server

identifiers or the like to collect the active email. In this regard, the email collection tool (136)

serves to reduce security risk.

[0098] At Event 510, a barcoding tool is implemented at a staging location, such as short-

term staging drive {180) to attach a barcode to the set of email resulting from the particular

collection. The barcoded data is then copied and communicated to the long-term storage area
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[0099] At Event 512, the collected email data nay be associated with a
specific search termset or sets. Wen the search terns are applied, a
listing of the files and docunents including those terns (the "search term
hit list") are presented to the reviewer and also stored in the database
server (120). The reviewer nmay provide an indication of this to the

el ectronic discovery nmanagenent server 110, which may then nmake a

determ nation that other docunents wthin the search termhit list are
nore likely to be responsive. [00100] At Event 514, the collected and

bar codadtwaek [\98) torgetmangniztirsges diirthemoage, dhe giloctesss isergerdl B@)ardhamits thes equent
analysis. It should be noted that the nature of enail data obviates the
need t bapedd mformatioyertbé elocteomil/ discottegrmptapanemn Bervire(1 0GItta bs eforedAh tivent 516,
the active email data set is |oaded into the analysis tool and, at Event
518, t ldeabataeasel(126), R¥RRAMSE, ihehd dBolRAWGFSRIEAX S ITANESd DRELADRIYS S 46

[ 00101] Data Bl ock 520 signifies other non-exchange server based enuil,

such ascaiBai tb theA%GES BRSkIaNHR Yokt &ecﬂm;may%&ﬁé&ﬁ%%%ré@&gﬁgﬂay&d@w pecat i on,

such as Lotus Notes(r) or the like. At Event , NSF files or any other
filet ' .t - 4 e Ly manual |y
nar vestod P g el aftrtedd S e e R ARl ihe BRIVAREE: pra iy SRS
capabi | j t.i a Lot us rver or.the |i 00102] ,At Event

,.SHch _as m,NQ ,S€ ﬁ

S5 a BBl e s Erep P10 eGP UEHinGe Fovesd N COBERRL € sort -
termstaging driye (180) to attach barcode to the set of non-exchange
ser ver "GH Of%é%%(ﬁf% M&n}lwa?ﬁt?me fodie prginaldatadn isctasing drved [ Blreddéthedat a
is then copied and comunicated to the |ong- term storage area network
(190) heshingds idstial, Purgss thecdataiiom eg siagieg duved189) | Aesuchnbarensiingis ( 130)
transmts the barcode information to the electronic discovery nmanagenent
ser ver p¢riargied mithobicthe neaddd ckerutetthe batebas oben areexchd@serviandexsssuph 8o i n
the custodian's profile in the Unified Database (122), in relation to the
st or edhumémintEtdntion dheelded inehgisrtdde prakess dh hewtdaate with emdbdhfats of the

present invention, one barcode may be assigned per custodian, per data type and per event (i.e.,

case, matter, efc.)

[0099] At Event 512, the collected email data may be associated with a specific search

term set or sets. When the search terms are applied, a listing of the files and documents

including those terms (the “search term hit list”) are presented to the reviewer and also stored in

the database server (120). The reviewer may provide an indication of this to the electronic

discovery management server 110, which may then make a determination that other documents

within the search term hit list are more likely to be responsive.

{00100] At Event 514, the collected and barcoded active email data is copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data obviates

the need to perform conversion and/or decryption on the data set. At Event 516, the active email

data set is loaded into the analysis tool and, at Event 518, the data set is exported to the

requestor/reviewer for analysis.
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t he barcode can be used for reference at a |ater date to determ ne the
origin of the data. After the data has been copied to the long-term
storage area network (190), the collections server (130) conpares the
hashing of the data in permanent storage to the original data in the
staging drive (180) and, if the hashing is identical, purges the data from
the staging drive (180). [00103] At Event 526, the collected non-exchange
server email data may be associated with a specific search termset or
sets. Wen the search terns are applied, a listing of the files and
docunerif@lGlhc| udiDatp Bleels 82¢ signifieg @tﬁ@ nogexchange sermerttiased dnstil; juchre epaidsent ed
to the reviewer and also stored in the database server (120). The reviewer
may pr ewiadseddhronplla chdnit-cervet collibsratioc appheatidne sichas LotdiNag@@esrtheralta genent
server 110, which may then nake a determ nation that other docunents

Wi t hi n Bvest 522aiNSF files oA duiytother Sile @pe diBcatdd Jith Mort-BxdRBndeRSRRPBASY® el is
[00104] At Event 528, the NSF files or any other file types associated with

non- ex GGty hHPdswalfrddR & thtepRkd- g)_taH@Em?rig%rb& Hatinb X?ﬂ%ﬁr&iﬁ/e g@%ﬁ?ﬁ%& duysing a

decryption tool, in accordance Wwth enbodinents o e pre i nvention.

The enggYRbLhRbdhindeEvdidr &% fecurs at the user level and, therefore only
the user has the password necessary for decryption. The decryption tool

al | ows yflecr ypt i t.he F file-type data w thout the know edge of
t he usg?(ﬁg %ﬁr ypt %& '.5951}%352’0? gﬁ?&@ﬁg&ﬂoklﬁgﬁ&wﬁﬁg‘?flﬁ q:t?glrégsloFﬂw, w&‘ SEEYwher e
in the enterprise s m,creates a database of the ID files, associates
the. dataBuCEs TR0 BFERAROE 1o TR dcI e DO GULHPES SosE PN osBedat o,
[ 00105]. At Event 530, the ngn- exch&ge server enmil data set is |oaded into
t he andioysthe pagtighlpr eligetion: Thgdarcodebdaly ydhenpopiedand pamawpispied i the lange
requestor/reviewer for analysis. [00106] Data Bl ock 534 signifies journal ed
dat a, $uersleragedrerratwaikd | 8Orinepamanknt stosager Edrthasmore, thepolédtionysdraar t he
pur pose of regulation, conpliance to regulating bodies, such as the
Secur i (1383 tramgniBx¢bhbargeic@ofonmstiinan tieSHtronic disvevédry kemnagimdny ssver$BR) to
criteria is extracted from input systemand manually entered in a
desi gnat ewrddhin ik dagubhse et QIPOJ, @br Skaindlel B the E¥sdddian’s profile in the Unified

Database (122), in relation to the stored information about the particular collection. Therefore,

the barcode can be used for reference at a later date to determine the origin of the data. After the

data has been copied to the long-term storage area network (190), the collections server (130)

compares the hashing of the data in permanent storage to the original data in the staging drive

(180) and, if the hashing is identical, purges the data from the staging drive (180).

[00103] At Event 526, the collected non-exchange server email data may be associated

with a specific search term set or sets. When the search terms are applied, a listing of the files

and documents including those terms (the “search term hit list”) are presented to the reviewer

and also stored in the database server (120). The reviewer may provide an indication of this to

the electronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.
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[ 00107] At Event 538, the barcoding tool is inplenented at a staging

| ocati on, such as short-termstaging drive (180) to attach a barcode to
the set of journaled data resulting fromthe particular collection. The
barcoded data is then copied and communi cated to the | ong-term storage
area network (190) for permanent storage. At Event 540, the collected and
barcoded journaled data nay be associated with a specific search term set
or sets. [00108] At Event 542 source-to-processing is inplenmented to insure
that any loose files are properly formatted in a standardized format. In
this r¢oar0d] accatdvag Se, theBSEfhetirrmnbthef filcttiyees lasvoeiatadavith dodasehdrgkes ar e
exam ned for relevancy and, if relevant, stored in a proper data format,
such aseePbed éhal bt hidebd idetyptedie dsaRe@ban@s aagiioadod fticédi8ance

non-standardi zed files is 48 retained and rennins with the reformatted data

files. Uil JGFS el veRidO YRS éicﬂﬁﬁioHBYNSP?ilés‘%ﬁ% Sth@ sdrMvel
formatted files, MSG formatted files and the |ike. [00109] At Event 544,

the jo%&';l*neggfogagtﬁrﬁy 8 lusdrhal ﬁ%guﬁgsgc?@{i ger%egsgrfﬂ)?ldx ' io}'n(.)qlhe%«@g?'ptfotn iByent 546,

the journ a’ set 1s ex equestor/evi ewe or "anal ysi s.
[ 00110] ,Referring to Ei data bl.ock 548 signifies data from a,l| ocal
Per son }lowffoﬁ'gﬁ‘frgl?u )ﬂ,%ulggg #?éé?p‘é p‘%‘tg P‘ﬂ&’f’gteéﬁ%’?“ilg‘g%e. Ofﬁf’e FEAE : q?lﬁ e
| ocal collecgtio 00 &éSZ is. inplenented to collect data from desi gnated
PCs by 4ERPHRR ta&"é}s’é@ g Lfa%femh@lsa‘é\?recl@-t%e HUFTRTISCHRYPIGR:, CERIED? ERTARFSE 8f one
enbodi ment of the invention, the | ocal collection tool may be autodepl oyed
t hus, &iDsfilengssoniates shagdatabaseaifh Fagriger cnerypioy apd, subgequentdly decexpés e defaager  or
the Ilike. In other enbodiments of the invention, the |ocal collection tool
(132) fR01B8] enpl ofxelvand53G4; dhd mmtexdbarge Serven emedtilvatdkses tsdoalyd mtp Glabalysiat
Event 552, the barcoding tool is inplenented at a staging |ocation, such as
short - tel and; tabBieng S8, ithwedatdl &9 )s dxpomdd taahe ghatadhedewa fohamabels. of | ocal PC
data resulting fromthe particular collection. The barcoded data is then
copi ed [@Ndé6F OMUDLRBISSk 3% didiefidsdBembIed Bhta, such as electronic commerce data stored

on a repository for the purpose of regulation, compliance to regulating bodies, such as the

Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from

input system and manually entered in a designated third party system for data retrieval.

[00107] At Event 538, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of journaled data resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term

storage area network (190) for permanent storage. At Event 540, the collected and barcoded

journaled data may be associated with a specific search term set or sets.

[00108] At Event 542 source-to-processing is implemented to insure that any loose files

are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

48



storage area network (190) for permanent storage. At Event 554, the

col l ected and barcoded |ocal PC data nmay be associated with a specific
search termset or sets. [00112] At Event 556 source-to-processing is

i npl enented to insure that any | oose files are properly formatted in a
standardi zed format. In this regard, according to one enbodi nent of the
i nvention, |loose files are exam ned for relevancy and, if relevant, stored
in a proper data format, such as a PST file or the |like. The netadata
associated with the non-standardized files is retained and remains with
t he r efaainet anddenlaing withitesrefBoattabdatofiles.o SessE tgporéseing diwemsemivss may  be
required on EM. formatted files, MSG formatted files, IPD formatted files
and t hee tdgkred dDEMIObhB)ttedtiilEsy ®M8G SivfhattédBlet anbthe Rke.f i | es t hat maybe
encrypted are decrypted using a decryption tool, in accordance with

enbodi pembs] of t het Preassnt thej¥@nkle®data 30185 RAGSDREO tAE adaP@is todll dnd\V Hverit
decryption of the PC files data w thout the know edge of the

user/ e5g4 i Blimalth Rata48GE ViokRR 1J B8 kodubfFrel Bk} kP Spdiial, exi st anywhere in

the enterpri'se system creates a database of the | Il'es, associates the

FSB??ZF?A!‘”ECJF é%?‘%{tﬁg%:éeﬁéq? bR R ST BT ﬁ{c%”i Gl o ysi s
" cauoct SpREy Macreh dr cura € (Pl R BsE s Gl “BRR6E bl 188 gat a 11 om

network stora sych as a shared drive or .= HoneSpace, At Event 566, the
file sepRgPerts fosolles dat i g%ﬁlﬁtqﬂﬁs(ﬁ’mt@ﬂ%?eﬁla? ob Rfd Eﬁi‘%l%}gﬁrd col | ect
data from shared drives and/or HoneSpace. According to one enbodi nent of
the i fehdicerrdingtie ong erabagdiment of gs ipeetipnrihe lost! colledionieg) nisy bgut odepl oyed
t hus, obviating the need for any manual entry by the e-di scovery manager
or t healtpdeployed dusgibvitingitetecd 68 any henba reptys by ¢het ssdiscdvsryi mplageremittieed at a
staging location, such as short-termstaging drive (180) to attach a

bar codBkd. oIn dthersmibodimentd ofahkinstaioagthe dadabedliestiod tooly 132y map bd@nglaydditoul ar
collection. The barcoded data is then copied and conmuni cated to the | ong-

collect data from network storage.

[00111] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) fo attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 554, the collected and barcoded
local PC data may be associated with a specific search term set or sets.

[00112] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.

49



term storage area network (190) for pernmanent storage. At Event 570, the
col l ected and barcoded network storage data may be associated with a
specific search termset or sets. [00117] At Event 572
source-to-processing is inplenmented to insure that any | oose files are
properly formatted in a standardized format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or

the |ikey met oci ate ith the nagn-standardized files is

ret ai ned[oggl-fd‘ﬂr erra?%gé‘v%nﬁiﬁt ﬁ’gq c@f B&r’?ﬁ‘?sttéﬁ meytbe emerveted agodacoptedaisprzacessi ng
file con%%l[yi)iﬁolﬂg {im% be requjred on EML formatted files, MSG fornmatted
files, | SPIETCt 4 29erdeace,wih embodimeats o the[posenigiveatioky dht d6fgptidnlteol

net wor k ag]tﬁor %_e files that rrad% be encrypted are decrypted using a

decr ypt i DTS & decryiption eithe BR ddes datawishdye tckenwiedgt of the updTREERpbtet. MVIRNT | ON.
The decryption tool allows for decryption of the network storage data

wi t hout 9eR@PRopigobbrds IBfilehibat axist phericry ipitthe entdipAsekS oD tieiRs EH%JabJs%BfIS | D

files that exist anywhere in the enterprise system creates a database of

the ID fthe Bifileassociantsabe ddshaskoivith afeaisel/dldrphe ats i,
subsequent|ly decrypts the data. [00119] Atr%vent 57&%%&??\%&%@%69?& age

dat a sef00194] oadedAt Buent 56@ Rty PiCSdd: Pk i<AD Ve (8 t\?"/{e et wor k
storage data set is exported to the requelsto%egzlfl}?g%eafeﬂ%%’ﬂ%%gp gf gvent

[00120] 55@;@1@@%5@5’3@%5&% a,& ' tafor forensics. At Event
582, a forensic collector tool, osuc%hg%%?ﬁ%&rrfg’r e executed on the
devi ces @115t er eply,t data. . According to one enbodi nent of the
i nvent i ([)n, the for erzllsb?%&glgkﬁgcﬁf%?d%ggﬁom B Sorpefmaishaspishared drvogred on
the devigg, j.N i thout the know edge of the device user. In
accor dance e\?\f) %dﬁ' Aﬁ%‘gﬁ %(\F,g’ 8 ERETCouFetiondog] {134 ds implemaenteship attomatiedliyh e r
t ool nagolf%gtértr%%enegtggeﬁnot own in Figure 10) that watches the network
to determ ne the JIOHES SHVSAnespHpaEtPass. dcording it anesntbodinidneoft wor k based
on IDs/IP addreﬁes returned fromthe network.

mvention, the file server collection tool (134) may be autodeployed thus, obviating the need for

any manual entry by the e-discovery manager or the like.

[00116] At Event 568, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets,

[00117] At Event 572 source-to-processing is implemented to insure that any loose files
are propetly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like,

50



[00121] At Event 584, the barcoding tool is inplenented at a staging

| ocati on, such as short-termstaging drive (180) to attach a barcode to
the set of forensic data resulting fromthe particular collection. The
barcoded data is then copied and communi cated to the | ong-term storage
area network (190) for permanent storage. At Event 586, the collected and
barcoded forensic data may be associated with a specific search term set
or sets. [00122] At Event 588 source-to-processing is inplenmented to insure
that any loose files are properly formatted in a standardized format. In
this ré§HA8] accdt Biend 574 thnectentkatiragmiilepthat mhebé enceyittédoare dewpsied fsihes ar e
exam ned for relevancy and, if relevant, stored in a proper data 51 fornmat,
such as decrpBiorf tobleimaccordendeiviieh enfvdimatiaofiha prsan tivehtish. Wrhdiddchgption
non-standardi zed files is retained and remains with the refornmatted data

files. co0uNdes fof AR ARRAING: HERYOorR Stor RRWatBfitHMt th'é'l&qo‘fvléﬂg@&fttﬁé’ files, MSG
formatted files, IPD formatted files and the |ike. [00123] At Event 590,

the fo j kt. i : yption
R s
decrypt.i I f - | [ r data wi t hout
tho. kngifiash B8bafat BT il URGLHEL 0 %Rbals RlIBL BB SUREARRC™ B 111 oo

t hat exi.st an ere ip the enterprise system creates a database of the ID
fiIes,mﬁ??%%?%f@%”ﬁ%%&ﬁé??base with the user/encrypter and subsequently

decryp e data._[00124] At Event 592, the forensic data set is | oaded
into t t@li{fﬁal ySi s"gtt Fo‘gﬂ“t é’fﬁd}heé{e“’@}'g storaggslata setiis lopdedyitqtheppslyyetoghand. aet i s
exported to the requestor/reviewer for analysis. [00125] Data bl ock 596

si gni f Feat 8%, thpeptapikatoraga data sohisrexpartefipdhe wapasiongeaevatifecamabysip.  sit es,

for exanple LiveLink(r) or the like. At Event 598, a discovery site

col | ectt®d2@lool , Bate hlask 580 sighifiet elettfanlic dash Fardorensi¢soalt Enent 582, adformsited on
the devices of interest to collect data. According to one enbodi nent of

t he i nudletiontvol,tsheh o Rtge® ynayibecexcakddati the dpries ef utGedto telRst dada. porti on of
t he

According to one embodiment of the invention, the forensic collector tool may be automatically
deployed on the device of interest without the knowledge of the device user. In accordance with
another embodiment of the invention, a computer watcher tool may be implemented (not shown
in Figure 10) that watches the network to determine the addition or subtraction of computers to
the network based on ID’s/IP addresses returned from the network.

[00121] At Event 584, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.

[00122] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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di scovery site database in the e-discovery database, including all files
and all revisions of the files. In this regard, the discovery site
col l ector tool queries against the database to define what files need to
be retrieved, then copies those files based on the result of the query.

Met adata pertaining to the files is retained in the case managenent system
tables. In accordance with another enbodi nent of the invention, the

di scovery site collector tool collects the docunents and the related

nmet adat a and uses the netadata to automatically renanme the files. [00126]

At EverPrmaBiosuch ppa BAF Sbenibe liko| Themetrdite assacieted atithdhe nerystandardieat filenis such
as short-termstaging drive (180) to attach a barcode to the set of

di scoveetpingdl ped waransrvatuthe irefgrmiatieddats Zilesh eSqaae th puicassigabhyebd jequiredidie
barcoded data is then copied and communi cated to the | ong-term storage

ar ea ndiMbrférn{attod filek VISGebmaatedtfilat MTagemakéd fAveaid BOBke.t he col | ect ed and
barcoded discovery site data nmay be associated with a specific search term

set or [06123) [ 0032 Bheilsobnaptorbild SRULEEmEPOPERFATE 48 dbcryhitPLgARA! ed Lo
insure that any |loose files are properly fTormatted in a Standardi zed

for mat .debMplidd ®ol, BHRLGrdaRECRlHENELd Qe EE @%fégé 31 enﬁ’(];n. tl"g?gércg%ﬁﬂ o1

| oose filés are exam ned for relevancy an vant, I'na proper

d f . ' - d . d with
ata  T,a5@8kor gL i (%flqll]g ttwhik s?or?%ei dREwlth i me G L af)ﬁhq?ﬁlggr egg%f;}{?g £ \é\‘ dt

t he non-standar es 1s re ned and remarns
data fi t SS| be required on EM. formatted files,
VBG 1 oriEpssan G PioB IS B e AP el S e e Prsesy prpoir s detaien
606, thg dﬁﬁﬁﬁvehé site dg{a set is |oaded into the analysis tool and, at
Event 868 IPHECHpSeEiss thedetabaseayith b usqréneryBisk muskpubssaueraly decrypts the
requestor/reviewer for analysis. [00129] Thus, present enbodi nents herein
discloé@@-provide for inprovenents in electronic discovery. Enbodinents
herei n di scl osed provide for an enterprise w de e-di scovery systemthat
provi dé0I26} dat aAt Bvene S92 et fofdnsig datasctit dehded ata the wealysiproebardy edEvent
searched, reviewed and produced in an efficient and cost-effective manner
acr oss 5Phehemdtwork storbgr datd seissxpdieand to lthe requestor/reviewer for analysis.

[00125] Data block 596 signifies collaborative data, such as data residing at discovery

sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such as a

LiveLink® collector tool may be executed on the devices of interest to collect data. According to

one embodiment of the invention, the discovery site collector preserves at least a portion of the

discovery site database in the e-discovery database, including all files and all revisions of the

files. In this regard, the discovery site collector tool queries against the database to define what

files need to be retrieved, then copies those files based on the result of the query. Metadata

pertaining to the files is retained in the case management system tables. In accordance with

another embodiment of the invention, the discovery site collector tool collects the documents and

the related metadata and uses the metadata to automatically rename the files.

[00126] At Event 600, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from

52



addi tion, by structuring nmanagenent of e-discovery based on case/matter,
custodi an and data and providing for |inkage between the sane, further
efficiencies are realized in terns of identifying, |locating and retrieving
data and | everaging results of previous e-discoveries with current
requests. [00130] Wiile certain exenplary enbodi nrents have been descri bed
and shown in the acconpanying drawings, it is to be understood that such
enbodi ments are nerely illustrative of and not restrictive on the broad
invention, and that this invention not be limted to the specific

const r UB¢ PaHeu g f@llggtioan Jhebercadesivisians shen capied pdbeunmuiipased todthe bug-tanher
changes, conbinations, 53 om ssions, nodifications and substitutions, in
addi t i otorage areroratwerkt(19@forparmandng statage.e ApEveng 68p e collzeted podsirbdded [ 00131]
Those skilled in the art may appreciate that various adaptations and

nmodi f i ahidcoeery sitodats ay pe agsociard mithertspesifio diarEnican ear b&s.confi gured wi t hout
departing fromthe scope and spirit of the invention. Therefore, it is to

be undgostarpd t hait Evhtio0i RolrbetpropessRk id il RARANS Inkh&ihdBany 15438 fiddvent i on
may be practiced other than as specifically described herein’ 54 CLAIMS 1.

A et hogl foperyP@Rhiitaing staeirdized fRELS ONAhisG a{taséo?dm{gws& St e T or
I g. acc

the purposes of electronic discovery, conprising. accéssing e personal

- VLA : i file |i . h I
corput i BLPE BB Mo, BAET AR SRR PERRRBSHECT .o

conputer; transm-t reac

PR L OO R L O
data i rll'etgmg :Eln r%gl%ins with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.
[00128] At Event 606, the discovery site data set is loaded into the analysis tool and, at
Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00129] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, scarched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.
[00130] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of

and not restrictive on the broad invention, and that this invention not be limited to the specific

constructions and arrangements shown and described, since various other changes, combinations,
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2. The nethod of claim1l1, wherein storing the conmputer-identifying data in
a database conprises adding the conputer-identifying data to an existing
entry in a custodian directory associated with the user. 3. The nethod of
claim1l, further conprising: using the user-identifying information to
store the conputer-identifying data in the database. 4. The nethod of
claim1, further conprising: using the user-identifying information to |ink
the conputer-identifying data stored in the database to an existing entry
in a cu%hgsdsgo%n nqlch cttorg/ sociated with the user. 5 The nmethod of claim
1, wher ein qaeryy? Ec 18 ﬁ%;ﬁ“g?tg“tll‘?r?t inaddiion ipthosesgtifonty in Hie aboegpazagryphisey
list. 6. The .method of claim1l1, wherein the conputer-identifying data
conpri sEERYSSI®Gnput er name. 7. The nmethod of claim 1, wherein the
computer-identifying data conprises an |P address. 55 8. The nethod of

cl ai m 1[001AEk ei n” Hheseykifled intibe pit ofaylappictiste thativprioweslapteastisngd modiRGiisds’ Y
key list on the personal conputer conprising at |east one registry key. 9.
The met hbde dist desaiibedgmbaldementsicanive WﬁﬁgmédﬁﬂhédtuE?@ﬁ@ﬁ&nqmbb@&iﬁ Plrit! east
a portion of a registry key. 10. The nethod of claim11, further

conpr i sofiye ipreasantThegfolgit GaOPE UfderstB@Nhbi Wit Hat&pk 8 AR aﬁ%&%&& 91?fnfs

di scovery manager upon the identification of the user as a subjec or

el ectr Oﬁeﬁnﬁnﬁ@l@ﬂﬁy Ye pﬁ@ﬁceﬁ%ﬁw’ﬁﬁ'}aﬂ%ﬁl S}Qé(ciffclaﬁj./ Hésl:ribé&’ﬁe%]ﬁ.r conpri si ng:
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transmtting | og-on data associated with the user of the personal conputer.
12. The nmethod of claim 11, wherein the log-on data is transmtted in
conjunction wth the transm ssion of the conputer-identifying data. 13.
The nethod of claim 11, wherein the | og-on data conprises the |ast date and
time that the user |ogged on to the personal conputer. 14. The nethod of
claim1l, wherein the | og-on data conprises the nunber of tinmes that the
user | ogged on to the personal conmputer during a predeterm ned period of
time. 15. A nethod for identifying users of personal conputers within a
network for the purposes of el ectr@hATMS scovery, conprising: installing
on the personal conputers a tool configured to transmt
conputer-identifying data and user-identifying to a database server;

accessi ng ajpr eeximgdthdfof idefEtyRIoMusER %PP&%&)M cOlRbRedks ikt HRethvOrid ﬂ&?tﬂés ers,
locating in the directory an éntrty that conprises data matching the

user - i H&REseS Pf plgctorpiadiscorary, FomikisHe:t he conputer-identifying data to the

entry. 56 igesﬁgﬁPgﬁ&gﬂﬁéﬁ%n@h #ﬁ%nﬁ@ﬁf in the tool is configured to

transmt the co a an the user-identifying data every
tine a userq&emgagdmﬁrmﬁlalmleamnhbexsmaﬂa%mputerl? The met hod of claiml15,
wherei n the, user.-identif ta conprises a nefwor user. i fication.
1s. The ot RS P e BT B ER B D PO edata Beompr | Ses
a Mpétb&Hal ter]aad w9 dRIIAE dfth a8dodiafbd With ANRF 6f Re p&Sonal computer; and

conputer-lde nt i g data conprises an | P address.
storing e computer—1dent1 ing data in a database.

2. The method of claim 1, wherein storing the computer-identifying data in a
database comprises adding the computer-identifying data to an existing entry in a custodian

directory associated with the user.

3. The method of claim 1, further comprising:
using the user-identifying information to store the computer-identifying data in the

database.
4, The method of claim 1, further comprising:
using the user-identifying information to link the computer-identifying data stored in the

database to an existing entry in a custodian directory associated with the user.

5. The method of claim 1, wherein querying the profile list comprises reading the

registry key list.

6. The method of claim 1, wherein the computer-identifying data comprises a

computer name.

7. The method of claim 1, wherein the computer-identifying data comprises an IP

address.
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20. The nethod of claim 15, wherein |linking the conputer-identifying data
to the entry conprises recording the conputer-identifyingdata in the
entry. 21. The nmethod of claim 15, further conprising: storing the
conputer-identifying data in a database configured to be in conmuni cation
with the directory. 22. The nethod of claim15, further conprising:
presenting the conputer-identifying data to an el ectronic di scovery manager
upon the identification of the user as a subject for electronic discovery.
23. A systemfor jdentjfying users of personal conputers within a network
for the pup%osesﬂ'&’fm F%‘ﬁ?ﬁ‘gﬁ%lsd?@mélﬂwﬂgﬁwmwfﬂbﬁgtcoalnnilscn‘ﬂeacﬁngeanni ng
t ool copbis i uery the profile list on
each pergoﬁgwg%ﬁﬁ?&%ﬁ? ﬁﬁﬁﬁibmﬁggggg@%%ég%el%gé?wg?y'for each personal
conputer conputer-identifying data associated with the personal conputer

and user-ideqtifyi t ssogiated wth a user.of the personal conmputer;
57 a dat abag ser3@?“@@8&?5@%‘&gm‘ghﬁf%‘eﬁweﬂﬁ‘sm g seRconpEses at {sai@ dat a

and t heparSex of 4 @gistriy kyy.ng data fromthe profile scanning tool and store the
conputer-identifying data in a database; and an el ectronic di scovery
managenent server in conmmunication with the database server via the

network confioaur etheleihdd diicRis 1f EHRot Ofniahgbase server the
a

conputer-identifying data in response to el ectroni c di scovery request
targeting tHEcsgslate the dommier-idyafifpme olttadd an ple@Bonioviscoviery hitmgdaipphase server

i s conf; 1.0 reexisting.di.rectory conprising data rel ating
to the lggg{ﬁgg%&nndo fﬁ%%gsf%gaslaan&{%heg?%lr Pfgg{r%%dlgﬁovgﬁ{. ry that conprises data
mat chi ng the user-identifying data.

11. The method of claim 1, further comprising:

transmitting log-on data associated with the user of the personal computer.

2. The method of claim 11, wherein the log-on data is transmitted in conjunction

with the transmission of the computer-identifying data.

13. The method of claim 11, wherein the log-on data comprises the last date and time

that the user logged on to the personal computer.

14. The method of claim 11, wherein the log-on data comprises the number of times

that the user logged on to the personal computer during a predetermined period of time.

15. A method for identifying users of personal computers within a network for the

purposes of electronic discovery, comprising:

installing on the personal computers a tool configured to transmit computer-identifying

data and user-identifying to a database server;
accessing a preexisting directory comprising data relating to the users;

locating in the directory an entry that comprises data matching the user-identifying data;
and.

linking the computer-identifying data to the entry.
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25. The system of claim 24, wherein the database is the directory and
wherein the database server is configured to store the
conputer-identifying data in the entry. 58

16.  The method of claim 15, wherein the tool is configured to transmit the computer

identifying data and the user-identifying data every time a user logs on fo a personal computer.

17. The method of claim 15, wherein the user-identifying data comprises a network

user identification.

18.  The method of claim 15, wherein the computer-identifying data comprises a

computer name.

19.  The method of claim 15, wherein the computer-identifying data comprises an IP

address.

20.  The method of claim 15, wherein linking the computer-identifying data to the

entry comprises recording the computer-identifying data in the entry.

21.  The method of claim 15, further comprising;
storing the computer-identifying data in a database configured to be in communication

with the directory.

22, The method of claim 15, further comprising:
presenting the computer-identifying data to an electronic discovery manager upon the

identification of the user as a subject for electronic discovery.

23. A system for identifying users of personal computers within a network for the
purposes of electronic discovery, comprising:

a profile scanning tool configured to scan the personal computers, query the profile list
on each personal computer, and transmit to a database server for each personal computer
computer-identifying data associated with the personal computer and user-identifying data

associated with a user of the personal computer;
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a database server configured to receive the computer-identifying data and the user-
identifying data from the profile scanning tool and store the computer-identifying data in a

database; and

an electronic discovery management server in communication with the database server
via the network configured to retrieve from the database server the computer-identifying data in

response to an electronic discovery request targeting the user.

24, The system of claim 23, wherein the database server is configured to access a
preexisting directory comprising data relating to the users and locate in the directory an entry

that comprises data matching the user-identifying data.

25.  The system of claim 24, wherein the database is the directory and wherein the

database server is configured to store the computer-identifying data in the entry.
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