REMOTE SERVER ENCRYPTED DATA PROVISIONING SYSTEM AND
METHODS

RELATED APPLICATIONS

{0001} This application claims the benefit of and priority to U.S. Provisional
Apptlication No. 62/107,966, filed January 26, 2015, and U.S. Provisional Application
No. 82/056,401, filed September 26, 2014, the eniire contenis of which are

incorporated herein by reference for all purposes.

BACKGROUND

{0002} In order to perform rasource access transactions using a moblle device
such as a mobile phone, a user may need to provide sensitive user data (e.g., &
password, an account number, iokenized information, etc.} to the mobile device. For
sxample, a user may key in sensilive user data inio a mobile device, and it may he

stored on the mobile device.

[0003] A problem associated with using a mobile device for resource access
transactions is that the sensitive user data could be obtained by unauthorized
paersons while it is stored on the mobile device. For example, an unauthorized
person could atlernpl {o access the user sensitive data if the authentic user loses his
mobile device or if the unauthorized persen attempts to hack into the user's mobile

device through a data or comimunications natwork.

{00041 improved data security methods, systems and devices are needed.
Embodiments of the invention address these and other problams, individually and

callectively.

SUMMARY

[000s] Embodiments of the invention are directed to secure and efficient
methods of communicating among the entities involved in the generation, delivery,
and storage of secure user data on a mobile device, A mobile device according to
an embodiment of the invention can provide sensitive user data (e.g. payment
information, account nurmber, social security number, identification number, etc) o a

service provider computer {e.g., a token provider computer) in an encrypled format,
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sc that the mobile device does not have access o the sensitive user data. The
service provider computer can then generate a token {Le., a tokenized version of the
user data) and can then transmit the token to the mobile device. The token may be
stored on the mobile device and may thereafier be used fo conduct resource access

transactions {e.q., payment transaclions, transaciions o access venues, alc.).

(0008} One embodiment of the invention includes receiving, by a mobile
device from a remote mobile application server, encrypted user data associated
with a user of the mobile device. The encrypted user data is generated with an
ancryption key associated with g token server computer. in some embaodiments,
the encryption key and the user data associated with the user of the mobile
daevice are stored by the remote mobile application server. The mohbile davice
generates a token request message including the encrypted user data and sends
the token request message to the token server computer. The token server
computer decrypts the encrypled user data using the encryption key, identifies an
account associated with the decrypted user data, generates a loken associated
with the account, stores the token, and sends the token to the mobile device.
The method also includes recelving, by the mobile device, the token associated
with the encrypted user data from the {oken server computer. The mobile device
stores the foken in a token memory. In some embodiments, the token memory is
managed by a ioken module (8.9, a token soflware developrment kit (SDK))
provided on the mobile device. The ioken module can be associated with the
token server computar, and can faciiitate the inferaction belween the mobile
device and the foken server computer. The token module may interface with an

Application Programming Interface (AP of the token server computer.

f0007] Embodiments of the invention provide for a number of technical
advantages. Even if the token on a2 mobile device is stolen by an unauthorized user,
the impact of the thelt and/or disruplion {o the user is minimal since the {oken can be
easily replaced and/or can be updated pericdically {e.q., every few transactions or at
a predetermined time interval such as every three to four days). In the above noted
example, the mobile device never has direct accass {o sensitive user data. By
preventing the mobiie device from having access to the sensitive userdata {ie., in
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an unencrypted format), the user data may be protected from being stolen, tampered

with or otherwise compromised.

[0008] In sorme embodiments, storing the token in a token memory may
include storing a token in a secure memuory of the mobile device, determining a token
key associated with the stored token, and providing the token key 10 a mobile

application on the mobile devics for use as a token reference identifier for the token.

{00097 In some ernbodiments, the method may also inciude reqguesting, by the
mobile davice, a status of the foken. The method may include receiving, by the
mobile device, a token status response from the token server computer. The mobile

device may store the status associated with the token in the token memory.

(00183 According to various embodiments, the token request message may be
sentio the token server computer via a token module provided on the mobile device,
and the token asscciated with the encrypted user data is received from the token

server computer by the token module.

f0011] In some embodiments, the method also includes interacting with an
access device to initiate a transaction using a mobile application provided on the
mobile device. The method further includes providing the token fo the access
device. The token is provided to the access device by a token module bypassing the

mobile application. The token module is stored on the mobile device.

[0012] In some embodiments, the token regquest message may be sent {o the
token server compuier via the remote mobile application server, and the token
associated with the encrypted user data may be received from the token searver

computer via the remole mobile application server.
(00133 These and other embodiments are described in further deiall below.

BRIEF DESCRIFTION OF THE BRAWINGS

{0014] FiG. 1 shows an exemplary token processing sysiem according fo an

embodiment of the invention.


lcc
Rectangle


{0015} FIG. 2 shows a flow diagram of a method for providing encryptad user
data to a mobile device for provisioning a ioken on the mobile device and using the

ioken to perform a transaction, according to an embodiment of the present invention,

[o6186} FiG. 3 shows a series of screenshots showing a consumer’s
configuration and payment experience using a mobile application configured {0 be
used with a token processing system, according to an embodiment of the present

invention.

[0017] Fi. 4 shows a first exemplary integration where the foken SDK
directly communicates with the foken server computer using token server computer

APls, according to an embodimeant of the present invention.

{3018} FIG. 5 shows a flow diagram of an exemplary authentication process
for a system with the first exemplary integration configuration corresponding to the
SPK to token server computer integration configuration flustrated in FIG. 4.

{8019} FIG. 6 shows a flow diagram of an exemplary provisioning procass for
a system with the first exemplary integration configuration corresponding 1o the SDK

o token server compuiter integration configuration lustrated in FIG. 4,

10020} FIG. 7 shows a flow diagram of an exemplary dynamic parameter
replenish process for a system with the first exemplary integration configuration
corresponding o the SDK to token server computer integration configuration
Hlustrated in FIG. 4.

(0021} FIG. 8 shows a flow diagram of an exemplary suspend process for g
system with the first exemplary integration configuration corresponding to the SDK o

foken server computer integration configuration illustrated in FIG. 4.

{00221 FIG. 9 shows a second exemplary integration configuration where the
mobile application provider (MAP} computer directly communicates with the foken
server compuler using foken server computer APls, according to an exemplary

embodiment of the present invention.

§0023] FiG. 10 shows a flow diagram of an exemplary authentication process

for a sysiem with the second exemplary integration configuration corresponding to
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the MAP computer to {oken server computer integration configuration ilustrated in
FiG. 8.

{0024} FIG. 11 shows a flow diagram of an exemplary provisioning process for
a system with the second exemplary integration configuration corresponding to the
MAP compuier {o token server computer integration configuration fllustrated in FIG,
g,

[00258] Fi(3. 12 shows a flow diagram of an exemplary dynamic parameter
replenish process for a system with the second exemplary integration configuration
corrasponding to the MAP computer to token server computar integration

configuration Hlustrated in FIG. 8.

j00283 FIG. 13 shows a flow diagram of an exemplary suspend precess for a
system with the second exernplary integration configuration corresponding to the
MAP compuler to token server computer integration configuration illustrated in FiG.
9.

(00277 FIG. 14 shows a biock diagram showing componenis in a computer

sysiem.

DETAILED DESCRIPTION
100283 in order to perform a ransaction accessing a resource, sensitive user
data {e.¢. account number, social security number, identification number, etc. of the
user; can be provided o a resource providing entity. Such sensitive user dala can
be prasent on a mobile device if that mobile device is used o access the resource
provided by the resource providing entity. For example, the user of the mobile
device may wish to conduct a transaclion with the mobilg device. The mobile devica
should be able to access the sensitive user data to conduct the transaction. [f the
sensitive user data is on the mobile device, it is susceplibie to being oblained by an

unauthorized person.

[0029] Embodiments of the invention ars directed 1o secure methods of
obtaining and storing sensitive user data on the mobile device, as well as efficient
methods of communicating the user data to and from entities involved in the securing
of the user data for ransactions using the mobile device. Embodiments prevent the

-
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mobile device having access to and/or storing the sensilive user data in an
unancrypted format. As such, the user data protected from unauthorized persons,

even when the mobile device is lost, siolen, hacked or otherwise compromised.

[0630] Embodimeants provide encrypted ussr data to the mobile device., A
token module (Le. a token software development kit (SDK}) provided on the mobile
device may obtain a token representing the user data. The token SDK may oblain
the token through a direct inferaction with a ioken server computer that generales
the token. Alternatlively, the token SDK may interact with @ mobile application
provider (MAP) computer and reguest the MAP computer {o obtain the token from

the token server computer.

{0031} The MAF compuler may create a mobile appiication (s.g. a sofiware
application with payment capability} on the mobile davice. In soms embodiments,
the mohile application may conduct host-card emulation (HCE) based payments at a
point of sale (POS) through the token SDK. For instance, embodiments may be
used o perform a near-field communication (NFC) payment transaction at an access
device, such as the POS of a merchant, using a token generated by a token server
computer (also referred to as a token service, and/or token sysiem). Once

generated, the token can be delivered 1o the mobile davice.

(00321 The token can a substitute for the sensitive user data. For example, a
token may include any dala that represents or is associated with a user, such as a
payment account identifier issued by an issuer bank, a social security number of the
user, an identification number of the user thal allows the ussr to access secure
document vaults, secure buildings, etc. Specifically, the token provided by token
server computer may represent a user account for a particular mobile application
provided on a mobile device of the user. According to some embaodiments, multiple
tokens can be associated with a single account. Tokens reducs the risk that usar

sensitive dala will be used for fraudulent purposes.

f0033] Prior to discussing embodiments of the invention, descriplion of some

terms may be helpiul in understanding embodiments of the invention.

{0034) As used herein, a "mobile device” may include any device that has one

or more electronic components (g.g., an inlegrated chip) that can communicate with
51
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another device. A “portable communication device” may be a mobile device that can
be transportad and operated by a user. A poriable communication device may
provide remote communication capabiiities (o a nstwork. The poriable
communication device can he configured o fransmit and receive data or
communications to and from other devices. A portable communication device may
be in the form of @ mobils devics such as a mobils phone (e.q., smart phone, celluiar
phone, eic.), tablets, a mobile vehicle such as a car, poriable media plaver, personal
digital assistant devices (FDAs), wearable compuling device {e.g., smart watches,
fitness bands, ankle bracelets, rings, earings, ete.), electronic reader device, eta., or
int the form of a card (e.g., smart card) or a fob, efe. Exampies of porlable
communication devices may also include portable computing devices {e.g., laptops,

nethooks, ultrabooks, eic.).

10035] A “payment device” may include any device that may be used {o
conduct a financial transaction, such as lo provide paymeant account information {c a
merchani. A payment device may be in any suitable form. For example, suitable
payment devices can be hand-held and compact so that they can fit into a
consumer's wallet and/or pocket {e.g.. pocket-sized). They may include smart cards,
magnetic stripe cards, keychain devices (such as the Speedpass™ commaercially
available from Exxon-Mobil Corp.), etc. Other examples of payment devices include
ceilular phones, personal digital assistants (PDAs), pagers, payment cards, securily
cards, access cards, smart media, transponders, 2-D barcodes, an elecironic or

digital wallet, and the like. If the payment device is in the form of a debit, credii, or

smaricard, the payment device may alse optionally have fealures such as magnetic

Uy

fripes. Such devices can operate in either a contact or contactiess mode,
According to various embodiments, a mobile device may be used as a payment

device,

{6038] A *payment account” or an "account” {which may be associated with
one or more payment devices) may include to any suitable payment account

including a credit card account, a checking account, or a prepaid account.

fB037} “Account information” may include any suitable information associated

with an account (e.g. a payment account andfor payment device associated with the
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account). Such information may be directly related to the account or may be derived
from information related to the account. Exampies of payment account information
may include a primary account number (PAN) or “account number”, user name,
expiration date, CVV {card verification value}, dCVV (dynamic card verification
value), CVV2 {card verification valus 2}, CVC3 card verification values, etc. CVV2is
generally understood to be a static verification value associated with a payment
device. CVV2 values are generally visible to a user {e.g., a consumer), whereas
CVV and dCVV values are typically embedded in memory or authorization request
messages and are not readily known to the user (although they are known o the
issuer and paymeni processors). Payment account information may aiso be used as

authentication data.

[6038] A “token” may include any identifier for a payment account that is a
substitute for other data. A token may include, for instance, a series of alphanumeric
characters that may be used as a substitule for an original account identifier. For
example, a token may be used in place of a primary account identifier or primary
account number {PAN). In some embodiments, a token may he "format preserving”;
it may have a numeric format that conforms o the account identifiers used in existing
payment processing networks. In some embodiments, the token may comprise the
same elements in the same order as a PAN. In other embodiments, the token may
be of the same size as a PAN, but may include different elements or differently sized
glements. In some embodiments, a foken can be used in place of a PAN (o initiate,
authorize, setfle or resolve a payment transaction or reprasent the onginal account
identifier in other systems where the original account identifier (2.g., a PAN) would

typically be used.

{6038} In some embodiments, a token value may be generated such that the
original FAN or other account identifier associated with the token value may not be
computationally derived solsly from the {oken. For example, a token may comprise a
randomiy generated value associated with an original PAN in a lockup table, so that
the token cannot be decrypied, reformatted, or otherwise reverse-enginegered to
determing the original PAN. Rather, in some embodiments, direct or indirect

knowledge of the lookup {able may be the onily way to determine the original PAN
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corresponding 1o the token. in some embodiments, an entity that maintains the

aforementioned lookup table may be referred {0 as a "token vault”

§0040] In scme embodiments, tokens may be device-specific such that each
device associated with an account may be provisionad with a perticular ioken. As
such, if a transaction uses a token that is initialed by a different device than the
device that the token was provisionad info, the transaction may be fraudulent.
Accordingly, device information may be stored in the token vault and used {o ensure
that the device used in a ransaction is associated with the token that is being used
in the fransaction. Additionally, because each token may be associaled with a single
device, one PAN or account may have multiple tokens associated with it, where each
PAN may have a different token for the diffierent devices that may be used to initiate
a transaction associated with the PAN using a specific token. This provides
additional security for fransactions because network token sysiemns have additional
information 1o validate in order to control the use of sensitive information in a

fransaction processing system.

f0041] A token may have a number of token characteristics that prevent
misuse. Such charactsristics may include the use of a limited use key {LUK), which
may be used o creale a credential that authenticales the user at the time a
transaction ocours. Additionally, a token’s use may be limited by the user device on
which the ioken can be used. Further, a token's use may be limited by the number
of times a LUK can be used. Accordingly, the transaction count limilation reduces
the chance that the token may be repeatedly misused. Furthermore, a token may be
Himited by duration. For example, a token may be limited 1o the life of a LUK which
prevents the token from being used for longer than a specified duration. This may

prevent the token from being misused over an extended period of fime.

{00423 Furthermoere, a token's use may be limited to a particular
communication channel. For instances, the token server computer may limit the way
i1 which a token can be transferred, for example, by restricting the use of the token
to NFC-based or POS-hased transactions. This may prevent the token from being
used cutside its intended communication channel or domain. Additional restrictions
include amount restrictions where token server computer limits the amount of value

for which a token can be used. Thus, the amount limitation reduces risk by
g
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preventing a token restricted to low-value fransactions from being used o make
larger purchases. Further, the {oken server computer may limit tokens to particular
merchants at which the token can be accepled which prevents a fokens misuse at

other merchants.

[0043] Operations on tokens can be divided into several categories: {1)
provisioning which includes abtaining a token and activating the token on a mobile
device; (2) active key management which inciudes managing the limited use kay
(iL.UK) for an uninterrupled consumer payment experience; and (3) lifecycle
managemeant which includes determining the status of a token and suspending,

resuming, or deleling a token.

{0044] Frovisioning includaes the generation, delivery, and storage of a token
on the mobile device. For sxample, a token may represent an account number
{(PAN). The foken server computer may provide a token for each account for a
wbile application and mobils device. For a mobiie application {o use a token, the
token may be provisioned for the mobile application on the mobile device. An issuer
of a payment instrument may authorize the mobile application provider o request
and manage tokens associated with the issuer account. A {oken server computer
may include an account regisiration {(onboarding) process which involves collecting
information about the moblle application provider organization and aliowing for
compliance verification. The maobile application provider may be assigned a provider
iD, token requestor identifier, and other unique identifiers associated with the token

server computer operations during registration.

[0045] Active Key Management includes the management and refreshing of
imited use keys (LUKs} associated with the tokens. For example, once a token has
hean provisionad for a device, a LUK may be kept up-to-date to allow for
fransactions (o be processed using the okan. In soms cases, the LUK can be valid
for an extended period of time, similar {o a card being issued for g vear or more. in
some embodiments, the LUK may be short in duration and may require regular
replenishment. if a provisioned token is still provisionad on the device, its dynamic
data can be replenished pericdically, meaning that the LUK associated with the

token is updated o extend its duration.
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{00463 Life-Cycle Management may include any actions to update the status
and/or configuration of a token. For example, it may be necessary to change the
status of a token. For instance, a mobile application might give an accountholder the
ability to remove an account, in which case the mobile application can delete the
token representing the account. To add the account later would require re-

provisioning of the token.

{0047] A ffoken provisioning request message” may be an glectronic message
that is sent to request provisioning of a token on a mobile davice. The token
provisioning request message can be sent {o a token server computer. The token
provisioning request message may include information that can be used to identify
an accourd. A token provisioning request massage may alsc comprise additional

data elemenis such as one or more of a service code, an expiration date, etc.

{0048] A "token provisioning response message” may be an electronic
message reply 1o a token provisioning request message. The token provisioning
response message can be generated by a loken server computer. The foken
provisioning response message may include a token issued in response to the token

provisioning request message.

{00493 The term "fransaction” may include an exchange or interaction between
two entities. In some embaodiments, a transaction may refer {o transfer of value
between two users (e.g. individuals or entities). A transaction may involve the
exchange of monetary funds, the exchangs of goods or services for monetary funds,
or the exchange of dala (e.g. access data) between two parties. In other
emboediments, a fransaction may involve an individual or entity purchasing goods or
services from a merchant or other entily in exchange for monetary funds. In other
embodiments, the transaciion may be a non-financial-related request, such as

exchanging of data or information between two entities, such as the transfer of data.

{0050} The term “ransaction data” may include information regarding a
fransaction. The information may include daila for a financial transaction {e.g.,
payment data, transaction total, consumer data). The transaction data may be used
for processing a financial transaction. Transacton data may include data for a

specific fransaction, including items purchased, item prices, total cost, consumer

i
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data {e.g., shipping address, amail address), payment methods, authentication data,
merchant data {e.q., merchant name, merchant location/address), etc. in some
emnbodimeants, transaction data may be generated once the user or consumer
attempis to submit a transaction for processing. in other embodiments, transaction
data may be generated and sent by the merchani system based on items added lo a
consumer’s shopping carl. In some embodiments, transaction data may include
information for a non-financial transaction {e.g., glert data, incentive data, product
dats, elc.). The transaction dala may be in any suilable lormat and may include any

suitable information depending on the purpose of the transaction.

{0051} Transaction data may be included in a transaction authorization
message and/or a transaction clearing and settlement message. In some
embodiments, the transaction data may be sent in real-ime as 2 ransaction is being
performed. In some embodiments, the transaction data may be sent after a
transaction has been compleled or performed. In some embodiments, the

iransaction data may be sent {o a payment processing network.

[O052] As used herein, a "server computer” is typically a powerful computer or
cluster of computars. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unil. In one example

the server computer may be a dalabass server coupled to a Web server,

{00583} An “issuer” may typically refer to a business entily {e.g., a bank) that
maintains an account for a user that is associated with a portable cornmunication

device.

j00541 A "merchant” may typically be an entity that engages in ransactions

and can sell goods or services, or provide access 10 goods or services.

[0oas] Anacguirer” may lypically be a business entily {e.g., a commercial
bank) that has a business reiationship with a particular merchant or other entity.
Some entifies can perform both issuer and acquirer functions. Some embodiments

may encompass such single entily issusr-acquirers.

SYSTEM OVERVIEW

—
3]
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foosea) Embodimants may be implemented using a token procassing system
100 as iHlustrated in FIG. 1. The token processing system provides encrypled user
data {e.q. payment information, social security number, identification number, elc) to
a mobile device, according to an exemplary embodiment of the present invention.
The system 100 may include a mobile device 110, a mobile application provider
{MAP) computer 140, and a token server computer 160, As illustrated in FIG. 1, the
iokan server computer 180 may be a part of the paymesnt processing network 170,

in some embodimenis, the token server computer 168 may be a separate computer

from and in elecltronic communication with the payment processing network 170

[o0587] The mobile device 110 may include a moebile application 111. The
mobiie application 111 may be provided {o the mobile device 110 by the MAP
computer 140, The mobile device 110 may also include a foken system software
development kit {token SDBK) 112 that may obtain and securely store tokens and/or
other secure information. In some embodiments, the tokens may be stored in a

token memory 113,

[0058] The MAF computer 140 may provide a service for users of mobile
devices. For example, the MAP computer 140 may be a maobile wailef provider, an
issuer, a merchant, or any other suitabie entity that provides digital content,
applications or services {o mobile/cellular device users. For example, the MAF
computer 140 may develop, build, and/or provide the mobile application 111 for the
mobile device 110, For example, the mobile application 111 may include a mobile
wallet application, issuer application, merchant appiication, efc., thal may be
downicaded, installed, and used on the mobile device 110, The mobile application
111 may provide a user interface for various functions, such as mobiie payments,
account services {e.g., balance inquiry, cusiomer service, atc.}, peer-io-paar (P2P)
money transfers, or any other relevant functionalily or capability associated with a
sarvice provider and/or the MAP computer 140,

{0059 The MAP compuler 140 may also siors sensitive user data {e.g.
payment information, social security number, identification number, efc.) associatad
with & user of the mobile device 110. The MAP computer 140 may alse slore an

encryption key associated with {(and/or provided by} the token server computer 160,

13
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The MAP computer 140 may use the encryption kKey to encrypt the user data and

provide the encrypled user dala o the mobile device 110.

{0060} The mobile device 110 may provide the encrypted user data to the
foken server compuier 180 to receive a token representing the encrypted user data.
For example, when the encrypted user data includes payment information {e.g. &
payment account number), the icken may be a payment token that acts as a proxy
for the payment information. That is, the token can be provided for a transaction

instead of the actual payment information.

[0061] According to the embodiments of the invention, token(s) can be
provisionad on the mobile device 110 in two ways: the token SDK 112 may be in
direct communication 182 with the token server computsr 160 {through the {oken
server computer application programming interfaces (APls) 180) {o request and
receive foken{s) from the token server computer 160, Alternatively, the token 3DK
112 may request the MAP computer 140 1o refrieve the token(s) from the token
server computer 160, In the latier scenario, the MAP computer 140 may be in direct
communication 184 with the token server computer 180 {through the loken server
computer APls 180) to reguest and receive {oken(s) from the ioken server computer
160.

[0062] The token server computer 160 may be a server configured to receive
a ioken request (also referred as a token provisioning request or a token request
message), decrypt encrypled user data incorporated in the token request, identify an
account {e.g. a payment account) associated with the user data, generate a ioken
associated with the account, store the token, and/or provide ihe token to the mobile
device 110. The token server computer 1680 may be associated with a paymesnt
processing network 170 {e.g., VisaNet™, MasterCard™, elc.) or any other suitable
entily. The token server compuler 160 may generate and/or receive cryplographic
keys for encrypting and decrypling user data incorporated in a token provisioning
request. The {oken server computer 1680 may also provide one or more
cryptographic keys to the MAP computer 140 so that the MAF computer 140 can
encrypt the user data using the cryptographic keys providad by the {oken server

compuier 160,

14
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J0063] The token server computer 160 may also include or communicate with
a token vauit 182 that stores a token status for the various tokens managed by the
token server computer 160 in a token stalus database. The token status may
include any of aclive, suspended, obsolets, deleted, and/or not_found. The token
staius database may store records associated with the tokens, such as the user dala
and/or account information associated with a token, token servicing information,
and/or whether a certain token is aclive, suspended, under review, canceled, elc.
The token generated by the foken server computer 160 may be provided o the loken
SDK 112 provided on the mobile device 110, The token SDK 112 may store the

token at g {oken memory 113,

(0064} The token server computer 160 may use a range of protection controls
to harden and lamper-proof the token SDK 112 against aftacks and reverse
engineering. One of the protections is the use of white-box cryplography (WBC) i
secure keys and sensilive token data. WBC is necessary because a mobile device
110 operates in an untrusted, open, environment that can be observed by third
parlies. WBC prolects token SDK 112 assats through data and code obiuscation by
using additional cryptographic techniques o fransform the key and related

operations so that sensitive data cannoct be discovered in such an environment.

f0065] The token SDK 112 may comprise any application programming
interface (AP, sarvice, application, applet, or other executable code suitable to
communicate with the mobile application 111 andfor the token server computer 160
The token SDK 112 may be associated with the token server computer 160, the
payment processing network 170, or any other suilable entity. The {oken SDi 112
may be configured to allow the mobile application 111 to interface with the token
server computer 160, Thus, the token SDK 112 may receive commands associated
with the token server computer 160 from the mobile application 111 and may be
configured o receive encrypted user data (e.g. encrypted payment information) from
the MAF computer 140 through the mobile application 111, The token SDK 112 may
interface with the token server computer 160 through the foken server computer
APis 180 to process and store the token af the foken memory 113, The token

memory 113 may be memory on the mobile device 110 for storing encrypted user
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data, tokens {e.g. payment tokens), and any other suiiable information. The {oken

memory 113 may be secure for storing payment information.

[00GE] The token SDK 112 may be in direct communication 182 with the token
server computer 160 (through the [oken server computer APIs 180) and request
payment tokens from token server computer 160, Moreover, the token SDK 112
may be able to provide payrment information for a mobile payment transaction in
response io a request from the mobile application 111 in order o complete a

payment fransaction with an access device 120,

fo087] According to various embodiments, actual tokens may be stored
securely at the tokan mamory 113 and may not be exposed to the mobile application
111. Rather, the token SDK 112 may gensrale a token key for each token. The
foken key may be a unigue number, symbol, string or & combination thereof that
identifies the foken in the token memory 113, However, the token key may nol be
used in place of the token. For example, if the token key is generaled for a payment
foken, the token key cannot be used o conduct a payment transaction. The token
key may be provided to the mobile application 111, The mobile application 111 may
provide the token key lo the {oken SDK 112 during a fransaction and request {or
automatically cause) the token SDK 112 {o retrieve the payment token from the
iokan memory 113, Accordingly, the moblle application may not have access to the
user data in a decrypted format or the token representing the user data. This may
prevent unauthorized access {o the secure data when the mobile device is lost,
stolen or compromisaed. The token SBK 112 may manages the token data to, for
example, (1) identify a speciic token hased on a reguest by the mohile application
111, (2) conduct a transaction on behalf of the mobile application 111 using the
token, (3) send requests {o token server computer 160, and/or {4) manage lifecycls

of fokens, including the use of Limited Use Keys (LUKs).

[O0GE] in some embodiments, the token SDK 112 may have various
capabilities. For example, the tcken SDK 112 may (1) provide an orchestration
service that meets the needs of the mobile device 110 using the token server
computer APls 180; (2) enable communication betwsen the mobile device 110 and

the access device 120 using the mobile application {e.g., Visa™ payWave™)
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standards; (3} provide device identification information to ensure that the {oken is
bound to g specific mobile device; and (4} manage the stored token and associated
account parameters {e.g., using a token key), the user data, and AP| authorization
and channel encryption. Overall, the token SDK 112 may ensurs the sscurity of
sensitive token data. The token SDK 112 may combine mullipis functional
componenis that implement these foregoing capabiliies within the token SDI 112 or
may provids separation of capabilities o make them independently available such
that each component may be implementad as a plugin, e.g. a storage plugin from a

third-party.

[O069] According o varicus embodimants, the capabilities of the loken SDK
112 may aliow a user of the mobile devics to! (1} add a payment account (2.¢. 2
credit or debif card) to the mobile device; (2) use the payment account to conduct a
fransaction at an access device (e.g. using NFC capability), (3) raverss the payment
fransaction {e.g. when returning previously purchased items); and (4) delete a foken
previously provisioned to the mobile device without the need to cancel and reissue a
payment device. The token SDK 112 may user token server computer AFls 180 to

handie these foregoing operations related o application and token manipulation,

[G070} in some embodiments, a status check method may be implemented o
check the status of a foken. The siatus data may be feiched and returned to the
token 30K 112 so the token statuses can be stored locally. The oken status may
mnclude any of aclive, suspended, obsolete, deleted, and/or not_found. The token
status may be stored at a token status database stored at the token memory 113,
The {oken stalus database may be periocdically or continuously updated with token
status information. For example, if a token is reported as compromised, the token

stailus database may updale the record for that token.

[0071] The token SDK 112 may pericdically request token status information
from the token server computer 160. The token SDK 112 may send a token status
request message including one or more tokens or foken keys siored at the token
memory 113. The token server computer 160 may identify the status of the ong or
more fokens in the token status database, and may provide the token status

information to the token SDK 112, The ioken SDK 112 may then store the token
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status information at the token memory 113, Thus, the mobile device 110 may

maintain updated information about the siatus of any stored tokens.

[0072] in some embodiments, the ioken SDK 112 may request token status
updaies after a cerlain predeterminad time-period (e.g. 1 week or 2 months). In
some embedimeants, the token SDK 112 may request token status updates after a
token expires or afier a certain number of uses. In some embodiments, if a foken
status indicates that a token is suspended and under review, the token SDK 112
may check for status updaies from the token server 160 more frequently. In some
embodiments, the {oken sever 160 may push token status updates {o the mobile

device 110.

§0073} In some embodiments, a token may expire after a certain time period
or a certain number of uses, and the token SDK 112 may retrieve a replacament

foken from the {oken server 160.

METHODS FOR PROVISIONING TOKEN(S) ON A MOBILE DEVICE

[0074] As provided above, the systems illustrated in FIG. 1 may be used to
provision token(s) on a mobile device 110. According to various embodiments, the
MAFP computer 140 may provide encrypled user data to the mobile device 110, The
mobile device 110 may requast, from a token server computer 160, a token
reprasenting the encrypted user data. The mobiie davice 110 may reguest the token
from the token server computer 160 viag the token SDK 112 or the MAP computer
140. The token may then be used to conduct fransactions using the mobile device
110, Accordingly, the sensitive user data is never provided to and/or stored on the
mobile device 110 in an unencrypled format. Thus, the user data is protected from

securily aitacks or when the mobile device 110 i3 lost or stolen.

{0075} Fia. 2 shows a flow diagram of a method for providing encrypted user
data 1o a mobile device for provisioning a token on the mobile device and using the
token io perform a transaction, according o an exemplary embodiment of the
present invention. The flow diagram Hustrated in FIG. 2 may be grouped inlo three
phases: a user authentication phase 250, a token provisioning phase 252 and

conducting a transaction phase 254,
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f0078] The user authentication phase 250 may start at step 202 with a user of
the mobile device 110 signing in al the mobile application 111. For exampig, the
user may provide credentials {e.g. username and password) {o the mobile
application 111, The mobile application 111 may send the user's cradentials to the
MAP computer 140 for authentication. The MAP computer 140 may authenticate the
credentials against a stored sef of user credentials which may be created when the

user previously registers with the MAP computer 140,

{00771 The user authentication phase 250 may conlinue at step 204 with the
MAP computer 140 sending a response to the mebile application 111 confirming that
the user was authenticated. For example, the MAP computer 140 may send a
cryptogram, {e.g. an encoded string, a user identity token or a JSON Web Token
{JWT); o the mobile application 111 that asseris the identity of the user 101, The
MAP computsr 140 may provide multiple cryplograms o the mobile application 111.
Each cryptogram may be associated with a pisce of sensitive user data such as an

account number, a social security number, an identification number, etc.

{0078} Al step 208, the mobile application 111 may request the token SDK
112 to authenticale the user with the cryptogram. The token SDK 112 may then

send the cryptogram o the token server computer 180

100793 The user authentication phase 250 may end at step 208 where, after
the loken server computer 160 successfully authenticates the cryptogram, the token
server computer 160 responds {o the {oken SDK 112 with an access token. The
access token may be different than a payment token. The access loken may not be
used o conduct a payment ransaction. Rather, the access foken may be managed
by the token SDK 112, and may allow the mobile application 111 to access the foken
server computer 180 for a cerlain amount of time (also referred as time to live (TTL)).
The access token may bind the cryplogram (e.g. JWT) provided by the MAP
computer 140 to the mobile application 111 requesiing token system interaction.
This binding may anable the MAP computer 140 {o enhance and control the user
experience. The MAP computer 140 may also choose when to authenticate the
consumer (when TTL for access token axpires) for continuing 1o use the token server

computer 160.
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(9080} Fis. 3 shows screenshoeis of the mobile application 111 for a number
of staps discussed in connection with FIG. 2. Specifically, FIG. 3 shows a serigs of
screenshots showing a user configuration and payment experience using a mobile
application configured o bs used with a token processing system, according o an

exemplary embodiment of the present invention,

[0081] The first screenshot shown in FIG. 3 Hlustrates a sign in screen 302
which corresponds to the step 202 of FIG. 2. In the sign in screen 302, the user may
enter their credentials, such as username and password 1o access/sign into the
mobile application 111, Once the user provides their credentials on the sign in
screen 302, authentication phase steps 204-208 discussed above may occur in the

background, Le. the moblle device screen may not display these sleps.

[0082] After guthentication, an access token may be created by the token
SDK 112 on the mobile device 110 to identify the user in other calls through the
token SDK 112, The use of the access token may be fransparent to the mobhile
application 111. However, the mobile application 111 can keep the access foken

alive by re-autheniicating the user before the access {oken expires.

[0083] The tokan provisioning phase 252 of FIG. 2 is discussed next.
[6684] The fcken provisioning phase 252 may starl at step 210 with the user

101 choosing the ussr data to be provisioned with token(s) from the list of available
user data displayed through the mobiie application 111, For example, the user may
wish {o provision one or more account numbers on the mobile device 110. Ths
mobile application 111 may display a list of available account numbers for

provisioning

[0085] Exemplary screenshots of the payment account selection 304 and
payiment account selection confirmation 306 are Hlustrated in FIG. 3. The payment
account selection screenshot 304 displays a list of available user data for
provisioning in the mobile device 110, In the exemplary embaodiment illusirated in
FiG. 3, the user may select the laét credit card displayed on the screen for
provisioning. The payment account selection confirmation scregnshot 308 displays
the selected user data (e.g. selected credit card) and asks the user whether the user

wishes {o set up the account to be used in transactions, or perform other aclion with
20
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the account (e.g. pay balance, view transactions, efc.). The set up screenshot 308
may provide the user with other user data {e.g. other payment accounts) that may be
provisioned along with the selected user data. The user may simply select more
than one of the displayed usser data for concurrent provisioning. In soms
embodiments, tokens may be pre-provisioned for payment accounts that are
associated with an issuer that supports token provisioning without the user
requesting each specific account 1o be provisioned. Thus, the user seleclion of the
payment account{s) may merely activate a pre-provisioned ioken. Allernatively,
when the pre-provisionad {oken exists, no selection may be necessary in order to

provision the account information.

[00886] The token provisioning phase 252 may continue at slep 212 where the
robile application 111 requests the MAP computer 140 to send user data (2.g.
account number, identification number, alc.) for the selected account{s). In some
embodiments, step 212 may be optional and the MAP computer 140 may send the
encrypted user data to the mobile application 111 without being prompted by the

mobile application 111.

{oos7] At step 214, the MAF computer 140 may use an encryption key
associated with the token server computer 160 {g.g. an encryption key previously
provided to the MAP computer 140 by the token server computer 160} fo encrypt the
user data . The MAP computsr 140 may securely slore the encryption key and the
user data. For example, the MAP computer 140 may encrypt a primary account
number (PAN), expiration date, CVV, name, address, social security number,
identification number or any other suitable information associated with the user. In
some embodiments, the MAP computer 140 may encrypt and send encrypted
payment information for each payment account that is configursd andior has the
ahility to be tokenized. The MAP computer 140 may send the encrypted user data fo
the mobiie application 111, The mobile device 110 receives the encrypted user dala

sent from the MAP computer 140,

[0088] For example, some embodiments may use JSON Web Encryption o
encrypt sensitive information. Accordingly, the MAP computer 140 may wrap the
user data in a JSON Web Encrypted {(JWE) object) and send the JSON Web
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Encrypted (JWE) object to the mobile device 110 for each pisce of sensitive user
data. Typically, encrypted input parameters may be consiructed on the MAF
computer 140 and sent to the mobile application 111, Sensitive data involved with
gncryption may not be stored in the mobile application 111 iiself. For example, AP
kays, shared sacrels, user information and/or payment information {e.g. FAN} may
not he transmitted to the mobile device 110 unencrypted in some ermbodiments.
According to various embodiments, user data may be encrypled using the JSON
Web Token (JWT) Utility,

{0089] As part of the {oken provisioning phase 252, at step 216, the mobile
apptication 111 may request that the foken SDK 112 generate a token provisioning
request message for the selected user data (e.g. selected account number(s)). The
token provisioning request message may inciude the encrypled user dala received
from the MAP computer 140, For example, the mobile application 111 may request
the token SDK 112 to obtain or retrieve tokens for the received encrypled user data
associated with the one or more accounis issued by the issuer 150 and managed by
the payment processing network 170. The token SDK 112 may then generate the

provisioning request message including the encrypted user data.

[0020] The token SDK 112 may send the provisioning request message to the
token server computer 160 using the token server computer APIs 180, For example,
the token SDK 112 may transmi the provisioning request message {o the token
server computer 160 via a secure communication channel. in some embodiments,
the token SDK 112 may send the provisioning request massage (o the token server
computer 180 over a represeniational state transfer (REST)-ful application
programming interface {(AP1) that connects the token SDK 112 and the token server

computer 160.

[0091] The token server computer 160 may use an encryption key to decrypt
the user data, identify an account associated with the decrypled user data, generale
a token associated with the account, store the token and send the token to the token
SDK 112, Additionally, in some embodiments, the {oken server computer 160 may
determine a previousily generated foken associated with the decrypted user data,

obtain information {e.g. a token key identifying the {cken} associated with the token,

D
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and return the token information {o the mobile device 110 in response {0 g regusest

from the mobile application 111 using the foken SDKK 112,

(6092} Al step 218, the token 8DK 112 may receive the {oken associated with
the encrypied user data from the token server computer 160. The tokan SDK may
siore the token at the foken memory 113 that canncot be easily accessed by other
applications and/or parties. In some embodiments, the token SDK 112 may
associate the ioken with a token key or other token reference identifier for locally

stored fokens on the maobile device 110,

[B0923] The token provisioning phase 252 may end with siep 218 where the
token key is provided {o the mobile application 111, The token key may be used by
the foken SDK 112, stored in the token memory 113, and/or the mobile application
111 to identify the token. The token key may not bs ussd by third partiss to initiate
transactions, i.e. the ioken key may not replace or act as a token. Rather, the {oken
key may serve as al ioken reference identifier that identifies the tokan. Accordingly,
the token key provides additional security and can be shared with the mobile
application 111 because the ioken key is not an account substitute and cannot be
usad to procass a transaction outside of the mobile payment application 111 or token
SDK 112 on the mobile device 110, In some embodiments, the ioken SDK 112 may
generats the token key, while in other smbodiments, the token server computer 160
may provide the foken key to the {oken SDK 112 or the mobile application 111. For
axample, the token key may include a random generaled number thal is associated
with the actual token to identify the ioken and/or corresponding account that is the

subject of the initial token provisioning request.

j0094] The user may be informed of the successful completion of the token

provisioning phase 252 with the confirmation screenshot 310 lustrated in FIG. 3.

[0095] Next, the token provisioning method may be called to create the tcken
provisioning request. The request may bs handied by the token server computer
160, which creates the token and returns information about the token 1o the token
SDK 112, This information is stored securely in a token memaory 113 on the mobile

device 110 by the {oken SDK 112, A lokan key 1o the foken may be made available
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to the mobile application 111, The token key may be used by the moebile application

111 in other calls o the 1oken SDK 112 to identify the token.
[0098] The conducting a transaction phase 254 of FIG. 2 is discussed next.

(0087} Steps 220-226 illustrated in FIG. 2 may fall under the conducting a
fransaction phase 254, Specifically, conducling a fransaction phase 254 starls at
step 228 when the user selects an account via the mobile application 111 fo initiate a
transaction. For example, the user may select a payment account to be used in g
mobile payment transaction. The token SDK 112 may be nolified of the account

selection.

{0098] At step 222, in order to initigte the transaction using the mobile
application 111, the user may bring the mobile device 110 in proximity of a short
range communication-enabled access device 120 (g.g. NFC-enabled merchant POS

tarminal) {o interact with the access device 120,

(60991 Al step 224, the access device 120 may send an application protocot
data unit (APDU) message to the mobile application 111, beginning a series of
APDLU messages being transferred belween the access device 120 and the mobile

application 111,

(91007 At step 226, the token SDK 112 processes the APDU message
received by the mobile application 111 using a mobile paymesnt application {e.g.,
Visa™ FPayWave ™ etc.) configured to perform a contactiess communication
protocol exchange and/or NFC fransaction. The SDK 112 may respond fo the
access device 120 with its own APDU messages. The mobile application 111 may
pass the requests received from the access device 120 to the token SDK 112,
Similarly, the mobile application 111 may receive responsas from the token SDK 112
and passes the responses o the access device 120. For example, the mobile
application 111 may send the loken key associated with the selecled account to the
token SDK 112, and the token SOK 112 may relrieve the token associaled with the
token key from the foken memory 113, Then, the token SDK 112 may instruct a
short range communication component on the mobile device 110 (e.g., an NFC

ransmitter) to provide the token to the access device 120 for the transaction. As
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such, the token may be provided o the access device 120 from the {oken SDK 112,
bypassing the mobile application 111

s

{01011 During conducting a fransaction phase 254, the card selecting method
may be called, specifying a token key, to select the card {e.g. payment account) for

NFC tap-and-pay transactions.

j0102} After compisting the token SDK integration, the mobile application 111

may be ready {0 respond to the access device during a transaction.

Token System Integration Configurations

{01031 According to various embodiments, the communication betweaan the
mobiie device 110 and the token server computer 160 (o send the token provisioning
reguest and receive the provisioned foken may be implemented by two different
token server computer integration configurations: in a firsl integration illustraled in
FiGs. 4-8, the token server computer 3DK 112 communicates with the {oken server
camputer 160 directly; in a second integration option lilustrated in FIGs. 8-13, the
token server compuler SDI 112 communicates with the token server computer 160

through the MAP computer 140, Each of these options is discussed next.

i Token SDK-to-Token server computer Integration Option

{0104] FIG. 4 lHustrates the token SDK-{o-token server computer integration
where the mobile application 111 interacts with the loken server computer 180
through the token SDK 112,

{01053 As discussed above, the mobile application 111 may receive encrypted
user data {(8.g. encrypled paymeant dala such as encrypted payment account
number) from the mobile application provider (MAFP) computer 140, The mobile
application 111 may pass the encrypted user data to the {oken SDK 112 for
obtaining a token representing the account associated with the encrypted user data.
The mobile application 111 may request the token SDK 112 o obtain the token from

the token server computer 180,

f0108] In this first exemplary integration configuration, the token SDK 112

directly communicates with the token server compuier 180 using token server
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computer APls 180. In the token SDK-{c-token server computer integrations, the
token SDK 112 hides the complexity of communicating with the loken server
computer 160. The token SDK 112 handles all interaction with token server
compuier 180 and provides a result to the mobile application 111, For example,
when the token SDK 112 receives the request from the mobile application 111, the
token SDK 112 sends a token reqguest message to the token server computer 160.
The token request message may includs the encrypted user data provided by the
MAP computer 140 to the mobile application. When the oken SDK 112 recelves a
token from the {oken server computer 160, the token SDK 112 may notify the mobile
application 111 thal the {oken has been successiully recelved, without passing the
token to the mobile application 111, in some embodiments, the token SDK 112 may
generale a token key representing the token. Allernatively, the token server
computer 160 may provide the token key along with the ioken to the token SDK 112,
The token SDK 112 may send the token key to the mobile application 111, without

passing the foken 1o the mobile application 111,

[01073 The communication betwsen the mobils application 111 and the token
SDK 112 may be handled by calling methods. The token request method may take
an object containing inpul parameters {e.g. the encrypled user daia) and a callback
aiyect {requesting the token SDK 112 notify the mobile application 111 when/if the
ioken is received). For example, in some embodiments, the mobile application
developer may define a callback class from which the callback object is created.
The caliback class may define two methods, success {(successful receipt of the
ioken} and failure (the token is not provided to the mobile device), in which the
mobile application deveioper specify the actions {o take for success and failure
methods, respeciively. The caliback may return either a response object or an error
ohject to communicate information from the token SDK 112 {o the mobile application
111. Accordingly, the token SDK APls may implement a callback that informs the

mobile application 111 of success or failure of a requested operation,

{01081 FIGs. 5-8 llustrate flow diagrams for various processes performed by

the token SDIo-token server computer inlegration system Hlustrated in FIG. 4

Speciiically, FIG. 5 shows a flow diagram of an exemplary authentication process;

FiG. 6 shows a flow diagram of an exemplary provisioning process; FIG. 7 shows a
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flow diagram of an exemplary dynamic parameter replenish process; and FIG.
shows a flow diagram of an exemplary suspend procass of the system Hlustrated in

FIG. 4. Each flow diagram is discussed next.

[0109] FiG. 5 shows a fiow diagram of an exemplary authentication process
500 for a system with the first exemplary integration configuration corresponding to
the token SDK-to-token server computer integration configuration. Al step 502, the
mobile application may create an instance of the token SDK that will encrypt
sensiiive data with security module and store it on the token SDK data store. The
ioken SDK instance communicates with the token saerver computer to request an

access token and conduct mobile device registration aclivities.

[0110] At step 504, the application authenlicates the user upon the user
providing their credentials {such as user name and password} to sign on {o the
application. Al step 508, the application may request a JSON Web Token (JWT) that
assaris the identity of the user from the MAP computer. The MAF computer may
compile the JWT by populating the necessary authentication paramelers and
encoding them with the JSON Web Encryption (JWE) framework. The MAP
computer may provide the generated JWT authsntication token to the mobile

application.

{01111 At step 508, the mobile application may create an authentication
parameters object with the JWT authentication token. The authentication
parameters object may be sent to the foken SDK o obtain a token from the token
sarver computer using the JWT authentication token. The mobiie application may
also create g response caliback object defining success and failure methads,
described ahove. The success and failure methods may be used by the token SDK
to notify the mobile application whether a token is received from the token server

cornputer.

{0112] The token server computer may receive the JWT via a token APl and
provides the accass token to the token SDK via the token APL The token searver
computer may also receive the mobile device information via a device registration
AP and returns a conversation |D {o the mobile device via the device registration

APL The conversation 1D may indicate that the communication is coming from an
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authenticated device. Authentication may return the access token and TTL for the

access foken. These are stored securely by the token SDK for subseguent use,

(0113} FIG. 6 shows a flow diagram of an axemplary provisioning process 800
for a system with the first exempiary inlegration configuration corresponding to the
foken SDK-to-token server compuler inlegration configuration. As dlustrated in FIG.
8, the token provisioning method may be called by the mobile application to retrieve
and store token information for a particular account and/or channel. The token
provisioning method provisions a {oken representing information associated with an
account. A callback to the mobile application may indicate the successful handling
of the token provisioning method and provide a foken provisioning response which
may coniain the token key uniquely identifying the provisioned token to the mobile
application. The mobile application may hold onfo the foken key in order 1o make

subsaquent calls that periain to that stored token. These sleps are discussed below,

i0414] Al step 602, the mobile application may prompt the user to provide
user data {(such as payment information) that the user would like fo reside on the
mobile device. However, the user data are not stored on the mobile device as
provided by the user. Specifically, the mobile application requests the MAP
computer to encrypt the user data. Al step 804, the user credentials are provided o
the MAP computer for encryption. The MAP computer provides encrypted user data

abject to the mobile application.

{0115} At slep 608, the mobile application may creale a provision token
parameters object containing the encrypted user data received from the MAP
computer. The mobile application may also creale a rasponse callback object
defining the success and failure methods. The response callback object may be
used 1o receive response values from the token SDKL As provided above, when the
fokan SDK receives a token from the {oken server computer, the token SDK does
not provide the token {o the mobile application. However, the token SDK may notify
the mobile application whether a token is received {success) or not (failure).

{01186] At step 808, the loken SDK may communicate with the token server
computer to request tokenization of the encrypted user data {such as payment
information). The loken server computer may receive the encrypled user data,
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identify an account associated with the user data, creats a token o represent the
account, store the token, and send the token to the {oken SDKL The token SDK may
utilize the foken insiead of the user data whan needed. Upon receiving the token
from the foken server computer, the token SDK may store the token and notify the
mobile application regarding the successful receipt of the token. In some
armbodiments, the foken SDK may provide a token key identifying the token o the

mobile application, at step 610,

[0417] FIG. 7 shows a flow diagram of an exemplary dynamic parameter
replenish process 700 for a system with the first sxemplary integration configuration
corresponding (o the token SDK-o-token server computer integration configuration.
As Hlustrated in FIG. 7, the dynamic dala replenishing method may be cailed by the
token SDK o replenish the dynamic dala for a provisioned token, for example by
extending the duration of the limited use key (LUK}, This method is available for the
application to make a replenish request as needed. The iokan SDK may sst the
timers to track LUK time 1o live {(TTL) through the mobile payment application {e.g.,
payWave™) component. Because the token SDK knows when a transaction ocours,
the token SDK is able to track the number of transactions against a token issuer
value of number of fransactions risk threshold, Accordingly, it is not necessary for
the mobile application to track or provide this information i the token S8DK. To
manage limited use key replenishment, the token SDK may provide two methoeds: a
first method for checking pericdically (e.g., each hour) whethar a limited use key time
to tive threshold has expired and triggering a replenish intent when time {o live (TTL)
expires, and a second method for catching the replenish intent triggered by the first

mathod.

[0118] At step 702, the mobile application may identify that the TTL of the
foken is nearing expiration and begins to compile objects needed to replenish token
request. At siep 704, the mobile application may creale a replenish parameters
object containing the encrypted user data. The replenish paramsters object may
also contain the foken key identifying the token. The mobile application may also

create a rasponse callback objact defining success and fallure methods.
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10119] At step 708, the token SDK may refrieve the token identified by the
token key and communicate with the token server compuier o request
repienishment of the dynamic parameters of the token. The token server computer
may replenish the token LUK and associated TTL information. The token semve
computer may return the information to the token SDIK which may, in tum, infform the

mobile application that the replenish process was either a success or failure.

0120} Further, in some embodiments, after every fransaction attempt initiated
by the user, using a given token, token SDK may check if the number of transactions
threshold for replenishing LUK has besn exceeded. Whan the number of

transaciions threshold increases, token SDK may initiate LUK replenishment.

[6121} Additionally, a slatus check method may be implemented which may
be called by the token SDK {o gel the statuses of all the locally provisioned ickens.
The status check method may check the status of all provisioned {okens for the
mobile application. Subseqguent actions can take place as a result of the siatuses
found. In some embodiments, the mobile application can call the status check
method to check the status of tokens provisionsd in the token SDK against the stalus

of the same tokens in token server compuier.

f01221 FiG. & shows a flow diagram of an exemplary suspend process 800 for
a system with the first exemplary integration configuration coiresponding to the token
SDK-to-token server computer integration configuration. At step 802, the mobile
application platform may send a message to the mobile application to suspend a

token loaded on the mobile device.

f8123} At step 834, the mobile application may make a request 1o suspend the
token(s) associated with an account. The mobile application may generate an
application object including the token key identifying the token o be suspended. The
mobile application may also generate a response callback object defining the
syccess and failure methods. The mobile application may pass the application

ohiect and the response callback object to the foken SDK.

f0124] Al step 806, the token SDK may communicate with the token server
computer to request the token server compuier o suspend the foken associated with

the accouni. Upon receiving the request (message), the {cken server computsr may
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suspsnd the token and returns a suspended foken o the foken SDK. The token

SDK may store the suspended token and notify the mobile application.

{01253 As illustrated in FIG. 8, the suspend foken process includes a lifecycle
management call to suspend a token or multiple tokens, A call is made to the token
server computer and when a successiul response confirming token suspension is
received, the siate of the ioken is changed in token SDK data siorage o the new
state. Similar flows may be provided for the token resume method for aclivating a
suspended token in the token server computer, followed by activation of the token on
the user device, and the delete foken method for deleting a token from the token

server computer, followed by deletion from the user device.

i, Mobile Application Provider Compuier-to-Token Server Computer

Integration Option

{01286 i some embodiments, the foken SDK may be inlegrated with the
mobite application and the loken server computer via the mobile application provider
(MAPF)} computer. The mobile application may use the {oken SDK primarily to initiate
access 1o the token servar compuier in this kind of integration. However, the
integration between the mobile application and token server compuier is through the
MAF computer. That is, the foken SDK does not inferact directly with loken server

computer.

0127} FiG. 9 iHlusirates the MAP computer-to-token server computer
integration where the mobile application 111 interacts with the token server computer

180 through the MAP computer 140,

{0128} As discussed above, the mobile application 111 may receive encrypted
user data {e.g. encrypied payment data such as encrypled payment account
number) from the MAP computer 140. The mobils application 111 may pass the
encrypted user data to the token SDK 112 for oblaining a token representing the
account associated with the sncrypted usser data. The mobile application 111 may
request the token SDK 112 {o obtain the token from the foken server computer 160
by sending a token provisioning request message o the token SDK {step 801). The

token SDK 112 may generate a token provisioning request message and send the


lcc
Rectangle


message to the token server computer 160 via the MAP computer 140 {sieps 802,
903 and 804).

{01291 This integration pattern may allow the application developer to connect
with the token server computer through their application such as using the MAP
computer. in socme embodiments, to standardize the process for application
deveiopers, the token SDK may provide an interface called Token Provider to

implement a variety of different methods.

f0130) The token provider may implemeant a token request method o reach
out to token server computer 160 through its MAF computer 140, The token SDK
112 may call this method on the token provider objscl passed by the mobile
application 111 in the provisioning reguest message (sent at step 801). Specifically,
at step 801, the mobile application 111 may call a token SDK method, specifying a
request, a caliback to the mobile application, and an object that connects with a
token provider, which typicailly represents a server on the MAP computer 140, The
token provider object specifies a response to be populated and another callback,
referred as the SDK callback, which may be used to call back o the token SDK 112

from the {oken request method.

[0131] At step 902, token SDK 112 may prepare the request and provide the
request to the mobile application 111, Specifically, the token SDK 112 may call the
foken provider object’s token request msthod, specifying the request parameters and

a reference io the SDK callhack.

{0132} At step 903, the mobile application 111 may provide the request {o the
MAP computer 140. That is, the token request meihod executes the actions
specified by the mobile application 111 {o connect with the MAF computer 140 and
{o obtain information (e.9. a token) from loken server compuier 160 at step 8904, The
MAP compuier 140 may inleract with the token server computer 160 through the

foken server computer APls 180 o request and receive the foken {step 904},

[0133] Once the MAP computer 140 receives a response from the token
server computer 160, the MAP computer 140 may forward the received message o
the mobile application 111 (step 905). The mobile application may convert the

response to a format that may be read and used by the token SDK 112, For
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example, the response may originally be received in a JSON format and may be
converted to a Java object format specified by the token SDK 112, At slep 908, the
mobile application 111 may forward the formatied response from the token server

computer 160 to the token SDK 112,

{0134} Al step 806, the mobile application 111 may populaie the response
object {(specified in the token provider's callback) with the rasponse received from
MAP computer 140. The mobile application returns the response object to the foken
reguesi method. The mobile application 111 calls a success method or a failure
method on the providers caliback and passes the response object in these methods.

The mobile application 111 may do this from within token request method.

[0135] There may be atl least two calibacks implementad by the mobile
application 111, One callback may be for the mobile application 111 to notify the
token SDK 112 of success or failure of the token request method discussed above.
When the mobile application 111 gets a success response 10 its reguest to the MAP
computer 140 {e.g. the token request method ), then the mobile application 111 may
provide the response object containing data to be stored in foken SDK 112 {step
806). if the token request method fails, then application calls fatlure function on the
callback. Additionally, when the mobile application 111 has notified token SDK 112
of success or failurs of the request made o MAP computer 140, foken SDK 112 may
then call the second callback {o et the mobile appiication 111 know of
success/faillure of the provisioning request (siep 307). Specifically, the {oken SDK
112 caliback may call the mobile application callback’s success method or failure
nethod o return the response o the mobile application 111, The mobile
application’s callback is the standard callback the mobile application 111 specified

when making the request in step 901,

[0138] in this second exemplary integration configuration, the mobile
application 111 communicates with the MAP computer 140 (slep 203}, and the MAP
computer 140 handies the intergction with token server computer 160 {step 904},
The MAP computsr 140 then provides the response data, recsived from token server
computer 160, {o the mobile application 111 {step 905). The mobile application 11

1
provides the response from the MAP computer 140 to the token SDRK 112 (step 906).

-
<
&
<
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Similar to the first exemplary integration configuration, the token SBK 112 provides
the result {indicating whether the foken is successfully provisioned) to the mobile

application 111 using a caliback (step 507).

{0137} FiGs. 10-13 Hlustrale flow diagrams for various processes performed
by the MAP computer-o-token server computer integration system illustraled in FIG.
9. Specifically, FiG. 10 shows a flow diagram of an exempiary authentication
process; FIG. 11 shows a flow diagram of an exemplary provisioning process; FIG.
12 shows a flow diagram of an exemplary dynamic parameter replenish process; and
FiG3. 13 shows a flow diagram of an exemplary suspend process of the system

fustrated in FIG. 9. Each flow diagram is discussed next.

[0138] FIG. 10 shows a flow diagram of an exemplary authentication process
1000 for a systern with the second exemplary integration configuration
corresponding to the MAP computer-to-token server computer itegration
configuration. At step 1002, the mobile application may create an instance of the
token SDK that will encrypl sensitive data with security module and store it on the

token SDK data store.

[0139] Af step 1004, the mobile application authenticates the user upon the
usar providing thelr credentials (such as user name and password) to sign on o the
application. At step 1006, the mobile application receives the device dala necessary
for authentication from the foken SDK. The mobile application then calls the MAP
computer for authentication with the foken server computer. The MAF computer
may compile the necessary information for authentication. For example, the MAF
computer may compiie the JWT for access token authentication method. A call{o
the token APl o gef an access {oken may be required. The token server computer
may accept the JWT and provide the access ioken. The token server computar may
aiso register the device and refurn a conversation 1D in response {o the device

detaiis.
[0140] Af step 1008, the mobile application may receive an indicalion that the
authentication is compiste.

{01411 FIG. 11 shows a flow diagram of an exemplary provisioning process
1100 for a system with the second exemplary integration configuration
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corresponding io the MAP computer-to-foken server compuler integration
configuration. Al step 1102, the mobile application may creats the objects needed
for the token provisioning request {2.g. the token provisioning method).  The mobile
application may creats a provision foken parameters object containing the encrypted
user data. The mobile application also creates a token provider object containing the
functionality fo communicate with the MAP computer for token provisioning. The
mobile application may also create a response callback object defining the success
and fallure methods, The mobile application may pass the provision token
parameters, token provider and response caliback objects to the {oken provisioning
method. As iltustrated in FIG. 11, the token provisioning method may be called by
the mobile application to retrieve and store token information for a particular account

and/or channel.

[0142] Al step 1104, the {oken provisioning method may call a token SDK
method to communicate with the token server computer {o request fokenization of
the encrypled user information. This call rhay be passed to the MAP computer at
step 1106, This call may aliow the MAF computer to implement the token provider
method, allowing the MAP computer to implement their own network call to collect
the token., Specifically, the MAP computer may interact with the token server
computer. The token server computer may receive the encrypled user datla, identify
an account associated with the encrypted user data, generate a oken representing
the account, store the token and send the token to the MAP computer. The MAP
compuler may pass the {oken to the token SDK in the callback. The token SDK 112

may then store the token.

{0143] At slep 1108, the ouler callback may then retum success fo the mobile
application, handing back a response to the token provisioning request which f%aay
contain a token key uniquely identifying the provisioned token. The mobile
application may hold onio the token key in order to make subseguent calls that
pertain to the associaled foken. The mobile application does not have access to the

token isalf.

{0144] in this integration model, the mobile application does notf need to

provide user data (e.g. payment account information such as a PAN or a PAN
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reference identifier). The MAP computer provides the token data from the token
sarver compuler in response to the provision request made by the MAP computer.

The MAP computer provides the token to the token SDK through the inner callback.

[0145] FIG. 12 shows a fiow diagram of an exemplary dynamic parameter
replenish process 1200 for a system with the second exemplary integration
corfiguration corresponding to the MAP computer-to-ioken server computer
integration configuration. The dynamic daia replenishing method may be called by
the mobile application with a custom replenishment provider {e.g., a network caller)
o replenish the dynamic data for a token. For example, the token SDK may provide
two metheds to manage limited use key replenishment: a first method for checking
pericdically {&.g., each hour) whether a limited use kKey time to live threshold has
axpired and triggering a replenish intent when time 1o live {TTL) expires, and a

second method for caiching the replenish intent triggered by the first method.

[0146] Al step 1202, the mobile application may identify that the TTL of the
foken is nearing expiration and begins to compile objects needed to replenish token
ragquesi. The mobile application may create a replenish parameters object
containing the encrypted user data. The replenish parametears object may also
contain the foken key identifying the token. The mobile application also creates a
replenishment provider object containing the functionalily to communicate with the
MAP computer for token replenishment. The maobile application may alsc create a
responsea callback object defining success and fallure methods.  The mobile
application may pass the replenish parameters, replenish provider and response

cailback objects to a dynamic data replenishing method.

f0147] At slep 1204, the dynamic data replenishing method may call a foken
SEK method to comimunicate with the token server computer to request
replenishment of dynamic token parameters and provide the associated {oken data.
This call may be passed to the MAP computer at step 1208, This call may allow the
MAP computer {0 implement the Replenishment Provider method, allowing the MAP
computer to implement their own network call to collect the loken replenish
response. Speacifically, ﬂwsa« MAP computer may interact with the token server

computer. The token server computer may receive the replenish request,
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replenishes ths token LUK and associated TTL information. The MAP computer
may pass the replenished foken LUK and associated TTL information 1o the loken

SDK 112 in the callback. The token SDK 112 may then store the information.

[0148]) At step 1208, the outer callback may then return success io the mobile
application, handing back a response {o the token provisioning raguest which may
contain a token key uniguely identifying the provisioned token. The maobile
application may hold onto the token key in order 1o make subsequent calls that
pertain to the associated token. The mobile application does not have access to the

foken itself,

[0149] FIG. 13 shows a flow diagram of an exemplary suspend process 1300
a system with the second axemplary integration configuration corrssponding to the
MAP computer-to-token server computer infegration configuration. At step 1302, the
mobile application platform may send a massage to the mobile application {o

suspend a token loaded on the mobile device,

10180] At step 1304, the mobile application may make a request o suspend
the token{s) associated with an account. The mobile application may generate &
parameters application object including the token key identifying the token to be
suspended and, if applicable, a reason code indicating why the token should be
suspended aiong with a description of the reasen. The mobile application also
creates a suspend token object containing the functionality to communicate with the
MAP computer for the suspend request. The mobile application may also creaie a
response callback object defining success and failure methods.  The mobile
application may pass the parameters, suspend token provider and response callback

ohjects fo a token suspending method.

{0181} Al step 1308, the token suspending method may call a foken SDK
method o communicate with the token server computer (o request suspending the
tcken. The token suspending method may suspend a token in the token server
computer, followed by suspension of the token on the user device. The call to the
token SDK may be passed o the MAP computer at step 1308, This call may allow
the MAP compuier to implement their own network call to collect the token status

response. Specifically, the MAP computer may interact with the loken server
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comptiter. The token server compuier may receive the suspend token request,
suspends the token and sends an updated icken status {i.e. suspended) to the MAP
computer. The MAP computer may pass the updated token siatus o the token SDK
112 in the callback. The token SDK 112 may then store the token status in token

meamory.

[0152] Al step 1310, the outer caliback may then return success o the mobile

application.

(01537 The token suspending methad Hlustrated in FIG. 13 may include a
lifecycle management call to suspend a token or to suspend multiple tokens., A call
may be made {o the foken server computer and whan a successful response
confirming token suspension is received, the state of the token may be changed in
the token SDIK data storage. In soms embodiments, one token can be suspended at

atime.

Exemplary Computer System

f0154] The various participanis and slements shown in FIGS. 1A-1B may
operate one or more computer apparatuses {(8.¢., a sarver computer) to facilitats the
functions described hersin. Any of the elements in FIG. 1A-18 may use any suitable
numbear of subsysiems to faciliiate the functions described herein. Examples of such
subsystens or components are shown in FIG. 14, The subsystems such as a printer
1408, keyhoard 1418, fixed disk 1418 {or other memory comprising computer
readable media), monitor 1412, which is coupled to a display adapter 1410, and
others are shown. Peripherals and inputfoutput {/0) devices, which couple to ¥0
controller 1402, can be connected to the computsr system by any number of means
knows in the art, such as senial port 1414, For example, sernal port 1414 or external
interface 1420 can be used {0 connect the computer apparatus to a wide area
network such as the Internet, 2 mouss input device, or a scanner. The
interconnection via system bus allows the central processor 1406 to communicate
with each subsystem and to condrol the execution of instructions from system
memory 1404 or the fixed disk 1418, as well as the exchange of information between

subsystems.
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{0155] Specific details regarding some of the above-described aspects are
srovided below. The specific detalls of the specific aspecis may be combined in any
suilable manner without departing from the spirit and scope of embodiments of the

invention.

[0156] Storage media and compuier readable media for containing code, or
portions of code, may include any appropriate media known or used in the art,
including storage media and communication media, such as bul not limited to volatils
and non-volatile, removable and non-removable media implemented in any method
or technology for storage and/or transmission of information such as computer
readable instructions, data structures, program modules, or other daia, including
RAM, ROM, EEPROM, flash memory or other memory technology, CO-ROM, digital
versatile disk (DVD) or other optical storage, magnelic cassettes, magnetic tape,
magneatic disk storage or other magnstlic storage devices, data signals, data
transmissions, or any other medium which may be used to store or ransmit the
desired information and which may be accessed by the computer. Based on the
disclosure and teachings provided herain, a person of ordinary skill in the art may

appreciate other ways and/or methods to implement the various embodimants.

[0157] it should be understood thal the present invention as described above
may be implemented in the form of control logic using computer software in a
modular or integrated manner. Based on the disclosure and teachings providsd
herein, a person of ordinary skill in the art may know and appreciate other ways
and/or methods {o implement the present invention using hardware and a

combination of hardware and software

[0158] it should be understood that the present invention as described above
may be implemented in the form of control logic using computer sofiware in a
modular or integrated mannsr. Based on the disclosure and {sachings provided
herein, a person of ordinary skill in the art may know and appreciate other ways
and/or methods o implament the pressnt invention using hardware and a

combination of hardware and software.

{0159} Any of the software components or functions describad in this

application, may be implermented as software code to be executed by a processor
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using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer readable
medium, such az a random access memory {(RAM), a read only memory (ROM}, a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such compuier readable medium may reside on or within a
single compulational apparatus, and may be present on or within different

computational apparatuses within a system or network.

{0160] The above description is illustrative and is not restrictive. Many
variations of the invention may becoms apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be
determined not with reference {o the above description, but instead should be
determined with reference to the pending claims along with their full scops or

aquivalents.

[0161] One or more features from any embodiment may be combined with
ong or more features of any other embodiment without departing from the scope of
the invention,

{0162} A reciiation of "a", "an” or "the” is intended to mean "one or more”

unless specifically indicated o the contrary.
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WHAT IS CLAIMED 1S:

1. A method comprising:

providing, by a token server computer (160), a cryptographic key to a mobile appli-
cation provider computer (140);

receiving, by the token server computer (160) from a mobile device (110) via the
mobile application provider computer (140), a token request message including encrypted
user data associated with a user of the mobile device (110), wherein the encrypted user
data is generated using the cryptographic key;

decrypting, by the token server computer (160), the encrypted user data using the
cryptographic key to obtain user data;

identifying, by the token server computer (160), an account associated with the user
data;

generating, by the token server computer (160), a token associated with the account;

storing, by the token server computer (160), the token; and

sending, by the token server computer (160) via the mobile application provider com-
puter (140), the token to the mobile device (110).

2. The method of claim 1, further comprising:

receiving, by the token server computer (160) from the mobile device (110), a token
status request message inquiring about a status of the token;

identifying, by the token server computer (160), the status of the token at a token
database accessible by the token server computer (160); and

providing, by the token server computer (160), token status information to the mobile
device (110).

3. The method of claim 1, wherein the token server computer (160) periodically re-

ceives a token statue request message at predetermined time-periods.

4. The method of claim 1, wherein the cryptographic key and the user data associated
with the user of the mobile device (110) are stored by the mobile application provider com-
puter (140).

5. The method of claim 1, wherein the token server computer (160) receives the token
request message from a token module (112) provided on the mobile device (110), and
token server computer (160) sends the token associated with the encrypted user data to

the token module (112) provided on the mobile device (110).
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6. The method of claim 1, further comprising:

providing, by the token server computer (160), an access token to a token module
(112) stored on the mobile device (110), wherein the access token enables a mobile appli-
cation stored on the mobile device (110) to access the token server computer (160) for a

predetermined amount of time associated with the access token.

7. The method of claim 6, wherein the access token binds the encrypted user data to

the mobile application.

8. A token server computer (160) comprising:

a processor; and

a memory element comprising code, executable by the processor, for implementing
a method comprising:

providing a cryptographic key to a mobile application provider computer (140);

receiving, from a mobile device (110) via the mobile application provider computer
(140), a token request message including encrypted user data associated with a user of
the mobile device (110), wherein the encrypted user data is generated using the crypto-
graphic key;

decrypting the encrypted user data using the cryptographic key to obtain user data;

identifying an account associated with the user data;

generating a token associated with the account;

storing the token; and

sending, via the mobile application provider computer (140), the token to the mobile
device (110).

9. The token server computer (160) of claim 8, wherein the method further comprises:
receiving, from the mobile device (110), a token status request message inquiring
about a status of the token;
identifying the status of the token at a token database accessible by the token server
computer (160); and

providing token status information to the mobile device (110).

10. The token server computer (160) of claim 8, wherein the token server computer (160)

periodically receives a token statue request message at predetermined time-periods.

42



10

15

11. The token server computer (160) of claim 8, wherein the cryptographic key and the
user data associated with the user of the mobile device (110) are stored by the mobile

application provider computer (140).

12. The token server computer (160) of claim 8, the token server computer (160) re-
ceives the token request message from a token module (112) provided on the mobile de-
vice (110), and token server computer (160) sends the token associated with the encrypted
user data to the token module (112) provided on the mobile device (110).

13. The token server computer (160) of claim 8, wherein the method further comprises:

providing, by the token server computer (160), an access token to a token module
(112) stored on the mobile device (110), wherein the access token enables a mobile appli-
cation stored on the mobile device (110) to access the token server computer (160) for a

predetermined amount of time associated with the access token.

14. The token server computer (160) of claim 13, wherein the access token binds the

encrypted user data to the mobile application.
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