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SYSTEMS AND METHODS FOR ADAPTIVE AUTHENTICATION
BACKGROUND OF THE INVENTION 5 1, Field of the Invention 'T'his
invention relates generally to networks, and more particularly to device
autherdiggiamin NEWPNITSIRAYHORPAD R 12 PASSrRIoR ﬁ@m@
An As the value and use of information continues to mcrease In
and 10 businesses seek additional ways to process and store
information. One option available to users is information handling
systems. An mformatlon handllng system generally processes, compiles,
i I drifBtBNGTHNER@NS, personal,
or other purposes thereby aIIowmg users to take advantage of the value of
the information. Because technology and information handling needs and
requw]ement gl ghigeifferent users or applications, information
handfingsysiemsmay also yas grﬁwat@'%twgﬁttnfgrtnaﬂon 'jjan%p diede o deviee
how the information is handled, how much information is processe
PR AMRREIEALBA CRKERE HGickly and efficiently the information
may be processed, stored, or communicated. The variations in information
handling systems allow for information handling systems to be.general or
configured filcac2ipspecifihaBetnedpeacific use such as dflrlan(.;lal
transagti Si alrllne es rvatlons enterprise data storage, or
gl obat%%o%gsrﬁl%??gtlc%% H additon RS HARGARERETinl dpstets viduals and
blﬁﬁ@le@esasv@lﬂedﬁmfdmatdwaset@pmsme qors pofﬂeﬁtgtth@t mgé/ Hftion available to
figu e re, and comm in ormatlon an may
uslcﬁaczpu%e Ec?r?ﬁ%& rr(tagre%s%ro%rt%%%tes Systems, atérgt)cﬂ:ﬁ Yeray iy HVSte'm generally
PIREBARSIKIngP Byptemsstasdn amyptcwomekmsm&zwgiformdﬁdﬁs%t?f@im?f&ibusiness,
hangdlin authenticated before access to networ
serwceg) Ifsxgﬁ?%gc?p %%géé%%re?tb Blis 1qpin @ SREN' R AEhAfirge value of the
indysamncsonbgoreckitetiadorgy ahanrffoﬂmtmamtancﬂﬁwefeiedwﬁhﬁrré Qﬁé?f%ems vary
r t ndeyi ay bes to su a large number o
bﬁ%gsgﬁggﬁgnﬁc&aﬁoﬁgme%&%(%%Sthe Yorm otf%% %?’ﬂgﬂmeosé@%ﬁ‘?ﬁ may also vary
regRiemanTia gifernwiteteds 3@ridfedmation bandlingSysi&Mis handled, how much

in@%&%ﬂcﬁt%&%&&”@{&g@h }hc?otrtﬁtnvt\ﬁg{lc(a ec{hengchcy\gnqmokly and efficiently the

information may be processed, stored, or communicated. The variations in information

handling systems allow for information handling systems to be general or configured for a
specific user or specific use such as financial transaction processing, airline reservations,
enterprise data storage, or global communications. In addition, information handling
systems may include a variety of hardware and software components that may be
configured to process, store, and communicate information and may include one or more

computer systems, data storage systems, and networking systems.

In a typical wireless network, wireless information handling system devices must
be authenticated before access to network services is granted. To accomplish this task, an
information handling system configured in the form of an authentication server or other
type of network authentication device may be set up to support a large number of wireless
authentication methods in the form of security modes and algorithms. A given wireless

information handling system communicating as a client with the network authentication

1



10

15

20

30

device is typically set up to use one of these wireless authentication

methods. When authenticating the wireless client, the authentication

device must take the time, to cycle through all of the wireless
deuthenticationimethads untikit findsotheregereetwirelessh aHINSNICatian ods When
e »chagrl{pggétedn_% eEDQ Iletntt 5 In one conventional network .

autheniication schemas, sdga alifetilshgrism rsieseentlevibegime o cycle
thneayheBerforimedviny laswirelessiiaeaess ROILAVIBIESS SWitgh e WILRIESS ircless
aﬁﬁ%?éia%%%]%t%g Sup 0?3 qabnumpeéof different authentication methods

and c oosesefhe pr‘oép?aﬁ hé’n%a? Wmethod for a given client prior to

granting access to the, core network where further authentication may

occur, LAP is a standard mechanism for 10 granting network access and

is deflRedf | AEE e RYinBeii ILT sk Rotee (ET By IRequestifor authentication for
wGemments (RBEGI3 74 P, defi aocedure, for requesting and ,

ranting network acCﬂe%shﬁs%%%%%%ﬁ\@aﬁc%#guﬁ%?%,pt?slﬁ%tﬁyléeless switch or

Wge%‘ﬁ%tél%iaih BRI DRI s ér nsarbite(RADHES) serientEARIS thehods and
chveghanismdesaathentication oL -autheptication specifics are carried

within EAg}frgmes. E%té??fégrﬁég&l%gt}fr%%g c?élrgr%é%% &%Ip\f\}ﬁhl{r? IERRIBESTRess to the
CHRAMEY RS YRR SURed s R E RSSO TBORY Dy e1etwBrKP Rigureah dilliStrat@snism for
graatiuentionaliBag-dsXa0d AR Ide ity cOnNVerges %%égt‘%ms(&}%i;(fg (ETF) Request

et cticed in the prior art between a given client device and a wire
Oga 8\59&%?3%@%‘%(50?86%@%&eé@%éiair@ﬁeéﬁméoc|tequm1ﬂgamdtgrﬂmng network

acaecessipoink AsHascried fuitherRelow,.fonvergence 1o.a desired ,
g authentication method may take n"llgltiple gttg%gs%%\(/)i%% ég&ergtfzgh%l}n&al-m User
Fepres & H\}%n RS requidtfredpoiie pasctimisigurtol, twhaodession, but the
auiesice Mustsigess the BAR@whanticatienymetho by,the given ‘
%I@;ﬁ nt device by repeatedly tran‘smité%ﬂ}g%Adgjll\?e%%?yﬁéélgé%%’, are carnied
" i FEquieSLESRESIANg L iifetetigpeopEaRsauBEhticatiomwork, Figure 1

- illmethed ¢dRE) ohfiesovinstess client E@éﬁﬁﬂﬂéomgggﬁp%%gh@meg titsy it is practiced in
e

thRequest with an EAP Identity Response that 25 contains a negaﬁv

SRR AGEN TSR NRRY ke thier seanked EindidtdetityyRequests goas following

assatiguotaioftheccerat Baeof FAP asthentication method for the given., -+
as ’

wireless client device. This process continues as many times

CORSEEEAT Uhfll ERBEorVEFINEEOB cRIHE ¢ emaagreementtiBenveenthe, with each
ateliept devisenatlthagBlemay GaYies pond:Rafticular

In Figure 1, the access device must “guess” the EAP authentication method used by
the given wireless client device by repeatedly transmitting EAP Identity Requests, with
each request containing a different type of EAP authentication method (TYPE). The
wireless client responds to each EAP ldentity Request with an EAP Identity Response that
contains a negative acknowledgement (NAK) when the received EAP Identity Request
does not contain the correct type of EAP authentication method for the given wireless
client device. This process continues as many times as necessary until EAP convergence
occurs (l.e., agreement between the client device and the gateway device on a particular
EAP authentication method), and the wireless client responds to a particular EAP Identity
Request with an EAP Identity Response that contains 2 positive acknowledgement (TYPE)

of the correct EAP authentication method used by the client. Because the EAP protocol
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EAP authentication method), and the wireless client responds to a
particular EAP Identity 30 Request with an EAP Identity Response ghat
contains a positive acknowledgement (TYPE) of the correct LAP
authentication method used by the client. Because the EAP protocol
supports up to 256 authentication methods (with more than 50

thenticat) thqd tl to.be used with EAP) it can take
R B B SR ERoD CUBIR BN thBats AShE g methods

dviabahyl leroomme todald gyitivitalBs & authekéicatigni fcanvargenas0sing for EAP
Ct(g%dit]i[on&[eS ozélc)él?rndlﬁlél?o(ﬁlxget?% Ell% éjr%?%ig&lt | r(‘)IOPrOtO%Ol? basi ticati
methods may consume a re aflvelly arge amount Ot time st the S3hie e cation
abiaterpemy winglg Ssaskeiivicgs §0DICe, arid ol Fe e doibitaténthentication Protocol)
uhepteglinn, SUMMARY OF THEINVENTION [isqqsed IEIEIAIE. e it
systems and me ods for althentication ot in ormahon han ing sysPems
rasngliimetisyisayivdthincacactiverl. reigiitg thne-tisulogadtbystemtsoand

methods, one or more characteristics of the authentication methodls (e.g.,
authentication mode/s and algorithm/s) previously used by a given client
device (e.g., wireless GEMMIAR, e} NELON

memory) by a network authentication device (e.g., authentication server,
wireless gatewacﬁea[lgcess point, etc.) for use by the authentication device

in the Bbtslarsd ORI atnhehticatontaemdborts commthsicderitpwiet tnéormation
e e lsatARvice 1 RucRAsbeRtinafionmeihed qhg@tﬁ@%fi(&&&@&%@mms and

but are not limited to, identity of the last authentication method use

HeehgRie QR PERERA FrEIiRbise Y Db sutliniins demipethafefes:, authentication
RYRANICAU MEMATHRY B iNe R CHESY: PEREH HHPRQH VR 9 MA8ess client

different authentication methods by a given client, combinationsthereof,

detricaluartbg siorrh/ ale Hsasemepsihbyshaaivearoadthsatissgion device (e.g,
AMRBMERIGHRNE WS RIRETURRAILY J6Q4S iR, ine) needed 49 g%;é%ﬁ%nticaﬁon

authentication convergence over the convergence time require . .
ok Hidiataivetitte! Acandinptiention seeiBpddosrmepraietingvehic given
dhetedsioVvisiedh amathach BHGARARYNRAURE MAh & HAETRHORe not limited to,

‘handling system comprising: selecting a network authentication method,;
léslﬁ%mﬁé%ﬁﬁifg’ftﬁ%%éﬁﬁaﬂ@ﬁ thetaarried ethrortvantrbeicatleH\in diemigncy of

U tBLtwo or more different authentication methods by a given client, pattern of use of

two or more different authentication methods by a given client, combinations thereof,
etc. Advantageously, the disclosed systems and methods may be implemented in one
embodiment to reduce the time needed to achieve authentication convergence over the

convergence time required by conventional methods.

According to a first aspect of the present invention, there is provided a method
of communicating with an information handling system comprising:

selecting a network authentication method;

communicating the identity of the selected network authentication method to the

information handling system,;



information handling system; 3 wherein the authentication method is
selected based on one or more characteristics of at least one
authentication method previously used to authenticate the information
handling system for network communications. According to a second
aspect of the present invention, there is provided a method of

commupjgating with a first information handling syst onfi ured_asa
client deviceﬁ%oryr%ris?lr%&%t{g{%ﬁ ina %%(Frgorlf’ of %Yesce?%@oﬁgaﬁ%rrﬂﬁtlé)ﬁe or more
RRHANSG Systemnat dediured aathan ietfiarknadithenticationgavies onaidicnticate the

TRSE: RARIRUAIGS ot atlegsh aus AuthRnlication method previousiy

used by the network authentication device to authenticate the client

device fsiciEr olowreleeanAensik agimheupicationg)vewaivinghare is provided a
ardnenticaiomreauestiy emeivotk %H%}%{&td?o"’}%'?ﬂn%%‘{{%e??é’ enwlrgodngkrgured as a
wireless communication from the client device; selecting rstnetwor
SHiEREARESHGATISIABE based on the one or more characteristics of the at

least Oﬂ%@kgh%nzﬁiQﬁgﬁ’f&t’iﬂ@hg%ﬁﬂ&oﬁ%&rﬂgﬁ&Pﬂaﬁéﬁ%&%égm canfigured as a

authentication device to authenticate the client devic or wireless
RERS e hiHeHioRidRdah aPa shovschisemsinonf of thesnetwearithentication

aleheatigatipndevised %QQIWWIQQH{}Q:&B&'%&QW%&@@(? mﬁ{e%%lcea%tee%e client

getwor authentication method by wired or wireless communication to the

REISE dEUIRECARE SYHRIGSEP S O ﬁgﬁ@%ﬁﬁﬁﬁﬁéfﬁﬁgsent invention, there is
providegcanimpformatiot handing RYsiem EPEHQriﬁé@&bﬁglgﬁ{h%ﬁgc%@gtdevice by

authentication method based on one or more characteristics o

SN LOTNERES SRR iR oS déentslaitsenticate a client

informagieatingnaling s YR Hor e TRIGRI8AS: A the one or more
ﬁmmunicateoqtrﬁ%egidentity of the selected network authentication method to

BT HRTThiARoh aridiRforaiRiatatip mecdiachipranp ehbegidanthe network
sabbetimeiaqismamey heHmplemeMed iR device for wired or wireless network

communications that are stored in the memory of the network authentication device; and

communicating the identity of the first selected network authentication method

by wired or wireless communication to the client device.

According to a third aspect of the present invention, there is provided an
information handling system comprising:

select a network authentication method based on one or more characteristics of
at least one authentication method previously used to authenticate a client information
handling system for network communications; and

communicate the identity of the selected network authentication method to the

client information handling system.

In one exemplary embodiment, a cache mechanism may be implemented on a
wireless authentication device to store the most recent wireless authentication method
(e.g., authentication mode and algorithm) used by the wireless authentication device to

authenticate a given wireless client device. The next time the given wireless client



wireless authentication device to store the most recent wireless
authentication method (e.g.; authentication mode and algorithm) used by
the wireless authentication device to authenticate a given wireless client
device. The next time the given wireless client 4 device attempts to
authenticate with the wireless authentication device, the wireless

ienticat ' It. ;o the stored wireless authentication,
e AR B Quncvptes
isEhenieryithedesivecnaaudbianticatibn strethibdibsing autrentpemployeeday an

i ' i i mple, a wirele vice may

s A Y B P o
axtivatigatisndshed hrangrmrenibtisotbloy ¢hdfitbt aftemptiatlesfutlicat device.
aahantigaton methad asleetinn auent. In ane smbadment, he disclosed,
systems and methods may be implemented for use in WiTEless NetWorks

.%@%h%%ﬁéé@@ﬁﬁth%gard to authentication methods in order to
cache an EAP method and streamline EAP method convergence between
a wireless device 5 and authentication wireless authentication device
(e.g., access point) in a manner that conforms to standards. In a further
exemplary embodiment, a wireless authentication device may additionally
or alternatively track (e.g., using a counter/s) the frequency or number of
times that a given wireless client uses a given wireless authentication
method (e.g., 10 authentication mode and algorithm) relative to other
wireless authentication methodls. In such an implementation the wireless
authentication device may use the tracked relative frequency of use of a
given wireless authentication method to prioritize two or more different
authentication methods. For example, if the most recent most recent
wireless authentication method is not a correct match for the current
authentication method 15 . employed by a wireless client device, then the
wireless authentication device may then try the remaining possible
wireless authentication methods in the order or tracked relative frequency
of use until the correct current wireless authentication method is found.
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Alternatively, a wireless authentication device may start by trying the _
possible wireless authentication methods in the order_of tracked relative
frequency of use, rather than by 20 starting With the ergless
euthentieationmethoddastsedyihe dvenircless dient noney 1o
respect. disclosed herein is a method of communicating wi : |
IRk %ﬁBﬂd%%nH&%%%?%h@vmmmmqmm@p}enﬁ@ for use in
wdtthentieation Methag: ﬁﬂ%o%gﬂy&%n&ﬁﬂq% tpr% Igoez%lt ?SIEh? §£ ﬁ?%?ﬁodg in order to
aﬁwerk authentication method to the informiation han mé §)} ;
Cg :

%ﬁﬁﬁﬁu%hﬂ%@ﬁéﬁ%mﬁﬂﬁiﬁﬁeﬁl@dmmm BorakBROt yireless device

isdl ticati iously used to .
sbaragieristien ol aligas! anmanibsnycagan method previously usedto - -
aau%aenticate the information handliné systen% f&crﬁtwgre&éo% hithtforanner tha
‘i

ﬁ%@'%@gﬂ%@édisdosed herein is a method of gommunicating with a
first information handling system configured as a cllgnt dewpe, the '
method including: storing in a memory of a second information handling

syster? configuhed as.ammstwork:@8alithentication dRUICC.ANRATMNAE device may

Q IS least one authentication method 6 previously used by N
ot e A EAAE e B SRR TGramverof e

tHgired chW@Ie‘SférﬁewodhcmmnmmicatiCgﬂseﬁeﬁﬁibé[&gsgfhéﬂf&?ﬁma?%o%ethod (e.g.,
1 twork authentication device by wired or wireless

a%%%%%ﬁ%%%%ﬁ%ﬁ%%% eﬁ%:aetfvé t%gﬁ% éi"ff?é?ﬁemmcamn method/s. In

S‘ﬁhf@l@i@@@@ﬂ%@tmtbas&ﬂﬂiﬂfsmaldﬂﬁl@didﬁﬂ@ﬁed@h@@%ﬁsﬁgé Bleoth8ced relative

B O g B e e Ok e two o more

authentication devicé& to authenticate \
diffeerasewbsnorkitommhichtiofothataangstarerkindbe el e cnt wireless

al@yArk authgptication device: &)r}gectommtlég,ivciftin the idenAtitg/ug Jgt?cggn ethod
selected network authentication methot by wirdd \Aﬁfg@é
CRBMRNAGNICati BriTedctsechlientidevicahdn {hcanptiess r@@t@;@ﬁﬁﬁi’@%{?é@@ce tmay then try
erein.is an i ti dling. system, the information handling system _
e Seloea rat el R AEreBteh helHoc 88068 gmeked eluive
I8 fieBP inofe Wharsierisicsof attleastane wuthenticationmathd method is found

ASYI used: t icate a client information handling 0system for .
netwﬁcj)iﬁ(f%l %’ﬁrﬁ?ﬁ%ﬁﬁ%ﬁg%ﬁgg%%%n% Nicat8 feSidently bt Geiqqesdble wireless

AHERRB R AR HEAES oW rstivodetodtheratient relative frequency of use, rather than by

starting with the wireless authentication method last used by the given wireless client.

In one respect, disclosed herein is a method of communicating with an information
handling system, the method including: selecting a network authentication method; and
commumnicating the identity of the selected . network authentication method to the
information handling system, in which the authentication method is selected based on one
Or more characteristics of at least one authentication method previously used to

authenticate the information handling system for network communications.

In another respect, disclosed herein is a method of communicating with a first
information handling system configured as a client device, the method Including: storing
in a memory of a second information handling system configured as a network

authentication device one or more characteristics of at least one authentication method

6
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15 information handling system. BRIEF DESCRIPTIQN OF THE
DRAWINGS Figure 1 illustrates a conventional identlt_y convergence
scheme between a wireless 20 client device and a erelgss gatgway
PISFEaES DeiAd. Fﬁgme@tiw@inmi[ﬁedtﬁiagdsam&ﬁ@g@t‘é?{g[{@éﬂgcg%vimnm%ﬁt device for
oxdi xemplary embodiment of the disclosed systems an o
W?n%e@thggdg.grlie?ggggl §?F§O§Fn6ﬁ |e18u&‘|écﬁ'}*h%soflﬁcﬁé‘f%rﬁﬁgaéFRﬁPéWﬁm@t request in the
NHWEB KOG totone cexemiptahy emibpddiment-of sth@dﬂﬂﬁﬁ{ﬁﬁg%jmﬁm?tﬂ@ Biient device:
. . lgure 4 is a simplified block diagram illustrating o
Si%@rﬁ?r%gﬁ ifé%?igr% égf%é‘élﬁ“%\%‘l%%{ﬂ%r%%tg’ﬁgr%’aéfiﬁc@afﬁa Bliert devfeeharacteristics of
thaceoridity coconetexencpliary enctadimentiotithe Jﬁ@usglps_@g Sﬁéﬁfﬁ&? ?{?ﬁjlenticati on
igure 5is aRowel" "W illustrating authentication methodology ] |
dé:&%%ﬁ%ﬂt%&%%g‘ ”é&grﬁﬁ?él\r{;gé"m‘ odimENEEFth & HiERs SRt &g Stcin@mmaications that
arﬁqé‘tW@dsinFi@@ﬁ@@n’ﬂcbstcété&ammstd@nlzit)ﬁ@@ﬁﬂ&&ggﬁﬁed@@h%mgngegw%ﬁglgticmmg the
idwirelesseclient -5 device and a wireless gateway access point accordingto B
b s CICRL Y b e e
COPPBCRETIONI®RIICLUBTRATIVE E-MBODINTENTS Flgl_Jre 2isa
simplified diagram of a networking environment 200 according to one 10
exemplary embodiment in which the disclosed sysyems and methods may
he imiplemenied rterauthenticrie bot wired.and VYHFA%%E‘@&W IK ASVICeS e, the
._As shown, networking environment 200 includes a number o e_xemmary
i eté%nafﬁa&%%l‘%dsﬁgs@egefﬁét‘fﬁ%@éﬁée‘ééﬂﬁ@f&lﬁé@ aheommuAitatetivithon method

basaclooter aiansftalfssoleyiied eomMuURicatio Qﬁthéﬁﬁegﬁéxer%tﬁgt 0%%%%113@ used
both wireless and wired devices arc illustrated, it will be 15 unders
R b verhel

thoa of &9&5&@’&%%&%@%&%@%@%@@% ¢ommunications; and

coammhmmtehademfeﬁsqumthq,réﬂ{&eaoH@M&@a&lﬁﬂéx{ﬂﬁ%ﬁ?%‘%ﬁx&’eté’fthe client
._petworking environment, e.g., in networking environments that include
T only WireIBELHBGiELECBY in networking

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates a conventional identity convergence scheme between a wireless

client device and a wireless gateway access point.

Figure 2 is simplified diagram of a networking environment  according to one

exemplary embodiment of the disclosed systems and methods.

Figure 3 is simplified diagram of a networking environment according to one

exemplary embodiment of the disclosed systems and methods.

Figure 4 is a simplified block diagram illustrating communication between an

authentication device and client device according to one exemplary embodiment of the
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environments that include only wired devices. Furtherm_ore, the disclosed
systems and methods may be implemented to authenticate network
communications in a variety of 20 networking environment types, e.g.,) |
i ' [ [ [ ts, etc.). In
dReme netwerking gnvirgpments, office. networkmg environments,
the exem'péfary embodiment of Figure 2, networking environment 200
includes wireless client devices 210 and 212. that are |Ilustrateﬁ as
ortable information handling. systems in the f‘orm‘.ofanqteb.oo computer
i porebnal dach JSSIAH (BERY. 25 4B NEbMINGE: aciondme 10 onc
cenvironment DM aiso inaludesi asvdredelignt feviee,296 in the form of a
desktop computer. As shown, each of wireless client devices ._210 and 212
are configured to communicate with other devices of networkmg_ oo
enVirW\mt@Qngé‘ME?% ?d&ﬁ?@&i&%}@}%%% aqgh%%[gv%%kﬁ%éve{}t\g/c i &Hg}esa client
Wired client device 206 is shown configured to" 8 communica |th ‘
RGO WA ST IrIFe MO O o Siuie he 202: Axrnaiihe BlitaliRent of the
ddenjeR! 204ds shaw'megidpled to switch 202 for communication with wired
and wireless client devices of networking environment _200. In t_he.
illustrated embodiment of Figure 2, authentication deylce 204 |§ shown as
an authenticajon, st 9., RA 2. 8erver) that is cou Ie ;
communicat Stk-gevess-Yid-ha ﬂ--’ g"“"g o
network switch 202. With regard to the exemplary configuration of Figure

2, it will erstood.that the number and typ.e%of illustrated wired and
WireI\,(\e{isllégtB(l:‘iilei:(leil)“rrll%(gde(l:js/|lceé1 12%%%‘%%%?5%? BAIG VSRR A HECaRER Y according to one

CRYBRIANTE enbiodistivot sinvdyible qhmﬁea@bwithya@yx@t?_ﬁ! ﬁiéd@f%p&E ﬁ{é‘% 1S Jaglplememed
typeds-Qf information handling systems suitably configured for wired and/or ‘
tov?//irelesgs&&gcg%g%%ica\mger%d Wi mé%%%ﬁ W&%ﬁn&%’ﬁ?ﬁﬁonnﬁhtﬁmwna networking
eTRifenareno ROVit wilbides urdenstoast ﬁmmlpﬁgat(ﬂﬁalaﬁs”%%tr\@é%% de\éices that may be

iqurati ork switch 202, wireless. access point 208 an o
c it {gﬁécgﬁ&%gﬁ%l% 2 ig% Soe%cx L g?y\(}ﬁW\f/gﬁ}ﬁﬁa@raﬁv%éiommumcatmns,

respabiel tonfiyliretigh obotetworkicomamdnisation and@utheatigatidied it will be

i < loyed, for example, a single common device that ‘
ot 1 petoim e HSs oF VLS S o Herabit founehenticas

desterniehapticationdevitmunications in any other type of networking environment, e. g

in networking environments that include only wireless devices, or in networking

environments that include only wired devices. Furthermore, the disclosed systems and
methods may be implemented to authenticate network communications in a variety of

networking environment types, ¢.g., home networking environments, office networking

environments, erc. ).

In the exemplary embodiment of Figure 2, networking environment 200 includes
wireless client devices 210 and 212 that are illustrated as portable information handling
systems in the form of a notebook computer and personal data assistant (PDA),
respectively. Networking environment 200 also includes a wired client device 206 in the
form of a deskiop computer. As shown, each of wireless client devices 210 and 212 are
configured to communicate with other devices of networkin g environment 200 via wireless

access point 208 and network switch 202. Wired client device 206 is shown configured to
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For example, Figure 3 illustrates a simplified diagram of a networking
environment 300 in which the disclosed systems and methods may be
implemented in another exemplary embodiment to perform edgel
coauthend imiatiwﬂﬂiommet\/\ttmhdgviﬁeﬁet%&ﬁﬁ?l\g’n@%r%é%%%km% i%%'g—\g{ba%: 02 An
00 includes a nu r.of exemplary wireless client devices 310, 31: ‘ _
’“.”éﬁ“t it 1%%/ "‘é:t:?ﬁﬁgﬁ PR cOHRIG R Saiith SBeHtRemaTIElesswith wired
andomimlsnicaliionsitvioeighr ar @uihentication 4evige302 mag[}lg,siﬂlt%%aztefxembodjmem
«<onfigured to operate as_a wireless gateway access poin e, . )
Oiaé‘éé‘g% %o’c}‘ﬁ% I A fiheNtcatt evicanoshgssapredsvinwited., RADIUS
secomhéction toupiauthenticatiomsenieh 304w RARINS:23 S8 ire connection

within tipe core ﬁwork 320. Authentication device 302 is configured to
tor%%gi% S;éﬁﬁ?en%cation requests from wireless devices 310, 312 and 314

that dc not identify the authentication method in use by the requesting

client device, and to perform edge authentication by exchanging
informatidRedatd thee gresiig tlismitavigton offiente 2onveiteemtiaerstood that

th@@ﬂﬁgeauﬁk@@g@t@imgpaqup\gj%&oﬂ&o%pg the wireless client access

_ L devices dre eéq[%%ﬂary only,
30 to the core network 320. In the illustrated embodiment, au. entic
angdRa thendisel qsg figeieaes ngerefradsones prcautheriticatipntasksumber and/or
tyfe/g-ouserybslasion.ataih aftgkand ol slient deviee 3100S b
y}((zzedge?authenticate.d and éll%ﬁ%l access to t&i.cor(]é"ﬁlcﬁeetwo&r 3BEehy° f’r WIreless
CORYTHBRTRARIb NV e 232 VI s & 4RV e nemvinicatierg. withior tenenoetwark will be

und26eR! wikelagss ﬂ@ﬁh%viﬁﬁﬁl%%gd%ﬁ%ﬂr%&%‘o%aﬁ/e wbe&n \{/?g;lk?%x wireless
granted access to core network 320. 5 Alt ougﬁw oth wireless and wired
ac

B e GG AEB IS BRIAY prasant thenl sretworkitgenvironmentacatny other

suktigiesod @ane-3idh vl la@t%&@!@fém{!ﬂ%éﬂ&dgﬁoﬁﬁ% RyRlems %g/ice/s may be

methods may be. implemented to authenticate devices Tor networking

e%ﬁ?’%rﬁ%ﬁ%ﬁgﬁﬁaﬁﬁ%ﬂ%FW%W@tmﬂMﬁ@@wﬁ@pmém pergrin the tasks of
wiREBYOHINGs PBMIEORRERTS thakinglude ol wirsless deyices, or in

networking environments that 10 include only wired devices. Furtherr_nore,
the disclosed systems and methods may be implemented to authenticate

icati i i f networking environment types.

o3 o e e ANV AR S FGrHBAG: emvironment
300 in which the disclosed systems and methods may be implemented in another
exemplary embodiment to perform edge authentication for network devices. As shown,
networking environment 300 includes a number of exemplary wireless client devices 310,
312 and 314 that may be configured to communicate with each other via wireless
communications through an authentication device 302 that is also configured to operate as
a wireless gateway access point, e.g., 802.1X access point. As shown, authentication
device 302 is coupled via wired connection to an authentication server 304 (e.g., RADIUS
server) within the core network 320. Authentication device 302 is configured to receive
authentication requests from wireless devices 310, 312 and 314 that do not identify the
authentication method in use by the requesting client device, and to perform edge
authentication by exchanging information with the requesting client device in order to
converge on the correct authentication method prior to allowing the wireless client access
to the core network 320. 1In the illustrated embodiment, authentication server 304 is

configured to perform core network authentication tasks (e.g., user validation, etc.) after a
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etc.). Figure 4 is a simplified block diagram illustrating c_ommunication_
between an 1 authentication device 402 and client device 420 according
to one exemplary embodiment of the disclosed systems and methods.

giidtholight devices ﬂ@%%@é&@tﬁéﬁd@ﬂ@ﬁa&ﬁg fFoGm %%QLQalt(l)n%c core network 320
wirelgzssly in Figure 4, it will be understood that communication between
b%\& TeHEAER %8\%58 245 al‘]AC]SQZ@%’}’ afenatvelite widhwireoke network 320 are

woehnectien: ethissregarg,dhejauhenticationcap Fé@‘?&h‘s’ﬂz"‘@r%'nb%% agegss o core
z%uth?m'%ation device 402 may be taken 20 to represent the capabili ies’o

N lihentication server 204 of Figure 2 or wireless gateway access point
302 of Figure 3. In the illustrated embodiment of Figure 4, wireless
authentication device 402 is shown configured with a processor 406 that

is coupldgtsnmiaitoryi#is andthatris! cenfigurac:toliegeive a@@dt?rgg%@%em in the
e Rypications via a ¢ led wireless 25 network interface card ‘
nE{(ﬂNIC) fil%igé?]d antenﬁa@ﬁ?ﬁ.ﬁﬁgﬁgfl\(}vir&éléégé leht dRACE wog |§1E’éh@‘\?<_/rfhscmsed
SYSBiYLiRd wehadsroressdied 24hands cduple chtohne gy 426iand ;g@tldatworkmg
et recej rogduce network communications via. a couple e
C%%gﬁﬁgwgfkﬁﬁﬁeﬁgggpc%%N% %g And EntEhAABS M enfory aoEtworking
STRHYAPENa He Ak dsuiatiie wisiery disvices (e.dn Sﬁﬁdﬁﬁﬁ;&o”&m%ﬁments that
' i Ced Or, inati 0 memory, devices suitable for storing
il e dorconanaygn LA Teny deees suble oL slona
MRl RS eR spatbensenid metivods avuesoribeddurthier hereimieSimdarecwvorking
O Y e R e

microcontroller, etc.) suitable for retfieving a i %ﬂ%ﬂ% environments,
“Iegrached memory devices, and for executing algorithms or routines

necessat or desirable for accomplishing the features of 5 the disclosed

systems and methods as described further herein. NICs 404 and 428 may

be afignetwoik inteiiasiéfiedrdoiRediverkA0ARIBr GABPANaRIs SHaRe e tween an
munication between wireless

ie enabli irel netwqrk co \ .
aug%et %%%%:%nigﬁv% eev%:%?‘ 5(1{'8%” gless &l rﬁcé]@WM@OO\?i%l Qftentas 4bbodiment
Ofd‘hd dgglqsebbﬂygmmefmﬁﬂmsa Mﬁ%ﬂﬂw‘%cgmlﬁg%ﬁ%é) ﬁ].ustrated as
Commedpted b1¥e gg&% |1\|n| .compz?nents suitable for wired network

INg W 1gure 4, 1t will be understood that communication between

authentication device 402 and 420 may alternatively be via wired connection. In this
regard, the authentication capabilities of wireless authentication device 402 may be taken

to represent the capabilities of authentication server 204 of Figure 2 or wireless gateway

access point 302 of Figure 3.

In the illustrated embodiment of Figure 4, wireless authentication device 402 is
shown configured with a processor 406 that is coupled to memory 408 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 404 and antenna 414. Likewise, wireless client device 420 is
shown configured with a processor 424 that is coupled to memory 426 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 422 and antenna 428, Memory 408 and 426 may be any
suitable memory devices (e.g., solid state memory, hard disk, erc.) or combination of

memory devices suitable for storing information necessary or desirable for accomplishing
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10 communication between a wired authentication device and a wired
client device. In this embodiment, processor 424 and memory 426 (_)f
wireless client device 420 are configured to execute at least one wireless

thauthemticationmethasl (e gys seeurity mHede, AN AIGNIINFNINOISLO ;i
1produce Z?%hentication information that is communicated to _ o

PSRNt Catiom UelicRIA 0D AESNIE dgCHli r@e’sslamﬁemims@n deviged0aller, eic.)

sugaonfiguree dovia pracessdng authentigationdnformatian &%?geé\'fﬁdd%g?esv and for
wireless communication device 420 through antenna 414 an . C B ‘

%%ﬁ%%“t‘%w%?%‘?fﬁ%% ditfsteviRsRss anitHeReatbl Inetivodsipsdinseturifyatures of

thmades endiosalgorthima) @YeCHlNG LK PLRGESSRT 406, ptillrefering to 428 may be
Fiq}ure 4, wireless authentication device 402 may be capable of . .

e [Jp%% Ilr‘llb lgtﬁf %T’Itgﬁgii \mﬂrgrég@%‘U?ﬁ@ﬁf@a@i@?ﬁﬁé@ﬁ@fd%i@,ﬁ@mew&fab@ wireless

naemesponding:;24ity difarenh typesA0d(mbrRdS Of glient.davices, . 1
different network Policies e.g., security level or work group policies) for

deitrSrert wirkle 8 'ERBAL dblicelhritbr Usehsivtc ITHereowrUMtiple wirsless network

embo‘ifmﬁmeﬁth&@hﬁJm@MIh@dSWQ@imgnﬁﬁ@oé&ﬂ}g&Qﬂ@' 'gﬁlgﬁﬁe for wired network
authenticatiog device 402, and chosen and used as necessary to

CRUthenticats diff&iesH A Wirse LU EraHE AOT S Arrirae dseis dnliealydmritic

101
enticate . ;
as-needed basis. Table 1 is an exemplary 25 Iispng of wireless
authentication methods 416 that may be stored in memory 408 of _
wireldBs G tHBROEAMEAt dBices 40 24aA disinotinten dEX tof ComPEEhEnsivaievice 420

i i ‘ tored wireless authentication .
L RO by scurs mos

ang K| LR R Nific ATt Fahohis arraytaisodes stargdrimtvenary i @8 rddunicated to

. yticaiti ds,Seqyrity; Netwark Tunneling Protogol . .
e A A ST conrie

CONPSRISEE Nk A UAIBRE AT NStotiNon eeOpert NkAWirgd B Ubsaientnication device
4-%@@&%%%n§@§@ sNerge 'AfUZI'ﬁA\l‘II?Q?WO or more different wireless authentication

methods (e.g., security modes and/or algorithms) executing on processor 406.

Still referring to Figure 4, wireless authentication device 402 may be capable of
supporting a plurality of wireless authentication methods 416, for example, corresponding
to different types and/or brands of client devices, different network policies (e.g., security
level or work group policies) for different wireless client devices and/or users, efc. These
multiple wireless security methods 416 may be stored in memory 408 of wireless
authentication device 402, and chosen and used as necessary to authenticate different
wireless client devices and/or users on a dynamic as-needed basis. Table 1 is an exemplary
listing of wireless authentication methods 416 that may be stored in memory 408 of
wireless authentication device 402 and is not intended to comprehensive, it being
understood that the number of stored wireless authentication methods 416 may be greater

or lesser, and/or that different types of wireless authentication methods may also be stored

in memory 408.

11



" N/A 2 WEP_ N/A 3 None Wi-Fi Protected NIA 4 WEP N/A Access
Pre-Snared I_Key (WPA-PSK emperal Key Integrity Protocol (TKIP) g.
Advances Encryption Standard (AES) 7 Aevanced Message Digest N/A .
W..P Algorithm 5 (MDS) P 8021x. 8 Cisco Key Int_egrl_ty Protocol_(CKIP) Li
0 gntweight Extensible N/P. 302.tr" Cisco Authentication antrahzed Key
Protocol (LEAP) WEP Mana ement. fCCKMI 10 802.1 x, Cisco
Comaatible Extension €4¢R (CGXQu b WiihLFrotectee TKIP
Acces (Ni PA. CCKM 12' Transport Laver N,4t Securlty (TLS) WEP 802.1
x 13i :,KIP 8021x. 141 TKIP WPA 15

Security | Network Tunneiing Protocol Data Network Cache
Type Authentication Encryption Authentication Mode | Entry ID
Algorithm Method
Nore Open N/A Wired Equivalent N/A
Privacy (WEP) 1
None 2
Basic Shared N/A WEP N/A 3
None 4
Wi-Fi Protected N/A N/A
WEP 5
Access Pre-Shared
Temporal Key
Koy (WPA-PSK) integrity Protocol v
(TKIP) 6
Advanced
Encryption
Standard (AES) 7
Advanced | Message Digest N/A WEP 802.1x 8
Algorithm 5 (MD5) Cisco Key integrity
Protocol (CKIP) 9
Lightweight Extensible | N/A 802.1x, Gisco
Authentication Centralized Key
Protocol (LEAP) WEP ‘Management (CCKM) 10
802.1x, Cisco
Compatible Extension
CKIP (CCX), CCKM 11
Wi-Fi Protected
TKIP Access (WPA), CCKM 12
Transport Layer N/A WEP .
Security (TLS) = 802. 1x 18
CKIP 802.1x 14
TKIP WPA 15
AES L WPA 16
Protected Extensible Generic Token Card (GTC},
Authentication TLS, Microsoft Chalienge WEP 802.1x : L
Protocol (PEAP) Handshake Authentication | CKIP 802.1x 18
Protacol (MS-CHAP) v2 TKIP WPA ) 19
AES WPA 20
Tunneled Transpott Password Authentication WwEepP B
Layer Security (TTLS) | Protocol (PAP), Chalienge —= 802.1x 21
Handshake Authentication | CKIP 802.1x 22
Protocol (CHAP), MDs5, TKIP WEA o9
MS-CHAP, MS-CHAP v2
AES WPA 24

As shown in Table 1, each wireless authentication method of this exemplary
wireless authentication embodiment may be selected to correspond to a particular
combination of authentication characteristics, i.e., wireless WLAN security type (e.g.,
none, basic or advanced), network authentication algorithm, tunneling protocol, data
encryption method and network authentication mode. However, it will be understood that

in other embodiments an individual wired or wireless authentication method may
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- 16 Protected Extensible Generic Token Card (GTC AES WPA WEP

80P 1x Autnertl a5on TLS Microsoft Cnallenae Protocol (PEAP)

Handshake Authentication CKIP 802.1 x 18 Protocol (MS-CHAP)\X,Z 'FF)KIP
coeYphES WRAY 28nEunneird dransport Passward %xgth&%%(ﬁ%nﬂ%% %F guthentication

Layer Security (TTLS) Protocol (PAP;, Challence 802.1xt hak
CRUSHEHESGN BRY SEsutape ProtoEoli(CHARI NI DS TP Rbre fﬁatures of the
AMSCHAR M GRARVEGR MRS WRALY AR shown i Jable T cach

wireless authentication method of this exemplary 5wireless 1
exa%?r%ﬁﬁcﬁﬂ%’ﬁ%ﬁﬁ%‘diﬁ?@nﬁ@&@ﬂ%@s@k@ﬁmm corfesigiond tm@iy be stored as an
ama&icubafoﬁqmmti%@hﬁ%ﬂﬂﬁ@E'ﬁ%.'&&&%ai% (SFSHCS L E 0 entication device 402.

WLAN secul-ir)7 type (e.g., none, basic or advanceéi NEtwo _ o
0 S HHS ARt GnCARGSTRAY, ﬂﬁﬁ@%(@dtml ?mmw.nmtmtgéﬁ]eﬂyﬁi@f&omeﬁnb ination
Omweﬁkﬁ@iﬂmm@ti@ﬁlm@ggumg %‘y I\&/Y}{élfelgg aUUQ%gII;%‘.tCOaQIOH ﬁ%llff‘ 48’7

embodiments an individual wired or wireless authen_lcatlon meth d naly

12 correspond to any other authentication characteristic or c_omllalnatlotr_l of

autheqtication ;gharacteristics as may, be suitable for use in implementing

one o[?gnggrg(f ?eé%ﬁ%é% %Er ZIjthén e&flsogl})é@é g@&&ﬂ%%ﬁﬂ“ﬁ?@fﬁé&@ﬁﬂﬁv@@é}m may also
ingjitefe g8t irtiatkingoeniirarimet. Maﬂﬂﬂeilﬁ%@m@mﬁm@%ﬁ&%ﬁhég%e identity of

| ' ined in Table 1 be siored as an 5 authentication .
“ethod ockcon e ety JUB O i B e lati owcsirless clen

deapees R uehet cases)cacheaditrin idehiifien(hO) moayhenemploy Bf:0usiy used by

j i ;combinationof.autilenticanan characteristics Supported by .
eév%ﬁ?l%%fﬁ?ﬁentic%@g% %ae(l)ééhioaf. NS SHEWR fﬁfﬁ’é’gréaﬂt, ?ﬁ%@f?ﬁ@@f@ﬁss client

AsKifeIE38 - duiiniani catidhadgvios 4Ry AIRG W@@%S?@mpaﬁ%giégﬁ&t device
4296}%&0%@1{&%} H¢ 1'1%9%?8%} 102520 %%rgiaqg)gg?clgggttgryﬁrolo for tracking the frequency

of useor cumulative usage count for each wireless authentication method (e.g., algorithm

In one

and mode) used by each wireless client device 420.

Table 2 shows an exemplary embodiment of authentication method tracking table
as it may be maintained by optional counter 410 (when present) of a wireless
authentication device 402 for multiple wireless client devices 420, As shown in Table 2, a
usage counter (e.g., since last system boot-up) may be maintained for each wireless client
device 420 (e.g.,. Client A, Client B, eic.) for each wireless authentication method
employed by the given wireless client device 420. In the illustrated embodiment, time
stamps may also be kept for the last date and time of use for each authentication method
utilized by each wireless client device 420, although this is not necessary. As shown,
Table 2 includes a cache entry identifier (ID) that corresponds to the cache entry identifiers

of Table 1 to allow identification of each wireless authentication method included in Table
2.

13
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10 authentication methods utilized by wireless client device 420 and other
wireless client devices 420 (when present), e.g" a listing of all

authentication methods previously used by each wireless client device
420, the authentication method last used by each wireless client device
420, a listing of all authentication methods supported by each wireless
client device 420, etc. Memory 408 may also include an optional counter

410 for tracking thefrggugncy

usage count for

of use.or cumulatj
each wireless authentication rﬁl]é%ﬁgg?%.lg??;%%#iﬂ%]vf%‘&m‘éde) used by

each wireless client device 420. Table 2 shows an exemplary embodiment
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authentication method included in Table 13 Table 2-Authentication
Method Tracking Cache Client A Client B Entry Usage Last used Date
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I

%kc.e(%. Date | C é _ , 4
Anip ST Boted1 cadhe i pomiars Bl 29 # may be

m312e04r BOC 0300412 61521003 W6thbntication device 402 according to one

exemplary embodiment of the disclosed systems and methods, As shown, Table 3 includes

a respective identifier A to Z (e.g., MAC address or other suitable identifier) corresponding

to each of wireless client devices A to Z that have been pre

viously authenticated (or that

may attempt authentication) by wireless authentication device 402. 1In this exemplary

embodiment, the authentication mode cache structure of Table 3 includes the cache entry

identifier for the last used (LU) authentication method for each wireless ciient device A to

Z, as well as the cache entry identifier for the most used (MU) authentication method for

each wireless client deVice A to Z.

Table 3 — Authentication Method Cache

Client MAC Address | LU MU
Cache Entry ID Cache Entry ID
A 2 2
B 5 4
Z S 2

14




10

20

b2
|41

30

50 L 35/12/2003 15:30 Table 3 shows an authentication method cache

information table as it may he 5 maintained in cache memory 412 of

wireless authentication device 402 according to one exemplary

embodiment of the disclosed systems and methods. As shown, Table 3

includes a respective identifier Ato Z (e.g., MAC addre_ss or ot_her

suitable identifier) corresponding to each of wireless client devices A to Z

at hay ' lQusly.at ticated (or that may atte o ’

thonteation by e A e R o D beifgev ey be

IMESBEARTE I thEl MithenBoatiormptie casheastiueture bifahie:d ieludesems and

méiegache enirypddentiieniRhie Iastusedh() auhenteation method for

g e« d .
each wireless client device Ato Z, as well as the cache entry id& T’l’ﬁleldfé’lm and a
Wi GG LRI ) dariRentidizibndnitip S RSr neachawiglessdlient ﬁ&Vct'\(/il‘(Smples by
athiikatishlec3 AvthenticationMethied Gache  Client MAC, A %{ﬁaj@r“%re}e% client
Cache Entry ID Cache Entry ID A22 4 14 Figure 5 s a’flow!
At atfgod the vidisie metioweiogy E@Olhbdtmdnmdmmemmlﬁgmethodo]ogy
ceRrdi plar Pdimeos9Lihs disclosed systems an red
m%ethc?é%? f—:-t@gﬁméggegﬁ?}of h gsln%égr?éke o%gelt}ati%n%nbe?wcé%snuéléﬁr&érgéeéﬁéﬁfi/ or wire
COqEIEE AR 59\&ireféés“émh‘éhtiéat%ﬁade\ai@@.sﬂ\ﬂp@hﬂd6[&£gyc5(i]®ilg1gytfte for edge
[ icati thenticate
imyapagstesudasexample, by authentlcat_lon server 204 to au
auwired clien‘te%g\%:e 206 and/or wu aless client, devices 210 and 212 of
Figure 2. However, it. will be understood that simi_lar met_hodol_ogly may he
impleme by other types of authenti a'gion devices using wireless .
anzloggwg}é%%gbn%%%erﬁggﬁ%% et PeResRegite Ry Shteesthoitesn2a waiting

auman@m _f@ﬁ@dgaewﬁwtfmtmﬂiﬁmmﬁ%‘%%gﬁﬁii ﬁg given client. The
ST e T T TN
In ghepenTheo the authentication request, the authentication server accesses authentication
method cache information (e.g., Table 3 contained in authentication cache 412 of Figure 4)
in step 504 and looks up the last used (LU) cache entry identifier (ID) corresponding to the
last used authentication method for the MAC address of the given client that has requested
authentication. In step 506, the authentication server accesses authentication method
information (e.g., Table 1 maintained in authentication method information 416 of Figure
4) and looks up the last used authentication method corresponding to the LU cache entry

identifier obtained in step 504. In step 508, the authentication server sends an identity

request to the given client that contains the last used authentication method obtained in step
506.

Still referring to Figure 5, the requesting client device receives the identity request
sént n step 506 from the authentication server and determines in step 510 if the last used
authentication method contained in the identity request matches the current client
authentication method configuration. If the last used authentication method contained in
the 1dentity request martches the current client authentication method configuration, then
the client device responds to the authentication server in step 512 with a positive identity

response, and the authentication server in turn selects the authentication method (e.g.,
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authentication request does not identify the auther_ltication method used
by the given client. In response to the authentication request, the
authentication server accesses authentication .15 method eache .
e Tonetion (ex0c] able Sionkained th L henRIAN PAen I LRI a1 anc
@1 in.steg 504 and looks up the last used (LU) cache entry identifier
A COTTeSP ORI Y ThEcHEPtRa ¢ iténtication method for the MAC
address of the given client that has requested authentlcatlt_)n. In stgp 506,
the authentication server accesses authentication method ‘|nformat|on
(e.g., Tatte Phtaifhtainedinauthenticatiorumathothinformation 416,0fdentifier of the
.l " . . hod
; ) {20, 1he Jast used authentication method NPT
e O o R i 58 Tmory 412 o
Figes égﬁithéhﬁmﬁémi@mmmdseriféenmdamdﬁeglﬂasythzemé@sﬂogm%a{gﬁemicaﬁOn
) ; ins thedast used authentication m tgg 1o tained in step. o
m%%?gﬁs%%ggﬁﬁ% ngFifé%thelr}%,"%ﬁgﬂrecgﬁgétiﬁﬁ il n% _v‘l’&_(é PHHKDHES Y server also
URdatstityrequBsiapBesetittn step BO6romethe authentination erver @_@ngé) and time
| I ' icati ntaine

in the identity request matches the current clien <

CRBRRGHratiet e sf ideeradthénticatieromethocheantainad: il dhehethod used in

. > t client authentication method o
e e o T v

NsiEp Eyaite oSS dentityn8tire spohsen fanshahieraheNieBlon contained in

caSBEV R M, §§Igpgé@ge%?t%%iqgéi%%?geg%d hentication mode

15 a ]
i 1%@ ; sponding to the most
and algorithm) from aUthentication method memory 416 afigrespondin

usglRe {@élﬂ@e@&é@dré&@ém@mﬁ@ntd@ﬁsmpirﬁ$Be|&>15114etfgeven client. At this

' W’ i ifier of the
scagth rv p gg& LA;[ v ch.,. entry identi of the » i
p(gﬁt’hgﬁ%ggion r%ethgggj cgégl}ﬁh;ﬁ.linformaﬁiia%g%@%% 3 Eoftainkyn for the next

WEBRHE RIS GRIUEED BF BeFigere) Witmthe dahedenicy identifies02, ar which time

RO ' i tication method used in step Sit
o th vor Clent i iap E14 e B her oA ASAUEP s E fetes s

cumulative usage counter (that reflects cumulative count. Qf u_sage) an_d
authentication method tracking information

ime gapgRFaed e suopicojor melied eckn omelon
ing@kkenteation metked dsed inot match the current client authentication method
configuration, then the client device responds with a negative identity response that is
received by the authentication server in step 518. Upon receipt of a negative identity
response in step 518, the authentication server authentication server accesses
authentication method cache information (e.g., Table 3 contained in authentication cache
412 of Figure 4) in step 520 and looks up the most used (MU) cache entry identifier (ID)
corresponding to the most used authentication method for the MAC address of the given
client that has requested authentication. In step 522, the authentication server accesses
authentication method information (e.g.. Table 1 maintained in authentication method
information 416 of Figure 4) and looks up the most used authentication method
corresponding to the MU cache entry identifier obtained in step 520. In step 524, the
authentication server sends an identity request to the given client that contains the most

used authentication method obtained in step 522,
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10 step 512 for the given client. In step 516, the authentication server

updates the MIT cache entry identifier of the authentication method cache

information (e.g., Table 3 contained in cache memory 412 of Figure 4)

with thelcacheientry Eentifier aariegpending.to.the;most used. . ... .
Seal{lthert‘ﬁ%tj wethod' after performance of step 512 for tIheeé?\%r%thiléiﬁEmy request

At thig“Boint, HEOGABEY Bot terniratesean daismeintcatiot séR/@ivaitsost used
addrahe:next sGantnentieaionreguest o pateceiedioma glientdevios . e,
al|r_h§tet ‘5t02, at which time methodology 500 starts over again to process

Re st SOtRSAERATER PG REURRIFY t step B0k Rigime Seifthie-ontained in
thastused aufhentieatiormathec-eantaingd Jnihe idently request do 22 on, then
match the current client authentication method configuration, then the” ’

client ée\ﬁ\égerégﬁ%% Wit'a ﬁgﬁﬁ%%hﬁ?ﬂ@sﬁbﬁ% thit igiB0a positive identity
T mﬂfﬁd@@mﬁlﬂmﬁiﬁaﬁ@m SENVA N SIERRHE QPBR‘{;%II&} C?Jsg‘ribed. However,
;fnegativ zlg%ntl;g (eéﬁgogse‘ln step 518, the authentication server
authentication SERPEE LRI MRAROS pRétsy dadhe iforimyatignest sent in
si¢p.g2 T alyleld contrinechinauthenticriianfache 41 21Qf 5_591%&!? A%ig]ntSte%Bhentication
mg%%glrggnl oks tu§) thgx mqggﬁ,edr(MET) cache entry identifier (1D

corresponding 16 thE Mo Lk K tREARBRYh 8tHE o faranévMAentity response in
stegpldPess of the given 25 client that has requested authentication. in step

522., the authentication server accesses authentication method

information (e.g., Table 1 maintained in authentication method

informgj&' nddepf frigure 4)and lo the most used authentication .

method corresponding 1o the MIT cac ué%é%?PyS Taentiier gﬁf’aiﬁ?en% ﬁl"l%@ﬁhentlcatlon
SCEYY. fietdls B2419hed Huthehticationisbmecsends snddentitydeguest iihentication
miRcakveRclient thal contains the mest 30.used authentication method
_ obtained in step §22.'16%tillqﬁgﬁ1“%erring to '&%jg%l?r%%? tﬁélag&&@%tt’i% Biréheds one at
tll&&x)f&é‘%@&ﬁ%@tﬁﬁd%ﬁm@wem thertuthsteioBRsh fromehevith a positive identity
re@p@hwtmt@@@grﬁgﬁi%ﬂge termjgesdp 26.if the most used.

authentication method con?g?neﬁgbiln the iﬁéﬁﬁis}lec&u%gf) ﬁ%%YSHé?%%HE/ response from
g fHERt CheiiE: dbtnarbeatierinretiod configorationidfiheanastidseen method (c.q.
avabiheniicationsaethed caniaingd in fJdhe ideptity. reguest matches the

current client authentication methjod conf.igura%%{h%dtﬁ%lﬁ fﬁ%&ﬁfgn{tﬁ&ﬁﬁ% 416 and
WISPBIRIE 1 Mh & AENEHtREAHBE sEpvérdavitep BL2tithianpoditiveddentiry 1D, MU

cache entry ID and usage counter and time stamps may be updated in a manner similar to
that described in relation to steps 514 and 516. At this point, the authentication server
waits for the next authentication request to be received from a client device in step 502, at

which time methodology 500 starts over again to process the next authentication request.

It will be understood that methodology 500 of Figure 5 is exemplary only, and that
the disclosed systems and methods may be implemented in other embodiments with
additional or fewer steps than included in methodology 500, and/or using an alternative
sequence of steps. For example, it is possible to implement an authentication methodology
similar to methodology 500 that utilizes any one or more suitable authentication method
characteristics to select an authentication method for communicating with a given client
device, e.g., only using last used (LU) authentication information, only using most used

(MU) authentication information, or that uses most used (MU) authentication information
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response, and completes steps 5)4 and 516 in a manner as p_reviously
described. Howeve , if in step 526 the most used authentlcatlon_me_thod
contained in the identity request sent in step 524 by the authentication

toSeiver dorsdiplemalel ihe.curentelisntaythentication 10 mggzi%%ﬁyauthentication

._configuration, then the client device responds with a‘_’negatlvel _
NS irf‘gfgﬁrgﬁ.@{}édﬁ”ﬂeééiBﬂéﬁ@tﬁ@@_dmé identity respomge sentdfault to a
sc§lephZ SuliteArMIeNTIGAlR SeIVer JRfaHiIs.in step 2301028 er%tlj%%p(}xlaalm step 530,

process of selecting individual authentication methods ar.ld.sen g h
R Qb S ST %@éfé&%mﬁeﬁﬂémtbﬁmm@usmnenayaawmployed in
thtimegeunth the aliephdevics espRRAS 1. heawinentication server with a evice, e.g.,

ositive identity response. (not shown in Figure 5).TJpon re%_elpt_ of such a
us%&if?\eiétio@nfﬁ?tré?ﬁgnéét%mc%ﬁénclil&ﬁ@ﬂ@%é@%tkﬁ@@ﬁiﬂl@@nﬂéaﬂ@n serverost used
auithdbiR BRIgciSIheauhentication method (e.g., authentication que and

algorithm) from authentication method memory 416 and authenticates the

given requesting client device. At this time. LU cache entry ID. MU C210

cach ADR:! _ er and time stamps may be updatg in a -~

man?é?%??nﬁllellg)rot(? Qt#§t8 E%e%é%%e%ain%’l%%ﬁ}?@&eg@ ﬂ%} i %%Cﬂf?ﬂléo use any
sugaine, thbtkanheriivationteredaiaits ot tne nexbhalthanticatiomsegueshbry (c.g.,

>eived.fro i ice in step 502, at which time =~ .
ey 200 et AUeh S 15 DAL oAt Mtecaafprmation for o
givenaEsterRAll pe-inadersiuod tatdnathodalogy S08sal fsighite B iven client requests
oem t &, disclosed systems and methods may be .

: imple%g%gdn%%?r%mb%%ge%% Wi “ya%% | %lgr%l @}e\f\%ﬁ%b@tﬁ und in steps
SOncidted iAtethadolegycbo, andror usifipdo alterfativerseyanceddf 530 for first
; , it Iple tq implement an authentication )
t BRI RLEXAMBIE Hd&@&?éalﬁ%\ %g%%ogltrfg{ u%?ze%"aeﬁly It device  After an

methodology similar to methodology ore’
audhfsiiaiantAsiedtionspdtacubtriraste ristios tovsiedtat anientthendieation time. the

Lnetheddarcommpnicating it ﬂggixﬁfhg

. : ing last
. Aleenct:O%%Yé?ea%lggrég gg}/ uss!rggay e updated
used (LU) authentication information, on ygusmg most use

In H TRaHC B MfePrikaioteseritisat ins@ém&u_%cbél\/ﬂﬂ} aimﬂjémﬁcalf(_xﬁbcessary, the
ciisfeEvatons A piaiect passibigauiheniicaton Mehod Por 12.using

last used (I U) authentication information. Furthermore, it w b
understood that it is not necessary to default to a

Figure 6 illustrates an 802.1X and EAP identity convergence scheme according to
one exemplary embodiment of the disclosed systems and methods as it may be
implemented between a given client device and a wireless gateway access point device
following association of the client device with the access point. In this embodiment, the
wireless gateway access point has cached previous authentication method information for
use 10 a future EAP exchange. As shown in Figure 6, the access point device begins by
selecting an EAP authentication method based on one or more characteristics of the
authentication method/s previously used by the given client device (e.g., using
methodology similar to that illustrated and described in relation to Figure 5) and then
transmitting an EAP Identity Request containing the selected EAP authentication method

(TYPE). The wireless client responds to this first EAP Identity Request with an EAP

Identity Response that contains a positive acknowledgement (TYPE) of the correct EAP
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sequential authentication method selection process as described in
relation to step 530, and/or (:hat one or more other authentication method
characteristics may be employed in 5 the selection an authentication
autimettod for eemeaunicatinghwitiagiven client device, e.g., using next to
last used authentication information, selection of next to most used
authentication information, etc. It will also be understood that methodology

500 may bg canfigured 19, use anySyitable authentication method =~
detelrmi_naticgn method vl?/gﬁlﬁ (:}ﬁzhe(:i lr%n%o@f?glg}f r?C?%tﬁ%%Vn iE5hich Kadhe correct
aulhg USRS Y CortaIns FRo e Vidiss authenticatiominfarmatipr fen@d by a single

EAgVeRauthenticationyequesting glient deyice (e.g.. such as first time a
giveﬁbclient rcg)questsﬂauthenticactiion?)%l F%ér{rgggrhsp%ré,} na'&a [ HlgryAtempts (and
COfHSRAReRED)uHfBlenRAGT s e bdIPOstepRaBOX aNid/dly520decdby the conventional

o @INRBELISNL device. mefoglelogy 500, A 5D 10 s1ep 530 for st time
selection of the authentication method for the gtR/etg%l|eor1i]t88‘e\?i%{en.e}3\‘ft‘é%“é)ﬁ method.
AlfgughiertitatiornsiienHishasén sorauttrsnticaie pogivisn wirelessicligké more than

fonihgdirst imgotbendnT) Gachersninyd he entry ID and usage
Oncounteg' a@nd timq()e stamps may be upgg eg%ﬁegsrﬁgsnen ar@i/rtﬁ)llcégrﬁloe\fﬁact&vercemc to
theqeuFbet TlisabAToSIERS Slpant BL6tE mecbssatysthel diedideviee systems

andMiCiREdress maybe Added lomemoryfAgLereyieysly present, Floure 6
nillustrates an 802¥§ an%ﬁé%:’ ideng;t%%%!glev%gégt%r%:\{égggﬁéﬁggcg%%gm%%ﬁesom achieve
COBFIHTE ExuiHb IaFy TartksiEn oo b altfisiclosb dysystemsdandtnethtds ashen using

coitviinioha dpplsmented betwesn &-given shent device il %w”e

less
gateway access point device following association of t IRt JEVieES L
with the access point. In this embodiment, the wireless gateway access
point:has cached gfr%vio%%a]l.lthenticatio? method information for use in a

futureoéRBI%%ﬁange}.n%\s SROWH N FEidhre 8 aheraprrdiingointigay i@y include any

inSb@ginBtbytz&seiggtmtamEABtauﬂmmﬂea&o@p@ﬁib@dt@m&iﬁy@fépeﬁgﬁfy, process,
ral QI8 chﬁaéréagterirsé[{%s Voef tfg)eri auatl?enticatig}n methods previously used by the
givern client device (e.4., Ui methodology Simildis R thatittidestedesrg. record,

redederipethinlielation ivFiguye Syand thenreansmitiagi ahtARIABRIY.: business,
o~ est containing the selected EAP authentication method (TYPE). The A

“%ﬁg%’s%"cﬁ?é%ﬁ?Fé‘é%qé%%}é“%%h?é .?E%?&ﬁ”&f&ﬁu?%éﬁ%&%ﬂﬁ BfopRApigp handling
syjgentingRéspanseshat contginsa pdziive acknawledgemars{iPE}9ethe network

sto?QéEGSE%%E or any other suitable device and may vary in size, shape, performance,
functionality, and price. The information handling system may include memory, one or
more processing resources such as a central processing unit (CPU) or hardware or software
control logic. Additional components of the information handling system may include one
or more storage devices, one or more communications ports for communicating with
external devices as well as various mput and output (VO) devices, such as a keyboard, a
mouse, and a video display. The information handling system may also include one or

more buses operable to transmit communications between the various hardware

components.

While the invention may be adaptable to various modifications and alternative
forms, specific embodiments have been shown by way of example and described herein.

However, it should be understood that the invention is not intended to be limited to the
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18 authentication method used by the client. Thus, in the exemplary

embodhncnt of Figure b, convergence to the correct authentication

method advantageously takes only one attempt, i.e., represented by a
paingléwr Edihy eljuéstiespartse Ray iR N COMRASAN %&B%&TMHHLG equivalents,
e MPLS tﬁ%@? 1511 .Qgesgt%ndlng multiple EAP requestiresponse pairs) ‘
typically required By tHE UEnUEnSBIE #hetieeRsotly GFFByFBtiaa achisfieed by the
agondergeinoesto 1_‘“efe@f’&ﬂ@mﬁef@@@ing@&@ihﬁd&hﬁgﬂgﬂﬂgdt WQ{&% and methods
mynderstood that in some cases it is possible that it will take more than one

attempt (16 more- tHAT A AL AP Peicstrasperaespailits dehimmention is not
liwodergengestotithe: cotgetautbenticaion MeiRad vien UsIRG ey inciude other
c %tiiglggo}ggy of the disclosed systems 10 and methods, it will typically

require fewer attempts (and less processing time) to achieve

convergence with the methodology o,' the disclosed systems and methods

than when using conventional methodology such as illustrated and

described in relation to Figure 1. For purposes of this disclosure, an

information handling system may include any instrumentality or aggregate

of instrumentalities operable to compute, classify, process, ? ti transmit,

receive, retrieve, originate, switch, store, display, manifest, detect. record,

reproduce, handle, or utilize any form of information, intelligence, or data

for business, scientific, control, entertainment, or other purposes. For

example, an information handling system may be a personal computer, a

PDA, a consumer electronic device, a network storage device, or any

other suitable device and may vary in size, shape, performance, 20

functionality, and price. The information handling system may include

memory, one or more processing resources such as a central processing

unit (CPU) or hardware or software control logic, Additional components

of the information handling system may include one or more storage

devices, one or more communications ports for communicating with

external devices as well as various input. and output (I/O) devices, such

as a keyboard, a 25 mouse, and a video display. The information handling

system may also include. one or more buses operable to transmit

communications between the various hardware components.
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While the invention may be adaptable to various modifications and

alternative forms, specific embodiments have been shown by way of

example and described herein. 30 T,-lowever, it should be understoczgom WISE
that the invention is not intended to he limited to the 19 particular forms
disclosed. Rather, the invention is to cove; all modifications. equivaicnts,

?%gl}egga(tt#%mk@g ithin the spirit and scope of the invention as
ned

€ appen ed claims. Moreover, the different, aspects of the
disclosed systems and methods may he utilized in various combinations

qnd/ or Q(}S&goﬁ @t(% angl%li(:?gi légfﬁq 0&@1 I1Sn Oclgt 2 hml%haélr &%%éﬁfgﬁbﬁgld method

combinations shown herein er may inc §aed

20mpGHR: WISE WHAT IS CLAIMED IS: 1 A method of communicating

with an information handling system, said method comprising: selecting a
network authentication method; communicating the identity of said
selectestlsetinerk bt raktisationtivasitoditthshid information handling

system; wherein said authentication method is selected based on one or

more characteristics of at least one authentication method previously

used to-QARHENRERERE Saddifistifafosrithadlingbystamfornitentidation method to

communicatiogsq 2. {Hhe Methed, 8 5 é[aggps pfurther comprising selecting
0

said network authentication methodto’be the same as the authentication
method last used to authenticate said information handling system for

network,gepsmuBicationsedsdAfmeilian.af ¢laigLiugher, com %'lilgge or more

selecting said network authentication method to be the same as t
authenticatiorthiEtREEIFHES i st d e vova stytherti s oaummeshaidapecsiiiusly used to

information hapgiling;system s HQEYYQH%%HY”%RH&MES system for network

communications.

2. The method of claim 1, further comprising selecting said network authentication
method to be the same as the authentication method last used to authenticate said

information handling system for network communications.

3. The method of claim 1, further comprising selecting said network authentication
method to be the same as the authentication method most used previously used to

authenticate said information handling system for network communications.
4. The method of any one of the preceding claims, wherein said method further
comprises communicating said identity of said selected network authentication method

to said information handling system by wireless communication.

5. The method of claim 4, wherein said network authentication method comprises

an Extensible Authentication Protocol (EAP).
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4. The method of any one of the preceding claims, wherein said method

further comprises communicating said identity of said selected netwdpk D WISE
authentication method to said information handling system by wireless
communication. 5. The method of claim 4, wherein said network

authentication method comprises an Extensible Authentication Protocol

EAP). 2. LEQY R WISE:6. The method of claim 1; wherein said method
comprises selecﬁl\gﬂsg%%el-\”/v\gr er%&tﬁ%%tf@%@ﬁ&nggfﬂ%sﬁ%ﬁ? B8 Figractwork
rethpsticalinhentifanibirnmetitod soprevicushwsk daalautheniicatecsiids previously
infosmatiepnarding sysiem.fat network communications. 7. The method

of any one of the preceding c%ﬁms, lrJl(rIt Nt Comprahd AR SHEMRHY @higns-
information handling system for network communications if said selected
networleguthentication mathod matgheg the authentication method i
currently in use by said infgrmation_ handlir% systéﬂr%. 51 %mrﬁétr%@& comprismg
euthFRtiFmERantrditnipTRstinfohenditne Humin g ey stemodonfigunediatians if said
GURRIAEYIER0 BRI NGNS ARSI FIORINGIR %\Iﬁl%%%%tﬁfna}nse%g& gurrently in

information handling system configured as a network authentication
Hé?/h%séﬁel?fpm&%o&%‘é@t’éﬁgs%ﬁéeﬁ at least one authentication method
previously used by said network authentication device to authenticate
gaid client device for wired or wireless network communications; receiving

n autieniifionh re§ueehim ik irsworiiaghditst atisaestios byandlieg system

ooivfiseleds.carernination kammsaitalienifavice; selecting a first
network authentication method based on said one or more characteristics
of said at least one authentication method previously used by said

networkiaitigentisation svisedeuliepieataasid KINLALVIRE SO WIS Hred as a
or wireless network communications that are stored in said memory of
said network QEEWQH%I %WH%?@@;%Y&CC one or more characteristics of at least one

authentication method previously used by said network authentication
device to authenticate said client device for wired or wireless network

communications;

receiving an authentication request in said network authentication device by

wired or wireless communication from said client device;

selecting a first network authentication method based on said one or more
characteristics of said at least one authentication method previously used
by said network authentication device to authenticate said client device
for wired or wireless network communications that are stored in said

memory of said network authentication device; and

communicating the identity of said first selected network authentication method

by wired or wireless communication to said client device.
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communicating the identity of said first selected ne_two_rk authe_ntlcatlon
method by wired or wireless communication to said cllgnt dewcg. 22 m
LLOYD WISE . The method of claim 8, further comprising: recewih@élf) WISE
9.first ré%pans@dd samem@tw,qrm@meﬁgaﬂm;dev'ce by ered or W|_reless
communication from said client device, said first response. mo_hcatlng 5
whether said identity of said selected first network authentication method

matches:ihe authenticalioRdne Rd-RUIE A BTN SAIL CIeNt deVice: | less
authenticating said client device for wired or wireless network

GORYTHESTY st FRRp oAk irlaatas virs: saadllsélettedsirstse indicating

communicati

5 network authentication d Qisiethod: maighes theagtbeptication meth %dcat' on method

ntly in use by said client device; and updating said memory of sal '
ﬁggﬁorkyautﬁé%??é%i RV G R dBeteptecor i igharaeyeristics oft device:
said selected first network authentication method; 15 wherein said method
compz{lil%ggn%electing ﬁﬁi%{ﬁrst network authentication method from two or
c

more Hetwork au W Ardtrode praviguetyisdasyrsaidrhetwonkunications if

authenticationi de\igertopauthenticaie saidclight device fofwired or, .  cation
wireless network communications: and 20 wherein said selected first
10 o, éﬁ%

authenticatioh mathod| eﬂ%%ﬁ%h%"tﬁétélE{H@ﬁMiéWm@m@l kst rsedid client
by said netwierk@utigntication device to authenticate said client deV|ce_

for wired or wireless network communications. 25 10. The method of claim

8, further comprising: receiving a first response in said network

autherpiCatigrsae viearty wirediamatveles suemmunicatien: from said slispt - 1o

' id first response jndicatin - o
device, Saldcfrlxrarac er?stxcs of sa1 sele%ted first network authentication method;

15
wherein said method comprises selecting said first network authentication method
from two or more network authentication methods previously used by said
network authentication device to authenticate said client device for wired or

wireless network communications; and

wherein said selected first authentication method 1s the same as the authentication
method last used by said network authentication device to authenticate said

client device for wired or wireless network communications.

b2
h

10. The method of claim 8, further comprising:

receiving a first response in said network authentication device by wired or wireless
communication from said client device, said first response indicating
30 whether said identity of said selected first network authentication method

matches the authentication method currently in use by said client device;

selecting a second network authentication method based on said one or more
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30

30 whether said identity of said selected first network authentication OYD WISE
method matches the authentication method currently in use by said client” =~ " -
device; selecting a second network authentication method based on said

one or morel@BLONDWISE dcharactesistics Rl saig RSASHONS reviously used by
authenticatio,r} C[nethod orevi US|¥ used by said network authentication 4 il
'Sait BEORRAitRPYIRYMAYS satwdiknt device for

device to aqut%en{‘l%%g sai t Fé’r%

communicationsithaterel sioreetirn saidomemenaisAdNeW Atk ed in said memory
authenticatigp gelgic% tif saliyd first response indicates that said selected ‘
first network authentication MetiSl GoEE itiateh the Bitherfeationindicates that
method currendlysiriassalbyisaichetieotiderias: R cHMMMCAIRLNS o match the
identity of sg{l jsecon selected networll‘zuthentication method by wired

or wireless communCaton to 4G NiraiesdichsnP ustide iens Asvisoirga

second response in said network authentication device by wired or

wirel munication from said client device, said second response

ndicatna WROthr < Al i GBI SAT eth@krentcation method
authenticatibn wietiod miatthes thenauthentisatiommetherd currentlydy;Lse

15 by said client device; authenticating said client device for wired or

wireless network communications if said second response indicates that

said suleicted sesomthdetyspricsalihentication saethethanatehes thevice by wired or

authenticatign_method currently in use. 20 by said client device; and
updating sa%rgﬂgsg] oA Gy %ﬁ%ﬂtﬁ@r‘?‘ti&é‘ﬁ&ﬁ device &3ciersend response

id memory of said netwo
one or morendhatageristicthef saiddseléetedyse60ndn@Werketed second  network

authenticatiglgtﬁgg{ . 25 wherein said method comprises selecting said
first and second nel%\?lv%?ﬁ au 8ntfg§%%3srn%ﬁ181d§‘?’rr5fﬁ%8 SRGiiKe currently in use

network authgsticatisennuethioels previously used by said network,
authentication device to authenticate said
authenticating said client device for wired or wireless network communications if

said second response indicates that said selected second network

authentication method matches the authentication method currently in use

by said client device; and

updating said memory of said network authentication device to include one or more

characteristics of said selected second network authentication method;

wherein said method comprises selecting said first and second network
authentication methods from two or more network authentication methods
previously used by said network authentication device to authenticate said

client device for wired or wireless network communications;
wherein said selected first authentication method is the same as the authentication

method last used by said network authentication device to authenticate said

client device for wired or wireless network communications; and
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client device for wired or wireless network communications; wherein said
selected first authentication method is the same as the authentication. o
method last used by said network authentication device to authenticate-OYD WISE
said client device for wired or wireless network communications: and 24

LLOYD WISE wherein said selected second authentication method is the

same ag the authentication method most used previously tq authenticate _
said client §§Viggl ors\?ﬁ?g%%r wire essaﬁtgkwgﬁfﬁéfﬁ%ﬁﬁﬁﬁ%@gﬂdﬁsﬂﬁ.&?’ﬁ‘é as the
method of anyaothewiciaimang teoiOnwiteneid said chsnt devictheonapdsasd client
a wireless cliet, %vij&e")\]%% wherein said network authentication device
comprises a wireless netwcgrlgra‘altlﬁ%%%cgﬁt%or e VICE D HE Method of

claim 11, wherein said wireless network authentication device comprises

a Wireless GaleWA,AGHS P UL IERRIGHCH O, AEHOM edae MO, o
authentication. 13. The §method of any onOe(Ijg; claims 8'fo 1%%%?%%gfﬁes%ﬁmmes 2
AEERI6HK slitHertavasR narbuidisicdmpridescancakithetiticatiotiserkerice comprises a
canfigw ad-i REH AP ERIG QIS HNOlk. authentication. 14. An information

handling system configured to: select a network authentication method

based on one or more characteristics of at least one authentication
methodipeerietsly seshimaviheniizaie a:igligntinformasion hanglin tion device

system for network communications; and communicate the identity o A
SBIBRISE héwBHic Sath At R FhethorPBts sRnfetiend inforrafiom  edge network
hatidhngasysiem. 15. The information handling system of claim 14,

wherein said information handling system is further configured to select

said network authentication method from two or more network

agthentitatiasthethods praydurstuaed® te authgRticate sad eig B2 Ruthentication

device comprises an authentication server configured to perform core network

authentication.
14, An information handling system configured to:
select a network authentication method based on one or more characteristics of
at least one authentication method previously used to authenticate a
client information handling system for network communications; and
communicate the identity of said selected network authentication method to said

client information handling system.

15, The information handling system of claim 14, wherein said information handling
system is further configured to select said network authentication method from two or

more network authentication methods previously used to authenticate said client
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LLOYD WISE information handling system for network communications; | oyp wige
to communicate said identity of said selected network authentication

method to said client information handling system; and to authenticate,

said client information handling system for network communications if

said selected network authentication method matches the authentication

meesdieHES RN R %;%_?eﬁy faidclignt Ubﬁ%ﬁ%@%i@ﬁ‘mg”%@{ﬁ%%%&ﬁsaid identity
The information handling system of claim 15, wherein said information
pasdichgelsyied masreakfiguieatio s crstiohatwerk adibenticitioration handling

wethed pbeadhe sameastheiauthenticatan method [agt; es(%%m for network

authenticate said client information handling system for network

EIHAHIFER 8RS, 11759 e AitertAALGITEIKIIMydpstératishclaimiia] matches  the
witeiein aaid intormpdanchandiinge Byl 8 dHIheS ORI IR ReleSm.

said network authentication method to be the same as the authentication
method most used previously to authenticate said client information

h@ndlinglsﬁfafmﬁ@ibﬁemflkngf@il"ﬁéﬁﬂ lﬁ%i@fﬂ%l%@r\;v-ﬁléﬁeiﬁf%g@%}m?gtion handling
handling system of any one of claims 15 to 17, wherein said client device
EEHEL O APEEAE SR AR, QE B MBI e rRRASHKL© be e sam as he
antthenidedtomdenicel somgpisesambialess ReveRkAUHTBRIGAIAMSMIES: system
{::9 T V(\;Oirr?(formation handling system of claim 18, wherein said information

L REHNS™s YRRBMUR AR configured as a wireless gateway access point

configured to perform edge network authentication. 20. The information

ndling system of any one. of claims 15 to. 19, wherein said_information )
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soindiguseiitbpedafipuredenetivorkad iewieatathedBcation method to be the same
as the authentication method most used previously to authenticate said client

information handling system for network communications.

18. The information handling system of any one of claims 15 to 17, wherein said
client device comprises a wireless client device; and wherein said network

authentication device comprises a wireless network authentication device.

19. The information handling system of claim 18, wherein said information handling
system is further configured as a wireless gateway access point configured to perform

edge network authentication.
20. The information handling system of any one of claims 15 to 19, wherein said

information handling system is further configured as an authentication server

configured to perform core network authentication.
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